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Different approaches to set up and manage systems
1. Traditional: manual checklists and scripts. ad hoc changes/fixes made by

system administrators at runtime
2. Modern: treating Infrastructure as Code and configuration management as

system engineering

Configuration management with scripts is not scalable or traceable and
is error prone... which leads to configuration drift. overtime

Configuration in code can be standardized. scaled. and audited

- Configuration is checked in and version controlled, reviewed and tested

- Changes and patches rolled out through the same automated pipelines

- Standardized across and within environments: cattle. not pets

913546: | Secure DeyOps 8: cans Application Security

'l"reating Infrastructure as Code is one of the most. fundamental and important changes in Des-Ups. Instead of

relying on system administrators to set up systems through scripts and checklists. Des-Ops learns write

configuration definitions and policies directly into code using tools like Ansiblc. lChef. and Puppet.

This configuration code is checked in to rcpos. reviewed. retactored. scanned. and tested like any other code.

Changes are pushed out through the same kind of Continuous Deiiyery pipelines as application changes. This

pros-“ides the same controls over quality. transparency. repeatability- and traceability for all changes. Security

patches and package upgrades are also pushed out using the same appi'oacl'i.

Seryer configuration is standardized between and within cnyiromnents. Seryer instances are treated like cattle.

commodities that exist only thr a short time. instead of pets that are carefully pampered for years. Operations

standards and compliance and security policies can be codified and implemented the same way.

© 201? Jim Bird and Ben Allen



There are significant challenges and obstacles to getting your existinginfrastructure into code:
Legacy systems: no/outdated documentation on policies, limitedplatform support
Snowflakes: onevoff configurations and inconsistencies that need tobe identified, understood and resolved
Rewriting all of the directives into code
Testing to make sure that you got it all right
Establishing a software engineering culture for operations: versioncontrol, coding standards, reviews, refactoring, testing...
Automating all of the steps into CI/CD

DEVS‘tO | Secure DevOps 3: "Cloud Application Seicurity- 4

Infrastructtn'e as lCode is a new way of working for many system administrt-ttors. it is less about systemadministration. and more ahout software engineering:
Establishing and following coding standards and patterns. and defining and enforcing security andcompliance policies in code
Organizing code into modules. and creating reusable functions and templates
Implementing static analysis-"linting tools to catch connnon mistakes and enforce good codingpracticesi’style

Checking all codet'configuration into version control
Establishing team disciplines ofcodc reviews and relitctoring
Writing automated tests to prove that the changes are implemented correctly — including Test DrivenDevelopment {TDD} where tests are written before the code is changed t redi’green)

Moving from Infrastructure to (.‘ode takes a lot of work:
Identifying all ofthe different systems
Understanding and capturing all ofthe configuration details
Finding and dealing with inconsistet'icies
Implementing a configuration management tool
Rewriting the con figuration specifications into code
Writing tests to prove that the code is working
Creating a (7D pi peline.-"'a-'orkflows to handle and implement changes

It can take months or even years to get all of this done in large enterprise..-"'lcgacy em-=imnmcnts.
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SaaS or on—premises service to help transition, and to identify
governance and security/compliance risks
* Capture existing configuration details for servers, cloud services. DBs

'- Alert on changes
- Organize and visualize your infrastructure
- Identify inconsistencies, exceptions, and vulnerabilities

5' Create automated tests based on existing reference systems

- Generate automated policies and changes using Chef, Puppet, Ansible,
Microsoft. PowerShell or Docket:

'5 Rate and assess security/operational risks based on configuration
issues and known vulnerabilities

'D‘EVSiiU'l'Sec-ure DevOps'st Claud Application Security 5

A startup called L'pCiuard {tka ScriptRock) can help with moving from Infrastructure to ('ode

{h ttps .:5"5www . upguard .com5')

Llpfliuard is a service {on-premises or Cloud—based) that will capture system configuration for physical or virtua

servers, (flood services, and databases. You can visualize this information, compare it over time and alert on

changes, group systems together and compare them to find inconsistencies in configuration and to find

vulnerabilities.

You can also establish policies for different systems or types ofsvstcms (defining what settings should be on or

off, what packages should he installed and what versions, what tiles should exist or not exist, what port's should

1

be opened or closed. etc.) and create automated tests to check these policies. Upfliuard can generate instructions

to implement configuration policies, which can be exported into Chef, Puppet, Ansible, Microsoft l’owerShell

DSL' or Docket.

Liptjuard assesses the configuration ol‘servers, network devices, and cloud apps and calculates the potential risk

for intrusions and outages, assigning a "l-‘lt'O—like score called CS'I'AR ('yber Security 'l'hreat Assessment

Report" tltttps:5..-"'wwts-'_upguard-eoin5‘cstar}.

© 2017 Jim Bird and Ben Ailen



Programmatic SQL interface to ask questions about Linux / OSX andWindows systems and return results in format that other tools can use
- Detective change control/ intrusion detection
- Compliance auditing and governance insight
' Forensic analysis and investigation

Provides a consistent interface to different configuration data
Canjoin different kinds of data into coherent views
Ad hoc or scheduled
Extensible through plugins

DES/540 1' Secure Dev-Ops 3: Ctoud Application security a

USQuery tltttps:.--"..»’osquety.io_.-"] is an open source tool to ask questions about l.inus..-"(JSX and Windows systemsusing a SQL interface- returned in table form. You can create complex. queries which join together tlifierentkinds of system information such as process status. lot-tdetl kernel modules. installed software. actix-r'e networkcotmections. user information. password changes. firewall exceptions...

Queries can be run on an ad hoc basis or scheduled automatically through a daemon tosqueryd). This allows youto automate system checks and provides a powerful tool liar torensic analysis and imestigation.

https:.«"'fcode. facebook.comrpostsails-4443(5:395:36Wtéfifintrottucing-osqucryf
htt p:.-".-fu-"th-'t-t-' . ewee k .com_.-"'sec uri ty.-' facehook—cn hancesaisquery—securi t y—a na 1 ys i s—p lat torm . h t ml
http:.--"L-"'www.businessinsidchermit-"liteebook-security—open—source-osquery-cyber-attacks-2U l 5— l t}
h tt p : .-.M ww. w i red . c o mi“? 0 l 4 l U.-"fac e book — b u i ld er—o sq u e ryt’
h ttps:..=".-"pu n pet.eom.-"’bl og..-"sysad yent-so—seryer-tel l—me—a ho ut s o u rsel f-‘iii E 2ts,stream-rm-i n lro- to— facter-osq uery-sysdig

h l l p s : tM sq ue ry. i or d oc s..-"t a b le s

Host Intrusion detection with OSQuery hurts:r“.--"sPt:‘:.tkerdeck.com.--"marpait—L-"ihost~intrusion-detection—with—osduet‘lt

Yahoo‘s security team. for example. has audited (TISQuery https:.-"'..-"'yahoo~
security.tumblr.com.-"'post.tl t 8445 8oXXRO.-=’osquery-security-audi t#_ ——_ _
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”as“ " ' memorials
Puppet Mostly declarative

Ansible Hybrid

SaltiSaltstack Hybrid

CFEngine Declarative

Declarative vs. Imperative configuration approaches: define the end
state vs. the detailed steps and logic required to make a change

. IDEV54O l Secure DevOps 8: Cioud Application Security T

Modern “infrastructure as Code" configuration management tools share some common features and capabilities:

' Code-driven. using recipes or manifests to programmatically define configuration steps {imperative} or

configuration state {declarative}

* Code and templates for common configurations are available in public repositories for downloading

' Provide centralized management and reporting ofchanges across a network

' Auditing and logging of all actions: what was changed. who made the change. when

' Offered in Open Source and commercial Enterprise versions {including estra administrative and reporting

features. higher scalability. and support}

' Work on Linus. some Unix. Mac ()8 X {usually} and Windows platforms. as well as some cloud platforms

For a comprehensive list of all open source configuration management tools. see:

https:..-"'.--"en.w'il<ipcdia.org..-"wikiiComparison of__open—source con figuration management softv tare

Declarative vs Imperative models

Configuration details are defined using 2 different methods:

1. Declarative: you describe the end state that you want. not the steps to achieve it. What. not How.

2. Imperative: you describe the steps to set up the configuration that you want. How. not What.

Puppet is mostly declarative. ('hcfis mostly imperative. Ansihle and Salt are hybrids.

© 20‘}? Jim Bird and Ben Ailen



One of the most popular configuration management tools
- Flexible, mostly imperative tool — define the steps to accomplish yourend goal
' Ruby DSL — configuration recipes organized into cookbooks
- Large community of users
- Large ecosystem of tools and add—ons
- Enterprise and free versions available
- Community—built templates in Chef Supermarket
- Strong test tool support

Popular with developers

. _. DEV540 I SECURE: DevOps & Cloud Application seam}, gs

Chef(https:wwxhef.iofehefr’)
A leading tool {eustomers include Faeebook. (Eli. and Disney}. more oriented towards developers. Configurationis defined programmatieally in Ruby with a simple DSL (“recipes" organized into ““eookbooks‘). Chet‘ol‘t‘ersmore programmatie flexibility ihan Puppet.

Both (‘ltet‘and Puppet have a large community of users. and there are lots ofpre—built recipesfmanit‘estsavailable from the vendors and the eommunity: see the ('TliefSupermarket {_htips:.e"'.-"'supermarke1.ehef‘.io.-"] or thePuppet Forge thttps:..-"'.r"'lorgepuppet.come-"l repositories.

© 2017 Jim Bird and Ben Allen



One of the most popular configuration management tools
- Large community of active users
- Strong tooling support
- Community-built. templates in Puppet Forge
' Declarative language built on Ruby. designed to be familiar to system

administrators
- Master/Agent model
+- Open source and commercial enterprise versions available

In this course. we will be doing labs using Puppet — deploying a
package. making a simple configuration change

DEVSéDll Secure .oevopsa (Stood Application Security 9

Puppet thttps:Hpuppet.eemtproduetthow-puppet-works)

One of the most popular configuration management tools: used by Salestorce. Sony. and (ioogle. Configuration

is defined declaratiyely using a custom Ruby DSL (Domain-Specific Language} in “‘maniiests" organized into

modules. Puppet‘s declarative language is designed to be familiar to system administrators and was originally

based on the Nagios configuration tile format.

(‘onl'iguration changes are made from one or more centralized “Puppet Master" systems to remote agents.

Both Chef and Puppet have a large community ol‘ users. and there are lots o'i’pre-built recipes..-"'manit‘ests

ayailable from the ii-'ei"itli.irs and the community: see the Chet Supermarket (https:.-"'.x"supermarket.ehet'.io..-"'} or the

Puppet Forge tlittps:,-"'..-"'t‘orge.puppet.coin..-’) repositories.

Podcasts on Puppet and Security

ht tpst..-’,-"' p u ppet .comi"podeast sr‘puppet—podeast—sec uri ty- l uke~ka n ies+a n d—eliris-barker

https:.-"'.-"'puppet.cone"podcastsi’securi1y-and—dcyops-puppet—podcast

© 2017 Jim Bird and Ben Allen 9
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Easy to set up and easy to use configuration management tool
- Executes arbitrary commands over SSH
- Does not. need agents installed on each machine

...but does need Python
- Can he used to execute ad hoc SSH commands across a network
- Configuration is done in Playbooks using YAML
- Does not need a master: can be run from any admin system

Enterprise version is called Ansible Tower (from Red Hat)

DEVS40 | Secure DevOps-S; Cloud Application Security-_ to

Ansible (httpu’fwwwansilile.comi’)
Easy-to-use configuration management tool. originally deyeloped in Red Hat‘s emerging technology group andacquired by Red Hat in late 2015. Ansible is written in Python. and works as a thin wrapper to executecommands over SSH t or native l‘owei‘Shell remoting on Windows}: any node that has the correct list {it"seryerscan he used to push out changes {copy files. install or remove packages. execute commands} over SSH to therest ot‘the network. Agents do not need to he setup —- all that is required is Python.

(‘ontiguraiion is defined using in “Playhooks" using YAML littp:..-'.-"'does.ansihle.coin.-"ansihler’playbooks.litmll
Best practices guide: httpa’t’does.ansilite.eom.-"ansiblerplaybooks best practiceslitml
https:i"'.--"'www.ansible.eontfblogfansih]e-hesi-praetices-essentials

(.‘oiiimai'ids can he tested in “Dry Run" or “('heck Mode" which will trace execution but not run theeon'nnands
littp:.-".e-"'docs.ansiblecomi’ansible.-"'playbooks ehcekmodehtinl

"Ansible: Up a Running". Lorin l-iochstein http:_.-"'..-"shop.oreilly.coin..-*"prodnet-tile}o92t.}t.}35(flo.tlo
“Ansible for Des-Ops“. Jei't‘ { ieerling littps:L-"Ieanpub.eom.-=’ansible—l‘or-deyops

10 © 201? Jim Bird and Ben Allen
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Salt from Saltstack is the newest configuration manager on the block ,
popular with the cool kids
' Uses fast messaging (ZeroMQ) to collect configuration data "grains” or

execute cornn'iands on remote systems — called minions

- Like Ansible. supports ad hoc command execution

- Developed in Python, configuration is defined in YAML “Salt. States”

- Available in community (Salt. Open) and Enterprise versions

* Highly scalable — used at Linkedln for example

Check out Hubblestack. an open source configuration auditing tool
built on SaltSatck

DEV-540 _| Secure DevO'p-s 8: Ctoucl'Application'Security It

Salt (httpfli’saltstackxomf)

Salt is built on a fast. efficient and scalable parallel remote command execution framework -— instructions are

executed oyer encrypted ZeroMQ connections between one or more masters and the remote systems to be

managed {called “minions“l. Salt can be used to execute ad hoe commands across many different remote

systems. gather in tiirmation (called “grains“i or apply configuration changes to the remote systems. spin tip or

shut down cloud instances. or proactiyely monitor the network.

Salt is written in Python. Configuration {'“Salt States") is defined in YAML using JinjaZ'. templating. Sensitiye

information (database passwords. keys etc} are stored in “pillars" so that they can be shared with minions.

Because it leyerages ZeroMQ. Salt is highly scalable. Reference installations include Linkedln.

Guidelines for securing your Salt configuration: https:.-".-"docs.saltstack.coinr'en..-"latest-"'topicss’hardening.html

Salt Open community: https:.-"'..-’saltstack.co1n.-"'commt.mity.-’

Huhblestack thttps:.-".-"'hubblestack.io.-"'} is an open source auditing framework built on SaltStack. Hubblestack

pros-ides tin—demand profile—based auditing. real+time security eyent notifications. automated remediation.

alerting and reporting.

([3) 201? Jim Bird and Ben Allen 11
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The first programmable configuration manager —— goes back to 1993* Still used by big banks and enterprises
- Configuration is done through “promises"
- Written in C, highly efficient, but. harder to learn and use than moremodern tools
- Open source and enterprise versions
- Corm'nunity and toolchain support is not as strong as other tools

Can be used to detect file changes (like Tripwire) and to enforceconfiguration policies

. DEVSflO [' Secure DeyOps &'Cloud Application Security 1". r1"

C'FEngine (httpflrcfenginexomr')
CFEngine is the oldest programmable configuration management tool (originally deyeloped back in 1903]. It isused by a number ofbig banks and online enterprises including Linkedln. (I‘FEngine is written in (I and has thesmallest runtime footprint ofall ofthe tools. Configuration is defined through “promises".

Best practices:
ht tp :.-";"walson- wi lson .cai-"b | 0%"l l 451} ? -"t]4..-"c fengi nc-best-pract i cesstcst i n g
ht1p:.-"..-"watson-wilson.crh-"bltig..-"'2{} ] all-"07.x" ] 8.x"ctengine-best-practices-part-2..=’
htl :.--",-"wr-ttson—wilson.ca,-"blog,--"2llI4.:"0K-"ti7".-"cfengine-besb ractices—de"iloyment-uJgrr-uies-and-scalingr"L._ L

a I L L

Security scanning and Tripwires with C'FEnginc: httpss'l-"docs.cfengine.co1iii-"docs-"archiye.baki-"st-scanhtm]
h t tp : m ww. I i n u xj o u rn a I . co m..-"a r1 ic le.-" ] 0*) 24

Presentation and resources on applying security hardening using Cl‘Enginc:
h t 1 pszr".-"ww w . s l i deshare. net..-"M ichaeK ‘ l e] lr-uuli-"securi ty-pract ices—w ith—c fengi ne—con tig~man agement -cai rip-2t} ] a
How to achieye DISA STlG compliance with (‘Hingine 3: https:.--"}-"docs.cfcngine.com.-"docs..-"archiyer-"stig.htm]
Watch: “Strategies for ii'nproying security of your [T infrastructure with ("FEngine'ihttps:.-"..-"o-'ww.youtubecom-"watch'3'"y=7’gb7ictl'l'?{}8

1. ‘Lcarning CFEngine 3: Automated system adn'iinistration for sites of any sixc".. Diego ZamborniIu tp1..-".-"shopore i] ] y.eom..-"prod act-"063 (192 0023")2 2 .do

12 © 2017' Jim Bird and Ben Allen



Rapid and simple configuration and provisioning of VMs for
development/ testing
Use cases:
' Create developer environments aligned with production

- Spin up temporary disposable VM sandbox for testing Chef/Puppet
changes

- More useful for a small number of VMs

Integrates with configuration management software (Chef,
Puppet, Ansible, Salt...) and with Hashicorp’s Packer (next slide)

__.DIEV540 [Seen-re DepsS: Cloud Application-Setting . t3

Vagrant t”https:.e"'.-"www,vagrantup.com.-"'] is an open source too] for rapidly configuring and spinning up VMs. It is

a common part ol‘Agile and l')ev0ps automation toolscts. Vagrant. can support a range ofdifferent runtii'ne

environments: Virtuac-x- \:'l‘v1\-‘t.«’tii'c- KVM. Linus (.‘oiitainers {LXC}. cloud platforms including EC‘E. and

Decker.

A Vagrant environment is defined using a simple declarative scripting model. 11 also integrates with

configuration management tools like ('hel‘ or Puppet to install packages and build standard configurations.

Some common use cases for Vagrant include:

' Creating sell'lservice virtualizcd developer environments that align {as closely as possible] with production

‘ Spinning up temperai‘}-'..-"'ephemeral virtualized test environments for testing. including testing

Cheti-"I’uppct..r"./\nsible. .. changes that could be destructive

Read: “Stronger Dev-Ups Culture with Puppet and ‘v’agranf by Mitchell Hashimoto {principal author of

Vagrant} https:..-"'.-"pi.1ppet.com.-"hlog.-"'strongcr—devops—cLilturc-puppet—t-uid—vagrant

“Dev-Ops "technologies: Vagrant“ SF] Series on Dev-Ops https:..-".="insightssei.cinu.cdu.-"devops.="2tl145']1.-’dev'i.ips-

technologies-vagrant.html

© 201? Jim Bird and Ben Allen 13
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- Packer: open source tool for creating machine and containerimages on different platforms from a common configuration
- Build images for Decker, VMWare, Virtual Box
- and images for cloud platforms including Amazon EC2,Google Compute Engine, Microsoft Azure
- Integrates with Chef, Puppet, etc.

_ I 99/540 | Secure DevOps 8: Cloud Application Security iii

Packer {packer.io) from llashicorp (ins-enters ofVagraal] is a packaging tool that can be used to bake machineimages on multiple different platforms. You can use it to create IiCE AMls. VMware VMDKEVMX files,Decker images. etc.

You can use the same image to deploy in Doeker or \r’MWare and Vagrant on a local system [or development.staging..»-'(;)A in a private ()penStack cloud, and production in AWS or Cioogle (.‘ompute Engine.

14 © 201? Jim Bird and Ben Allen
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Automated tests and syntax checking are critically important for
configuration code because this code is written in scripting languages
with dynamic typing/content + which means problems are hard to find
before runtime
Different kinds of testing tools:
' Syntax checking/liming to find typing mistakes and bad practices

- Unit testing: mock or stub out the runtime environment and check
that the logic is consistent (fast checks)

- Acceptance testing — model the expected final state of the
configuration, run the changes in a test environment, and compare
the actual state (slow: expensive checks — but the most valuable)

{DEV540 | Secure DevOps 3: Cloud Application Security Is'

Automated tests are in'iportant in catching mistakes in configuration: and catching regressions as you make

changes or refactor code. This is especially important with configuration code because this code is written in

scripting languages with dynamic content and dynamic typing: you won‘t be able to find mistakes in the code

without careful inspection or running it to see what breaks. Just like application code. testing should be done at

different levels:
Syntax Checking i Linting
' Puppet: puppet parser yalidate. puppet—lint

' ("hell 'foodcritic. rubocop
' Ansible: ansible—lint

Unit Testing
' rspec~puppet
' chefspec

Acceptance Testing
' serverspec thttpLit-"sen:erspec.orgt'_} tool-agnostic declarative DSL

- RSpec thttps:.-"t"github.comg"rspec-"rspec'} a roll your own test framework, instead of using seryerspec

extensions
' beaker for Puppet thttps:.-"'-"'github.cotn..-‘puppetlabs-"'beaker)

- Goss {https:tt’github.comt’aelsabbahy.-"goss} YAMI-~bt-ised test framework written in (io

' lnSpec {https:.-"..-"'www.inspec.io.-"'} compliance extension to seryerspec

- Bats (https:..-"',-"'githuh.cont-isstephenson..-"'lxitsl Bash Automated Testing System

Vagrant and Decker can be used to quickly spin up ‘y'il'ltltil machines for doing integnnion and acceptance testing

of recipes or cookbooks.
A good oyerview of tools for testing Chef and Puppet: http:til-"ccEdt‘eam.blogspot.ctn'n,-"2{}l4.-"'t]2..-"test-driyen—

deyelopment—with—chef—and.html
Testing Chef Cookbooks: httpz..-"..-:technology-'.customink.comr’blog..-"'2tl l 2It]8..-"t_}3.-"testing—chefwcooklmoks

Testing Puppet Manifests: https:iii-"puppet.coint-”blog..-"t-'erifying-puppet-checkingwsyntax—and—t-t-'riting-automated-

tests
Testing Ansible Playbooks: http:.-"'.-"'docs.ansible.com..="ansibler'test strategieshtml
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Test-Driven Infrastructure — using TDD (Test—DrivenDesign/Development) principles to drive infrastructure definition
*- Write acceptance tests first * starting by modeling the outcome
' Execute tests — will fail
- Write the code
- Execute tests m will pass

The tests act as a specification, to guide your thinking as you makechanges, and as documentation for the infrastructure — as well asregression safety harness for future changes

DEV540 | Secure DevOps & Cioud Appticatien'Secarity I6

16

"'l"est+dritr-en approaches to desclopmcnt ensure a high lift-"Cl oftest coverage.
well as a way of documenting the infrastructure cordiguration.

'l‘est~Driven lnfrastructu re
Test-Driven Infrastructure is based on the same ideas and practices as Test-Driven Desi gn..-"'Des=elopment:1. Write the tests first. as a specification of what you want the configuration outcome to be. This is best doneusing an acceptance testing framework like serverspec.

Execute the test. see that it fails -— to make sure that you wrote the test correctly.
Write the code.

4
3

't

Execute the test. and make sure that it passes.

The tests serve as a specification. as

“Test Driven Development with Puppet” https:.-"..-"'puppet.comt'presenlationst'tcst-dri 1ren~detselopnnnit—puppct-garetii—rushgrm-'e—puppet-labs
“Test-Driven lnli'astructtu‘e with Chef" http:..-"'.-"'shoporeilly.com.-"prodnet-"(loft692003093.do

© 2017 Jim Bird and Ben Alien



Central management of infrastructure definitions e in code

Server OS and packages. desktops, some network devices

Establish secure configuration baselines
Can use standard templates to enforce hardening guidelines

Security reviews and testing of manifests/ recipes
Configuration is code that. ShUUld be tested and reviewed

Audit and limit access to manifests/ recipes
Access to configuration code should be restricted and carefully audited

Keep tools up to date and secure (Puppet/Chef/etc.)
Watch for vulnerabilities in the tools. and lock them down

DEV548 1 Secure DevOps 8: Cloud Application Security 1'!

Tools like Ansible. Chef. and l’uppct allow you to centrally define and prov-ision system configurations for

Linus and Windows servers and desktops- and for some network devices. Configurations are written as code.

and then applied automatically to systems under management.

This provides some obvious security advantages:

' System configuration is maintained in code. which can be reviewed and tested before the changes are

applied. and maintained itt version control

' You can leverage the same Continuous lntegrationfffontinuous Delivery pipeline and automated testing

infrastructtn'e for configuration changes as you do for application code. pushing changes through test

' System configuration is fully transparent - you know exactly how each system is defined. and you can

compare the actual runtime definitions against the configuration database and report on variances

' You can ensure that systems are set up consistently the chances ofa system being missed or

ntiscottligttred are low. preventing snow flakes and configuration drift

' You can build hardening guidelines directly into configuration instead ofesecuting separate scripts or

following manual checklists. and audit configurations against hardening guidelines [like {‘13}

- An audit trail is available for every ctntliguration change

' It is easy to identify systems which need to he patched or upgraded

- Changes can be pushed out quickly. even immediately or automatically in many cases for example. tools

like l’uppet check the configuration ofsystems every 3t} minutes by default. and can automatically detect

that a system should be patched and apply the patch immediately

- ('hanges can also he rolled—back quickly in the event of a problem

(6) 201? Jim Bird and Ben Allen 1?



int'oSee needs to be ims'ols-‘ed in estahlishingr secure eont‘iguration baselines. and in reviewing changes toeoni‘igurations as they are made. and before the}; are eheekedfiin. [ntoSee should also res-'iew and approx-e an};eontponents or templates downloaded from third party or community repos. saeh as Puppet Forge or the ChefSupermarket.

Aeeess to maniFests-Techies in souree eontrol should be audited. and limited to people who have a need to workwith the eode.

11 is also important to ensure that the L‘L‘Jl‘lfiglll‘fllim‘l mamagement tool ehain is set up seeureiy and to keep thetools up to date with the latest patches.

18 © 201? Jim Bird and Ben Allen



'5.5:_:- ::::

Follow basic good practices in setting up configurations

...and take advantage of hardening templates/recipes and examples

' CIS benchmarks
- STIG templates using Puppet
- Community guidelines
- Hardening framework from Deutsche Telekom and others for

Ansible, Chef, and Puppet (http://deV—secjo)

- SIMP Project from NSA (https://simp—project.com/)
Always carefully review open source templates/modules before use

i . ' IDEV54O I secure DevOps 8: Cl'oud'Appiication Security l9

Basic good practices should always be followed in configuring systems. whether you are using scripts or manual

checklists. or a configuration management tool such as Ansible. Chef or Puppet. 'l'here are a number ofdifferent

guidelines. and prcvprepared cookbooks.--"'manifests for hardening systems- including Center for Internet Security

{(713} i'nodules that can be used as references:

Puppet module to implement CIS for Ri—lEL (i..-"7:

l1t111st..-"..-"'github.com.-"'arildjcnsen-‘cis—puppet

https:..-"..-"'www.saliu‘ibookstutl inc.com.-"'librarys’yicw..-"learning-puppct—security.-"L}78 l 7343i)??53.-"cl10os{}3.html

ht1p:.-"'.-"'grol<base.com.-"'t..-"gg..=’puppet-t.tsers..-’ l 52*)(i1t07’yfan y-pointers—to-rhe17'-cis—luu'dening—usig—puppet

SIMP hardening system in Puppet: https:..-".-"'simpsproiecLeonu

(71$ Bencl'unark Remediation Kits (for (IS members only) include Puppet modules for R! lEL and (.‘entos

https;.-"..-"'henchmarks.cisecurity.org_.-"doyt-'nloads.-’remet'liation-contentf

Puppet and NIS'I' Still-53

Los Alamos case study Linus and Mac OS X hardened ctu‘ttiguratitms to meet MIST guidelines

http:.-"'.-’it-'ww.slidcshare.ne1..-"'PuppetLabs.-"los-alamos~cascvstudyrpuppet-labs
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USGCB US Government Configuration Baseline
NIST standard definition for RH EL Linux desktop configuration. defined in Puppet modules
http:...-'..-"'nsgeb.nist.goi-rr’usgebr’rhel eontent.html

Dew—Seeio: hardening framework tron-1 Deutsehe Telekom for ("hell Puppet and Ansihle {htip:.--"..r"'dei-'-see.ior’)
https:.-".-"'git'huh.eomi‘dexe-'-see..-""l"iardenin g

Hardening with Ansihle
htlpsg1[hLib.eomr’ansible..-’ansi ole—lot: kdown
htt p ww w. | in u aj in am al .eomi’eonten t.-"'seeuri tyshardeni n g—a nsi bl e
httpsz..-".-="w ww.ansibleeomfiseeurity-sti g
ht ips a ww . a nsibl e. eons-"bl og..-"'st i g-amomat ion
https:.-"'..-"'githuh.e-om,-"ma_jori'eisarhel—ansible

Hardening with CFlingine
littp:..-"'..-"'see only i ngv‘ar-ua. lilogspot. era-"EU l 4i‘U4i-‘ns ingo l’en gi ne- l‘or—I inns —systems . h 1 ml
11 Up :E-‘Ie fengi ne.eomi"sol at ionsi'i ndustria l - iot—sy st ems—h a rden i n g

DoD Seenrity 'l"eehnieal Implementation (inide {S'l‘lG} templates
httpa’s’ii-tse. d i sa . mi |,-"sti gsi-‘Pa gesi’i IlL‘lEK . aspx
https: s’rgi th uh.eomi’feav i gg iai’lnirdeni n g-seri pt-el 6
https:i’}"githuheomi’robertinauiyi’stig
h it p :_r",-""i.in ix .slae k ex change. eomr’o nest ions-51 3 8{_}8(i..-’s1 i g—see Lirity-teehn iea l — imp lementat ion-go ides~a ntomati on

How to establish seenre infrastrneture baselines in Popper-“Chef
h [1 p www .3’ o at Ll be. eo nat *a teh ‘3' is w K113 By W S k n s
ht tps :.i"'..-""pL1ppeteomi’presentat ion s.-"'a adit in gsee Lirit y-puppet—roberl-maury—p tippet— labs
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You can use the same patterns, techniques (and many of the same
tools) to configure and manage network devices

Ansible (especially), Chef, Puppet and Salt support a range of
network devices with prebuilt modules (usually from vendors)

- Provision, update and configure network firewalls. load halancers, routers
and switches in code

* Common language between ops and network engineering (and across
heterogenous devices)

' Coordinate changes to servers + storage + network

' Review and test changes in advance, and apply changes at. scale

- Continuously monitor and enforce policies from central point

IDEVS‘lO | Secure DevOps StCloud Application Security 2|

Configuration management tools like Ansihle (especially). ('hefm Puppet and Salt can also he used to manage

network devices (firewalls. load balancers. switches and routers) in the same way as server infrastructure and

cloud infrastructure. This provides all of the same benefits:

-("onl.iguration in code — which can be version controlled. reviewed. and reused

-(‘entral i'nanagement and validation of configuration across network devices

—Apply patches and hardening steps efficiently and consistently. across many devices

—Autotnated testing ofchanges - and audit trail of when changes were applied

("outinuous monitoring and enforcement of policies to prevent configuration drift

—'Vlakes it easier to coordinate changes to servers, storage and network devices {and applications...)

Ansi’ole:
Ansihle‘s agentless- SSH command execution framework makes it a natural fit for managing network devices.

Strong support for network management across most major plattiirn‘ts: Arista. Avi Network. {‘isco. Cumulus,

Dell l-iMC, PS. Juniper. Nokia. Lenovo, and Plurihus https:tit-"'www.ansible.com.="'network—atttotnation

Salt:
Proxy minions can he used to control network devices vis SSH, H'l"l"l’. Salt supports .luniper .lunOS. {fisco

NXOS, (‘iseo NSO, and NAPALM
littps:v-".-"'wwu-'.reddit.eoini-“n'networking.--"eomment51.553djliLJIsalt _ for network _ coniig automation.-"

https:..-".-"'docs.saltstack.com.-"'en.-"latest.-"reti’prosyv-‘alli-"salt.prosynsoshtml

https : .-"'..-"'docs. saltst ack .conv’en.-"latest.-"ref-iproKy-ial l.-"'sa ll .Prosy .c i sconso . html

ht t ps:..-"'.-"does. sa l tstack . cotns’en..-"'l atestt’ re f-itnod u lcs.-"'al l..-"'sal t. modulesj u nos . htntl

https : .-".-"'does.sal t stack . coin.-"en..-"'latest.-" re li’prox y.-"'al li’sal t. pros y .napal in. html

(‘hcft
Arista. Cisco and Juniper devices
https:.-"'.-"githithcomfaristanetworkst’ehef—eos
https:.-"'.-"githuh.eom..-"'ciscox’cisco-networkwchef-cookhook
littpszdocschef. iotjt1nos.htnil
https2..-".-"'githuh.coin-'"cheli—partnerstnetdev
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Puppet:
Arisla‘ {ism}. F5. Juniper
hltps :.e-"E’puppel‘.um11.s"snlL1 110115..-"nelwurk ing—uulmna t ion
htlps :flipuppemumfbl ugr’nelwork-aulnnml i UH-LZUHfigu remit)n—manugement- i 5n '1'}; E2 ‘11”;8U'.‘»-”E~.~99I—_j ust —fi}r—c0mp u u:-sen-furs
h1[pa:..-"'..-"'pupupal.unrm’pmdLIL-1,5111“nagcd—laclum]ugy.-’211‘islu
hllps:.--"..e"'puppel.cmns’pruduclx‘tnurmgcd—1::L:hnulugy’ciscn
hUps:.r'L-"}M1ppt:l.emu-"primL:L-[5"sHugged-techImlngy‘ffi
hl lps :.-'"..-'"www .j uni per. tit-{Educ Lumen [itiiiJI1,-"EI1__ U Sire | ezlse— i miependen lr‘j Lll‘l us-pu pc-"i n 111nm“ i on-pmductsfpulln ray-=pa1guar’indcxh[111]
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Course Roadrnap
* Section 1: Introduction to

Secure DeVOps
Section 2: Moving to
Production
Section 3: Moving to the
Cloud
Section 4: Cloud Application
Security (Part 1)

Section 5: Cloud Application
Security (Part 2)

' '.:-..- ' :. I-l'oa 14'.- ' ' .- :-. . . . -. . s
3. fl}... - _ (‘3‘ '1’__.: .""'__n.;_._: .

i ' “5:16”. .' ik/Tfiki't '

Secure Infrastructure as Code

- Lab #2.!: Manage Configuration with Puppet

Securing CM and CD Pipelines

Containers and Container Security

' Securing Docker
' Lab #21: Audit Docker's Security
Monitoring and Metrics
* Lab #23: Monitor with Dashboards

Managing Secrets in CD
- Lab #14: Protecting Secrets with Vault

Compliance as Code
- Lab #15: Audit with OpenSCAP

Going Forward
' Quick Wins and Long-Term Gains

DEVS‘ifl | Secure Deos 8: Cloud Application Security 13 '
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Major components of Puppet
- Master/Server and Agent

- Central Master (now known as Server) maintains and compiles catalogsfor agents on each node
- Limits design for scaling
- Puppet can also be run Master—less

- PuppetDB
' Database for storing Puppet data

- Puppet Forge
* Repository of official and community—built manifests

DEVS40 [ Secure DevOps 8: Ctoud Applicatictn Security 14'

Puppet can effectively run on any platlortn that supports a Ruby runtime: RI 1E1... and Centos. Debian. Ubuntu.Fedora- other "niss. Mac OS X. Windows

Master—Agent model
1. Agents run on each node being managed with Puppet. By default. Agents check in with the Master every30 minutes. Agents wake up. capture. and report state information using a utility called facter. Thisincludes information about the runtime OS and hardware. available memory. IP addresses and othernetwork intormation. and information about the Ruby runtime.

Is.
) The Agents contact the Master and pass the state in tormation to the Master.

1
"; The Master will use this state inionnation to build a catalog for the Agent that describes the desiredconfiguration for that node and sends this catalog to the Agent.

4. The Agent compares the desired state described in the catalog to the actual runtime system configuration.lfthere are differences. the Agent will update the runtime configuration to match the catalog.

".J
I All ofthe results are reported back to the Master.

AUgents can also run in reporting mode using —-noop
The Agent will compare the actual configuration to the catalog definition. and report any yariances useful fordetectiye change control and auditing purposes.

The Puppet Master (or Puppet Seryer} is a central manager that maintains catalogs and communicates withAgents. it maintains configuration informt-ttion tor eyery node and compiles catalogs for each node.

24 © 201? Jim Bird and Ben Allen



The Master reeords the results of eaeh Agent run and ean fort-vt-trd this to a separate database serviee sueh as

PuppetDB thttps:.a"..-"'does.puppet.eom.-"puppetdbr’). PuppetDB also maimains information about the state of eaeh

node. making reporting and auditing easy. To improve sealability. the Puppet Master has been replaeed by a

JVM—hased multi—threaded Puppet Server (ltttps:.-*'..="github.eomr'puppetlabst'puppetserver}. Puppet Enterprise 3.?

and later use Puppet Server by default.

Masterless Puppet

Agents ean also be run in a masterless eont'igut'atiort. This is useful for:

- Test and development where the Puppet Agent is im-'t.tked manually

* At the other estreme. where the runtime environment needs to seale to handle a large number of nodes

beyond the eapability ofthe eentral Puppet Masterr’Server to handle. to this ease. you need to separately

eommand the Agents to eheek out new eatalogs and run them. using Mti'olteetive or some other meehanism.

MCoIleetiy-‘e the Marionette ("‘olleetive. is eonnnand and eontrol software that ean be used to eontrol multiple

nodes. It supports different eommand plug-ins. ineluding one for Puppet. MColleetive ean be used to eseeute

arbitrary eommands aeross managed servers -— this needs to be earefully seeured.

Puppet Forge

Puppet Forge t'https:r’r'forge.puppet.eom.-"} is an open souree eommunity repository of Puppet eode that you ean

download and use. or use as esamples. You ean find Puppet modules eontributed by Puppet Labs at

httpss-"U-t' fo rge.pu ppet .eony’p u p pet I abs

Caveat emptor: it‘s up to you to review and make sure. that any eode that you dmvnload is up-to—date and safe-

toruse

Puppet Enterprise

Puppet also offers a eommereially-supported. enterprise edition of Puppet. lt ineludes additional eonliguration

management. node management. and eode management dashboards and reporting features and role—based aeeess

eontrol to make it easier to manage a large number of servers. See https:..-"'..-"'pt.tppet.eom.-*’produet.-"'puppet-enterprise-

anddopen—souree-puppet

© 2017 Jim Bird and Ben Allen 25



~ - ">é.?'€’s ant-"1-

The Puppet Language
- Declarative format
- Ruby Domain Specific Language (DSL)
- Resources: file, package, service, class
- Links: before, require; notify, subscribe

_ 03:54:) I Secure DevOps & Cloud Application Security a

Puppet is declarative: you define the end state of resources and their dependencies, not steps,
h 1 tpsaifdocs, pu ppet . comfpuppet..="'latesL-"'re l'crence.-"l an g ___summary. h ttnl

In the example shown, nothing indicates hair Docker will be installed, just that it should be installed. Theimplementation of the Docker module {class} is responsible for handling the installation based on the platformwhere the code is being run.

Puppet is written in a Ruby Domain Specific Language {DSLL Code is saved in files called Manifests,organized into Modules
Puppet has a resource abstraction layer which hides plattorm—speeitic details {most ofthcml so that you don‘t(usually) care whether you are working with this or that “nix, Mac OS X or Window-vs

YkntdefinerhfflaentRemnaceshtPappet
' Ffles

' Packages
- llsers

' (ittitiris

* Services
' (Tonjobs

' SSllkevs
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l’or example. the eommands

puppet resouree file .="'ete:"passwd

puppet resouree serviee ssh

will return the “Puppet pieture" of these resourees. whieh ean he. used to eheeh the definition ofthe resouree on

a system. and ensure that it matehes what is espeeted. For example. you ean assert that a tile must -— or must not

— exist. that it must eontain eertain information. and what the ownership and permissions must be. lt'the aetual

definition does not mateh the espeeted definition. the Puppet Agent will apply ehanges. ereating {or deleting} a

tile with the espeeted eontents and other attributes.

tile l__ _ ___ __

ensure :2:- t‘lireetory.

owner '13-“?

group —l‘«-" __ .

Also “Stages" ean he used to enforee orderingt’seoueneing. although there are limitations to doing so.

https:..-"',.="does.puppet.eom.-"'puppett’latest.-"'ret‘erenee-"lang run__ stageshtml

Puppet is eonsidered “mostly" deelarative sinee one eould use ““exee" resourees to string together a set of

eommands to etnit'igure resourees. bypassing the deelaratitte model.
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_.:_',.---' .==:':.-. _.‘<-<1~s- -.-":"-: v"§5___.- J‘s-kg! ";>I:- = 1-5 :::-..--

' Most basic Puppet pattern:
Package —:> File —> Service

- Ensure a package is installed
- Deploy its configuration file(s)
- Ensure the service is running
- Set explicit dependencies

- Commonly used inside a module

' DEV540}SecureDeps& Cloud Application Security - 28

The most basic pattern in Puppet is: “Package —1‘-'«* File ale Service"
- Package: ensures that a package is installed {installs it if it is not present}
' File: deploys configuration tilets}
' Service: ensures that the service is running properly

Links are established beta-'cen the items so that a change to the configuration file svill cause the service to restart.

28 © 2017 Jim Bird and Ben Allen



i y. , J operator “ordering arrow”:

H ' ' ' i creates resource on left, then

« resource on right.

~13- oPerator“notifying arrow”:
when resource on the left changes,
notifies resource on right.

H.
.,\J

....
l'

'DEVS40 [Secure DevOp-s 8‘ Cloud Application Security 29 -

Note:

* The “3—" operator is an ”ordering arrow“ — it will create the resource on the left. then the resource on the

right

* The operator is the ~“notifying arrow" — when the resource on the left changes, it will notify the

resource on the right.

With this simple set ol‘rules. anytime -"etc..-"ssh..-"'ssh_config changes. Poppet will restart sshtl.

Many modules build upon this basic pattern to pt‘UK-"ltlc‘ a siiiiplilietl interface to handle installing £1 configuring

an application.
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Puppet publishes an official language style guide
- Readability, Simplicity, and Maintainability

https : //docs. pu ppet.com/guides/stylefiguidehtml
Books, posts, and tools on best practices
' Puppet Best. Practices book
- Puppet Cookbook project — example code and templates

DEVS4O [ SecureDegOps & Cloud Application Security 3e _

Writing clean Puppet code helps ensure that your infrastructure can be maintained over the long run. Puppet haspublished a “Puppet Language Style Guide" thttps:..-"',-"'does.puppet.cone-"guides.--"style_guide.htnil )in order to setthe standard for ht‘tw Puppet code should be written. By lolloo-ing the published standard. authors ol‘Puppetmodules make it easier for their code to be maintained. supported and understood.

Other resources on Puppet coding best practices:
https puppet .comr’b logf'w rit i n g—g reat—rnod u les-an- i ntroduct ion
“Puppet Best. Practices; Design patterns for maintainable code” by Chris Barbour
htt p : fis hoperci l ly. cornfprod nets-"UM (192 [1'03 8‘5. 2 8 .d o
htt '1:.-"'..-"t'ecltl‘iloa.eonstanteontacoin..-"des-o "is-"'treat— u i et~l ike-codes“1-

p

httpssfi-"dasidmarquis.wordpress.eoni..-";3[J I 33119.5] ?..-’a-l‘et-t=—pappet—best-practices.="

Puppet Cookbook project {http:it's-"'sx-‘ts-“w.pttppctcookbook.comfi) contains esamplc code and templates.
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Many editors/IDES have tools to assist with writing good Puppet code

' Atom, IDEA, Sublime, VIM, Visual Studio

*- Geppetto # lDE designed for Puppet work
Lint checking
- puppet—lint for syntax/ format
- puppet—lint—security - add—ons for security review

99540 i Secure DefiOps- 8: Cloud Application Security 3:

Eclipse IDE for Puppet development:

https:,-"'.-"gitliub.com,«"puppetlahsfgeppcttoftreel-ides..-"docs

lill ps : gi tli uh .conu’puppet labs.-"'geppetto

1'1tt'pt..-"'.-"puppetlaos . pi th ub. io.«"'geppcttof'

Puppet plug-in for lntellil IDEA, \k-"ebStorm:

https:.-"..-"'pluginsxiethrainscomt’pl ugin.:"7 l Xil‘f’pr—

Puppet plug-in for tBeans

litt _ iiuains.netbcansoraf ltiain.-"47{}(i?..-‘ . u et-contiauration-editor
l c c c P c.

Puppet Lint for syntax checking can be run in Continuous Integration. Includes an auto—fix capability for

simple problems (using fix argument}. Puppet—Lint implen’tents the official Puppet Style Guide. Plugins can be

written to implement custom checks

http ..-"pu ppet—I int .conix‘

lttlp:..-"'-"'boinhast icmonkey com-520 l 4r‘tlfis" ] i).-"pL1ppet—lint—l .t}.t}.-"'

Puppet Lint Security {securilyaspeciiic checks that can be plugged in to Puppet Lint)

l1 ttps :rl-igi th ub.com.-=" il oek..-"'puppct—l int~scc uri t y—pl up i us
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Modules are used to organize code
Puppet Forge offers a wide variety of modules; review before use

.F‘tesooreesgiRoles 8: Profiles pattern v
“with“ .* A node has exactly 1 role (business function) it _- '
Profiles ..- I- A role includes profiles to in'lplement the function wt

Role:

E

t. Node _.--I 3N

- Profiles use modules to configure resources

Separate Data from Code... and encrypt sensitive data

IDEVS‘lO ll Secure DevOps 3: Cloud Application Security 32

Modules are hits of Puppet code. tiles. and other information handled together to stand on their own. Sincemodules can include other modules- this provides a mechanism to build abstractions and relationships.

The “Roles and Profiles" pattern is a commonly used approach to con figuring a node. Consider a basic webapplication server: some ofthe configuration may be different between dev. QA. and production. but the overallstructure is the same. One could write a large web application server manifest- and look up configuration datawith Hiera ta configuration data management tool included with Puppet]. l-lowever. when the time comes tocreate a second. slightly different web application server. there will likely be large amounts ofcut—and—paste.and drift. to build the second. Instead. with the roles and protilc pattern. a new role is defined which re—usesmany ofthe profiles and adds just the new application‘s needs.

The module hierarchy might look something like this:

role::applicationl I
include prolile::base
include profile: :webserver
include prol‘ile::appliction_ one

l'
l-

role application2 :
include prolilc::base
include prolilc::ss-'ebserver
include profile::mcmcache
include profile::application_two

l
‘n
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Here you eon see that the eoninion hose things for all servers are in one profile; eonnnon web server things in

another. and £1 re—usnhle nienieaehe profile is ineluded for the seeond upplieetion‘s role. Now. when updates

need to be made neross all nodes. the base profile eon be updated. From this pt‘iint. Elll that‘s needed is to assign

one role to a node and it will get eonligured its desired.

https:.-".-"'puppet.eonflpresentstioiisfdesignirig—purinelwrolesprot'iles—pettern

h [to www .e I‘d i gd Ll n n . o rgr?0 l 2 fl} 5. .-'2 3 F)!
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Profiles use a set of modules to
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Wide choice of testing tools
- Run puppet—lint before committing code to source repository

- Automatically build VMs for multiple operating systems to verify
behavior of Puppet. code using Vagrant.

rspec and Cucumber
rspec—puppet (unit testing)
beaker/beaker-rspec (acceptance testing)

You can also use ServerSpec or InSpec which test the final state of
configuration and are CM tool—agnostic

BEVElifi 1 Secure DevOps 8: Cloud Application Security 35

Testing frameworks can he used to write automated tests and checks for Puppet code, which can be run in

(.‘ontinuous Integration.

Tim Sharpe. author of Puppet-Lint and rspcc-puppet. explains how to test Puppet i'nodules:

http:.-"..-"'bombasticmonkey‘.ctiiii..-"?.t}l ] l l .-"{i4.-"'tcst—'_~_.»'ourvpuppet-modules-functions.-"

Puppet code is written in Ruby. You can use Ruby test frameworks trspec and Cucumber] to write automated

tests for Puppet manifests. However. newer testing frameworks make it easier to write tests iior Puppet code.

rspee-puppet

An extension ofthe open source Ruby rspec BDD testing i'i‘amei-eork {http:.-"..-"rspee.info-i}

littp:.-"'.-"'rspec-puppet.comr’tutorial..-"'

httpsz..=.-"'gi1hub.comr'rodjek..-""rspecrpuppet

http;.-"'.-"'wi-s-' w .jedi.be.t'blog..-*"2U l l.-' l lt'tlfis’puppet—unit-testing—like-a—prof

beaker and heaker-rspec
Puppet acceptance test tiamework

https:.-"'.-"'puppet.coni.-"'presentations.-"'i-x-'orl<shop-know—y‘ou—pushngo-using-beaker-acceptanee-lest—framework—test—

your—puppet

https:.-"'..-"'gitliub.com.-"'puppctlabsr’beaker-rspec

littps:.-".-"'gi1hub.con"tipu ppetlabs..="beaker
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- Puppet-lint—security—plugins
* Use Hiera to separate configuration data, especiallyenvironment—specific data (including passwords, certificates,paths, etc.) from Puppet code that works on data

- Be careful storing Hiera data files in source repo unless they areencrypted
'- Use hiera—eyaml or a secrets manager for sensitive data

- Don’t use autosign for clients
- This allows one node to impersonate another

DEVS40 [Secure DevOps 3: Cloud Application Security - 3.5

Puppet—lint—securityfiplugins. A set ot‘puppet lint checks For security good practices:
https :n'gi tli L1 acorn-9" tloekf'piippct - I int -s ecu ri t y—p l agins

Separate data in Puppet from code that works on data, using lliera: a key..="s-'alue configuration data l'I'fl-lfiflgcrncnltool thttpst.e"r..-"'docspuppm£Dmyhgem-y}

Store passwords and other credentials in Puppet Hiera using, liieraweyani] thttps;.-"',«'githah.conir”tonif’oultonihiera—cyanil) or use a secrets manager
littpsLs’L-i'ask.puppet.coin,-”question-"4?ti.--"securely-storing—passwords—and—keys..-"
ht tp :.-",-"sers- eriiiu l t . cont-"q nest ionsr'3 me I fiftnak ing-pnppeHnan i lestsenodulesuas‘ai lab] e-t o-a~wide~audience
littps:..-"'.--"'puppet.coinr’hlogicncryptsyour—data—using—hiera-cyaml

Don‘t enable autosign t’or Puppet nodes, especii'tliy in production
httpsz..-".«-"'docs. puppet ,eotni’pn ppetr‘ latestr're t‘erence..-"ssl_ _au tosi an .111 in]
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Audit mode for detective change control
- Puppet noop
- Does not change configuration
- Reports variances between environment. and manifests

Reporting
- Create custom reports from PuppetDB

' E.g. All systems with a vulnerable version of a package (eg. OpenSSL
1.0.2e)

' Corrective vs. Intentional changes

'DEV54'0 ] secure DevOps 3: Cloud Application Security . 3?

Puppet provides a NOOP Option to run in audit mode: check and report on variances between system contig and

maniliests. This provides detective change control and can be run as a pre-check before applying changes {to

verily what systems will he impacted).

All changes made by Puppet are audited in the l’uppct logs.

You can use the centrallyamanagetl information in the Puppet Master and PuppetDB to create reports on

configuration state

Puppet versions greater than 4.6.0 include the ability to detect corrective changes -— for example. when puppet

reverts a change made directly on the system.

Puppet Forge modules tagged compliance: https:iii-"forge.puppet.comitags.-’et.impliance
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Systems Integrity Management Platform (https://simp—project.com/)
- Comprehensive set of Puppet modules to build/harden RHEL andCentOS systems to compliance standards (Windows is underdevelopment)
' Extensive automated test suite to make policies safe to apply
' Open source collaboration with NSA
- Focused on meeting NIST 800-53, FIPS 140—2, DISA STIG, SCAPSecurity Guide
- Includes compliance mapper to create reports
' Enterprise assistance and support available from Onnoint

DEW/5:40 l secure DesOps 3: Cloud Application Security i" an '-

SIMP —— Systems integrity hv’laiiagement Platform {tht'tpss-‘r'simp—projecLeonie-"H is an extensive set oi‘ open sourcePuppet modules {with automated tests} to enforce security compiiance with Security (.‘ontent AutomationProgram (SCAP) profiles for RH F21... and (‘cntos a and ? platforms. Extensively tested to increase confidence thathardening policies can be applied without breaking system behavior.

OnysPoint thttps:..-".t"u-'w'i-t-=.onyspoint.coin..-"): the i'naintainer oi‘SlMP. pros-rides con-unercial support and assistance
Announcement: https:,-".-"'puppet.com_.-"'blog.-"'hsa—re!case—of—system—integrity—management~platl’ori'n—simp
Documentation: http:..-’}-"'simp.readthedocs.org..-*’en.s"latest-"index.html

Puppet Modules:
htt ps : trigi lh u b. com-"Nat iona i Sec uri tyAgencyr’S I M P
https:.t..="'github.com.t”simp
https:.-"'..r"lorge.puppet.comt'simp
ht tpss-"I-"soti ware. l‘orge. mi l-"s ii-"proj ect sts i mp

Watch: “A Year in Open Source Automated (.‘ompliance with Puppet lies-or ‘x-iaughan“: PuppetL'oni‘Etilohttpss-"I-"'w'w'w.youtuhe.com,-"'watch':’mica:TiltiDhéiinuE
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Duration Time: 30 Minutes

Use Puppet to install AIDE on all of the "workstations” in our environment.

OBJECTIVES PREPARATION

See puppet role / profile / module Check out puppet configuration

structure in action information from GitLab.
install 8.: configure an application
on a group of machines

D'EVS4Q I Secure DeyOps St Cloud Application Security 39
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In this lab, you...
- Reviewed the basics of how the class VM is built.
* Used Puppet to deploy software to all nodes with a specific profile
- Used our (31/CD pipeline to validate Infrastructure Code
- Used Git hooks to automate simple tasks

[DE/540 ] secure DesOps 3: Cloud Application Security at:

In this lab. we've looked into the basics of how the class V M is built. and how Puppet can be used to deploysoftware to a group of nodes. While this was a highly simplified example. it is still clear that centralizedconfiguration management provides immense power.

Along the way. we also reviewed ways we can take advantage of our (ilt‘Cl) pipeline to 1validate ourinfrastructure Code and ways we can use Git hooks to automate simple tasks.
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>>>>>>>

Infrastructure Configuration through Code provides several major
advantages:
' Changes can be reviewed and tested in advance, to reduce risks

' Standardized, known configurations (no snowflakes)
- Testing and production systems can be aligned

- Changes/patches can be pushed out quickly and safely

- Hardening guidelines/ templates can be applied upfront (STIGS. CIS
benchmarks...)

- Unauthorized local changes can be caught and easily corrected

- All changes are audited. traceable and testable

- - 03:54:} I Secure DevOps a; Cloud Appiicatio'n Security ' 4:

This page intentionally left blank.
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Course Roadmap
Section 1: Introduction to
Secure DevOps
Section 2: Moving to
Production
Section 3: Moving to the
Cloud
Section 4: Cloud Application
Security (Part 1)
Section 5: Cloud Application
Security (Part 2)

' Secure infrastructure as Code
' Puppet Driii Down
- Lab #2. I: Manage Configuration with Puppet

' Containers and Container Security
- Securing Docker
' Lab #12: Audit Docker's Security

' Monitoring and Metrics
* Lab #13: Monitor with Dashboards

- Managing Secrets in CD
' Lab #14: Protecting Secrets with Vault

' Compiiance as Code
' Lab #15: Audit with OpenSCAP

' Going Forward
' Quick Wins and Long-Term Gains

" _' DEVS40 [ Secure-DeiiOpsB: Cloud Appiicatiori Security ‘4':- '-

This page intentionally lefi blank.
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Continuous Delivery extends the attack surface of
your production system to include:
* Your build environment
- Your automated Configuration Management (CM) system

- Your Cl and CD servers
- Your source and binary ropes and image registries

- Your secrets stores
- Your chat and automated notification systems (especially if you are

using Chatbots for ChatOps)
- All of the dev/test infrastructure that these tools run on

_ . [331540] Seizure DevOps‘ St Cloud Application Security 43

('onlinuous Delivery and (.‘ontinuous Deployment extend the attack surface of your production systems to

include all ot‘the tooling and source and artifact repositories that you use to build and deploy systems. These

systems [and the infrastructure that they run on) should he hardened. managed and monitored in the same i-yay

that you harden. manage and monitor your production systems.
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Your CM and CI/CD pipelines and toolchain must besecure — from check—in to deployment
- No anonymous/shared access
- Limit access to your source and binary repos
- Secure Puppet/Chef/Ansible

Secure the Cl/CD Server (Jenkins...)
- Vagrant, Decker. etc. lockdovvn for build and test
- Harden all of the runtime infrastructure for CM, Cl/CD

Protect credentials!
Check audit trails to make sure that they are complete/consistent

' DEV540 | Secure DevOps 8: Cloud-Application Security". QM

Clr’C‘D environments are generally set up for engineering ease oi‘use. el'l'iciency. speed. and coin-'enience. Thismeans that they may not be (read: probably aren‘t) secure.

At the Black Hat conference in 2015. security researcher Nikhil Mittal presented research on why “Continuouslntegration tools are a hacker's best friend“: https:,-"..-"'1vwwblackhat.com.-"'docstea-lSimaterialstea—lS—Mittal—t‘ontinuous-|ntrusion-Why—(‘l-Tools—Are-An-Attackers-Best-Friendptll'. Miltal found serious. exploitablevulnerabilities in 5 different ("ll-"(D servers: Jenkins. Cruiseti‘ontrol. (io. TeamCity. and Hudson.

"Running a poorly configured Cl tool is like providing a ready~to~use botnet lior anyone to esploit."

The Ctr-"(‘13 pipeline provides a map and a path to production. ll‘compromised. it can provide an attacker withaccess to the build ein-'ironment and source code. and high-privilege access to systems across development. test.and potentially production.

You need to minimize the chance ot‘compromise and to minimize the risk il‘any ol‘lhc components arecompromised. 'I'he integrity olitlie CD pipeline. its runtime environment. and the artifacts created need to beensured. It is also important to detect and prevent insider attacks against the CD em=iromnent

This is especially important il‘ you are using a cloud—based code repository (cg. (iitl lub} midi-"or cloud—basedbuild environment.
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Run your CM and CD environment like you run production
- Don’t expose repos, CI server or tools to the Internet

Isolate build and test. agents from the build master, and isolate
deploy agents which need credentials
Treat build (and. where possible) test servers as “phoenix server”
instances: tear them down when done. and build them up from
scratch when needed
Do NOT rely on default configs from vendors for any tool
Periodically review and audit rules/configs and workflows

' Continuously monitor and regularly pen test this environment

DEV54G | Secure DevOps 8: Cloud Apptication Security 45

Some basic steps to take:

I. Make sure that you do not expose your repos. ('l server or other tools to the Internet as publicly

available — see “Why compromised Jenkins can lead to a disaster” http2..-’i"'tt-'ww.tothenew.comt‘bloge-"why—

compromisedv‘ienkins—canulead—to-a-disasterr‘

[J Harden the Clt‘CD environment and pen test it

3. Keep patches tip to date (for the OS and toolchain}. (.‘arefully vet and test all plugins and upgrades to

your tools.

4. isolate build and test agents from the build master. and from deploy agents which need credentials to

systems. Use Decker or other containers or VMs to isolate test agents. especially if you are sharing test

infrastructure with other systems {private or public cloud}. Remember that tests are code. and any code

could be malware: for example. a malicious insider could write tests to esliltrate credentials.

1)
: Treat build and test servers as Phoenix Server instances: build them when you need them. tear them

down when you are done. This reduces your attack surface and it ensures that your environment is

always in a known. reproducible state.

(i. Isolate development and test environments from production- make sure that it is not possible to

accidentally reference a production system from dev.-"'test

7’. linforce authentication and access control rules for (."l and for deployment. Audit trails are not reliable

if you can‘t ensure the identity oftlte people who performed actions. Prevent anonymous access to the

repositories or the (.‘l server. and do not allow people to share user accounts.

8. [f you grant sudo or ssh access to users for production access. make sure to limit the commands that

they can perform.

it). Review cltanges to all CD pipeline configuration..-"rules and periodically trace through the full cycle and

audit trails

It]. Checksum all artifacts and scan artifacts lior malware as part of the Cl.) pipeline
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I l. l’rntecl all credentials used In access deselnpment. test. and pruductiun systems and resuurces. See thesectinn on Managing Secrets in this cuurse
12. Munitur Eli-"CD and CM activity as part ut‘yuur security manituring. i- Fetching Fur unaulhnrizedchanges. unexpected access In repus and In secrets

DO 501‘ use a Cnntinuaus lntegratinn server cnnfiguratiun nut {if the has. especially it'ynu want toimplement Cuntinunus Delis-cry er 1['cmtinuuus l'Jepluymcnt. By default. Jenkins. far example. dues nut requireauthenticatiun. runs with high privileges and is easily hacked.

Fulluw these steps liar securin§.__§..--"'hardenin}:I the Jenkins ("1 server: https:..-"'..-"'ss-'iki.jenkins—
ci.urge-"(iisplays-"JENKlNSi’Securing-‘r-Jenkins
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Puppet (or Chef or Ansible...) becomes a prime target of attack
* Master/repo holds configuration information for everything
- CM toolchain is a critical point of failure for operations management
- Adversaries can use this to compromise systems. steal information or

credentials, or to take control over your production operations
- Also. need to watch out. for malicious insiders
Harden infrastructure and carefully restrict access to Master
Ensure that Puppet runtime and configs are safely backed up
Review and test updates and community recipes carefully
Track and patch Puppet vulnerabilities

DEV540 | Secure DevOps 8: Cloud Application Security 4?

Your central configuration management tool and configuration data-ibase is a natural target of attackt’compromisc
for bad guys and insiders. Puppet is based on a strong master.-’agcnt architecture. The agent provides facts to the
master and waits for instructions. lftitc Puppet Master or Seryer is compromised. it can be used to make any
changes to any systems that are under management.

According to Puppet. the default configuration for Puppet is secure. llot-ycycr. there are some basic hardening
steps that you should take:

' l-lardcn all ofthe infrastructure

' Scani’pen test to ensure that the control enyironmcnt is secure

* Restrict access to the Puppet Mastert-‘Seryer {host fireu-“all....)
- Ensure that Puppet code is up to date

' Res-iet-y and test all community manifestss’rccipes — don‘t just accept them and run them

' Continuously icy-ices your Puppet logs

Some additional steps that you may want to take to harden the configuration - see chapter 5 ot"“l..earning Puppet
Security" book by Jason Slaglc http:..’5www.amazon.com..-"Learning-PuppetSecurity-Jason-
Slagle..="dp.-"l i343‘)??5X

Puttpct uses H’f'l'PS between agents and the Set't-'et‘..-"Master. It has a built-in (TA. Puppet can be configured to use
an external ("A

littps:t'..r'docs.puppet.comi’puppeti’littlest-irethence-"sobsystem agent master commhtml

Itttps:.s"..-"dt.'ics.puppet .cotnipuppet..-"'Iatests"retet'ciic‘c..-""ctiii fig ssl _esternaI_ca.html
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Truck Puppct sccurity nnttuuncctncnts twuincrnhiliticn and upgrntlcn-ipnlchcn ]:
It 1 111:; : .-"'..-"gruupht. gunglc.cutm’fut'tt In..-"'# I f'cirumittuppcl-nccuri t y—t‘tnnnuncc

Fur innrc nn sccuring yuur (‘nntigurnliun Management chain. rcntt “Who Watchcs lhc Watchmen: SecuringL

(‘nntigurntinn Mntu-tucntcnt Syslcnm“ http:..-'.-"bInglhrcenalnck.cntn..-"n-'[urn—wailchcn—the—muchtncn-Hccuring-L

cuntigurntinn—tnnnuyctncnt-nyslctns
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- Secure the Chef Server and Workstation(s)
- Carefully manage credentials and other secrets—more on this

later
- Keep up with latest Chefand OS patches
- Define a secure workflow for promoting cookbooks to test. and to

production

DEVS40 | Secure DeyOps 8: Cloud-Application Security 49

“l low to he a Secure Chet“ thtlps:.:".-’learn.cheliiorskillsfbc—a—secure—elicit} outlines the basic steps for securing
{fltel‘configurations

Secure the {‘lietiSeryer

' Use a strong password tor the admin account

- Log SSH connections

- Use PKI

' Use tires-wills

' Protect port 443

' Secure the management console

' Disable root login

* lnstall latest security patches

' Use ('hei‘ Analytics to monitor security-related objects {new organizations. new nodest uploading-iremoy'ing
cookbooks}

* Use RBAC

- Follow the principle of least pl'it-'ilegc

' Use tCheforganiaations {top—level structure for RBAC]

Manage Chet Secrets

' Encrypt scnsitiyc data — Search recipes templates and data [tags for plaintest secrets. Use encrypted data
bags and Chet Vault.
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Secure the. IrL'het‘elient thiIns:.-"'..-"Lines.eltel‘.int-Chet: e]ient_5eeurity.htnt]I
* IHSHIH [:11t security patches
' Use validalnrless bnntstrupping

Securing the Chefur'nrkstzitinn
' Keep up with [attest OS patehen
* Use strung ptlbib-LWUI'dS
' Lug nfl" i1" unattended
' Place LISE‘I' key: in ii secure Iuealinn
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Rotten Apple project
A Ruby example that. shows how to audit/attack a CI/CD environment
— although it is no longer active, you can use it as a starting point to
build your own audit/checker
Sample attacks:
' Steal API key or SSH private keys
' lilush 11’ tables (drop firewall rules)

' lnstall attack tools
- Make an unauthorized commit to master
- [Execute an Nmap scan
- Break out to a command shell

DEVS40 [Secure'DevOps EzCIoud Application Security 5|

Rotten Apple is an example of a project for checkingt’testing Continuous Integration {Cl} or Continuous
Delivery {CD} system security. httpsa-..-"gitl]ub.conv’clatnlijdt’rotten_apple
https:.r"..-"www.trustwave.cont-"ResourcestSpidcrLabs~Blog.»"Securing—L'ontit’tuous— lntegration-Servicest

Rottenr‘xpplc:zAudit
This portion ofthe project is focused on auditing a ('It’CD system and is the default name space when the "rake”
command is invoked in this project. 11 perlorms the following audit checks:

- Is the root user is being to build projects'?
' Can malicious code steal your Rubytiems API key?“
' Could malicious code pivot to private networks?
' Can malicious code authenticate using your (iitl-lub creds'i'
' Could malicious code receive instructions from a remote pany or ex filtrate data from your ("lil
- Can malicious code access other projects being built on the same server?
' (.‘an malicious code steal SSII private keys‘?

Rotten/kpplcaAttack
Conversely, this is the portion ofthc project that enables you to actively attack a ("It-I‘D. To change to "attack
mode”. open the Rakefile and change the default to ”attack". List ofatlacks:

- Steal the Rubyfiiems Al’l key
' Flush Il’ Tables (aka drop firewall rules}

' install Software to aid in the attack process
' Make an unauthorized commit to master
- Pertonn an Nn’tap scan of a desired set to targets
' ThI‘tivt-*.-"Sltt}v-'el a reverse shell to get command-line access to the ('lt’t'L)
' Steal SSll private keys
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IAST: automatic runtime security checking in CI/CD
- Instrument runtime application in test
- As QA tests execute, identifies and records possible attack scenarios
- Feed results back to development team
Transparent to developers
- Tells you where the problem is in your code
' Security coverage depends on functional testing coverage ~ you can‘t find

a weakness if you don’t touch the code area
Designed to be run in test to trace problems

l DEVS40 l Seeure DevOps &- Cloud Application Security 52

RASP (Runtime Application Security-fie]f-Protectionl and EAST (interactive Application Security 'l'esting}
solutions instrument the runtime environment such as the Java .l‘v’M or the .NET [LR and passively track
MAST) and potentially block (RASP‘J - security vulnerabilities that could be exploited at runtime. These
solutions can identify and report vulnerabilities down to the specific line ofcode. with full call trace.-"'data tlow
analvsis.

MST (Interactive Application Security Testing)

MST tools can run in ("l.-"Cl.). generally as part of automated functional acceptancet’integralion testing. For
esa-nnple. as a Selenium acceptance test suite executes against the application- the LAST runtime will monitor the
application and catch problems using taint analysis and signature checking this is similar to running the tests
through a passive attack proxy like Zr‘xl’. Exceptions are tracked. and can he reported back to the Clr’t'D server
dashboard. bug tracking systems etc. (through AP] integration).

IAST tools don‘t fuzz tiles. fields or APls. or attempt other kinds of secttrity attacks they passively watch code
as it is executed and look tor security vulnerabilities. This means that the duality ofsectirity test coverage vvill
depend on the quality of your automated functional test coverage. lt'your tests don‘t hit certain paths in the
application. then the MST runtime monitor won‘t be alole to see problems in those parts ofthe code [unlike a
SAST tt'iol l.
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RASP: automatic runtime security protection in production
- Instrument. runtime application in production
- Automatically catches and blocks attacks as they occur at runtime
- Adds runtime overhead
Compensating control, similar to Web Application Firewalls
(WAFS)
* Can be used to help secure legacy apps and third-party apps
- Can run in blocking mode or monitoring mode
* Provides transparency into attack activity
- Like WAFs, can apply specific signature—based vulnerability patches

-_-_DEV540 | Secure DevOps 3: Cloud Application Security ” 53

RASP {Runtime Application Securityt’Sclf Protection)

RASP is implemented in production. to block known attacks- patch over known public vulnerabilities. and
provide visibility into app]icalion—level attacks as they occur.

Like Web Application Firewalls {WAFs}. these tools provide an operational solution to security weaknesses in
an application. either as a compensating control (tor vulnerable legacy applications} or as part ol‘a det‘cnsedin-
depth approach.

One of the arguments for ltASl3.-"rtititiiiie security testing tools is that Des-“Ops teams following Continuous
Delivery.-"Deployment move too fast for lnl‘oSec to keep up with testing and reviews. 11 may make more sense to
build more security protection into the runtime environment instead oi" trying to build security into the SIJLC
and deployment processes.

RASP in production adds runtime overheads. and. like WAFs. there is the risk of lalse positives. where valid
actions may be blocked. Most implementations of Iii/RSI} {like WAFs] start with monitoring attacks. not blocking
them. until operations gain con lidence.

ln monitoring mode. HASP solutions can provide insight and transparency into runtime attacks. This
information can be fed into log management systems like Splunk. or into SlEM systems.

For more on the benelits of and tiiture potential for RASP. sec (iartner‘s “Maverick Research" report: “Stop
Protecting your Apps: it‘s time tor Apps to Protect 'l'hemselves“. by Joseph Felman. September 3014

https :..-'.-"w w w . gart ner.comaloe-""3 '85 (ii'JEtlr'nnn-eri c k -rcsea rch—stop— protect i n g—apps

http:.-"'.s"w'n-'n-'.coinputerweekly.com.r"'opi niout-"Security~Think—l'ank-RASPra—inust—havc-sccurity—teclmology
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HP Application Defender Java. .NET

Immunio Ruby on Rails. PythonJava. Node.JS

Prevoty Java. .N ET. Ruby. PHR Python. Node.JS. Go

Seeker java (+Scala. Groovy. Cloiure). .NET

Waratek Java
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There are only a small number ofcommercial [ASTs’R-kSP solution providers today. each working in different
ways:

Contrast (httpflfwwwxontrastsecurit}-'.comtfeatures)

Provides runtime RASP {blocking} and MST truntime vulnerability tracing} solutions for la “at (using the Java
instrumentation A131). Node.-lS. and NET [Visual Basic. ("at applications. A (.‘ontrast agent must be run on
every system that is under its protection. These agents receive rules and report vulnerabilities and other
information back to a central server [on premise or SaaS). Contrast identifies vulnerabilities in running code.
including third party-“open source libraries. and will automatically inventory applications and libraries and
identify libraries that are out of date or that contain known vulnerabilities tCVEs). You can oueijv the inventors-
to find all applications that use a speeilic library- and apply (.‘VFI. shields to report on esploits of specific
vulnerabilities or to block them.

In RASP n'iode. Contrast provides visibility into attacks as the}t occur. including which applications are being
attacked. where they are being attacked from. and whether the attacks are successful. You can blacklist lPs at
the application level. or create virtual patches to filter out attack signatures on the Iljv. {‘ontrasl can be
implemented into (‘l.-"'CL) using a RFST AP]. There is also a Contrast plug-in for Jenkins:
hitps:.-"..-’gith ub.comr’Contri-ist—Securitv—t JESS-"coolrast-jenkins—pl ugin

HP Application Defender ( https:ftsaas.hpe.comten-ustsoftwaretapplication—defender }
llli' Application l_}elciitlet' provides runtirne securitjtt threat detection and protection for Java and .NET
i-ipplications. Agents running on each system report back to a central cloud-based SaaS dashboard. Results cart
also he esported into XML. .lSON or plain—test format to import into bug tracking svstems. Application
I.)efender is based on runtiine security technology first developed at HP back in 2008.
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See 45l Research review ef HP Applicatien Defender. Nevetttber BUM: httpss-"fl-‘a‘lfi ] research.cetn..-"'repert-
shert‘i’entavid—"8329l

lntmuttie thttps:tfwwwjmmuthief)

ltntnttnie is a startup that effers SaaS runtintc pretectien fer web applicatiens dcvclepcd in Java Rah}; en Rails
and Pythen. Accerding te the vender. it effers pretectien against SQL injectien. cress-site scripting and rcmete
cetnmand esecutien attacks. and it will blacklist knewn attackers.

Prevetv (https:Hprevetvxemt)

l’revetv prevides runtinte applicatien security tnenitering {ASM} and applicatien security pretectien {ASP}
seltttiens. i’xpplieatiens arc instrttmcntcd using plug—ins fer Java web {via servlet filter] er .NET tthreugh an
HTTP medule DLL fer HS} web apps tne applieatien cede changes required}. er by making calls in the
applicatien 1e Prevety‘s API te ferward pavleads te a Prevetv Securitv Engine fer analysis. Malicieus pavleads
are neutralized {en input er eatput) and sanitized centent is returned Ie the applicatien in inillisecends {latency
dependent en whether the engine is en premise er in the cleud}. Prev-'etv blecks X33 and 53l injectien and
cetntnand injectien attacks. and sessien theft and ('SRF and man-in-the-middlc attacks by autematicallv issuing
and managing sessien tekens.

Accerding le l‘revetv. they are the enlv RASP previder that implements LANGSliC advanced language
specific security pretectien.

http:.-'..-"www.cseenlinecemr’artMei-“30330 ] ?.-"applicatienrdevclepmenti"is~language—theeretie—securitv-the-answer—
te—internet-insecuritv.lttnil

A lintited-editien ef Prevety ASM ttnenitering) is available tier free: (fiend-based inenitering efilava {enlv}
applicatiens fer XSS tenlv} attacks

It ttp :t’,-"bleg. prevet v .cent.-"ch angi ng—t he-a ppl icatienrsec Lt ri ty game

h t lps-‘I-‘in fe. prevety .cens’asm-bas ic

Seeker (http:ttwwwxeveritv.cemtpreductstseekert}

IAST technelegv acquired in 20141111111 Quetiumi fer .lava. Scala. (.it'eev'v. Cleiure. .Nli'l' {Cit ‘68t). li'l-llli~
PL-SQL- T—SQL

https’fwww.duetiutn.cetnire.setircesi’autemating-agi le—cede—securitv-testing-eueti um-seekcr-selenitun-scripts}

Waratek [http:tt’wwe-vwarateleeemf}

Run—time pretectien fer .lava applicatiens. implemented inside a separate secure Oracle HetSpet JVM which
wraps the applieatien runtime ta "secure centaincr”). It includes preteetien fer eetnmen attacks like SQL
injectien {against pepular SOL datahasesL knewn vulnerabilities in the JDK and cetnmen Java librariest and
checking fer preper tile and netwerk access. Waratek AppSecurity can take the results ef DAS'I'ir’SA S'l' scanners
and create new rules fer any v'ttlncrahilities feund in testing the applicatien [“virtual patching“). Waratek
advertises zere false pesitives and xere false negatives.

Deulsehe Hank case study: http:..-".-"'www.waratek.cenv’newsi'hmv-a—tnajer—hank—hacRed-its-_iavii-security!
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- RASP does not rely on perimeter security model—you secure each
runtime container

- RASP is easier to implement
- RASP can catch problems that WAFS can't see
*- RASP has fewer false positives than WAFs
' Both RASP and WAFs support virtual patching
- RASP is limited to specific runtime platforms
- RASP adds runtime overhead to the application

DEV54U | Secure DevOps 3: Cloud Application Security 515

RASP technologies are often compared to Web Applicatit'in Firewalls {WAFs}. ()ne fundamental difference
between RASP and WA Fs is that RASP does not rely on a perimeter-based security model. where all traffic is
routed through a firewall — the basis on which WAl: s operate.

WAFs filter inbound (and sometimes outbound} traffic. and use pattcnt-matching or signalore—matching
algorithms to detect possible attacks — and potentially block them — if the WAF is configured inline to traffic and
in blocking mode. RASP solutions secure each application runtinte. which makes them better fitted for cloud
and mieroserviees architectures.

Read "Pi‘ittection from the Inside : Application Security Methodologies (.‘ompared" {an analysis of RASP and
E‘s-"AF technologies by SANS Ant-ilyst .lacob Williams- April 20 | St: ltttps:v-".-"'www.sansorg-”reading-
room..-"'whitepapers.-"appl ieat ions’proteclion-inside-appl ication-security~methodologics-compared—fi5'5) l 7" This
report compared a leading RASP solution (Ill1 Application Defender] with an unnamed commercial WAF
solution. The analysis found:

* RASP is easier to implement and requires less ongoing revicwu-"tunii'ig

' RASP solutions catch runtime errors and unhaiulled exceptions and data leaks [for example. logging of
confidentialfpt'ivale data) and application configuration problems which are not accessible to WAFs

' RAE!) have lets-er false positives and are not subject to the same kinds ofevasion techniques that attackers
use against WA l'is

- WAFs are not limited to specific languages.-"runtimcs (most RASP solutions work only with Java and-"or
.NET managed code}

' Both WAFs and RASP can support virtual patching—taking the results ofa static or dynamic scan. and
using this to build rules for RASP to block specific vulnerabilities. reducing the window ol'esposure

Also: “RASP vs WAF 5 Reasons to pick RASP" by Sharon Solomon July is. 2015:
ht1p:.e-"'..-"'secnrilybIoggersnctwork.com.-"'2(.l I 5I'llI’rasp—vs-waf-5-t'casons-to-pick—rasps’
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Course Roadmap
- Section 1: Introduction to

Secure DevOps
- Section 2: Moving to

Production
- Section 3: Moving to the

Cloud
- Section 4: Cloud Application

Security (Part 1)
' Section 5: Cloud Application

Security (Part 2)

--..-‘
......

Secure infrastructure as Code
- Puppet Driii Down

- Lab #11: Manage Configuration with Puppet

Securing CM and CD Pipelines

. Securing Docker
* Lab #22: Audit Docker's Security
Monitoring and Metrics
' Lab #23: Monitor with Dashboards

Managing Secrets in CD
' Lab #14: Protecting Secrets with Vault

Compiiance as Code
' Lab #15: Audit with OpenSCAP

Going Forward
* Quick Wins and Long-Term Gains
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How do containers work, and where are they used?
- Containers are like Virtual Machines. but are much more lightweightand easier to work with

What's driving the adoption of containers?
- Easy. fast and flexible way to setup runtime environments
- Ensures consistency between deveIOpment. QA and production
* Provide some level of runtime isolation for apps
- Much smaller hardware footprint than VMs. faster to startup/tear down
- Simple to package up and distribute apps — especially microservices
- Designed with developers in mind (especially Docker) rather than Ops

I DER/540] Secure DévOps8: Cloud Application Security 53

Containers are isolated user spaces that share the same Linux ()3 kernel. Containers behave like virtualmachines. Application dependencies are contained. making it possible to run applications with conllictingdependencies te.g.. different versions ofthe same library} on the satne host.

However. containers are much trtorc lightweight that \t'lvls: there is no hypervisor. so they require much lessCPU and RAM. Containers are cheaper to set up and run. they can take only a few seconds to provision and lessthan a second to startup or shutdown. and you can run many more of them on a physical server tin some cases.10t ofcontainers on one physical server}. They offer more isolation than ruttning muitiple apps on bare metalphysical servers. but with much less runtime footprint than V-Ms.

Containers provide a cheap and fast way to set up and tear down development and testing environments that areconsti-intly changing. and an easy and repeatable way for developers to build Lip their own runtime environmentswithout the help of a sys admin. With a few commands. developers can download pre-builtv-ipre-defined imagesofcommon runtiines ta database like Postgres or a HTTP server like ngins. on top of a base 059 image}. andeasily package up their application and everything that it needs to run {the app and all ofthe runtimedependencies including libraries and system tools) into a single image file. This image can be uploaded to arepository. making it easy to review. copy and share. and then push to test and to production.

Containers naturally fit into Dev-Ups workflows. significantly reducing the cost. complexity and time needed topackage and deploy applications. A developer can easily create an image ofthe application runtime environmentthat they need on their laptop or desktop and then push it to a Linus server. a VM or a cloud service like dill-"Sor Azure. Using containers ensures consistency between development and production because the applicationruntime is set-up exactly the satne in development. test and production.

Containers {especially Docker} are intended to run single applications this makes them especially vl-‘ell—suitedto a microsewices—based architecture.
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Emerging technology, changing rapidly
' Lots of work being done by con'nnunity and by vendors. including

startups
- Development. toolchains and operations ecosystem are still works in

progress
- Security situation is continuously changing
- lfyour organization is using containers, you need to watch what’s

happening closely and keep up with the latest changes and guidance

DEV540'l Secure DevOps 3: Cloud Application Security 5? '

The n-‘orld ol‘contuiners. especially Dockcr. is changing quickly. Major changes are being announced every few
months. especially around packaging. operations management. and security capabilities and tooling. Make sure
to keep up with the latest changes and guidance on container security and operations.
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Linux LXC

LMCTFY

rkt

LXD

runC

Decker

:- .§-..._'- :

Native capabilities in Linux, developed by IBM and Geogle
Implement user spacing on top of cgreups and namespaces
Open Source version of Geegle's internal container stack
Discontinued — l(Boogie is working with Decker community and OCI en runC
CereOS pluggabie alternative to Decker
Designed to he more extensible and more secure by default than Decker
Ubuntu extensions to LXC to create a pure-container hypervisor for Linux apps

Lightweight runtime container based on DC! specification. created by Decker

Portable application container built on top of runC
The BOO-lb. gorilla of containers — massive industry adoption and momentum
This course will focus on Decker

DEV-5'40 | Secure DevOps 3: Cloud Application Security an

Leading container options [all el‘them Open Source} include:
' [.inus LXC (https:.-"..-"linuscontainers.erg..-"'} "'-.()riginal implementation of user spacing in Linus on top of

cgroups and mimespace isolation (based on work done by IBM and (Ziooglei
- Ll‘vll-W’ — Let Me Contain That For You t'https:.-"'igithub.cemr’googlei-"Imctt‘y} is the open source version oi"

(ioegle‘s internal container stack. It has been discontinued as Cieoglc collaborates with Decker on rune
' Decker lhttps:.-".-“'n-ww.docket.comi‘what-docker} is by titr the most popular container solution. There are

over 100.000 “'l.)ockerixed" applications in the Decker Huh registry. Decker provides easy-to-use
packaging and other tooling aimed at developers. II was originally implemented on top of LXL‘. Later {in
Decker 0.9) Decker created its own runtime container originally libcontaincr
{https:iii-"githuh.cem_.-"'tlockcn’libcontainer} and later runc t'https:.-".-"'gitl1tib.com..-iopencontainersfrunci

' runC ll1ttpsn'i'runc.ior’i is the underlying runtime for containers developed hy and used by Decker and
implementing the Open Container Initiative ('DCI } specification. It is built on top of Iihcontainer

- CoreOS rkt thttps:..-"..«"'coreos.com.-"rkt.r" — A pluggable alternative to Decker. designed to address what rkt
authors see as some fundamental slmrtcotnings in the Decker architecture. Designed to he more open and
secure than earlier versions of“ Decker.

' lihtmtu LXI) {ln'tps:.-"'.-"'we'w.uhunlu.com.e"clends-"ladi A purewconlainer hypervisor to run Linus Uses and
apphcanons

The history of container development is nicely presented here: http:r’tpivotal.ior'platiorm.-"inlegraphic-"inoments-
inucontai nervhistory

Much arguing over the direction oticonlaincrs and concern over I)ocket“s dominance has led to standardixation
initiatives especially the Open Container Initiative (0C1) ltttps:..-"'.-"ww w.opencontainers.ergi’ {which Decker and
("oreOS and Goegle. IR M and Red Hat and others laivcjoined} to agree on intcrclnmgeable image formats and
documented runtime specifications.
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Containers do not emulate a hardware layer {there is no hypervisor}. 'l"hev use resource isolation l‘eatures ol' the

Linus kernel to isolate applications within a single instance ut‘the OS:

' namesoaces isolate the application's view ofthe operating, environment. including process trees. network

interfaces! user IDs and mounted tile svstems

- cgrouns provide resource isolation. including CPU. memory: hlock l.-"(_'_} and network

See also: ”Stackt)vcrt‘low: How is Docker different from a normal virtual machine?"
htt o :t-"t-‘stac hovel-ll ow .com,-"q uest ionsf' l {104? SUt’ie-“how—isudoc ker—tl i ffercnt— ii‘om-a-tuirma l - v i rtua l -mach inc

image source: httpz..-"..-"www.xtlaet.conv’article..-"vmware-huvs—into-docker-containers..-" {edited For clarity in print}

http:.-"'.s'2tlttet3 .cbsistatic.com..-"'hubiir’r-‘ZU l 4.' | {.l..-"t_}4.-"'a7' l Ebfihd-Llhtl} l l e4-boatl-
d4aefilc95c5 "ft-"resizcr'?r TUsautoi’Ui‘ltlicd lltlttafiefibglllfiile l cdt'? r3177}: T’t-"tlockeruvnt-Unttttincrptt g
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Decker Engine/daemon
' centainerd — manages complete container lifecycle
* runC — OCI compliant execution ei'ivirom'nent for a container
Decker Client — talks to the Engine through a REST API
Container — portable runtime environment instance
- Images — read-only description of container state. Multiple images can belayered to build up a container
- Dockerfile ~ describes steps to build a container
Registry — stores images
- Decker Hub — default public registry for images
- Decker Store — commercial registry for certified images

DEVS40 | Secure eweps 3c'Cloud Application Security 452

Decker thttpss’twww.deckcr.cums-"i is not just a lightweight virtualization and sandbesing technology. it is also aconfiguration management and deployment tool: a “shipping container for code“. Decker makes it easy I‘erdevelopers to package up a complete application including runtime dependencies. by pulling down pre—dei‘inedimages. They can then update their application code and test it directly. or ship the package out to test orproduction.

Decker is portable to local host. physical:"'s-=irtua| servers. or IL'Tloud services on a range et‘platt‘orms depending onthe edition ei‘Dockcr:
h ttps Li’s-”doc s. doc ker.com.-*"en g i net'i n sta I la t ion-”itsupported— p lat t‘orms

- Linux

- Cloud: Amazon litil Azure
- MacOS

- Windows It} and Windows Server ltllo as otDocker 1.12. tnailahle as natii-e applications (July .2016}

Decker Engine and Client
The Decker Engine thttps:iii-"wwwv.doekerceinidocker—engine} or daemon manages [builds and runs} containerson a system. it includes:

- centainerd — the runtime environment for managing a container lit'ecycle
— runC thttpss't'runc.ier'] a lightweight runtime container which separates out the generic infrastructure

plumbing in Decker. making Decker more i'nodular. and allowing the plumbing i'iinctiens to be rc-used byother systems or services. It is an implementation oi‘tlic ()pen Container initiative
{https:..-"..-’wwwhopencentainers.org.-""i a vender-independent standard [or defining runtime containers

The Decker Engine exposes a RFS'I" .r'kl’l to accept instructions from clients. The u’et‘fa-v' command talks to theDecker Ii igine daemon through this API.
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Decker Images

Read-only. sat ed state of a container {the runtime environment}. Images are layered on top ot‘cach other first
a base OS image. then runtime requirements. then application requirements and changes.

Docket“ images can he created interactively using a base image and the command darker era-innit“

The command darker hrs-rotor shows how an image v “as built up. Tools like ltttageLayers
thttps:.-".-"'intagelayers.ios’l help visualize the layers in an image.

[)oekerfile

A test tile with commands in sequence to build a Docker intage. Dockerfiles should be checked in to version
control and managed like otlter source {including code reviews].

Darker Containers

A runtime instance loaded I‘rom a Docker image. Each container can he run. started. stopped. attd moved
independendy.

Doeker Registries

Docker registries are public or private repositories used to upload or download images.

Docker l-l uh t_ltttpsa't'huh.dockcr.comf} is a free. central registry of Docker images. where people can upload.
download and sltarc images. It includes conununity images. private images. and Ut'l'icial Repos which are
managed by vendors. Ullicial Repos t_ltttps:.-'.-"'docs.dockcr.com_.r"'t.locker-hubs-"official_repos.-"'_} include standard
hased images for ()Scs such as Centos and luntu. popular runtime stacks. etc. These repos are reviewed by
Docker staff to ensure that they tollow Docker best practices and are kept up to date by vendors.

Docket“ H ob is huilt on the Docker Registry project thttps:r.-"'docs.docker.cont»"registry.-"'}. You can use the Docker

Registry to build your own internal repository o l‘ images that have been reviewed and approved. The Doekcr
Trusted Registry tltttps:..-"..-"'docs.docker.com.-"dockcr—trusted-registryr’} is a contmerciallyvsupported. secure internal
registry- with additional management functions.
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Docker Community Edition
' Free, Open Source
- Available on monthly (Edge) or quarterly (Stable) release cycles
Docker Enterprise Edition
- Commercially supported
- Tested and certified configurations for businessecritical apps
- Docker Datacenter capabilities
- Stronger default security settings
- Standard and Advanced editions include integrated secrets management

and image signing policy

.. DEV54D-| Secure DevOps 8: Cloud Application Security 64

Dociter is avaiiahle in dit‘t‘ercnt packaging options [all based on the same Open Source project}

Docker Community Edition (https:tiwww.docker.comtcommunity-edition}
Free and Open Source. with maintenance t‘rom [)oclter tor the latest shipping version
Available in Edge {released monthly] and Stable {released quarterly} versions

Docker Enterprise Edition (https:i’twww.docker.comi’enterprise-edition}
Commercial packaging and support For business-critical enterprise environments
Runs certified containers and plattiorni plugins from the Docker Store tlt1tps:.-".."store.dockei'.cotn.-"'i
Certified run—lime OS and cloud emironments: C‘enttJS, Oracle Linus, RHFL. SLES. Lii‘ililllLL Windows
Sort-"er 3016. A WS and Azure

Release quarterly {Stable} and supported for one year
A eailable in different tiers: Basic. Standard and Advanced
Standardi’Adt’anced edition includes Docket Datacenter: tnulti-tenancy support with tine—grained RBAtL' attd
1.,DAP.i"/—"tll secrets management. image signing and image security scanning

Guidelines for Securing Docker EE:
https:.="'i"successdocket'cont-"Architecttirei-iDoclx'etjReference Arcltitecture‘i'itfiA Securing Docket lili__and Secu
rity Best Practices
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Basic commands for working with images, containers, and repos
- docker run — Loads and runs container. downloads if needed
- (locker ps — View running containers
- docker logs — Trace what’s happening in container

docker diff — What's happened on filesystem since container started
- docker history — Shows commands used to create image

docker inspect — Sl‘tows internal details

.- docker search — Searches repo
- docker stop — Halt the container; can be restarted or committed
- docker rm — Remove a stopped container from inventory

DEVS48 1 Secure DevOps St; Cloud Application Security 65

Commands to manipulate Docker iinagest’containers

docket run iimagc]

Create and start a Decker container. If it can‘t find the image locally; it will download it from a registry
automatically {tirsL it checks your local repo iii the image is not l‘ound. it will look for a public image in
Decker Huh).

docker run "help

doeker ps

View running containers

docker logs —li leontainerl-

'I'race what is happening in a container

docker di [T :contai ner:

What has changed on lilesystem since the container started

doeker history

Shows commands used to create an image

docker inspect tcontainerfimage:

Detailed internal intermation
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You can build Docker images by hand

or...

Write repeatable images in Dockerfiles
following standards/best. practices

-_DEVS4O | Secure DeyOps 8: Cloud Application Security I5?

Building up a Decker image by hand

Start by selecting a base image for a Linus distro

docker pull iiinagenag:

This will store the image on your host. By det‘aulL it will pull down the latest image in the repository

Load a container from this image with

dockcrrun

inside the running container- you can make a-‘hateyer changes that you require. t'or esatnple. adding a package.

creating tiles...

After modifying the container
i
i(locker conunit — in 'what ou did‘ a -*name ol‘authort :containeri I'tae

I l l' I L

Creates a new image

Then you can push it up to a repository

docker login

(locker tag iimagei titanic-space:

dock er push irepository:
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Define the configuration steps in code
- FROM— Pulls down image
- RUN {configuration step} e Install package, etc.
- CMD — Set default command
- docker build {tag} reads the Dockerfile and creates an image

Be careful using FROM command to pull down images — you needto qualify the image; otherwise, it will always pull down the latestversion—good for security, but bad for repeatability

I DEVS‘iO | Secure DEVOPS 8: Cloud Application Security 63

Writing a Dockerfile
It is easier to build Docker images with Dockerfiles —- defining the configuration steps in code. and checking thiscode into yersion control. Define the base image and additional configuration steps [as layers on top of the basehnager

FROM :base itnageaag:
RUN :configuration step: -- For example. install a package
EXPOfifilmnm}
("MD :dcfault command:

docker build :tagt Reads dockerfile and creates image1..

Note that images created with dockerfiles are not necessarily repeatable: they may not create exactly the sameimage each time. This is because unless you use a specific tag in the FROM statement, docker will pull the latestimage from a repository— the base image could have changed from the last time that you pulled it. unless youhave full control over the image repositories im'olyed. liyen if you reference a specific tag for a build t-'crsion.the image could haye been patched.

Getting the latest yersion by default is good because it means you always haye access to the latest features andfixes. but it can introduce breaking changes and make testing and debugging harder. lfyou need to pull exactlythe same image. you need to pin it to a specific image digest, using
FR(_'}M inutgcta-digest

which will pull a specific image build. This means that you need to keep track of the digest id when you pull theoriginal image.
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thicker images --Lligesta=true

hitp:..-’.«’tluca.Lluckcrcemi’engines’retei'ence.-'cuin:nandlinet-timagear‘aliating-iniage-rligeata

h11115:.«U’githuh.cunis-"duekerfduckeri’pul li'l I l [)9

Anuthcr iaaue with repeatability is that duckerfilca ut‘tcn include packages lhal are bruught in [ruin upstream

{apt-get. yum. an get...} which may return new package cuntenla Llfipflndlng en arhclher the tluckcr huihl cache

is invalidated nr nut.

Using a digeat ia alau uael‘ul it‘yuu want In make sure that yuu are pulling,T a apecific patch. such as a fix t‘ur a

security i-'ulnerabilit}*.
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Decker has defined a set of best practices and patterns for writingDockerfiles
Open source tools that will help you to create Dockerfiles thatfollow best practices:

.3 i._ w _ ->-."2-'-'- -"_"->E_>- > _._fi_.
' i'-_<_<'.-a'- - '-'_\-e:':-:s' -*"=on; . . .

s5?
-.:__..'_"_. sti‘s':= '- =:"-’
=' :wsis- :f'e‘iifi ' “.33. ..- si' .<n-—: ::-_ . . _.. .. _ , _ _ , _ .,¢ . wail-iv: +:6:$=:- - ='::~'i‘:'="= .' . _ . . .

_ . ' ”5,, :_. . - p: -.; :- :-- :-.- :- _ --::':.<_ .. :. -;.: ___ i=1: : ”up; . .<: . . n - ->> - ->- _ __
~5<+~>r - " --".i:‘-: . ' - .. " . .: --<:': :-'E<z§> :5 zoom ==<‘=>-5= ~' ‘=" '= A; ' , ' , asth- ' "H” 5. 'Rocker Overcomes limitations with original Dockerfile design: Multiple FROM statements.new commands such as MOUN'ETAG, PUSH. and ATTACH.

Dockerize Generates clocker files using best practices for consistency and repeatability.

DEV540 | Secure DevOps 3: Cloud Application Security Hi

Best Practices for 1writing Dockcrfiles
Docket and others has-c documented com-rentions and best practices For writing Dockerfiles:
iittps:.-’r'tiocs.docker.conifenginefuscrguitier’eng-imagefdockerfi le_ bestrpracticest'
lit 1p :.-"-"c rosbym icliae] .com..e"tioclt erii l e-best-pract ices . it out

u-gooti-{locker—images1-...-

lil I p:.-"{iona I ha n. hergk no iiicoml-‘j ounto lib u i ltli :1

There are a couple ol‘open source tools ilk-’ililiiiili? that will help you to write sluntltn'dized Dockeriiles andimplement best practices:
Rocker: iitlps:..-",-"gi 1h ub.com.-"'grnmmarile-"rock er
Dockerize Me: littpss-‘i'gitliulicon'ifliuneliinittil-"clockerize-Ine
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From Docket (the organization)
- Compose — Define and run multi—container Docket apps
- Machine — Provision Docker containers
- Swarm — Clustering for Decker containers. As of 1.12. Docket

Swarm Mode includes built-in TLS and automatic rotation of
PKI certs for secure communications

From other sources
- cAdvisot w Container advisor. monitors running containers
- Kubernetes y To manage clusters of containers

{391540 | Secure DeyOps & Cloud Application Security "1"!

Here are some basic. open source tools [‘or managing Decker containers. Some olithem are in early release stage
and may not be. stable.

Compose (https:Mdecs.decker.cemtcompeset’)
'l"ool for defining and running multivcemainer Docket applications

Machine (IIttps:Mtlocs.decker.cemtmachinet’)
Automatically create hosts. install Docket on them. and configure the Docket client to talk to them. You can use

Machine to create Docket hosts on a local Mac or Windows hos. on remote VMs. or on cloud platforms like
AWS. Stan. stop. inspect. or restart a host. upgrade the Docket client and daemon. and configure Docket clients
to talk to a host.

Swarm {https:Mdecs.decker.cenn’swarm!)
Natiye clustering tor Docket: create and access a pool et‘ Decker hosts. using standard Decker commands.
Swarm Mode lets you create highly—ayailahle groups of Docket nodes which can peel resources so that you can
manage multi-containcr. multiwhost deployments. As ol‘ Docket 1.12. Swarm communications between masters
and worker nodes is done through mutually-aLtlhenticated '[iLS out-ot‘ythobos

crttdyiser (https:Mgithub.cemtgeeglctcadyiser}
Container Adyisot monitors resource use and perl'orn'tance characteristics et'running containers. resource
isolation parameters. resource use and network stats. Deycloped hy Cieogle for its own containers.

Kubernetcs (http:Mkubernetcs.iot)
It‘ you are trying to use containers at scale. you will need a centralized way to manage groups ol‘ containers. This
is where container orchestration tools like Kubernetes come in. Kuhetnetes is based on (ioegle's internal
cluster-management system. Borg.
ht tp : tMyww . computerweek l y . com Feature..-' Demyst i ty i n g— K uhernetcs~ the—toe l—te— man a ge—(ioegle- sea 1 er
workloads-in-the-cloud
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Containers can be built and shipped through CI/CD
- Pull image(s) from repo — or check out Deckerfile
- Build and package new image
- Push new image into repe
' Ship image to test stages

; DEV540 l 53‘3““? DevOps 3i Cleud Application Security ":1

The steps t‘er packi-iging and depleying applicatiens using centainers like Decker fit inte (.‘eniinueus Delis-er}:
Decker cennnands and fills and teels such as Decker Ceinpese can be ceerdinated in a Eli-"CD pipeline te build
and 1a-‘ierk wiih Decker images and repesiterics.

The abstractien level changes frein the applicatien binary 1e the centi-iiner image n-‘hicl'i defines the applicatien
rantiine em-ireninent with all et‘the dependencies included. This makes it easier and simpler te package and
dcpley changes: the entire rentitne is mes-ed threugh the pipeline stages. This brings the runtitne detinitien tn the
Trent et‘the pipeiine instead ef leasing it In later. Run-time em-‘irennient dccisiens must he made and tested
early. Yen can alse ensure that the runtime in preductien matches decelepinent and test - eutside e'l‘an}! kernel
dil‘l‘crcnces in the rnntnne OS.

Rell-hack is l'iandlcd h}: depleying the preriens versien e'l‘ the centainer.

72 © 2017 Jim Bird and Ben Allen



§:=. s .__1_. ' .=-- ;_:'.'__.1:' =- 2"“ I-‘-. :..< 1-: "-s -:.'s=:

Decker Continuous-Deployment Flow

'E' x _ , Ls. built} {giants W2???
iii: ease :f‘r'iege : -- eds-*1 new lint-sign- . . . _

HRH-Wt! iif‘rL'Ki‘E' i:‘r‘..“t§‘-;:'i~'.
J

”Li-'5": ai'i'aa:r_is

Sig a?"
. {11;}:14' :‘ ":"Il ”:3 Li’l$:§331“?=€'rief§-?j.‘

.=':'= > .I' .-' :1'r14..'--:.
. a. - i

242'l i ii"

-',--.2.:' arr-w. H h Hiluv. i igfiéil ui51%{:
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Jenkins and Decker integratien

There is geed integralien between l'Jeeker and Jenkins. The [Jeeker team uses Jenkins and |)eeker in test
Deeker. The Jenkins teai'n at (L'leudBees uses Deeker and Puppei te build its ewn teels. This integratien
includes:

- Jenkins understands and uses Deekervbased exeeuiersi and integrates with Deeker image repes {te retrieve
and stere imagesl

' Werk’r‘lew integratien with Deeker te ei‘ehestrate huilds. testsi depleyments
' Jenkins fingerprinting is esiended i'ei' traeking Deeker images aei'ess stages
* [)eeker images are first—Class citizens in Jenkins eperatiens
- Jenkins presides lilll l]'ElCE-i.lbllll}" e1" all artilaets and aetiens ins-'els'ed

hupsz.-"r'pages.eleudbeeseeinii'sftiifi—l’KZsS 1 iii magesi’Deeker—Jenk li'tSeCDiilaflUS- Del i s-‘erypdi’
htins:His-wandeeker.eein..-*"sitesi’default.-"'ii lesJ sef 'asefRAj" l*l-iilt'iwithilalilDecker__{}ii.25 .EUI Spill"

There are seme uhs-‘ieus use eases [er Deeker and Jenkins:
| . Install Jenkins using the el‘iieial [)eeker image thttps:iii-iiiub.deeker.eemi’_.-’;ienkinst")

2. Use the Deeker plugin fer Jenkins 1e pres-isien a Jenkins slaw-e. run a build and tear it den-=11
{11 tipsM i ki .j enk i ns—ei .erg.-"d ispl aye] E N Kl N S.-' [ )ee ker+ Pl ugi n}

[3
‘] liseeute Deeker eemmands 1e ereate and manage [)eeker images 1within Jenkins using the Deeker Build

Step plugin thttps:..-'.-’i-s-'iki.jenkins—ei.ei'gfdisplay-”JENKlNS-"Deeker-t-huild ! step-l-plngin}

The Jenkins Deeker ("eminens l’legin thtins:.-"'.-"ssr'iki.jenkins-ei.ergi’display.-".lliNKlNSi’Deeker'i-Cemmens-ePlugini
presides APls fer using Deeker ii'em ether pingins
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Puppet/Chef can be used to install and manage Decker and Decker
containers

Docker can also be used to package and install Puppet or Chef...

The lab environment for this course uses Puppet to configure and
manage Docker

" _ I ”DEVS‘H} l Secure DevOps 3: Cloud Application Security 14

lJocke ‘ and tools like Puppet or ('hcl‘oyerlap with each other in a number of 1a.--'ri}_,»'s. They pros-idc different
approaches to packaging. configuring and installing packages and runtinies.

But they can also he made to play together in useful ways.

A popular Puppet module for l'.)ocker on Puppet Forge by Gareth Rushgroye pros-ides Puppet functions For
installing and configuring Docker. dim-'tiloading images from the Dockcr Huh. automatically building images
from Dockertiles. and esecuting commands in containers:
httpszx'i’lorge.puppet.cotn.-"garetluv-"(locker
https:..-"x"'githuh.comigarethrigarethr—dockcr
https : puppet .cont..-"'h log.-"s i nipl i lay-4 inanagi ng-doc ker-p u p pet

In the lab environment [or this course. Puppet is used to con figure the Docker engine. dos-unload and build
containers. and launch some oi‘the containers used for core lab seryices (gitlab. DNS. Jenkins. etc}.

Similarly. Chel'can be used to create container images. pros-'ision and configure a Docker host ein-'ironinent.
launch container instances. and monitor and manage containers as they run.
h it hs : w w w .chcl‘. io.-"sol ul ionsi‘conta i nersf

Ansihle and Dnckcr
h it p w w w . an si h l e . conudocke r
l1t1p:.-*".-"docs.ansihle.con‘u’ansihlei’doc ker_mod u le. h tml

Salt and Docker
littp:..-Z='sal lstack.ci_im.-"saltstack-dcliyers-more-antomation—docker-lsc-appl ication—containers.-"
ht tps : .’".«"'docs. sa ltstac k . coni.-"en..-"' l at est.-"'re li’sti-ucsi‘al l.-"sal t.states.i.locke rn g. ht m l .iimodul emsa l t. states . dock erng
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- Decker — and containers in general — are being widely used in dew
and test, but still ramping up for production workloads

' Google has proven that containers work in production at scale
- The Decker runtime environment is maturing, but is still a work in

progress - Enterprise Edition is intended to address this
' Cloud—based consumer web and PaaS services are taking the lead
- Enterprises are running pilots and using Decker for greenfield

projects (especially microservices)
- Financial organizations like Goldman and ADP are moving core

production apps to Docker

DEV540 } Secure DeyOpsB: Cloud Application Security 75

{'_"ontainers are not being used widely in production yet. One notable eaception is (ieogle. which uses its own
containerization teclmology to run just about eyerytbing.
htt p : Nwww. theregis ter.co. u kill} 1 4.-"t}5.-"2 3.-"'google_centa ineri Kill i on _t we b il l ions"

One shortcoming ot‘ using containers in production. especially at scale. is that most inti'astructure management
and monitoring tools work at the OS-leyel. and don‘t work with or look inside containers. This is especially a
challenge with ephemeral containers which may only liyc tor a few seconds at a time to service indiyidual
requests. A number of tools are emerging to address these challenges.

it ttp my ww. in t‘oworldcoInt-"a rt ic | e.-"'29 mas [it"appl icat ion - y irt ual izat iom‘b-moniteri n g-teo lsndocker—centa i ners.html

https u ww . datadoghe . ce mr'b log1 he-docker—mon i to ri ng—p rob lent?

In “Why Decker is Not Yet Succeeding Widely in Production". July 20 l 5 thttp:..-"'r"sirupsen.cem.-"'production—
doekerr’}. Simon Eskildsen lists some other factors that stand in the way ot‘ Decker being used in production.
'liltese include:

I. lmage building it is fast and easy to build simple images For small applications- but much more difficult
to setup and manage images for large. complex t-tpplications

TaJ Garbage collection it is also yery easy to build up garbage in the form of old. obsolete images which
need to be tracked and cleaned up

Speed et‘change containers. especially Decker and rkt. are changing rapidly. which makes it dil‘ticult for
operations to keep up. The rest ol‘the runtime enyiromnent [monitoring tools- management tools like

T
J
J

Machine and Swarm etc.) are immature

4. Run-time security it is dit‘licult to ensure that Decker is set up and used securely. especially in large
em-‘ironments. This is where tools like 'l"wist|ock. Aqua Security or Stack Ros come into play.

I'
J
I Dependence on new US capabilities — Decker depends on new tilesystem and kernel Features that are not

always stable and bugdi‘ee.
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'I
“Decker: Up 8}: Running Shipping Reliuble Cuntuinere in Pruduetiun“
hll p:.»-".-'":-+lie[.1.ere i l Egeumr’prud uel,-"'U(i3 6920036 1 42 . dd
“Decker in pruduetiun: Leseenri [run] the Trenehee" httpu‘i’shup.ureiI|3r.eurn.:-"prudueL-“JT8 | 030902 I 84.1.11.)

Mzireh EU I (i: Seven-1| enlerprieeu are “:4n Dueker Iu ruil uul new greenfield prujeels [espeeially inieruservieee].
Other enierprieee hen-e nrujeels undemrr-iy Iu mum-“e eure uppiiemiuns lu l)ueker. ineluding ADP und (iuldnmn
Suehs {which [1111115 In inuve 00% mi in; uppiieuiiunu Iu Dueker}.
“Dueken nut nrudueliun-ready‘? Nut 5e. 53% Dueker" hup:.-"'..-*"u-*ww.infimurldeem-Tartielei}(l4fi4fi4.-’z1pplieutiim—
develupmenlrduekennul-prudueiionureudy-nuI—eu-HuyS-dueker.hlml
Fur niure un Guldmun‘s Dueker rulluut: hl1p:..-".-'"blugswgi.eunireiu..-’2-{}l(ii-"IIla-'24..”bigrehunger.-in—guldinune-
an ftw ure—elnerge— l‘ru iii-5111.11 l l~enn la i nerur'
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Some 08 builds are. designed specifically to support Docker or other
containers, especially in the cloud

- CoreOS
RancherOS
RedHat Atomic Host

- Snappy Ubuntu Core
- VMware Photon 08

They are stripped down, simple to update (can be patched on the
fly) and are integrated with Docker

{81533540 I Secure DevOps 3: Cloud Appiicagifin Security I .71 .

"I'ltere is a number ot‘strippetl clown host OS distril‘lutions specifically designed [or running containers:

' ('oreUS thttps:,-"'..-"'coreos.conifusing‘coreoss’}

- RancherUS

* RedHat Atomic Host thttp:.-".-"'ss=o'u-.projectatot't'ticjos’l

' Snappy Uhuntu (.‘ore {http:.-"'.-"tles-'eloper.uhunta.comt-"'cn..-"snappyr’l

' VMware Photon OS t'htips:.:-’..-‘s='nncaregithah.iox’pltotoIL-")

These ()Ses are lightweight and simple to update and are built to integrate with containers like Decker.

“Decker: A Comparison oi‘Minitnalistic Operating Systems” htlps:tit-"lidt.)g.iiitn-'es.de-itlocker-a-cotnparison—oli—
minimalistie-operatiJig—systems

“Container OS Comparison“ litIps:e'titlingcotleship.ci.:-mt-"'container—os—eomparisonf
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- Decker documentation: https:fl/docsdockercem/
*- Free self—paced online training: http:Htrainingplay—with-docker.con1/
- Decker weekly newsletter: https://www.decker.com/newsletter—

subscription
- Decker community Slack Channel:

https://communit};.docker.cem/registrations/groups/4316
- DockerCon https://www.docker.cent/events/deckercen
- Decker Security: https://www.docker.cem/docker—security
- Awesome Decker community resources:

https:Hgithub.cetit/veggiemenk/awesernerdecker
' Books on Decker

__ DEV540'l; SéCUFE [36?s 3: Cloud Application Security TB

Learning about Decker
There are lots et‘hoeks. articles. and posts on Decker some of which are unfortunately out et‘date as Decker
continues to change. Besides [Jockcr's site itself. some good sources of intennatien about Decker include:

Decker lip and Running: Shipping Reliable l("-rnttainers in Production. by Karl Matthias and Sean P. Kane
ht t p:.-"'.-"'shop. erei l I}: . centf'pred nets-"(loll ell-EU“? ti 1 411c

Using Decker: Developing and Deploying Software with Containers. by Adrian Meuat
ltttp : e’sheperei | I}! . coin..-"pred ttctttlefi (193.003 5 (i "F 1 .de

Decker Ceekheek: Solutions and Examples for Building Distributed Applications. by Sebastien (Zleasguen
htt p :..-"..-"shep.erci lljy cent-"prod uct..-"{_}t‘i3(il)2[l(l3 {1?91 .de

Awesome Decker on Gill 1 uh thttps:.-".-"gitltuh.cotni’eeggienienk.-"aweselnedockcr}
A comprehensive. CDII'IIIHIHll}'~btllll set of links on Decker and why it is awesome. popular tools- articles. books
and resources

A cool ("heat Sheet for Decker [from Jan 2015]
h t tp : ffcenta i ner—sel u t ions . ceIns’decker-sec uri ty-clteat~slieet:"
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Course Roadmap
' Section 1: Introduction to

Secure DevOps
Section 2: Moving to
Production

- Section 3: Moving to the
Cloud
Section 4: Cloud Application
Security (Part 1)
Section 5: Cloud Application
Security (Part 2)

Secure Infrastructure as Code
' Puppet Drill Down
' Lab #2.l: Manage Configuration with Puppet
Securing CM and CD Pipelines
Containers and Container Security

' Lab #22: Audit Docker's Security
Monitoring and Metrics
' Lab #23: Monitor with Dashboards
Managing Secrets in CD
- Lab #14: Protecting Secrets with Vault
Compliance as Code
- Lab #15: Audit with OpenSCAP
Going Forward
* Quick Wins and Long-Terra Gains

=j _j_DEVS40 | Secure DevOps 3: Cioud Application Security 1'9
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Containers can offer some security advantages over default runtime
- Separation ofapplications on a server
* Only deploy what you need (limited dependencies and smaller attack surface)
* Makes it easier to setup and tear down instances — easier to patch
- Increases consistency -- making hardening. auditing. and testing easier
- Control exactly what is in image with predefined instructions (which means you

don’t need to fiddle with setup in production)
' Sane OS defaults
Gartner (July 2016): Applications in containers (Decker) are more secure
than applications on bare 08... provided that you set up and manage
containers properly

DEVEéfl'ilfsecure DeyOps St Cloud Application Security an

Decker containers are transparent. reproducible runtinie enyirenincnts: the complete runtime environment (code.
configuration) can be inspected. copied. deployed. You know exactiy what is running and can set it up again as
needed for testing. Decker pres-ides additional protection user a bare metal runtime by isolating applications and
by reducing the attack surti-icc ofthe application — you only deploy the code anti services that you need.

Decker also makes it easier and faster to push out patches. And Decker t like Puppet..-"(‘hei) increases consistency
in configuration. which makes hardening. auditing. and testing easier.
“Decker: Introduction to Container Security“- March lit. 2tl15
https:.-"'..-"'dBoypaUj2a l t).cloudfront.neti’assets.-"img.-"Dockei"i-iiZilSccurityfi'V‘t’ f’ Intro_to_container_ security {)3 .30.:
U | Spdf

Minimal distros
Decker allows you to build minimals’lean distros that only contain what you put into it. This means that you will
haye a smaller attack surface. and it is easier to patch — only these base containers need to be patched. l-leweyer.
many containers are btiilt on base OS images which are quite fat. You may need to encourage deyelopcrs to
work from thin base images.

Sane Defaults
' Decker limits capabilities {around half are dropped)
' Applies AppArnior and SELinus policies by default
' Applies default secceinp filters for syscalls. filtering out oycr 5t] system calls {as of Decker l.ll_i)

{'iartner recommends using containers to increase runtime security
Increased isolation offered by containers and other adyanti-iges have led (iartner to take the position that
“i’tpplicatiens deployed in containers are more secure than applict-itiens deployed on the bare OS" [July 3t] 1 (i)
http:.-"'.-*'hlogs.garttier.ctiiii.e-':itierg—fritsch-"can—you-i_iperationalize-dockcr-containersx’
(iartner recommends deploying "Internet-exposed applications in Decker containers with best practice
security". iiowcyer. this depends on containers being properly and safety configured and managed: which is
what we will look at over the nest [cw slides
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- Lightweight isolation: container separation is not as strong as VMs.
container break out is a risk

' User namespace: process running as root in container has root in
underlying host
- User Namespacing added in DOCkl-EEI‘ 1.10 (Feb 2016)

' Untrusted content -— compromised and vulnerable images
- Container sprawl and limited visibility, especially at scale
- Docker Daemon presents its own attack surface

03540 | "Sec-ure'DevOps 8: Cloud Apptication Security a: -

There are a number ot‘securily issues with containers (specifically Decker) that you need to manage. We will
look at these issues in some detail over the nest ['ew slides.

A good summary ol‘the current (Sept 2t] 1 5} state ol'security l'or containers (especially Docker}: ”As containers
take oft". so do security concerns". by Maria Koroloe. (7810 ()nline. Sept [7. EUIS
(httn :.-"'x"'w w w .csoon l ine.cotm’artic let-"'2 [$4543 s u ] nerabi l iti est-"'t-ts—con l ai tiers-takeeo l‘lLso-do-sectlt'i ty-
concernshtml}:

[)ocker 1.1“ includes a I‘eature called user namespacing which pros-"ides a mechanism to map the root user inside
the container to a limited-privilege user outside the container. This Feature is NOT enabled by delault.

httpss-i-ib|og.doekercoanflt} l {fill-"docker-engine- l — l U—securits2"
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- Decker daemon runs as root — because of cgroups limitations —
work is being done on kernel patches to remove this requirement

- Only trusted users should have access to the daemon API and
control socket

' Set. OS permissions to control access to control socket and
daemon configuration files

- Do not expose the daemon APl/socket unless you enable TLS
and user authentication

' Patch vulnerabilities in Docker engine

i DDEVSIIO | Secure DevOps 8: Cloud Application Security 32

While using containers properly can reduce the system‘s attack surface. the Decker daemon itself offers an
attack surface to bad guys. Anyone with access to the Decker daemon control socket or Al’l el‘t‘ectis-ely has root
access to the container.

As an open source project. Decker is available for good guys and bad guys to inspect and learn how it works.
This m “ans that security researchers and other people in the community can help contribute to improving the
security and robustness of Docket. But it also means that the code can he and will be inspected by hag guys
for vulnerabilities that can be exploited. Decker does have security controls over community contributions: all
contributions are res-'iewed. and Decker contracts outside experts tor quarterly auditsrpen tests et'the code and
i n ti‘ast ructu re.

The Decker Daemon exposes an API to clients for Decker admin Functions. This attack suriace needs to he
protected. Track and keep up with security patches to Decker itself:
http:.-".-"'i.t-'ww.cvedctails.ct.nn..-"preduc1.538 l 25.-'Decker-Docker. html'.’vem.lor _id—' 1 3534

Large parts otithe Decker H I ['IS benchmark guide are focused on securing the Decker daemon:
' Section I: Restricting access to decker group. auditing Decker daemon. and associated files
' Section 2: Docket daemon configuration consideratitms
' Section 3: Verifying that Decker daemon conl‘ig tiles and socket permissions are set correctly

From the Docker site: thttps:..-""-"'decs.docket.ctnnt'enginc.-"'articlest-“securityfl
Running containers {and i-lp].ilietttioiis} with Decker implies running thc Decker daemon. 'l'his daemon
currently requires root privileges. and you should. therefore. be aware oli some important details.
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First ot‘all. only trusted users should be allowed to control your Docker daemon. This is a direct
consequence of some powerful Docker tieatures. Specifically. Docker allows you to share a directory
between the Decker host ttnd a guest container; and it allows you to do so without litttitittg tlte access
rights ofthe container. This means that you can start a contaitter where the .t'host directory will be the
directory on your host; and the contaitter will be able to alter your host tilesystent without any
restriction. Tltis is similar to ltow t-‘il‘lUt-lltlllLtn systems allow lilesystcnt resource sltarittg. Nothing
prevents you I‘ront sharing your root tilesystcnt tor eyen your root block deyice] with a yirtual machine.

This has a strong security implication: tor example. it' you instrument [)ocker from a web server to
pros-ision containers tltrouglt an API. you should be eyen tttore caret‘ul tltatt usual with parameter
clteckirtg. to make sure that a malicious user cannot pass cratited parameters causing Docker to create
arbitrary containers.

For this reason. the REST AP] ettdpoittt (used by the Docket (‘1-l to communicate with the Docker
daemon] cltattged itt Docker 0.5.3. and now uses a Ul socket instead of a TCP socket hound on
1210.01 [the latter bcittg prone to cross-site-scripting attacks if you happen to run Docker directly on
your local tttacltittc. outside ol‘a VM}. You catt then use traditional UNIX permission checks to litttil
access to the control socket.

You can also expose the REST A 1’] over |l'|”l”P if you explicitly decide to do so. However. itiyou do
that. being aware ot‘the abtwe—mentioned security implication. you should ensure that it will be
reachable only from a trusted network or VPN: or protected {e.g. stunnel artd client} SSL certificates.
You catt also secure them with HTTPS attd certificates.

The daemon is also potentially teulnerahle to other inputs. such as itttage loading from eitlter disk with
“docker load". or from the ttetwork with “docket pull". This ltas been a focus of intproyentent lit the
cotttntunity. especially for “poll" security. While these oyerlap. it should be noted that ‘docker load is a
mechanism tior backup and restore and is ttot currently considered a secure mechanism t'or loading
itttages. As of” Dockcr 1.3.3. itttages are now extracted lit a chrooted subprocess on Littux..-"U nix
platliortns. being the tirst step irt a wider effort toward priyilege separation.

fit-'entually. it is expected that the lJocker daemon will rttn restricted priyileges. delegating operations
t-ycll-audited sub—processes. each with its own {yery limited} scope of Linux capabilities. virtual
network setup. lilesystent management. etc. That is. tnost likely. pieces otithe Docket“ engine itself will
not inside ol‘containers. ..

See also this post: http:..-"'.»"securi1y.stackexchangeconttquestionsr‘l02323trisks-posed—by—dockcr—daetnon—running~
HS- I'U’Ul

Understanding Docket" Security Nathan Dec It). 3.015 ittclttdcs an update on authorization and authentication
starting at 28:35

https:..-":"www.youttibe.comt’watch‘f’y—wfi l 9(‘Clxl‘iuc
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Authentication to Docker Daemon
- Access to Linux domain socket.
* Client certificate
- Improved authentication framework in developn'lent (Dec 2015)

Authorization
* By default, no authorization checking in Docker
* Authorization plugin framework implemented in DOCkEI‘ 1.10
- Authorization plugins available separately

_ DEV540 | Secure DevOps 3: Cloud Application security 34

”Understanding Dockcr Security“ thttps:.f..-"'www.youtube.comrw'atch‘?y;w5 l ilflitl'IzEuci Nathan Mctfauley. Dec
1*). RUIS — includes an update on authorization and authentication starting at 28:35

Authentication
As of Docker l.l{_l. authentication controls for Docker daemon are weak. lfyou have socket access to the
Docker daemom you effectiyely have host root.
Work is underway on an authentication framework for Decker. to support LDA PEA D. ZFA. Kerhcros. L-‘nis
named users. etc.

Open issue on implementing authentication controls in Docker daemon:
ht Ins:r’L-llithuh.coin-”docker.-"'docker.=“issuesf 1 Plot)?

Authorization
By default. there is no authorization checking in the Decker daemon -- anyone who has access to the
Daemon has full control.
In Docker l.lflc an authm‘ization plugin framework ( https:.-"}-"githuh.com.fi'dockeridocker.-"puIl.-"'153m has been
implemented using technology from Tt-t-'istlock. which allows you to implement your own access control rules.

After authentication. Docker requests [and results} are passed through an Authorization I’lugin Framework with
a choice of plugins. ’l'he plugins act as interceptors that can and allow or deny a Docket All] request based on
granular access rules. These plugins are installed and configured will work the same as the current plugins for
volumes and networking ruin the Decker plugin Al’l.

Details on how to implement an Authorization.-='Access Control plugin can he found here:
It ttps :x’f'gi th ub.com.-"doc kerrdoc k erfbl ohr“master’tlocss’es tend..-ip| ug i n s authorization. Ind
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Haidsszw-Ca: .»

There is a lack of clarity around how to properly handle secrets in
Docker. which means... that many people are doing this in an
insecure way

Docker 1.13 (January 2017) includes initial. limited support for
secrets when running in “swarm" mode. Build—time secrets are “on
the way". as is support for using secrets with docker run
https://blog.docker.com/2017/02/docker—secrets—management/

Best practice is to use a secret keeper like Vault

[336.3540 | Secure DevOps 3: Cloud Application Security as

There are no clear guidelines or capabilities ti'om Docket“ {yet} to handle secrets in a secure way. This means
that people are forced to roll their own approach — and are making mistakes.

ln “Secrets: write-tip best practices. do's and don'ts. roadmap” {https:frigitlnib.cotn.-"docketa-"docken-"issues! l 349d}
Sebastiaan yan Stijn wrote up a list ot"‘Features hacks that are {mislused t‘or secrets" in Docket;

Environment Variables. Probably the most used. because its part ot‘the "12 factor app”. Enyironment
1t--'ariables arc discouraget‘l because they are:

' Accessible by any process in the container. thus easily ”ieaked”

' Preseryed in intermediate layers ol‘ an image. and visible in Decker inspect

- Shared with any container linked to the container

Build—time environment variables (it?) 1 To. #15182). 'l'he build—time enyironment yariables were not designed
to handle secrets. By lack ol‘ other options. people are planning to use them tor this. To preyent git-ing the
impression that they are suitable tor secrets. it's been decided to deliberately not encrypt tltose yariables in the
process.

Mark .. Squash t Flatten Iayers. (#332. #12198. #4333. #9591). Souashing layers will resume the intermediate

layers l‘rom the linal image- howet-er. secrets used in those intermediate layers will still end up in the build

cache.

Volumes. [IRC some people were able to use the litct that yoltnnes are reecreated for each build step. allots-'ing

them to store secrets. l'tn not sure this actually works. and can't find the reference to how that's done.
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Manually building centaincr5. Skip u5111g 11 Deckert'11c1111d 111111111111111 11111111acentainer. c11111m111111g the 1e511115
111 an image

Cuetem Hacks. Fer example. h1151111g 5eeret5 111111 5er11er. curl—mg the 5ec1'e15 111111 remere 111e111 al‘ter1-1’ar11. all 111
11 51ngle layer. 1111511 5ee h11115:.1’1’g11111111.c111111’11eck1111..-"'1-'au111"

111 111111111cr. relaicd Decker 15511e 111111151111111h11b.ce11111111cker.-"d1.1ckers’j1ul151)l1111115511ecen1111ent—9954211111)1. Diege
Menica 111‘ D11cker'5 5ecurity team e5p1ain5 11-'11_1-'51111'111g 5eere15 111 e11 1.111111111113111 11-‘111'11111le1-1 i5 11 parlicularly 111111
anti-pattern:

“e111: 1-'ariable5 are the wrung 1 111111 111 111155 5ecret5 areund. We 511111111111'1 be trying 111 reinvent the wheel and
pre1-1de a crippled 5ec11r11y 111511‘11111111111 111echani5111 right 11111 111‘ the hex
When yea 511.1re jeeur 5eere1 key5 111 the e111-ir1111111c111. yeu are prene 111 accidentally e1;pe5e 111e111 -- e11actly whal
we want 111 111-11111:

' (111-en 111111 the e111=1renn1en1 15 1111p11c11131’ available te the prece55. 11‘5 incredibly hard. 1111111 1111111155111le. 111
track acce55 and 1111111 1he centent5 get e511115ed

- It 15 incredibly c111111111111 having applicatien5 g ‘111111111g the whele e111=1re11111ent— print it 11111. 5ince 11 can he
115e111l tier debugging —er. e1: e11 5e11d 11 115 111111 11111111 errer repert. 811 many 5ec1‘e15 gel leaked 1e Pagerduty
111111 they have a well—grea5ed 1nternal prece55 1e 5crub 111e111 1111111 their in11'a51r11c1111e.

- Envirenment 1111'111blc5 are 1111551311 11111111 111 child prece55e5. which all11w5 11111n1c11de1111ccc5511nd hrcak5 the
principle el' |e115l p1‘11-'ilege. Imagine 111111 115 earl1.11‘1111111'appliealien yea c1111 111 third-party 11111] 111 perterm
511me actien. all 111’ 11 51111de11 111111 third—111111)“ teel l1a5 acce55 111 11111111" envirenment. and ged k1111w5 what it
will 1111 w11h 11

- It 15 very ceinmen 1'11r applicanens that cr11511 te 511111: the e11 1*11'1111111e111 1-‘111‘111hlc5 in l11g1‘1lc5 1111' later
debugging. "11115 1nean5 5eere15 111 plainteat 1111 1.115k.

* Pulling 5eere15 111 e111: 11111111111115 qu1ck|y 1111115 111111 11111111 knewledge. New engineer5 den't knew they are
there and are 11111 aware they 5111111111 be careful when handling e111-‘1renme111 1-'111'111l1le5 {1111cr1ng 111e111 111 511111
prece55e5. c1111.

- O1erall. 5eere15 in 1.11111 11111:111l1le5 break the principle 111'le1151 5111‘p1‘15e. are a bad practice and 111-111 lead 111 the
eventual leak 111 5ec1'e15."

lle g11e5 1111 111 recemmend u5111g 11 5eere1 keeper 51.1ch 115 Keywhiz. Vault 111 Sneaker 111 handle 5eeret5 in51ea11.

Benten R1111er15 de5cr1bc5a way 111 115e 5eere15 5111e 111 Decker l111ild51 u5111g an 11pc11 5111.11'ce 111111 called decker—
55l1-e5cc 1 |111p5:.1",-"g11111111.1:111111‘1111151115111111er—5511-e5ec) which 5er1--'e5 key-'5 er ether 5eere15 ever the 1111 111111
Decker—created 11e111-11rk. 111113:..-".1"'1ecl11111111.11111511l.cei11.1'1"'211l 5 | 111-"311.11; 5111 111—51111111511111 y—in-Deck 1111— Be 111151111111

See ”Under51anding Decker Security" Nathan McC‘aeleg. Directer11I‘Secur11g. Decker. Dec 1‘). 31115
""1'1."I":I|'tdi5c1155111n 111‘ 5eere15 management 5111r15 at 3.31.311 ) 1111115:.-"..-"11-'11-'11-'.31111111111e.c11111.-"'11-'atcl1‘.’11-—w5 l U‘L‘Clzliuc
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- Containers add a layer of protection
- However, container isolation is not complete

- User namespacing is relatively new (v1.10)
- Vulnerabilities in Docker Engine can break isolation

- Isolate containers in a VM or on separate physical boxes for multi—
tenantapps

- Don’t mix tiers on the same physical box—public network—facing
apps should be on different boxes

DEVS40 | Seoure DevOps 3: Cloud Application Security a?

Isolation in containers is principally implemented through namespaces. which proyide a separate yiew of
different system resources tC. network. mount. Plf). etc}. For example. you only see. and can only work with,
the processes inside your container. But it is important to understand that container isolation is not as strong as
VM isolation. You should assume that it is possible to break out ofa cortti-tiner.

There have been a number of serious yulnerahilities in Dockcr for example which allow users to breach
container isolation. including:

' [EVE-201521.63] Insecure opening of tile—descriptor l leading to priyilege escalation

' [Chili-20155639] Symlink trayersal on container respawn allows local users to escape containerixaiion

' [EVE-3t] l 5-3ti3tll Read..-""write proc paths allow local users to modify the host. obtain sensitiyc in lormt'ttion
and perform protocol downgrade attacks

If you are concerned about weaknesses in isolation and contamer-breakout. you need to:

* Make sure that you don‘t mix tiers on the stone physical box: public networkrlacing apps should be
physically isolated from application worker seryices and database services

' Isolate containers in separate VMs or on separate physical hosts in a multi-tenant ens-ironment. Some firms
actually choose to implement only I container per VM. to proyide two layers ofcontainment and isolation.
This improyes security at the cost of hardware.

V M ware has done a series of benchmarks which show that when properly tuned. there is only a small
percentage performance hit from running containers inside a 1rSphere UM oyer bare metal Lin us.
https:.-’.:"blogs.ymware.comt"perft'irtrtance.-"'tagt’docker

httpsza’hlog.docker.com..-"2tl | {i.-"'tll.-’docker-cngi ne- ] - ltiwsecurityr'
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' The Docker community has been working on user namespacing for
a long time

- User namespacing for root supported in Docker 1.10: root inside the
container is not root outside of the container

* NOT enabled by default: —-userns-remap= [USERNAMEJ
- More work is being done to improve isolation
- Avoid running applications in containers as root unless you have no

choice

' DEVS40 | Secure DevOps & Cloud Application Security 33

Decker implements 5 namespaces to work with Linus:
process
network
mount
hosnaune

L
o

tu
—

L
II

-l
l-

. shared ntemory
Other important namespaces are outside of the container. including all devices attd tile systems under :‘sys. and
user namespaces. Itia user or app has root within the container. they could compromise the underlying 08.

Users are not fully natnespaced in Decker. User namespacing tor root is implemented in Decker 1.10. In this
phase. the root user is remapped so that root inside Decker will have access to privileged operations inside the
container. but not outside. This capability is not enabled by default.
h ttps :..-".-"t'locs. dockcr.cotn..='"cn g i tte.-""re l‘crencei‘cont Inand l in efdockerdr#:"dacmo u—uscr-na rnespace-opt ions

For an online demo ofhow this feature works: https:.-".-"asciinema.org..-"'a.-"5uyrkns_ig?u.'ltadoiitlwgiztdd'hpccd—E
For a detailed discussion. see “Rooting out Root: Liscr Namcspaccs in Decker“. by Phil Estes (the primary
implementer ofthe lhatttre}
h t tp:.-""..-"even ts. l i n us to undat ion . orgr'si tcss’cy entss’ii [es-ls l idcsser‘l’nltl N amcspaces”.=}12 t]-
‘l’uZtontainerCen‘l-itEUEU l 5‘1-‘i12tl—“rt120 l oil—Final {l.pdt‘
Additional work is being.-’tnay he done to improve user natnespacc isolation. As t.it‘.r\lovetnbe1' 2on1. it is waiting
on kernel changes. Sec https:r'is’githLtb.cotn:‘dockcrhlockers’issuesr’l5 l 37' and
httpLil-"'w-‘wvv.s] idesharc.neti’llhi l Es[es-thew-secttrc-is-yottr-containcr-containercon—bcrl iii—2t] l 6

Until user namespacing is tally implemented attd proven to work. you should avoid running applications in a
container as root — if an attacker is able to break out ot'thc container. they will have root privileges at the 05%
level. which means that they can compromise other containers- Always try to run applications as a non~
privileged user (through the Decker USFR statement}. And take extra steps to harden the container to prevent
root break-out.
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- Images from public registries may contain vulnerabilities — or
malware

' Mitigate this risk by vetting images from public repositories
- Official Repos
- lmage Scanning

- Docker Trusted Registry
- Add manual reviews/scanning on images after downloading and

before checking in/pushing to repo

[393540 | Secure DevOps 8: Cloud Application Security as

Docker n'takes it easy for developers to download and work with pre-built images. This also makes it easy for
them to introt'luce vulnerabilities by accident. A study by BanyanOps .Vlay 2'9. 2015
lhtth:.-'.-"www.infort].com-“newst":[ll 5.-""U5t’Dockeivlmage-Vulnerabilities} found that “tn-“er Eil‘i-s of (J fficial lma
in Docket“ Hub contain high priority security vulnerabilities".

ties
L

The risks of using pre-built Docker images are similar to the risks ot'deveiopers using open source software
libraries and other components:

' Downloading out—of—date components which contain known security vulnerabilities. and inheriting those
vulnerabilities in your system

' Downloading compromised software that contains tnalware or that has been otl'ierwise tampered with

' Vulnerabilities in base images can cascade quickly. as additional images are quickly built on these bases
and distributed and shared.

While Decker is taking active steps to improve the security of images hosted in [)ocker Hub [especially for
(illl'ilicial [{epositories}. you need to understand and manage the risks ofbuiiding on public images. You must vet
images from repositories to make sure that you aren't accidentally installing a '|"ro_ian Ilorse or a vulnerable
runtime. This includes:

* Verifying the provenance of images {the chain of trust]

- linsuring that the image has been scanned-“reviewed for vulnerabilities

* Testing and reviewing images before allm-ving them to be checked in to your own registry this is a natural
gate point for adding security checks
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- Official Repes are curated images on Decker Hub
- Decker and vendors work together to review and check the

images in these repes
- Official repes are scanned for vulnerabilities using Decker

Security Scanning

DEV-i540! Secure:E DEVOPS 3: Cloud Application Security W

Decker lluh Official Repeaiteries thttps:titlecsazleckerxemtdecker-hublefficiaLrepest)
Official Repesiteries are a curated set tel" images en Decker Huh. including hase USS images and pepular
rumime platlerms and data steres. A team at Decker werks with upstream sel‘tware maintainers. security
experts and the breader Decker eeminunitv te ensure the quality and security ef images in ei‘ficial repes. These
images are reviewed te ensure that thev t‘ellew geed practices and preside clear decumentatietL and are
regularly checked that they are up-te-date and free ei‘vulnerahilities.

Decker strengly receinmentis that free use eft‘icial renes where pessihlc.
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- Decker Security Scanning (Nautilus)
- Scans official repos and available for Decker Cloud private repos

as an add-on service
- Scans for known vulnerabilities in dependencies

DEVS40 | Secure DevOps 8: Cleudffit‘pplicatien Security in

Decker Securitv Scannin Pre'ect Nautilus)t g J

As eI‘Nev-ember 2015. Decker started te autematically scan e'tl'icia] repesitery images hested en the Decker
Hub Yer security vulnerabilities {ljl'tljc‘iL‘l Nautilus}. ”Meving l'ervvard. the plan is te make Nautilus a self-service
capability that angene can run tier applicatien images.“

In May Hille. Decker anneunced gene 'al availability ef Decker Security Scanning. as an add—en te Decker
('leud private repesiteries and fur Ollicial Repesiteries en Decker Hub.
ltttps:.-"s"blegdecker.ceni:"2tl l 6ft}5.-"decker—securitvascann ingr’

Deckcr‘s image scanning includes scanning at the cede level and ceniparistms against (.‘VEs. as well as ether
[currently] undisclesed deep centent analysis and vulnerability scanning techniques. including the use el‘third-
party previders. 'l‘he scanner walks the tile systems of images. identities cede-"packages to build up a bill of
materials (BUM). and maps this against databases et‘knevvn vulnerabilities. [1 else autematically prev-"ides email
netificaliens when new vulnerabilities are repertcd te a CV 1-5 database.
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i EiiireOS Dial i i ii i i i i Docker SecuriityiScanning (fkaNauttlus) ii

OpenSCAP plugin Twistiock

Banyan Ops Collector Aqua Container Security Platform

Dockscan Flawcheck — acquired by Tenable

Drydock IBM Decker Securitqlnerability Advisor

Batten Black Duck Hub

Lynis Docker piugin Tenable Nessus (6.6+)

Decker Bench and Docker Actuary Sonacype Lifecycle Container Analysis

DEVI-340 | Secure DevOps St Cloud Application Security 92

In addition to Dockers ovv'n scanning ot‘ol’ficial rcpe images in Decker Hub. there are several tools available to
run different types ol‘security scans of containers. especially Decker containers and registries:

Decker Bench {httpsdtgithul).comIdockert’docker-hench—security)
Scans containers against the Decker (.‘lbi benchmark

Decker Actuary (httpsw’githuh.comt’diogomonicatactuary)
Ii'ellovv-on to Decker Bench. with customizable prol‘iles.

CoreOS Clair {httpsfltgitltub.conu’coreosfclair}
Statically scans containers {Decker and C‘orcOS rkt']. identifies packages or components in the image layers and
highlights knovv'n v'ulnerabilities
11 tips : c ot‘eos.com;"b log y u l ncrabi | ity—a n al y s is- to r—con ta i ncrst
h t lp : toy is vv; in You .contincuss-"Elll 51 3."clttit'-docke1'~ v ul nerabi l itics

'l‘vv'istlock (httpsfltwwmtwistlock.corru’pruductivulnerabilitymanagernentt}
A commercial solution which scans container images in registries and in development and production runlirne
environments. Detects and reports vulnerabilities in the Linus distribution layer. application frameworks. and
custom application packages. (.‘an be integrated into (7|.

4‘.

Twistloek provides a limited. unsupported l‘rcc Developer Edition {limited to ll] repos and 3 production hosts).
The Free version only includes open source threat feeds.
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Aqua Seeurity Peekr {httpsa’twwwaquasee.eumi’prnduetsi’aqua—peekri’}

l’eekr is a SaaS seanning sululiun tin" [)uelter li‘em Aqua Seeurity. llta Sealeek {a etimmereial etintainer
seenrity.-"'management pruvider}. Peekr seans images against l~tnmvn vulnerability signatures from publie epen
stiuree vulnerability databases and tln‘eugl’t a partnership with l2v"ltiteSe-uree. It seans images in D‘ueker llub.
Amamn liC'R. ('ure(_')S Quay. and VI and V9. [Jeeker Private Registries. Peekr alsu runs images in sandbeses te
deteet suspieiuus er malieiuus bebavitn' t“Aetive (.‘untainer Inspeetiun”).

As at Feb ltllfi. Peekr is free on a limited basis: “("urrently. new Peekr users ean run up tn ten seans per tnentlt.
llevvever. this queta is inereased by im-‘iting tubers te use Peekr. Every time sinneune aeeepts a Peekr invitation.
the queta Ufbttil‘t the inviter and the invitee grew by five seans."

ltttp : .-".-"b Ing. at; uasee.e nnv" i n [red ue i 11nee ltr—sealeelt s— tree—see uri t y—seanner— tar—e entai ner— i mages

OpenSCAP plug-in fer seanning Decker and Cnre()S rkt enntainers
(Itttpsfltgithuh.enmt0penS(IAl’feentainer-enmplianee)

ltttp :f-‘ivwiv . epen—seup.tirgfresuurees..="dee umen tat ienr’see u ri ty-etim pl ianee-uti-rltel i’ -deekerreun ta inersr’

ltttp: -".-'edn.urei l |ystatie.eunv’en.-"'assets..-’ l .s'eventi’ I 2‘}.-"'l_isin g‘i’ifltlepen‘i‘raltlseuree”-'aZtlttiels‘isi2Ut{iii-«112{Jseeure'it'iiltletntt
ainers'l/iiZUan(ii-"slim luuds‘ififltl Presentat inn. ppt

IBM Decker Vulnerability Adviser: built intn the [Bl-1 Bluemis elnud platt‘urm

ht tps : iii-"(level eper. ibm . en mfhl uemi silt} l 5..-"'{J?.-"U2..-'v ulnerabil ity -ad v isuri"

Lynis {https:tteisnfyeumtlynist}

Open suuree seeurity auditing tuel ineludes auditing t'tir Dueker as an enterprise plugin
It It ps :.e isut'y . eems’l yn istp l ugi n stdue ker—eun tai ners

Black Duck Hub thttpsfltwww.blaekdueksuftwarexann’seeurityz’apen—suuree—seeuritytsut‘tware—enntainer—
security)

(‘i‘innnereial snlulien ivliieli seans and identities epen snuree set'tivare tltreugbeut eede base. ineluding seanning
Dueker eentainers. eataluging all images and epen suuree sut'tvvare inside the images. and traeking
vulne‘abilities in this suits are

FlawCheek {https:wwflaweheckeamtfeaturesteuntainer-inspeetinnt)

Ut't‘ers eleud-based er tin-premise vulneri-ibility scanning at private registries. Aequired by ‘I‘enable in Ueteber
2016

Cnlleetnr (httpsfltgithutheemthanyantipstenlleeter)

Celleeter. from Banyan Ops. is an epen suuree t'i'antei-verk tier statie analysis at Dneker images
ltttp:.:".-"seeurediieket'.in'g.-’

Deeksean thttpsfltgithulneomtkesttdneksean)

Early-stage vulnerability assessment and audit tee] liar Dneker eentainers

Drydeek (httpsutgithubxemi‘auBustdrydnek)

Flesible tipen stiuree seeurity assessment tool. alltiivs yuu ta ereate and use eusteni audit prefiles eurTently
ebeeks enly against ClS Deeker l.(i Henebmark
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Batten {httpaflgithHILcanIfdackeraeeurit3-Tnalsfbatten)
Open nuurce [Hardening and auditing luul [‘crr Decker hunts and cnnlainers

Nessus (IIttps:x’r’wwmtenablemamr’hlagfiauditing-dackcr—with-nessus—fifi)
In (1.6. Necaua adds aupnnrl for auditing and scanning Decker ham: and cnnlainers.
' The Dncker Herr-ice Delectinn plugin LleIecln Decker inflalla and enumerates aclix'e Dncker cnnlainera
- Ncaxua can acan the underlying 1105: for irulnerabililies
' Neanua checks the hnsl and cnnlaincra againal the Dncker ("[53 If) benchmark.

In Jan 201?. Sunalype annnunccd a l.il‘ecyc|c (‘nniainer r’xnalyaia mlutiun
{hups:..--",-"'u.-'war.annatync.cmn.-="cnntaincra) :la part ul‘ila Nexun auile ul‘dcpcndency management lunla

For a grind Lur'err-'ien-' nf Decker security auditing and vulnerability aaaeasmenl lnnla {an nl‘ Dec 2015 }. ace [hier
Dual
htlpu’r’blyx .cnin..-"3{.}l 5 1 2H] 1 Edncker—aecurily-tnuls—auditnand-vulnerabi I i l}-'-anaessmenlf
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- Allows you to digitally sign tagged images before pushing to the
Docker Hub

- Ensures that the tagged image was signed when pulling
- Based on The Update Framework (TUF) open source framework

for software update systems
- Yubikey integration

DEV54D | Secure DeyOps 8c Cioud Appiication Security its

[locker (‘tmtent Trust is an opt-in feature that uses digital signatures and a trusted update protocol to yerity the
publisher ot‘ Decker images. and to ensure that these images have not been tampered with. Using Decker
lContent Trust. you can ensure that you are using the correct images provided by a publisher. It is based on The
Update Framework. an open source specification tor sot'itware update systems: http:.-"'.r"theupdaleti‘amework.cotn..-"

Before a publisher pushes an image to a remote registry. Docker Engine signs the image locally with the
publisher's priyate key. Wl'ten you later pull this image. Docket" Engine uses the publisher's public key to yerit‘y
that the image you are about to run is exactly what the publisher created. has not been tampered with and is up
to date.

As ot‘ l3. {"ontent Trust is only supported in the Decker llub. Experimental integration with Decker Trusted
Registries was added in II}.

1-—

Content Trust changes the way that you create an image and pushes it to the Doeker Hub. and what images you
can pull from a registry. Enabling ICoi'tlent Trust threes client—side signing and yeritication of image tags. Images
are digitally signed and used to yerit'y the integrity o'tithe image and the publisher id. Content Trust is associated
with an image tag it is possible to create itnages that are signed and unsigned. depending on the tag.

Enabling Content Trust forces a client to use only signed image tags when pulling an image from the Docker
Hub [unless you are pulling based on an esplicitly content hash yalue. or unless you use the disable—content-
trttst command ting).

esport DOCKER CONTENT_TRLJST:l

© 2017 Jim Bird and Ben Alien 95



96

The first time that you push a tt-tggetl image with Cuntent Trust enabled. gnu will be asked 1n ereate a new ruut
signing key and a repeusitery key. and corresponding passphrases far these keys. Dueker reeunnnends that the
passphrase tier the met key and the euntent key-pair shuuld he randen'nly generated and stured in a passwurd
manager. 0n subsequent pushes ul‘a tagged image. yuu will be asked tu supply the rent key passphrase and
enter a new repusitury key passphrase.

Yuhikey hardware deviees ean he used ten huid the rent key and generate a perwrepesitnr}! key t'tn‘ digitaliy
signing Dueker images fur a partieular registry.
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Extra cost, onepremises or private cloud registry for enterprises
- Use instead of Docker Hub to manage your own images and

approved third party images
- Builtmin authentication and fine-grained access control

DEV540 | Secure DevOps 8‘ Cloud Application Security in

Decker Trusted Registry

Decker Trusted Registry thttps:..-"r'o-'ww.docker.comrdocker—trusted—registryi is a tor—pay. on—premisesipriyate
cloud registry that organizations {especially organizations in regulated industries] can manage for themselyes. It
is designed to he used instead oiipuhlic registries like Docker Hub. 'l'he 'l'rusted Registry integrates into Actiye
Directory-”LDAP for authentication and supports Role-Based Access Control for pcrmissioning.

Support for Docker Content Trust is being added to the Docker 'l"rusted Registry (esperi mental support ayailahle
in Docket“ [.9].

See case study troni Booz Allen Hamilton: ”Secure Dot-0115 Willi DUCkL‘F Fiil'llfilifd RCElSll'F’“?h“p5:I_..;..=},-m11a.be..-*"slsAalcnseTg
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Some generalapurpose artifact repository managers like Artifactory
and Nexus Repository Manager can be used to track and manage
Decker images and control access to registries

- Setup local, remote, and virtual Docket" repositories
- Create your own private registries, and proxy/audit/control

access to public registries
- Workflows and control points to vet image content and ensu re

integrity of images
- Search, restrict, and audit access across different environments
- Promote images from dev—>test—:>production repos

DEV546 ill Siecure Dew-{Ops 8: Cloud Appiicatten Security 98

('icncral-purpese artifact repository managers like Artifactery and Sonatypels Nexus Repository Manager can be
used to manage Decker images and repositories as well as other huild and deployment artifacts.

A rtifactery and Decker
Artifactory (httpss-’:’www._ifrog.ce1'n..-’artifactor-yr} is a general-purpose artifact repository manager. which
supports multiple local. remote and virtual artifact repositories. You can use Artifactoty to set up your own
secure, prise-rte Decker repositories. It presides secure and audited. transparent access through the Decker
Registry AP] to
' Local Decker repositories
* Remote Decker repositories (cg. Decker Hub) through a caching prosy
' Virtual repositories which are tit-rappers os-er aggregated local andt'or remote repes

Artifactory pros-ides a centralized. common interface to multiple repositories. Engineers can push images to. or
pull images from. Artilactorys Decker repos in the satne way that they would work with a Decker registry.

Artilitctory has built-in worktlews for promoting artifacts. This can he used to mot-e Decker images through
different acceptance and testing stages from a dev repo to test. staging and production. without using
tags-"labels. This makes it possible to track which containers are deployed in which environments.
ht 1 ps v. ww .j frog .coms’h lo gt'd eckerwrc g i st ry-t o—p rod uct iont'

Nexus Repository Manager and Decker
As oft-'ersion 3.“. Sonatype‘s Nexus Repository Manager can also he used to manage Decker containers. For
more in termatien see: https1..-'.-*"hooks.sonaiype.com:’ncsus-hook-‘fi.t.t.-"[etcmace-"docket.htinl
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Harden the underlying host OS and kernel
- Keep OS especially kernel patches up to date
- Consider using grsecurity/PaX, SELinux or AppArmor for Linux

hosts (see later slide)
- Follow standard host hardening guidelines
Keep containers up to date
Use a secrets manager for keys, passwords and other credentials
Isolate apps or customers in separate VlVls
Only install what you need in the image — minimize the attack
surface

DE‘JS‘iQIfSecure DevOps 8: Cloud Application Security 99'

Containers are not secure by default. This includes Decker. Although [)ocker has continued to tighten up
security. the configuration deli-tults for Decker containers are biased to needs and priorities of developers. You
will need to harden the default container configuration and the runtime environment. Understand that hardening
can negate son'ie oi‘thc ease-oli—use and speed-to‘provision advantages of using containers. by adding more
overhead and steps. increasing friction and adding delays.

Some basic guidelines apply to securing any kind of container:
l.

in
}..

.
.J

.

(1.

Keep the underlying host OS up to date — especially the kernel. 'l"rack kernel—level security vulnerabilities
and apply patches.

Harden the host configuration. Follow standard OS security recommendations. and consider using a
stripped down. n'iinii'nalistic base 05%.

Keep the container up to date track container security vulnerabilities and apply patches. For Decker C‘v’li
details. see: htlpLie-v.5ww.cvedelails.eomi"vendor..-"'| 3534i"Dockerhtml

Use a secrets manager to store and manage passwords. keys and other credentials
isolate apps or different customers in separate VMs to prevent the possibility of container hreakout
Only install what you need in the image. to minimize the attack surface. Use minimal base images.
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Do not run as root inside the container
Restrict access to the Decker daemon API and docker group
Set root file system as read—only inside the container
—icc:false to turn interucontainer firewalling on
Use user authorization plugin
Drop privileges that you don’t. need (use “cap—drop)
Remove setuid and setgid permissions on binaries
Limit CPU. memory. and other resources

031540 i'Secore DevOps Sz-Cleud Application Security [#0

Some basic lit-it'dening steps for Decker:

100

Do not run as root inside the container. In the base image. R UN ttseradd. add a USER directive in
Deckerfiles and start the container with u. Ii‘this is not possible. enable user namespacc remapping {as of
Decker 1.10}.

Restrict access to the Decker daemon {AH and control socket}. and to the “‘decker" group by default.
anyone with access to the Decker command API has full admin privileges {root} i-‘t-“lli'llli the container

Set the reel lile system as read—only inside the container. This prevents the container From being modilied
or tampered with at runtime. Define a separate container volume for writing iniormatien. See Decker 1.13
{TIS benchmark recemn'iendatien 5.12

Run with —icc=t‘alse to turn inter-container network lire-walling on. This disables inter-cot’ttaincr
cotmnunication. preventing cross—host attacks and cross—container attacks within the same host.

Implement ttscr authorization using the authorization plugin introduced in Decker Lit) to limit access to the
Decker Engine

Drop privileges that you do not need. as quickly as possible {use "cap-drop]

Remove setuid and setgid permissions on binaries {or remove the binaries]

Limit CPU {-c). memory {-m). restart attempts {-titi~tiiilttrc policy} and user limits (olimitsi
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Docker relies on the security of the OS kernel. Take extra steps to
harden the kernel
' grsecurity and Fax — lOw—level kernel security patches
' SELinux
- AppArmor — See project Bane by @jfrazelle

DEV540 | Secure DevOps 8: Cloud Application Security on

Hardening the OSIKerncl

Decker strongly recommends that you take advantage of Linus security extensions in production environments.
such as:

- grsccurity and l’aX thttps:.-".."grsecurity.nets"): a set of security patches that provide kernel-level safety checks
at compile time and runtime.
SELinus thttpsL-l-t’seIinusproject.org.-"'page.-"'Main_lh:gc} is a Mandatory Access Control {MAC} system which
allows you to {and obliges you to} set lineagraincd access control rules. it is available on RI—llil, and
Centos. Fedorac Debian- Ubuntu and openSUSE distros. SliLinus is famously difficult to set up correctly.
AppArnior ihttpz.-i="'wiki.appannor.net-“ititles.plip.-"Main Page] is a Mandatory Access Control {MAC} system
which works by applying profiles to different processes. It is available on ciaiL luntu and openSLlSli
Linus distros. Docker automatically applies a default App/Armor prolilc to each launched container. which
provides some runtime protection policies thtlps:,-"'.r"'does.docker.comr’engine.-*"securityr’apparmorr’i. It you want
to set up your own custom AppArmor policies. check out the Bane project by to'jli'azelle:
h ttps : gi t h ub. comij l‘raxe] lef’bane

'I'he lab VM uses SbLinus in enforcing mode.
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Many images are too fat by default—especially base images
' Removing packages that you don’t need will cut down

disk/memory use and load time, and reduce the attack surface
- Consider using a minimal base image like Alpine or BusyBox
- Build images from “scratch”
- Tools to strip down standard Docker images
- Use microcontainer images
- Differentiate between ”development.” and “runtime” images:

remove developer tools from “runtime” images

DEV540 1 Secure DevOps 3: Cloud Application Security in:

Many standard images - especially base 08 images are fat by delimit. They contain packages that you don‘t
need and won‘t use. Cutting these packages out tit-ill:

' Reduce the disk and memory footprint of the container

' Shorten container load time

' Reduce the attack surface ofthc runtime container

("titling don-n the size ot‘your hase image is listed as recommendation 4.3 in the US Docket" 1.1 1 Docket
Benclnnark guide.

Use the following commands to audit:

docket*ps-—ot1iet -: list all running instances of containers on a host:

docket“ exec {EINSTANCEJD rptn —-tia -: for each instance. list the packages installed on the container:

Minimal Base Images

Standard base images will include packages that you don‘t need and iut-nn‘t use. Some minimal base itnagcs for
Linux distros include:

- Alpine tlittpssiiliuhdocker.con't.-"___.-"alnine-il
* BusyBos thttps:i-"'..-""huh.docker.com.-"' fbusyhosi-i}

Building images from Scratch

Docker pros-ides an empty default image called ”scratch“ tlittps:.-".-"huh.docket'.com.-=’ -’scratch-'] which can he used
to build up hasc images or other minimalist images.

102 © 2017 Jim Bird and Ben Allen



Tools to strip down standard images
there are some free tools available which can he used to strip down standard images (not just OS base images):
' Stri p Docker Image (https:.."'.r"github.comfinvanho]stei_jn..-"strip-docker-image)
' Docker Slim thttps:.-"r"github.com.-’cloudimmunityv"docl~:ei'—slim}

“l-low to create the smallest possible Doeker container ofanv image” lit1p:.-"'..-"'blog.sebia.coin..-"hoivuto—crcate-the—
smallest—possiblemdocker-eontainer—ollany-iinagei"
“Creating Smaller Docker Images“ https:..-"..-'"v.-'wvv.ianlewis.orgr’enr’creating—smaller-docker—images

Microcnntniner Images

lirigineers at lron.io have created a set of”Inicroeontainer“ images thttps:.-".-"'github.conv‘iron-ior’dockers): stripped
down images for major programming language. which contain only the OS lib 'i-iries and language dependences

4‘.

required to run an applici-ition. These images are all built up from the Docker “scratch" image.
“Microcontainers — linv. Portable l.)ocl~;er Containers" https:.-’.«’v.-'wvv.iron.io.-"microcontainers—ting-portable—
containers.-"

Development (.Tontainers vs Run—time Containers
Containers built by developers may include developer tools and other dependencies that are not required at
runtime and should be removed.
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- By default, Docker limits capabilities
- You can improve security by dropping additional capabilities that

are not needed, or that may be dangerous
- Run—time argument “cap—add or --—cap—drop

- -- privileged argument allows a Docker container to access all
devices on the host and override AppArmor/SELinux restrictions

DEVS40 | Secure DevOps 8: Cloud Application Security I04

in order to reduce the attack surtace in a container- Decker allows you to only allow the specific capabilities that
processes in the container require to run.

From the Docker site t_httpst..-’.-"'docs.docker.comf'enginer’articlesr'security..-"_l:

By default. Docker starts containers with a restricted set of capabilities. What does that mean'.’
Capabilities turn the binary ”root-"non-root” dichotomy into a tine-grained access control system.
Processes {like web seryersj that j ust need to bind on a port below 1024 do not hat-e to run as root: they
can just be granted the net bind sert-iee capability instead. And there are many other capabilities. l‘or
almost all the specific areas where root priyileges are usually needed.

This means a lot t'or container security. Let‘s see why!

Your aycragc seryer {bare metal or yirtual machine} needs to run a bunch of processes as root. 'l'hose
typically include SSI-l. Cron. syslogd; hardware management tools te.g.. load modules]. network
configuration tools te.g.. to handle [)HCP- WPA. or Vl’Ns}. and much more. A container is yery
different because almost all oi'thosc tasks are handled by the infrastructure around the container:

SSH access will typically be managed by a single seryer running on the Docket host:

Cron. when necessary. should run as a user process. dedicated and tailored for the app that needs its
scheduling service. rather than as a platform-wide Facility;

log management will also typically be handed to Docker. or by third—party seryices like Loggly or
Splunk;
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hands are management is irrelevant. in =aning that yea never need te run udevd er equivalent
daemens within centainers;

netwerk management happens eutsidc etithe centainers. ent‘ercing separatien et‘cencerns as much as
pessihle. meaning that a centainer sheuld never need te perl‘errn it‘cent‘ig. reutc. er ip cemmands
{except when a centainer is specifically engineered te behave like a reuter er firewall. et‘ceurse}.

This means that in mest cases. centainers will net need “real" reet privileges at all. And theretere.
centainers can run with a reduced capability set: meaning that “reel" within a centainer has much t‘ewer
privileges than the real “reel". tier instance. it is pessible te:

deny all “meant” eperatiens:

deny access te raw seckets {te prevent. packet speeting};

deny access te seine tilesystem eperatiens. like creating new device nedes. changing the ewner et‘
files. er altering attributes {including the immutable flag):

deny medulc leading;

and many ethers.

This means that even it‘ an intruder manages te escalate te reet within a centaincr. it will be much
harder te de serieus damage er te escalate te the hest.

This went ttt‘t'ect regular web apps. but malicieus users will find that. the arsenal at their dispesal has
shrunk considerably! 15v detault. Decker dreps all capabilities except these needed. a whitelist instead
etia blacklist appreach. Yeti can see a full list ef available capabilities in Linux manpages.

One prin'tarv risk with running Decker centainers is that the default set et‘capahilities and meunts given
tea centainer may prev-ide incemplete iselatien. either independently- er when used in cembinatien
with kernel vulnerabilities.

Decker supperts the additien and renters-at et‘eapahilities. allewing use et‘a nen-det‘ault prtitile. This
may make Decker mere secure threugh capability renteval. er less secure threugh the additien e l‘
capabilities. The best practice fer users weald he te remeve all capabilities except these explicitly
required fer their precesses.
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Prevent DOS attacks/conditions by limiting resource usage in a
container

—c or ——cpu—shares CPU share
——cpu-period CPU CFS period
——cpuset limit which CPUs/cores
——cpu—quota limit CPU usage
-m or ——memory memory limit
——memory—swap swap space limit
——kernel—memory kernel memory limit
——blkio—weight limits block 10 handwidth

091540- [ Secure DevOps St Cloud Application Security {D6

You can limit CPU and RAM use liar a container to prevent runat-vay processes t‘ron'i DOSing the host. using
(.‘ontrol groups (cgroups: https:x"'..-"'wn-'w.kernel.orgtdoct’Documentatioru"'cgroup-vl.-"cgroups.tst ).

From the Decker site thttps:.-"..r"'docs.docker.com.«"'enginefartic|est’securityf}:

(‘ontrol ('iroups are another key component of Linus. Containers. 'I'hcy implement resource accounting
and limiting. They pros-’ide many useful metrics. but they also help ensure that each container gets its
[air share ot‘ memory. (7P1). disk lit); and. more importantly. that a single container cannot bring the
system down by exhausting one ol‘those resources.

So. while they do not play a role in preventing one container t‘rom accessing or affecting the data and
processes ol‘ another container. they are essential to tend ot‘l' some denial—oilservice attacks. They are
particularly important on multi—tenant platforms. like public and private l’aaS. to guarantee a consistent
uptime [and performance} even when some applications start to mishchave."

Some Control ("iroups resource limits are specified through rantime sn-*itches when running Decker:

—c or —-cpu+shares CPL} share
“cpu-period ("FLI- CFS period
~-cpuset limit which t.‘Pl.='s..-"cores
--ct—t]uota limit CPU usage
—m or --memory memory limit
——memory-swap swap space limit
——kerncl-memory kernel memory limit
——hlkio-weight limits block l0 bandwidth

A good blog post on resource management in Decker (Item 2014]:
littps:..-"rgoldmann.plr’blogt’lt}143’0951 ].tresource—managemenlain—dockert"
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- Secure Computing Mode (Seccomp) provides a syscall firewall
between user-level processes and the Linux kernel

- Support and a default profile is implemented as of Decker Engine
1.10

- Whitelist or blacklist filters define what system calls and
arguments are allowed

- Default. filter blocks over 50 calls when a container runs as non—
privileged user

I- ' DEYS‘iU I. secure DevOps &_Cioud Application. Security ' in?

Seccomp [Secure Computing Mode} allows a process to specify filters which allow. trace or block system calls

{and parameters) belore the kernel. it acts like a syscall firewall. to limitftilter what is allowed. This is based on

the same approach as the (ioogle lChrome sandbox and pros-ides similar protection.

Seccomp filters were added to Decker linginc 1.10. using a profile which defines syscalls and filters for these

calls. You can define whitelists {by denying all calls by default and then listing only those calls that you want to

allow). or a blacklist of denied calls.

A default filter is used ifthe container is not run as privileged {httpssit-"github.com.-"'docker.-"'docker.-"pull.-"l8WD}. 11
blocks user 50 calls by default. using a blacklist. You can run containers with ——security—opt
seccontp:unconfined ifyou need to run without any seccontp profile

More information on seccomp profiles and which calls are filtered by the default profile can be found here:
https:.-"'..-"github.ctunrdocker.-"docker.-"blobs“master.-"docsr'security.-"'seccomp.md

Here is a demo showing seccomp in action: ht‘ips:..-"'.-"'asciinema.org_-"'a.-"'2rmo| l dao8q171abSgcudd‘kk
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High—level interface to describe security requirements for different
containers

- Seccomp filters (whitelist and blacklist.)
- Linux Security Model (LSM) definitions (AppArmor. SELinux. etc.)
- Limit capabilities
- Limit. resource use (ulimits. cgroups)

Security Profiles are still under development:
- Seccomp profiles implemented in Decker 1.10
* Project. Bane: AppArrnor profiles

DEV540 ] Secure DevOps 3: Cloud Application Security fen

Security Profiles for Decker
Security Profiles are a way to describe the security requirements and ship it with the container you can create
tailored profiles for different containers. with fine-grained definitions. The goal is to provide a high-lexrel.
abstracted configuration interface for security containment controls. including seccomp filters (whitclisting and
blacklisting} LSM delinitions [Linus Security Modules — AppArmor. SELinus. etc.). ulimits. and capabilities.

As ofSept 2015. support is available in runC".

The current description ofthis feature (Feb some can he read here:
htt'ps:.-".-"githLibconii’dockeri’dockcrr'issuesi’l ? l42iiissuecomment- 1489'i’4642

The first steps in implementing security profiles for Decker are the seccomp profiles implemented in l.)ocker
HO. and Project Bane. which implements AppArmor profiles for Docker: htlpsLEI-“githubeomfjfraaelle.-"bane
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Some publicly available hardening guidelines for Decker
' Current recommendations from Decker security team

(https://docs.docker.com/engine/security/)
- CIS Benchmark for Decker fl comprehensive, step-by—step,

community—reviewed guidelines (see next slide)
' NCC Group: Understanding and Hardening Linux Containers —

detailed analysis of issues and risks in container security
- Other guidelines...

' DEV540 -| Secure Deyops 3: Citeudhp'plicatien Security In?

Decker Security Guidelines

Docker's security team pros-ides a set ot‘hasie steps and recinnmendations to take for securing your Decker

installation: littpss-i.-"docs.docker.com.-"'enginc..-"'security..-’

NCC IGroup: Understanding and l-lardening Linux Containers

A comprehensiye analysis hy Aaron (firattai‘iori. NFC (iroup (April 2i] 1 a) of Linus container technology

including LXC. rkt and Decker- that looks at how containers work. general security issues with containers. and

general and specific risks and hardening guidelines for containers.

hitps sM syn-t nccgroup . trustr'gl ohalassetsfour-
rescarch.-"'us.-"'n-'hitepapersr'fltl l (it"apri l.-"nce__group understanding_hardening_linus_containers- l Updi'?’

Other Decker l-lardening ('iuidelines

“Security Best Practices for Building Decker images“ by Michael Boelen: http:..-"'.-"'linits-audit.com.-"security-hest-

practices—fonbuilding—docker-iinages..-'

“Gotham Digital Security Decker Secure Deployment Guidelines“ {for Decker L4}:
h ti ps :.-"'.»"gi th ole. cont-"(i D SSeeuri ty.-"l)ocker-§cc u re— Deployment—(l u ide l ines

”Field Guide to Decker Security”: https:..-"'.-"zwischenzugs.wordpresscont-“’20Willi-“2l.-"'a—tield-guide-to-docker-
security-measures.="'
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CIS Benchmark for Decker — Use as base and apply latest guidance
from Decker and others

- Comprehensive (and scored) hardening guide for Decker
- Over 160 pages — But net as intimidating as it leeks at first
- Covers host and Decker daemon configuration, container

images and build files, container runtime and secure operations

Use Decker Bench tool to scan against (318 recommendations
Decker Actuary — Extension to Decker Bench to create custom
security profiles and share them with others

II'DE‘V540 | Secure DeyOps 8: (Stone! Appiicatton Security we

(.‘IS Benchmark Guide for Decker (1.13)
https:r'I-t'henehmarks.cisecurity.orgr"toels2r’dockerr'ClS__Decker l . 13.0 Benchmark y 1 .U.t}.pdt‘
The Center for Internet Security has published a benchmark for hardening Decker. which is regularly updated.
This is the most complete and comprehensive guide tier securing Decker. Use it as a base and apply the latest
guidance from Decker and the community until an updated benchmark is released.

The {HIS benchmark coyers:
Basic steps for hardening the host configuration
Ensuring that the kernel and Decker are up to date
Auditing the Decker daemon and docker configuration files
IrConfiguring limits for the Decker daemon. restricting network activity between containers
Permissions on Decker daemon configuration tiles
Security issues around container images
Container runtime security
Secure Decker operations guidelines

Decker Bench for Security (httpsfltgithub.cemideckcrtdecker-beneh-secnrity)
Decker Bench thttps:.-’r"dockerbench.eomr’l is a bash script from Decker that checks tier common best practices in
Decker ctii'iligtit'tttitiii. based on the ('18 Benchmark. 11 is packaged as a pre-built Decker container that
introspects other container and warns you about yulnerahilities.

Decker Actuary (htt'ps:ftgithubcemi’diogemenicataetuary)
Decker Actuary is an extension to Decker Bench. dcycloped in Golang. which can be extended use different
security profiles (so that you can dcline your own guidelines. or create preliles that can be shared with others}.
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DockerScan project — open source analysis and pen testing attack
toolset for Docker
- Scan a network to locate Docker Registries
- Registry functions: show information, push/delete images,

upload random files
- Image functions: analyze (look for sensitive information in

Docker image), extract, look at meta data, modify information
(including Trojan attacks)

_ 08335.40 |ISecure.DevOps.&.CloudAppiic-ation Security lil _

DockerSean {httns:.-"'.s"'git1'1Lib.coin.«"'erUlin.-"r.lockersean) is an early stage open source pen testing toolset for

dissecting and attacking Decker inmlei’nentations (Decker registries and images. it includes coinmi-tnds to scan

for Decker registries and play iwith registry content. and to scan Decker images for sensitive information

(passwords. user and [P information ). extract images and conduct automated attacks.

See: https:.-"'..-"ss=ww.sl idesliare.net.-"crt]hn..-"rootedcon-Et} ] 7—docker—mi glit-not—he—yoLir-friend-1rojaniaing—deckerw

images-i
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Commercial container security solutions exist to help manage containersecurity at scale:

Twistlock
- Enterprise Authentication and Authorization capabilities
' Run-time defense — using threat feeds and behavioral profiling
' Enterprise Authentication and Authorization frameworks
- Run-time profiling and defense
' Proprietary kernel module to improve container isolation

Aqua Security
(formerly Scalock)

* Deep visibility into container activity and to build behavioral profiles
StackRox - Policies to alertlblock on common attacks and threats

' Auto—discovery and fingerprinting of ephemeral containers

DEV540 l Secure DevOps 8: Cloud Application Security ”2

Defending containers can be difficult. especially with the container sprawl problem mentioned previously. There
is no easy way to know how many out-of-date or miscontigured containers you have running at any time.
particularly because containers are ephemeral. There are a handful of commercial solutions to help deal with
these issues. all providing similar capabilities:

"I'wistlock (https:li’www.twistloekcomi’)
Twistlock provides run-time monitoring and defense for Decker containers. You install a Twistleck Container
Delendcr on every Decker Host. The Container Defender looks inside all efthe other containers on the system
and compares the runlime configuration against policy templates [based on best practices like the ("IS
benchmark). vulnerability iceds and automatic pro tiling policies to detect or block problems.

'fwistleck has a few different parts:
1. Open source framework for developers to enforce quality gates en containers before they are pushed out.

including scanning for vulnerabilities in packages and in configuration.
i... Enterprise management framework for central monitoring of containers and enforcing of policies —- deep

inspection. detect and prevent vulnerabilities and threats.
3. Fine-grained access control teams can only manage their apps {test or production). using access control

restrictions defined in Kerberes and LDAP. Twistleck engineers helped develop the authorization plug—in
framework released by Decker.

4. Enterprise authentication for access to Decker containers.

Twistlock scans images for known vulnerabilities using a live threat intelligence stream. as well as checking
against configuration best practices (including (‘18 guidelines). During the scan- it builds up in formation on the
composition and intent of each container to define its expected behtwior. what actions should be expected in
each container- and what should not b ‘ allowed.
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At runtimer Twistleek pun-rides a range ef‘delensiye eapabilities:

1. Enfereing eenfiguratien pelieies
I'd Menitering eentainer I'nentery and sterage fer anernalies

DJ Whitelisting and hlaeklisting preeesses

__;;. Bleeking ntalieieus netwerks using the liye threat intelligenee stream

“-J
I Identil‘ying — and hleeking attempts te ehange eentainer eentigurt-ttien at runtime

(1. Alerting er bleeking en ether rnalieieusr'unespeeted aetiens. based en the prelile et‘the eentainer

Aqua Security "(3 Sealeek (httpsfltwwwmquaseexemt)

An enterprise seeurity selutien fer Deekerr [.‘ereOS rkt. VMware, and Miereset‘t Windtm-‘s. The fleua
Centainer Seeurity Platferrn runs in a tnastel'..-"agent Inedel: agent eentainers run in priyileged mede en all
managed Deeker l'iests. Agents eheek seryer.-"eentainer eenfigunttien using Deeker Bench and sean eentainers
and images tier vulnerabilities and eut~et‘—date paekages and libraries. Like Twistleek. Aqua Seeurity prey-ides
runtirne defense te preteet eentainers fretn ether eentainers er attaekers:

- Fine—grained, rele—hased user access eentrel team set up restrietiens based en eentainersr hests. and
applieatiens}

- Audit trail e I‘ eentainer aetis-'ity._ user aeeess. and hest eenfiguratien ehanges

* Autentatieally enl‘erees seeurity pelieies at rantitne

S 1 ae kRes t h It ps : its» ww . s tae k res . ee I 11s" )

StaekRex is anether runtinte eentainer defense selutien, whieh prey-ides deep yisibility inte what is happening in
eyery eentainer. It uses auteadiseeyely and fingerprinting teehniques 1e identify and [are tile eentainers as they
start up" and teels te visualize eentainer aetiyity. StaekRex prey-ides a lihrary et‘attaek prefiles and data filters-
and uses maehine learning te identify prebletns and autetnatieally bleek attaeks. StaekRex alse prey-ides deep
yulnerahility seanning tier images.

L
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CoreOS offers an alternative container: rkt aka Rocket
- CereOS (an early supporter of Decker) launched a competing,

lightweight container called rkt in December 2014
* rkt is designed to work with existing tools and platforms and is simpler

than Decker
' rkt can run Decker and Appc images
- Designed with security/production in mind

I'DEV‘540 | Secure DevOps & (Steed Application Security 84

rkt {preneunced “reek-it") l’rein CereOS is a leading r-ilternatiye eentainer te Decker.

CereOS prey-ides a minimal Linl eperating system with built-in clustering suppert, minimal binaries. and ne
packaging system. It is dependent en centainers fer managing seftware and apps.

CereUS was ene el‘thc early supperters el Decker. bet launched rkt in December 2014 because they felt that
Decker had meyed t‘rem preyiding a simple. reusable standard eentainer te “building teels Fer launching clend
seryers, systems l‘er clustering. and a wide range ef functiens: building images. running images. upleading.
dewnleading. and et-tentually eyen rn-erlay netwerking, all cempiled inte ene menelithic binary running
primarily as reel en yeur seryer... It is net hcceming the simple cen'ipesable building bleck we had enyisiened.
” h t t p s ceree s. c an tit-"b leg-"rec k e t..-'

rkt thttps:..-"'..-"'git'hub.ceint-"'cnreesfrkt) was designed en a new Applicatien Centainer tAppc} specificatien that tries
te impreye en the eriginal Decker VI specilieatien.

rkt is “designed in he cempesable. secure. and fast“. Sen'ie el‘rkt's key features and geals include:
' First-class integratien with init systems (systemd. upstart] and cluster erchestralien [eels tllect. Kuhcrnetes.

Nemad'}

* ("empatibility with ether eentainer set‘tiw'are te.g. rkt can run Decker images)
' Medular and extensible architecture tnetwerk centiguratien plugins. swappable executien engines based en

systemd er KV M]

rkt |.t] was released in February 2016. ll ei‘l‘crs a range el‘ security features including VM—hased eentainer
iselatien. Sl-i'l .inus suppert. TPM integratieiL image signature yalidatinn. and priyilcge separatien. A series ef
incremental releases since then intreduce secctnnp liltering t 1.12}. impreyed iselaters {_l.e. 1?}. etc.
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In June 3015. {foreOS and Decker {together with (joogle. lied Hat. and other enterprise software organizations}
announced that they were working together to define a standard container format under the ()pen Container
Initiative: (https:t.-"'www.opencontainersorgx’l. The new standard combines Docker's LibContainer and Coret'JS'
App (.‘ontainer (Appe) to create a unified container image format. l-Soth Docker and rkt support the new format.
https:_.-"'.t'coreos.com-"blog-"'app-containeoand-the-open—containor-project."

Comparing rkt to Docker and other containers:

h “175 2 -'3-""labs.ctl . iofi n lerv i ctv-'s.-"w-'littt- is-rocket—an d—how- its-d ifferent-than-doe kerr’

httpssit-"coreos.com.-"'rltt.s"docs..-"latestt’rktvvswotheiuprojectshtml

The Docker Engine is an application container rumime implemented as a central monolithic API
daemon. Docker can resolve a "Docker Image” name. such as quay.iot’coreos.-"'etcd. and download.
execute. and monitor the application container. Functionally. this is all similar to rkt; however. along
with "Docker Images”. do can also download and run ”App (.‘ontainer Images” {ACls} specified by the
App (‘ot'ttainer Specification {Appc }.

Besides also supporting ACls. rkt has a substantially different architecture that is designed with
composability and security in mind.

Process Model

At the time of writing. the Docker Engine daemon downloads container images. launches container
processes. exposes a remote AP]. and acts as a log collection daemon. all in a centralized process
running as root. While such a centralized architecture is convenient for deployment. it does not follow
best practices for Unis process and privilege separation; further. it makes Docker difficult to properly
integrate with Linus init systems such as upstart and systcmd. Since running a Docker container from
the command line (Le. using docker run] just talks to the Decker daemon API. which is in turn
responsible for creating the container. init systems are unable to directly track the life ofthe actual
container process.

rkt has no centralized “init” daemon; instead. launching containers directly frotn client commands.
making it compatible with init systems such as systemd. upstart. and others.

Privilege Separation

rkt uses standard Unis group pen'nissions to allow privilege separation between different operations.
Once the rkt data directory is correctly set up [for example- by rkt install). the container image
downloads and signature verification can run as a non—privileged user.
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Estimated Time: 20 Minutes

Use the Decker Security Benchmark to assess and improve the state of our lab
VM.

OBJECTIVES PREPARATION

Audit the security of the lab VM Check out the Decker security
using the CIS Decker Benchmark benchmark project from GitLab
Enable Decker’s authorization
functionality

'3-DEV540l Secure DevOps 8: Cieud Appiicatien Security Ila

This page intentionally left blank.
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In this lab, you
- Assessed the security of a Docker environment using the Docker Security

Benchmark
- Used puppet. to reconfigure Docker
- Remediated one of the weaknesses found

- Verified the functionality of Docker’s authorization controls

' ' DEVS‘H} [Stigma-Damp: 3: Cloud Appiicatioa Security It?

Alter reviewing the results of the Docket" Security Benchmark. we made a significant change to our Docker
configuration: we enabled authorization. In doing so. we were able to see how specific actions could be allowed
or denied individually.

We also observed that the version of Docket in use For the lab V'M does not capture user identity l‘rom the
certificate used to authenticate to the Decker service. This has been fixed in a newer release. As mentioned
previousiy. major investments are being made in Dockers security.
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V“ Don”t depend on Docker defaults _ Docker provides some built-
in architectural sandboxing and other runtime protection, but is
NOT secure by default

\/ Make appropriate trade-offs between developer flexibility and
security

/ Major investments are being made in security today -— expect
improvements from Docker, the community, and vendors

DEV540 [ Secure DEVQRS 3: Cloud Application security - Ila

Basics ofsecurity for Decker:

I. Only use container images that you trust

ls.
) Regularly scan for vulnerabilities in containers and patch them

J:3. Do not run as root or at least enable user namespacing (as of 1.10)
Drop capabilities wheres-er possible and take advantage ofseccomp to limit syscalls

:w
e

Keep the Docker Engine up—to-date with the latest yersion to take adyantage of improving security
capabilities

(i. like advantage of host US security features and make sure to harden the {)HS enyironment
T. Follow the ("IS hardening guidelines to the extent possible -- use [)ocker Beach to audit
8. Do not install Docker in production using default configs. and monitor production use carefully. Consider

the use of enterprise defense technologies such as Twistlock.
‘1). Recognize that the platform and tooling are still immature and rapidly changing. Expect that there will be

gaps and bugs for some time
H). Foilow #dockersecurity on Twitter
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Course Roadmap
' Section 1: Introduction to

Secure DevOps
- Section 2: Moving to

Production

- Section 3: Moving to the
Cloud

' Section 4: Cloud Application
Security (Part 1)

- Section 5: Cloud Application
Security (Part 2)

Secure lnfrastrncmre as Code
* Puppet Drill Down
. Lab #11: Manage Configuration with Puppet
Securing CM and CD Pipelines
Containers and Container Security
' Securing Docker
' Lab #22: Audit Docker‘s Security

* Lab #23: Monitor with Dashboards
Managing Secrets in CD
- Lab #14: Protecting Secrets with Vauit
Compliance as Code
' Lab #15: Audit with OpenSCAP
Going Forward
* Quick Wins and Long-Term Gains

DEV540"!.Secure DevOps '3: Cloud Appiication Security II?
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DevOps feedback loops encourage extensive monitoring of
production (and build) environments to help teams make
data—driven decisions

* Measure (and Graph) Everything — Etsy
- DevOps monitoring technology stack:

Statsd, logster, graphite, grafana, seyren
- Monitoring Sucks and Monitorama are community

initiatives to improve monitoring practices and tools
- Monitoring as a Service: New Relic, Datadog, Stackify,

'DEVS40 l SecureDevOpsS: Cioucl Application Security :20

Monitoring is an important part of Dex-Ops. by building feedback loops l‘rom production hack into engineering.
This includes:

' Measuring performance and latency at dii‘l‘erent layers and granularity, from Real User Monitoring using
synthetic transactions (ltttps:.-"'i"en.wikipedia,org_.«"'wikii-"Real_user monitoring} to resource usage and latency
tinting

* Reporting and tracking runtime errors and exceptions to detect - and understand — operational problems
' (flollecting usage statistics and com-'ersion statistics in online experiments to eyaluate the success of new

Heroines. workllows, and user experience options (AER testing)
* Tracking changes, and the impact ot‘changes, by correlating runtime statistics and exceptions with the

timing ot‘chantC‘EEs see how this is done at [itsy (httDs:,-"'i"'codeascratit.coin..-"2(ltilt-"llit}iii-itrack-eyery—release-t")
- Identitying and tracking other metrics that are important to the business, operations, lni'oSec and deyelopers

litsy has taken the idea of monitoring and measuring to the extreme, in what they call "h-‘leasure Anything,
Measure Eyerything" {https:i’l-i'codeascrati.com-"20l l.-"t}2..-"'| it"measure—anything—measure-eyerythingt'}. They
capture and measure thousands ol‘ different application and system and operational metrics. which are recorded
in a time-series roll—up database, yisualized on dashboards, compared against trends, and correli-tted with other
eyents.

Monitoring 'l"eehnology Stack
Operations data written to log files can be captured and analyzed using tools like logstash or Splunk,
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l'itsv and others have collaborated on an open source monitoring stack which is commonlv used in Dev-"Ups
environments:

* Statsd {https:..-“.«-"'github.com..-"'etsvf'statsdl Libraries and a collector for publishing and collecting runtime
metrics in a lightweight manner

* Graphite thttpa’r'graphitc.readthedocs.org..e"'en..-"'latestr’) -— A data management platform for storing and
managing time series metrics and rendering these metrics in graphs

' Logster thttpsz..-",-"'github.comrctsvr’logster} — 'liails log tiles. parses and grabs metrics data. publishes metrics to
statsd —- can be used to collect metrics from 08* network and outside apps. Note that other open source log
management tools like logstash and nalog also have output plugins for statsd.

- (irat‘ana thttps:.--"r"github.con'ifgrafana.-="gmlanal A tool for building online metrics dashboards on top ot‘
graphite

- Sevren (https:..-"r'github.conv’scobait-"sevrenl — Alerting tool on top of graphite set warnferror thresholds for
metrics

There is an extensive ecosystem oftools that work withr'on graphite metrics:
ltttp:..-’.e"'graphite.readthedocs.org.."'en,-"latesti’tools.httttl

Docker image for easily setting up graphite and statsd: httpsa‘i’github.contr’hopsol‘tfdockerrgraphite-statsd

lV'Ionitoring Sucks... and Monitorama

“Monitoring Sucks“ (httpsLII-"githubcomimonitoringsueksi is a mtwemcnt to critically review and improve the
state of operations monitoring. You can learn more about this at http:.-".t'lasislog.blogspot.car’lt}l lEU(at-“why—
nionitoring-suckshtml

And by following the 'l“witter tag: amoi‘iitoringsucks

There is also a conference dedicated to the problems of monitoring and open source monitoring solutions:
http:.-'..-"'monitoranta.coin..=‘

Monitoring as a Service

A number olicontpanics provide cloud-based "Monitoring as a Service“:

' New Relic ltttpsr’f'rtettr'rclic.cont..-"solutionsfproductionvmonitoring

' Rus it httpstilt-"ray;it.com..-"'

' gtackitiy http:.-"'..-"stack ifvcoinr’

' DataDog https:.-".-"t.vtt-'w.datadoghq.comr‘"

' Amazon ('loudWatch ['or AWE; users https:,-"}-"aws.amaaon.comr‘eloudwatehr’
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Two popular formats for sending metrics data:
Use case drives selection of appropriate tool

If???“ ';::j,l".",.I-:,'
a. . __;_>‘:'.":': omewin

sd, grep ite.
.,';_. 3,5," . ' '

-<_ i .- . _. -
'>;...z--.- a‘. 'L- --. .:->-

stat

"z-:=< ‘

-=r~>-r:.-,'.-..._ .- ~r-. -ginning-6.? "-- -‘§ Esq. - - "um:_‘-‘ _afi't- _ .:- < :._- :-

Preteen]

Time All measurements happen "new" Measurement includes timestamp

Data "pes Gauge, Counter, Tirner. I--listegram, Meter Value (Heating pnint number)

Ferniat mnetricpatha:evalue}|etype23 emetricpath: evalue} {timestamp}

Aggregate At server, based en type, cenfiguratien At seurce. Same path + timest'amp is
everwritten at server

-- ss4015ecui-e nevdpsa Claud'Appticatien Security - :22

’[svu pnpular furrnals iiir delivering metrics te a cellectien system are statstl and graphite- Beth use a plain test
string in eany the clata. making it trivial te generate metrics. even ti'ern cemmand line t-tpplicatiens. Alse. beth
use a separated metric path in help erganize the data. Key differences in the [we termats are summarized in
the table abeve.

Here are examples et‘huw an application might l‘ermat a metric used tu cuunt registratiens Fer this ceurse

Statsd: sansregistratien.c|ass.dev.534:1lc
Graphite: sans.registratien.class.dev.534 1 1486929875

Fer vveb applicatiens. it is cemmen In use the statstl tennt-it tu expert metrics. since the UDI’ cennectien is lmv
everhead and nen—blecking. Because LJDP is unreliable, designing the metrics eellectien infrastructure In place
cullectersx’aggregt-iters tier statstl data cluse tn the seurces is else a cummen pattern. Atitiitienall'v- using an
aggregater fer the statsd metrics alien's fer cemputatien ei‘statistieal tlata aheut the metrics en-the-tly, be I’ure
persisting the data — e.g. mas. min. mean. Nth percentile. rate. etc.

Nute: tier beth graphite and statsti. the name can refer In either the data termat er the service which receives the
metric data.

https:..-"'.-"'github.cuter-"brimatstl __spec
https-‘l-igraph i te . reatl thedecs. iur'en-i'latest.-"ieed i n g-ca rhe n . htm 1a: he—p la i ntcst.—pretecel

122 © 201? Jim Bird and Ben Allen



tie-t
tits

ii333?EgiifiétiwiiifisiiéI‘- I: ;='==-~.,' "
{it«2--

Graphite (the service) has a rich set of functions to manipulate data
- Time Shifting (compare to last hour, 24 hours ago, last week)
' Grouping / summarization / aggregation

Draw as infinite (to create vertical lines)
Holt—Winters forecasting
Map / Reduce / Integral / Derivative / Ratio

933540 1 Secure DevOps 8: Cloud Application Security I23

Graphite includes a wide range of titnctions which can be used to analyze the metrics data stored in the system.

(iralana‘s metric editor includes quick access to each function and its docuinenlatioi‘i.

Full documentation of the fui'tctions is available online —https:.-"'.s"graphite.readthedocs.io.-"'en..-"'iatesti'funetions.html

Must watch video: Christopher Rimondi “Using Dev-"Ops Monitoring Tools to increase Security Visibility“
h t tp s :..-"'.-"'wn-'w . you t u be . co m..-"'wa 1c 11 ‘3' v =1 ' N C Vv 9i tQ f4

("overs some excellent techniques for applying graphite functions to data to get actionable results
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In our lab enyirenment. we haye many all the applicatiens sending metries te graphite liar cellectinn and sterage.
We alsu use (jralana to design and display dashboards leaking at the data stared in graphite.

The class VM uses cullectd te muniter disk. ('PU. memury. and netwurk actiyity and sends the data directly tn
graphite. Jenkins is alsu configured tu send data directly ta graphite. Beth Jenkins and cullectd utilize internal
subsystems tn aggregate actiyity eeunts bet-are sending the data tn graphite.

On the ether hand. hath Vault and the Bricks euntainers are centigured ta send metrics using the statsd termat.
which are then aggregated and sent tcr graphite fer sterage.

This general data flaw is a cemmnn pattern. althuugh the implementatien in the lab VM dees nut address needs
like scalability and redundancy.
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Sample of a riiniiinc monitoring wall at [flay [courleay oanc Lackey]. Each team {and each developer} can set
up their own inoniloriin;r diaplayai to watch for what they consider important at the time.

Fcalorea ol‘nolc:

' Vertical linea on bottom left and bottom right inonimra: likely code relcaaca or similar event

* Top left monitor: iiinc ahili oil-'erlay
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You can leverage many of the same tools and approaches for security
monitoring

- Report errors which could indicate attacks
- Correlate with traffic information (source, type)
- Graph and report this information
- Highlight trends and anomalies

Use this data to identify where you are at risk, where to focus your
testing

'DE‘J546 [secure DevOps 3i ClOud Application Security i 126:

Run-time security monitoring can be integrated into operations monitoring taking advantage of many of the
same tools {statsdc graphite. grafana. logster. ..} and the same approaches:
' Collecting detailed runtime metrics and statistics to increase yisihility into security risks and attacks
' IrCorrelate with traffic information (source. type. rate oftraffic}
' Graphing data to identify trends and highlight anomalies and making this data available to anyone on the

team

' Using this data to determine where you are most at risk where to focus your testing

Must i-i-'atc11: (..‘hristophcr Riinondi “Using Des-Ops Monitoring Tools to Increase Security Visibility“
h tips ..-'w ww .yo u to he . c om..-"'w ate h 1’ y ' -- TN C i Vy 9i {Q f4
Read these posts by Rimondi on Anomaly Detection using Graphite:

* httpzi’ltwww.securitygrit.co1n..-"'3{} l 5.It}?.-"'anomaly—detection—with-holt—wi111ers-in.html
- htt p :,-"',-"ww w see u ri tygri t .comflti ] 5EUTrantnnal y—detect i on—w ith-ti mes hi ft- i n . h tml
' http:i-"'..-"www.securitygrit.corn.-"2t] 1 5..-"t_l7’..-"'anomaly-deteetion-with—coeftic ient—of. html
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Include security in DevOps monitoring:
- Continuous change monitoring
' Authentication failures, HTTP 4/500 errors, database syntax errors,

crashes, login-failures, bad data #- These are operational problems,
but they are security problems too...

- lihinjection tool — Tracking SQL injection and other injection
attacks, and optionally defending against them

OWASP AppSensor project provides a template and design patterns for
implementing your own application security monitoring and intrusion
detection capability

- DEVS40 I Secure DevOpsHBc-Cloud Application Security 12?

Don‘t leaye responsibility For security monitoring to the SOC. Security should be part ot‘the day—to-day

operational monitoring ot‘ the application.

It‘s easier to identify anomalies in the contest of operations. Operations is watching For anomalies already.
Security attacks are anomalies. Therefore. ..

As part otthe principle ot‘“‘r’ou Built it. You Run it". deyelopers should he proyided read access to application
logs and dashboards in production. The people who wrote. and help support, the application, should haye a

better idea ot‘iyhat normal hehayior in the system should look like, and spot exceptions and anomalies
including security attacks.

Security—related eyents and metrics should he ayailable to eyeryone on the team.

Some security-related events and exceptions include:
. Changes to code and system configuration

Changes to sei'isitiye tiles. and changes to permissions on lilcsfdireetories

Changes to credentials and secrets

Access to sensitiye logs

Autl‘ientication Failures particularly. spikes in rate ol‘change ta handful of“ occasional auti'ientication
Failures are not interesting- but spikes or clusters are}

HTTP sisal-"flax errors

Bad or unusual SQL statements

Run-time crashes

Bad data caught by seryer-side yalidalion checks

© 201? Jim Bird and Ben Allen 12?



By tracking security+rclated eyents and esceptinns ynu can Innk linr esceptinns and trends:
. Hnsy many security attacks are ynu seeing? Is this increasing?
* What kinds nl‘attaeks‘i’
' What part nl‘ithe system is being attacked?“ What URLs. APls. tiles. ..
- Where are the bad guys attacking the system t‘rnmfl’ (tie intn netwnrk security mnnitnring}
' Are the attacks succeeding‘.’

Lnnk [‘nr trends and annmalies in this data. As with any nperatinns mnnitnring. be prepared tn iterate and
cnntinunusly res-'iew tn tiller nut t’alse pnsitiyes.

OWASP AppSensnr prnject
The OWASP AppSensnr Prnject {https:,-"”.-"'www.nwasp.nrg..=’indesphpi-‘OWASP AppSensnr Prniect) esplains ltmy
tn embed intrusinn detectinn.e-"cnttt.rnl intn the applicatinn at dil‘l‘erent pnints in the applicatinn architecture tn
detect -— and pntcntially blnck attacks in prngress. Where and hnw tn add security checks in an applicatinn.

Fnr example, an applicatinn cttlinrces data yalidatinn checks at the clientsside linr immediate feedback. and at the
seryersside as a gnnd practice detense—in-depth cnntrnl. lt‘the server—side yalidatnrs lirei tltis means that

I. There is a bug in the client-side lngic (which is bad and needs In be cnrrected}; nr
2. The cliettlrside checks have been bypassed nr nyerridden by an attacker (which is wnrse}.

It is impnrtant tn decide what actinn tn take: alert nperatinns! nr. it‘the risk is high ennugh. it may be necessary
tn blnck subsequent. requests tn the server until sntrtenne investigates and resnlyes the situatinn.

Libinjectinn
Libinjectinn (https:i‘fgithub.cntty’clicntil-"libinjectinnr') is a tnnl tn track SQL injectinn attempts at runtime — and
pntcntially blnck them, frnm Nick Cialbrcath http:.t'..-"wwu-=.slideshare.nett’cndeblucgipt'nick-galbreath-enpub
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Use production attack data and exceptions to create feedback loops
from production back to engineering
- Recognize that your system is — or will be — under attack and take

advantage of the information that this will provide you
Attack data from production tells you where you need to have strong
defenses
Where do you need to prioritize your reviews. testing?

- Are you improving the defensibility of the system?
These attacks aren’t theoretical - they are in progress!

Move to the left of the Cyber Kill Chain and catch attackers early

DEVSIIO | Secure DevO'ps 8: Cloud Application Security 119

Security data from production —- information on potential attacks and exceptions — can he used for Wilt-ll Zane

Lackey (formerly litsy. now Signal Sciences) calls "Attack-Driven Defense“
t" http:E.-"'w ww . s] ideshare. nctane lackey.-"attack d riven—defc nse }.

Recognize that your system is or will be - under continuous attack. Prepare for this and take advantage of

the information that this will proyide you. Like data-driven AEB testing. information on real or potential attacks

can serve as an important feedback loop to the security team and to the engineering teams. This is concrete data

on real threats --— not hypotheticals.

Surface this information back to engineering so that they understand it. The more that you measure. and the

more transparent you are with this information. the more data that people will have to recognize. understand and

solve problems.

Use real metrics on attack data in production to driye your security program priorities. to help you — and the

engineering teams — decide where you need to focus your testing and reyiews and remediation.

Use the feedback loops to measure which changes are improying the defensibility of the system. Watch for

changes {positive and negatiye} after deployments.

Continuously monitor status in order to move closer to the left {the start) of the (.‘yber Kill Chain. This is a

model taken by Lockheed Martin from militaiy tactics. to describe the steps in a security intrusion and how to

defend against an attacker. By tnot-'ing left. closer to the start ofthe Cyber Kill Chain. you try to catch an
attacker before they have gained a foothold on your system.
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The L'yber Kill Chain is outlined here: hl1pe:.«-‘Z-"eyber.leidee.eet1l,.-’e:;}lutions..-"eyber-killrehnin
The eriginal Leekl‘leed—Murtin paper can be lbund e1
l11tp:.x".-"'u-=ww.leekheedmarlin.ennv’etm[entfdumfleekheed-Illalm’eurpuru1e..-"'(iee u menl 5 LM — Wh i te-Puper~l 11 le | —
Driven-Defensepdf
l. Reeennuieeunee

2. \k‘eapnnizetiun

lit
-I

I De l i v e r};
4. Expluilatiml

5. Installation
(1. ('70311111uml and Cunlml

'3. Actions on Uhjeelives‘.
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Run—time security monitoring/firewall service for DevOps/WebOps
environments
- SaaS backend
- Built up from ideas developed at Etsy
- Provides runtime visibility of security anomalies and ability to

block attacks based on threat priority
- Automated feedback loops back into development and

operations

' DEX/5461 Secure DevOps 8: Cloud Application Security ¥3l

Signal Sciences (https:..-’..-"’www.signalsciences.eomiproducti) is a startup which offers a next-generation SaaS-
based application firewall for online systems. It sets out to ”Make security visible" by proyiding increased
transparency into altacks. and the ability to identity anomalies and block attacks.

Signal Sciences was started by a group ot‘ Des-Ops Security leaders. including the t’ormer heads oilsccurity and
of operations engineering at Etsy (Zane Lackey and Nick (ialbrcath). 'l'he firewall takes ads-rantage of ideas and
techniques that they deyeloped for building elil‘ectiye feedback loops from production back to operations and
deyelopment. Instead of relying on signatures to detect attacks. it inspects and tokcnizes trat‘iic and correlates it
with other signals such as runtime errors to prioritize threats and determine when an attack should be blocked.

Aliack information is displayed on dashboards t‘or trending and correlation. and people can be notified through
email or l’agerlhity. or through collaboration seryiccs such as Slack or Hip(‘hat. APls are available to integrate
alerts into tools like Splunk. .lira. and 'l'hreatll-“is.
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Tools/services to monitor/enforce security of cloud applications:
- Alert Logic
- Amazon AWS Inspector, CloudTrail. Trusted Advisor
. CloudPassage Halo
- Dome9 SecOps
' Evidentlo
* Illumio
' Netflix Security Monkey, Conformity Monkey
- Palerra LORIC
- Threat Stack

-"iDEV540 1 Secure DevOps & Cloud Application Security #32

There are a number ol‘tools and services available to monitor the security ol‘cloud en viromnents and
applications running in the cloud- as well as providing runtime protection including microrsegmentation and
host firewall management. centralized configuration management and policy enforcement. and tile integrity
checking. Some ofthese solutions work across multiple cloud platforms (public. private and hybrid).

Alert Logic (httpsit'r’www.alertlogiccomE} SaaS solution pros-riding managed IDS. log managementESIEM. WAF.
data analytics and monitoring of AWS et'tvironmcnts.

Amazon AWS Inspector (https:.-"'.-"aws.amazon.con'ti’inspectorr’} Automate-d security assesstnent oliappli tations
deployed on A W8. scans for vulnerabilities or deviations from best practices. Includes rules for PC] USS and
other compliance standards. It provides a prioritized list ot‘seeurity issues and recommendations on how to fix
them. As of Feb 3016. in limited Preview release only.

Amazon AWS IL'loud'l'rail thttps:_.-"'..-“'aws.amazon.comr’cloudtrail.-"] Amazon AWS service that records and logs
AWE; API calls.

Amazon AWS Trusted Advisor thttps:..-"'..-"aws.amazon.com.-"'premitm'tsupport.=‘trustedadvisorr’l ('hecks configuration
best practices (cost. security. fault tolerance. and performance) for the deployment of Amazon ECE. lilastic
Load Balancing. Amazon EBS. Amazon S3. Auto Scaling- AWE; Identity and Access Management. Amazon
RI_)S. Amazon Route 53. and other services.

("lottdl’asst-tge Halo (https:.-"'.-"tt-'ww.cloudpassage.comi’productsfl Run—time security and compliance monitoring
and runtime protection for Microsoft Azure. AWS. Rackspace and other cloud services. includes configuration
security monitoring. sol‘tware vulnerability assessment. iile integrity monitoring. intrusion detection. multi—
tactor autl'tenticatitm. server access management. and dynamic t'irewall n'ianagement.
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Domc‘J Scps {https:.r"'.-"'domei}.comr) APHeyc] and agent-based security protection for A W8: liren-rall
nu-tnagemcnt. runtime configuration checking. file integrity monitoring. tamper protection. dynamic access
leasing. multislactor authentication. and compliance auditing.

liyidcntio thttpzi-“l-t'eyidcnt.io..-") Continuous security monitoring of .f-‘tWS accounts for known security risks.

illumio (illumio.com} workload security monitoring and policy enforcement for data centers and cloud
enyironmcnts.

Netilix Security Monkey thttp:.-"'.-"techblog.nctllis.conu"2(ll4..-"'{}t3.-"'announcing~security-monkey-aws—security.html}
Open source. automated runtimc checking of sectu'ity-relatcd AWE} components and con figuration items.
including security groups. 33 bucket policies. and LAN! users. Monitors changes to configurations. and audits

settings against a set ol‘configuration rules (built-in rules can be extended}.

Nettlis Conlorinity Monkey [http:.-".-"techhlognetfliscoot-=20I3..-"'{.l5.-"'contormityumonkcy—keeping—ymtr-cloudhtmlt
Open source. automated cltecking oi" AWE; configurations against bestr‘sal‘e practices

3’alerra [._.('JR1(" {http:..-".-"palerracoin-“plattormx") pros-ides threat detection. security configuration management and
automated incident response for a range ofcloud platforms. including Amazon AWS. Microsoft Azurei‘Or‘ficc
365. box. and Salesfiircecom.

Threat Stack {https:i-"'..-"'www.threatstack.con*1.-") Behayiotalubascd. real—time security monitoringflDS for AWS
instances.

For an oycri--'ien-' ot‘the market for cloud security solutions. see

.Forrester‘s report “Market ()yeryiew: Cloud Workload Security Management Solutions Automate or Die”.
Andras ("ser. 1m 2. 2015

http:..-"'r"blogs.1‘orrester.comr’andras _cscn" l swan—o:-
markct_oyeryiew _cloud__workload security_ management solutions_autotnate_or__die
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Run~time security asserts and health checks
Check for miss/missed configuration and simple but dangerous
regressions
' Netilixis Simian Army

Amazon AWS Inspector
Asserts in Puppet/Chef
Security asserts in Gauntlt can be run in production

DEV540 [ Secure D'evOps 8: Cloud Application Security 134'

Security testing doesn‘t stop at deployment. You should also have active postedcployment security tests and
checks in production with feedback to operations and developers.

This is especially important in highly dynamic environments where changes are constantly being made by
developers because small mistakes could introduce vulnerabilities or operational problems. These asserts build
on detective change control and host-based IDS systems like Tripwire. but instead ofchecking tor unautl‘iorized
changes. they check to make sure that changes are implemented correctly.

These double—checks can include:
- Checking runtime versions ofcomponents and signatures on code
' Making sure that specific ports are open or closed
- Ensuring that logging and auditing functions are working correctly
' Checking permissions on sensitive files and directories
' Checking that authentication services and rules are working correctly
' Ensuring that SSL is configured safely

Crcate a basic set ofchecks and smoke tests which ensure that the system is set up correctly and safely — ifthese
tests fail. then the deployment should be rolled hack. 'fhesc checks and asserts can he done using automated
tools like (jauntlt.

Netilis‘s Security Monkey and Conformity Monkey are examples ofruntiine checkers for Cloud cm-ironments.
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- DevOps teams prepare for production problems through GameDay
exercises

- Developers and Ops work together to understand and resolve
problems

*- Blameless postmortoms to review and improve
- Understand what went wrong. when and wl'ty
' ldentily and address root causes: “human error" is NOT a root cause

- Security can participate in these exercises and take advantage of the
process frameworks and training
. l-lelps developers and ops to respond appropriately to breaches
- Builds positive relationship between security. development. and ops

DEVS4fl-l Secure DevOps 3: Cloud Application Security I36

Dev-Ups teams prepare For Failure and are optimized to minimize Mean Time to DetectiRecover From Failures.
Organizations like Amazon. Etsy regularly conduct Game Days. where they inject Failures into production
systems under controlled conditions. and monitor and assess the team's capability to respond to the Failures.
The exercises are careFully planned in advance. and the Failure scenarios are tested to understand the potential
impact on production systems — and giving the team a chance to review and Fix any problems Found in the
systems or make improvements to diagnostics or monitoring. in advance oFthe exercise. The point oFthe
exercise is not to find problems in production --— it is to evaluate the team‘s ability to identiFy and respond to an
incident under production conditions.

Read: "Fault Injection in Production: Making the case For resilience testing". .lolm Allspaw
https:t.-"'queuc.acm.org.=-’detai l.ctin'.-’id":2353tl i i’

Blameless Postmortems — review. learn. and improve

At‘ter the exercise is complete. the team holds a postmortem review to go over the incident. determine iFthere
were any surprises. and identify opportunities to improve. The point oFthis review is to review what happened.
t-vhat actions people took. and why they responded the way that they did. What inlhrmation did they have to
make their decisions"? What was the outcome‘.’ How can this be impa'oved'iI

By sharing information and asking questions. teams can identity the root cause or root causes oF problems.
and work to address them Dev-Ops teams. Following the lead oF John Allspaw at litsy. emphasize that "human
error" is not a root cause oFa problem: a mistake made by a person or by people is a manifestation oFa deeper
problem that needs to be corrected.

“Beyond Blame: Learning From Failure and Success". Dave Zwieback
http:.-"'.t"'shop.oreil ly.comfprodacts-"'06.?(1920033[)8l .do
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Leveraging Game Dali's for Security Incident Response

IntoSec can participate in and learn from these exercises. and build on the team‘s capabilities. practices. and
tools to improve the organization‘s ability to respond to security events:

- Iiit’oSec could leverage the team‘s existing outage incident response team structure. comn’tunication
processes. escalation models. etc. for responding to breaches and serious security attacks.

* Build on the culture and processes of Blameless Post moments to help the organization understand and learn
l‘rom security incidents.

- Build on auton'iation in Des-Ops to help deal with security incidents. As an example. see Nettlix's FIDO
too] ior responding to malware [https:iii-"githLincoln-"NettlixiFido}.

'- U nderstaad how to take advantage ol‘ the automated Cl) pipeline artifacts and audit trails for im-‘estigation
and for remediation.
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Morgue: open source tool built by Etsy to manage postmortem data
- Helps to understand context of an incident and prepare the team's analysis
- Chronology of events
- Attach images: charts. screenshots.
- Attach links
- Pull in relevant IRC channels. forum posts with discussions
- Record and link to remediation actions (Jira tickets)

Ensures that postmortem analysis is done consistently between
incidents and across teams — helps people learn

DEVS40 Il' Secure BevOps-S: Cloud Application Security I33

[itsy has built and open sourced an extensible platform for managing postmortems. called Morgue
{https:.e"..-"'github.eomr’etsy..-"morgue}. Morgue is a simple web app that can pull information from [RC and .lira. and
store data (graphs. links} to help understand the contest of" an incident and to prepare your team‘s analysis:

* Create the chronologvr’timeline of events
' Attach images. charts
' Reference external links
' Pull in relevant [RC channels and forum posts
- Record remediation actions (in litsv‘s case. through .lira tickets}

Using a tool like Morgue ensures that postmortem analysis follow-vs a consistent structure and playbook. making
it easier for other learns to reterence and build on. and easier for auditors to review postmortem reports. It also
helps nevv people and other teams learn how to conduct a postmortem.

Watch this presentation from 2013 on hovv to use Morgue: https:..-"..-*"v'imeo.et.}tti.-"??2tlo?5l
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' Apply the Game Day approach for operations incident
management to security

- Rehearse security incident response and learn about security
attacks and how to manage them
- Red Team: attack—driven approach (Mean time to Compromise)
- Blue Team: defense—driven approach (Mean time to Detect)
- Run retrospectiyes to learn and improve

- Some organizations have standing Red Teams, continuously
attacking the system in production: Microsoft, Intuit,
Facebook, Yahoo, Salesforce

. DEV540 I Secure DevOps 3: Cloud Application Security 139

You can take many ol'the ideas from operations Game Days, intended to test the preparedness ol‘the system and
ol‘the [)ey-‘Ops team under system Failure scenarios, and apply them to lnlioSec attack scenarios.

Do this by setting Lip two teams:

- Red Team: researches and designs attack scenarios and implements them (ethical hackers)

' Blue Team: identities and responds to the attack, tries to contain the attack or close it ot‘t‘tthe
opera!ionsr’incident response team)

Just like Dew-Ops ("lame Days, security [ire drills could be run in a tests-"simulation ens-'ironinent. but are most
often done and most iraluable when done -— in production. The goals of these exercises are to:

' Identity yulnerabilities in the system and weaknesses in controls that can be exploited ttheiob of the Red
Tearn)

' Measure how quickly and easily the Red Team can exploit these si-'ei-ikiicsses

' Verify that the Blue 'I'eam can identify an attack

- Measure how quickly and how ci‘i‘eetiyely the Blue 'l'eam responds - and identity opportunities to iinproye
their tools, playbooks, commui'iieations and escalation processes

' Identify gaps in testing and in designi‘implementation based on yulnerabilities and weaknesses that the Red
Team exploits — and work on correcting them,

This approach is described in detail in the article: “Red Team yersus Blue 'l'eam: l-low to Run an iii‘i'ectiye
Simulation“, (780 Unline, Mar. 25, zoos http:.--".-"wiyw.csoonline.coni..-"articleffl 12344i}.-"einergency-
preparedness..-"'rcd-team—yersus-bltie—tealnul'iosy-torrun—an—el’i'cctiy'e—sirnulation.html
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“Red Team: Pwning the Hearts and Minds one Ticket at a Time"
http:..-"'..-"x-yww.des-‘sccopsorgfblogr’L’t} 1 5| 2 ] {l.-"'red—tet-un—pwning—the—hearts—and-n'tiinds-one—ticket-at-a-titne

The book “Red Team: How to Succeed By Thinking Like the Enemy“ by Micah Zenko. explores how Red
Teams can be effective in many dil‘t‘crcnt scenarios. including and outside ot‘ security
it ttp:..-"".-"'i-t-'w w .amazon .ctnn.-"'Red-Team- S ucceed —Th in k i ng- Enemys’dlfitlnfir (ii 048943

Security War (James at Microsoft
Microsoft. For exanmle. conducts regular double—blind Red.-"'Bluc team exercises in production for their online
services like Visual Studio Team Seryices. The rules of engagement for these exercises are simple: the Red
Team cannot compromise customer SLAs. cannot DOS the system and cannot destroy or exliltrate data.
Common attack scenarios include seryer compromise. inside attacks. male-tare outbreaks. attempted DOS
attacks. The Red Team measures MTTC‘.-’MTTP {Mean Time to ("ompromiserMcan Time to Ilwnage}. while the
Blue Team measures M'l"l'D.-’MT"I"R (Mean Time to Detect and Mean Time to Recover). The goal of the
exercises is to test and exercise the incident response and forensics capabilities of the Blue Team. assess the
tools used. and make the Blue Team stronger. At the end ot‘each exercise. they run iii—depth retrospectix'es to
learn and improx-e.

”Security War Games with Sam {Liuckcnheimer at Rugged Dex-tops RSAC‘ EU I a“. https:.»-"'..-""sottndcloud.com..-"tnyaspv
podcastr’security—war-grunes-with-sam-guckenhcimer—at-rugged-deyops-rsac—ZU ] 6

Red Team Exercises at Facchtiok

A fascinating look at Red Team exercises at Facebook: http:,-"'.-"'arstechni *a.contr'security.-"2t)I3.-"'02r"at-‘r‘acebook+
acro-day—exploi ts—backdoor—code-bri ng- war-games-dri [l-to-l i le
“Red Teams: When you can‘t find the bad guys. make some up“ https:.-".-*’medium.com.«"'s1arting—un-secnrily.-"red—
t ‘ams—ofaatldifiT602

Red Team Hacking at Yahoo
“How Yahoo Hacks Itself" http:..-".-"ix-'xs-'w.bankinfosecurity.coin..»’interyiews.--’htn-x-'+yahoo—hacks-itselti-i-B’OTB
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' Intuit’s security team runs Red Team exercises every week
- Red Team scans for vulnerabilities, identifies targets, and creates attack

plans
- Targets are published each Friday internally
- Red Team exercises are conducted on Monday
* Report Cards are published on Tuesday — what. was found, what needs to

be fixed
- Provides constant feedback to developers and operations on

vulnerabilities
- Teams often work on weekends to fix up problems in targets

before the exercise starts
DEV-540 ] seizure DeVOps-S: Clerud Application Seturtty H!

Red Team exercises are an important part ol‘ the security program at Intuit. A small offensive team conducts Red

Team exercises every week. "They start by identilying potential weaknesses through res-*iews and scanning and

identify a set oftarget systems to be attacked. They publish this list within engineering each Friday. 0:] Monday.

they run the exercises througlt in production. The Red Team can do anything except for take down a

production service. Findings are published each Tuesday to engineering teams and managers.

Continuously hacking themselves has helped lntuit not only improve the security ot‘their own systems. but the

security ofthcir cloud service providers as well. Providing real and frequent teedback to engineers encourages

them to fix probletns quickly - and to change how they work in order to prevent problems from being caught. In

many cases. teams whose services have been identified as targets on Fridays will work over the weekend to try

to find and fix problents in their code on their own. so that their scorecard will be better the following week.

"a"RedTearnMonday" http:.-"'.-"'u-'tt-'w.devsecopsergt-“blogfltl 1 St] l..-"'l l.-"'redteatntnonday

“'lntuit‘s DevScps: War Games (jamitication. and Culture Hacking“
htt ps:.--"i-"www. voxxed .com.="'bl ogt’ZU l o.-"'tJ3.-=’i lit a i ts—devsecops—war-gantesvgami ticat ion—c u [to re-hack ing
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Estimated Time: #5 Minutes

Use grafana and statsd to create dashboards showing some application
metrics.

OBJECTIVES

Create a simple dashboard using
grafana.
Add instrumentation to the Bricks
application usingr statsd.

PREPARATION

Have your VM running and Bricks
deployed

JOE/549 I Secnre DeirOps 3: Cloud Appiication Security ' I42 .'

This page intentionally left blank.
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In this lab, you
' Created a new graph, based on an existing one
- Added security instrumentation to the Bricks application
- Created a new dashboard to monitor that instrumentation
- Exploited an SQL Injection flaw in the Bricks application

oEv=54o 1 Secure oeuopsa Cloud Apples...” Security :43

[laying built a dashboard by starting from an existing. example. we see how simple it is to add one more yiew ol‘

the data which is being, collected. .r-ditionally. after adding measurements for failed and successful logins. we

can see how easy it is to start collecting new data. Together. these two simple skills can greatly increase our

ability to understand how our applications are beltaying.
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~/ Post-deployment smoke tests and checks to catch regressionsand configuration mistakes
/ Monitor security errors and attacks in application monitoring
V Run Game Days/Red Team exercises to exercise security

incident response
/ Consider using RASP, advanced WAFs or other runtimedefense solutions to add visibility and runtime protection forlegacy apps (especially Java and .NET)

' iDEVS‘lG' 1 Secure DevOps 8: Cloud Application Security 144
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CO I‘ R dmap iiii
u 88 08. ' Secure Infrastructure as Code

. _ . - Puppet Drill Down
' SBCUOH 1 IntFOClUCUOIl l0 - Lab #23: Manage Configuration with Puppet

SECUI‘E’ DEVOPS '- Securing CM and CD Pipelines
' Containers and Container Security- Section 2: Moving; to

_ ' Securing Decker
PI OdUCUOH * Lab #12: Audit Docker‘s Security

- Section 3: Moving to the ' ”Dr‘imringan‘i Metrics
* Lab #23: Monitor with DashboardsCloud ._ _, _. .. ..

- SBCtH 4: ClOUCl Application * Lab #14: Protecting Secrets with Vault
. ' Com liance as Code1 P

secunty (Part ) ' Lab #15: Audit with OpenSCAP
- Section 5: Cloud Application - Going Forward

Security (Part 2) ' Quick Wins and Long-Term Gains

{I -3_ .-DEV540-l Secure DevOps 3i Cioud Appiication Security I45
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Every system has secrets that need to be kept safe:
* OS and application passwords
* SSH keys
- TLS certificates/keys
- GPG keys
- API tokens
- Database credentials
- Sensitive runtime variables...

Automated Configuration Management and tooling in CD requires
secrets to make changes

DEVS4Q 1 Secure DevOps 3: Ctoud Application Security Hi5 -

Every system has secrets: the credentials used to set up and configure and access the infrastructure. application
services and the application itself‘. Automated tooling in Cit-"CD. automated configuration management tools.
containers... all require secrets to access services or make changes.

As organizations automate provisioning. configuration management. deployment and release activitics.
implementing more tools and cloud services which require privileged access and credentials. the problems of
how to manage secrets sal‘ely are becoming more important. It is too easy for people to make na'I'vc mistakes and
expose their organizations to serious risks.
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Many engineers naturally think of keeping secrets in code as they
try to automate builds or operations work
Storing secrets in code is a common anti—pattern
' This means that secrets are readable by anyone with access to the

code repo
- Repo version history ensures that even if you remove a secret from

the code. it can still be found
- In a distributed VCS like Git. everybody has a copy of the repo

(including on their laptops) — you can’t track who has it
- You must redeploy code every time that you rotate a secret

{DEVS‘IG I Secure DestOps 8; Cloud Application S-ecurity I4?

Secrets have to he kept secret. Kept out ot‘plain-test configuration tiles. scripts. code. command-line
variables... They need to be tracked and managed in an auditable and traceable way and easily rotated in the
event oi‘con’iprmnise (or to reduce the chance ol‘compromise).

A common anti-pattern For managing secrets is to store passwords. keys and other credentiais in code. and check
them into the source repository.

This effectively gives the secrets away to anyone who has access to the code repository. And il‘ the code is kept
in a public repo. for example in (.iitl lob. this could mean anyone. anywhere...

Even if passwords are stored in an encrypted form in a private source registry. keeping secrets in code means
that you have to deploy new code any time that you want to change or rotate secrets.

(*3) 201? Jim Bird and Ben Allen 14?
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It is too easy for someone to accidentally upload code with secrets
to a public Gitl—lub repo — especially if your team is contributing
back to Open Source projects

- Contributing code such as Slackbot examples containing private
Slack API tokens by accident, allowing account takeovers

- Uber was attacked using a database key which was accidentally
uploaded to a public repo

Find secrets and sensitive data before attackers do!
- Regularly scan GitHub to check for sensitive information in public

repos using: GitRob or Truffle Hog

DEV-540 | Secure DeyOps 3: Cloud Application Security. Visa _

There liaye been high-profile problems with people accidentally storing secrets in public repos on GitHub

“Accidental API Key Exposure is a Major Ii’roblei'n“ https:iii-"Tosspenmancums-"ripi-kcy-exposure

http:_.-"'..-"arstechnica.com..="securityi-‘EU 13H)l.Fpsa-dont—uploi-id—yoi.tr-important—passwords-to-gitliubi‘

This includes people accidentally uploading Slackbot Al)! tokens with example code: information that could be
used to compromise Slack sessions. http:.s".-"www.int‘oworld.com.-"articlot-"306435fit-"securityihow-you~might—he-
leaking-your-secrets—onto—githubhtml

Uber is one ol'the most high—profile examples. Someone at Uber accidentally uploaded code containing a
database key which was used to compromise information in U bcr‘s driyer database
littp:.i".-"'arstechnica.com..-’securityi’EU l Still-"in-ma_ior-goof—ubermstored-sensitiyc—database-key-on-public—github-
pagef

See also: “Users Scramble as (iitl-lub Search l'isposes Passwords. Security Details“
littp:.-"'.-"'u-' w w .webmon kcyucom.-"’3(l l 3ft}1..-"users—scramble-as—github—search-expi;ises—passwords-security—details.-"'

It is relatiyely easy for attackers to find sensitiyc in lormation using (jitl lub‘s code search features.
http:.-".:"'n-*u-'w.securityweek.comi“githuh—seareh—makes—easy-discrn-cry—encryption-keys—passwords-sourcc—code

You hose to find this data before attackers do. Use one of the following tools

GitRoh (https:i’i’github.comi’michenrikscni’gitrob)

('iitRob is an Open Source tool that you can use to scan (.iitHub repos tor files containing scnsitiye in lormation [1
will catalog all repos related to an organization and scan for a list ol‘ different kinds of tiles that could be
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dangerous. II will also identify infennnlinn such as [P addresses. domains. tokens and email addresses in eerie
To review the speeifie signalures that (iilReh eheeks. see:
11 tl.ps:..-’}-"gi 1h uh. eem.-"'in i ehenri ksem’gi lrnbi’bl nbr’rnnslerfi'si gnai ures .j sen
For mere infernmlien [him lhe nulhur:

' liltpLs’Ze’iniehenriksen.emnfhlngrgiIr'nh-pul1ing—ihesepen-snuree-in-esinl.-"'
' liltp:..-"}-"'niieiienriksen.emnfh]mgr-"new-rersiLin—ef—gitreh-is-eufi

'l"ruffleHng (httpsfllgithuh.enm!dsa448”truffle-Hug)
’I'rufifle Hug Lines deep searching efGilHub repns In find higli-enlmpy strings. 11 seurehes lhe entire emninit
hislnry (if each branch.
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Look for secrets in code reviews
Scan for secrets in code as part of commit checks...
' Custom grep searches
* FindSecurityBugs plugin...
or. better...
Prevent secrets from being committed to code repos using pre-
commit hooks or plugins — easy to do with Git using these tools:
- git—secrets
' Talisman
- Git Hound

DEvs4o I Secure DevOps & Cloud Appiication' Security :59

To present people from clteckiug secrets into the code repository. you will need to ensure that reyiewers look
for secrets in code reyiews.

There are also static checking tools that can help with this. For example. FindBugs and especially
FindSecurityBugs haye built—in checking for hard coded passt-yords and keys.

https:..-"'..-"'www.ysotiterscomi-TO l 5..-"'(}7..-"U l .-""extendirig-tindbugs-to-dctect—hard~coded—passwords.-’

h it p s : ww w . y so it e rs . co Int-"2 {} l 5 it) 8 ft] 6.:"de t ect i on - o f- h a rd - c oded - p a s sword s- improyedf

()r you can write custom grep searches for secrets in source code.

There are also tools to prey-cut engineers from checking code in that contains secrets:

git-secrets thttps:file-”github.com.t"awslabs..-"git—secretst’blobr’tnaster.-"'R EN)ME.rst) is a tool that allows you to present
secrets from being committed to Git repositories.

Talisman. from 'l‘houghtWorks thttpstr.-"'githuh.com.-"'tl"tot.tglitworks.-’talisman}. A tool is to yalidate code changes
that are to be pushed out olia local Git repository on a deyeloper's workstt-ttion. By hooking into the pre—push
hook proyided by (lit. it yalidatcs the outgoing changcsct tor things that look suspicious — such as potential SSH
keys- authorization tokens. priyate keys. etc.

Git Hound thttps:..-"..-"githuo.coini-'e'x.ekg_.-"git-hound} is a Git plugin that presents scnsitiye data from heing
committed to (jitHuh. .11 looks for matches to regular expressions specified in a con‘lig tile and can stop the
commit from proceeding. [1 can “snifi‘changes since last commit and pass to git-commit when clean“

http:..-"r"w'ww. intoworld.com.-"'articlot-'3 l 5SUUL‘ri-isecurity..-"git—hound-tru title—hog-root-out—github—leakshtml
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Biackbox

Hiera-Eyarni

Encrypted Data Bags

Chef

Cheault

Ansible Ansible Vault

Store secrets in encrypted form in version control repo. created by
StackExchange
Originally designed to support Puppet but can be used in other ways

Asymmetric encryption of data in Puppet's Hiera backend store

Data store for Chef (key value pairs) — data can be encrypted using
RSA asymmetric keypairs

OSS tool originally deveioped by Nordstrom. contributed to Chef -
makes it easy to encrypt data bags using the public keys of a list of
chef nodes

Feature in Ansible to encrypt sensitive data which can be distributed
or checked in to source control

DEV54O | Secure DeyOps 8: Cloud Appiication Security iSI

Managing infrastructure through code using tools like Puppet or C‘het'doesn‘t make the problem of" managing
secrets go away. In litct. it adds to the problem. You still need to protect the secrets used by these tools. as well
as protecting the key used to protect the secrets (creating a ”bootstrapping problem").

Handling Secrets in Puppet

A good oyeryiew ol‘ secrets t'nanagement with Puppet can he l‘ound here; https:t".-"puppet.cot’ni’hlog..-"'using-noden
side—secrets—puppet

You must not store passwords in Puppet martitests -— otherwise. anyone with read access to the repo where you
hold the manifest code will be able to read the passwords.

One way to get around this is by storing passwords in Hiera {a hackend keytyaltte store tor Puppct configuration
data}. Howeycr. the data for Hiera has to he stored somewhere —- another repo. A tool called hiera—eyaml
t:https:.t'.-"githi.tbcont-”loinPoultortiltieraseyatnl) proyides asymmetric encryption o t' data in lliera. This means that
the public key can he giyen to deyelopers who need to set secrets. but only the Puppet Masteri-‘Seryer can read
them.

As Ralitl Raepecki explains. this makes the Puppet Master into a keymaster:

.. it literally holds the keys to the (metaphorical) kingdom. This would he line for a machine
dedicated as that. but as it is. cyery administrator ot‘the Puppet master can now surreptitiously copy the
priyate key and then pcrttsc the secrets from source control at their leisure. unhekntnynst to anyone.
Ditto for an attacker who would somehow con’tpromise the machine. only il‘just once. andjust for a
moment.“
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Another problem is that this approach only works it‘ Puppet is the only tool that needs to access and work with
secrets.

Rzepecki recommends instead that each node obtains secrets as they need them. from a hack-end secrets server.
This can be done for esample using Summon {_ ltltpzr".-'"cori__i urine. githuh.io..-"stntnon,-"}. an open source command—
line tool which retrieves passwords from different secrets servers {including Conjur, which open sourced the
Sunnnon tool).

SSH key issues with Puppet

htlps:..-'".-"www.phase?technology.coin!"the-art-of-ssh-l<ey-tnanagententrtt-'ith-ptippet..="

httpsz..-".--"ask.puppct.conv’onestiona-"4?tv"securcly-storing-passwordsvand—keys..-"
http:..-"..-’"staekoverl'low.co:nr"questions"l I 1 T I 472;"handliiig-sensitit.--e—in tbrrnationswi th-puppet
h ttps :ntgroups.google.coint'"lioruinft-"v‘ ! topict’puppet- usersfuC3 __ U oqeQ

BlackBos (https:Hgithuh.comiStaekEsehangct’blackbos)
RlaekI-tlox allows you to store secrets and credentials in a version management system {(iit, Mercuriali svn.
perforce) in encrypted l‘orin. Does not require retrieval ol‘secrels hy Puppet or other software. only decryption
prior to deployment.

“The BlackBox project”. 'l'ont LitnoncellL http:.-"'..-"www.slideshare.netr'""l"oInLiInoncelli..-"the-hlackhos-project-stae

Chef Vault (https:a’github.eomfcheft’chef-vault}
Open source tool to “encrypt a (‘het‘ Data Bag Item using the public keys ot"a list otchel" nodes- This allows
only these che'l' nodes to decrypt the encrypted values.” Chef Vault was originally developed as an open source
project by NordstronL and transferred to ("heliin 3015.
https:,-",-""docs.cltefiiofcltct’_vault.htinl

https:.-".-""www.cheliior"blog.:-"20 1 6.3012 ] ficheli—vault—whal—is—it~and-what-can-it—do—l‘or—youi"
htlpsti’t’github.eo:n.t"ehellcookbooksi-"cltef-vt-tult

Using llashieorp Vault with Chef: https:.-'"..-""www.hashicorp.cont.-="blog..="using—hashicorp-vault-with-ehetihtn’tl

Ansihle lVault (http:HdocsansihIe.comt’ansiblefplaybouks_vault.html)
Feature in Ansihle (1.5) for keeping sensitive data such as passwords or keys in encrypted tiles the vault tiles
can then be distributed or placed in source control.

“Working with Ansil‘ile-vattlt" htlpsafl-"gist.githubcoIH-"Irislanlishen'"e5t-t3t]o144ao37de739e7
httpss-"i-"dantehranian.wordpress.cont..="20 l 5.-'"U7524:"1nattaging—secrets-with-ansible-vault—tl‘te—inissing— guidenpart— l -
o ti— 2.."

https:..-""..-"dantehranian.wordpress.cont-Qt] l 5.s'"{}7..="24:"I'nanaging-secrets-withmansible—vaull-the—Inissing~guide~part-2-
o l"— 3
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Secrets Servers or Secret Keepers securely store, manage and
distribute secrets to users, tools, and servers

- Encrypted storage of credentials keys etc.
- API and CL] access for tools like Chef, Docker, and Puppet and for

applications
* Secrets management: functions to enroll, revoke, rotate
- Auditing of setup and changes to secrets, and use of secrets
- Authentication and access control filtering

DE‘ta'Sfto l Secure 039m 8: Cloud Appiicatien' Security 153

l-low to cheese a Secret Keeper:
'- Platlorrn support: there are several secrets management solutions which are only available on AWS.
' AP] support — how open and accessible is the service to other tools and applications?
' Enterprise support: clustering, HA, reporting capabilities -- it‘ your apps and other services are going to rely

on this service For secrets- it has to be reliable
- Secrets management capabilities: enrollment, revocation, rotation all need to he supported
' Strength of security how well protected are the keys and passwords. and how confident are you that the

solution is itself secure and sat‘e‘.’ Do a careful threat assessment ofthe solution first
' Support: how active is the community {USS} or how effective is the support offering from the vendor"?

David Somert‘ield‘s presentation at (JWASP AppSec USA 2015. on approaches to managing secrets:
"'l'ortles all the way din-vii: Storing Secrets in the {'loud and in the Data Center“
https :i..-"'wu-'w . yout uhc . comrwatc h'i’v—(J L}- Sv v 2 ma M Y [8: teat urc=you t u .he

For an excellent overview of available secret managers, see:
https:,-"'..-"gist,githuboom-"nutst-'t_.-"hh4t}at’ic?243 l tflhtfi l ZUoESt‘cSaefi [‘3 cd
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l-lashicorp 055 w and enterprise version. designed to be highly extensible
Probably the most stable and mature of these offerings. and the most popular

Vault Supports multiple back ends (including AWS) and data stores
Enterprise version includes an admin interface, status dashboard, a well-defined workfiow
for initialization and unseat, and HSM integration

Keywhiz Square 053 — provides access through REST AF! or FUSE filesystern

Sneaker AWS only. store secrets on 53 using Amazon KMS

Confidant From Lyft — for AWS. stores secrets in DynamoDB

Knflx Pinterest OSS designed to be easy for developers to use and simple to rotate secrets

bev54o__| Secure DevOps & Cloud ApplicationSecurity .54

There is a choice of open source Secrets Servers available. including:

Vault from Hashicorp (https:ttwwwmau“projection

Vault is a secrets server written in (iolang. by l-lashicorp. the company behind popular open source tools such as
Vagrant and Consul. It provides central storage and management of secrets. with HA capability. Secrets are
safely stored: all data is encrypted using Alibi—{it"M—Zfib. including the master key used to encrypt the data. The
master key is split using Shamir's Secret Sharing {xhttps:.»"'..-"en.wikipedia.org.-"'wiki.-"Shamir*s __Secret __Sharing_]._ At
least 3 keys (configurable) are required to unseal the vault. Access to the vault is through TLS 1.2. Vault has
undergone extensive 3"” party security reviews.

Every secret in Vault has a lease ta validity term). which i'nust be renewed periodically through the AP]. There
are also API functions to revoke and rotate secrets. Vault also provides “dynamic secrets": temporary
credentials which are created on the tly and automatically expired..-’"deleted. For example. any application that
requires SQL database access can autonuitically generate a user with a temporary password which will
automatically be deleted.

Vault is probably the most stable and mature ol‘the open source secret keepers.

https:.-".-"hashicorp.com.-"blogtvault.html

h ttps : vi ww .codementor. iot'devop s.-"tutt.iri al.-"'how-to- i nstal l—v ault —hash ico rp—sec u re-deployment—sec rcl s

Keywhiz from Square (httpsflfsquaregithub.iotkeywhiat)

Keywhia is another open source secrets manager. from Square based on technology that Square uses internally.
It provides access to secrets through a RESTt‘u] Alll or through a FL'SE lilesystem. using mutually authenticated
TLS {m’l‘LS}. Keywhiz handles complex environments where different systems need different secrets deployed.
As oflanuary 201s. Keywhiz is still in alpha testing.
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Sneaker {httpsflgithuh.cnmfcndahalefsnenker)

Sneaker is :1 Incl fer securely slering secrets en S3 using Amexen Key Management System {KMS}. Secrets are
stered en 33* encrypted with AES-ZSG-GCM 3nd single—Lise KMS-gencmtcd dale keys.

Confident (hItps:Hgithub.ccnn’lyftfennfidant)

An epen seurcc lee! f‘rem Lyli I'cr A WS users which stores secrets in encrypted fnrm in DynameDB.
litlps:.-".r’eng.lyl'l .cel'nf'ennmmcing-cen tident—en—npen—seurcc-secret-management—sewice-frem-lyt‘t- l e2561b623t13

Knee: (littpsflgithuILmInfpinterestfknns)

Open seurce secrets keeper [rem Pinlcrcsl in (in [0c sourced May 201(1). Designed In be simple {er
developers In L15E.ilI]Ll tn make it easy In retete keys.
ht [psi .-"..-"en gi necri n g . pinteresl .cems’blegs’cpen-scurcing—knes-scc rel-kcy- munsgement—sery ice
litips:_.-'_.-"gitlmb.cnmr’pinteresti’kIiess’wiki
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Managed Amazon service to create and control encryption keys
Amazon KMS Uses HSMs to encrypt keys

integrates with CloudTrail to audit key management and usage

Expensive enterprise secrets management solution. also provides ssh management
functions
Highly Scalable and distributed
Secrets ManagementVault is Part of a larger “Trust Management Piatform”

Coniur

Thycotic Centralized secure password manager

Password Simple secrets manageridatabase. not scalable
Manager Pro More suitable for storing individual credentials

HOB/540 | Secure DevOps 8: Cloud Application Security :56

Amazon KMS thttps:fit-lasvs.amazon.com.-"'kn‘iss") is a managed service from Amazon that allows you to create and
manage (create. import. rotate and revoke) encryption keys Jfor other services and for your application. It uses
Hardware Security Modules {llSMs} to encrypt keys. KMS integrates with other AWE services and supports
auditing through AWS Cloud’l"rai1. Includes a SDK for application developers.

(.‘onjur thttps:..-"'..-’wn-'n-'.conjur.net.-"'} is an expensive enterprise secrets server that also pros-ides ssh management
functions. Conjur's Secrets Management Vault is part of its larger “Trust Management Platliorm“

Thycotie {http:.«'_.-"thycotic.com.-"prmlacts-"secret-servei'.-"'] is a centralized secure password manager

Password Mam-tger Pro thttps:_.-"..-"'s-vs-vw.nianageengine.eomr‘produetstpasswordmanagerprot_} is a simpler password
management solution that is good for API access from a fixed number ol‘ instances- but does not scale easily
[every client must be manually configuredl
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Preparing Vault for use requires some setup work:
- Configure storage backend, TLS certificates, telemetry
' Launch and Initialize Vault — Securely distribute unseal keys
' Unseal the Vault — Requires a quorum of unseal keys
- Enable authentication backend(s) — Create users if needed
- Define access control policies
- Generate & distribute initial tokens

- Revoke root token — Regenerate via quorum of unseal keys

DEV54O | Seoure DevOps 8: Cloud Application Security t5?

Setting up vault to provide a secure service where secrets can be stored takes care.

The initial configuration of Vault covers only the items necessary to access the service over the network. to store
the secrets data properly. to monitor the service. and to define default behaviors. Additional secrets haekends
can be added to the configuration later. if needed. For the lab. the “file" back—end is used for simplicity sake.
Other options include etcd. consul. inmem. s3. azure. zookeeper. and several database engines.

Once Vault is configured and running. it needs to he initialized and unsealed. The initialization process creates
an initial root token and a set of unseal keys using Shamiris Secret Sharing algorithn‘l to split the keys in a
manner which requires a quorum to uns-‘al the vault. For example. you may choose to initialize the vault with
It} key shares and require 3 to unseal the vault. Should the tault service stop. 3 of the it} people with key shares
will need to collaborate to restore the service. This makes vault resistant to automating the service restart; this is
by design. and helps protect the data inside the vault. Even the openmsource version o li Vault supports high—
availabilityconfigurations to help reduce the likelihood of needing a service restart unexpectedly.

Alter the Vault is unsealed. authentication backends can be configured. While this may seem out—oli—order. it
allows the configuration for autl'ientication services to be stored securely inside the vault. rather than being kept
in a configuration file outside the vault. All Vault authentication hackends operate by validating an asserted
identity and then generating a token which is then used to access the vault service. By defitult. only the ‘tokctf
authentication hack-end is enabled.

In addition to authentication. Vault has a robust autl‘ioriaation engine as well. filter the vault is unsealed. access
control policies should be created to limit the scope of access that users‘ tokens have. The built-in “root" access
policy gives any processtuser with the root token the ability to do tmlrtluag in vault. Naturally. access to the root
token should be carefully controlled.
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Having access central pelicies in place. we can nma generate initial lnkens in use in ear applications. In many
cases this is net strictly required as a user crr prcrcess can authenticate using another authenticatien back—end
and get an access taken an—the—l‘ly.

At this paint. the vault emirannient is ready her use. Because el‘ the inherent risks ntikeeping a met taken active
in the systeint the recommended practice is In res-eke the initial rent taken once the centiguratinn tasks abere
have been cempleted. Should a rant token be needed in the future it can be regenerated by a L'|L1{JI'U]I'J cdi unseal
key helders.

ht t pszrfl’www. van ltpraj ecl . inr'dncs.-"'cnncepts..="i ndes .hnnl

https:..="..-"en.wikipediaflrgs’wiki.-"Shamir*?-’}:27s _Secret Sharing
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For our lab environment, Vault is configured with:
* Secrets stored in the “file” back—end
' Authentication via the “token” back—end, only
- TLS configured, and telemetry using statsd
- ZOO-day leases on tokens (not recommended)
- 5 unseal key shares, 2 required for quorum (set at initialization)
- Policies for Jenkins, Bricks, and the student user
- Keys created for Jenkins, Bricks, and Student

DEV540-l Secure {DevOps 3: Cloud Application Security I59

Here‘s the configuration liar vault used in our lab VM:

baekend "tile” 1

hat h — ”..-""v a u l [Eli 1e "

listener ”iep" i

address —- ”0.0.0.0:3300"

tls eert__tilc =— ”.x’v-‘aali..-"euni'ig.-"t-*aiiltsansappseeorgeri"

tls key__iile -‘- ”..-"'t-'auIii-“eonl'igr’i-ault.sansi-ippsee.orgkey"
The Jenkins vault plugin only supports 'i'LS 1.0 :-{

ils niin version — "tlslti"
l'
i

telemetry i

statsd address — ”graphite.sansi-ippseeerga’ I 25"
disable hostnaine = false

cluster__natne —‘ ”sansappsee"

deliiult_lease it] 1 ”480011"
daysinas lease__tll '—"F)otit)h"

The long token leases are needed to ensure that the token will be valid for the expected lil‘etitne olithe lab \-"M.
Key shares are set when the vault is initialized. Policies and keys were set ailer the vault was unseaied.
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Estimated Time: I5 Minutes

Use vault to store the database password for the Bricks application.

OBjECTIVES PREPARATiON

Use “git grep” to lind secrets in the Have your VM running and Bricks
Bricks code. deployed
Incorporate vault support into
Bricks application and confirm
usage

999540] Secure DeirOps 8i Goad-Application Security in?
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In this lab, you
Used git grep to search for passwords in the Bricks application
Used GitLab’s merge request capability to review code
Modified Bricks to use Vault to gather the database password
Used the Vault command line to confirm that Bricks is using
vault

- DEVS40 I Secure DevOps 8; Cioud Application Security m
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V Watch out for engineers taking shortcuts in managing secrets
* Don’t allow secrets in source repos or plain-text files or runtirne variables

J Use a secret keeper/vault to safely store and distribute secrets —
access it through APIs

V” Plan to expire and rotate secrets ~— do this using your CD pipeline
to make sure that the change is automated, audited, and
traceable

DEV540 [Secure Den-'09:; 8: Cloud Application Security 162
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' Secure Infrastructure as Code
_ , * Poppet Drill Down- _ on 1: 1‘SEC“ Int OdLlCtIOH t0 - Lab #2.!: Manage Configuration with Puopet

Secure DEVOPS « Securing CM and co Pipelines
' Section 2: Moving to ' Containers and Criminal“ SecurityP d _ - Securing Docker

f0 ”C(10)? *- Lab #22: Audit Docker‘s Security
In SBCtl’] 3: MOVll’lg t0 the - Monitoring and Metrics

' Lab #23: Monitor with DashboardsCloud
* Managing Secrets in CD

' Section 4: ClOUd Application ' Lab #14: Protecting Secrets with Vault

Security (Part 1) - -
' Lab #25: Audit Witl‘l OpenSCAP

' Section 5: Cloud Application - Going Forward
Security (Part 2) * Quick Wins and Long-Term Gains
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What do you need to prove to an auditor?
- Awareness and understanding of risks (operational, technical, security,

privacy, legal) and that they are being managed effectively -—- at all levels
- Demonstrate Change Control approvals
-+ Testing and reviews are always done consistently
- Separation of duties is enforced
' Vulnerabilities are managed responsibly
- Corrective actions: failure of controls are understood and fixed
- Traceability of all steps

We will look at how to do all of this using automated tooling and
CI/CD workflows

I'DEV540 l Secure-DevOps 8: Cloud Application Security ”ital i

“Con'ipliance as Code“ is an approach popularized by Justin Arbuckle at Chef, vvhere compliance policies are
documented and enforced automatically through code:

* Controls and policies are agreed to and defined in configuration management code like Chefcookbooks or
Puppet manifests using standard benchmarks like (.718 where available

' Reviews and automated tests ensure that policies are coded correctly
' All changes are made through the automated CD pipeline transparent and consistent
' Online detective change controlfdrift analysis alerts vvhen policies are being violated
* All ofthese activities are logged for assurance purposes

Ton-*ards Compliance as Code
https:.-"..-"daoneconv’articlesr’towards-compliance-code
https:..-"..-"u-'vvvv,chef. ior'blogflt} I 5..-'{}5..-"l l.-"'tawards-compliance-as-code—a-real-world—esamplc.-"'
http:..«"'..-"'dcvops.com.-"'2{} 14 l l.-"U4.-"'automating—avvay-rcgulatory-compl ianceemytl’i..-’

Successfully Establishing and Representing Dev-Ops in an Audit, James Deluccia, Hots-Con

h t t ps: v-‘Ev vv vv . y o u t a he _ c o ] iii-"w a tc h '3 v —— l“ ijC U ,l Db h c

Splitting the Check on Compliance and Security: Keeping Developers and Auditors Happy in the Cloud. Jason
Chen. Nettlis, AWE; re:lnvent, October 2015 https:..-".-"was-w.jr'outube.com..-"'vvatch‘?v—lotJtLKclv 1 BY

Keeping the Auditor Away: Dev-Ops Audit Compliance Case Studies: (iene Kim and James Deluccia

http:..-"'..-"tvvs-'w.slideshare.net-lieulgenekitit-"'keeping-the-auditoram-ay

Preparing fora SOCZ'. Audit vvith Dev-Ups in Mind, Brian llenerey, DevOpsDays Chicago 2014

https : eu-w . yout ube ,coin.-"u-*atcli‘,’ v ——-( itiQ‘ll’lTj cN W qg
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Process framework for secure Continuous Deployment and
operations
- Understand risks and define control program upfront
- Covers application and infrastructure changes
- Leverages CD workilow steps and tools
- Traceability is provided through electronic tickets and version

control, and built-in activity logs
- Relies on highly—disciplined and consistent engineering practices
' Controls/evidence provided must be audited periodically

DEV540 | Secure {)evOpssz Cieud Application Security ms

The DevOps Audit. Defense Toolkit thttp:..-"',-"'itrevolulion.comi'dcvops—andwiiuditors-titesdevops-audit—dcfense—
toolkit.-’) is a free community-built resource demonstrating how compliance controls and checks can be
automated and built into DevOps work flows. It was written by experts in IT compliance and Dev-Ops and
implements current best practice in Agile and (‘ontinuous Dclivery.-"Continuous Deployment. The principal
authors are James DeLuccia IV. .lefffiallimore, Gene Kim and Byron Miller.

The 'l"oolkit tollows a case study iormat fora fictional organizationi outlining a highly—disciplined set of
practices and workflows for managing and deploying changes to code and infrastructure. It builds on
Continuous Delivery and Continuous Deployment. Infrastructure as Coder secure Dev-Ops practices and
examples from Dev-Ups organixations working in regulated environments.

The control environment is based on a consistent set of development and operations practices automated as
much as possible. You will need to periodically audit to ensure that these practices are being followed. it
leverages Continuous lntegration..-"'[_)clivery..-"'Dcployment automation to ensure consistency and provide an audit
trail of changes.

You can participate in the conversation and contribute back to the Toolkit at
httpssit-“plus.google.convcommunitiesi’ | 033 3669630429503474
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- Define policies up—front # based on risk profile of the system
- Changes to policies must be approved by the CAB
- Burn the policies into code (steps in the CD pipeline)

- Security and privacy requirements written up as automated tests
with mandated automated test. coverage

- Configuration hardening in infrastructure playbooks/ recipes
* Code review checks in SAST rules (e.g.. OWASP Top 10)
- Gates in CI/CD workllows _ with pass/fail thresholds

- Automatically and continuously check that policies are enforced

- Teams should have flexibility in choosing tools as long as
policygoals are met

DE'YS‘li) I Secure DevOps 8: Cloud Application Security I I66-

Policies need to be defined by management. compliance- development. ops. the PMO and lnl‘oScc working

together. Management needs to be con tident that. operational and technical and security risks and compliance

and governance reporting requirements will be satisfied with the appropriate checks in ("ill-"'(ID.

Any changes to policies. rules or the worktlow definition should be reviewed and approved. for example in a

("AB meeting.

These policies are then implemented in code:

- Chet‘cookbooks or Puppet manit‘ests which follow hardening guidelines or standards such as (‘18

- Automated checks in the CD pipeline. This can include: ensuring that code reviews are done pre-commit.

SAST and DAST scans t with minimum bars which will fail the build). automated tests with test coverage

requirements. supply chain verification (checking dependencies for vulnerable components). automated

attacks using Gauntlt or similar tools

' Automated assertsi’checks in test. staging. and production following the model ot‘Nettlis‘s Security

Monkey...

' Automated deployment - runhooks and checklists scripted or coded and executed consistently

' Continuous automated detective change controlr'dril‘t analysis to alert on deviations from baseline
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How do you enforce change control when developers are pushing
changes out directly in Continuous Deployment?
- “Conditions of Satisfaction" are defined up front for each change with the

Product Owner, and must be met before it can be closed
- Tests are written to prove that. these conditions are met.
- Peer reviews check that each change meets these conditions
- When the change is “done", it has been accepted — ready to go to production
- Most changes are small and incremental — minimal risk, can be treated as

standard/routine changes (do not require CAB review)
- Data/database changes and larger upgrades need more planning and

reviews, but should leverage the same worktlow/controls and tools

I DEV-548 I Secure DevOps 3: Cloud Application' Security is?

A challenge with Continuous Deployment —-- developers pushing changes directly to production — is how to
enforce change control and change management approvals.

1n Agile and Dev-“Ops environments, change control and approval is done in phase on each change as part ofthe
team‘s development workflovv. rather than waiting until the end ofthe project. Before stories can be added to a
Sprint backlog or changes are added to a Kanban board. they must have ”Conditions of Satisfaction" agreed to
( httpss-"i-iwww .mountai ngoatso t‘t ware. coin.-"'blog.-"clari fyi n gathevrelationship-between-deti n i tionvotldonesand-
conditions—of—sa). These are a set of concrete. testable conditions that must pass for the featurc..-"cluinger'[is to be
accepted by the team's Product Owner or Product Manager. Peer reviewers check to ensure that the conditions
are met. by looking at the code and the tests.

Once a change is “done" (coded. tested. reviewed. and demoed to the Product Owner}. this means that it has
been accepted and approved by management, and is ready to be deployed. Because most changes in Agile and
Dev-Ups are incrementai. they will be small and should be low risk. Therefore. they can be treated as routine or
standard changes that do not require separate review and approval by a CAB.

The Audit Defense Toolkit expects that developers will test their own work, and that acceptance testing is not
necessarily required as a separate step. In this model. all changes that pass through the automated testing
pipeline will be deployed directly to production in Continuous Deployment. l-lowever. additional reviews and
acceptance testing can be added before changes are deployed into production in Continuous Delivery.

Larger changes that require more planning and reviews should be broken down into incremental steps where
possible. and “launched dark". with the change or new feature disabled until an operational readiness review is
completed.
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Peer reviews are an important control in CD:
- Mandatory reviews support. Separation of Duties (chain of trust)
- Reviews are risk—focused (correctness, security, insider threats/fraud)

Every change is reviewed pre—commit
- Reviewers must be qualified (experienced, trained in secure coding)
- Consistent. code review guidelines (for understandability and safety)
- Reviewers should be selected at random (to prevent collusion)
' High—risk changes reviewed by SME
- Reviews should include code and tests
1- Reviews are recorded to provide evidence (using Git, Gerrit, etc)

DEVS4O if secure DevOp's 8: Ctoed Application Security FEB

The Audit Toolkit controis depend heavily on peer reviews, especially code reviews- Reviews are not only a
quality control and learning tool. Mandating that reviews are done. and selecting reviewers at random,
discourages insiders from making unauthorized changes or intentionaily introducing backdoors or malware.

Reviews need to be done for risk, not for style. Leverage lDE templates and EAST tools to ertforce consistent
code format and good coding practices. it is important to ensure that security considerations (checking for
defensive coding practices, ensuring that security libraries and features are being used properly, and watching
out for common security coding mistakes} are included in code reviews and code review checklists. Developers

- whether they are writing code or reviewing smnebody' elseis code — need training in secure coding.

High—risk code (security plumbing, code that deals with Pll.-"credit card data, public network-facing APls. etc.)
requires independent security review from a security specialist or at minimum a senior engineer (SME..-*"specialist
review), This code can be identified through quick code scanning (automatically checking for dangerous
functions like crypto calls, random number functions, etc.), DAST or EAST scans. manual code reviews, pen
testing, and by encouraging developers to ask fora specialist review whenever they feel it is required.

Evidence that reviews are done needs to be kept as part ofthc audit trail of every change this is easy if you are
using (.iit. or an automated code review tool like (icrrit, Crucible or Review Board.
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Configuration changes are made the same way as application code
changes

- Changes are made in code, reviewed pre—commit
* Checked in to repos under version control
- Highsrisk changes require SME review
* Static analysis/ lint. checks in (11/CD
- Auton'iated tests through rspec—puppet, Test. Kitchen, or Serverspec
- Deployed to test and staging in sequence, using automated pipeline

:DEV54O | Secure DevOps a Cloud Appiication Security m9

Changes to system configuration are made following the same t-s-'tirktltin-= and controls as application changcs.
using an automation tool like Puppet or Chef or Ansible and.-"or Dockcn plugged into the (.‘lx’C‘lJ pipeline. This
includes

' Prc—commit code rcyiews

' Static analysis checking

' Automated testing.

Changes to infrastructure are promoted through test cm-ironments to staging and finally to production as long as
all ofthe tests and checks pass.

This pros-ides yisibility into configuration. ensures consistency. and proy ides traccahility ofchanges.
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Every step is audited
- Traceability through tickets which capture requirement and

“Conditions of Satisfaction”
Track back to the original change request or bug report — from
check—in, to review, test, and deployment

- Take advantage of logs provided by tools (Git, ticket system, code
review tools, CDCD server, automated tests, scanning, ...)

- Logs need to be write protected and archived

DEV54O [' Secure DevOps 3: Cloud-Application Security 11m

All steps in the (T) pipeline are tiinestatnped and logged, li‘otn code check-in to testing and deployment.

Traceability is enforced through tickets in Jim or some other tracking system, Every change is tagged with the
ticket {code check—ins, code rcviews...]. This provides tracer-thilitv hack to the original request: who asked for
the change or fix, why, who approved it, who made the change and when and what tests were checked-in [or the
change when the change was tested and deployed.

All ot‘this takes advantage ot‘the logs wl'tich are automatically created by the tools involved. This means that
logs need to he write protected and archived.
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The Audit Toolkit helps to enforce/support Separation of Duties
I‘ Mandatory peer reviews of all changes to code and infrastructure

e reviewers are assigned randomly where possible
Developers are allowed in production to troubleshoot failures —
read—only access
All changes to production code or configuration are made
through the CD pipeline (roll forward or back)
Detective change control is used to catch unauthorized changes
Access restrictions enforced and regularly reviewed
Production access logs are reviewed regularly

_. DEV54O .| Secure DevOps 8: Cloud Application- Security ”I

The principle of Separation (or Segregation) of Duties is intended to reduce the chances of fraud and security
breaches by preventn unauthorized changes and minimizing the number of people who have access to
sensitive data. It dictates that no individual should have end-to-end control over a change to code or data.

In the Dev-Ops Audit Toolkit. a number oi‘conlrols enforce or support Separation of Duties:

Mandatory independent peer reviews ensure that no engineer {dev or ops} can make a change without
someone else being aware and approving it reviewers are assigned randomly to prevent collusion

Developers are granted read—only access to production systems to assist with troubleshooting. Any fixes
need to be made through the ("D pipeline {fixing iorward) or by automatically rolling changes back {again
through the {7D pipeline..-"'automated deployment processes} which are fully auditable and traceable

All changes made through the pipeline are transparent. published to dashboards. IRC. etc.

Production access logs are reviewed by l'l' {'lperat‘ions management weekly including correlation of
developer access and code deployments

Access credentials are reviewed regularly

Automated detective change control tools (cg. 'l"ripwirc. ()SSec. U pG uard} are used to check for
unauthorized changes
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* The DevOps Audit Defense Toolkit is a work in progress — use it
to build on, customize, and extend for your environment

- May be too heavyweight for some environments _ cherry pick
controls and workflows to start

' Assumes Continuous Deployment — can be modified for
Continuous Delivery

DEits40 [ Secure DBYQPS 8t. Cloud Apptication Security in

The Deyf}ps Audit Defense Toolkit describes how you can auton'iate many of your regulatory controls. By
automating these controls and checks as part ot‘the CD pipeline. you ensure consistency. and you also make sure
that all ot‘these checks are exercised continuously. This should increase your confidence in the quality of
compliance. [t is still a work in progress a base that you can build on. customize and extend.

The 'lioolkit‘s n-‘orkllows are detailed and extensive. and may be too heat-=yn-*eiglit for some ein-‘ironments - at
least to start. You may want to start by cherry-picking key controls.

()n the other hand. it also assumes a sell"-sert--'ice (.‘ontinuous Deployment approach. where. individual changes to
code or infrastructure are pushed to production as soon as the change passes through the automated checks and
n-‘orkllow. You may need to modit‘y this to support Continuous Delit-'ery. where changes are bundled up at the
end ofthe pipeline and later scheduled for deployment to production.

For more on the 'l"ooll<it. read “Defending Des-Ops" http:tilt-"n!ww.csoonline.corn-tarticle.-"23o.fi‘) l fit-"it—
audiii-"'detending-deyopshtml
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Challenges
Compliance mandates that. you perform regular vulnerability scanning
and penetration testing, and prove that you acted on the results
Rapid rate of change in DevOps makes scan/pen test results out of
date quickly
Short. CI/CD cycle times, long vulnerability scan times
Reporting formats are often difficult to ingest by tools, not
inunediately actionable
Automated vulnerability scanners lack knowledge about business
impact of various application components, features

DEVSéQl Secure DevOps '3; Cloud gratification-Security :73

Vulnerability management needs to be integrated into Dcps 1workflows and feedback loops:

Because of rapid changes in Des-Ops [especially I{"ontinuous Deployment emrironinems}, vulnerability scans
and remediation must be done much more often.

Vulnerability scans may need to be run out of band because scans can take a long time.

Findings from scans must be fed back into the team‘s backlog for prioritization and resolution. This is harder
than it should be, because results need to be taken out of reports, tie-duplicated, and false positives filtered
out before they can be added to the backlog.

We will look at some tools to help with managing this.
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Must be done for major changes and to meet compliance obligations
Get results into tickets, not reports
Treat major findings like a production incident
' Understand how to reproduce and fix the problem — fix it now, and fix it

right
'- Post mortem, 5 Whys. et_c.,
- Why didn’t we catch this/prevent this?
- Address root causets)
* Feedback into continuous improvement. Raise the bar for tests and reviews,

training, hiring...

DEV540 I Secure DevOps 3: Cloud Application Securtty I‘H

ln IL'ontinuous Delivery.-"'Deployment. changes are being made all the time and released to production frequently.
Penetration tests cannot be used to “certify" every release because often there is no idea of a “release“ at all. just a
continuous stream ofchanges and fixes to production.

Instead, penetration testing should be used as a risk assessment activity. to find holes and weaknesses in the
development and delivery and operations controls. The focus should not just be on what security vulnerabilities
are in the systern——but how they got there, and what needs to be changed or improved to prevent these problems
in the future.

Penetration testing isn‘t an effective control gate in Dcvt'Jps. especially in (.‘ontinuous Deployment. Tests are too
expensive. take too long, and the results will go stale too quickly. But it can help in assessing the team's {and
systems} security posture. Of course. you may still need to conduct pen testing in order to meet compliance
requirements ---for example. once a year or after any major changes as required by PCI DSS. Understand that in
Continuous Delivciy there may not be any major changes just a stream ofsmall incremental changes.

By the time that you do schedule a penetration test. the application may already be in production or will he almost
immediately—-—so you need to take penetration tests seriously and act on them immediately. Treat findings as
production issues. Swarn‘t and fix the important problems quickly. Then conduct a blameless post—mortein to
understand the root cause(sl ofthe problems. Use techniques like 5 Whys thttps:tI-"en.wikipedia.org.-"wikiffi Whys}
to try to understand where the weaknesses are in your training. design. coding. reviews. testing- packaging,
configuration. deployn’ient, and monitoring practices—~and what you need to do to get better as an organization.

Get the results back to developers- track them and get them fixed and the fixes in. A tool that can help with this is
Threadi’ix thttp:.-"'..-"threadtix.org). 'l"hreadr'ix tracks automated scan results {SA ST. DAST) as well as pen test
results. correlates findings. and can generate tickets in a bug tracking system {c.c. .liral for developers to work on.I

I._
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ThreadFix is an example of a tool that provides a central repository
of vulnerabilities

- Collects vulnerability data from different scanners, de—duplicates
and pushes to defect tracking systems/IDES

' Triage and prioritize vulnerabilities
- Can be integrated into Cl/CD pipelines
- Open Source and Enterprise editions—although. new features

are only being offered in the Enterprise edition as of version 2.4
(July 2016)

DEV54O | Secure Devcps 3: Cloud Application Security its

'l'hreadliis thttp:..-"'.-"'www.threadfts.orgs’l is a central repository ofvulnerabilities. wl‘tich aggregates and correlates
vulnerabilities from different scanners {EAST and DAST tools and scanning services such as WhiteHat Sentinel.
QualysGuard WAS and Veracodel. manual code reviews. and penetration test results.
https:..-"'..-"'github.conv"denimgroup-"'threadf1s..-"wiki.-"'Remote—Powiders

It uses l-lybrid Mapping to de—duplicate findings between different kinds of scanners (so that a vulnerability
found by multiple scanners including both DAS']" and SAS’I” will only be reported once). Dynamic scanners
supported include: Arachni. OWASP ZAP. Skipfish. and w3af. as well as et'n'nmercial scanners such as IBM
AppScan. HP Weblnspect. and Acunetis. Static analysis tools supported include: Brakcman. CATNE'I'.
Cppcheck. (Wang. Findbugs. PMD. and commercial scanners such as IBM AppScan Source and HP Fortity.

Thread Fix also pulls in t--'ulnerahility information from DWASP Dependency Check and Sonutype Nexus (.‘LM
for vulnerabilities in dependencies. https:..-"'.-"'github.comi’denimgroup.-"'threadfts.-"wiki..-"(‘omponent-Lifecycles
Mamigement-Tools

It provides a central dashboard view over the security state ofyour application portfolio. You can create
different views {by appliet-ition type. by team ownership. geography}- track vulnerability status and trends. And
you can set alert thresholds based on changes to the vulnerability profile of an application.

ThrcadFis pushes vulnerability details into bug tracking systems like .lira to fit developer workflows. and there
are [DE plugins which take data from 'l'hreadFis to pinpoint lines ofcode which have vulnerabilities.

https:,t-"'..-"'github.con’1..-"denimgroup.-"'thret-idiis.-"w'iki.-"Defectn’l'racker-(iuide

https:.-".--"github.comidenimgrtntp.-"threadtis..-’wiki.-"| DE—Plugins
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As nthluly 2016. new l‘eatures are uni}! being made its-’ailahle in the Enterprise Ediliun nli'l‘hreadlis ( l'rum
s-‘ersiun 2 .4 l‘urss-‘ardj

h ttps:.»"'.-"'gruups . gnngle .cens-"fernmfiil [up icr’threarlfi xr‘annew Yh l g

’l'hreadFis esnnses a REST API with at (.'LI and client libraries in Jan-'21.. Python and (:q 10 make it easy In
integrate into Flt-“CD pipelines.
https : .--g i th uh .cumfdeni ingruu pith read ii s.-"'w i k i..-'"l"h read Fis— R ES l"-l n tert‘ace

There is alsn a Jenkins Plugsiu ss-‘hich upluatls suppurted scan files from Jenkins tu threadl‘ia sen-er
https : M i ki .jen k i ns~ci .nrgs’rl i sp | ay-"J E N K [N SfTh read F i s+ P] ugin
hup:.-"}-"'ssrn-=w.Llenin'igrnupcnms’hlug,-"'Lleni1n__gruup:"2(] l 4:“0ts"autematinn-duminatinn—integratienhtml

ThreadFis Scan Agent: wraps dynamic scanners such as Burp Suite. ()WASP ZAP. [BM Appscan, HI’
Wehlnspect. ..) and can centre] and euerrlinate runs. and feed the results back In 'l'hrearlFis. This is unly
available in the Enterprise Etlitiun.

Open Suurce Cnmmunity Editinn
h i tps : figi 111 u b . cunn’den i in grit} u pith rea [1 ti a

Cummercial Enterprise liditiun
Includes authentication and autherizatiun euntrulsi prusy suppa and scan nrchestratinn
hltp:i".-"'ss-'ww.tlireadiisurgfpricinur’
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PCI DSS is a prescriptive and highly Specific regulatory framework
which can create challenges for DevOps teams
PCl strictly enforces production/development separation

- Separation of duties and restrictions on access to production systems
- Additional auditing requirements
- Separate push step — Continuous Delivery by Ops not Continuous

Deployment by Dev
Netflix and Etsy are examples of DevOps shops that are PCI
compliant
Many of these controls are described in the Audit Defense Toolkit

{DE-£540 | Secure DevOpséSt Ctoud Application Security In

PC! 085 at Netflis

Splitting the Check on Compliance and Security: Keeping Dex-telopers and Auditors llappy in the Cloud. Jason
Chan. Nettlis. AWS re:lnvent._ October 2015 https:.-"'..-*'"a-'ww.youtube.com..-"watch'.’v—lotltl__ K4v 1 BY

In this presentation. .lason Chan at Netilis maps llCl DSS [and BOX) requirements to Dev-Ups controls and
shows how disciplined (.‘ontinuous Delivery.-"'Deployment practices can meet compliance requirements. lle lays
out a few important points:

' A (.‘ontinuous Delit-'ery-'..-"Deploy-"ment pipeline can have — and may require —-- manual test and review steps as
part ofthe Cl} pipeline

' Engineers and auditors both need to kl'lthvi when did this code change‘.’ Who changed it and who tested it‘.’
Did the tests pass‘.’ Who deployed it —- and when‘? This kind oftraceability from check-in through code
review. testing and then to deployment comes as part o l' disciplined CD

* A microservices—lmsed architecture makes it easy to isolate critical services that manage sensitive data such
as token services and crypto proxies

- Automated deployment and continuous security visibility through tools like Security Monkey minimixe
(and audit) mistakes

* Build tools that help engineers. the security team and auditors!

Pei oss at Etsy
Etsy deploys to production 25-50 times a day. They built a new. segmented l’Cl-DSS compliant environntent for
their payment systems -- “‘we huilt a whole separate I'itsy. essentially"
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Segregation ol' duties doesn‘t mean people can‘t talk to each other. In fact. collaboration is an essential element
ot"et‘1‘ectis-'e risk management. So. es-ieryhody in the PCI enyironmcnt still follows DeyOps principles there’s
no physical separation of the teams. and Etsy haye hired more people into the yarious roles (dey. sysadmin. dba.
manager. networking) to facilitate collaboration;

* In the payments environment. they ”still hose to fiillow the rules: a developer still doesn't haye access to a
production database". but they‘ll haye DBAs working t-tlongside them who they can ask for help. and graphs
showing metrics from thc database;

* They use a similar deployment process in their PH enyiroumeut to their non—PC! em-‘ironment. but it
includes much more logging on who did what when. and they have separate roles for QA pusher and
production pusher:

' Developers can run most ot‘the test t‘rt-tmework in their [’Cl dcyelopment ens-'ironment. and they have access
to production logs yia Splunk in readsonly mode;

* The PC! team has a ticketing system that all changes have to go through. but they can push out a change
from dey to production in less than an hour ifneeessary with their normal. non~emergcney change
management process;

ltttp :..-"'.--"con t i n uousdel i very coin-“3.1 l 2.50 ?.-"'pc i —dss-and—cont i n uous~tieploymcnt—at-etsyi’
h ttp : is ww . e lo. conu’arti c lei-“2'3; ‘1}7titi3..-"de yeloper..-"c o nt i n u ous-deploy men tndone- inst: n iq ue—t‘ash ion+at~etsy-
com.html
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DevOps and Continuous Delivery (and maybe even Continuous
Deployment) can be followed in an [TIL environment
- ITIL Change Management and Release Management are focused on

implementation of large. high—risk projects
* l-leavyweight committee—based reviewnates (Change Advisory Board)
* Most changes in DevOps are small, incremental and launched dark =

standard and pre—approved changes in ITIL
- Turning on a feature may require CAB approval
* Release management. is standardized and automated in DevOps/CD
- INC Case Study — Shows how ITII. processes can be made leaner and

aligned with DevOps
.,[)EV540 | Secure DevOps '3; Cloud Application Security II?

ITIL is a well—defined. prescriptive standard for managing IT service delivery and operations. Dcps can he
aligned with ITIL Configuration Management. Change Management and Release Management controls.

As discussed in the DevOps Audit Defense Toolkit. governance policies which define standard and normal
changes and what apprtnals are required for each type ot‘change. must he defined upfront.

Mosl changes in ("D are small. incremental. and launched dark in multiple iterations. These changes could he
(and should be) treated as standard changes. which are pre-apprm'ed. But turning on a feature could he
considered a material change requiring CAB approval and coordination.

For more on change management considerations in IJevOps see: “Continuous Delivery and I'I'IL: Change
Management"
httP:.-"'.-"'eontinuousdclivery.com..-"'3{I I (Ir-"'1 I Icontinuous—del ivery—and—itiI-change—rnanagemcnt."

Case Study at National Broadband Network
https:.-".-"p uppet . comr’h log.-"'t-t—dep loymen t-pipel inc— I‘or— i n lirastruct urc
"III I.. vs Des-'Ops": hftp:.-'.-"'www.intoo.comr'newsflt}I5..-’{In..="itiI—vs—devops

“ING I'lilL and DevOps at War in the Enterprise"
h 11 ps : ..-"'..-"'ww w . yo u t u be . c o 1 n.:’wa te h ‘f' v=_d Dsd bk Std )e
http:.-".-"n-'t-r-'w.intint]cont-"news.-"2[I I 4..-"U(i.-"'ing—transtition-to-dcvops

”I'I'IL and DevODs can he Friends” http:.-"'.-"'devoPsenterprisc.io.--"'sessions..="'itil—and-devops-can—he-ii'iends.-'

“'IirusI Me: The Des-{)ps Movement tits Pericctly with ITEM" htip:..-"}-"'www.lheitsmreview.cmn.-’3{.II4.-"(}3..-”trust—
devops-nun-ament-t‘its-pcri‘eclly—itsm.-"

© 2017 Jim Bird and Ben Allen 179



_§:fo:i§-gf agony-tr. ._ ___ a i

CC l : inventory of Authorized and Unauthorized
Devices

management to create an inventory of authorized and
unauthorized devices

CCZ: Inventory of Authorized and Unauthorized USE automated deployment to maintain inventory 0f
Software authorized and unauthorized software

CC3: Secure Configurations for Hardware and USE hardened recipes!templates to secure
Software (on Servers) configurations for hardware and software

_ DEV540 l Secure DevOps 3: Cloud Application Security tau

The (.‘IS Controls for Effective Cyber Defense. aka “the Critical Controls" 1' hitps:..-"'..-"'www.cisecuritynorgtcritical-
controls?) are a set ofkey recommended practices for implementing a cyber security program. For more on the
Critical Controlsi how they were developed and how they are used, see: https:,-"'.-"'wvv'w.st-tnsergfcritical—sccurity-
controls

Research paper: “(.‘ontinuous Security: implementing the Critical Controls in a l)ev{)ps Environment" by
Alyssa Robinson. Explains how to implement The Center for Internet Security Critical Controls using
Continuous Delivery. based on version 5.0 ofthe Controls
https:..-".-"'vvww.sansorgircadirig-roorn..-"'whitepaperst’criticaL-"continuous—security-implemcnting—critical-controls~
devops—environnientr3 (1553
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CC4: Continuous Vulnerability Assessment and Continuous testing and CD patching for continuous
Remediation vulnerability assessment and remediation

Disciplined engineering practices for application
software security. including heavy use of automated
testing, static analysis and application scanning in the
CD pipeline

CSC6:Application Software Security

infrastructure as code to control use ofCSCIZ: Controlled Use of Administrative Privileges . . . . .administrative prnnleges

”HOWE—$40 | Secure DevOps 3: Cloud Appiitatiori Security Isl

This page intentionally left blank.
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- Open source language to write CUHW' "sshd-ll” d0
compliance checks that auditors can impact to
Ulidersmnd title ”Server: Set protocol version to SSHuZ”

' Works like Serverspec: test the desc ”Set the SSH protocol version to 2. Don't use
actual configuration against lesacr
expected results and report any insecure SSHul connections anymore.”
deviations tag security: "level-1”

' Each test includes severity or risk tag “openssh—seruer”
level, and description information to ref”Server Security Guide v.10" url: "http://...”
match against compliance checklist. degcribe sshd [unfig do
items or regulatory pohCIES its('Protocol') {should crnp 2 }

- Testing for Linux, Unix, Windows. and
AWS, Azure and VMWare end

DEVS40 [ Secure DEVOps-fi Cloud Appiicat'ioitSecurity £82

lnSpec thops-"'t'inspec.ior’} is an open source Ruby DSL for writing declaratiye compliance checks on
infrastructure configuration {lnSpec stands for “Infrastructure Specification“). lnSpec x-yorks similar to the
Serverspec acceptance testing framework (it was originally a fork ofSery'erspec}: lnSpec automatically checks a
server configuration against expected results and reports any yariances. Tests can he run on local or remote
systems.

Each test defines the severity or risk leyel of the check. Tests are annotated to match the tests to specific
compliance policies or checklist items.

Although sponsored by Chef. lnSpec does not need to be used with Chef. Download from Gitl lub
{https :.-".-"g i t h ub. cont..-"'cheti’inspec }.

lnSpec supports Linus. Unis. Vt-"imlows. AWS thttps:..-.s"github.com.-"'cheti"'inspec—t-nys), Azure
thttps:..-"'..-"'github.com.:-’cheli’inspec—aaure} and VMWare (https:..-"'}-"'githuh.conficheli’inspec-y'mwarel on cloud
platlorms. lnSpec uses the platform APls to test services. network objects. storage components and
orchestnttors.

The authors of lnSpec are also inyolyed in Hey—Seeio lthttp:n’deyasec.ior"')l automated hardening framework
project. The hardening framework includes lnSpcc tests tor all ofthe hardening templates. as well as an lnSpec
compliance profile for Decker-based on the Decker CIS benchmark thttps:.-"'..-"github.com.-"'deyusec..-"'cis—docker—
benchmark} and a SSL benchmark test ({https:.s"..r"git'hub.com..-"dey~sec.-"'ssl-benchmark}.

Community project to generate lnSpec rules from Dol) Security Technical Implementation ('iuidcs (STl):
https:.-"'..-"github.com..-"inspec-stigsi’inspec—stigs
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Chef Compliance is a Chef commercial option to automatically verify
security and compliance policies

- Chef Compliance Server: centralized scanning across nodes,
management of profiles, track statistics

- Pre—built compliance profiles (including CIS benchmarks for Linux.
Unix and Windows platforms)

- Based on open source InSpec testing language—you can use this to
write your own auditing controls

' Pre—built reports and metrics
- Option to automatically remediate problems found using Chef

' “OWE-‘10 [ Secure 0&0};s (Stood Application Security in:

Chef(.‘onipliance thttps:.-'harww.chcI‘.iot-icompliancci’} is a commercial offering from Chef which scans
intrastructure and reports on compliance issues security risks, and outdated software. It proyides a centrally-
managed way to continuously and automatically check and enforce security and compliance policies. in order to
achieye what C‘hefcalls “Compliance as Code" and “(.‘ot‘tiplittnm at Velocity" thttp:.-"'r"'pages.chefioa’i‘st-‘Effi—Vlili-
EoH-iimagestcompl iancewat-yclocily2{} l ipdt').

Compliance profiles are defined in code to yalidate that systems are configured correctly. using lnSpcc- an
open source testing fran'iework for specifying compliance. security and policy requirements
thttpss’i’docs.chef.ios’inspec_rcfcrencc.html). You can use lnSpcc to write high—leyeL documented tests-"assertions
to check things such as password complexity rules. datahase configuratiom that packages are installed {or not
installed). etc. All ofthis is based on technology that {"hef acquired from a startup called VulcanoSec
thttp:.-".-"yulcanosec.comfl.

("heft—“ompliance comes with a set ofprerdeiincd profiles for basic Windows and Linus con figuration best
practices and common packages {Apache 2. MySQL. PostgreSQl_.. and SSH). and C13 Leyel l and Leyel 2
benchmarks for AIXH Apple 08X. ("entOS llP—LIX. R1 lEL. SLJSE. Ubuntu and iw"indot-ys platforms.

Chef (.‘on'ipliance integrates with Chef Fiery-er and Chef Automate.

If yariances are detected. they are reported to a central dashboard and can he automatically remediated using
Chef.
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- Configuration management tools like Puppet, Chef maintain
configuration state and a history of changes

- Use configuration information and change history to create
compliance reports

- Tools like OpenSCAP can be run to create regular compliance
reports
- Scans operating system and other software against. hardening

policies based on PCI DSS, STIG and USGCB guidelines
' Can automatically correct any deficiencies found
- Can be run from command line and integrated into CD pipeline

' f DEV540 t Secure-DevOps&C¥ou_dAppiication Security :34

Auton'iated configuration management tools like Chefand Puppet maintain a central picture ofcontiguration and
a history ofchanges to configuration. You can use this information. and reporting options pros-tidal with these
tools. to generate compliance reports.

Automated compliance scanning tools. such as OpenSCAP thttps:.-"'r"u-“ww.open—scaporgt'}. can be used to run
regular compliance reports and checks. OpenSC'AI‘ is a compliance scanner that can be run against Windows,
Mac OS X. diflcrent Linus distros [Fedora Linux. RHEL (it'll cian 3} and other software (Chromium. Mozilla
Fircfos. Jay-a .lRl-i) to check fora range of different policies including PCI DES. STIU, USfiC‘B. and others. It
can also automatically correct any deficiencies found in the analysis.
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Estimated Time: 30 Minutes

Audit: the class VM and Bricks container using OpenSCAP

OBJECTIVES PREPARATION

Run the SCAP Workbench to report. Open a tenninal window in the Lab
on the state of our lab VM. VM
Follow up with a CLI scan and a
scan ofa container.

. DEX/540.] Secure'DeirOps 8: Cloud Application Security ”:85

SCAP is the Security Content Automation Protocol developed by NIS'I" (National Institute of Standards and
Technology).

SCAP {https:i-",-"'seap.nist.gos-'.-"index.l'ttrnl} is designed to be a set of specifications that define a clear. autontatable
way for security yendors and tools to con'n‘nunicate information about system and application configuration
errors and soi‘tn-rare flaws.
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In this lab, you...
- Used SCAP Workbench to audit the VM for compliance with the PCI—DSS

V3 standard
- Used the OpenSCAP command line tools to audit the VM and the Bricks

application container
- Reviewed the generated HTML audit reports

DEVS40 I Secure DeitOps 8: Good Application Security HM

We‘ve taken a quick tour ol‘s-arious incarnations ot‘the OpenSC‘Al’ toolset: from a GUI which can audit a local
or remote machine. to tools that we can use to automate scanning both full systems and containers. Seeing how
we can run these tools on the command line gives us the key information needed to integrate these with our
configuration management system. our Cl pipeline. or both.
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/ Compliance rules can be rolled into automated controls in CD
pipelines
- Leverage CD automatet‘l control framework for compliance
' Audit trail from check—in to deployment for traceability

V” Minimize the need for high-cost change control
- Most changes are small. can be handled as standard [iirti~ai]')}]1‘tiV(ttl changes

\/ Automate vulnerability management
~/ DevOps can be reconciled with ITIL and with prescriptive

regulatory frameworks like PCI DSS

oevsw | Scre Damp; '& Cloud Application Security to

(.‘ontinuous Delis-*ery pros-“ides an automated control structure to support compliance requirements. Compliance
roles can be burned into stages and checks in CD. providing a complete audit trail ofey'ery' change from check-
in to deployment.

This requires a disciplined engineering approach:

' Every change and iii: (to the application or infrastructure) needs to be recorded in a ticket system such as
Jim

- All changes need to be tnadc through code

' All code has to be checked in to a source repository. referencing the ticket number

- All changes need to be made through the CD pipeline

* Mandatory compliance checks (reviews. approvals. testing} need to be implemented as part oi‘the work tlow
and automated where possible

ll‘thc engineering and operations teams agree to this approach. you can achieve “Compliance as Code“. where
you can demonstrate compliance on cy'ery change. It may take some explaining to auditors. who are accustomed
to waterfall-stylet-"pre-release gates and IllL—stylc change management with lots of paperwork. they need to
look at ticketing systems. configuration code. and CD audit logs instead.

Change control can be streamlined because most changes are broken down into small. incremental steps which
can he handled as “standard" (pr ‘-ttppt"{}‘t’€t.l. routine) changes.
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Course Roadmap
Section 1: Introduction to
Secure DevOpS
Section 2: Mo Ving to
Production
Section 3: Moving to the
Cloud
Section 4: Cloud Application
Security (Part 1)
Section 5: Cloud Application
Security (Part 2)

* Secure infrastructure as Code
' Puppet Drill Down
' Lab illi: Manage Configuration with Puppet

' Securing CM and CD Pipelines
- Containers and Container Security

' Securing Docker
- Lab #22: Audit Docker's Security

- Monitoring and Metrics
* Lab #23: Monitor with Dashboards

* Managing Secrets in CD
- Lab #14: Protecting Secrets with Vault

' Compliance as Code
* Lab #15: Audit with OpenSCAP

' Quick Wins and Long-Term Gains

DEV54O [ Secure DevOps 3: Cloud Application Security Isa
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Look for changes that you can make in the short term that will have
immediate impact
\/ Focus on High—Risk Code u know when it is changed, make sure

it gets reviewed and tested carefully
V Secure your Software Supply Chain — know what software

components are used. make sure that they are up to date
/ Organize security testing and scanning around engineering Self-

Service — make it easy and natural for developers
J Add automated security testing into the pipeline using a

framework like Gauntlt— and get the development team to own
these tests

- DEV54U | Secure DevOps 3: Cloud Application Security I39

Focus on HigII~Risk Code

(Jae quick win is making sure that high—risk code changes are consistentiy reviewed for correctness and
defensive coding {data validation. error checking. and logging) -- not just for clarity. style and maintainability.
Get the learn to agree on what code is high-risk and build a workflow to ensure that this code is reviewed before
being promoted. Decide on whether code needs to be reviewed — and the results remediated - before it is
checked in {as part of a pull request}. or before the change is promoted to production.

.fitutomatically scan code check-ins for dangerous functions (crypto. random number generation. etc.} and scan
the repositories for hardvcodcd credentials (passwords and keys}.

Review configuration management code (Chef cookbooks. Puppet inanitests...]. especially for security-related
pac kagesr'serv ices.

Make sure that reviewers understand how to do code reviews properly. and that they understand defensive
coding and secure coding practices -- get them training if necessary. High-risk code should be reviewed by {and
changed by} senior engineers when possible.
' (‘onsider rotating reviewers or randomly assigning reviewers to prevent the possibility of collusion.

' Consider implementing a rule that high—risk code must be reviewed and approved by at least 2 people.

' Consider using an automated code review tool or {iit worktlow to manage and track the review and
ren‘iediation worktltnv.
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Create security—specific checklists for det-'elopcrs and operations engineers to follow when res-tiewing code.
Keep the checklists short. Check for:

- lmproperfmissing use of encrypt ion

' Illainrtcxt.-"hard—coded secrets

' Debugging code left in by accident

' Missing data t-'alidatitiit

' Missing error handling
' Backdoors (intentional or unintentional)

' Suspect cutie. including code that is too difficult to tiillow whether it is poorly written or intentionally
obfuscated

(iuidelines on res-'icwing code for hackdoors: http:.r"'..-"security.stackeschangc.com.-"ouestions.-"37"[late-"how-to-reyiew-
code—for-hackdoors

Secure your Software Supply Chain
Another good place to start is by understanding and securing build dependencies. This will help to reduce
security risks. It will also help you to understand more about the teclu'iology. the tools and platforms. the
workllows used to build and deploy systems: a yaluahle first view into the CD pipeline.

It pays to pay attention to the engineering supply chain. This includes:
' Open sourc '1 application frameworks and libraries
* Open source runtimc stacks and databases
' Open source deyelopmcnt and Cl.-"C‘I) tools
' Public container images

' Community infrastructure configuration recipesr’manifests

Security i.--'t.ilneral:)ililies inherited from open source code libraries- frameworks. and runtiines create serious
security risks for almost all systems today. l-ligh—profiIe yulnerabilities like Heartbleed and ShellShock haye
shown how dependent almost every organization has become on open source technology. and the system risks
that this has created.

Take adyantage of tools like ('H-‘y’ASl-l Dependency—Check to identify when a yulnerability is found iii an open
source component. or when a des-eloper checks-in a component with a knot-yo security trulnerability. These
checks can be introduced without any major impact on dcycloper work flows. and will help catch.-"'preyent
security yulnerabilities early in the cycle. and automatically alert. you to new risks in the existing code base. by
prtn-‘iding more transparency into the “bill of materials“ that make up each system.

If you need to take a harder position on ensuring that deyelopers are not dtn-ynlot-tding insecure software
components. Sonatype offers a Nexus repository health check and firewall which will let you filter out any
attempts to download software based on security risk or licensing risk.
http:..-"'..-*"www.sonatype.oi'gi’iiextts..=’2t} 1 5.5] l.-' l 8.-"tlte-nesus- lirewall—perimctcr-defense-for-so ftware—des-*elopment.-"
http:s"'..-"hlog.soiiatype.com..-"2[l l 2.-"'tlE.-"'gaiii—some—insight-with-a-nesus—repository—health—check..-’
htlp:..-"'..-"'www.sonatype.cot'tt..-""asscssinents.-"'repository—health—check
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The same controls should be applied to containers. Make sure to scan container itnages for known
vulnerabilities. or restrict developer access to trusted registries.

(liver the longer term. the goal should he to follow Toyota and other Lean leaders in their model to work with
”fewer. better suppliers" (although. like Toyota and the attto industry. you also need to watch out for the ”single
supplier“ problem. where problems at a single supplier — like an airbag manufacturer can cause serious
problems}.

Identify where teams are using different versions ofthe same library or frt-tmework. and encourage them all to
move to the latest “known good" version where possible. Identify where learns are using many different libraries
for the same purpose. and work with them to standardize on lbwer. well—supported libraries. You need to
understand that this won‘t always be easy switching out a logging library. for example. might be simple and
low risk. bttt upgrading an application framework can be an expensive and risky move in cases where the team
has extended or patched the code on their own. or wl'tere the open source maintainers decided to change
direction or design in later versions.

Self-Service Scanning and 'l‘esting

Providing self-service security tooling to engineers lets them integrate security into their existing work llows
{when they need it}. minimizing delays and costs. and helps them to take more responsibility for security.

A good place to start is providing seltlservice static analysis checking tSAST'} as done at Twitter and Nett'lix.
Static Analysis checking can be added at different points into engineering worktlows: in the IDE. in CI and CD.
Make sure to filter out as much noise as possible. and provide clear feedback to engineers. Feed other scanning
and test results back to the engineering backlog as bugs to be fixed.

lingineers will accept this kind ofchecking if it fits naturally ittto how they work. and if it demonstrates value by
finding real problems in their work as they work. Keys to making this work are:

' Return results into engineering tools in their IDIT. or directly into their hug trackcrfbacklog

' Provide feedback quickly~ —-belore engineers move on to working on something else

' Take the false positive hit—ifrcsults need to be reviewed and confirmed. don't do it as part ofthe
engineering cycle. do it offline

' Make sure that the guidance is clear: Engineers know what needs to be fixed (to the line o fcodc when
possible). how to fix it and why

Once engineers take on tnore ofthe work ofstatic analysis checking. triage. and remediation. it will free up
lnfoSec resources to take on other work.

Learn from how Netllix extends the self—service security model through extensive automation and continuous
checking.

- Security Monkey and Conformity Monkey check to make sure that new services are configured and
deployed correctly

* Scantron automatically identifies rteyt-'..r"'chartged AMls and runs security testing. will fail if anything serious
is found

' Repoman monitors roles. profiles. and users in production and takes away permissions that have not been
used
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'- Menterey auteinatiettlly identifies new and changed AWS assets and perferms vulnerability scanning and
testing

' Penguin Sl’iertbrcad autematically identifies micreseryiccs and t're~}eyaluatcs risk based en dependencies

()ther werk that can be denc in a self-service. en-demand way ceuld include building werkllews and simple
netit‘icatiens fer engineers 1e request a threat medel er secure cede res-'iew. er a pen test er audit. See the
OWASI‘ Appsec Pipeline prejeet fer a medel and teels te help manage this.

Add security testing inte the pipeline
Leek fer eppertunities te inject security testing inle deyelepinent and epcratiens engineering 1werkl‘lews.

'l‘eels like (Jauntlt and BUD-Security are designed te make it easier fer deyelepers and inteScc 1e build a shared
understamling ef security requirements. as well as making it easier te sit-rite tests by abstracting many et‘ the
details efwerking with security leels and dealing witi'i the results.

Start with building a security acceptance smeke test that will be run in the acceptance test cycle — and in
preduetien pest—depleytnent - - that checks te make sure that the system is setup and running eerrectly. and that
basic features (authenticatien. itecess centre]. and auditing} are werking eerrectly. Include checks te make sure
that file and directery perntissiens are cerrect. that perts which sheuld be epen..-*"clesed are epeni-iclesed. that SSL
and Apachetngins are centigured cerrectly... This is useful fer catching dangereus regressiens and eenliguralien
mistakes.

Get the engineering teams te ewn these tests. se that they will ensure that the tests are kept up te date and
werking. and hepefully build en this starting peint.
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V Eliminate Snowflakes: use Infrastructure as Code to standardize
and audit configurations and enforce hardening policies

J Secure the CD pipeline from start to finish (from check—in to
deployment)

/ Use Containers to isolate workloads—but do it carefully
V Use RASP or other Run~Time Defense technology—but do it

carefully
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Infrastructure as Cede: Eliminate Snowflakes

Infrastructure as Code using tools like Puppet. Chef or Ansible ensures consistency across managed systems:
you can confidence that systems are set up the same way. And this allows you to enforce policies consistently
across systems. These tools:

' Simplify. standardize and speed up proyisioning ofsystems. and make this transparent

' t.‘t.intinuously and automatically scan and monitor the configuration

'- Automatically detect (and correct} unauthorized changes to configuration. and pres-tent configuration drift

* Automatically detect (and minimize] differences between development. test and production enyironn'ients

* Audit configuration changes and patching. so that you know where you have yulnerabilities and can
confirm when they have been patched

Because con tigurations are defined and changed through code. you can introduce security early through
code reyiews. before configurations are pushed out to production. Build a secure w'orktlow to ensure that
changes to configuration are reyicw'cd before being promoted to production.

Secure your CD Pipeline

In order to rely on the integrity of your (.‘D pipeline and the chain ofcustody. you need to secure the Cl)
pipeline from start to finish — from check-in of changes through to deployment. This is important for security.
compliance and the oyerall integrity ofthe process. Treat these tools and the infrastructure that they run on as
part of your production infrastructure. They need to be secure. reliable and continuously monitored.
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Start by Threat Modeling the Configuration Management system (Chef. Puppet. Ansible...]. and your
tContinuous Delivery pipelines and toolchain. Look for weaknesses and gaps.

Make sure that you understand — and control what is on premise and what is in the cloud. it is easy for
development teams to set up cloud—based repos and CII’CD services which could be extending th attack surface
of your systems into the public cloud. or accidentally exposing intellectual Property or secrets.

Some steps to take:

. [Jo not allow anonymous. uiniuthenticated cheek—ins or anonymous push ofchanges

. Trace handling credentials and secrets — ensure that they are securely stored and used
* Review and harden the configuration ot‘ the toolchain — the source repo and binary artifact. repos. and

especially the Cit-"('70 server and deployment tools [most ofthein are not secure by default)
- Scan and harden the runtime environment for the entire pipeline
' Periodically check the audit trails to ensure that they are complete and consistent

Use Containers to Isolate Werkleads

Developers and operations will v ant to take advantage of containers (like Decker} to streamline system
prtwisioning. packaging. and deployment. in development. in test and Continuous lntegration.-"(‘ontinuous
Delivery. and in production.

lContainers. if used properly. can provide some quick security benefits:
I Standardized configurations

I Simplified. automated deployment

I Reduced attack surface

it's important to enforce some basic security practices and controls when working with containers:

Make sure to establish trust with images:

I Use official repos and trusted registries

I Scan images for vulnerabilities and out-otldate software

I Build a review w'orkllow into the push stage

take advantage ofautomated tools like Decker Bench to scan containers and check configurations for least
privilege and best practices.

Consider using VMs to provide additional isolation. especii-tlly in rnulti-tcnant applications.

RASP and Runtime Defense

Runtime Application Self-Protection {RASP} and other runtime defense solutions may offer a way to reduce
security risks for third party and legacy apps {mostly Java and .Nti’l'). as well as serving as a defcl'tse-in-dcpth
control for rapidly—changing systems in Continuous Delivery.-"'Deployment:
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l. Running in monitoring mode. they can provide visibility into attacks and runtime errors

_. This attack information can he analyzed across applications to find trends and for torensic purposes

3. Running in protection mode. RASP solutions can block many common attacks and known vulnerabilities
in runtimes and in popular libraries. with low false positive rates

4. SAS'I' and DAS'I' results can be used to create “virtual patches" liar many RAE—SI) solutions in the same way
that patches can he made to WPt on the fly

RASP can be implemented quickly and can scale across multiple applications and services [especially in a
microservice environment ).

This is an emerging technology that should he closely watched. Although some analysts from (iartner are firmly
behind the approach. not everyone is convinced that RASF’ is reliable or sale:

See “RASP is Dead in the Water.” by Richard Quinn http:.r-"..i"richard—qt:inn.cotn.-’2{}l4.-"08..="2l‘appsec-rasp-is-dcad-
in —t h e — w a ter.-"'

”Gartner analysts debate value of perimeter tirewalls vs. “Runtime Application Self-Protection”. .Iune 2014:

ht1p:.s"_.-"v.-'ti-'w.neti-vork world.conv’article.-"'23t%57’395securitytltwill-perimeter-1’irewalls-give-way-to-rasp.html
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Long—term changes that require patience and management: support
v/ Build Security in by Default — make it hard for developers to

make dangerous mistakes
~/ lntrospection and Retrospection — include security in continuous

review and improvement
~/ Move from policies, checklists, and procedures to security and

compliance in code — which means that lnfoSec has to code
~/ Piggyback on DevOps metrics to measure and drive security

improvements

DEV540 I Secure DevOps 8: Cloud Appiiciation Security tea

Build Security in By Default

Building security into engineering. making engineering safe hy default. as we've seen from the case studies in
this course. is fundamental to the security and engineering programs at organizations like (ioogle. Amazon-
Faeebook. Etsy. Pay/Pal. and Netilis.

This will require a significant change to how engineering is done in many organizations. and real commitment
and buy-in from engineering and management to i-tcctnnplish.

This is a long game to play. It will require training and time and funding and patience.

Introspection and Retrospection

Understand and leyerage the continuous reyicw and improyement practices and feedback cycles in Agile and
Des-'(Jps. Make sure that security concerns are included. Use data breaches. security incidents and audit failures
or pen test failures as a chance for the team to learn and improye through Blameless Postmortem analysis. Why
did these problems escape the team‘s reyicws and testing and other checks”? [low can we improye our
prey-'eniatiye and detectiye controls"?

Keep asking questions and keep looking for answers until you get to the Root lCausct’si — there is usually more
than one Root Cause. 'l'hen work with the team to address weaknesses in the organiza-ttion. in training. in design.
in management.

Try running your security program the same way that Des-Ops teams work: iteratiyely. running experiments.
measure the effects. and adjusting. adapting in response to feedback. lmproyise and improye. Learn how to piyot
and change focus or direction.
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Herve frnm l’tilicies tn Cede

One ef the fundamental changes in [Jet-Ops is that almest everything is cede:

* Infrastructure centiguratien is dene in cede

' Testing. including security testing. is dene threugh cede

' Packaging and depleyment is dene threugh cede

' Vulnerabilities aren‘t cempliance vielatiens tracked in a spreadsheet— they are bugs in cede that need te be
fixed

' Auditing is dene en cede threugh cede

This means that security needs te change frem a cempliance..-"'.gevernence rele liecused en cnlercing pelicies and
fellewing checklists. and relying en centrei gates like manual security audits and pen tests. 1e an engineering
rule that is centered en understanding reviewing and writing geed. safe cede:

' Making sure that cede is managed preperly threugh disciplined versien centre] and Centinueus lntegratien
and Centinueus l.)elivery

- Making cede tappiicatien cede and infrastructure cede} secure and safe by default using safe libraries.
templates. framewerks. and headers. se that is easier fer engineers te de the right thing frem the start

* Identifying high-risk cede se that changes te this cede can bc clescly menitered
- Writing autmnated tests te test security centrels and te make sure that the system is set up cerrectly and

safely

' Designing and building self-service security teels fer engineers

' Helping te build up the Cit-"CD pipeline. autemating and standardizing and streamlining build. test and
depleyment steps

' Reviewing cede te make sure that all efthis is dene preperly

' Net just finding security bugs in cede. but lising them er helping engineers fix thetn

Pelicies sheuid he t‘iescribed and enterced threugh autemated asserts and tests where pessiblc. “De net de sss"
in a legal decument becemes ”Dues net de s" in an autemated test. this will take time and training and
rcinfercement tie get the necessary buysin frem designers and management and change their thinking and
prierities—er a crisis. like what happened at Twitter.

And this means that security analysts and testers need te be able te cede. At intuit. fer example. security
engineers are enceuraged te start ceding--- at least semething simple in their first week. lfthey den"t knew
hew 1e cede. they are given enline training threugh Cede Scheel thups:.e-"..-'www.cedescheel.cem)L

Metrics. Metrics. Metrics

Dev-Ops teams are ebsesscd with metrics. Take advantage efthis.
Decide what security metrics matter te yeu. te management. and te the Dev-Ups teams. Seine candidate metrics:

' Number efserieus vulnerabilities — epen and fixed. Open vulnerabiiities are eperatienal risks. r'ised
vulnerabilities tell a stery abeut managing this risk. What percentage ef vulnerabilities are fixed'.’ Is this
getting better er werse—ever time“?

' Hevv leng serieus vulnerabilities have been epen 'I'he windew efespesurc te attack. is this e-‘indew
Ltctting sl‘terter'.’ If net. why net‘.’ What de we have te de te clese it‘.’

' ('hange Lead Time The time frem when a change is made te when it is depleyed te preductien. This is a
key metric that Dev-Ops learns eptimize fer {minimizing this time is ene e lithe key geals effD). and it can
make an impertant diliierence te minimizing the Mean Time te Repair a vulnerability.
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Mean Time to l{epair — The 1111] Cycle Time from discovering a vulnerability to creating a patch and getting
it successfully deployed.

'l‘est coverage — What level of automated test coverage is acceptahlc to everyone liar high—risk codc'.’
SAST and DAST findings —- What's the bar that the code must pass in scanning. what tindings will fail the
build vs what tindings will be accepted. at least for the time being“!
Perl test results and audit findings l-lighlighting weaknesses in controls and processes. [liyou are doing
everything right. then problems should have been caught and corrected before a pen test. This means that il‘
there are any serious findings. you aren‘t doing everything right. Lise this as an opportunity for the team to
reflect and improve. leveraging Blamclcss Postmortems.

Runwtimc production attack metrics: what attacks are most active. what weaknesses are bad guys looking
for"? Are you protected from these attacks?

Measure - and use these metrics to identifyr areas where you need to improve. and where you are improving.
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Course Roadmap
- Section 1: Introduction to

Secure DevOps
Section 2: Moving to
Production
Section 3: Moving to the
Cloud
Section 4: Cloud Application
Security (Part. 1)
Section 5: Cloud Application
Security (Part 2)

Secure Infrastructure as Code
* Puppet Drill Down
* Lab #2.}: Manage Configuration with Puppet
Securing CM and CD Pipelines
Containers and Container Security
. Securing Decker
' Lab #22: Audit Docker‘s Security
Monitoring and Metrics
* Lab #23: Monitor with Dashboards
Managing Secrets in CD
- Lab #14: Protecting Secrets with Vault
Compliance as Code
' Lab #15: Audit with OpenSCAP
Going $orward
* Quick Wins and Long—Term Gains

DEV54O | Secure Dev-Ops 8: Cloud Appiication Security mi

This pogo intentionally lcli blank.

(*3 201? Jim Bird and Ben Allen 199


