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Post-Timeline Analysis: Breach Status Update Host Indicators

svchost.exe

« C:\windows\system3z\dllhost\winclient.reg
- C:\windows\system3z\dllhost\svchost.exe
 C:\(Documents and Settings|User)\<username>\Local Settings\Temp\a.exe

- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netman\domain

spinlock.exe

» Possible lateral movement tool of choice.
» C:\windows\system32\spinlock.exe
 pythonzs.dll

 bz2.pyd

» spinlock.manifest

Additional Files

« DLLHOT.exe is a GUI program. The program looks to be used for AV Bypass.

+ TOPLZAGU.exe is dropped onto the system, it was executed at 4/3/2016 21:03:30. The Event
ID 7045 shows that TOPLZAGU.exe is installed as a service.

- PSEXECSVC was executed several times in a row starting on 4/3/2012 at 21:11:07.

DFIR FOR508 | Advanced Digital Forensics and Incident Response
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Post-Timeline Analysis: Breach Status Update

*12.190.135.235/ads
+192.168.1.5 internal to process?

+RDP connection in use internally (Workstation to Workstation)
+RDP from a system called “LaNMaSteR” and “WIN-91191JK2JVP”~ from RDP Event
e O r «Possible net share — 445 connection (Workstation to Workstation)
+Evidence of port redirection/proxying (127.0.0.1 t0 127.0.0.1)
«Lateral movement from two additional systems was identified: 10.3.58.4 and

10.3.58.7

+Compromised Domain Admin Account -> Vibranium
«Last write time of “Netman\Domain” key = malware install time? -> 4/3/2012 23:42:04 UTC

DFIR FORS508 | Advanced Digital Forensics and Incident Response ¢
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IR Hunting and Anti-Forensics Detection Agenda

Enterprise Incident ReSpOIlse Automating the First
Four Sections of FOR508

Advanced Adversary & Anti-Forensics Detection

« Filesystem-Based Analysis
e The Sleuth Kit Toolset
« NTFS Filesystem Analysis

Threat Hunting

DFIR FOR508 | Advanced Digital Forensics and Incident Response 7
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Enterprise Incident Response:
Automating First Four Sections
of FOR508

“The trouble was, innovation never resulted in victory over the long
term. It was too easy for the enemy to imitate and improve on your

innovations.”
— Orson Scott Card, Ender's Shadow f
SANS DFIR

DIGITAL FORENSIES B INCIDENT RESPONSE

OFIR FORS508 | Advanced Digital Forensics and Incident Response 2
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Evolution of IR Scripting

a{t4A

Batch Files — Difficult to deploy, caches credentials, limited
feature set, output hard to collect and consume

WMI — Scales easily, safeguards credentials, incredibly
granular system reporting, output in XML, HTML, CSV, and
SO on

PowerShell — WMI + scripting and execution engine

DHR FORS508 | Advanced Digital Forensics and Incident Response

If you have been doing incident response for a while, there is a good chance that you have employed batch
scripts to perform live response data collection on systems. Some of you may still lovingly maintain your batch
file collection, nicely organized by the Windows operating system type. If that’s the case, it is time for an
upgrade. Batch files have significant limitations such as being difficult to deploy at scale (without a third-party
tool such as a patch manager), having a limited feature set without the inclusion of a plethora of third-party tools
such as the SysInternals Suite, the inconsistent data output formats, the lack of a built-in capability to return
remote data (network shares are often used), and perhaps worst of all, the fact that most implementations
dangerously cache the credentials on the remote (and possibly hacked) system. In modern Windows systems,
there are far better options.

Windows Management Instrumentation (WMI) has been in place and improved upon since Windows 2000. It
was designed for administrative data collection of both local and remote systems. As such, it scales easily
(though it will require a VB, PowerShell, or equivalent script to do so), allows detailed querying of a vast
number of objects, classes, and properties throughout the OS, uses Kerberos network logons to authenticate so
that credentials and tokens are not cached on the remote system, and provides a robust output capability
including support for XML, HTML, and CSV formats that can be ingested into a database.[1]

Although WMI provides the mechanism for pulling data from the enterprise, PowerShell provides the scripting
capability to leverage WMI. The two are inextricably linked and many of PowerShell’s built-in cmdlets are
simple wrappers around WMI commands. It also extends WMI’s capabilities bringing in .NET capabilities, easy
output post-processing, and the capability to execute arbitrary binaries to extend your collection capabilities.
PowerShell and WMI are nearly the best-case scenario for Windows IR collection. In this section, we show you
how to get started.

[1] “Running WMI Scripts Against Multiple Computers:” https://technet.microsoft.com/en-
us/library/ee692838.aspx

10 © 2016 Rob Lee




Incident Response Using WMIC

| \\.

Windows Management Instrumentation CLI:
* /node:<remote-IP> | /user:<admin acct>

Get auto-start processes:
wmic /node:10.1.1.1 startup list full

Remote process list:
wmic /node:10.1.1.1 process get

Network configuration:
wmic /node:10.1.1.1 nicconfig get

Prebuilt wmic scripts by Justin Hall on USB:

wmic lr.local.cmd &wmic lr.remote.cmd

DFIR FOR508 | Advanced Digital Forensics and Incident Response

Windows Management Instrumentation Command Line Interface (WMIC) is available on all Windows systems
post Win2000. It gives deep insight into a wide array of operating system information and can be easily scripted
via VBScript or the newer PowerShell. WMIC allows remote queries, extending your ability to gather
information across the network, so you don’t have to be at the system (or at an interactive command prompt). It
also provides a safe means to get a majority of our incident response data over the network. As Mike Pilkington
described in his SANS Forensic Blog post, unlike PsExec, WMIC uses the native authentication mechanisms,
eliminating some of the concern of exposing critical credentials.[1]

WMIC is also trivial to script, making it ideal for including in incident response scripts. For example, Justin Hall
released a set of scripts via Creative Commons that provide an excellent starting point for a WMIC-based IR
solution. You can find his scripts on the course USB named wmic_lr.local.cmnd & wmic_lIr.remote.cmd.

The vast array of options in WMIC makes getting started a bit daunting. The first command you should learn is
“wmic /?.” There are some terrific resources available online regarding using WMIC for incident response. A
good starting point is the SANS ISC blog.[2] As an example of the power and simplicity of WMIC, the ISC blog
provides the following WMIC command to spot executable running from strange locations:

wmic PROCESS WHERE "NOT ExecutablePath LIKE '%Windows%"™ GET
ExecutablePath

[1] http://computer-forensics.sans.org/blog/2010/06/04/wmic-draft
[2] https://isc.sans.edu//diary.html?storyid=1622

© 2016 Rob Lee 11




Sample WMI Script wmic 1lr remote.cmd

wmic_lr_remote - Notepad - olEl
Fle Edit Format View Help

REM Autorun entries

echo Getting startup entries...

wmic /node:%1 startup get caption,command,location
/format:1list > startup.txt

echo Results written to startup.txt

echo.

REM Logon sessions

echo Getting login sessions...

wmic /node:%1 netlogin get
name,description,lastlogon,lastlogoff,numberoflogons,pass
wordage, usertype,workstations /format:list > netlogin.txt
echo Results written to netlogin.txt

v

[]HR FORS08 | Advanced Digital Forensics and Incident Response

One way to utilize WMI for data collection is to create simple scripts that run WMI commands. Justin Hall
created and distributed an excellent starter set of scripts written to take advantage of WMI. Here we see his
“remote” script that is designed to take a hostname or an IP address as input and run a series of WMI
commands, saving the results to individual text files. The scripts are located on your USB and are a good place
to start learning some of the more useful commands for IR collection. One limitation is that the remote script is
designed to be run against a single remote host. Running the script via a FOR loop that iterates through an [P
range or creating a script to take a file containing IP addresses to query are two ways this capability could be
extended.[1]

[1] “Running WMI Scripts Against Multiple Computers™: https://technet.microsoft.com/en-
us/library/ee692838.aspx

12 © 2016 Rob Lee




The Future of IR: PowerShell

* The future of Windows administration

 Default in Win77/8/10 and Server 2008/2012/2016
» Powerful scripting language

* WMI, .NET, and COM all in one

« Allows for remote analysis and local logging

» Flexible post-processing and filtering

_ DFIR FORS508 | Advanced Digital Forensics and Incident Response 13

“PowerShell is both a scripting language and a powerful interactive command interface similar to Bash in
UNIX. PowerShell console, where the commands are run, is similar to the Windows command interface,
cmd.exe. PowerShell commands can be run in the background or interactively if a particular country’s privacy
policy enforces an organization to do so. PowerShell V2 is installed by default on Windows 7 operating
system.”

“PowerShell commands or cmdlets are based on .NET Framework objects, which means that the objects carry
multiple aspects or properties of the command. These cmdlets let you access the filesystem and other Windows
operating system data stores, such as the registry. PowerShell also provides access to Windows Management
Instrumentation (WMI), which means that all the WMI commands that incident responders and information
security professionals are familiar with can be run using PowerShell.”

“Windows 7 operating system provides an option to run the PowerShell scripts remotely. Microsoft uses the
industry-standard WS-Management Protocol to provide remote management features. This comes as a service in
Windows 7, which can be enabled either through command line or through group policy.”

Sourced from “Live Response Using PowerShell,” by Sajeev Nair: http://www.sans.org/reading-
room/whitepapers/forensics/live-response-powershell-34302

© 2016 Rob Lee 13




PowerShell Basics

 Verb-noun naming scheme
* Get-Process
* Get-Service Y AL
 Large number of aliases (Dir == Get-ChildItem)
* Get-Alias *
« Qutput is objects that are passed to other cmdlets
* Get-Service | Out-GridView
* Netstat.exe | Select-String ‘Established’

* Direct access to providers like disk and registry
e Get-ChildItem HKIM:Software | Format-Wide

DFIR FORS508 | Advanced Digital Forensics and Incident Response

If you perform incident response in the Windows enterprise, the time has come to learn PowerShell (PS).
Microsoft continues to double-down on support for it and a vast amount of the operating system is now being
implemented as PowerShell cmdlets. Luckily, it is one of the easiest scripting languages to learn. Cmdlets (small
programs or commands) are the building blocks and use a verb-noun naming scheme with the noun being an
object or class of objects to do something to. If you are already familiar with the Windows command-line
interface, you will be pleasantly surprised that nearly all the commands you know have been ported over to PS.
This is accomplished through aliases, and there are more than 150 prebuilt aliases. (You can also add your own.)
For example, “Dir” is aliased to the cmdlet “Get-ChildItem.” You will also notice that native commands and
executables can be run from PowerShell just as they were in cmd.exe.

One important concept in PowerShell is that command output is not in strings, as it may look in the terminal.
Data is encapsulated in objects, which can then be easily passed to other cmdlets to perform additional
processing. One cmdlet might generate a list of objects representing files, computers, services, and network
objects; the next in the pipeline might filter and pass on just the ones that are of interest; and the next might call
methods to perform actions on the objects. A simple example is output formatting. Output can be easily changed
by piping one cmdlet to an outputter such as “Out-GridView,” which provides a GUI interface into the data. To
display the various components of an object, pipe the command into “Get-Member.”

A final important concept is the idea of a provider. PowerShell abstracts collections of items into containers
called providers. Providers can be file volumes, the registry, Active Directory, and so on. This makes it trivial to
interact with other objects in Windows. In the example on this slide, “Get-ChildItem HKLM:Software,” we list
the registry keys below the HKLM/Software hive. You can even mount a network share to a PS provider (using
the New-PSDrive cmdlet)!

14 © 2016 Rob Lee




There are an amazing number of great resources for learning PowerShell. One classic book is Learn Windows
PowerShell in a Month of Lunches by Don Jones and Jeffery D. Hicks. There are also many great online articles.
Some relevant ones follow.

PowerShell for incident response:

*  “PowerShell — Forensic Oneliners:” http://www.ldap389.info/en/2013/06/17/powershell-forensic-
onliners-regex-get-eventlog/

* http://blogs.technet.com/b/heyscriptingguy/archive/2012/07/28/weekend-scripter-using-powershell-
to-aid-in-security-forensics.aspx

PowerShell to find evil:

* “Use PowerShell to Aid in Security Forensics,” Technet blog:

http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/28/use-powershell-to-aid-in-security-
forensics.aspx

* Offline Analysis: http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/29/use-powershell-to-
perform-offline-analysis-of-security-logs.aspx

* Get File Hashes: http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/30/learn-the-easy-
way-to-use-powershell-to-get-file-hashes.aspx

» Find Changed Files: http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/31/use-powershell-
to-compute-md5-hashes-and-find-changed-files.aspx

© 2016 Rob Lee 15



PowerShell Basics: Remoting

« WinRM Service required
« Enabled by default on Server 2012+
* Enter-PSSession

 Provides remote shell; Alternative to SSH
* ITnvoke-Command

« Allows concurrent one-to-many command execution
» Filtering accomplished on remote host

Local Remote

DHR FORS508 | Advanced Digital Forensics and Incident Response

Ore of the most useful features of PowerShell is that starting with version 2 (Win7 and above), it has native
support for executing commands on remote systems. This feature is at the crux of why PS is so valuable for
incident responders. The Windows Remote Management service is used, which is already enabled in many
environments for WMI data collection and event log forwarding and is enabled by default in Server 2012. The
transfer protocol is WS-Management (WSMAN), which uses SOAP, XML, and HTTP listeners to pass through
packet inspection devices. Even though HTTP is employed for the inbound connection, the data transferred is
encrypted and credentials are authenticated via Kerberos.

The cmdlet “Enter-PSSession <computername>" provides an interactive remote shell on the target system.
However, unlike RDP or some implementations of PSExec, credentials are not cached on the remote system,
providing an excellent solution for quick data gathering from a remote host.[1]

The “Invoke-Command” cmdlet is used to send remote tasks to systems without creating an interactive
session.[2] The full suite of PS capabilities is available on the remote system including the capability to run
scripts. A script can be passed via the “-ScriptBlock™ parameter, or a script can be copied to the remote system
using the “-FilePath” option. Although the ability to run scripts remotely is nice, its true power comes in the
built-in capability to extend execution from one-to-many. Instead of needing to implement a loop in the script to
iterate through a collection of systems, “Invoke-Command” can natively take an array of computer names as an
argument. Now with one command you can run an extremely complicated script across potentially thousands of
systems!

You may be thinking, “How long will it take to run a script on thousands of systems?” The answer is probably a
lot less than you think! Jason Hofferle did a comparison of using a WMI command to retrieve the last 20 events
from the security log of 100 computers using a loop versus using the concurrent connections allowed by
“Invoke-Command.” The results were astounding, with “Invoke-Command” completing the task on 100 systems
in 15 seconds and the loop taking more than 6 hours! Further, he scaled the PS job to 1,000 systems and it
completed in 131 seconds.

16 © 2016 Rob Lee




The big difference here is that “Invoke-Command” pushes processing and filtering onto the remote host. The
‘WMI loop had to bring the event log all the way back to the host system where the filtering was accomplished.
Pushing processing and filtering to the host is exactly what we want when doing large-scale IR collection!
Finally, PS also includes the capability to manage remote executions as a background job with the “-AsJob”
parameter. This is especially useful when running scripts that take a long time or on many systems. The status of
remote jobs can be identified with the “Get-Job” cmdlet.

[1] “Power of PowerShell Remoting” by Mike Pilkington: http://digital-forensics.sans.org/blog/2013/09/03/the-
power-of-powershell-remoting

[2] “Invoke-Command™: https://technet.microsoft.com/en-us/library/hh849719.aspx

[3] “PowerShell Remoting Performance™: http://www.hofferle.com/powershell-remoting-performance/
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PowerShell Basics: Authentication

« Best-case scenario from security perspective

» Default is nondelegated Kerberos

« Precludes delegate token stealing
* Do NOT use CredSSP (dual-hop) auth

« Non-interactive (Type 3) logon
» Even Enter-PSSession does not cache creds

» Credentials not passed to remote system and hence
not available to tools, such as mimikatz, incognito,
etc.

DFIR FOR508 | Advanced Digital Forensics and Incident Response  '#

Strong authentication and encryption are taken care of in the background by PowerShell. Remote PS sessions
are encrypted and authentication occurs using Kerberos. Sessions are treated as non-interactive (including Enter-
PSSession shell), so password hashes are not cached on the remote system. This makes it far safer to use than
something such as RDP. Also by default, PS uses nondelegated authentication tokens, which means that tokens
cannot be stolen from the remote system and then used to authenticate to additional systems. This is the ideal
situation from a security perspective but can cause issues if scripts are written in such a way that they require
access to a third system. This is called “dual-hop” authentication and is implemented with a service called
CredSSP (essentially single sign-on). However, you should aim to NEVER use it. CredSSP will store credentials
on the remote system, including the hash and plaintext password extracted by tools such as mimikatz.[1] In fact,
this is one of the reasons why PS is such a great replacement for standard batch scripts. When run on remote
hosts, batch scripts often required the host to authenticate to a network share to either pull binaries or store data,
effectively requiring that “dual-hop” authentication be used. In general, scripts that pull binaries from shares or
dump data to shares require delegation authority, which leaves credentials available on the remote host! By
default PowerShell remoting eliminates these security concerns and ensures that valuable credentials such as
Domain Admin are not scattered on systems throughout the environment.

[1] http://www.powershellmagazine.com/2014/03/06/accidental-sabotage-beware-of-credssp/

18 © 2016 Rob Lee




Kansa: PowerShell IR Framework

Designed by Dave Hull to support massive IR data collections
Framework organizes data collection and module selection

» Modules are written as PowerShell scripts
Easily scales to thousands of systems via PowerShell remoting
Not confined to PowerShell cmdlets — exec virtually anything

davehull / Kansa

B Get-Handle ps1
{2 Get-PrefetchFiles pst
{5 Get-PrefetchListing ps1

' [E) Get-ProcDump ps1

DHR FOR508 | Advanced Digital Forensics and Incident Response

Kansa uses PowerShell Remoting to run user contributed modules across hosts in an enterprise to collect data
for use during incident response, breach hunts, or for building an environmental baseline.

 If users don't supply their own list of remote systems (targets), Kansa will query Domain Controllers and
build the list automatically.

* Error handling and transcription with errors are written to a central file.

» PowerShell remote job management is used, invoking each module on target systems, in parallel,
currently using PowerShell's default of 32 systems at a time.

¢ Output management —As the data comes in from each target, Kansa writes the output to a user-
specified folder, one file per target per module.

* A modules.conf file where users can specify which modules they want to run and in what order, lending
support to the principal of collecting data in the order of volatility.

Kansa was designed to gather data from thousands of hosts at a time, given two prerequisites are satisfied: 1)
your targets are configured for Windows Remoting (WinRM) and 2) the account you're using has Admin access
to the remote hosts.

Getting a copy of Kansa is easy; <https:/github.com/davehull/Kansa/archive/master.zip> will pull down a
zipped copy of the master repository. Simply download it and extract it to a location of your choice. The
repository contains several folders.

The .\Modules folder contains the plugins that Kansa will invoke on remote hosts. Plugins are aggregated into
subfolders by the type of data they are designed to extract. Looking around in this folder will give you a good
idea of the current capabilities of the tool.

© 2016 Rob Lee 19




The .\Analysis folder contains PowerShell scripts for conducting basic analysis of the collected data. Many
of the analysis scripts require Llogparser . exe, which is not part of the distro. So make sure you also
download and place logparser.exe in your path. Keep in mind that you can also create your own analysis
workflow. Because Kansa output is typically tab-separated, it can easily be imported into the database of your
choice; you can also run queries against it using Logparser, load it into Excel, and so on.

Kansa’s capabilities can be easily expanded by writing new modules. Because the language is PowerShell, the
barrier to entry is low and the capabilities available are massive. Should you modify or write new plugins,
consider submitting them back to the project. Dave has put a lot of effort into this framework and would love to
hear how it is being used and see more user submitted scripts!

Some text used with permission from Dave Hull is at http://trustedsignal.blogspot.com/ and
https://github.com/davehull/Kansa.
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Running Kansa

Adr tar |
PS D:\temp\Kansa-master> .\kansa.psl -TargetList .
ERBOSE: Found Modules\\Modules.conf.
ERBOSE: Waiting for Get-Netstat to complete.

Id Name PSJobTypeName State HasMoreData Location
2 Job2 RemoteJob Completed True localhost
ERBOSE: Waiting for Get-DNSCache to complete.

4 Job4 RemoteJob completed True Tlocalhost
ERBOSE: D:\temp\Kansa-master\Modules\Process\Get-Handle.psl has dependency on
.\Modules\bin\Handle.exe.

ERBOSE: Attempting to copy .\Modules\bin\Handle.exe to targets...

ERBOSE: Waiting for Get-Handle to complete.

6 Job6 RemoteJob Completed True localhost
ERBOSE: Waiting for Get-ProcswMI to complete.

8 Job8 Remotelob completed True localhost
ERBOSE: Waiting for Get-LogUserAssist to complete.

10 Job10 Remotelob completed True localhost

DHR FOR508 | Advanced Digital Forensics and Incident Response
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A simple command line for Kansa might look like the following:
PS C:\tools\Kansa> .\kansa.psl -TargetList .\hostlist -Pushbin

Although the \Modules folder holds all the available scripts to run, kansa. ps1 is the script used for kicking
off data collection. The command-line arguments are straightforward. “-TargetList

Ahostlist” tells kansa . ps1 to run collectors against the systems listed in the hostlist file, which should contain
one host per line. If you omit this argument, Kansa will query Active Directory (AD) for the list of computers
and target all of them. Querying AD in this way requires this Active Directory module that’s bundled with
Remote Server Administration Tools, so you’ll need that installed if you’re not providing a list of targets via -
TargetList.[!] If using the AD option, you should also consider including the “-~TargetCount” parameter to limit

the total number of systems queried (perhaps using a small sample for a test run, and subsequently omitting it to
run across the entire environment).

The results returned by each system will be written to an Output folder within the Kansa folder by default. You
can specify a different location using the “-OutputPath” option. Each collector's output is written to its own
folder. Collector scripts are typically written to take the PowerShell objects returned from remote systems and
convert them to easy to parse TSV,

A final important option is “~Pushbin,” which is required by scripts that employ third-party binaries. If this
argument is provided and a script with a binary dependency is run, kansa . ps1 will first copy any required
third-party binaries to the targets before running the script. All in all, this is a handy way to run third-party tools
remotely!

The “Verbose” option provides additional debugging information to the terminal.

[1] http://www.microsoft.com/en-us/download/details.aspx?id=39296
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Kansa Modules.conf

D:\Temp\Kansa-master\Modules\Modules.conf - Notepad-+ - 0

Use this file to configure the modules you want te run and the order ~
in which you want to run them. Below ordexr is "the oxder of volavility,”

more or less.

Some modules are commented out below because depeanding on the

environment, acquisition can take a long time and may not be

necessary.

o e 4

Some modules can take parameters, named parameters deo not work, multiple
parameters should be separated by a comma. Example below.

e W U b

% Process\Gec-Prefecchlisting.psi
¥ Process\Get-PrefetchFiles.psi
Nec\Get-jetstat.psl
Net\Ger-DNSCache.psl

§# Net\Get-Azp.psi

# Nec\Gec-SrbSession.psl

$ Process\Get-pProx.psi

17T § Process\Get-Jasklisty.psl

18 Process\Cet-Handle.psi

19 # Process\Get~RekalPslist.psil
20 Process\Get-ProcsWHMI.psi

DFIR FORS508 | Advanced Digital Forensics and Incident Response

All Kansa modules are written in PowerShell and are selected at runtime by referencing the Modules.conf file
within the Modules folder. This file is a simple flat configuration file that contains the name and relative
location (notice that subfolder names are included with the script names) of each script to be run. As new scripts
are written or added to the repository, Modules.conf can be easily updated to request those modules be run. In

addition, to prevent a module from running, preface the line with a “#,” effectively commenting it out of the
file.

The Modules.conf file should be set up to respect the Order of Volatility of data collected. Artifacts that change
frequently such as network data, system memory, or Prefetch should be collected early in the process so that
evidence is not unnecessarily overwritten. Simply moving those script names closer to the top of the file ensures
they are run before others. For example, note that in this slide, we see scripts listed at the top, which are
responsible for collecting highly volatile data such as Prefetch, DNScache, and Arp information.
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Kansa + Third-Party Tools

» Kansa is not limited to WMI or PS emdlets

» It can also push and execute binaries
* Place in the . \Modules\bin directory
* Use —Pushbin argument
» Remove binaries after execution with -Rmbin

 Qutput returned and formatted as PS objects
» Binaries can be deleted or left for future use

Get-Autorunsc.psi Get-FlsBodyfile.ps1 Get-ProcDump.ps1
Get-CertStore.ps1 Get-Handle.ps1 Get-RekalPslist.ps1
DFIR FOR508 | Advanced Digital Forensics and Incident Response 25

Although PowerShell is extremely powerful, there are certainly instances in which a third-party collection tool is
necessary. Luckily, Kansa is not limited to Windows native commands or PowerShell cmdlets. The process to
include a third-party binary in a script is simple: Copy the binary into the .\Modules\bin\ directory, include a
special comment on the second line of the collector script, and ensure you are running kansa.ps! with the —
Pushbin argument.

The special comment that must be included in the script is referred by the author as a directive. The directive for
the Get-Autorunsc.psl module looks like this:

# BINDEP .\Modules\bin\Autorunsc.exe

Note that it is an actual comment, but that Kansa knows to look for the “BINDEP,” which stands for “binary
dependency.” This directive tells Kansa to copy .\Modules\bin\Autorunsc.exe to the remote targets before
executing the script. By default, binaries will be copied to the %SystemRoot% folder (usually C:\Windows). It is
up to the script author as to whether the binary should be deleted after use. One reason that deletion may not be
desired is if you plan to run the script again in the future and want to speed up the process. If the binary is
already in place on the target system, you can omit the —Pushbin argument. If you would like to remove the
binary after use, add the —~Rmbin argument.

Several modules currently depend on third-party binaries, including:
*  Get-Autorunsc.psl
*  Get-CertStore.ps1
*  Get-FlsBodyfile.psl
* Get-Handle.psl
*  Get-ProcDump.psl
* Get-RekalPslist.ps1
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Kansa Analysis Scripts

_ LogParser command to stack
if (Get-Cormand logparser.exe) { —

$lpquery = € unsigned Autoruns output
SELECT .
COUNT (ImagePath, LaunchString, MDS) as ct, from I‘I]ultlple Kansa Output
ImagePath,
LaunchSctraing, fi].es
MDS,
Publishexr
FROM .
. Results from 10 domain
WHERE
Publisher not like *' (Verified)$' and Controuers Shownbelow
{ImagePath not like 'File not found$') . 3
b (note: no outliers)
Tmae O IMBE P e I _ S
Lauy c:\windows\system32\cpgnimgt\cpgnimgt.exe 78af816051e512844aa98F23Fa%e9abs
MDS, 18 c:\hp\hpsmh\data\cgi-bin\vcagent\vcagent.exe 54879ccbdobd262f28b58F79¢f539b3F
Publ1@ c¢:\windows\system32\cpgmgmt\cqmgstor\cqmgstor.exe 60668a25¢fa2f1882bee8cf2eccib897
ORDER 3118 c:\program files\hpwbem\storage\service\hprmistor.exe 282274cbl4edaee27862c6ebce3128d8
ct 18 c:\hp\hpsmh\bin\smhstart.exe 5¢74¢7¢c4dc9f78255cae78¢cd9bf7da63
180 c¢:\msnipak\win2012sp8\asriconfigureasr.vbs 197a28adbBb4e4fed01e9b67568a8bSe
: P9\ !
18 c:\program files\hp\cissesrvicissesrv.exe bfe68a382c43a5721eef@3ff45faeceda
DFIR FORS508 | Advanced Digital Forensics and Incident Response
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Although Kansa is a data collection framework, Dave Hull had the foresight to plan for it to also facilitate
analysis. Imagine that you just did a Kansa run of a 1,000 systems. How would you begin to analyze that data?
A database or tool such as Splunk comes to mind, but because the data is in simple text format, PowerShell
could also be used for parsing. Several sample analysis scripts are in the \Analysis folder of Kansa. We call
them samples because they are just a small collection of what could be hundreds of scripts, each designed to find
one type of anomaly or signature.

Many of the current scripts rely upon the free Microsoft tool Log Parser. These scripts expect logparser.exe to
be in the system path so that it can find it.

On this slide, we see part of the Get-ASEPImagePathLaunchStringMD5UnsignedStack.psl script.
The SQL-like language you see with “SELECT” and similar commands is the SQL input that Log Parser
expects. Log Parser is a powerful tool and can be learned relatively quickly.[!] In this example, it was used to
perform frequency counting of unsigned binaries from the Autoruns output provided by running
.\Modules\ASEP\Get-autorunsc.psl across ten domain controllers. An analyst would be looking for
outliers, such as a binary that was referenced on only one or two of the domain controllers. In this case, all ten of
the domain controllers had the exact same set of binaries. (Each has a value of 10 in the “ct” column.) If any

were suspicious, the next step would be to cross-reference the provided MD5 hashes with a known-goods
database.

[1] “Getting Started with LogParser”: http://digital-forensics.sans.org/blog/2011/02/10/computer-forensics-
howto-microsoft-log-parser
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if (Get-Command logparser.exe) { ] —|O©_Um_\mm_\ OOBBNDQ ﬂO

ct

10
10
10
10
10
10
10

$lpquery = @"
SELECT
COUNT (imagePath, LaunchString, MDS) as cct,
ImagePath,
LaunchString,
MD5,
Publisher
FROM
Fautorunsc.tsv
WHERE
Publisher not like ' (Verified)$' and
{TmareParn nar 1ike 'Fiie noar faunaAdi!')

Image Path

¢:\windows\system32\cpgnimgt\cpgnimgt.exe
c:\hp\hpsmh\data\cgi-bin\vcagent\vcagent.exe
¢:\windows\system32\cpgmgmt\cqmgstor\cgmgstor.exe

stack unsigned Autoruns
output from muitiple
kansa output files

Results from 10 domain
controllers shown below
(note: no outliers)

78af816051e5128442a98f23fa%e9ab5s
54879¢ccbdSbd262f20b58f79¢cf539b3F
60668a25cfa2f1882bee8cf2ecc1b897

c:\program files\hpwbem\storage\service\hpwmistor.exe 2082274cbl4edaece27862c6ebce3128d8

c:\hp\hpsmh\bin\smhstart.exe
c:\msnipak\win2012sp@\asr\configureasr.vbs
c:\program files\hp\cissesrv\cissesrv.exe

5¢74¢c7¢c4dc9f78255cae78cd9bf7da63
197a28adbob4e4fed01e9b67568a8b5e
bf68a382c43a5721eef03ff45Ffaeceda
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What About Rootkits?

& Copy al to quarantine | Restore default actions

4 Rootkit. Win32.7DSS.tdi3
Service: hwpolkcy Cure -
Mahware object, high sk

Rootkits can defeat live response collection
« PS and WMI rely upon Windows API

Threat intel can help identify possibility
Trade-off: Speed and efficiency versus completeness

Memory analysis is your best weapon
 Get-RekalPslist.ps1 brings mem analysis to Kansa

DHR FOR508 | Advanced Digital Forensics and Incident Response
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A common criticism of all live response collection is its susceptibility to being fooled by a malicious rootkit on
the system. Rootkits are used by malware to hide its existence and often exist at low levels in the system like the
kernel. Because most live response tools (including system commands, WMI, .NET, and PowerShell) rely upon
the Windows API to collect data, a rootkit can easily subvert those API functions to return incomplete data.
Keep in mind that rootkits are rare and are not used nearly as prevalently as some would suggest. If a rootkit is
present, then data collection should be accomplished via memory or disk forensics—both of which can identify
a rootkit and its activities. However, deep-dive forensics is much too time-consuming to run on hundreds of
systems. Hence, we typically make the trade-off of speed and efficiency of live response toolkits for large-scale
collection while augmenting that analysis with deep-dive forensics of a smaller sample of systems. Of course,
knowing whether a rootkit is in play and where it might be is a chicken-and-egg problem. That question can
often be answered by security tools (like the AV warning shown here) or via threat intelligence. (That is, have
you been targeted by a threat group in the past with a history and capability of deploying rootkits?)

Kansa contains a proof-of-concept plugin named Get -RekalPslist.psl. This module shows the best of
both worlds as it is a Kansa script that can remotely run live memory forensics across multiple target systems. It
accomplishes this by using the Rekall memory analysis suite with the winpmem driver that gives raw access to
memory. This allows data to be collected directly from memory instead of using the Windows API, making it
much more difficult for a rootkit to affect the output. It is a neat idea, but keep in mind that it pushes a 17MB zip
archive to each system it is run against. This type of module is probably best used for smaller scale collection
efforts against systems that are reasonably expected to have more advanced malware. One alternative is to get a
complete memory image, allowing detailed analysis of the target system. We will cover those techniques in an
upcoming section.
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WMI, PowerShell, and Kansa
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SANS “What Works” in Enterprise IR/Hunting Solutions Labs

1. Practice with a well-known commercial tool used for Incident
Response and Threat Hunting

2. Determine for yourself whether the tool is useful in
accomplishing your goals during response and hunting activities

LT (e [ i [ A A

3. Work with a solution and assess a product without vendor
pressure

- dfir.to/FOR508-Enterprise-Solutions
Vg P el 4 4
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The SANS What Works program highlights commercial tools recommended by students as solving specific
problems particularly well. This program is accomplished without any vendor sponsorship or payment for the
opportunity. The program is simply meant to further the education of students and SANS attendees and expose
them to real-world products to test on their own time and without influence.

SANS DFIR has developed partnerships for many years to offer trial versions of commercial utilities so students
can continue to learn and test popular solutions in their own environments. We first surveyed students to find
out which solutions they feel “work” the best to solve specific cyber security challenges. We subsequently
approached several vendors and challenged them to come up with training scenarios we could offer to SANS
students to anonymously test the capabilities of their commercial solutions. For advanced forensics and incident
response, multiple tools were recommended to help with Enterprise Incident Response and Threat Hunting. We
offer this exercise not as an endorsed tool by SANS or its instructors, but as a way for each student to try the
solution and ultimately assess its capabilities, good or bad, on their own. We anticipate adding additional
vendor challenges in the near future.

No student information is passed to any vendor unless you specifically elect for them to know who you are.
This is your chance to try a popular commercial solution without the vendor trying to sell you anything. While
the lab was written by the vendor, we attempted to emphasize the same qualities that you experienced in other
SANS labs. Specifically, we required that the lab should not be a “sales” presentation and should demonstrate
how the tool can be used to solve real-world problems. We hope you enjoy this opportunity.

As this is not a SANS written lab, any questions regarding this lab should be directed to the provider. However,
we can pass along any feedback back to them anonymously as well. Feel free to write and relate your
experiences to rlee@sans.org.
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IR Hunting and Anti-Forensics Detection Agenda

Enterprise Incident Response: Automating the First
Four Sections of FOR508

Advanced Adversary & Anti-Forensics Detection

« Filesystem-Based Analysis
 The Sleuth Kit Toolset
« NTFS Filesystem Analysis

Threat Hunting
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Advanced Adversary & Anti-
Forensics Detection

&

DIGITAL FORENSICS B INCIDENT RESPONSE
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Filesystem Five Layers

DFIR

Physical Layer

The drive itself

Partition
information

g Filesystem Layer

Data Layer (Where data is stored)

Structure
information
+EXT2/3/4
+FAT

+NTFS

ltrs

Filename Layer

Name of the
file

Directory
Hierarchy
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This is the overview of the five Filesystem layers that we examine over the next few sections. We start with the
physical and the partition details of a drive, which lead us to the actual filesystem. The filesystem will be made
up of three layers (Data, Metadata, and Filename). To understand how to best recover data during a case, we
should understand how it is intentionally structured. Anti-Forensics techniques tend to overlook some of the
more obvious structural foundations of a system because they are designed to fool a casual user, not someone

familiar with the inner workings a filesystem forensics.

To extend that theory, we will begin by breaking down the five layers initially.

From the first two layers, we will examine the Physical layer; the Filesystem layer will be used to discuss how a
drive is initialized, partitioned, and then formatted. We will discuss the Master Boot Record, the partitions
themselves, and how the Windows Operating system will identify a specific physical drive that is attached to it.

We then will discuss at a high level how the three layers of the filesystem work together to actually store file

data.

© 2016 Rob Lee
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Filesystem Analysis Tool of Choice:The Sleuth Kit

Filesystem Tools

- £sstat displays details about the filesystem partition
°mmls displays list of partitions or disk slices in a DISK image

Data Layer Tools
*blkecat displays the contents of a disk block
*blkls lists contents of deleted disk blocks

sblkcalc  maps between dd images and blkis results
. blkstat lists statlstlcs assocmted w1th specific disk blonks

(Metadata Layer Tools' T
» istat dlsplays information about a spec1ﬁc mode o
»icat displays contents of blocks allocated to an inode
+ifind determines which inode has allocated a block

Filename Layer
- fls displays file and directory entries in a directory inode
« £find determines which file has allocated an inode in an image

DF'R FOR508 | Advanced Digital Forensics and Incident Response 34

The Sleuth Kit Overview:
*  Written by Brian Carrier
*  We will now show the tools in The Sleuth Kit.
»  Works on both UNIX and WINDOWS platforms.
« Some of these tools are also in TCT, but The Sleuth Kit version has more options.
» There are a total of 27 tools in The Sleuth Kit.
* They are based on the UNIX model of small specialized tools.
¢ They are organized by Filesystem layers, and the first letter of each tool name corresponds to the layer.
» The remainder of the names are standard across layers: stat, ls, find.
* All commands take at least the image name and typically an address as well.
* Can use disk or partition image files.
* Can have single or split files.
» The offset option is used to mark the beginning of the partition. Pulled from mmls output.
¢ Can use raw, EnCase, or AFF disk images.

For the filesystem analysis section, we will use The Sleuth Kit. As The Sleuth Kit is based on the code from
TCT, some of the tools in The Sleuth Kit can also be found in TCT. The Sleuth Kit tools are more flexible and
provide more features, including support for FAT and NTFS and other features that will be shown.

There are 27 total tools in The Sleuth Kit. Some take a filesystem as input and provide output data and others
run on the output data to present the data in a different format. For example, the mactime tool takes data from
other tools to generate a timeline of activity. Similarly, the 'sorter' tool calls other tools to sort data by type.

Having to learn more than 20 different tools sounds daunting, but the filesystem tools are organized by
Filesystem and Data layers. There are a total of five layers in a basic model (shown next) and the first letter of
each tool is based on the layer. The remainder of the name uses standard names, such as find, stat, and Is.

34 © 2016 Rob Lee




Let's go into the Filesystem layers in detail.

There are eleven programs in The Sleuth Kit package that do various things according to the conceptual model
discussed earlier.

The cat’ tools display data (like the ‘cat’ tool in UNIX). The ‘stat’ tools display statistics about an address, the
‘Is’ tools list details about many addresses, and the ‘find’ tools map between different layers.

The tools for the Filesystem layer start with 'fs.'
The tools for the Data layer start with 'blk.'

The tools for the Metadata layer start with 'i.' This is because the original TCT tools were designed only for
UNIX inodes.

The Human Interface layers all start with the letter 'f.' The 'fls' tool allows us to list files like the ‘ls’ command
does in UNIX, except it will also show us deleted files.

Some filesystems have journals that record what changes are made to them and the Journal layer tools will
help show the journal contents. These tools start with 'j."

The Media Management layer tools show the media management configuration and we already saw 'mmls'
being used to list the partition table.

The Disk layer shows the configuration of an actual hard disk. These tools are used to help determine whether
there is hidden data on a disk and whether to remove it.

The remaining tools do not directly process a filesystem or disk image:
Hash database tools
The 'file' tool and 'sorter’
Timeline tools
Cryptographic hash tools

All The Sleuth Kit commands take the filesystem image as an argument.

command [-f fstype] [-i imgtype] [-b dev_sector_size] [-o imgoffset] image

[Useful Options]
-f fstype: Image filesystem type (use '-f list' for supported types)
-i imgtype: The format of the image file (use -i list’ for supported types)
-b sector_size: The size (in bytes) of the device sectors
-0 imgoffset: The offset of the filesystem in the image (in sectors)

Typically, one also needs to specify the address of “something” (a data unit, metadata structure, and so on).

TSK tools can process a partition or disk image file. We will later see that disk images will require additional
arguments to specify where the filesystem starts in the disk.

You can also use split images. Split images are typically created using the “split” UNIX command, which

breaks data into equal-sized files and the extension increases for each file. To use split images, all files must
be specified on the command line or a wildcard can be used.

© 2016 Rob Lee
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Data Layer
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Physical Layer
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The drive itself ; -

o Data Layer (Where data is stored)
Partition : ; Aata 15| StOrec =
information : : =

- - . Metadata Layer
Clusters H

Filename Layer
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‘Allocated

« Data cluster is actively being used by a file
 Data exists in a file on the system
« Not deleted

Unallocated

« Data cluster is not being used by a file
« Data may or may not exist in the cluster
» May contain deleted or unused data

' DHR FORS08 | Advanced Digital Forensics and Incident Response

DEVERE VSl Cluster Allocation: Allocated or Unallocated?
Analysis
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Data chunks will be in one of two states on the filesystem: used or not used. Each chunk of data (cluster) is
either owned by an existing file or is waiting to be used. This is generally referred to as free space. Even though
the space is free, it does not necessarily mean that it is free of data. Files that were deleted on the system could
have written to these clusters at one point. This space is considered unallocated by the filesystem. Even though
the space is unallocated, critical evidence can be recovered from these clusters despite not being recoverable by
ordinary file recovery.

If a file is not fully recoverable, a piece of that file may still be recoverable. That piece of the file is called a file
fragment. A fragment may be one or more clusters of data, but alone would not be the full file. For example, an
e-mail found on a system may be recoverable; however, you may obtain only one-half of the e-mail. The other
half was written over when the filesystem needed the data cluster that the e-mail portion resided in.

© 2016 Rob Lee
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DEIEREVOd Contiguous Disk Space
Analysis

- Suppose a user creates 3 files; each consumes 20 clusters

FILEA | FILEB | FILEC
Cluster 100 120 140 160

Addigss Then, the user modifies the file, adding 5 clusters of data

+ The file no longer fits in the contiguous space reserved for it

 Option A: Maintain Contiguous File — More Work
RGN FREE GG

Camer 100 120 140 160 185
« Option B: Allow File to Fragment Across Filesystem — Less Work

"FILE A

'Fes "REC T 7B
Cluster 100 120 140 160 165
Address
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So then, given that a file is to be created, how is all of this laid out on disk? One might think that the file is
written to disk in a contiguous manner. That is to say, if the file to be created is 5,000 bytes, then the disk is
searched for adjacent disk clusters that comprise 5,000 bytes of storage. This is certainly the easiest way to do
things, but in reality, it doesn’t work too well. Consider the example on the slide.

A user creates three files. Each file consumes 20 clusters of disk space. After some time, the user needs to
modify file B by adding 5 clusters worth of data. This new file cannot be stored in the old location because there
is not enough room. Rather than sliding the entire C file down 5 clusters, we might write file B after file C and
leave the disk clusters previously occupied by file B free (but the old data would still reside there).

Most filesystems will attempt to write data in contiguous clusters as the first option. Only when a file is too large
to fit in contiguous clusters will the filesystem fragment a file. This is good for the forensic investigator as the
majority of files that will be recovered will be contiguous rather than fragmented due to the fact that
defragmentation will rejoin fragmented files together over time.
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DEVENE:VGE Data Storage Layer: Review
Analysis

Clusters are made [ ’ | Clusters are

up of 512-byte ol St allocated or
sectors (1 or more) EEEEEEEEEE S unallocated
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This is the essential information about the Data layer that would be helpful to understand.
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Analysis
fsstat: Provides statistics about a given partition
blkstat: Provides statistics about a given data unit
blkcat: Displays the contents of a given data unit
blkls: Extracts unallocated data units from an image
blkcalc: g:}c;uiﬁiv talllsefzflifglal location where a 'bIKIs'
foremost: Carves out files from raw images based on the

header and footer
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In this next section, we will look at multiple tools that focus on the Data layer of the filesystem and the partition.

The 'fsstat' tool provides general statistics on the filesystem (hence, the “stat” in the name). The output of this
command varies between filesystem types. As this is a Windows-focused class, we will focus on that output of a
Windows image. There are no command-line options for 'fsstat’ besides the filesystem type.

The output shows the range of inode values and the range of data fragments. It may also show the last mounted

time and the last fsck time (if available).

The partition is divided into groups in a UNIX filesystem and each is grouped in the output. Each group has its
own inodes, fragments, and copy of the super block. All that information is given in the output. Much of this
info is not needed for standard investigations, but can be useful for advanced analysis.

The first part of the output gives general identifying information. We also see the number of sectors that are
reported to be before this partition. That corresponds to where this partition is located in the disk.

Now we will look at an NTFS image and the fsstat output.

40
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Here we see the first slide of the output from running 'fsstat' on a NTFS filesystem image.

FILE SYSTEM INFORMATION

File System Type: NTFS

Volume Serial Number: 1884772784770712
OEM Name: NTFS

Volume Name: NTFS-2k-1k

Version: Windows 2000

The first part shows the serial number and volume name of the image. It also shows it is NTFS from an NT, a
2000, or an XP system.

METADATA INFORMATION

First Cluster of MFT: 16

First Cluster of MFT Mirror: 52904
Size of MFT Entries: 1024 bytes
Size of Index Records: 4096 bytes
Range: 0 to 4166

Root Directory: 5

The second part shows the metadata information. The Master File Table (MFT) is where all the metadata is
stored and its starting address is given, which is cluster 16 in this case. The backup mirror copy address is also
given. The sizes of many data structures are dynamic in NTFS, and the sizes are given; although, you may never
need to know these values. The range of metadata values is given as well as the root directory location.

CONTENT INFORMATION

Sector Size: 512

Cluster Size: 1024

Total Cluster Range: 0 to 105807
Total Sector Range: 0 to 211615

SAttrDef Attribute Values:

$STANDARD_INFORMATION (16) Size: 48-72
Flags: Resident
$ATTRIBUTE_LIST (32) Size: No Limit

Flags: Non-resident

The third part of NTFS fsstat output shows the “CONTENT INFORMATION,” which describes the cluster and
sector sizes and ranges. In this case, the filesystem image has 1,024-bytes clusters and the filesystem is
relatively small with only 105,807 clusters.

The final part of the output is the most obscure. NTFS files are described by their attributes and an NTFS
filesystem can define various aspects of the attributes. This section describes the name of each attribute, its type
identifier, its size range, and whether it is stored in the Master File Table (MFT) or in external clusters. For
example, the first entry is for the “§STANDARD_ INFORMATION” attribute, which has a type of 16, a size
range of 48 to 72 bytes, and is always located in the MFT.
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Usage:
blkcat [options] image unit_addr [num]

[Options for blkcat]
[num] is the number of data units to display (default is 1)

The blkcat tool displays the contents of any data unit. The address is given as an argument and its contents are
shown. It can also display the data in a hexdump fashion, which is useful for reverse engineering data.

The same functionality of this tool can be had with the 'dd' tool, but this makes it a little bit easier. The syntax

for the 'blkcat' tool is the image name and then the address. If the number of bytes to display is given, it goes
after the address:

The blkstat tool is fairly boring. It takes the address of a data unit as an argument and displays statistics about it.
This is most useful for identifying if the data unit is allocated or not. "blkstat’ does not have any other arguments
besides the filesystem type.

Usage:
blkstat [options] inege

[Default Options Across All Sleuthkit Tools]
-f fstype: Image filesystem type (use '-f list' for supported types)
-i imgtype: The format of the image file (use '-i list' for supported types)
-b sector_size: The size (in bytes) of the device sectors
-o imgoffset: The offset of the filesystem in the image(in sectors) from mmls

The blkstat tool provides statistics on a given data unit.
Typically, this just indicates its allocation status and in a UNIX filesystem the group that it is a part of.

EXAMPLE ONLY:

# blkstat evidence.img 368055
Fragment: 368055

Not Allocated

Group: 11

The ‘blkls’ tool outputs data to stdout. Its purpose is to extract the unallocated data so that deleted data could be
recovered.

The result is just a collection of random data. It cannot be mounted or processed with any intelligent tools
besides grep and strings.

blkls is essentially an “electronic dumpster diving tool.” That is an accurate (and visual) description. bikls scans
the filesystem, collecting bit from here and pieces from there. It focuses on collecting unallocated portions of the
filesystem. As a result, the data collected by this command can use up a lot of space.
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The blkls tool can also be used to extract the slack space for analysis (keyword searching). The ‘-s’ flag will tell

‘blkls’ to look at each file and print the data from the end of the file to the end of the cluster. The result is a file
of raw data with no structure.

‘blkls’ extracts the final data unit of each file and zeros out the data that are actual file content. Only the slack
space will be left. The output of ‘blkls -s” will be a multiple of the data unit size.
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Typical filesystems store virtually all data in files. The most important of these are a set of special files, which
are typically called metadata structure or inodes. The prefix "meta-" means self-referring. So "metadata
structures™ are structures that contain data about data. And that's exactly what these structures do. They contain
internal information about the real data stored on the filesystem. For example, it could contain a listing of
directory, timestamps, and file owners.

All filesystems have some structure that is used to describe a file. The Metadata layer contains those structures.
These structures are called different things in different filesystems:

NTFS: Master File Table (MFT) entry
File Allocation Table (FAT): Directory entry

These structures typically do not contain the actual name of the file. They contain descriptive information such
as MACtimes, permissions, owner user id, and size. This layer also has some method of referring to the data
units that have been allocated to the file. For UNIX-based filesystems, there are a series of pointers to the
different fragments. For FAT, the File Allocation Table is used to find “Chains” of clusters.

Each structure is given an address. We will use this address when referring to structures in this layer. This

structure is typically hidden (especially for deleted files) from uvsers, but there is a lot of useful information in
them.

Carrier, Brian. File System Forensic Analysis. Boston, MA: Addison-Wesley, 2005. Print. Pages 186-190
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The basics of any filesystem, UNIX or Windows, are similar, whereas the actual implementations are
different. Reducing things to a common character and knowledge base will help an investigator know that
similar techniques can be employed across a wide variety of filesystem types while only the specific tool that
is used changes.

In most filesystems, elements such as the name, the type, a pointer to the data, the data size, time data, and a
security mechanism will exist. Some have more robust features (NTFS and ExFAT) than others, whereas
some have less (FAT).
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there
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Like data blocks/clusters, inodes are also allocated or unallocated. An allocated inode is a file that is in use
by the filesystem. A file with a name points to that inode structure to tell the operating system where the
file data can be found. If an inode is unallocated, it was never written to, or it might contain the inode data
of a file that was recently deleted.

If an inode was never in use by the filesystem, the data will never be filled out. When a file is deleted, the
inode data is rarely wiped or overwritten.

Carrier, Brian. File System Forensic Analysis. Boston, MA: Addison-Wesley, 2005. Print. Page 195
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Techn Sequential MFT Entries

~ As files are created in different directories, MFT allocation patterns generally
are sequential and not random

p———

. Date P pe &l Increasing  [Bianame g i
Tue Apr 03 2012 22:59:43 85 .a.b - : :
Tue Apr 03 2012 23:09:16 56 mach s MET Elltl'y
Tue Apr 03 2012 23:09:16 986112 mach Value% p/_MEI138842/kernel32.dll
Tue Apr 03 2012 23:09:16 86016 macb : ; 5 p/_MEI138842/_ctypes.pyd
Tue Apr 03 2012 23:09:16 479232 mach C:/Users/vibranium/AppData/Local/Temp/_MEI138842/unicodedata.pyd
Tue Apr 03 2012 23:09:16 77824 macb 0943-128-3 C:/Users/vibranium/AppData/Local/Temp/_MEI138842/bz2.pyd
Tue Apr 03 2012 23:09:16 2117632 macb 0944-128-3 C:/Users/vibranium/AppData/Local/Temp/_ME1138842/python25.dll
Tue Apr 03 2012 23:09:16 348160 macb 0945-128-3 C:/Users/vibranium/AppData/Local/Temp/_MEI138842/MSVCR71.dIl
Tue Apr 03 2012 23:09:16 499 mach 0946-128-1 C:/Users/vibranium/AppData/Local/Temp/_MEI138842/spinlock.exe.manifest
Tue Apr 03 2012 23:09:26 35678 .a.b 0947-128-4 C:/Windows/Prefetch/SPINLOCK.EXE-1610A75A.pf
Tue Apr 03 2012 23:35:07 376 ..b 80-144-1 C:/Windows/System32/dllhost
Tue Apr 03 2012 23:37:54 10594 .a.b 2083-128-4 C:/Windows/Prefetch/REG.EXE-26976709.pf
Tue Apr 03 2012 23:45:06 6438 .a.b 0950-128-4 C:/Windows/Prefetch/SC.EXE-BC6DAF49.pf
Tue Apr 03 2012 23:54:46 9216 .a.b 0953-128-3 C:/Windows/Temp/a.exe
Tue Apr 03 2012 23:54:48 8192 .a.b 0954-128-4 C:/Windows/Prefetch/A EXE-BD56B1C4.pf
Tue Apr 03 2012 23:54:56 25160 .2.b 0955-128-4 C:/Windows/Prefetch/SVCHOST.EXE-BD36ESC8.pf
Wed Apr 04 2012 00:01:44 56 ...b C:/Users/vibranium/AppData/Local/Temp/_MEI57722
Analysis trick — Could use analysis of contiguous values to find related

files or malware across different directories
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Inode and MFT entry address allocations generally are sequential in nature. This means that as new files are
created on the filesystem, the following number in the inode or MFT entry allocation list (n=n+1) is generally
allocated if available. In the above example, we show the initial Java Applet attack that was examined during the
filesystem timeline analysis section. This is the output from the fls/mactime tool pair. We are focusing our
analysis solely on files that were created (B) around the time of the attack.

As you can observe above, the sequence begins with MFT Entry 3007. While hidden by the text in the above
screen shot, if you go back and examine your own timelines, you will observe that the file that was created was
the C:/Windows/Sun/Java directory. As the attack created more Java files, eventually the exploit was

created/dropped into the Tdungan temporary folder. The majority of the MFT entries are increasing in sequential
numeric order: 3007, 3008, 3009, and so on.

Why are some of the MFT entries out of order? The answer is unknown; it is possibly a factor of processor
speed and write time of the creation timestamp.

This technique is useful in determining malware footprints on a system. Certain files may be deleted later, and
we might have an indicator that an older file may have existed due to the non-existent MFT entry that isn’t
found in the sequence. For example, we do not see the MFT entry for 3014 above. We might want to examine
the MFT entry 3014 to see if the data in it were deleted or overwritten by a new file.

Overall, MFT and Inode allocations are likely to be sequential in nature when files are being created one after

the other. If you start looking at the filesystem from this point of view, it begins to open new doors in your
investigations.
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This is the essential information about the Metadata layer that would be helpful to understand.
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Filename Layer | SN VA )
Analysis

« File metadata
« MFT Entry, FAT Directory Entry *Windows*
« UNIX does not store filename in metadata

« Directory file
 Contains list of files/directories in that directory

I

Filenames point to the metadata address: J

« Similar to domain names that point to specific IP addresses
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The Filename layer is typically a separate structure that gives names to files. The Metadata layer can describe
everything about a file, but it is often inconvenient to have to remember that /etc/password is inode 312. The
filename structures are typically stored in the data units allocated to the parent directory. They contain the
name of the file and the address of the metadata structure (except in FAT because everything is stored in the
parent directory).

When files are deleted, the filesystem will hide the filename from the user, but much data can be recovered
using forensic tools.
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Windows Filesystem Evolution '

\
FAT 12/16 - MS-DOS, Wings/98/NT/2000

e

» Wings (OSR 2), Win2000 ]

» WinXP/2003/Vista/Win7/Win8/Winio )

— s . \
ExFat « 2008/2012/Vista/Win7/Win8/Win1io

—

Windows NT . : . ; . 3
ﬁlesystem (NTES) » WinXP/2003/2008/2012/Vista/Win7/Win8/Winio

» Server 2012/Server 2016
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A file allocation table (FAT) is a table that Windows maintains on a hard disk that provides a map of the clusters
that a file has been stored in.

The number at the end of the FAT is a multiple of how many clusters can be addressed on the filesystem. For
example, on a FAT16 system, it can address 2 to the 16th power or 65,536 clusters.

Windows creates a FAT entry for a new file that records where each cluster is located and its sequential order.
When you read a file, the operating system reassembles the file from clusters and places it as an entire file where
you want to read it. For example, if there is a long web page, it may very well be stored on more than one cluster
on your hard disk.

With 32-bit FAT entry (FAT32) support in Windows 95 OSR2, the largest size hard disk that can be supported is
two terabytes!

The FAT filesystem has been around since the early 1980s and is one of the simplest filesystems. It contains no
security features, few timestamps, and several hacks that have allowed it to still be used today. There are four
variations of FAT: FAT12, FAT16, FAT32, and exFAT. The major difference in each is the size of addressable
entries in the FAT, which will be described later. The exFAT filesystem is the newest version and can be found in
Windows versions after VISTA SP1 and latest versions of Windows CE 6.0.

FAT32 was introduced with Windows 95 OSR2 or later.

The FAT filesystem is one the most common PC filesystem around as it is compatible with so many different
computers. FAT is reliable because it keeps a table of files and free space.

The extended FAT filesystem (exFAT) was introduced with Windows CE 6.0 in September 2006. It was provided
for desktops and server support as SP1 for Vista and Server 2008 in March 2008. Windows XP support was

provided in January 2009 in KB Q955704. The file allocation table (FAT) behaves differently than earlier FAT
filesystems.
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NTFS Overview

* A robust filesystem designed for WinNT
* Security and other features built in

» 4KB clusters = less slack

« Multiple versions: 1.0, 1.1, 1.2, 3.0, 3.1

32,767 characters for path

Max Filename Length 255 characters for name

Max File Size 16EB-1KB 16TB-64K

Max Volume Size (264-1) * cluster size 256TB
(2TB limit imposed by MBR partition,
use GPT to get full size)

Max Number of Files 232-1(4,294,967,295)
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In 1989, Microsoft and IBM partnered on a new operating system called OS/2 that would be more feature-rich
than DOS. This OS failed to catch on, but several of the ground-breaking technologies developed for it were later
incorporated into Windows NT. One of those features was OS/2’s filesystem, High Performance Filesystem
(HPFS). NTFS was specifically designed to overcome all the shortcomings of FAT and be applicable in an

enterprise environment. Therefore, it included features such as:

» Support for mixed case filenames, in different code pages

 Support for long filenames (255 characters as opposed to FAT's 8+3 characters)
* Less fragmentation of data

+ Extent-based space allocation

» Transaction journaling for crash recovery

» B+ tree structure for directories

* Support for compression, encryption, and quota enforcement at the Filesystem layer

» Support for sparse files, soft links, and hard links
» POSIX support

Volume size

7MB-512 MB
The default cluster size for FAT could quickly grow to 64KB, which led to 512 MB—1 GB

a lot of wasted space as slack behind small files. Therefore, NTFS was

designed to keep the cluster size at 4KB for as large a volume as possible. 1GB-2GB
The format command will default to 4KB clusters, but the default can be 2GB-278
overridden to larger sizes if the user wants.[!] 2TB-16T8
16TB-32T8B
32TB-64TB
[17 http://support.microsoft.com/kb/140365 64TB-128TB

128TB - 256 TB

Cluster size

4 KB
4KB
4 KB
4 KB
4 KB
8 KB
16 KB
32 KB
64 KB
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Versions:

v1.0 released with NT 3.1 in mid-1993

vl1.1 released with NT 3.5 in fall 1994

v1.2 released with NT 3.51 in mid-1995

v3.0 released with Windows in 2000

v3.1 released with Windows XP in autumn 2001

The most significant change was with version 1.2. The next most significant changes to the on-disk structure
of NTFS occurred with the release of v3.1, when an extra field was added to the MFT record to explicitly
state what record number it was. More on both of these changes in a little bit.

There is a difference between the on-disk format version and a version of the NTFS.sys driver that Windows
uses to load the filesystem. Unfortunately, a lot of marketing material, books, white papers, and so on don’t
differentiate to which they are referring, leading to references to NTFS v4, v5, and v5.1, which are actually
references to the driver version number and the new features that it supports, not to new changes to the on-
disk format.

For the maximum file size and max volume size, there is large disparity between what the filesystem could
handle based on the size of the numbers tracking the various parts and what Microsoft actually implemented
as the maximum values. For the max file size, the number that tracks the size of the file is a 64-bit number —
264 =16 exabytes, but within the drivers there is a cap at 16 terabytes (24 — 64KB). Similarly, with the
volume size, the number that tracks the clusters is a 64-bit number, but the drivers track that number as a 32-
bit number, limiting volume size to 232 minus 1 clusters multiplied by the cluster size.
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Wow! NTFS has a LOT of features. The important take away here is that NTFS was designed to be a robust
and feature-full filesystem that can do a LOT more than FAT. Many of these features are only applicable in an
enterprise environment and aren’t even fully in use there.

* NTFS makes use of a log file to track changes to the metadata to track the state and integrity of the
filesystem at all times and to correct inconsistencies causes by system crashes. Other filesystems
call this “journaling,” and NTFS calls it “transaction logging.”

» NTFS is able to track all the files that have changed on the system via a USN Journal or Change
Journal. This allows programs like a backup utility or virus scanner to know what files are new or
changed since they last ran when they need to do an incremental pass over the drive.

» POSIX compliance requires NTFS to support hard links and soft links. A hard link is when a
single file responds to multiple names; you at the user level see two files, but you are really only
interacting with one. A soft link is where a second file is created but doesn’t have any data.
Instead it is just an alias or pointer to another file, and opening it actually opens the other file’s
data without telling you.

» NTFS has incredibly robust security controls to prevent users from opening files they aren’t
allowed to. (Of course, that can all be bypassed by mounting the drive in Linux, but that is a whole
other discussion.)
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NTFS allows administrators to limit users to a specific amount of disk space they are allowed to
consume. No matter which folder they write to, the filesystem will track all the files that they
own and will stop them if they are using too much space.

Reparse points allow the system to interact with files in all kinds of exciting ways. Soft links,
volume mount points, and single instance storage are all implemented via reparse points, just to
name a few. And, anyone can program a filesystem filter driver and create their own reparse
points that do whatever they want them to do.

NTFS uses Object IDs to track certain files, so that no matter where you move a file or how
many times you rename it, the distributed link tracking system will update all the links to the file
so that you never lose it.

NTFS implemented file-level encryption at the filesystem level so that it operates completely
transparent to you as the user but makes it difficult for others to read your files.

NTFS implemented file-level compression at the filesystem level so that it operates completely
transparent to you as the user but saves you considerable disk space.

NTFS keeps backups of your files as you modify them via the Volume Shadow Copy feature.
Did you just delete large parts of a file and press ‘Save’ and then realize that you meant to press
‘Save As’? No problem; just revert to a previous version of the file that was saved by NTFS
without you even knowing it was done.

NTES allows files to have alternative content! For instance, files downloaded from the Internet to
be tagged so that Windows can warn you before executing them, for just one of many examples
how alternative data streams are used legitimately. Bad guys also use them as a way to hide data
and be sneaky.

NTES allows you to mount another drive as a folder on the current drive, so instead of having a
C: and D: you can have a C: and a C:\data. This is very useful for keeping directory tree
organized, but still benefiting from the increased speed and volume size by spreading your data
across multiple drives.

NTFS can save disk space on large servers by keeping only one instance of a file. Say, I send a
300GB video of this class to every student in class today, and you all save it on your profile
directory on the corporate file server. Dozens of copies * 300GB = a very full file server! Single
Instance Storage allows NTFS to reclaim that disk space by converting all those copies into a
single copy of the actual 300GB data and a bunch of small soft links that point to that single
copy, all under the hood without any of you knowing it was happening.
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MFT Filename Description
Record #

NTFS System Files

o | $MFT Master File Table - A database that tracks every file in volume
1 | $MFTMIRR A backup copy of the first four records of the MFT
2 | $LOGFILE Transactional logging file
3 | $VOLUME Contains volume name, NTFS version number, dirty flag

4 | $ATTRDEF NTFS attribute definitions
5]. Root directory of the disk
6 | $BITMAP Tracks the allocation (in-use versus free) of each cluster in the volume
7 | $BOOT Boot record of the volume
8 | $BADCLUS Used to mark defective clusters so that NTFS will not attempt to use them
9 | $SECURE Tracks security information for files within volume

10 | $UPCASE Table of Unicode uppercase characters used to assist sorting filenames

11 | $EXTEND A directory containing $ObjId, $Quota, $Reparse, $UsnJrnl
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The first 24 MFT entries are reserved for special use by the NTFS volume. The first 12 entries are used by system
files that make NTFS work. These files are all named starting with a $ and are hidden from view unless using
specialized tools. Just like many of the other slides in this section, you don’t need to memorize all of this, but it is
here for reference.

$MFT

The first record, record number 0, describes the MFT. This record provides us the name, $MFT, and information
necessary to find all the other clusters containing the rest of the MFT. The Volume Boot Record (VBR) contains a
pointer to the cluster this record will lie in, and the records within the MFT contain the pointers to the clusters for
every other object. Unlike FAT, in NTFS the VBR is the only object that is tied to a specific sector on disk and
cannot be relocated elsewhere.

$MFTMIRR

The second record contains a backup of the SMFT record above in case the above record cannot be read due to
physical damage of the disk. The information in record 0 that the system needs to read in the rest of the SMFT file
is all we are really needing backed up, but because we are allocating space on the disk for an entire cluster, an
entire cluster of MFT records will get backed up. Because the default cluster size is 4K and records are 1K, which
usually works out to be the first four records.

SLOGFILE

This file contains the Transactional Logging information used by NTFS to maintain integrity of the filesystem in
the event of a crash. This process is called Journaling in most other filesystems that support the feature. We will
talk more about this file later.
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$VOLUME

This file contains the friendly name of the volume for display in My Computer and other locations, as well as
the NTFS version number and a set of flags that tell the system if the volume was unmounted cleanly on last
use.

SATTRDEF

This file defines the NTFS Attributes for the version of NTFS in use on this volume. We will talk more about
some of these attributes later. The only thing you need to know is that the names we use to refer to the
attributes come from this file—no, we didn’t just make them up.

MFT record number 5 is the root directory. Functionally, it is no different than any other directory except that
it is always record number 5 and its name is a single dot (“.”).

$BITMAP

This file is a long string of binary data, with a bit for each cluster within the volume. For each cluster in the
volume, the corresponding bit will be set to either 1 or 0 depending on whether the cluster is allocated to a
file, respectively.

$BOOT

This file allows the VBR to be accessed via normal file I/O operations.

$BADCLUS

This file provides the filesystem a way of marking, and thus not using, clusters in which there is physical
damage making them unreliable to save data there. The $BadClus file is a sparse file that has a file size equal
to the volume size and is filled with all zeros. A sparse file is a file in which clusters that are all zeros don’t
get written to the disk. Because the entire file is all zeros, no space on disk is allocated for the file. If a cluster
is determined to be bad, data will be written in this file at the offset that corresponds to the location of that
cluster. This fake “data” isn’t actually laid on the disk, but the existence of this “data” causes the $Bitmap file
to mark that cluster as in use, thus no other new files will try to use that cluster in the future. In the real world,
the hard disk controller will remap sectors that are failing, so this fail-safe rarely will get any use.

$SECURE

This file contains an index that is used to track the security information for the files on the system. Each
individual file will contain security information about who owns the file and who is allowed to open it. This
index allows the system a central place to hold information about the owners so that information does not
have to be repeated in every file. In older versions of NTFS, this record number (9) held the system file
named $Quota, which is discussed next.

SUPCASE

This file contains a table of uppercase and lowercase unicode letters for each unicode code page in use for
filenames within the system. This table is used in sorting the files by name so that “A” and “a” are next to
each other when sorting alphabetically.
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SEXTEND

Even though there are 24 records reserved for system use, when new system files were introduced, rather
than place the new system files in those records, a directory entry was placed in record number 11 to hold the
new system files and these new system files were placed into normal records for regular use. Because the
files below are written by the format command before user files are written, they will almost always be
located in the first four records that are not reserved (record numbers 24-28). They are not static like the first
12 records, which are always the record numbers indicated above.

SEXTEND\$Ob;jId

This file contains an index of all the object IDs in use within the volume. Object IDs allow a file to be tracked
even if the file gets moved, renamed, or otherwise changed in a way that would cause a pointer like a link file
to be able to find the file.

$EXTEND\$Quota

This file contains information about how much allocated space each user is allowed to and has consumed on
this volume, in order for a system administrator to technically prevent a user from using too much disk space.

$EXTEND\$Reparse

This file contains an index of all the reparse points on the volume. Reparse points have a multitude of uses,
but the most common is for symbolic links, in which a file is really just a pointer to another file and editing
this file is really modifying the file it points to. Reparse points are also used for mounting other volumes as a
directory on this volume.

$EXTEND\$UsnJrnl

The Update Sequence Number (USN) Journal, or also known as the Change Journal, is an index listing all of
the files that have changed on the system and why the change took place. We will talk more about this journal
later.

Reference pages 277-278 of File System Forensic Analysis.
http://support.microsoft.com/kb/103657/en-us
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The Master File Table (MFT) is a very structured database that tracks all the objects to be saved on an NTFS
volume. Every object gets a FILE record within the MFT. Each FILE record contains a series of Attributes
that contain the various data and metadata related to that file. A file gets a record, a directory listing gets a
record, even the volume name gets its own record.

Each record is 1024 bytes long. If a file is small enough, the file’s contents will be held within the MFT record
right next to its metadata. Otherwise, there is a pointer to which clusters contain the file’s contents.

The MFT can become quite large. A 1TB drive with over 400K files on it will produce an MFT that is over
485MB. If the MFT becomes fragmented, and the system has to seek all over the drive to get to its various
parts, the speed of the whole system will become very noticeably degraded. To prevent this, NTFS drivers will
create an “MFT Zone” for the MFT to reside in it. This reserves the first 12.5% of the drive and starts placing
user files after this zone so that the MFT has free space for it to grow into. If the rest of the free space in the
other 87.5% of the drive becomes full, then the MFT Zone will be cut in half, and again when that other half
gets full, and so on until the drive is full. Once the MFT becomes fragmented, it cannot be defragmented by
normal means. (Handy tip from a seasoned sysadmin: Quickest and most thorough way to defrag a drive is to
copy all the files off, format, then copy them all back. They will come back on one at a time and NTFS will lay
them down in order all contiguous.)

http://msdn.microsoft.com/en-us/library/bb470206(v=vs.85).aspx
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EMetade_fca IB:VEd MFT File Record Header
| Analysis

x00| 46 | 49 [ 4C [ 45 | 30 [ 0o ] 03 [ 0o [ 66 [ 60 | 49 [ 01 | 0o | oo | oo | oo

“FILE” signature Offset to Fixup Fixupsize $Logfile Sequence Number

x10 [ 02 [ 0o ] o1 [ oo ] 38 [oo] o1 | oo ]88 o1 [ oo oofoo]|o04]o00]oo

Sequence # Hard Link Offset 15! Attr Flags Real Size of Record Allocated Size of Record

xzo‘od_]oo|00|00|00|00|00|00r0=6 00 00|oo|76|13|00|oo

| x30 09 | 00 | oo | oo oo|00|oo|oo|1oloo|oo|oo|6o|oo[oo|oo

File Reference to Base Record Attr Count Inode # of This Record

Fixup Padding  Start of First Attribute

x4o|oolooloolooloo|oo|oo|oo[48]oo]oo|00|18|ooioo|oo
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Each MFT entry will begin with a signature value of “FILE” (x46 x49 x4C x45). If the system has detected an error
in the entry, you may see the alternative signature of “BAAD” (x42 x41 x41 x44). Looking for “FILE” at the start
of a sector is a good way of locating MFT fragments in unallocated space.

Following the signature field is a 2-byte value that gives the offset to the Fixup Array relative to the start of the
MFT entry and a second 2-byte value that tells the number of entries in the Fixup Array. The Fixup Array is used
for error checking for MFT data structures that span multiple sectors, excluding sectors that contain file data. When
these data structures are written to disk, the last 2 bytes of each sector are copied into a special array, and a
signature value is written to the last 2 bytes of each sector. When the data structures are read by the system, the last
2 bytes of each sector are compared against the signature value, and if everything checks out, the signature values
are replaced by the values that were previously copied into the array. In this way, the system is able to detect
corrupt entries.

The $LogFile Sequence Number (LSN) at offset x08 is part of the journaling filesystem and is used to determine
whether the filesystem is consistent or needs to have certain actions redone or undone to achieve consistency. The
number written here is the file offset into the $LogFile where the record pertaining to this inode will be located:
x01496066 (or 20MB) for the example above.

The Sequence Number at offset x10 is a counter tracking the number of times the MFT record has been reused.
When an MFT record is allocated for the first time, its Sequence Number will be set to 1, when the file is deleted,
and the MFT record is unallocated, the Sequence Number is incremented again and will be incremented only on
subsequent unallocations.

Reference:

pages 353-355 of File System Forensic Analysis
http://msdn.microsoft.com/en-us/library/bb470124(VS.85).aspx
http://msdn.microsoft.com/en-us/library/bb470211(VS.85).aspx
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The Hard Link count at offset x12 refers to the number of $File_Name attributes there are for this file. Multiple
filename attributes could be long and short filenames for the same name (in which they are in the same
directory and only one or the other will be displayed to you) or they could be true hard links where they are
different names or in different directories but they are referring to the same record.

The Flags at offset x16 can have the following values:

0x00 0000 Not in use

0x01 0001 File in use

0x02 0010 Directory that has been deleted
0x03 0011 Directory in use

Deleting a file changes the “in use” bit of the flag to 0 but does nothing to clear out the rest of the data, thus
many deleted file’s metadata is still recoverable as long as the MFT record hasn’t been recycled already.

The File Reference to Base Record at offset x20 is used only for Extended Records, which are used only when
a record contains so many attributes that it can’t fit them all within 1,024 bytes. So, for the vast majority of
records, this will be all zeros.

The Attribute Count field at offset x28 essentially tells you how many attributes this record will have. Each
attribute will have an ID number, starting at zero.

The next field depends on the version of NTFS you are dealing with. With older versions, the next byte after
the Attribute Count was the start of the Fixup. Starting with Windows XP using version 3.1 and onward, the
MFT Record Number (or Inode Number) of this record is saved at offset x2C. This field is useful when finding
fragments of the MFT during data recovery. The inclusion of this field changed the header length, which is
noticeable in the Offset to Fixup at offset x04. The value of that field changes from an x2A in older versions to
an x30 in newer systems, or in ASCII, it changes from a “*” to a “0.” This is important to note because some
file carving tools will include that byte in their signature of an MFT record, and if they are looking for
“FILE*” but not “FILEO,” they may not find what you are expecting to find.

The next three 2-byte fields are the Fixup code, made up of the Update Sequence Number (USN), and the
Update Sequence Array (USA). The Fixup Length at offset x06 will tell you how many 2-byte entries make up
the USN+USA. At the end of each 512-byte sector in the 1,024-byte MFT Record, the system will write the
USN. (Note: Unless MFT record length changes, this will always happen twice, thus for MFT records the fixup
will always be three entries.) When it reads those sectors in, the system will compare the numbers it finds at
the end of each sector with the USN in the record header, and if all three match, then everything is great. If
they don’t match, the “FILE” signature is overwritten with “BAAD” and an error message is returned. As for
the original contents of the bytes at the end of the sector that were overwritten, that is where the USA comes
into play. Each entry in the USA contains the original 2 bytes that should be in the last 2 bytes of each sector of
the record. So, when reading in the first sector of the record, the system checks the last 2 bytes against the USN
and then replaces those 2 bytes in memory with the first entry from the USA. Then it repeats that process for
the second sector using the second USA entry.
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PEESEVER N TFS Attributes
;! Analysis

Name
0x10 $ STANDARD INFORMATION 0x90 SINDEX ROOT
0x20 SATTRIBUTE LIST 0OxA0 I$INDEX_ALLOCATION
030 [SFILE NAME 0xBO  [SBITMAP
0x40 SOBJECT_ ID 0xCO SREPARSE_POINT
0x50 SSECURITY DESCRIPTOR 0xDO SEA INFORMATION
0x60 $VOLUME_NAME 0xEQ SEA
0x70 SVOLUME_INFORMATION 0xFO
0x80 [$DATA 0x100  [$LOGGED_UTILITY_ STREAM
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Above is a list of the attributes as defined in the $AttrDef system file. The ones in bold are the most common ones
and the ones that hold the most important information to us.

$STANDARD_INFORMATION—Provides us timestamps, flags, and tracking information.
SATTRIBUTE_LIST—Used when there are so many attributes that they won’t all fit in a single MFT Record.
$FILE_NAME—Provides us the parent directory, timestamps, size, flags, and file’s name.
$OBJECT_ID—Provides a GUID used to track the file as it gets moved around or renamed.
$SECURITY_DESCRIPTOR—Contains security information for the file for enforcement of ACLs.
$VOLUME_NAME—Only found in $Volume system file; provides volume’s name. Yeah, that’s it.
$VOLUME_INFORMATION—Only found in $Volume system file; provides NTFS version and flags.
$DATA—Contents of the file.

$INDEX ROOT—Contains the header of an index; tells system how to sort entries, size of entries, and so on.
$SINDEX ALLOCATION—Like $Data, but for Indexes.

$BITMAP—Used with indexes to identify which entries are in use and which are available.

$REPARSE POINT—Tells system to read the file differently than normal via a reparse tag.
$EA_INFORMATION & $EA—Legacy; aren’t used any more,

$LOGGED_UTILITY_STREAM—Like $Data but for other uses, such as logging info or encryption keys.

Every attribute has a standard header that starts with a signature number (indicated in the table above) that
identifies which type of attribute is about to be read. Also in this header is a series of length fields to tell the
system how long this attribute is, which is how it finds the next attribute. After this attribute header is the
attribute’s content, which is either present in the MFT or the attribute header tells us where on the disk to find that
content. In the case of the $Data attribute, this content is the actual content of the file. Other attributes work the
exact same way, but their content is structured data that serves a specific purpose.
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“ X;ﬁ}?;i‘;a VRS Typical File Record

$standard Information $Standard Information
$File Name (Long) $File Name (Long)
$File Name (Short - sometimes) $File Name (Short - sometimes)
$Data__ $Index Root
$Index Allocation (sometimes)
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$Standard_Information and one $File_Name are mandatory for all files and directories.

If the name is longer than eight characters or contains special characters, then Windows will also create a
DOS-compatible 8.3 name and save this as a second $File_Name attribute.

Files will have a $Data attribute to hold their content. The $Data attribute can be either resident (completely
within the MFT Record) or nonresident (header in MFT that tells you which clusters the content is in).

For directories, their content is an index that lists all their files. The $Index_Root provides the header for the
index. If there are only a few entries and they will fit within the MFT Record, the entries will be part of the
$Index Root. When the listing is too long to fit within the MFT Record, an $Index_Allocation attribute is used
to track which clusters on the disk the index will reside.

The above are the bare minimum to get things to work. Other attributes are possible but usually show up only
if certain criteria are met or features are turned on. Both files and directories can have an $Object_ID and/or a
$Security Decriptor. A file can have a $Logged_Utility_Stream, usually for storing transactional information
or encryption keys. And directories can have a $Bitmap attribute to track which entries in the index are in use
and which are free.

In the next few pages we will examine the attributes above in more detail. We have a lot to cover this week, so
we are just going to cover the most forensically important attributes.
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If a file has a small name, such as “File.txt,” only a single $File_Name will be saved. If the file has a long name,
such as “Really Long Name.txt,” two $File_Name attributes will be created to save both the long name
preserving the case and a second one to save a DOS-compatible short name (“REALL~1.TXT”). This gives us
potentially three different sets of timestamps for the file. As we will see later, entries in directory listings follow

the same format as above, giving us yet another set of timestamps for the same file.

Immediately preceding the name are two 1-byte fields. The first one tells us the number of 2-byte Unicode
characters making up the name. This is helpful for us so that we don’t read in more than we should as the
padding after the name could contain some garbage information, similar to file slack. For example, the “s a” at
the end of the top attribute is really just the padding so that the next attribute starts at the correct location.

The next field, is a Namespace Type that tells us the type of name.

x00 — POSIX
x01 — Win32
x02 -DOS

x03 - Win32/DOS

Short Name P

Namesnace

Name Length g%
BN [ —> 31 00
) g0 00
Long Name 05 00
40 80

09
00
2c
2C
]
44
73

00
ao
2¢
2c
00
44
73
74

o0

A2
20
aF
20

at

A2
g
133
20
74

A case-sensitive long name.

A DOS-compatible short name.

03
25
Ca

a0
43
€1

02
a5

30
€3
61
62

39
52
40
40
20
ply
35

30
SE
40
490
0
20
15
&E
6E
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20
Q0
B0
30
a0
09
a0

Q0
a0
BO
30
a0
00
ad1]
00
Q0

Name is short enough to need only one $File Name.

o]
0o
2c
2c
0o
00
4D

00
oo
c
2c
2]
00
€D
&4
&7

Case is preserved and different case is considered a different name.

[t
a0
D3
D8
29
39
90

0
a0
Dg
D3
fuls]
20
a9
a0
09

O(HU\O(DQQOO
O WM OO -0

[ S -
........ Rovovnns
........ e°,sced

@°,pe@E.@°, PegE.

l.s. .a.
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x00 | 10 | 00 | 00 [ 0o [ 60 [ oo [oo [ oo [oo]oooo]oo]oco]oo]|ool]oo
Attribute Signature | Length of Attribute

x1o [ 48[ 00 |00 [ 0o |18 [loo [ oo [ oo [D5[ 49 [EB| 25 |2D]4C[CA| o1

Creation Time

X20 |F5|F1|D6|26|2D|4ClCA|01|2o|31|0F|F0|FF|CC|CC|01
Content Modified Time Metadata Modified Time

x30 | D5 ] 49 | EB | 25 | 2D | 4C [ CA | o1 | 20 | 00 [ 00 [ 00 J oo [ 0o | 0o | 00
Last Accessed Time Flags Max Versions

x40 |oo|oo|00]oo|00loo|00|00|00|00‘00|00|AE|03|00|00
Version Number ClassID Owner ID Security ID

X50 oolooloo]oo|oo|oo|oo|oo!68|FE|75|7B|o3loo‘oo|oo

Quota Charge Update Sequence Number
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The $Standard Information attribute is identified by a Signature value of x10 or 16.

At offset x18 you will find a set of four time timestamps in the order of Created, Modified, MFT modified, and
Last Accessed. These are the four timestamps that are going to be used by the filesystem to display the time
information. Other timestamps will be kept in other locations that we will see later, but these are the definitive set.

At offset x38 will be a set of flags. These flags track the file attributes, such as hidden, read only, and so on.

10 00 00 00 Directory 01 00 00 00 Read Only 00 10 00 00 Offline 00 01 00 00 Temporary
D0 00 00 00 Archive 02 00 00 00 Hidden 00 20 00 00 Not Indexed 00 02 00 00 Sparse File

10 00 00 00 Device 04 00 00 00 System 00 40 00 00 Encrypted 00 04 00 00 Reparse Point
30 00 00 00 Normal 00 08 00 00 Compressed

The rest of the values provide tracking numbers for the file used by the $Secure, $Quota, and $UsnJrnl system
files. These will be unique numbers assigned for tracking this specific file in those indexes and have no meaning
outside the filesystem. (The Security ID here has no relation to the SID used in Windows to track the user.) They
are vitally important when parsing the $Secure and $UsnJnl as some entries in that index will refer to only the
file by the tracking number here. Most of these fields are present only in version 3.0 and 3.1.

Carrier, Brian. File System Forensic Analysis. Boston, MA: Addison-Wesley, 2005. Print. Pages 360-362.
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[ Metadata Layer
Analysis

$File Name

X00

[30" [oo [oo Joo [78 Joo

Tloo” oo [oo Joo Joo [oo Joo oo oz oo ~

Attribute Signature Attribute Length

xio_|5A [oo [oo Joo [18 loo [loi [oo fJos [oo [oo [oo [oo [oo o5 [oo
Parent Directory Reference
x20 |Eo |62 |iB |4B |A2> |D8 [cA Joi [Eo [62 [iB [4B |A2 [D8 [CA |o1

Creation Time Content Modified Time

X30

[Eo J62 [1B [4B [A2 [D8 [CA o1 [Eo [62 [1B [4B [A> [D8 [CA |o1

Metadata Modified Time Last Accessed Time

[x40 Joo Ao [F6 [7F [o1 [oo [oo oo Joo Joo [oo [oo [oo [oo oo |00

Physical File Size Logical File Size

x50 |26 Joo Joo [oo Joo [oo [oo oo [oC [o3 |68 [oo |69 [oo [62 |oo
Flags h i b

x60 165 loo |72 |oo |66 |oo |69 loo [6C loo |2E [oo |73 [oo |79 |oo
e r f i 1 . s y

x70 [73_Joo Joo Joo [oo [oo [oo oo | l [ | [ | [ [
s
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The $File Name attribute is identified by a Signature value of x30 or 48.

The Parent Directory Reference at offset x18 consists of two parts. The first 6 bytes are the MFT Record
number of parent directory, and the remaining 2 bytes are a sequence number for that MFT Record.

Though the $File_Name attribute contains the same four timestamps as $Standard_Information, these are
updated only if this attribute is changed, such as by renaming or moving a file. These timestamps are hard to
modify naturally using the win32API. During timeline analysis using these values, we will show you how to
use these times to be able to tell when certain types of activity occur in relation to a file. This is valuable as it
ends up being an indicator that file timestamps were backdated using a hacker tool. Many tools simply do not
show these timestamps at all. Two tools that do a good job of displaying these timestamps are MFT View!!]
from Sanderson Forensics, which easily allows you to parse each individual attribute using a hex-editor-like
GUI, or the AnalyzeMFT.py!?! Python script by David Kovar, which is part of the SIFT workstation.

The Flags at offset x50 are the same as the ones in the $Standard_Information attribute.

Each attribute must start at an increment of 8 bytes, so there will be 0 to 7 bytes of padding after the filename.

[1] http://www.sandersonforensics.com/forum/content.php?133-MFT View
[2] https://github.com/dkovar/analyzeMFT
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| Analysis

File
Rename

Modified —
No Change

Access — No
Change

Creation -
No Change

Metadata Layer

Local
File
Move

Modified —
No Change

Access — No
Change

Creation -

No Change

Volume
File
Move

File
Copy

Modified —

Maodified —
No Change

No Change

File
Access

Modified —

No Change

p
Access — Access - l
Changed Changed

\ J

Access —
Changed
(No Change
onWiny+)

|

)
Creation - Creation —
No Change Changed
)

Metadata —
Changed

Metadata —
Changed

Changed Changed

\
[ Metadata — ] Metadata -

DFIR

Creation —
No Change

Metadata —

No Change

File File
Modify  Creation
" A
Modified — Modified ~
Change Change
"
Access —No Access —
Change Change
—
Creation ~— Creation -
No Change Change
-
( Y
Mectadata - Metadata —
Change Change
\. S

Windows Time Rules SSTANDARD INFORMATION

File
Deletion

Modified —
No Change

Access — No
Change

Creation -
No Change

Metadats -
No Change
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These are the general rules when it comes to files being moved, copied, accessed, modified, or created. The
MFT change time is still being researched in regards to all of these times.

One note: When referring to the move command, we are generally referring to moving a file via “Cut-and-
Paste” and not a move via a command line.

One note is that there is a significant difference between moving a file and copying a file for the creation time of
a file. In addition, one of the many mistakes responders make is assuming that disabling the last access time will
result in zero updates to a file’s last access time. This is incorrect. The file last access time will update during a

file copy or move. It would not update by merely opening the file, though.

Another note, while moving a file generally retains the Creation Date of the file, this is true if the action
occurred via a “Cut-and-Paste” operation via Windows Explorer. If the move happened via the command
prompt, the Creation Date changes.
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| Analysis

File
Rename

Modified —~ No
Change

Aceess— No
Change

Creation- No

Change

Metadata — No
Change

DFIR

|| Metadata Layer

Maodified —
Updated to

Access— No
Change

Creation- No
Change

Metndata -

Mctadata Time

Volume
File
Move

Modified -
Changed

File File
Copy Access

Access -
Changed

Creution -
Changed

Metadnta -

Changed

)
Modified - . 9
Modified - No
Changed Change
~—
r \
Access- :
Access — No
Changed Change
. J
)
Creation — P .
N Creation - No
Changed Change
—
)
Metadata - q
o Mctadata - No
Changed e

File
Modify

Modificd - No
Change

Access— No
Change

Creation— No
Chunge

Mctadata —- No

Change

File
Creation

Madified -
Change

N/

Aceess —
Change

| —
e

Crention—
Change

———
)

Metadnin —
Change

Mot )

File
Deletion

Maodificd — No
Change

Creation- No
Change

Creation - No
Chunge

Mctadata - No
Change
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73

This is the same tests performed while examining the SFILENAME timestamps. The data here could help you
determine when potential anti-forensics backdating of file timestamps might have occurred. There might be
more than a single $Filename attribute per file. This would translate into an additional four timestamps for each
additional $Filename attribute associated with a single MFT entry. Routinely, many files would have both a
$Filename attribute for the long filename and short filename.
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» Timestamp Anomalies

 $SI time is before $FN time

« Nanosecond values are all zeroes

* Use istat to compare $SI versus $FN times

e - l ———— M o ——
Filename #1 Std Info Creation date FN Info Creation date
winsvchost 8/12/2003 2:41 2/18/2007 20:41

DHR FOR508 | Advanced Digital Forensics and Incident Response 74

One of the ways to tell if file time backdating occurred on a Windows machine is to examine the filename times
compared to the times stored in standard information. Tools such as timestomp allow hackers to backdate a file
to an arbitrary time of their choosing. Generally, hackers do this only to programs they are trying to hide in the
system32 or similar system directories. Those directories and files would be a great place to start. You would
look to see if the Filename (FN) time occurs after the Standard Info Creation Time as this would indicate an
anomaly.

You can also compare this to the program compile time to see if the program was compiled after the creation
date locally on the machine using the EXIFTool talked about in the “File Carving” exercise.

74 ® 2016 Rob Lee




p— p—

p— g, g p—

o~

Timestamp Anomalies analyzeMFT.py

* analyzeMFI‘.py: Fully parses MFT file looking for timestamp anomalies

# analyzeMFT.py —a —f <MFT-FILE> -o <OUTFILE>

| -Filenar_n_e &1 Std Info Creation date \F-N Info Creation date

winsvchost 8/12/2003 2:41 2/18/2007 20:41

[Useful Options]
-f FILE: Reads MFT from FILE

Writes results to FILE

Turns on anomaly detection
Qutput in TSK bodvﬁle format
Reports time using local timezone

* Run MFT through analyzeMFT.py
. # analyzeMFT py -a —f / mnt/wmdows mount/\$MFT —o <OUTFILE>

DHR FORS508 | Advanced Digital Forensics and Incident Response 75

Using a tool such as analyzeMFT.py will allow a responder to quickly examine and compare filename
times compared to standard information times.

One other hint to look at. Every time an MFT record is re-used

analyzeMFT. py is designed to fully parse the MFT file from an NTFS filesystem and present the results as
accurately as possible in a format that allows further analysis with other tools. At present, it parses the
attributes from a SMFT file to produce the following output:

* Record Number

* Good - if the entry is valid

* Active - if the entry is active

* Record type - the type of record
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»  Record Sequence - The sequence number for the record
*  Parent Folder Record Number
*  Parent Folder Sequence Number
¢ For the standard information attribute:
*  Creation date
*  Modification date
*  Access date
*  Entry date
*  For up to four filename records:
* filename
e Creation date
*  Modification date
*  Access date
*  Entry date
*  ObjectID
*  Birth Volume ID
*  Birth Object ID
e Birth Domain ID

And flags to show if each of the following attributes is present:

Standard Information, Attribute List, Filename, Object ID, Volume Name, Volume Info,
Data, Index Root, Index Allocation, Bitmap, Reparse Point, EA Information, EA, Property
Set, Logged Utility Stream

Notes/Log - Field used to log any significant events or observations relating to this record

For each entry in the MFT, a record is written to an output file in CSV format.
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Timestomp Detection

A H ' M . az BA
Record Std info Creation  FN Info Creation STFFN  uSec
Number, v Filename v |date v /date v Shift |viZero|~

60763 /Users/vibranium/AppData/Local/Mozilla/Firet
60764 fUsers/vibranium/AppData/Local/Mozilla/Fire!
60765 /Users/vibranium/AppData/tocal/Mozilla/Firet
60766 /Users/vibranium/AppData/Local/Mozilla/Firet
60767 /Users/nromanoff/AppData/Local/Microsoft/w

4/3/2012 22:23:10
4/3/2012 22:23:10
4/3/2012 22:23:10
4/3/2012 22:23:10
4/3/2012 22:48:08

4/3/201222:23:10 N
4/3/201222:23:10 N
4/3/201222:23:10 N
4/3/201222:23:10 N
4/3/2012 22:48:08 N

N

60768 /Windows/System32/dllhost/svchost.exe

3/31/2003 14:00:00

4/3/2012 22:40:24 Y

- DFIR

60769 /Users/vibranium/AppData/Roaming/Mozilla/E
60770 /Users/vibranium/AppData/tocal/Microsoft/w.
60771 /Users/vibranium/AppData/Local/Microsoft/w.
60772 /Users/vibranium/AppData/Local/Microsoft/W
60773 /Users/nromanoff/AppData/Local/Microsoft/w

60774 Nicers/vihranium/AnnNata/iacal/Micrasaft/W
MFT_parse

/Windows/System32/dlthost/svchost.exe

FORS508 | Advanced Digital Forensics and Incident Response

4/3/2012 22:32:32
4/3/2012 22:32:53
4/3/2012 22:32:53
4/3/2012 22:32:53
4/3/2012 22:39:06
4‘/%1)012 2:32:53

4/3/201222:32:32.N
4/3/201222:32:53 N
4/3/201222:32:53 N
4/3/201222:32:53 N
4/3/2012 22:39:06 N
4/3/7012 22:32:53 N

2 22z2zz2222|2z 2 2

3/31/2003 14:00:00 4/3/2012 22:40:24 Y
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$Filename B MET Record C/WI Filename/Path Tl

Creation Date /Tune 20705-128-4 ...b C: /wmncws/syatemsz/ausdlag Q1
20706-128-4 ...b C:/WINDOWS/system32/ati3d2ag.dll
2003 03 07 Fri 10:38:56 20707-128-4 ...b C:/WINDOWS/system32/ati3duag.dll
2003 03 07 Fri 10:38:56 20709-128-4 ...b C:/WINDOWS/system32/atioglxx.dll
2003 03 07 Fri 10:38:56 20710-128-4 ...b C:/WINDOWS/system32/atiicdxx.dll
2003 03 07 Fri 10:38:56 20711-128-4 ...b C:/WINDOWS/system32/atiicdxx.vxd
2003 03 07 Fri 10:38:56 20713-128-4 ...b C:/WINDOWS/system32/atiiiexx.dll
2003 03 07 Fri 10:38:57 20708-128-4 ...b C:/WINDOWS/system32/atitvo32.dll
2003 03 07 Fri 10:38:57 20712-128-4 ...b C:/WINDOWS/system32/atricdxx.enu
2003 03 07 Fri 10:38:58 20725-128-4 .b C:/WINDOWS/system32/drivers/DP83815.sys
2003 03 07 Fri 10:39:00 20745 128-4 ...b C:/WINDOWS/system32/drivers/HSFHWALI.sys
2003 03 07 Fz:. 10:39:00 20749-128-4 . ..b C: /WINDOWS/system32/drivers/hpm0850.cty

[DOWS/system32/carpserv, exe

$Filename Creation MEFT Sequence s ismiesytsmpym-

Ddte/ '1 ime ()dd # Out of Pld( e et
N : [WINDOWS/system32/drivers/mdmxsdk.sys

. b C: /WINDOWS/system32/drivers/strmdisp.sys

.b C:/WINDOWS/system32/mdmxsdk.dll

.b C: /WINDWS/systamBZ/dxxvers/at:.sgkaf.SYS

2003 03 07
2003 03 07 Hri
2003
2003
2011 10 2¢

DFlR FORS508 | Advanced Digital Forensics and Incident Response
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On NTFS the first file on the filesystem is assigned MFT Record Number zero and is always the SMFT. As
more files are created on the system, the next file on the system would get MFT Record Number 1, and so on.
On EXT2/3/4 filesystems, the root directory (/) is assigned MFT Record Number 2 and things increase from
there as additional files are stored on the system.

A typical filesystem has hundreds of thousands of files. Each file has its own MFT Record Number. Because of
the way operating systems are installed, it's normal to see entire directory structures written to disk with files
having largely sequential MFT Record Number values.

So MFT Record Numbers are a metadata structure akin to a card (dating myself here) from a library's card
catalog. They contain information about the files in the same way that those cards used to contain author, title,
number of pages, location in the library, and so on, but MFT Record Numbers contain owner, group, location on
disk, size of file, and such. In a library these cards are arranged alphabetically either by title, author, or subject.
In a filesystem, they are simply first come, first serve and are numbered sequentially. In NTFS MFT Record
Number 0 always points to the SMFT.

Given that these MFT Record Numbers are assigned sequentially, if new files are written to disk, the MFT
Record Numbers that are assigned to them are likely to be sequential or close to sequential, assuming a
sequential run of MFT Record Numbers is available. I need to hire a good illustrator to animate this concept.

Think of it this way, as files are deleted from the system, their MFT Record Numbers are marked as unallocated
and are available for reuse. If there are no unallocated MFT Record Numbers, new ones will be assigned
beginning with the current maximum MFT Record Number value plus 1 and so on.

This will generally result in sequential MFT Record Number values; for example, here's a partial directory
listing from a Windows NTFS partition's system32 directory (seen above).
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This partial listing is sorted by date. Note the MFT Record Number values that follow the date stamps are
largely sequential; there are some exceptions, but for the most part, the order of MFT Record Number numbers
aligns with the file's creation times. As filesystems are used over the years and new patches are applied causing
files to be backed up and replaced, the ordering of these files by MFT Record Number numbers breaks down.
But surprisingly, this ordering remains intact enough on many systems, even after years of use, that we can use
them to spot files that may be of interest.

You essentially look for outliers that are outside the creation date/time and have an MFT Record Number that is
not in alignment with the others in that directory. The best way to accomplish this in many cases is to create a
scatter plot of the directory. But this technique is not well known or widely used. As a result few hackers have
implemented any anti-forensics capability to thwart this technique as they are not thinking about the way the
filesystem will perform MFT Record Number allocation.
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$Filename
Creation Umﬁm\._.mam

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
MHH

10:38:56
10:38:56
10:38:56
10:38:56
10:38:56
10:38:56
10:38:56
10:38:56
10:38:56
10:38:56

mm__m:mam Creation
Date/Time Odd

2003
2003
2003
2003
2003
2003
2003
2003
2003

O}

03
03
03
03
03
03
03
03
03

L JdEY

07
07
07,
0
ob
f

D7
07
07

===

i
i
Fri
Fri
Fri
Fri
Fri
Fri
Fri

2 8 e L

10:39:00
10:39:00
10:39:01
10:39:01
10:39:01
10:39:02
10:39:02
10:39:02
10:39:03

2 TR Lo IO s L R
20 Thu 19:01:06

T TR T e SR

i

——e =TT Y

MFT Record

20702-128-4
20703-128-4
20704-128-4
20705-128-4
20706-128-4
20707-128-4
20709-128-4
20710-128-4
20711-128-4
Noqulpwwlp

207544128-4
20755§128-4
20744f128-4
20744-128-4
2075§-128-4
2074f-128-4
20748-128-4
20790-128-4
207§ 9-128-4
SO NEA L ATR Al
45328-128-4

...b C:

MET mmn_cm:nm
# out of place

PO OO OO

OO

Filename/Path

: /WINDOWS/svstem32/drivers/atiZmtag.sys
/WINDOWS/system32/ati2dvag.dll
/WINDOWS/system32/Ati2mdxx . exe
/WINDOWS/system32/ati3dlag.dll
/WINDOWS/system32/ati3d2ag.dll
/WINDOWS/system32/ati3duag.dll

: /WINDOWS/system32/atioglxx.d1l
.\EHZUQSM\manmbm\mePoQ%% dll

: /WINDOWS/system32/atiicdxx.vxd

C: /WINDOWS/system32/atiiiexx.d1l

h, C: /WINDOWS/system32/atitvo32.d11

C: /WINDOWS/system32/atricdxx.enu

C: /WINDOWS/system32/drivers/DP83815. sys
C: /WINDOWS/system32/drivers/HSFHWALI. sys
C: /WINDOWS/system32/drivers/hpm0850.cty
C: /WINDOWS/system32/carpserv.exe

C: /WINDOWS/system32/carpdll.dll

C: /WINDOWS/system32/drivers/HSF_CNXT.sys
C: \SHZUQSM\m%mnmgwm\nHPdem\:mm DP.sys
C: /WINDOWS/system32/hsfinst.d1l

C: /WINDOWS/system32/drivers /mdmxsdk. sys
C: /WINDOWS/system32/drivers/strmdisp.sys
C: /WINDOWS/system32 /mdmxsdk.d1l
n"\EHZUQ&M\mMmntwM\QHP<mHm\MﬁPmuwmm.m&m

“s 4e we ex ss s

OOQGOOOOO

i e SEITNROI R exr e Fam 32 /A md ooy elia Tt wda . mro
/WINDOWS/system32/svchos.exe
B s e e e — T R
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Analysis VBT

xoo |80 oo [loo [Joo [48 [loo [0 oo Joi oo ioo (oo foo [oofo3 [oo
Attribute Signature Attribute Length Resident?

Too oo oo oo 0" [loor [lo0r [0 [loo
Starting VCN Ending VCN
40 [oo Joo foo |oo joo [oo | 0o/ Jloo [oo Joo [oo |
Offset to Data Run Allocated Size
x30 [loo  ICE [oD |oo oo |oo [oo loo Joo |CE |or ‘00 |00 |00
True Size Initialized Size
x40 [31 |DD Joo [o3 [6B Joo [FE [FE |
Data Runs
DFIR FOR508 | Advanced Digital Forensics and Incident Response 8!

The $Data attribute is identified by the Signature value of x80 or 128.

After the 24-byte attribute header, the content of the $Data attribute will contain either actual content or the
information needed to figure out which clusters to read to find the data. A byte at offset x08 will mark if the
content of this attribute is resident (x00) or nonresident (x01).

Virtual Cluster Numbers (VCN) are used to track the contiguous, in-order clusters that make up the file.
Except in rare cases, these will always start at zero and end with a count of the number of clusters consumed
by the content of the file. The Allocated Size is the size of the clusters consumed by the file (file content + file
slack). The True Size is the actual size of the content of the file. The Initialized Size is the size of the clusters
reserved for this file to grow into. Initialized Size is used when Windows allocates space for the file to grow
into, but that space is not considered part of the actual content of the file, yet.

Data Runs consist of a series of entries that tell us the starting point and length of each segment of the file.
Each entry has a 1-byte header that consists of two fields, one in each nibble. The 31 from the example above
tells us that we need to read in 1 byte to get the length of the run and 3 bytes to get the starting cluster of that
run. The next byte after that is x00, which tells us that is the end of the data runs.

Length of run (xDD clusters)

M\ initialized = Slack
True Size
3 1 @I OO 93 6H < Initialized Size -
Allocated Size
Offset to start of run (Cluster x6B9300)

Carrier, Brian. File System Forensic Analysis. Boston, MA: Addison-Wesley, 2005. Print. Pages 355-359.

A

/1
A
e

http://msdn.microsoft.com/en-us/library/windows/desktop/aa364404%28v=vs.85%29.aspx
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$Data

x00 80 00 00 00 48 00 00 OO |01 |OO OO OO OO OC O3 OO0
Attribute Signature Attribute Length  Resident?

xi0 [00 00 00 00 OO0 OO0 OO0 OO0 |[DC 00 00 00 00 OO 00 OO0
Starting VCN Ending VCN

x20 {40 00 |00 00 00 00 00 OO0 |00 DO OD 00O OO OO OO OO
Offset to Data Run Allocated Size

x30 [00 CE oD 00 00 00 00 OO0 |00 CE OD OO OO OO 00 OO0
True Size Initialized Size

x40 31 DD 00 93 6B 00 FF FF

Data Runs
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e Alternative Data Streams (ADS)

%00 i Feon[Foonleos[Eoan]ison]soon]roonlmaon €...0...

x10_| 00| G0 a0 | W[ e8| AT 60 | A | 00| 1001 SoGH [F6a) w00 0 N

%20

x30 file ..

x40 [0ON|Easl | S| B0
50 |41 | 6o ] Wl~.1.t. .pD.a.t.a.

x60 [This is an alter

x70 | 6E | 61 | 74 | 65 [ 20 | 64 | 61 | 74 | 61 | 20 | 73 | 74 | 72 | 65 | 61 | 60 hate data stream

ADS is alternative content for a file, that exists by creating
additional $Data attributes within the same MFT record

: DFIR FORS508 | Advanced Digital Forensics and Incident Response 83

‘cause sometimes one just isn’t enough.

Originally included in Windows NT as part of the Services for Macintosh functionality as a way for a Windows
file server to support the concept of a Resource Fork that exists in Mac filesystems. Ironically, Macintosh clients
don’t make use of it and opt instead to create a second hidden file that contains the second set of data.

Alternative Data Streams are merely the presence of a second or subsequent $Data attribute, much in the same
vein that a file can have multiple $File_Name attributes. The primary attribute is never named, deriving its name
from the $File_Name attribute. Any subsequent $Data attributes must be named to be able to address them. This
is accomplished by including a Unicode string just before the content of the ADS for resident attributes and
immediately preceding the data runs for nonresident attributes.

Because the rest of Windows is designed only to accommodate the primary data stream, most tools cannot report
on the existence of an alternative data stream, let alone its size and contents. No other metadata about an
alternative stream is maintained. This makes ADS an attractive place to hide illicit tools or data. Each version of
Windows from XP SP3 to 7 has placed more and more restrictions on the things you can do with an ADS,
making them less useful to hackers.
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x10
x20
x30

ADS is alternate content for a file,

00
54
20

00
41
54
6E

00
68
66

08
00
68
61

18
69
69

i8
6C
69
74

00
73
6C

00
00
73
65

00
20
65

00
74
20
20

00
69
20

00
00
69
64

01
73
oD

03
20
73
61

00
20
OA

00
00
20
74

i8
61

80
23
44
61
61

00
20

00
00
00
6E
20

00
6E

00
00
61
20
73

00
6F

00
00
00
61
74

is
72

50
28
74
6C
72

00
6D

00
00
00
74
65

00
61

00
00
61
65
61

€...0...

00 .. .iveieocnaconas

6C This is a normal
file ..

00 €...P...

00 .cocvevo®onfen.

00 A.l.t. .D.a.t.a.
72 This is an alter
6D nate data stream

that exists by creating

additional $Data attributes within the same MFT record
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Files with an ADS
Zone.Identifier and
contain ZoneID=3

X AccessData FTK Imager 3101514
Fle Yiew Mode Hep
2% ad Co = S 0@

Evidence Tree ) “ | Fdelist d 1 d d f 1
e | » - -
Doy eme F were downloaded from the
on entriier
te hyvy. I lt t
2 nterne
€ iewml n
c} ej ‘ME {ZeneTransfer)
2oneld=3
& 8: [
B ) Merozoft
B Mabxe
B U ma
Date v Size - Type ¥ Meta ot IFile Name -YJ
Thu Apr 05 2012 14:31:20 .a.b 91912-128-4 C:/UsersIPublic/Temp/systemS/Undercover-Agems-Llst-For-Spa
Thu Apr 05 2012 14:31:20 113152 .a.b 91913-128-1 C:/Users/Public/Temp/systemS/Undercover-Agents-List-For-United-Kingdom.xls
Thu Apr 05 2012 14:31:20 26 .a.b 91913-128-4 C:/users/Public/Temp/system5/Undercover-Agents-List-For-United-Kingdom.x
Thu Apr 05 2012 14:31:20 39531 .a.b 91914-128-1 C:/Users/Public/Temp/system5/Undercover-Agents-List-For-United-States.xisx
Thu Apr 05 2012 14:31:20 26 .a.b 91914-128-4 C:{Users/Public/Temp/systemS/Undercovar-Agents-List-For-United-Statés.xlsx:Zone.ldentifier
DFIR FOR508 | Advanced Digital Forensics and Incident Response 85

Starting with XP SP2 when files are downloaded from the Internet via a browser to a NTFS volume, an
alternative data stream is added to the file. The alternative data stream is named “Zone.Identifier.” The
Zone.Identifier usually has simple text with the stream “ZonelD=3.” Value 3 means that the file was
downloaded from the Internet and it's potentially unsafe. The values could be from other zones. They are listed
here:

NoZone = -1 MyComputer = 0 Intranet = 1 Trusted = 2 Internet = 3 Untrusted = 4

The key analysis point here is that if you have ever wondered how a Word document or PowerPoint that you
open has been tagged as “downloaded” from the Internet and where you have to “Enable” it to edit it, then you
might see the effect of the ZoneID=3 value every day. From an analysis perspective, ANY file that has the
Zone.Identifier with ZoneID=3 value originated from the Internet and is direct evidence of “File Download.”

This can be useful as not only document and media files are affected by this. We can see above that some
malware might have this trigger as well. It is useful to quickly scan C:\Windows\System32 to see if any files
have the “Zone.Identifier” ADS. It could be evil.

Above you can easily view the zone.identifier using FTK Imager to see the alternative data stream. In addition,
The Sleuth Kit Tool fls also extracts alternative data streams such as these.
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e S e e e e

c ess at FT

Fle View Mode Help

ae® &l Ba

Evidence Tree

en-US
export

+ GroupPoli
:<<<mxm

) ias
) icsml
-,@ IME

=2 Inetsrv
l A5 Macromed
@- Microsoft
l L MsDic
l - mui

Date

Thu Apr 05 2012 14:31:20
Thu Apr 05 2012 14:31:20
Thu Apr 05 2012 14:31:20
Thu Apr 05 2012 14:31:20
Thu Apr 05 2012 14:31:20

v Size v Type

26

113152.

26
39531
26

[

Files with an ADS

BLEILLNN 7 one . [dentifier

- =
File List
»~  Name
Zoneldentifier

T

| = 7oneID=3

were downloaded

ﬂnoumﬂnmummmmu
Zoneld=3

from the internet

-~

.a.b
a.b
.a.b
.a.b
.a.b

v Meta
91912-128-4
91913-128-1
91913-128-4
91914-128-1
91914-128-4

v _m__m Name 1
C:/Users/Public/Temp/system5/Undercover-Agents-List-For-Spain. xfx Zone.ldentifier _
C:/Users/Public/Temp/system5/Undercover-Agents-List-For-United-Kingdom.xls
C:/Users/Public/Temp/systemS/Undercover-Agents-List-For-United-Kingdom. Lm.No:m._amzzmm_. _
C:/Users/Public/Temp/system5/Undercover-Agents-List-For-United-States.xlsx
C:/Users/Public/Temp/systemS/Undercover-Agents-List-For-United-States. LI sx:Zone.ldentifier _
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The Sleuth Kit MFT Analysis Tools

ifind: Finds the metadata address of a given cluster
istat: Lists entry data at a specific metadata address
icat: Extracts data block pointed to from metadata
DHR FORS08 | Advanced Digital Forensics and Incident Response 87

In the next few slides, we will cover some of the key metadata examination tools.

ifind overview
¢ Frequently, one will find interesting data in a block by keyword searching or other means.
* You could probably learn more if you knew which metadata structure allocated it.
* The i£ind tool searches the metadata structures to find one that points to the data unit.

* It is used most frequently when doing keyword searches.

Usage:
ifind [options] [-d unit_addr] [-n file] [-p par_addr] image

[Options for istat]
-a: Find all inodes
-d unit_addr: Find the meta data given the data unit
-n file: Find the meta data given the £ilename

-p par_addr: Find UNALLOCATED MFT entries given the
parent's meta address (NTFS only)

As we will later see, keyword searches are important for recovering deleted content. Using ‘grep,” we can get

the byte offset of the string. Then we can divide the byte offset by the size of the data unit to find out which
data unit it is part of.
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The ifind tool then searches the metadata structures to find the one that points to the data unit of interest. That
way, we can examine the entire file that has this certain string. Also, with some filesystems, the data unit pointer
is saved when the file is deleted. The ifind tool will even identify unallocated inodes for those systems.

icat overview:

* Copibes files by inode number

* Capabilities
»  Writes files specified by inode number to stdout
* Can skip over holes in files

* Operates on
* Disk device
 File containing a disk image

» Useful for recovering deleted files

Usage:

icat [options] image inode

[Options for icat]

~-r: Recover deleted file
-R: Recover deleted file and suppress recovery errors
-s: Display slack space at end of file

Given an inode (particularly of a deleted file) it is often desirable to copy the file by its inode number. The icat
utility does just this. It accesses the file specified by a given inode and writes it to the stdout file descriptor.
Obviously, this can be redirected to a file. As with the other commands, this operation can be performed on an
actual disk device or on a file that contains a disk image. The most common use for icat is to recover deleted
files or at least portions of them.

With flags, you can force ‘icat’ to ignore holes (which are blocks of all zeros).

"The ‘-s’ flag will force ‘icat’ to also output the slack space of a file. For example, consider a file that is 2,000
bytes in size and has a 4,096 byte cluster allocated to it. Normally, ‘icat” will output only the 2,000 bytes, but
with ‘-s’, then ‘icat’ will output the full 4,096 bytes from the cluster.

The ‘-1’ flag causes ‘icat’ to perform file recovery for some filesystems, specifically with FAT. Some
filesystems, such as NTFS, do not need any special steps to recover deleted files. Others, such as FAT do. Using
the ‘-r’ flag causes ‘icat’ to make assumptions about where the original data is located and the data may not be
accurate (because the original file was fragmented or because part of the file was overwritten).
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[Options for istat]
-z zone: Time zone of original machine (i.e. ESTSEDT or GMT)

-s seconds: Time skew of original machine (in seconds)

» The istat tool displays statistics about a given metadata structure:
-z: timezone
-s: clock skew in seconds

. Detalls include:

All allocated data units

All times in loca] time zone

ggrmlssmns and users / groups

ize
Allocation status
All attributes for NTFS files
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Usage:

istat [options] image inode

[Options for istat]
-z zone: Time zone of original machine (that is, ESTSEDT or GMT)

-s seconds: Time skew of original machine (in seconds)

The ‘istat’ tool displays all details known about a given file. This dumps almost all the data in the metadata
structure, and then some. This is an example of how The Sleuth Kit has been designed to show you all the
information it can find.

This is useful to learn which blocks an inode has allocated and the times for the last modification, access, and
change.

The istat tool for NTFS images will show details about every attribute in a file.

The major flags of istat deal with time issues. The -z flag allows you to specify the time zone of where the image
was acquired from. (Otherwise the local time zone will be used.) The ‘-s” flag allows you to specify the clock skew
of the system. For example, if you knew that the system were slow by 32 seconds, then the flag ‘-s -32” would be
given. Then, both the adjusted and un-adjusted times would be displayed.

© 2016 Rob Lee 89




Metadata Layer
Analysis

DFIR

istat - $STD_INFO Attributes

# istat evidence.img 60

MFT Entry Header Values:

Entry: 60 Sequence: 3
$LogFile Sequence Number: 6781202
Not Allocated File

Links: 1

$STANDARD INFORMATION Attribute Values:

Flags: Archive

Owner ID: O

Security ID: 272 ()

Last User Journal Update Sequence Number: 97216
Created: Sat Aug 18 17:05:33 2007

File Modified: Sat Aug 18 10:48:54 2007

MFT Modified: Sat Aug 18 18:41:51 2007
Accessed: Sat Aug 18 17:05:33 2007

FORS508 | Advanced Digital Forensics and Incident Response %

Here we see the output from running ‘istat’ on an NTFS file. NTFS is a more complex filesystem than FAT, and
‘istat’ prints a lot more information for an NTFS image than a FAT image. The output is broken up into two

slides.

The top part shows the general metadata for the file, including its address and allocation status. Files have a series
of attributes and each attribute contains specific information about the file. The second part of the output contains
information in the SSTANDARD INFORMATION attribute, which includes the temporal data for the file. There
are two more parts to the output, and they are on the next slide.

90
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WEeLEeREVEd istat - SFILE_NAME Attributes
Analysis

SFILE NAME Attribute Values:
Flags: Archive
Name: PS.doc

Parent MFT Entry: 46 Sequence: 1
Allocated Size: 24576 Actual Size: 22016
Created: Sat Aug 18 17:05:33 2007

File Modified: Sat Aug 18 10:48:54 2007
MFET Modified: Sat Aug 18 17:05:34 2007
Accessed: Sat Aug 18 17:05:33 2007

Attributes:

Type: $STANDARD INFORMATION (16-0) Name: N/A Resident size: 72
Type: SFILE NAME (48-3) Name: N/A Resident size: 78

Type: $OBJECT_ID (64-4) Name: N/A Resident size: 16

Type: SDATA (128-1) Name: $Data Non-Resident size: 22016
186082 186083 186084 186085 186086 186087

DFIR FOR508 | Advanced Digital Forensics and Incident Response

The third and fourth parts of the istat output on an NTFS image are shown in this slide. The $FILE_NAME
attribute contains information about the file’s name, parent directory, and more time values. The time values
were removed from the slide so that it would all fit.

Lastly, all the attributes are given. The $DATA attribute is where the file content is stored, and we see that it
is 22,016 bytes in this example.
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Filename Layer
Analysis

Saved in an index named $I30

Index is made up of two pieces

« $Index Root
* $Index Allocation

DHR FORS508 | Advanced Digital Forensics and Incident Response

Directory Listings

92

92

These Indexes consume an MFT record and contain $Standard_Information and $File_Name attributes just
like any file. The difference is that instead of a $Data attribute it contains a structured index that lists the
contents of the directory.

Just like files can be resident or nonresident depending on their size, directory listings can be either resident or
nonresident depending on the number of files they contain.

The index is made up of two constructs working together. $Index_Root contains the information about the size
of the entries, how to sort them, and such. If there are only a few entries, then they will be listed in this
attribute and be resident inside the MFT. If there are more than a few, then the $Index_Root is just the index
header and a second attribute, $Index_Allocation, is used to store the actual index entries. $Index_Allocation
attributes will thus always be nonresident and are stored as almost exactly the same as $Data attributes from a
few pages ago with data runs to describe which clusters contain the index.

The index is named $130. Remember what the attribute signature of a $File_Name attribute is? X30; that
should give you a clue how to read the entries in this index. The $File_Name attribute listed a few pages ago
included an attribute header that was 24 bytes long; remove that header and replace it with a 16-byte Index
Entry header, and the rest of the structure is identical.

The index gets rewritten fairly regularly as an update to any file within the directory causes the index to be
reshuffled to ensure proper sorting and updated metadata. Thus, the timestamps of the entries here usually
match the $Standard Information attribute of the referenced file.
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Usage:
ffind [options] image inode

[Useful Options for ffind]
-a: Find all occurrences
-r: Recurse on directories

The ££ind tool is a mapping tool that finds the filename for a metadata address. This is useful when we find a
metadata structure using ifind and still want to get more context. The tool processes the full directory tree and
looks for an entry that points to the metadata address.

The ffind tool is the complement to the ifind tool. The ifind tool found a metadata structure that was pointing to
a data unit. The ffind tool finds a filename that is pointing to a metadata structure. Therefore, if we do a keyword
search, we can tie the keyword to a file using these tools and the byte offset of the string.

For filesystems that do not delete the pointer from the filename structure to the metadata structure, the deleted
filename can be found.
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Analysis

Index 'ﬂ‘éadér—”, [ 4 [ 44 | 58 | 28 | 00 | 09 | 00 | 66 | aF | 78 | 6C | 08 | 00 [ 00 | 00 | INGH(...f7{1....
INDK Signature
10 [o0 [ oo [ oo [ oo | oo | 00 [ 00 [ 00 | 28 ] oo [ oo | oo [ 70 [ 07 J oo [ ooff ........ {...p...
Size of Entries
20 T e [ or [ ao [foo [ oo | oo | oo J oo | 64 | os | o1 | oo | 07 [ oo [ 74 oo je...... dee... t.
Allocated Size of Entries
<30 er L oo [ oo T oo ] oo T og f 20 1 o0 | oo | oo | oo | oo | oo oo | o0 o0 }o.coe covennnns
40 | o2 | 20 0o 0n an no | o oo ]l 60 00 4E 00 00 00 00 00 Sf ... L.
MFT Becord 4 of this entry Length of this entry
b 50 BE | 72 ] 02 ] 00 | oo [ oo Jox J oo | =1 | o1 [ o8| 80 | 44 | 04 | cA | 01 § %r......+".€D.E.
Index Entey cs | r4 | B6 | 80 | 44 | 04 | ca | 01 | A0 | 55 44 | 14 | A3 | DB | ca | 01 | As9eD.8. UD.cof.
L. 77 cs | 74 | 86 | 80 | 44 | 04 | ca | 01 | oo [ oo | oo | oo | oo | oo | oo | oo | hesep.E.........
50 00 | 00 oo Voo | oo [ oo | 00 | 00 | 0o | o 00 | 10 [ 06 J oo oo jood ...,
<30 06 | 00 | 61 | 00 | 64 | 00 | 64 {1 00 | 695 [ oo ! 6 | o0 | 73 | oo | 0o | 00 | ..a.d.d.i.n.s...
B0 B2 | 20 | 04 | 00 | 0o | o0 | 09 | o0 { 70 [ 6o | 60 | 00 | oo { oo | 00 | 00 [ »-...... P
B0 BE | 72 | 02 | 00 | 0o [ 00 [ o1 [ oo | 50 | 21 [ 19 ] oF | 62 | v8 | cB | 01 | ser...... P!. Yook,
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EO c2 | 1 | 00 | 00 § 00 | 0o | oo | oo | 20 [ oo | o0 | oo | 0o | o0 | oo } 00 0 A....... .......
Index Enify oF | oL | 61 § o0 | e | oo [ 73 [ oo | 64 | oo | 72 J oo | 76 | oo | 73 | 00 | ..a.k.s.d.r.v.s.
k100 65 | 00 | 74 | oo | 75 | o0 | 70 J oo [ 2 [ 00 | sc | 00 | &F | 00 | 57 | 00 | e.t.u.p...l.0.q.
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Each Index Block will start with the signature “INDX” followed by a short header. The most important fields
of this header to us are the two size fields at offset x1C and x20. The Allocated Size is the size of the Index
Block minus part of the header. Index Blocks are always the same as the cluster size, so they should usually be
4,096 bytes. The other size field, the one at x1C, is the more important one. It tells us how much of the Index
Block is actually in use. If you have only a couple of files in a directory, their entries will take up only a few
hundred bytes, but Index Blocks are allocated in chucks of the cluster size (4096 bytes). That means slack
space. If you have a large directory and you delete a bunch of files, the index will get rewritten with a shorter
list, and there will be orphaned Index Entries in that slack space. That doesn’t just happen in the last Index
Block either. Every block will have some amount of slack space that may or may not have some remnant
information in it.

Each Index Entry will have a short 16-byte header. The important parts of this header are the MFT Record
Number of the file referenced by this entry and a length field that tells us how big this entry is, and thus where
the start of the next entry will be. The rest of the Index Entry, starting at offset x50 in the example above and
highlighted, will parse out exactly the same as a $File_Name attribute, from Parent Directory Reference, four
timestamps, size, flags, and the filename. If the file has two $File_Name attributes to accommodate long and
short names, there will be two Index Entries, one for each name.

In summary: Directory listings are stored in an Index. If the index is short, you will find the Index Entries
described above trailing at the end of the $Index_Root attribute. When there are enough entries that they won’t
all fit inside the MFT record, and $Index_Allocation attribute is created and contains the Index Blocks
described above. Indexes are made up of multiple Index Blocks that are allocated as necessary and are the
same size as the cluster size. Each Index Block will have the Index Header like the one in the darker highlight
in the example above, followed by multiple Index Entries. Each Index Entry will be read like reading a
$File_Name attribute with the addition of referenced file’s MFT Record Number at the start of the entry.
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3 T TR

e options]
= ge.<dd ‘image name |& raw device> [- effset <vol offset>]
_ —-1ndxf11e <indX datafile>
|
[item to analyze options - these cannot be used with (=indxfile)]
~mft <MET entry te analyze>

-path <directory to analyze>

[ou;.gut cptions ('Onlj one option allowed)]

-va output only valid entries (default)
~slack output only slack entries

-all ocutput both valid and slack entries

Options for wispl]
~CSV. C5V outpui
-csvl2t log2timeline output [needs validation]
-bodyfile sleuthkit output [needs vallda;_ien]
~level <num> recurse # levels [default is 0 levels]
use baselO for flle 512e :Lnstead of hexadecimal
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Used with permission from Tzworks, LLC —

wisp is a prototype version of a Windows parser that targets NTFS index type attributes. The NTFS index
attribute points to one or more INDX records. These records contain index entries that are used to account for
each item in a directory. An index item represents either a file or a subdirectory and includes enough metadata
to contain the name, modified/access/MFT changed/birth (MACB) timestamps, size (if it is a file versus
subdirectory), as well as MFT entry numbers of the item and its parent. The wisp tool, in its simplest form, is
able to walk these structures, read the metadata, and report which index entries are present.

As a directory's contents are changed, the number of valid index entries grows or shrinks, as appropriate. As
more directory entries are added, eventually it will exceed the existing INDX record allocation space. At this
point the operating system will allocate an additional INDX record in the size of 0x1000 byte chunk.
Conversely, when entries are removed from the directory, the INDX record space is not necessarily deallocated.
Thus, anytime the number of index entries shrinks, the invalid ones potentially can be harvested from the slack
space.

VERY IMPORTANT: The slack space is defined to be the allocated but unused space. By comparing both the
valid entries and those still in the slack space, one can make some inferences about whether a file (or
subdirectory) was present in the past.

A good tutorial on harvesting index entries from INDX slack space can be found on Willi Ballenthin's
webpagel!l and his DFIRonline presentation.[?]

References

[1] - http://www.williballenthin.com/forensics/indx/index.html
[2] - http://writeblocked.org/dfironline.html
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Usage:
wisp -image <image> -basel0 -path <path>

[source of NTFS volume options]
-image <dd image name | raw device> [-offset <vol offset>]
-indxfile <indx datafile>

[item to analyze options - these cannot be used with (-indxfile)]
-mft <MFT Entry to analyze>

-path <directory to analyze>

[output options (only one option allowed)]

-valid = output only wvalid entries (default)
-slack = output only slack entries
-all = output both valid and slack entries

[Options for wisp]
-Ccsv = ¢csv output

-csvl2t = log2timeline output [needs validation]
-bodyfile = sleuthkit output [needs validation]

~level <num> = recurse # levels [default is 0 levels]

-basell = use basel0 for file size instead of hexadecimal
-nodups = output w/ no duplicate records

-username <name> output will contain this username
-hostname <name> = output will contain this hostname

© 2016 Rob Lee
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Parse NTFS INDX files.

positional arguments:
filename input INDX file path

optional arguments:
-h, --help shows this help message and exits
=C outputs CSV
outputs bodyfiles

finds entries in slack space !

DFIR ~ FORS08 | Advanced Digital Forensics and Incident Response

usage: INDXParse.py [-h] [-c | -b] [-d] filename

Parse NTFS INDX files.

positional arguments:
filename Input INDX file path

optional arguments:

-h, --help show this help message and exit

~-C Output CSV
-b Output Bodyfile
-d Find entries in slack space

root@stfimrkstattof'\:/casesa !NDX[’arse.py -¢ -d -tdlr \5136
FILENAME, PHYSICAL SIZE, LOGICAL SIZE, HMODIFIED TIME, ACCESSED TIKE, CHANGED TIME, CREATED TIME
144A-1, 64, 64, 2012-04-06 18:15:63.872256, 2612-64-06 18:15:61.728497, 2012-04-66 18:15:59,260115, 2012-04-66 18:15:61.728497

systend, 0, 0, 2612-64-06 18:20:12.354185, 2012-64-86 18:20:12,354105, 2012-64-96 18:260:12,354105, 2612-64-85 14:36:25.928574

systend.rar, 6299648, 6297428, 2012-04-66 13:53:69,349937, 2012-04-06 13:52:56.321257, 2012-64-66 13:53:09.349937, 2012-04-06 13:48:26.908258
systens, 0, 0, 2012-04-66 18:20:24.837%84, 2012-04-06 18:20:24.837984, 2012-04-66 10:20:24,837984, 2012-64-05 14:28:31.368065

systend, 0, 8, 2012-04-06 18:20:35,737816, 2612-64-06 18:20:35,737816, 2012-64-86 18:20:35,737816, 2012-064-85 17:55:44.132687

systen?, 9, 8, 2012-04-06 18:20:45.825117, 2012-64-06 18:20:45.825117, 2012-64-06 18:20:45.825117, 2612-64-65 14:15:13.603449

0%, 64, 64, 2012-64-06 18:15:03.072256, 2612-84-66 18:15:01.728497, 2012-04-66 18:15:59.266115, 2612-04-06 18:15:01.728497

Oc-% (slack at Ox2es), 64, 64, 2012-04-66 18:15:03.672256, 2012-04-86 18:15:01.728497, 2612-64-06 18:15:59.260115, 2612-04-06 18:15:61.728497
08¢0y (slack at ox348), 64, 64, 2012-64-086 18:15:03.072256, 2612-64-06 18:15:61.728497, 2612-64-66 18:15:59.260115, 2012-64-66 18:15:01.728497
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Transaction Logging $LogFile

For crash recoverability purposes

Two areas to the log:

 Restart Area (and a Backup)
e Infinite Log Area

Three step recovery process:

DHR FOR508 | Advanced Digital Forensics and Incident Response 99

NTFS uses the $LogFile to maintain a log of all file transactions, such as a read, write, or modification of any
file. It takes multiple steps to update multiple structures to write to a single file; the $logFile keeps track of each
of those steps so that the state of each transaction can be tracked. When a transaction is complete, NTFS
commits the file update to disk. If there is an error or if there is any reason for NTFS to believe the transaction
did not complete, NTFS rolls back the steps that did occur according to undo information stored in the log.
Incomplete modifications to the volume are not allowed. Tracks file by the $LogFile Sequence Number found in
MFT Record header.

The actual internals of the $LogFile consist of two structures: A Restart Area, with a signature value of RSTR.
There will be two of these in case the first one is unreadable for any reason. This area contains information about
the location and contents of the actual log. Next is an Infinite Log Area, which is a circular log file that is
constantly being reused, which consists of a series of records. The actual data is stored in records with a
signature of RCRD. Update Records are the most common and contain both undo and redo information;
essentially, it contains a before and after state for every change. There are also Checkpoint Records stored
every 8 seconds. These records provide a starting point for the recovery process; the system should have to
recover only from the most recent checkpoint rather than having to analyze the entire log.

If the system crashes, NTFS performs three passes through the data on the disk: The Analysis pass examines the
last checkpoint record in the log. At the end of this pass, the transaction table contains only transactions that
were active at the time of the crash. The Redo pass performs any steps logged from the last checkpoint so that
the cache reflects the state of the volume from when the crash occurred. Lastly, the Undo pass rolls back any
incomplete transactions to return the volume to a stable state. This process does not guarantee that no user data
will be lost. It does ensure that all the various file records, indexes, logs, and various other structures return to a
consistent state after a crash so that a crash doesn’t take down the whole system.

http://technet.microsoft.com/en-us/library/cc976815.aspx
http://support.microsoft.comvkb/101670
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Tracks changes to volume

Two named $Data attributes

« $Max — Contains pointers that tell system where in $J to start reading
« $J — Contains entries for each file that has changed since log was

enabled
USN from MFT header points here

» USN is the offset into $J where entry for that file lies

DHR FORS508 | Advanced Digital Forensics and Incident Response

Change Journal $UsnJrnl

Internally, it is called the Update Sequence Number (USN) Journal (thus the filename of $USNJml), but all the
marketing and user manuals use the name Change Journal. Whenever there is a change to the volume, an entry
is created in this log. This is useful for utilities that need to do incremental scans of a system, such as backup or
antivirus programs. The USN value is found in each file’s $Standard_Information attribute. It is used as an
offset into the $7 file (the actual USN Journal) and identifies the last change made to that specific file.

Tracked in the record is file’s MFT number, the file’s parent directory’s MFT number, a timestamp, a reason
code that tells us what about the file changed, the file’s size, file’s attributes, and the file’s name.

0x00 4 Size of entry

0x04 2 Major Version

0x06 2 Minor Version

0x08 8 MFT Reference

0x10 8 Parent MFT Reference
0x18 8 Offset of this entry in $J
0x20 8 Timestamp

0x28 4 Reason (see below)
0x2B 4 Sourcelnfo

0x30 4 SecurityID

0x34 4 FileAttributes

0x38 2 Size of filename (in bytes)
0x3A 2 Offset to filename
0x3C V Filename
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Reason: The reason code is a bit field of flags that allow the system to track 21 different aspects of the file to
include but not limited to content changed, directory was added to, ACL for file was changed, filename
changed, attributes or times changed, compression state changed, encryption state changed, and object ID
changed.

This system file was introduced with NTFS version 3.0 and as such is not present on systems prior to XP. The
Change Journal feature was disabled by the default on XP and Vista but is enabled by default on Windows 7.
Any program can enable or disable this journal via an API call; therefore any program can flush this log and
delete all its data by disabling it.

http://msdn.microsoft.com/en-us/library/aa365722%28VS.85%29.aspx
http://www.forensickb.com/2008/09/enscript-to-parse-usnjrnl.html
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—a -basell0 <image>

# ./jp -image -v -a -baselld /mnt/ewf mount/ewfl
jp ver: 0.98, Copyright (¢} TZWorks LLC

date time MET entry 32q num parent filename type change
04/06/2012, 23:47:41.532, 7372, o 9604, a.exe, data_overwritten, file closed
04/06/2012, 23:48:00.077, 7372, 1. 3604, a.exe, file truncated
04/06/2012, 23:48:00.077, 7372, 7l 3604, a.exe, file added, file_truncated
04/06/2012, 23:48B:00.077, 7372, 90 9604, a.exe, file_added, file truncated, file_closed
04/06/2012, 23:48:00.124, 7372, T G604, a.exe, data_overwritten
04/06/2012, 23:48:11.580, 7372, Yo 5604, a.exe, data_overwritten, file closed
04/06/2012, 23:48B:33.322, 7372, 7lp 5604, a.exe, file_truncated
04/06/2012, 23:48:33.322, 7372, 1, 9604, a.exe, file_added, file_truncated
04/06/2012, 23:48:33.322, 7372, Tl 9604, a.exe, file_added, file_truncated, file closed
04/06/2012, 23:48:33.3489, 7372, 7, 5604, a.exe, data_ overwritten
04/06/2012, 23:48:34.681, 1372, T, 3604, a.exe, data_overwritten, file_closed
04/06/2012, 23:48:34.681, 7374, 33s, 28044, A.EXE-239305ER.pf, data_overwritten, file_truncated
04/06/2012, 23:48:34.681, 7374, 335, 28044, R.EXE-239305BA.pf, data_overwritten, file_ added
04/06/2012, 23:48:34.681, 7374, elop 28044, A.EXE-239305EA.pf, dats_overwritten, file_added, file_closesd
04/06/2012, 23:48:35.3689, 7374, 335, 28044, RA.EXE-239303EA.pf, data_overwritten
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JPU!is a small command-line tool that does an outstanding job of parsing out the $UsnJrni:$J index. This tool is
cross-platform, so there is a version for both the x86 and 64-bit versions of Windows, Linux, and Mac. It can
parse the journal from a mounted filesystem, a raw disk image, or an extracted $UsnJrni file’s $J index. The
$UsnJrnl file contains two named data streams; make sure you extract just the $J data.

Output is in the following order: date, time, MFT# sequence #, parent inode #, filename, and changes. The -v
option adds the inode, sequence, and parent inode columns to the output, like in the example above. Also used in

the example above is the —base10 option, which greatly increases the readability of the three columns added by
the —v option.

usage:

./jp -file <extracted $UsnJrnl:$J file> [-v] [-a] [-xml]
./jp -image <disk image> [-offset <offset>] [-v] [-a] [-xml]
-v = verbose output [includes MFT entry of file]

-a = all records, not just those closed
-xml = output in xml format

-memory = will use minimal memory to run
-basel0 = output numbers in basel0 vice hex

example of redirecting the output of change journal on c partition
./jp -partition c > output.txt

By greping for a filename, we can find all the entries that reference that name. Or by greping for an inode, like in
the example above, we can target a specific file - useful if multiple files on volume have same name; also very
useful in that we can follow file renames this way. As an interesting side note — notice how quickly the MFT
record was reused once the file was deleted and how the sequence number helps keep the reference to the inode
unique to specific file.

[1] http://tzworks.net/prototype_page.php?proto_id=5
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ANIJP provides a novel way of linking information contained in three important NTFS files that are responsible
for maintaining the filesystem: MFT, LogFile, and USN.

ANIJP allows examiners to view filesystem activity stored within the system journals of an NTFS volume. Take
a time-machine into the past to reveal the states of files and folders, including their location, size, name, and
more at specific points in the past. Zero in on historical filesystem activity such as file and folder creations,
deletions, renames, moves, and much more using our event signatures. Retrieve file metadata that was lost due
to overwriting or the use of anti-forensics techniques.

The LogFile and USN can contain copious amounts of information. Manually sorting through hundreds of
thousands of parsed records, and more important, understanding what the records mean could be resource-
intensive. ANJP does the work for you by searching for event signatures to reveal various kinds of filesystem
activity such as file and folder creations, deletions, renames, moves, cd burns, LNK and prefetch deletions, ADS
creations, virus infections, and much more.

ANIJP parses and links information allowing an examiner to track multiple changes that occurred to a specific
file. For example, by filtering for a file’s MFT recorded number in an ANJP events report, you can track
changes that occurred to the file such as its creation, renaming, moving (within the same partition), deletion, and
more.

By linking the LogFile and USN to the MFT, the fullpath (path and filename) for a given record within a
LogFile or USN record can be enumerated. However, this linkage cannot be used to maintain fullpaths while
parsing the entire LogFile or USN Journal. This is because as records are added to the LogFile, USN files can be
deleted, created, and renamed, which potentially changes the path or filename for a given MFT entry. To
overcome this, it is necessary to roll back the LogFile and USN to affect the correct fullpath for a given entry.
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Thus, parsing the LogFile and USN records from newest to oldest records, and applying changes to the fullpaths
as files are deleted, created, and renamed results in knowing exactly where a file was located and what its name
was, when a change occurred.

Key Features of ANJP
« Recover historical metadata and full paths of files and folders throughout the LogFile and USN Journal.
* View timestamp anomalies in the LogFile where timestamps are set back or zeroed out.

 View timestamp anomalies in the MFT where timestamps are zeroed out or a Standard Information
Attribute timestamp is less than that from the File Name Attribute timestamp.

* Quickly identify items of interest with the use of MFT, LogFile, and USN signatures.

* Create your own custom MFT file lists to search for matching filenames or full paths of entries parsed
from the MFT.

» Review records in various ANJP Report Views.
* Create and apply custom filters to ANJP Report Views.
» Export reports to XLSX or TXT.

[1] https://www.gettriforce.com/product/anjp-free/
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How Is a File Written to Disk?

$Bitmap is scanned for open cluster to write to

SMFT record is created

$Bitmap is updated to show clusters are allocated
$I30 of parent directory is updated

$USNJrnl is updated (if enabled)

$LogFile is updated to track most of the above steps
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The above steps are in no particular order. And it is probably not even all the steps that actually occur.

To improve performance, all these writes will take place in memory in a cache maintained by the filesystem
drivers. The cache will periodically get flushed and changes will be written to disk. This is why it is bad to
unplug a drive without unmounting it, for example, removing a USB flash drive or external drive, or abruptly
cutting power to the system. If the drive is removed without flushing the cache, some of the above steps will not
have been written to the disk yet. If the system detects that not all steps are done, upon next mount the system
will roll back any unfinished transactions, causing loss of data. Generally, completing a transaction triggers a
flush of the cache so that everything gets committed to disk, but sometimes, especially if there is a lot of writes
to the volume coming in at the same time, a queue could build up and could take a little while before it is all
committed to disk.
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NTFS: What Data Still Exists Upon File Deletion?

Filename Layer

* $File Name attributeis preserved until MFT record is reused
« $I30 index entry in parent directory may be preserved

Metadata Layer

« Only one bit in MFT record will change, so all file metadata will remain until
record is reused

 $LogFile, $USNJrnl, and other system logs may still reference file

Data Layer

» Data clusters will be marked as unallocated in $Bitmap but data will be
preserved until clusters are reused

« Slackspace will exist

DHR FORS508 | Advanced Digital Forensics and Incident Response 197

When a file is deleted, most of the steps from the previous slide are reversed.

* MFT record is marked as available—Not immediately overwritten, so may exist completely
intact.

* $Bitmap file marks associated clusters as available—Clusters themselves are never touched.

» Parent Directory’s index is rewritten to remove references to this file or to mark the entry as
available.

» $LogFile is updated to reflect transaction occurred.

* $USNIrnl is updated (if enabled) to reflect file’s deletion.

*  $Secure, $ObjID, and $Quota are updated (if applicable to the file).

Just as with FAT and other filesystems, deleting a file deallocates the clusters by updating the $Bitmap file
but leaves the data in place for us forensics examiners to look at later. The MFT Record has the “in use” flag
(a single bit) flipped in the Record header to mark that the record is no longer in use. MFT Records will get
reused, causing the deleted file’s metadata to be overwritten. Sometimes this happens right away, whereas
other records remain for considerable time. There is too little consistency to be able to predict when the
system will reuse a record, and thus how long to expect to be able to find metadata for a deleted file.

Depending on several variables regarding how large and active the file’s parent directory is, the file’s entry in
the $130 index could either be deleted causing the entire index to be rewritten with all the entries after that
one being shifted up, or the deleted entry may stay in place and marked as not allocated, so the system will
step over it when reading the index.

The $Secure, $0bjID, and $Quota indexes are modified to remove or update references to the file. The
$Logfile will gain a series of entries related to the deletion transaction. The $UsnJl will gain an entry, if
enabled, telling us the file was deleted.
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Filesystem Abstractions: Review

file.exe = Filename Layer
n =3
a—) - v ) e
> timestamps, size [ Cal 5
8 N owner, permissions = Metadata Layer
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This slide recaps the various filesystem abstraction categories and how various Sleuthkit Tools graphically relate
to each other.
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Exercise 5.2

Anti-Forensics Detection and NTFES
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IR Hunting and Anti-Forensics Detection Agenda

Enterprise Incident Response: Automating the First
Four Sections of FOR508

Advanced Adversary & Anti-Forensics Detection

« Filesystem-Based Analysis
 The Sleuth Kit Toolset
« NTFS Filesystem Analysis

—

.

Threat Hunting

DHR FORS508 | Advanced Digital Forensics and Incident Response 11!
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! FOR508.5 , Advanced Digital Forensics and Incident Response
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Threat Hunting vs. Incident Response

» Threat Hunting time table and goals are longer
term

- Incident Response focuses on putting out “fire”

in efficient and effective manner in the least amount
of time

» Result: Tactics change when you Hunt

Especially if you have more TIME.

DHR FORS08 | Advanced Digital Forensics and Incident Response | |3
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Identification/Scoping: Hunting Versus Reactive Response

Hunting Organization Reactive Organization
« Actively looking for incidents B . Incident starts when
« Known malware and variants notification comes in
» Patterns of activity: evil versus normal | ! o Call from government agency
« Threat intelligence | - Vendor/threat information
» “Broken window” response | | «NIDS, SIEM, HIDS, or any other
« Prereq ' security appliance alter
| « Active Cyber Defense Cycle ; « “Five-alarm fire” response
\ / .+ No prereq+

DFIR.
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Identification/Scoping: Hunting Versus Reactive Response

Hunting is about taking a proactive versus a reactive approach to identifying incidents.

A reactive organization begins incident response when an alert or notification comes in. The alert could come
from a third party such as the FBI, or it could come from the organization’s own security sensors. The best
analogy to a reactive approach is that the IR team is largely waiting to be called into action and relying on
accuracy of the notifications it is receiving. Most organizations start building their incident response teams as a
reactive organization and there is nothing wrong with that. In many cases, the IR team is largely comprised of
augmentation staff that normally fulfill other duties during their regular jobs. As the organization grows larger or
if it has an increasing number of incidents, the team is likely to become permanent. The best analogy here is
small towns with “volunteer fire departments” vs. “full-time fire fighters.” Even larger organizations likely still
augment their IR teams with additional personnel! internally or might even contract to third-party contractors
who provide incident response services.

Organizations move from a reactive organization to a hunting organization when they realize they are not
detecting their incidents early enough. The idea of hunting-based response doesn’t mean it is an “either or”
approach. Most hunting organizations are also reactive organizations, but they begin to task their incident
response team to actively engage and hunt for adversaries inside their environment. To accomplish this task, the
hunting team typically will be armed with known malware, patterns of activity, or accurate threat group
intelligence aiding them in their search.

Organizations who decide to create a hunting organization sometimes fail to see the importance of proper threat
intelligence for driving the search in the right areas. Simply tasking a team to “find evil” isn’t enough. The team
needs to know the difference between normal and abnormal. It needs to know typical hacker tools and
techniques. It needs to be skilled in both network and host-based forensics and response to look for the
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footprints of these adversaries. Finally, it helps if the organization has invested heavily into a cyber threat
intelligence capability that will accurately help guide the team to the right locations on the network to look for

specific indicators associated with threat groups interested in that particular data or capability the organization
owns.

Without any type of threat intelligence even in its basic form of patterns of typical hacker activity, most hunting
groups are simply tasked with looking for “things that look weird” without knowing what weird versus normal
even looks like. A trained hunter must know the difference between normal and abnormal as a prerequisite.
Even better, if a threat intelligence capability is informing the team, it would look for specific threat groups
targeting specific programs using specific techniques. This is an achievable goal. Hunting involves both a
manual and automated scanning of systems looking for evil. I have seen some organizations use only network
data and do not have proper system/host interrogation capabilities paired with it.
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Threat Hunting — “Detection Type”’ Detection

oe@ NP aewn

> Yue

1. Detecting Active Malware — RED STEPS

2.Detecting Dormant Malware (Not Active) — BLUE STEPS

I 3. Detecting Compromised Hosts w/o Malware — GREEN STEPS
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When hunting for a compromise, it is actually easiest if there is active malware on the system. In most cases, it
gives you more places to look. Malware that is not active but is dormant is harder to detect as we lose the ability
to detect the malware in memory. Malware that is dormant could launch through a specific persistence
mechanism like a Word Add-On or via a scheduled task instead of at boot. Finally, the last situation to consider

is if the system is compromised and malware doesn’t currently exist. In this last situation, it is actually the
hardest of the situations.

In the next section, we step through the three compromise situations. We will show you which of the hunting

steps could be used as a “Detection Type” to help determine if a system is compromised under any of the three
situations described above.
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Finding Evil — From Automated to Manual

G - z “ i Prep Evidence/Data Reduction [MEEe o MB7s1S

e i y Antivirus Checks 2)
oty e e
- Automated

Indicators of Compromise Search 2 B

Automated Memory Analysis

Evidence of Persistence

Semi- Packing/Entropy Check
Automated

Logs

Super Timel.ine Analysis

By-Hand Memory Analysis

By-Hand Third-Party Hash Lookups

MFT Anomalies

File Time Anomalies
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Data Reduction

Extract .exe and Reduce Evidence

« Gather hash List from similar system (NSRL, mdsdeep)

« Carve all .exe and .dll files from unallocated space
and memory

 foremost or pe_ carve.py
svol.py dumpfiles -i -r \.exe
- sorter .exe extraction only

DFIR FOR508 | Advanced Digital Forensics and Incident Response 118

When you begin to look for malware on a machine, you first must have already carved out of the unallocated
space as many intact .exe files as possible. You also should consider running sorter on the image to collect any
files from the Metadata layer that are also still recoverable.

Generally, when you have a mounted image, carved files, and sorted files, you are ready to begin.
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Data Reduction:
Hash Comparisons

ﬁANS DFIR

DIGITAL FORENSICS B INCIDENT RESPDNSE
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sorter

Deep DiVe TOOI
ng Processjng Time

Lo

The sorter looks at all files on a system and categorizes them according to type
Basically, it runs “£1s —r” and on each file runs “icat”
Extension mismatches are detected

Best to be run with just exec . sorter for Malware Hunting
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The sorter tool is a Perl script that combines many small tools from The Sleuth Kit. It runs the ‘fls’ tool to get a
list of full file paths and then runs ‘icat’ on each. That data is sent to the ‘file’ command that identifies what file
type it is. It then either saves the data to a directory or just makes a note of it. The tool can also look up into hash
databases to see if the file is known. Typically, if you have a basic baseline image to compare it to, excluding
will result in a good percentage of known files being examined deeply which is useful.

Sorter takes the disk image as input and runs FLS against every file on the system. Not only will it run fls, but
also it will run fls against every file in the evidence image including deleted files. Then, it will cat out the
contents of every file on the system and pipe it to the program file categorizing file contents and saving those
files to specific category directories.

Custom configuration file for /usr/share/tsk/sorter/exec.sort

#
# config file for Sleuth Kit sorter
#

# Windows Platform Executables

category exec MS\-DOS executable
ext exe,dll,com MS\-DOS executable
ext ocx,sys,tlb MS\-DOS executable
ext drv,cpl,scr MS\-DOS executable
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ext

ext

ext

ext
category
ext

ext
category
ext

ext

ext

ext

ext
category
ext

ext

ext

ext

ext
category
ext

ext

ext

ext

ext
category
ext
category
ext

ext

ext

ext

ext

# source code
category
ext
category
# Adobe
category
ext

# Crypto

ax

386,acm,flt

fon,Irc,vxd
x32

exec

exe

com

exec

exe,dll,com

oCX,Sys,acm

tlb,drv,scr

cpl,ax,vdx

fon,rll,tsp

exec

exe,dll,com

0CX,Sys,acm

tlb,drv,scr

cpl,ax,vdx

fon,rlltsp

exec

exe,dll,com

ocx,sys,acm

tlb,drv,scr

cpl,ax,vxd

fon,tsp

exec

di

exec

bat

bat

bat

nt

cmd

exec
pdb

€xec

AdobePDF
pdf

MS\-DOS executable
MS\-DOS executable
MS\-DOS executable
MS\-DOS executable
executable MS\-DOS

MZ executable MS\-DOS
MZ executable MS\-DOS
PE executable MS Windows
PE executable MS Windows
PE executable MS Windows
PE executable MS Windows
PE executable MS Windows
PE executable MS Windows
PE32 executable

PE32 executable

PE32 executable

PE32 executable

PE32 executable

PE32 executable

NE executable MS Windows
NE executable MS Windows
NE executable MS Windows
NE executable MS Windows
NE executable MS Windows
NE executable MS Windows
relocatable

relocatable

batch file

batch file

ASCII text

ASCII English text

DOS batch file

DOS batch file

MSVC program database
MSVC program database

\sscript

PDF document
PDF document
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sorter Filters Files Based on Content

Sorter is able to carve files out based on the following data types based on the CONTENT of the file, not the
extension. It will then create a directory and an .html file that will map the file back to the original filename.
This is useful because it will sort files (existing and deleted files) regardless of their status. This will make
finding malware or Adobe PDF files much easier.

The sorter on SIFT has different configuration files than the default The Sleuth Kit distribution. We expanded
the number of file type categories analyzed by sorter.

In some cases, I actually run sorter against a directory that I extracted onto a USB using pffexport (the pst
extraction tool) to sort the attachments sent in an e-mail. What this will allow you to do is to find all the PDFs in
an archive quicker than simply trying to extract each one at a time. I would then image the USB key that
contains just the pffexport of the e-mail and save to a disk image. I would then use sorter against that disk image
or device that contained the pffexport directory structure. That way I can quickly examine ALL the pdf files and
office document files in a single directory without much work.

Steps from above:
1. pffexport outlook.pst to a thumb drive.
2. Image USB to an image file.

3. Runsorter on image file to categorize attachments.

Sorter initially might not seem that powerful a tool, but when you begin to use it in your casework, it will
change your perspective. The only downside to the tool is the length of time it needs to run. Plan for at least a
couple hours for an executable file sort.
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sorter

#sorter -U -s -m C: -x known good list -d sorter -C
/usr/share/tsk/sorter/exec.sort xp-tdungan-c-drive.E01l

xtension mismatchonly
saves the data to category directories

does not save data about unknown file types
directory for saving info
conﬁ%ﬁ e (point at /usr/share/tsk/sorter/exec.sorter

for just Windows Exec files)
: mount point (so you can see full path of the file)
category indexing only
Alert Hash list (known BAD files)
Exclude Hash list (known GOOD files)
NSRL Database (known GOOD files)
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# hfind -i mdS5sum /cases/xp-tdungan-cdrive/precooked/hashes/WinXPSP3x86.txt

# sorter -U -s -m C: -x /cases/xp-tdungan-
cdrive/precooked/hashes/WinXPSP3x86.txt ~d sorter -C
/usr/share/tsk/sorter/exec.sort /cases/xp-tdungan-c-drive/xp-tdungan-c-
drive.EOl

The flags for sorter deal with how much work it will have to do. By default it does both extension mismatch and
category indexing. They can be turned off at compile time if you want.

By default, only an entry into a file is created (based on type). Using the ‘s’ option, the data will be saved to a
file in a directory based on type. The ‘-d’ argument shows where the root directory for the save will be.

If the system is compromised, we can use the ‘-x’ or the ‘-n’ option of sorter, and all files that are found in the
hash database will be excluded. Therefore, we will not see them in the sorter output, and we can focus on files

that may have been created by the attack. We can also use the ‘—a’ option to alert on specific files that are found.

You will need to do your indexing and your collection for both known good and known evil hash lists. You will
then use your sorter tool to be able to go through and alert on the hash list for known evil files, exclude hash list
unknown good files, and the NSRL database.
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sorter “‘exec” Output Directory

root@siftworkstation:/cases/xp-tdungan-c-drive/sorter# 1s

exec

.txt exec.txt
mismatch_exclude. txt

mismatch.txt
sorter.sum

xp-tdungan-c-drive
xp-tdungan-c-drive
xp-tdungan-c-drive

xp-tdungan-c-drive
xp-tdungan-c-drive

xp-tdungan-c-drive

DFIR

"E01-9320-17871.d11

.E01-9321-128-1
.E01-9329-128-1
xp-tdungan-c-drive.
.EC1-9335-128-1
.E01-9338-128-1
xp-tdungan-c-drive.
xp-tdungan-c-drive.
xp-tdungan-c-drive.
.E01-9386-128-3.
xp-tdungan-c-drive.
xp-tdungan-c-drive.
xp-tdungan-c-drive
xp-tdungan-c-drive.
xp-tdungan-c-drive.
xp-tdungan-c-drive.
xp-tdungan-c-drive.

.dll
.exe
.dll
.dll
.dll
E01-9340-128-1.d11
E01-9378-128-4.exe
EG1-9384-128-4.exe
dil
dll
exe

£01-9331-12841

EQ1-9350-128-4.
£01-9391-128-3.

.E01-949-128-5.d11

E01-958-128-3.d11
E01-959-128-3.d11
E01-961-128-3.exe

Images
- /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E01

Files (56332)

Files Skipped (7940)

- Non-Files (6121)

- Reallocated Name Files (1819)
- 'ignore' category (0)

Hash Databases
- Hash Database Exclusions (11954)

Extensions
- Extension Mismatches (5549

- Hash Database Exclusiog ] 5
+ carved files =
s(er010 files

Categories (24233)
- adobepdf (23)
- exec (7710)
- unknown (16500
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This is the sorter output directory after the sorter has completed its run across an image collecting only
executable files. You can open up any of the html files in Firefox to examine the files that were recovered and
their original location and MFT entry.

The exclude.txt file will contain a list of all files that the known_goods hash list helped exclude from
examination.
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Hash Databases R
\RI&=
L

/
Known Good Files

» Files that are known to be benign and of no interest to your case
« You want to eliminate files from your image that are considered good

Known Bad Files

« Files that, if found, would be of particular interest to your case
« You want to highlight these files from your image that are considered bad or suspicious

» Most well-known databases will support the following formats:
« mdssum
» National Software Reference Library (NSRL) http://www.nsrl.nist.gov/
» Hashkeeper
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Having a database of hash values can save a lot of time. It will allow you to identify files that are known to be
bad and ones that are known to be good. The hfind tool in TSK will allow you to quickly lookup files in such a
database.

For what we need to do for us to be able to do a hash comparison, you have to have a hash database. The hash
database is at least a precooked database of either known goods or known evil files. Most of the databases will
be a MDS5 hash database or SHA1 hash databases for both known good and bad hashes.

The known good files are the files that are known to be benign and of no interest to your case. You don't care if
they exist on your machine. You want to eliminate the files from your images that are considered good.

The known bad files are the known evil. If you find this file, this would be of particular interest to you on this
machine. You want to highlight these files from the image that are considered bad or suspicious.

The National Software Reference Library is an arm of NIST (National Institute Science & Technology) and it
has already done a little bit of this work for you. It has already created a known hash list of all the major
operating systems and known applications. Now, the annoying thing about the National Software Reference
Library is that it is far from being complete. However, all things being considered, it is one of the best freely
available databases available for download.

The database is only four cdroms that you could download from the website at: http://www.nsrl.nist.gov

Note: If using the hash database features of sorter, the database must first be indexed by using the tool hfind.
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Create Hash List md5deep

» Written by Jesse Kornblum
* How do we create a list of known_ goods or known_bads? md5deep

« Tools designed to recursively go through a filesystem to calculate
« MDs, SHA-1, SHA-256, Tiger, or Whirlpool Hashes
* md5deep, shaldeep, sha256deep, tigerdeep, or

whirlpooldeep
» Usage:
# mdS5deep -r starting directory > hash outputfile.txt
» Options

-r = recursive mode

Example:
# ./md5deep -r / > known_good files.txt
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MDS5DEEP computes the MD5 message digest for any number of files while optionally recursively digging
through the directory structure. The way you create your hash is by using an md5deep tool. The way it works is
you run md5deep in recursive mode, add a starting directory, and redirect that down into a hash output file.

Basically, it starts walking through all the files/directories on your system and runs mdSsum against every file
output to a hash output file. If you are working on a Window system, you have mdSdeep.exe. The same
guidelines are true.

md5deep was written by Jesse Kornblum and can be downloaded from: http://mdSdeep.sf.net

To get sorter to work with the hash set, you need to index it. To use the hfind tool in TSK, we need to index the
database first. This allows for much faster searches. You need to specify the database type. Supported types are
md5sum, hashkeeper, nsrl-md5 (index on the MDS5 hashes in the NIST NSRL) and nsrl-shal (index on the SHA-1
hashes). The NSRL can be indexed with both MDS5 and SHA-1.

Future lookups need the database name (it will find the index) and a list of hash values to lookup.

# hfind -i <index type> <hash_database_file>
Index Types
mdS5sum
hk (hashkeeper)
nsrl-md5
nsrl-shal

© 2016 Rob Lee 127




Output: Will create an idx file that corresponds to your database

Examples:
Create a MDS5 index file for the known_good_files produced from MD5SDEEP output earlier.

# hfind -i md5sum known_good files.txt
To create an MDS5 index file for NIST NSRL:
# hfind -i nsrl-md5 /cases/windows/nsrl/NSRLFile.txt

So the first thing that we will have to do is run MDS5-Deep against a clean version of your operating system.
Now this is where difficulty comes into play.

In this case, we actually have already given you and have already created your known good list for you, prior
to this incident happening.

1. Hash all files on a system before an incident:
# mdS5deep -r c:\Windows > E:\winxp-md5.txt
2. Create an index file of the known goods file:
# hfind -i md5sum E:\winxp-hash.txt
Winxp-hash. txt-md5 . idx will be created as a result.
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Fuzzy Hashing

* Identifies similar files
« Altered Documents
» Partial Files

» Hashes and compares similarities between files based on hash values
» (Called Piecewise Hashing

 Typical hash algorithms take whole file

+ Fuzzy hashing slices up files and examines smaller pieces

ep UR
d --blochize hash hash,filena
53 62NX50+30JmFKSG+ng/h+xD+xD+xD+xD+xINFxINY*xD+warvach+xD+an I1z500,"C:
SSAY_DRAFT. doc*

:\>ssdeep ESSAY INAL. doc
sdeep, 1.0- sizethash:hash,filenam

536 x#chKNt1X53825735KSG#ng/h*xD+xD+xINFxINY+xD+wak+xD¢xINHAPqul x5SKo5381

SSAY_FINAL.doc™
:\>ssdeep -b ESSAY_DRAFT.doc > hashes.txt
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One of the inaccuracies a responder would face is when he encounters a situation in which a file is similar to
another file. How can you accomplish this? By performing a new hashing algorithm called context triggered
piecewise hashing (CTPH). MDS5 can only say if a file is exactly matching or if it is different. With CTPH using
ssdeep, you can compare two files that are different but are close to being the same.

This is the list of the options available to you to accomplish piecewise matching using ssdeep. In most cases, you
would use the —m option to perform pattern matching. Without it, you will just acquire a piecewise hash of a file,
which is the first thing you need to do to compare it to a similar file.

1. Collect a piecewise hash of a file or files and write it to a file.
# ssdeep file.doc > file_hash.txt

2. Compare against similar file.
#ssdeep —m file_hash.txt new_file.doc

Written by Jesse Kornblum

# ssdeep -m file of hashes [OPTIONS] FILES

[Useful Options]

-m file of hashes: Load file of hashes for matching
-r: Enables recursive mode

-p: Pretty matching mode

-d: Enables directory mode

-b: Strips leading directory information

-1: Displays relative file path

-s: Silent Mode: Errors are not listed

Website: http://ssdeep.sourceforge.net/
GUI front-end:  http://forensicszone.com/SSDeepFE/SSDeepFE.htm
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Antivirus scanners are also another tool you should quickly run on your system when you mount the drive for
analysis. Antivirus scanners are also useful in incident response verification as they can quickly parse through
your filesystem looking for malicious files. However, ensure that your antivirus software is configured correctly,

orit

may automatically quarantine the evidence you are searching for.

Because A/V is consistently updated, some malware signatures may have been added to it since the incident
began. In addition, it is best advised to use several A/V scanners and not rely on one. Set the scanner to
accomplish a “deep” scan of the files on the system. Typically, I would not only scan the mounted system, but I
would also scan the sorter output directory to ensure you pick up any recovered deleted files during the sorter
pass.
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Indicators of Compromise (I10C)

Filonama = cvehnet ove

Filenamie = winsvchost.exe

/IribeNYHaJjal,,"svehost.exe”
Service name = svchost
Service name = srvsve
Service name = crss

File size is >90 Kb and <110Kb

File path is not \windows \system32 \dllhost

Malware is not packed

Compile time is between 10-Nov and 10 Dee

RegKey = Sof tware\Microsoft\Windows\CurrentVersion\Run

RegKev = SYSTEM\CurrentControlSet\Services\Netman\domain

' AND Registry Value = “home"="http://ww.xx.yy.zz/ads/"
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What is an indicator of compromise? It is a powerful technique to identify malware components on a
compromised host. Generally, it is a combination of boolean expressions that can be used to identify general
characteristics of malware. If these characteristics are found, then you have a hit.

There are two types of indicators: Host-based (like you see above) and network-based (similar to snort
signatures plus additional data).

It is equivalent to narrowing down a suspect through identifying specifics about the suspect. Male. 6’2 ~230
lbs. Shaved Head. Blue eyes. Driving a red or orange Nissan Xterra.

Your indicators of compromise usually are created by reversing malware and through application footprinting.
Some professional groups that are responding to incidents have massive IOC lists that range in the thousands of
indicators collected from previous intrusions that they have collected. Malware exhibits many of these
signatures, and it is up to your team to use these, after detailed, to identify which additional system that might
have also been compromised. IOCs are the difference between having to analyze each system in-depth and by
analyzing a few in-depth and using that data to identify similar machines on your network that have the same
characteristics.
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The Malware Risk Index (MRI) is a prominent feature in Redline and a fantastic innovation. The idea behind
MRI is that if we have all these heuristics to identify a bad process, why not create a means to automatically
check them instead of relying upon the analyst to remember them all? You can think of this feature as a first
pass on the memory image from a junior analyst. It won’t catch everything, but it can catch the most obvious
anomalies. In the words of co-creator Peter Silberman from the Mandiant blog!l:

The goal of this feature is twofold. First, it is going to help pinpoint specific processes that should be
investigated further while attempting to eliminate some of the nonsuspicious processes and get them out of the
analyst’s way. It’s also designed to try and make malware detection easier. A lot of work went into looking at
samples and how they behave, and so on and coming up with definable behaviors that trap those little creatures.
MRI is made up of two components. The first component is a definable behavior rule set that is completely
customizable. Each process is given a score out of 100. The higher the score, the more likely that it is evil.

How is the score created? The score is created by two components: behavior rule set and verification of digital
signatures.

The behavior ruleset is made up of three different types of rules:

1. Process Path Verification allows users to define what processes should be launched from what
directories. This triggers on malware that copies and names itself after svchost or other system
processes to subdirectories within system folders. For example, a default rule is that svchost can be
executed only from \windows\system32. Any time we see it running from somewhere else, we flag the
process.

2. Process User - you can define a rule saying svchost.exe should be running as local service, network
service, or system. When Redline sees svchost running as administrator, it gets flagged.
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3. Process Handle Inspection allows you to define specific rules pertaining to malware or generic
behavior. For example, a default rule is to flag svchost or iexplore anytime it has a process handle to
cmd.exe. There is just no good reason for this to ever happen. You can also define rules based on
specific malware, for example, if [the] “a3c” mutant is present, then flag the process as being infected
with [the virus] “sality”.

The second component of MRI is a process address space scoring mechanism. The new release will contain
bug fixes as well as a new feature called “Verify Digital Signatures.” When this parameter is turned on,
[Redline] will perform a “digital signature check” on all loaded modules. This can be enabled only on live
memory analysis. The digital signature check verifies the module on disk is digitally signed. We do a bunch of
math and use our Least Frequency of Occurrence to trust modules that aren’t signed but occur in more than
X% of processes.

In addition to all the checks discussed in the Mandiant blog, Redline now also checks for the following:
» Unmapped processes (evidence of code injection)
* Processes started by command shell
e DLL load order/hijacking detection

* Expected command line arguments

[1] https://blog.mandiant.com/archives/741
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Fmdlng Evil — From Automated to Manual
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Malware Persistence Mechanisms

N
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Malware persistence is common using many different techniques that are covered fully in any hacker class. In
digital forensics, we need to know only what to look for, not how to implement it. Granted the best hackers end
up being the best forensicators in intrusion cases due to their background in how to compromise machines. The
ability to be able to ensure your malware survives across multiple reboots would probably cover at least a ¥ day
of material in a full hacking course.

The most often used capability to achieve persistence is through scheduled tasks using the “at” command. In
many cases, adversaries would create a service with their malware or replace an existing service with the new
malware. The next most popular malware persistence mechanism is using the registry auto-start at boot or login
mechanisms. Using a tool called autorunsc.exe discussed on Day 2 will easily parse the autostart locations
across scheduled tasks, services, and registry keys. The key to identify malware is looking for non-Microsoft
programs that are not signed. Autoruns output here is key to quickly aiding you to identify potential persistence
mechanisms still active on the system.

When malware attempts service replacement, they will create a service with identical description, ImagePath,
service dll, file size, and even mask the strings in the binary as a legitimate exe or dll. Even a little more difficult
to find is a new service that sounds like a normal service setting the service name as benign and the ImagePath
or ServiceDLL as the malware itself.[1]

There are additional persistence mechanisms and more being discovered being used by our adversaries monthly.
Some of the latest techniques include DLL Search Order Hijacking. In this mechanism, a program that is
executed will first search in the local directory where the .exe program exists prior to going to the path variables
for the .dll file such as system32.[2] If a hacker places a trojanized dll inside that directory, it will be loaded
prior to the intended dll found originally in system32. This is incredibly difficult to detect in most cases and
there are no known auto-detection methods to look for this. To get the full story on how this technique is used, I
would refer you to the Mandiant blog that first publically disclosed this technique.[3]
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Some newer techniques also include using local group policy to help run scripts at logon/logoff. These files in
the local group policy are created only when the administrator sets them up. However, if a hacker places a

script there instead, the group policy will naturally also execute it. This technique is detailed from the HBGary
blog found here.*

Malware could be installed as a Microsoft Office Add-in. When MS Word Starts, the malware would then be
executed. In a situation like that, persistence isn’t achieved at boot, but when a program is launched.!!!

Finally, even more advanced techniques include flashing the bios such as the Mebromi malware. This would
require advanced skill and is currently mostly unnecessary as our adversaries are able to use much easier
mechanisms detailed earlier to hide in plain sight and gain persistence for months prior to discovery.?]

Windows Services can be configured to recover from failures. Restarting the service is the most common
recovery option, but one option that adversaries can use is the "Run a Program" option. ¢!

The HEXACORN Blog has a great series about additional locations that can be used for persistent startup. I
highly recommend the long series as it is incredibly detailed and shows you exactly how easy it is to achieve
persistence through a variety of mechanisms that aren’t readily obvious.[”]

References:

[1] http://dfir.sans.org/sumimit-archives/2010/35-glyer-apt-persistence-mechanisms.pdf

[2] http://blogs.msdn.com/b/larryosterman/archive/2004/07/19/187752.aspx

[3] https://blog.mandiant.com/archives/1207

[4] Local Group Policy Malware - http://www.hbgary.com/malware-using-local-group-policy

[5] Bios Flashing Malware Mebromi - http://blogs.norman.com/201 1/malware-detection-team/mebromi-a-
bios-flashing-Trojan

[6] Kansa: Service related collectors and analysishttp://trustedsignal.blogspot.com/2014/05/kansa-service-
related-collectors-and.html

[7] http://www.hexacorn.com/blog/2012/07/23/beyond-good-ol-run-key/
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Static Malware ldentification: Files Trying to Hide Something

Tools to scan for sigcheck

malware » Checks for signed code

» Indications of packing « Upload to Virus Total

» Entropy

- Compiler and packing signatures

» Signed code

densityscout scan

» Checks for possible obfuscation « Anomaly detection and scoring
and packing » Binary section headers abnormal?

» Filesreceive a score - Internal strings being obfuscated?

+ Score can be used to identify » Exports obfuscated?
whether a set of files is worth » Resources contain possible
further investigation embedded executable files?

DFIR FORS508 | Advanced Digital Forensics and Incident Response 14!

A common problem facing Incident Responders is identifying suspicious or outright malicious software on a
computer system. The Good Guys use a variety of techniques, from Live Response (the examination of a
system's state while it's running) to Temporal Analysis (a fancy phrase for "Timelining"), and everything in
between. All these techniques are geared toward identifying how the Bad Guys got in, what they left behind, and
whether they're still lurking about.

Further complicating this equation is the fact that the Bad Guys don't want to be found, and they usually know a
lot about the techniques the Good Guys use to find them. Enter the world of Anti-forensic techniques, a branch
of hackery devoted to devising methods to hide things or foil the analytical techniques used by the Good Guys.
It's the modern-day equivalent of backtracking across your own footsteps or dropping caltrops on the trail while
you're being chased. Some of the more common techniques in employ today include:

* Deleting indicators of entry to a system after it's compromised, such as log file entries, file
modification/access dates, and system processes.

* Obfuscating running malware by changing its name or execution profile such that it appears to be
something benign.

» Storing data on disk in a "packed" format. Packing is a technique that obfuscates or encrypts data or
software and encapsulates it in a file along with a program to perform decryption/de-obfuscation. For
example, a "Packed Executable" is a piece of software that contains an "unpacking" program and a
payload. That payload is often malicious software, such as a virus or Trojan Horse.

* Encrypting data through use of an encryption algorithm and encryption key.

DensityScout is a tool that has been written for one purpose: finding (eventually unknown) malware on a
potentially infected system.
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Therefore, it takes advantage of the typical approach of malware authors to protect their "products" with
obfuscation like run-time-packing and -encryption. The tool itself is based on the concept of the Bytehist tool,
which is already on-board of REMnux since its initial incarnation.

So what does DensityScout do?

Actually it's quite simple. DensityScout's main focus is to scan a desired file-system-path by calculating the
density of each file to finally print out a descending list. Usually Microsoft Windows executables are not
packed or encrypted in any way, which throws the hits of malicious executables to the top of the list where
you can easily focus on.

What's density?

Christian decided to not use the well-known word "entropy" for the mathematical concept of the calculations
going on under the hood of DensityScout. To circumvent any philosophically discussion with real
mathematicians, it was called "density." But at the end of the day, in his opinion, only one thing counts: Does
it work? Yes it does!

pescan is a command-line tool to scan portable executable (PE) files to identify how they were constructed.
Various metadata is displayed, identifying items such as:

* Compile timestamp

* MACB timestamp

* File size and type of executable

» Target OS and whether binary is 32 or 64 bit

* Linker version used

* Entry point address and desired image base address

*  Whether an X509 certificate was used and who the author is

»  Whether there is a checksum present and does it match the binary

 Optional analysis of the PE internals to generate an abnormality score which compares the internal
construction to the standard operating system files. Higher scores equate to larger differences.

» Optional MD5 and/or SHA hashes of the file can be generated as part of the scan.
Computing a hash and Anomaly Detection

Sometimes one wants to identify a PE file in a way to compare it with other databases that collate binary
hashes. To aid in this, pescan can either compute the MDS5 hash or SHA I hash or both using the options -
md5 and -shal separately or together. The hash is added as a separate field in the output displayed.

In addition to those hashing options, pescan has what we call “abnormality detection.” In the context

of pescan, this consists of looking at the PE file structure/packing and comparing it to what normally is
available with a Windows operating system executable, dynamic link library, or driver file. Based on the
differences found, a score is assigned. The higher the score, the more differences were found in the
construction of the binary file under analysis from the norm. Furthermore, a high score does not mean the
binary is malware or malicious; it just means it was constructed using tools and methods that are different than
what was normal to other Windows operating system files.
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It could be that the author of the binary wanted to obfuscate the internals of the file from reverse engineers, or it

could have been built from some nonstandard compiler/linker. If there were a high score assigned to a binary,

one needs to also look at the reasons for the high score.

Here are a handful of things pescan looks at during an anomaly scan while making a determination of the score.

[1] from tzworks website discussion of pescan -> https://tzworks.net/prototype_page.php?proto_id=15

Is the entry point in a standard location?

Does the binary make use of thread local storage?

Is the import table present?

Do any of the sections in the binary have high entropy?

Are any of the binary section headers abnormal?

Was there evidence of internal strings being obfuscated?
Were the exports obfuscated?

Was there a checksum mismatch?

Do any resources contain possible embedded executable files?
Was there evidence of binary patching?

Were any of the resources modified after compilation?
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Entropy/Packing Analysis: Files Trying to Hide Something

# deﬁsitysccut -s cpl,exe,dll,bcx,sys,scr -p 0.1 -o results.txt <directory-of-exe>

Shew errers and empties, too
Just output data
Lower than the given density
Print number lines
-m: Mode ABS (default) or CHI (for filesize > 100 Kb)
file: File to write output to
-p density: Immediately print if lower than the given density
—-x: ' Walk recursively
-s suffix(es): Filetype(s) (i.e.: dll or dll,exe,...)
-S suffix(es): Filetype(s) to ignere (i.e.: dll or dll,exe)
-pe: Include all portable executables by magic number
-PE: Ignore all portable executables by magic number:
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Here is one of the fastest ways to get a quick glance of if there's anything "suspicious" of a specific Microsoft
Windows installation:

densityscout -s cpl,exe,dll,ocx,sys,scr -p 0.1 -o results.txt
c:\Windows\System32

The option "-s cpl,exe,dll,ocx,sys,scr" tells DensityScout to include only files in further computations that have a
typical portable executable extension. However, with the latest version (build 42) to achieve this kind of filtering, I
recommend the all-new option "-pe." It tells DensityScout to select the files by checking them against the magic
number of portable executables, "MZ," for the ones that do not know. This provides us even with portable
executables with extensions we won't expect.

The next option, "-p 0.1," is for the impatient ones, like me. With this option you can instruct DensityScout to
throw out a hint on the command line for each file it found with a density below of what you put next to it as soon
as it's found. If you do not use this option, you have to wait until DensityScout is finished and puts out the desired
descending list. Though this option can indeed provide you with the wanted information quite fast, the downside on
it is obviously that those hints can never be descending. However, the value "0.1" in the example is a fairly good
threshold to get what you want keeping the hints visually manageable.

The option "-o results" is more or less a no-brainer. This is the output file, which will be used for the result list. If

this option is not provided, the final list is sent directly to sysout, which you might not want because of the quantity.

Don't get me wrong; the resulting list is always huge, but as already mentioned in the beginning, the major
advantage is that you have to focus only on the top findings of it.
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Last but not least, you specify the path to start from. In the current example it's only C:\Windows\System32
without any subdirectories, which is focused on. As mentioned this is one of the fastest approaches but a
common one. To do a recursive run you just have to add the "-r" option.

The above is sourced from http://dfir.sans.org/blog/2012/04/26/finding-unknown-malware-with-densityscout
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Entropy/Packing Analysis Example

Y

g ’L[QEGLE‘JLJ\*@ DTOgrams
wﬂﬂ?n dﬁgﬁuﬁﬁgﬁ% dr.n

1.0

Calculating density for file ...
(0.03766) | /mnt/windows_mount/Windows/System32/bootres.dll

(6.67089) | /mnt/windows_mount/Windows/System32/f-response-ent.ex
(0.06215) | /mnt/windows_mount/Windows/ 2/spinlock.exe é

File name spintock exe
total Detection ratio 0742
Analysis date 2012-09-25 03 40 41 UTC ( 1 minute ago )

DFIR FOR508 | Advanced Digital Forensics and Incident Response

In the above example, we run densityscout against the C:\Windows\System32 directory of one of our

compromised systems. Most of the matware we have is not packed, but spinlock.exe was. To show you how

spinlock.exe can be detected by looking at the entropy or density of the file, we use desnsityscout.

The results are not surprising. The score of less than 1 shows files that are more interesting than others. We also
see several files including f-response-ent.exe that also show a score less than 1. However, with a quick md5

hash lookup, we can eliminate both bootres.dll and f-response-ent.exe from being suspicious.

Spinlock, however, shows up not as a known file at all but based on the density makes it more suspicious. If

spinlock were not set as persistent malware at boot, this malware might have been overlooked.

root@siftworkstation:/cases/xp-tdungan-c-drive/sorter/exec# densityscout -t -s exe,dll,ocr,sys,ocx,scr -p 0.1 -0
/cases/results.csv ./

DensityScout (Build 42)

by Christian Wojner

Calculating density for file ...

(0.06559) | ./xp-tdungan-c-drive.E01-14460-128-4.exe
(0.07981) | ./xp-tdungan-c-drive.E01-31375-128-4.exe
(0.00460) | ./xp-tdungan-c-drive.E01-10323-128-4.exe
(0.00315) | ./xp-tdungan-c-drive.E01-23296-128-4.exe
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(0.09569) | ./xp-tdungan-c-drive.E01-31385-128-4.exe
(0.01405) | ./xp-tdungan-c-drive.E01-23358-128-5.exe
(0.06191) | ./xp-tdungan-c-drive.E01-5237-128-4.exe
(0.01140) | ./xp-tdungan-c-drive.E01-10080-128-7.exe
(0.00484) | ./xp-tdungan-c-drive.E01-8633-128-7.exe
(0.09569) | ./xp-tdungan-c-drive.E01-26050-128-4.exe
(0.07089) | ./xp-tdungan-c-drive.E01-15221-128-1.exe
(0.00387) | ./xp-tdungan-c-drive.EQ1-584-128-4.exe
(0.03396) | ./xp-tdungan-c-drive.E01-25843-128-1.exe
(0.06215) | ./xp-tdungan-c-drive.E01-7793-128-3.exe €- SPINLOCK
(0.02004) | ./xp-tdungan-c-drive.E01-9384-128-4.exe
(0.06107) | ./xp-tdungan-c-drive. EQ1-24041-128-3.exe
(Density) | Filename
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spinlock.exe has a

“density” score less than 1.0

Calculating density for file ...
(0.83766) | /mnt/windows_mount/Windows/System32/bootres.dll

(6.087689) | /mnt/windows_mount/Windows/System32/f-response-ent.exe
(0.06215) | /mnt/windows_mount/Windows/System32/spinlock.exe

File name: spinlock.exe

" ER°H B .Ho.nm— Detection ratio:  0/42

Analysis date: 2012-09-25 03:40-:41 UTC ( 1 minute ago )
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Executable Anomalies pescan _ b

# od /cases/xp-tdimgan-c-drive/sorter/exec
| pescan.uplpe -peld'uuerdb txt -csv —anamalies -md5 -basel0 > results.csv

# find .

= output in comma- separated value format
) \ = use stdin to pipe in files to parse
-peid <peid file> = use this PEiD file during scan
-basel0 = output in basel0 vice hex

-md5

—timeformat hh:mm:ss
-no whitespace
—anomalies

—rating <min rating>

output MD5 hash of binary
"hh:mm:ss!" is the default

remove whitespace between csv
enum PE attributes differing
from norm

display results for ratings at or

above .

:nmplled ' _ time-utc_ |} __] | company. I s

7/18/2011 11:56:29 2271885 exe | 32bit <unk> /splnlock exe 11

- ~|_7/18/2011 11:56:29 | 2277805 | exe | 32bit | no <unk> /hyvy.exe 11 _
WS DF'Rl FORS508 | Advanced Digital Forensics and Incndent Response 149
root@siftworkstation:/mnt/windows mount/WINDOWS/system32# find . | pescan -
pipe -peid /cases/xp-tdungan-c-drive/precooked/PEid/userdb.txt -basel0 -csv -
anomalies -md5 -rating 10
File selected: /mnt/windows_mount/WINDOWS/system32/spinlock.exe
Company name: <unk>
Compile date: 07/18/2011 11:56:29 [UTC]
Create date: 04/04/2012 17:06:37 [UTC]
Access date: 04/06/2012 18:58:17 [UTC]
Modify date: 04/04/2012 17:06:37 [UTC]
File size: 0x02271885 [2271885]
PE type: 32 bit - exe
Linker version: 9.0
Min OS version: Win2K
Entrypoint VA: 0x00008c41l [35905] - FileAddr: 0x00008041 [32833]
Imagebase: 0x00400000 [4194304]
Checksum: Mismatch
Overall Rating: 11
Note: Checksum mismatch: 0x00031868 vs 0x00230fbb
Note: Version information not present
Note: Debug section not present (or erased)
Note: Strings may be obfuscated
Note: At least one section has high entropy
Note: At least one section has abnormal packing
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compiled utc __ size_type cpu OS cert m _ ny file rating|
7/18/20111:56:2 22778 ./xp-tdungan-c-drive.E01-
19 O5exe 32 bit Win2Kno  yes  <unk> 5237-128-4.exe 11
7/18/20111:56:2 22718 /xp“tdungan -c-drive.EO1-
19 85exe 32 bit Win2ZKno yes  <unk> 7793-128 3.exe 11
10/24/2021:04:1 20008 Apple /xp-tdungan -c-drive.EOQ1-
114 96dll 32bit NT4 no yes Inc. 270921284cnx 10
2/22/20121:32:3 22067 /xp-tdungan c-drive.EO1-

20 2dll 32 bit NT4 vyes yes <unk> 13061r128 4 dll 9
22:58:1 17474 /xp-tdungan—c -drive.EQ1-
2/7/20123 56dll  32bit NT4 yes yes <unk> 31398-128-4.dll 9

root@siftworkstation:/cases/xp-tdungan-c- drlve/sorter/exéc# %;nd . | pescan

-pipe -peid /cases/xp-tdungan-c- drlve/precooked/PEld/userdb txt -basell -

csv -anomalies -md5 -rating 7 > /cases/possible-malware. csv

# cat /cases/xp-tdungan-c-drive/sorter/exec.txt

</snip>

C: /WINDOWS/system32/hyvy.exe

PE32 executable (GUI) Intel 80386, for MS Windows Y
/cases/xp-tdungan-c-drive/xp~tdungan-c-drive.E0l Inode-

Image:

MD5: 0159fbbdaff9291425ab976dbbd40aal
Saved to: exec/xp-tdungan-c-drive.E01-5237-128-4.exe

C: /WINDOWS/system32/spinlock.exe

PE32 executable (GUI) Intel 80386, for MS Windows
/cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E0l Inode:

Image:

MD5: 6bff2aebb8852fc2658b9768d2166ece
Saved to: exec/xp-tdungan-c-drive.E01-7793-128-3.exe
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Digital Signature Checking sigcheck. exe

* sigcheck.exe By Mark Russinovich
« Verify that images are digitally signed and dump version information with this
simple command-line utility

-of-exe> > sigecheck-results.csv

T TR T s o o A b

Show extended version information

csy output

Scan executable images only (regardless of their
extension) ;

Show file hashes

Recurse subdirectories

Show unsigned files only

csv output

Show files that are unknown, if VirusTotal check is
enabled; otherwise show only unsigned files.

Query VirusTotal for malware based on file hash.

Add 'r' to open reports for files with non-zero detection.

Files reported as not previously scanned will be uploaded
to VirusTotal if the 's' option is specified.

sigcheck is a favorite tool out of the Sysinternals tool bag. The main and simple purpose of the tool is to check
for the code signing of executables in a directory recursively. By using several of the options, namely, -u and v,
an analyst can quickly dump out a comma separated value file to a file with only the unsigned entries listed.

Although, there are many examples of highly advanced malware with signed code with stolen certificates. Good
examples are flame and stuxnet. Having said that, the majority of malware in the wild are not signed. The reason
certain malware is signed is to make it even harder and more difficult to detect, but there is a cost. If you detect
the malware and the code certificate is revoked, it could reveal the malware in other locations. So, it is a catch-
22. If you sign your code, you can make it more difficult to find; however, when found, you expose every
system currently infected with it after the cert has been revoked.

What is the second reason code signing is hard for malware authors? It is fairly difficult to officially sign code
using authentic certificates. It is likely that many certificates could be stolen or faked technically to sign code.

As a result, it is likely that much of the malware you will encounter will not be signed. However, the examples
of signed malware will continue to increase over time as more advanced malware will be discovered. Using a
simple tool like sigcheck can help you easily find the unsigned executables in a directory. If you combine this
with densityscout and elimination of known good hashes using sorter, it is likely you will have few executable
malware-ish candidates left in your directory of executables that we started with.

F:\exec>sigcheck -c -e -u -s -h -vr * > sigcheck.csv
Sigcheck v2.1 - File version and signature viewer

Copyright (C) 2004-2014 Mark Russinovich

Sysinternals - www.sysinternals.com
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VirusTotal Hit via SigCheck

C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/cache/6.0/4/6£13884-712bc739
PE32 executable (conscle) Intel 80386, for MS Windows
Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E01 Inode: 3021-128-4

B

v virustotal ¢
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Asdevie Eradaar Shed AT heils ni)

Aprtam Trejn Serathaad, Y 1O prTey y Ratlo

Aot Banddar e Sy EareTs T

anvr TRerst a ik neas

A 2 it HEUR M Wrbronry e i
Pt [ voried e Publishes. (G Dewsipiion . ot B (e e VT Acieson kA VT sk -
Fi\execkxp-tdungan-c- orive.£01-2021-128-4 Unsgned nfa nfa nfa nfa afs 3|52 e | fwwrw virustotal.com/file/bd1sice222aze!
F\erechap-tdungan.c drive. FO1-4736-120-1 e Signed  Benjamin Deipy mimikatz pour Windows mimikats 1000 10,0 31|56 tt] | ferew vinustotal.com/lle/9202412804543:
F\exec\sp-tdungan-c-drive.[01-7736-128-3.exe  Unsigned nfa ofs na o/a nfa 36|51 htp L P virustotal.com/file/598e53bEIC 716
Fi\execixp taungan.c-drive.£01-5257.128-3.exe  Unsigned n/a afa nfa nla afa 15158 mttjllm wvirustotal.com/tile/Sadtbbase73id
Fi\execizp-tdungan-¢ drive.£01-3277-128-3.exe  Signed Microsoft C¢ Exetut re 198 1 3|53 M!{}.JIM virustotal.comffile/ i8dbabdfs0 106
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The sigcheck virus total capability is equivalent to running your executables directory through 55 different
antivirus engines. The results in static-based analysis are fairly stunning; although, this could take a long time as
each file needs to be searched on the VirusTotal website. Plan for this to run overnight for best results. Also I
recommend that you run this against your filtered, sorter directory after you have removed known_good hashes.

C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/cache/6.0/4/6f13884-712bc739
PE32 executable (console) Intel 80386, for MS Windows

Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E01 Inode: 3021-128-4

MDS5: 7a0fcd15ee1¢2d9d196ab6515adf2f87

Saved to: exec/xp-tdungan-c-drive.E01-3021-128-4

C:/Documents and Settings/vibranium/Local Settings/Temp/a.exe

PE32 executable (GUI) Intel 80386, for MS Windows

Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.EQ1 Inode: 7736-128-3
MDS5: c4b0458c04abdaa773348c2668212b45

Saved to: exec/xp-tdungan-c-drive.E01-7736-128-3.exe

C:/WINDOWS/system32/hyvy.exe

PE32 executable (GUI) Intel 80386, for MS Windows

Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.EO1 Inode: 5237-128-4
MDS5: 0159fbbdaff9291425ab976dbbd40aal

Saved to: exec/xp-tdungan-c-drive.E01-5237-128-4.exe

152 © 2016 Rob Lee




C:./WINDOWS/system32/pe.exe

PE32 executable (console) Intel 80386, for MS Windows

Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E01 Inode: 3277-128-3
MDS5: aeee996fd3484f28eScd85fe26b6bded

Saved to: exec/xp-tdungan-c-drive.E01-3277-128-3.exe

© 2016 Rob Lee 153



C:/Documents and Settings/tdungan/Application Data/Sun/Java/Deployment/cache/6.0/4/6£13884-712bc739
PE32 executable (conscle) Intel 80386, for MS Windows
Image: /cases/xp-tdungan-c-drive/xp-tdungan-c-drive.E01 Inode: 3021-128-4

path ST B vernfiea BY publisher A0

F:\exec\xp-tdungan-c-drive.E01-3021-128-4

F:\exec\xp-tdungan-c-drive.£01-4736-128-4.exe
F:\exec\xp-tdungan-c-drive.E01-7736-128-3.exe
F:\exec\xp-tdungan-c-drive.£01-5237-128-4.exe
F:\exec\xp-tdungan-c-drive.E01-3277-128-3.exe

M virustotal

= Analysis Q File detal O Ad&tional infarmation @ Comments . 0Q VYotas

Antivirus Result Update

AVG Genoric28.CYE 20140605

Ad-Aware Backdoor, Shell AC 20120605

Agnitum Trofan. SwrentilcuZLP7 10U 20140605

Ahnlab-V3 Backdoor/\in32 Bifrose 20130604

AntiVir TRISwrort A 2676 20140604

Antiv-AVL ___Trolanf: HEURIN¥in32.Unknown __ R 20140604 S

T B Description il B product B product B2 File vl viidetection B VT link &SRR L

Unsigned n/a nfa n/a nfa n/a 33]52 https://www.virustotal.com/file/bd16fce224aze!
Signed Benjamin Delpy mimikatz pour Windows mimikatz 1.0.0.0 1.000 31|54 https://www.virustotal.com/file/92d24128a453:
Unsigned n/a nfa nfa nfa nfa 36|51 https://www.virustotal.com/file/598e53b63¢716
Unsigned 'nfa n/a nfa nfa nfa 15|55 https://www.virustotal.com/file/5a31b6aae73fd
Signed Microsoft Corporation Execute processes remot Sysinternal 1.98 1.98 3|53 https://www.virustotal.com/file/f8dbabdfa0306¢
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spinlock.exe 1S

not signed

Path v Verified .Y Date
C:\windows\system32\PrintBrmuUi.exe Unsigned
C:\windows\system32\redir.exe Unsigned
C:\windows\system32\setver.exe Unsigned

C:\windows\system32\share.exe Unsigned

Digital Signature Checking

spinlock.exe does not have:

» Publisher = N/A
Description = N/A
Product = N/A
Version = N/A
File Version = N/A

~ | Put-¥|Des v Pro¢ v |Ver! v | File v MDS

11/20/20108:17 nfa  PrintB:PrintBt1, 0,0, 1,0, 0 eb6ch
7/13/200917:41nfa nfa nfa nfa nfa bbba0
7/13/200917:40 nfa nfa nfa nfa nfa ad7b9
7/13/200917:41nf/a nf/a nfa nfa nfa 68062

C:\windows\system32\spinlock.exe Unsigned 4/3/2012 18:53 n/a nfa n/a

Poor Density Score + No Digital Signature — Known Goods = Suspicious Files

DFIR
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For spinlock, it is already suspicious it had a low entropy/density score. But the file is also not signed. If you
subtracted out all the known-good files from the same directory, spinlock would look fairly alone.

Above you can identify another peculiarity with a lot of malware. Malware authors generally do not add
publisher, description, product, version, or file version information to their creations. Obvious reasons I'm sure,
but they could easily fake this information. Currently, malware usually doesn’t come with good coding practices
that you usually find in a formal software development shop. Although not unique as there is valid software that
also doesn’t follow this practice, in my experience approximately 90% of the executables in the system32
directory did. When you cross reference this with eliminating known good files, you are truly on your way to
using little hints like this to aid you in seeing possible candidates that could be malware.
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Example: Lateral Movement

1. EventIDs 4624 /
4672 show a |
successful
network logon as

1. Malware uploaded admin

via file share Event ID 5140

shows share mount

Event IDs 106 /
200/ 201 /141
show scheduled
tasks

Compromised Target System

Sy'stem 2. .job files contains “at”job
executing the malware

2. Malware executed
' “at” job

DFlR FOR508 | Advanced Digital Forensics and Incident Response 157

One of the easiest techniques that adversaries use to move laterally from one compromised system to another
targeted system is to use Windows file shares to upload the file to the remote machine. In many cases, the
attackers will use the local admin account on a machine to move through a domain as quietly as possible to
avoid logging on the domain controller.

After the session has been established, generally using a simple “net use” command, uploading the malware to
the remote machine in a directory of their choice is accomplished. After the malware has been successfully
copied to the remote machine, an “at” or “schtask” command is sent from the compromised system to the target
system to execute the malware immediately or at a later time. It can also be used to establish the malware as a
service on the remote target machine.

Tracking lateral movement in an enterprise is one of the more difficult tasks a responder may take on. Without
good event logs, the task is near impossible. In this example, we see an adversary pivoting from a compromised
internal system to a target machine. File shares are a common attacker methodology used to upload malware and
access data as quietly as possible. If attackers have discovered a local administrator account that works on other
systems, they can be even more stealthy by avoiding the domain controller altogether.

The good news is that regardless of the lateral movement technique used, logs can be used to piece events
together. At some point the attacker may have authenticated with the compromised system ,so we can find
evidence on the compromised system. (In the case of a backdoor, logon events could be absent.)

If a local account is used to authenticate with the target system, logs will be present only on the target. This
should be a wakeup call to security administrators who do not aggregate logs from workstations and instead
solely rely upon review of domain controller logs! In our example here, we would see an Account Logon event
on the target (Event ID 4776) showing successful authentication along with a Logon event showing the type of
account logon. (Mounting a file share is a network logon and hence would record Event ID 4624.) Looking for
this pattern on workstations is a powerful technique for identifying strange activity.
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Finally, if the attackers used a domain account to mount that remote share, then the domain controller will
record a ticket-granting ticket (Event ID 4768) authenticating the account and a service ticket (Event ID 4769)
identifying and providing access to the remote target machine (assuming Kerberos authentication). On the target
side, a single network Logon event is recorded (Event ID 4624).

This is a great example of the “embarrassment of riches” that we sometimes have when good auditing policies
are in place. Commonly a simple action by a user can cause multiple event log entries to be recorded throughout
the network. When reviewing Event Logs in a networked environment, it is important to understand all the
locations where logs may reside. To get the full picture of activities (and when they occurred), it may be
necessary to recover logs from multiple systems.

Corresponding event IDs in Windows XP/2003: 528, 540, 672, 673, 680

158 © 2016 Rob Lee



|/>

Example: Lateral Movement Timeline

Security.evix
12:00:00 4624 — Network logon
12:00:00 4672 — Admin rights
12:00:15 5140 — Network share
Microsoft-Windows-TaskScheduler®4Operational.evtx
12:02:23 106 — Task scheduled
12:03:00 200 - Task executed
12:03:12 201 — Task completed
12:05:41 141 — Task removed
Security.evtx
12:07:01 4634 — Logoff
DF'R FOR508 | Advanced Digital Forensics and Incident Response
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One of the best ways to learn how lateral movement can be tracked via event logs is through examples. In this
example, we will follow a sequence of events and determine the answers to key questions along the way.

Key questions that can be answered:

Login events
* 4624 — Who, where from, time 4672 — They re an admin
*  5140— And they mounted a share from ...

Scheduled tasks

e 106 — Job name, who, time

* 200 - Start time and program name 201 — Finish time
* 141 —They cleaned up

4624 — Network Logon — Secdurity.evtx

* Timestamp =2015-02-14 12:00:00

¢ EventID=4624
e TargetUserSid = S-1-5-21-2723264887-207281631-482592677-2984

* TargetUserName = imowned
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» TargetLogonld = 0x000000021457dbab

* LogonType=3

* LogonProcessName = Kerberos

* AuthenticationPackageName = Kerberos

* LogonGuid = {726F6B9E-C1BE-4EC1-BB95-3B0B6238BES56}
* IpAddress=10.1.1.10

4672 — Admin Rights — Security.evtx
* Timestamp = 2015-02-14 12:00:00

e EventID =4672

¢ SubjectUserName = imowned

* SubjectDomainName = MYDOM

» SubjectLogonld = 0x000000021457dbab

5140 — Network Share — Security.evtx

e Timestamp = 2015-02-14 12:00:15

e EventID =5140

 SubjectUserSid = S-1-5-21-2723264887-207281631-482592677-2984
* SubjectUserName = imowned

¢ SubjectDomainName = MYDOM

* ObjectType =File

* IpAddress=10.1.1.10

» ShareName = //*/C$

» ShareLocalPath =/??/C:/

106 — Task Scheduled - Microsoft-Windows-TaskScheduler%4Operational.evtx
¢ Timestamp =2015-02-14 12:02:23

* Event ID = 106 TaskName = /Atl
» UserContext = MYDOM/imowned

200 — Task Executed - Microsoft-Windows-TaskScheduler%4Operational.evtx
*  Timestamp =2015-02-14 12:03:00

* EventID=200

* TaskName =/Atl

* ActionName = malicious.bat

» TaskInstanceld = {B042B2E4-D186-4970-AE6C-B5DE328BCF3A}

201 — Task Completed - Microsoft-Windows-TaskScheduler%4Qperational.evix
*  Timestamp =2015-02-14 12:03:12
¢ EventID=201
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* TaskName = /Atl

* TaskInstanceld = {B042B2E4-D186-4970-AE6C-BSDE328BCF3A}
» ActionName = C:/Windows/SYSTEM32/cmd.exe

* ResultCode=0

141 — Task Removed - Microsoft-Windows-TaskScheduler%4Operational.evtx
* Timestamp = 2015-02-14 12:05:41

* EventID =141

e TaskName =/Atl

* UserName = NT AUTHORITY/System

4634 — Logoff

* Timestamp =2015-02-14 12:07:01

* EventID=4634

¢ TargetUserSid = S-1-5-21-2723264887-207281631-482592677-2984
* TargetUserName = imowned

* TargetDomainName = MYDOM

» TargetLogonld = 0x000000021457dbab

* LogonType=3
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Automated

Automated Memory Analysis 1
A
Evidence of Persistence 1
A
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Automa b/ Logs 1 & (§>

Analysisi [ 1 X2 IG)
By-Hand Munmy Analy&s 1

By-Hand Third-Party Hash Lookups
MFT Anomalies

File Time Anomalies
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Review: SuperTimeline

ol oan [Eo R o e 3 S : ] T M
1 time-] MACB-| source- sourcetypi™} short - filename -1
Eigh 2ot LT e NTFS SWPT C/Documents and Setings/Donaid Make/Recent/DBlake Bersonal {£).fnk c/o {Recent/OF
37 182059 M, INX Shortat LK £ /o
I 182059 M., NK
9 18:20.59 MACE
360 18:21:01 MACE
361 18:21:03 .ACB
362 182107 MACE
3 132118 MACE
36 18:21.20 MACE
345 18:22:23 MACE
366 18:21:25 MACB
367 102026 A [ g/
363, 18:21:26 MACD c gl
363 1021226 .ACH VABHIST c g/ ]
I 18:21:26 .ACH VIEBHIST windows. Y c ings, fuocal sertt
I 182126 .ACH WEBHIST http://shell.windows.com/t xst c setti
37T 18:21:26 .ACE WEBHIST Jisheil windows. (37 d sani
I 18:21:26 ACK WEBHIST visited windows.com/f jog c. nd Settings settt
374 13.21:26 .ACE WEBHIST  Imternet Explorer visited /shel.windows.com/ _FilaAssoc b = and F Sty
375 1821:26 .AC WEBHIST  Intemet Explorer visited msn.com/ c and 8 ookresir
76 132127 ACB WEBHIST  Internat Explorer visited hitp: smsn.com/ PIC nd 2 I setu
7 18212277 MACE WEBHIST _ lmternat Explorer (& and g (Settt
M 15:21:30 MACE REG NTUSER hey /) h [ and 2/ 0.
73 18:20:36 MACH 5% Event Log Disk/ST:warny/.../DP(1]0-0+8 = v
330" 18:29:06 MACE REG SYSTEM key fCpatrole DU Control /Ui lags CAVIRDOWS/systemd/contig/sysiem
281 1R24:06 MACE REG SYSTEM kay fContinlhet0OL /€ ontrol /U Lagy/05ac1 1010100 CAWVINDOWS/system32/contig/system
382 18:24:06 MACS REG SYSTEM key JCoNmISe DOLIT um/LISD C:AVINDOWS/systamaz/contigleystens
383 1B:24:06 MACB REG SYSTEM key JComurotSe ot oy LIS Vid ar&Pid 1301 C:AVIKDOWS/system32/contig/system
353 18:24:06 MACB REG SYSTEM key o001 parn/ LIS/ Vid i ; CAVINDOWS/system32/contig/system
385 182408 A NTFS SMFT C/WINDOWS/systermI2/navder.all
306 18:24:06 LA, C:/ANDOWS/systemI2/isbul.dl
187 18:24:08 MACB
308 18:24:08 MACB 3 1
3 18:24:07 MACD Y fConuotser001/Control/Class/|36FCIER0-CAE5- 11CF-E056~22453 350000} CHWINDOWS/systemi2{contig/sysiem
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When you are down to approximately 10 to 20 candidates at this point, it is always best to identify where those
files show up in your timeline and examine the temporal proximity of the file. The context that could be
discovered here could quickly eliminate many more files from being actual malware based on the use in the
timeline.

In contrast, in the above example, we can see the creation of the file winsvchost.exe in system32 directory. If
this was one of your candidate files and you looked for when the file was created in the timeline, you would
clearly see the traits that are seen during a spearphishing attack. Contextual clues in the temporal proximity of
the files you are examining will be quite useful in your overall case.
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Automated Memory Analysis
y |
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y |
Semi- Packing/Entropy Check
Automated =

1€S ] ~ By-Hand Memory Analysis

By-Hand Third- Partv Hash Lookups
y |

MFT Anomalies
y |
File Time Anomalies
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Review:Volatility Memory Analysis Process

- Identify rogue processes

« Name, path, parent, command line, start time, SIDs

« Analyze process DLLs and handles

e Review network artifacts

« Suspicious ports, connections, and processes

« Look for evidence of code injection
» Injected memory sections and process hollowing

» Check for signs of a rootkit
« SSDT, IDT, IRP, and inline hooks

« Dump suspicious processes and drivers
» Review strings, antivirus scan, reverse-engineer

J

DF'R FOR508 | Advanced Digital Forensics and Incident Response
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Flndlng Evil - From Automated to Manual

Prep Evidence/Data Reduction [EEREur0agyg 3

' Antivirus Checks )
S -.-r&s'-:.f" y |
| Indicators of Compromise Search o) (@)

=

Automated Memory Analysis

Evidence of Persistence

Semi- Packing/Entropy Check

Automated oS

Super Timel.ine Analysis

By-Hand Memory Analysis 1
2 v
~ By-Hand _______zzrtv Hash Lookup:[[ 1 o)
]
MFT Anomalies 1

y |
File Time Anomalies 1
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Third-Party File/Hash Verification

—

3 -total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware

[ tio fie selecied l Choose File

Maximum file size 32MB

You may prefer to scan a URL or search through the VirusTotal dataset

" DFIR FOR508 | Advanced Digital Forensics and Incident Response 167

VirusTotal will scan a file through more than 40 different A/V scanners to determine if any of the current
signatures detect the malware. VirusTotal can also receive MD35 hashes of the possible malware candidates. One
of the downsides of using Virustotal by submitting a file is that you will lose control of that malware and it
might end up in A/V signatures later. If your goal is to keep your investigation as quiet as possible, many
responders opt to not submit their actual malware candidate files to the service as a result.
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MFET Outlier Analysis

$Filename

Record : /WINDOY P 1 Dmtag.sys
. . . JWINDOY ame/ ath
Creation Date/Time e S _,
:38: 20705-128-4 ...b C:/WINDOWS/systemBZ/at:.3d1ag.
2003 03 07 Fri 10:38:56 20706-128-4 ...b C:/WINDOWS/system32/ati3d2ag.dll
2003 03 07 Fri 10:38:56 20707-128-4 ...b C:/WINDOWS/system32/ati3duag.dll
2003 03 07 Fri 10:38:56 20709-128-4 ...b C:/WINDOWS/system32/atioglixx.dll
2003 03 07 Fri 10:38:56 20710-128-4 ...b C:/WINDOWS/system32/atiicdxx.dll
2003 03 07 Fri 10:38:56 20711-128-4 ...b C:/WINDOWS/system32/atiicdxx.vxd
2003 03 07 Fri 10:38:56 20713-128-4 ...b C:/WINDOWS/system32/atiiiexx.dll
2003 03 07 Fri 10:38:57 20708-128-4 ...b C:/WINDOWS/system32/atitvo32.d1ll
2003 03 07 Fri 10:38:57 20712~128-4 ...b C:/WINDOWS/system32/atricdxx.enu
2003 03 07 Fri 10:38:58 20725-128-4 ...b C:/WINDOWS/system32/drivers/DP83815.sys
2003 03 07 Fri 10:39:00 20745-128-4 .b C:/WINDOWS/system32/drivers/HSFHWALI.sys

o q /WINDOWS/system32/drivers/hpm0850.cty
$Filename Creation MFT Sequence /RTBDOW /ys 32/ carpaery ke

. WINDOWS/system32/carpdil.dll
Date/Time Odd # out of place JWINDOWS/system32/drivers/HSF_CNXT.sys

UTS9:0 ' /WINDOWS/system32/drivers/HSF_DP.sys
2003 03 07 10:39:01 20756— : . : /WINDOWS/system32/hsfinst.dll
2003 03 07 10:39:02 20747-128 : /WINDOWS/system32/drivers/mdmxsdk.sys

: /WINDOWS/system32/drivers/strmdisp.sys

10:39:02
139: : /WINDOWS/ system32/mdmxsdk dll

b‘h‘b‘b‘-
noon

1] 2011 10 20 Thu 19:01

FOR508 | Advanced Digital Forensics and Incident Respons
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Finding Evil — From Automated to Manual

Prep Evidence/Data Reduction ___Detgction Type

Antivirus Checks ‘2
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e RS

Automated Memory Analysis

Evidence of Persistence

Semi- Packing/Entropy Check
Automated TS
Super TimeLine Analysis

By-Hand Memory Analysis

By-Hand Third-Party Hash Lookups (o)

MFT Anomalies 1. €20
. _A——— __
__ FileTime Anomalies™ ]| 1 J{ 2 )70
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Timestamp Anomalies Hackers Are Crafty: We Are Better

» Timestamp Anomalies
» $SI Time is before $FN Time
« Nanosecond values are all zeroes

ls H I | M
Filename #1 Std Info Creation date FN Info Creation date
winsvchost 8/12/2003 2:41 2/18/2007 20:41
DHR FORS508 | Advanced Digital Forensics and Incident Response
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One of the ways to tell if file time backdating occurred on a Windows machine is to examine the filename times
compared to the times stored in standard information. Tools such as timestomp allow a hacker to backdate a file
to an arbitrary time of their choosing. Generally, hackers do this only to programs they are trying to hide in the
system32 or similar system directories. Those directories and files would be a great place to start. You would
look to see if the Filename (FN) time occurs after the Standard Info Creation Time as this would indicate an
anomaly.

You can also compare this to the program compile time to see if the program were compiled after the creation
date locally on the machine using the EXIFTool talked about in FOR408.
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You Have Malware! Now What?

» Hand it to Reverse Engineer
» FOR610 — RE Malware

* Qutput from RE Engineer
» Host-based indicators
» Network-based indicators

LEARN

AEM

 You can now find additional systems compromised

by the malware you found

DFIR FORS08 | Advanced Digital Forensics and Incident Response
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Intrusion Forensic Challenge

f@AN—S DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

DHR FORS08 | Advanced Digital Forensics and Incident Response 174

Author: Rob Lee
rlee@sans.org
http://twitter.com/robtlee
http://twitter.com/sansforensics
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ﬁkANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Exercise 6.1

Intrusion Forensic Challenge
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The Threats

« APT — Advanced Persistent Threat
« Organized Crime — Card Data Theft
» Hackivists — Expect Them

+Many organizations have a difficult time responding to intrusions from advanced adversaries

What you should learn by the end of the course

+Real Incident Response Tactics
«Timeline and SuperTimeline Analysis

]
+Memory Analysis e :g
«Enterprise Investigations
«Anti-Forensic Detection ;

«Malware Detection

“IP Theft Detection Lethal Forensicator
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FOR508 Course Agenda
. Section1  Advanced Incident Response

Memory Forensics in Incident Response and Threat Hunting

Intrusion Forensics

' Section 4 Timeline Analysis
. Section 5 Incident Response & Hunting Across the Enterprise
‘ Section 6 Advanced Adversary & Anti-Forensics Detection
‘ Section 7 APT Enterprise Incident Response and Hunting Challenge
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COURSE RESOURCES AND CONTACT INFORMATION

Here is my lens. You know my methods. —Sherlock Holmes

AUTHOR CONTACT

:ee%:\:?::: gom/robdee SANS INSTITUTE

th, T— < e o A@ 8120 Woodmont Ave., Suite 310
herpJiowiner.com/sansforensics A Bethesda, MD 20814

ctitbury@sans.org 301.654.SANS(7267)

httpi//twitter.com/chadtilbury

SANS EMAIL
DFIR RESOURCES GENERAL INQUIRIES: info(@sans.org
@ digital-forensics.sans.org REGISTRATION: registration(@sans.org
Twitter: @sansforensics TUITION: tuition@sans.org
PRESS/PR: press@sans.org
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