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A file or directory on OS X may have additional metadata called extended attributes. These attributes were

introduced in 10.4 as a way to incorporate more metadata functionality into OS X.

Extended attributes are stored as inline-attributes in the HFS+ Attributes file.

The screenshot above shows the output of the 1s -1a command on the file googlechrome . dmg. This
output contains a “@” in the file mode section of a long file listing which tells the user there are extended

attributes for this file.

The next command, xattr -x1 googlechrome.dmg, allows usto view the extended attributes for this

file. Each extended attribute is named using reverse DNS format (i.e. com.apple.quarantine).

References:

Mac OS X and i0S Internals: To the Apple’s Core
Chapter 16 — HFS+ File System Concepts
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Extended Attribute
Types

com.apple.decmpfs e Compressed File Data

com.apple.quarantine ¢ Quarantine Data

com.apple.system.Security e Access Control Lists

J X

com.apple.metadata o Spotlight Metadata

com.apple.diskimages ¢ Disk Image Data

F

com.apple.backupd e Time Machine Data

* Dropbox

Other Applications « Amazon Kindle

Mac Forensic Analysis

Extended attributes come in many types, some of which are listed above. The two most popular are
com.apple.decmpfs and com.apple.quarantine. Each attribute contains data specific to its purpose
and does not follow a static format. An investigator’s intuition and reverse engineering skills may be needed to

decode the contents of these attributes.

The com.apple.decmpfs attribute is particularly interesting because it means this file is using the per-file
compression available in the HFS+ file system. Files such as those found in /bin, like 1s, echo, or dd are

compressed.

Ever wonder why some versions of EnCase show these files as having 0 bytes? This is why.

Note: The xattr command filters out com.apple.decmpfs and com.apple.system.Security

attributes. An investigator may need additional tools to review these two attributes.
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Extended Attributes
Sleuthkit i stat Example [1]

nibble:/ sledwarda$ sudo istar Jdev/rdiskl 706853
File Fath: /Users/sledwards/Downloads/goaglechrome, dmg
Cotalog Record: 706854

(Altocated

Typet File

Hode: rrw-r--r——

Slze: 427@8547

wid / gié: 581 7 28

Link count: 1

File Nomz: gooplechrone,dag
Adnin flags: 8

Ouner flags: ¢

Has exiended attributes
File type: a0ee

File creator: 00D

Text encoding: ¢ =~ MacRomen
Resouree fork size:

Timesy

Creatod: 2812-56-28 19:05:08 (EDT)
|Contont Avdefied: 2012-06-28 19:95:98 (ENT)
ALLCIbutes Medlfled: 202112431 21:09:22 (BAT)
Accessed: 281i3-06~17 20:38:00 (EOT)

Doacked Up: CR02-00-00 00:00:00 (HTC)

Oats Fork Blocks:
18645066 1659482

Attributass

Type: ExATTR [4354-2) Nome: com,apple.diskimages,fsck Resident size: 2§

Type: ExATTR (4354-3) Nome: com.spple.siskiweges.recentcksum  Resident  size: 79

Typo: EXATTR (4354=4) Name: coa.apple.metadats:ifbitesdownlondedbate Resident  size: $3
Type: ExATTR (4394-5)  Name: com.apple,.meisdota:kMdItesdharafroms  Resident  shee: 172
Type: ExATTR (4354-6) Name: com.apple.quarantine Resident size: 87

Type: DATA (4352-0) Nase: DATA  Mon-Masigent  size: 42700547 lait sizer 42700547

©SANS,

The Sleuthkit’s (TSK) 1istat command prints the name and sizes of extended attributes in its “Attributes”
section shown in the screenshot above for the file with CNID (inode) 706854.

Each attribute contains a TSK assigned attribute. For extended attributes this number is 4354 -#, where # is
filled in for each individual attribute.

11



nibble:/ sledwards$ sudo istat /dev/rdiskl 706854

File Path: /Users/sledwards/Downloads/googlechrome.dmg
Catalog Record: 706854

Allocated

Type: File

Mode: rrw=fowefe=

Size: 42708547

uid 7/ gid: 501 7 29

Link count: 1

File Name: googlechrome.dmg
Admin flags: @

Owner flags: ©

Has extended attributes

File type: 0000

File creator: 2000

Text encoding: @ = MacRoman

Resource fork size: 0

Times:

Created: 2012-06-28 19:985:00 (EDT)

Content Modified: 2012-06-28 19:05:00 (EDT)
Attributes Modified: 2011-12-31 21:09:22 (EST)
Accessed: 2013-06~17 20:39:09 (EDT)

Backed Up: 0000-00-00 00:00:0@ (UTC)

Data Fork Blocks:
18649066-18659492

Attributes:
Type: ExATTR (4354-2) Name: com.apple.diskimages.fsck

Type: DATA (4352-0) Name: DATA  Non-Resident size:

Resident
Type: ExATTR (4354-3) Name: com.apple.diskimages.recentcksum Resident
Type: ExATTR (4354-4) Name: com,apple.metadata:kMDItemDownloadedDate
Type: ExXATTR (4354-5) Name: com.apple.metadata:kMDItemWhereFroms
Type: ExATTR (4354-6) Name: com.apple.quarantine Resident
42708547

Resident

Resident

size: 57
init_size: 42708547

12



Extended Attributes
Sleuthkit i stat Example [2]

ot 3,27 20l (Gt 7den7ralect TIET8
File Poth: /bin/dd
Cotaleg Record: 11238
Wiiccoted
lype: Fite
Mode:  rrexe-xrex
[Slze: 23872
pid 7 gid: 8/ 2
JLink sount: 1

File Noee: dd

Wieln Flags: 2

Dwner flogs: 32 -~ comprossed
a5 extended attributes

File type: R

fFile creator: 0@

[Text encoding: 2 » MocRamon
Mesvurce York slied 18832

[T imes:

KCroated: 2013-99-92 10:17:24 (E0T)
lContent Modified: 2613-99-23 08:46:38 (EDT)
Wetributes Modified: 2813-09-23 08:46.58 (£OY)
Mcastion ! ZOV3-W-21 diaR:Rd ATy

Packed Up: 00X00-03-0¢ 08:90:00 (UF()

Resource Fork Hicks:
H13360-413371

Witributes:

[fype: CWPF (4355-33 Name: co=.opple.decapfs Resident  size: 16

Type: RSRC (4353-1) HNome: RSRC  Non-RBestdent  sizer 18832 init_size: 10832

Type: DATA (4352-Q) Kame: DATE  Noo-Resident, Compresses  size: 10832  tnlbusize: 10832

Kompressed Fite:
Uriompressen size: 22072
Bako {s zlib compressed in the resource fork

This screenshot shows an example of the /bin/dd (CNID 11215) utility where the HFS+ file compression is
used.

Note the attributes types:
* CMPF - Compressed File Data (com.apple.decmpfs stored in the $Attributes file)
* RSRC - Resource Fork
* DATA —Data Fork

13



bash-3.2# sudo istat /dev/rdiskl 11215
File Path: /bin/dd

Catalog Record: 11215

11located

ype: File

de: rrWXP-Xr-x

Size: 23872

dmin flags: @

ner flags: 32 - compressed
as extended attributes

File type: 0000

File creator: @000

ext encoding: @ = MacRoman
Resource fork size: 19832

Created: 2013-09-02 10:17:24 (EDT)
Content Modified: 2013-09-23 08:46:58 (EDT)

ttributes Modified: 2013-09-23 08:46:58 (EDT)
Accessed: 2013-99-23 99:18:13 (EDT)
Backed Up: 0000-00-00 00:00:00 (UTC)

Resource Fork Blocks:
413369-413371

Attributes:

Type: CMPF (4355-2) Name: com.apple.decmpfs Resident size: 16

Type: RSRC (4353-1) Name: RSRC  Non-Resident size: 10832 init_size: 10832

Type: DATA (4352-@) Name: DATA  Non-Resident, Compressed size: 10832 init_size: 10832

Compressed File:
Uncompressed size: 23872
Data is zlib compressed in the resource fork

Resources:
Type: cmpf In: 1 Offset: 260 Size: 10522 Name: <none>

14



Extended Attributes_
Sleuthkit icat Example

nibble:/ sledwards$ sude icat /fdev/rdiskl 706854-4354-6 | xxd
0000000: 30830¢ 3032 3b34 6666 6336 3864 643h 5361 0002;4ffc68dd;Sa
000001&: 5661 7269 3b3B 3943 3444 3441 312d 3232 fari;B9C4D4A1-22
0000026: 3933 2434 3739 4224 4237 3542 2433 4341 93-479B-B7SB-3CA
0000030: 3434 4532 3733 3330 34 44E@73304

Mac Forensic Analysis

The Sleuthkit 1cat command can be used to print the data contained in a specific attribute. The TSK attribute
number is appended to the CNID (inode) of the file to print the specific attribute.

The screenshot shows the icat command printing the extended attributes identified by the 4354-6 for the
CNID 706854. This is the com. apple.quaranline attribute.

15
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File Syétem Events Store Database
/ .fseventsd Directory

Developer Documentation:

» "...persistent database which stores a record of
all changes throughout time.”

Used by Spotlight & Time Machine

Gzipped Data Files

Root Privileges

Mae Forensic Analysis

Each volume connected to a Mac system will have a / . fseventsd directory created. This directory is the
File System Events Store Database which is responsible for storing file system changes on the volume.

Spotlight and Time Machine use this database to determine what files are new or have changed metadata
properties. This directory contains gzipped files that require root privileges to unzip and view them.

References:
Apple Developer Documentation - File System Events Programming Guide

https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/FSEvents ProgGuide/Introduction
/Introduction.htmi#//apple _ref/doc/uid/TP40005289-CH1-SW1

18



FSEventsd Directory — Gzip Files
/ .fseventsd Directory

sh-3.2% pwd

/. fseventsd

sh-3.28 1s -1Ar

total 74168

—FW——————= 1 root admin 36 Jun 36 17:9885 fseventsd-uuid

- 1 root admin 13488 Jul 6 12:33 0POGRERR1leaSdda

Y TR, 1 root admin 3986 Jul 6 09:48 0000000011e942ch
e 1 root admin 16438 Jul 6 09:35 0@0OEOAA11eB5439
—e—————— 1 root admin 18365 Jul © B8:38 00000000113fc77c

[ ————— 1 root admin 17652 Jul 6 B7:13 0000000011344ed6

- W= mm——m 1 root admin 8247 Jul & P4:07 00000000113114eb
~rw------= 1 roo{sh-3.2# file »

Bl 1 roolpeopacee0e3fagza: gzip compressed data, from Unix
. 1 reotpapanensendiieed: gzip compressed data, from Unix
2 Wi 1 rooYpeeopeoee042a918:  gzip compressed data, from Unix

20202006008450185: gzip compressed data, from Ynix
202000080004644c5: gzip compressed data, from Unix
0000600000046 fa05: gzip compressed data, from Unix
RAROARANAAATAIRT: gzip compressed data, from linix

Mac Forensic Analysis

The /. fseventsd directory contains gzipped files each named incrementally with no file extension.

The fseventsd-uuid file contains the GUID of the FSEvents database. On a HDD volume this should stay
persistent, barring system malfunction, while on a external USB drive it is likely to change each time the drive is
inserled into a system. FSEvent UUIDs will show changes in the system logs if you do a search for
“fsevents”.

The /. fseventsd directory will be created on non-HFS+ volumes; however, it does not appear to create the
database files.

References:
Apple Developer Documentation - File System Events Programming Guide

https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/FSEvents ProgGuide/Introduction
/Introduction.html#//apple ref/doc/uid/TP40005289-CH1-SW1

19



FSEventsd Directory — Structure
_ / .fseventsd Directory

Extract the Gzip archive files:

» The Unarchiver — GUI Tool
+ unar — The Unarchiver command line utility

nibble:SECTION_S5 sledwards$ find . -d 1 ~inome '8@+' —exec unar -o extracted/ (} \;
. /208000001254B8204: Gzip

2000232P1254B2b4., .. OK.
Successfully extracted ta "extracted/Beo0a002125482p4",
. /90820060125482b5: G2ip

200008088125482b5. .. OK.
Successfully extracted to "extracted/200008001254B205,
«/BDD0VOBBLZ5445%: Grip

P2eadeds1254059e. .. OK.
SuccessTully extrected 1o Vextracted/B80000201254¢5%eY,
,/000000001254d591: G2ip

2060000912545597, .. 0K,
Successfully extracted to "extracted/0D600a001254d597",
. /DB0000001254d500: Gzip

400002001254d5a0... OK.
Successfully extracted to “extracted/eBp088ew1254d%a0".
. /0DBPOORR1254d501: G2ip

286200001254d5a1. .. OK.
Successfully extracted to "extracted/H0eQpR681254d5a1" .

O SANS, a
LA Righty Reseted 0

Mac Forensic Analysis

To explore the fsevents database files, we will need to unzip them.

My preferred tool to extract just about any archive is a free tool called The Unarchiver. This tool also has a
command line equivalent called unar. These tools are available at
http://unarchiver.c3.cx/commandline. While there are native tools for OS X that can decompress
these archives, the author finds the Unarchiver more extensible. For example, we can use the native tool
gunzip to decompress gzip files; however, there is no option to output the decompressed files to another
directory.

The following command line can be used to extract the contents of all the FSEvents database files (those files
starting with “00”). This command line uses the find command to traverse a depth of 1 (-d 1) searching for
filenames starting with “00” (-iname ‘00*’) and executes the unar utility which outputs the extracted files
to the /extracted directory (-exec unar -o extracted/ {} \;).

find . -d 1 -iname '00*' -exec unar -o extracted/ {} \;
References:

Apple Developer Documentation - File System Events Programming Guide

https://developer.apple.comy/library/mac/#documentation/Darwin/Conceptual/FSEvents ProgGuide/Introduction
/Introduction.html#//apple_ref/doc/uid/TP40005289-CH1-SW1
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FSEventsd Directory
FS Events DB File Structure

nibble:extracted sledwards$ xxd 00500008125482b4

0000000: 3153 4c44 0727 dc56 dco® 9000 0991 5554 1SLD.'.V......UT
G0D2016: 1268 D000 0002 0060 D22e 4453 5153 746fF ...... +a+208_Sto
P005026: 7265 DOca 8154 1200 0060 BB55 208D 002e re...T.....U.c..
6200036: 3472 5173 6865 7300 5354 5412 0000 0000 Trashes..TT.....
Q0D0046: 48060 0081 476f 6T67 BcE5 4368 726f 6465 H...GoogleChrome
20000506: 5374 616e 6461 Bc6f 6265 A56e 7465 7278 StandaloneEnterp
0e50066: 7269 7365 2028 3129 2e6d 7369 800b 8254 rise {(1l}.msi,,.T
2000276: 1200 /P02 2055 8788 9P4b BS6C 6968 6173 .....U...Kelihos
8000080: 2d48 6¢75 7824 3230 3133 2e7a 5579 0@b3 -Hlux-2013.zip..
2000990: 82354 1280 00800 8855 0780 BLA2 Hcb61 6832 .T.....U...blah2
20090a0: 2274 7B74 0014 SeS4 1200 0000 GDOB BOBE . txT. . T.varvsnso
20000b0: 0862 6cBb1 6833 2e74 7874 09d3 7254 128@ .blah3.txt,..rT.,
20000c0l: 2000 9011 918D PB74 5573 742e¢ 7478 7400 .......test.txt.
00900d6: 5cS5e 54317 066D 0DOG 1580 Bo0G IR 5« a¥eve 51 40

© SANS,
All Righits Rieserrd |

Mac Forensic Analysis

The format of the unzipped files is noted to have changed over time in the Apple Developer Documentation and has
not been thoroughly documented, however filenames and file paths should be human readable. Therefore, we can
run the strings utility on these files to find remnants of deleted directories or files. The results are shown on the next
slide.

References:
Apple Developer Documentation - File System Events Programming Guide

https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/FSEvents ProgGuide/Introduction/Intr
oduction.html#//apple_ref/doc/uid/TP40005289-CH1-SW1

Apple Developer Documentation - FSEvents Reference

http://developer.apple.comy/library/mac/#documentation/Darwin/Reference/FSEvents Ref/Reference/reference.html
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FSEventsd Directory
~ FSEvents Strings

Users/slodwards/Downlosds/hisexplorer-0_21-bin/doc/ntal/ Lndex. htal
Users/sledwords/Downloods/.0S_Store
Users/sledwsrds/Downloads/5FT-1, 1, 6-4IN. 25p
Userz/sledwards/Downloads/idx_parser.exs

Users/sledwards/Downloods/, BS_Store

Users/sledwards/Downloads /Makefite

Users/siedwards/Downloads /READHE
Users/sledwards/Bownloads/dddvmdi-0, 1,1/ README
Users/sledwards/Downloads/dd2vrdk=0. 1. 1/¢d2vmdk
Users/sledwards/Downloads/dd2vmdk. ¢

Users/<sledwords/Downloods/dd2vndk. b

Users/sledwards/Downloods/v-0.1.1

Users/sledwards/Domnloads/v-0.1.1/MakeTile
Users/sledwards/Downloads/v=-0.1. 1/README
Users/sledwards/Downlosds/v-0.1. 1/dd2vrdk, ¢
Users/sledwards/Downlodds/v-0.1.1/dd2umdk.
Users/sledwards/Downloads/ . DS_Stere
Users/sleswards/Dawnloads/Phobeyiew/ DS _Store

Users/sladwsrds/Downloads /PhoneView/PhoneView. app
Users/aledwards/Downloads /PhoneView/ . DS_Stars
Users/sledwards/Downiocads/ f ra~-7ut7-macosx-x64~1. dmg
Users/s\edwards/Dawnivads/jre~7ul?-nacosx-xb4. dmy, download/Into. piist
Uzers/sledwards/Donnloads/fre-7ut7-macosx~x64. dng . download/ j re~7ul7-macosx~x64~1.4mg
Users/sledwards/Oownloads /meating (1).jnlp
Bsers/sleduards/Downleads/. DS Store
Users/sledwards/Downloads/phote. IPG
Users/sledwards/Downloads/photo. IPG

CHANS,

Al Riglits Re

Mac Forensic Analysis

The screenshot above shows an example of the contents of using strings on the extracted FSEvents Database files.
To give this example context, this a only a few lines of the some three million lines extracted from the FSEvents
database on my current system.

You may also want to use the gzcat * | strings command to get the same information without extracting all
the files.

References:
Apple Developer Documentation - File System Events Programming Guide

https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/[FSEvents ProgGuide/Introduction/Intr
oduction.htmi#//apple ref/doc/uid/TP40005289-CH1-SW1

Apple Developer Documentation - FSEvents Reference

http://developer.apple.com/library/mac/#documentation/Darwin/Reference/FSEvents Ref/Reference/reference.html

24



9dC "030yd/SpPeoluMOq/SPIemMPIa|S/SJasn

9dC *030yd/Speojumoq/Splempals/siasn
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diuf- (1) buT1a3W/SPROLUMOQ/SPICMPIS/SJISN

bwp * T~p9X-XS0dRW~-ZTN/-3J [ /peojumop * bwp - pgxX~-XSOdRW-LTNL-3J [ /SPROIUMOQ/SPIRMPIS /SIS
31sT1d0juT/peolumop *bwp * p9x-Xsodeuw~-LINL-34 [ /SPROTUMOQ/SPIRMPIS /SIS
Bwp *T-p9xX-xS0dRW-/LTNL-31 [ /SPROTUMO(Q/SPIRCMPI]S/SIasN

34035 SO /MITADUOUJ/SPROLUMOQ/SPICMPIS/SIISN

dde *MaTA3UOYd/MITAIUOYJ/SPROIUMOQ/SPJIRMPI|S /SIS

31015 50" /MITABUOYJ/SPROTUMOQ/SPIRMPIS/SIas

94015 S(U"/SPeO1UMOQ/SPIRMPILS/$I3asN

Y NPWAZPP/T T @-A/SPROTUMO(/SPIeMPIS/SI3sN

D *)PWAZPP/T T 0-A/SPROTUMOQ/SPICMPI]S/SIISI)

3WAVIY/T "1 "0-A/SPLOLUMO(Q/SpaemMpaLS/Siasn

SN TIMNCH/T T 0-A/SPROIUMOQ/SPIRMPIS/SJIISN
1'1°0-A/SPROIUMOQ/SPIRMPIS/SIISN

Y *YPWAZPP/SPROTUMOQ/SPIRMPIS /5495

" NPWAZPP/SPROIUMOQ/SPICMPIS/SIasN

NPWAZPP/T T 0-HPWAZPP/SPROLUMOQ/SPJICMPILS/SIISH
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e ——————————
lime Machine
S e r——
8.0on Time Machine
[ 4> | showan | : Q N
= = . e B e T e
3 Data - delodgun
i' 477 CB ol 2 TB avalable
- Oldest backup: June 9. 20113
Latest backup Today, 7.27 F¥
Select Disk... Next backup; Today, 3:22 PM
Time Machine
TFime Machine k 3
orr [ on s
» Local seapshots as space permits
= Hourly backups for the past 24 hours
« Dajly backups for the past month
» Weekly backugps for afl previous months
The videst backups are deleted when your disk becomes full,
Qlick the lock to prevent
dj further changes. & Show Time Machine In menu bar Optians... | ()
Mae Forensic Analysis

The nalive backup program on OS X is called Time Machine, which was introduced in version 10.5. This
application can interface with Apple Time Capsule, other network-based storage, or external hard drives.

Whenever the system detects a large external hard drive connected, or accesses a network storage device, a
popup window will ask the user if they would like to use the disk as a Time Machine backup disk. These disks

can be used with automated or manual backup systems depending on what configurations the user selects.

Shown in the screenshot above, a networked backup device named “delorean” contains a backup partition
named “Data”. This disk is two terabytes in size and has 47.7 gigabytes available. The Time Machine window
will show data with respect to when the oldest and latest backups were completed and when the next backup is

scheduled to take place.
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Time Machine

l Backup Schedule & Storage

Local Snapshots (Offline)

Mac Forensic Analysis

Time Machine creates incremental backups of a system on a default schedule. This schedule can be changed by
using the defaults command or editing the com.apple .backupd.plist property list file.

Local Snapshots, also called Mobile Backups, are created when the Time Machine volume is not present on the
system... such as when a user is travelling and their Time Capsule is at home.

Hourly backups are created and kept for twenty-four hours. Daily backups are created and kept every day for the
past month, and weekly backups are created and saved until the disk runs out of storage space.

Power Nap is a feature introduced in 10.8 for specific hardware systems (newer MacBook Pros and Airs). This
allows the system to continue to create backups amongst other system functions such as checking for mail and
downloading software updates while the Mac is in sleep mode.

References:
Mac Basics — Time Machine

http://support.apple.com/kb/ht1427

Mountain Lion — Power Nap
http://support.apple.convkb/ht5394
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Time Machine
Local vs. Network Disks

External Hard Drive

Mac Forensic Analysis

A network backup device has an icon that looks like a blue disk with paper dolls. An exlemal (non-network)
device will have an icon that looks like a green disk with a “Time Machine” arrow/clock — similar to the Time
Machine application icon show above.
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Time Machine
Terminology

BaCku p SO urce » Volume to be backed up

J
Backu p Disk « Volume containing backups J

. . "o Local Destination — Synonym for Backup Disk
el (W oNDI=SUIEIIO TN . civiork Destination — APP Share where backups reside

CET UMM Q@Igtle[sl - Sparsebundie containing backups

Machine Directory [imethii el

Sna pShot » Directory inside Machine Directory containing backup files

)
)
Backup Store «“Backups.backupdb” directory ]
1
|
)

Sna pShOt Volume » Directory Inside S_napshot of volurme backed up

Mac Forensic Analysis

The Time Machine application uses specific terms to identify certain parts of the backup disk and process.

References:

tmutil Man Page
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Time Machine Preferen
- - . .
/Library/Preferences/com.apple.TimeMachine.plist
¥ Root Dictionary 1% fgems.
SKipSystemFiles Boglean RO
fackupAlias Datsy <BC0D00G00 BI940002Z 8D0L0444 1746100 B
Mabitebackups Beolean &5
Avtedackup Boolean YES
RequiresATPower Boolean vES
LastCompactTime Nuriber 1,371,781,451
LocalizedDiskimageValumeName Sring Témg Machine Baskups.
» SkipPaths Amay 2 desas)
letedBack i EBoolean NG
¥ HostUIDs Ay 5 e
Bee: 0 Steing S0A30B07-F(53-52CK-A774-5F IASESS$E3C
= Sestnatianliibs Acray £) ey
Rers 6 Streng 2AIBCD12-0A9B-IBHB-AEF-BEIAIBEZFA60
» stludeByPath Array iF itemsl
ZogWolumeUtID S\ring B7B30563~664C-3308-A5B2-5A7DS 7E7307R
LastlestinationID Strsng 3$106DF10-BEN0-43A0-8A60-BDOFD7 156888
¥ Destinations Aeiay {0 frery
F em O Dictonary B hecsy
RESULT Number 22
Byteslised Number 1,950.527.845,312
Destingtiont® 3tring 5106DFLO~BELD-4340-BABD-BOSPDY LIBEEB
Backupallas Bata <0G000000 O3VB0B02 00710444 51745100 00]
SnapshatCount Nuriibge 22
k! SOl destC Dae  Date B S, 2053 1%03:5a PM
BACKUP_COMPLETED_DATE Date ful 4, 2013 2°58:3BPM.
BytesAvaitable Number 47,379,550,208
* DestinationULIDs Array i1 item
hem 0 Swing ZAABCD12-0ASE-I866-AL2F-BBIAGBERF46A
PreferepeesVersion Nuniber 2
= -
Mac Forensic Analysis

The backup data location used with Time Machine is located in the com. apple.TimeMachine.plist
property list. This property list contains the GUIDs for the Destination Volume (the Time Capsule or external
HDD) and the Root Volume (likely named Macintosh HD, the boot volume of the system). The hostUUID

contains the GUID of the destination volume. These will all be explained a bit later in more detail.

This property list also contains certain Time Machine preference keys such as:
* SkipSystemFiles —If YES, the backup will skip system files
° MobileBackups — Enable backup creation while Time Machine volume is offline
* AutoBackup — Backup automatically (versus manual backups)

* RequiresACPower — Require backups to be performed while on AC power

Other keys of interest include:

° LastCompactTime — The date in Unix epoch time that the backup sparse bundle has been
“compacted” this creates more space. The sparse bundle is unique to network-based time machine
volumes.

* SkipPaths — List of user configured file paths to explicitly skip on backup
* IncludeByPath — List of user configured file paths to explicitly include on backup

* BackupAlias — Binary alias data of the time machine backup volume
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The Destinations key contains sub-keys for each time machine backup volume. These keys contain
information pertaining to the backup volume such as:

* RESULT — Result Code

* BytesUsed — Bytes allocated by the backups

* SnapshotCount — Number of backup snapshots available

* kCSBackupdOldestCompleteSnapshotDate — Oldest snapshot
* BACKUP_ COMPLETED DATE — Last completed backup

* BytesAvailable - Space available of the backup volume

v Root Dictionary (16 items}
SkipSystemiFiles Boolean NO
BackupAiias Data <00000000 03980002 00010444 617461006 00
MobileBackups Boolean YES
AutoBackup Boolean YES
RequiresACPower Boolean YES
LastCompactTime Number 1,371,781,451
LocalizedDiskimageVolurieName String Time Machine Backups
p SkipPaths Array (2 items)
AlwaysShowDeleredBackupswarming Soolean NO
¥ HostUUIDs Array (1 iterm)
ftem O String AQASOBD7-FC53-52C8-A274-6F 1ASEGS9ESC
¥ DestinationUUIDs Array (1 itemn)
ltem O String 2A3BCD12-0A98-3866-AE2F-8B3A48E2F468
» include8yPath Array {7 iterns}
RootvolumeUUID String B7830563-668C-3308-8581-5A7057E78078
LastDestinationlD String 5106DF10-BEDO-43A0-BA69-BDOFD715B888
¥ Destinations Array {1 item)
v item G Dictionary (9 iterns)
RESULT Number 22
Bytesused Number 1,850,527,885,312
DestinationiD String S106DF10-BEDO-43A0-BAG9-BDIFD7158888
BackupAlias Data <00000000 03980002 00010444 61746100 00
SnapshotCount Number 22
kCSBackupdOldestCompleteSnapshotDate  Date Jun 9, 2013 10:03:10 PM
BACKUP_COMPLETED_DATE Date Jut 4, 2013 2:58:58 PM
BytesAvailable Number 47,379,550,208
¥ DestinationUUIDs Array (1 item]
ftem O String 2A3BCD12-0A98-3866-AE2F-BB3A4BE2F468
PreferencesVersion Numiber 2
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Time Machine Preferences - BackupAlias Data
/Library/Preferences/com.apple.TimeMachine.plist

00 2000 00 60 00 00  L.....ie0an Duta..... e T L
—>Hternnaes Dt e oo 1n

| srsans—errsavnesnsassliOScasasas
.......... B~ urnacasnc® e aernssaaslot

amdata.eseanabed.tac,., . D0t g,

.................................. o

R e e T R T

wa OB LOXBONGL Ca v s e b as adiinahwaieda vaas

5222322583 C8RSS 3888288

(2223233382223 3288¢888
8233338333333 333838338888
S33833338935888883228888

3382353523323 32ILEEES

ZJRS3IBR2SSBRIZSIITIRBER

22833233353 I333HBYLIBESR

© SANS,
Al Righe Reserved

This data can be extracted and viewed in a hex editor. The key BackupAlias contains the backup volume
location in binary data in the Alias form seen earlier.

The URL contains the handler “afp: / />, this protocol is the Apple Filing Protocol that is commonly used with

Time Machine and the Apple network backup drive, Time Capsule. In the example we can see that the user
creating the backup is “oompa”. The Time Capsule is named “delorean” and the backup data is stored on the
“Data” partition of the Time Capsule.
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Time Machine - Backup Excluded Files
com.apple.TimeMachine.plist - SkipPaths

Exclude these items from backups:
@8 ~/Movies Zero KB
&8 ~/Pictures 4.78 GB
v SkipPaths Array (2 items)
tem § String ~sledwards/Pictures
ftem 1 String ~sledwards/Movies
|
+| -] Estimated size of fuli backup: 211.5 GB
("] Back up while on battery power
() Notify after old backups are defeted
@ | Cancel | [ Save

Mac Forensic Analysis

The com.apple.TimeMachine.plist file located inthe /Library/Preferences/ directory
contains the key, SkipPaths. This key contains the directory file paths that will not be backed up

The larger screenshot shows what these paths look like in the Time Machine application GUI and in the smaller
screenshot what they look like in the property list.
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. . .
Time Machine - Backup Excluded Files
System/Library/CoreServices/backupd.bundle/Contents/Resour
- .
ces/StdExclusions.plist
¥ Raot Dictionary (4@

¥ PathsExcluded Array 28 wemsh
em o String 7.MobileBackups
hee: 1 Strig fMobileBackugs.rash
em 2 Seing J MebiieBackups.trash
fem 3 Swiag £.5pedight-v100
lem 4 String f Temperanltems
hem s Siriag f.Trashes
hem B Siring {comapphe.batkupd. mvitst.plist
Hem 7 String Jdseventsd
liern 8 Suring 2 hothiies brree
Rem 8 String FBackupz backupdn
fteen 30 Suing #Deskeop DR
ftem L2 String fDeskeap DF
Rer 12 Sering INerworkzServers
ham 13 Stitng FlibraeyUpdates
e 14 String #Previous Syskems
e 15 String F\szrsfShared £SC Info
bterm 1§ Striag JUserseGuest
fiem 27 String Fdev
em 8 Sering fhome
Aerm 39 Swiig fret
here 20 Siriag Tpvvatef appde basioupd. I 1l
fern 21 Suring Iprivatapraridblebs cachs
ftern 22 Syring. fniivatefesrjgh fSpetight
Item 23 Suring frrivatefvarjGb /Spathght-VEDQ
et 24 Siring Speivatefusrfibfpastlinfgreyhist o

» ContentsExgluded Array {20 ligry)

» FileCanreatsbicivded Arvay )

» UserPathsExciuded =3

The StdExclusions.plist property list file located in the
/System/Library/CoreServices/backupd.bundle/Contents/Resources/ directory
contains the default Time Machine exclusions.

This list contains the directory file paths for items that should also be excluded in Time Machine backups.
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¥ Root
¥ PathsExcluded

tem 0

tem 1

item 2

item 3

item 4

item 5

item 6

item 7

item 8

item 9

ftem 10

item 11

ftem 12

Item 13

item 14

item 15

Item 16

ftem 17

{tem 18

ftem 19

item 20

ftem 21

item 22

ftem 23

ftem 24
» ContentsExcluded
» FlleContentsExcluded
» UserPathsExcluded

Dictionary
Array
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
Array
Array
Array

(4 items)

{25 items)

/ .MobileBackups
{MobiteBackups.trash
/.MobileBackups.trash
{.Spotlight-v100
f.Temporaryltems

/.Trashes
/.com.apple.backupd.mvlist.plist
f.fseventsd

/.hotfiles.btree
/Backups.backupdb

/Desktop DB

{Desktop DF

/Network /Servers
fLibrary/Updates

/Previous Systems

/Users /Shared/SC Info
fUsers/Guest

/dev

fhome

/net
/private/var/dbfcom,apple.backupd.backupVerification
/private/var/db/efw_cache
/private/var/db/Spotlight
Iprivate/var/db/Spotlight-v100
/private fvar flib/postfix/greylist.db
{20 items)

(4 items)

{21 items)
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n A .
Time Machine Plists (10.8-)
/var/db/com.apple.TimeMachine.SnapshotDates.plist and
.TimeMachine.Results.plist
—_— = —— ]
* Root Dictionary s Aen
7 283BCD12-0A98- 3866-ALF ~ARIAASE2F 468 Array ¢4 Heongy
flars O Date Jur 9, 2613 10:03:18 P
iters 1 Cate B 20, 2013 11:52:52 PM
ftem 2 Bate Jun 21, 2013 972001 PM
jtem 3 Bare Jun 22,2013 4:43:38 M
ftem 4 Date Jun 23, 2013 5101141 AM
item S Dare Jun 25, 2013 §:32:5G FM
ftem & Cate Jun 26, 2513 41786 am
ltem 7 Date Sus 27, 2013 35230 FM
Ttam 8 Date Jua 28, 2013 4:50:831 AM
Item: 9 Date Jun 29, 2013 4:42:42 PM
Jtem EO Date Jun 30, 203 4:37:18 AM
e 11 Date Jull, 2013 7:27.12 #M
erm 12 Date Jul 2, 2013 00816 AM
ltere 13 Date PR 2013 £1956 AM
ftems 14 Date Jul 3, 2013 9:51:15 PM
ltem 35 Date Jul 4, 2013 $:31:15 Al
flem: 16 Gaze Jul 4, 2013 9:35:53 AM
ltem 17 Date Jul 4, 2013 26:35:23 AM
w oot Dictionary {2 #uenst Bate Jul 4, 2013 12:35:10 PM
Pate Jul 4, 2813 12:59:57 P
BACKUP _COMPLETED_DATE Bate Jul 30, 2013 6:03:28 AM Date Jul 4, 2013 2:58:58 PM
RESULT Number 18 Date ful 4, 2013 7:32:01 oM
| fem 22 Date Jul 4, 2013 B:00:18 P
Mac Forensic Analysis

The com.apple.timemachine.snapshotdates.plist property list locatcd (shown in the larger
screenshot) in the /var/db/ directory contains the backups for Time Machine. Depending on the size and
frequency of backups they can go all the way back to when the system was first configured.

This property list contains the dates and times of each backup under the Destination UUID of the backup
volume, in the example above - 2A3BCD12-0A98-3866-AE2F-8B3A48E2F468.

This file may contain multiple Destination UUID if multiple backup volumes were used on the system.

The hidden file . TimeMachine.Results.plist (shown in the smaller screenshot)
contains the timestamp of the last Time Machine Backup in the key BACKUP_COMPLETED_DATE, with the
result code. This file is located in the /private/var/db/ directory. It is unknown at this time what the
results codes indicate.

These property lists are no longer found on 10.9 systems. On newer systems, this Snapshot Dates information is
stored in the /Library/Preferences/com.apple.TimeMachine.plist
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¥ Root

v 2A3BCD12-0A98-3866-AE2F-8B3A48E2F468

item 0
Item 1
item 2
item 3
item 4
tem S
tem 6
ltem 7
item 8
ltem 9
item 10
ftem 11
item 12
item 13
item 14
Item 15
item 16
tem 17
item 18
ltem 19
item 20
Item 21
ltem 22

Dictionary
Array
Date
Date
Date
Date
Date
Date
Date
Date
Date
Date
Date

{5 items}

(24 items}

Jun 9, 2013 10:03:10 PM
Jun 20, 2013 11:52:52 PM
Jun 21, 2013 9:21:01 PM
Jun 22, 2013 4:43:30 AM
Jun 23, 2013 5:01:41 AM
Jun 25, 2013 6:52:50 PM
Jun 26, 2013 4:17:56 AM
Jun 27, 2013 5:52:30 PM
Jun 28, 2013 4:50:31 AM
Jun 29, 2013 4:42:42 PM
Jun 30, 2013 4:37:18 AM
Jui 1,2013 7:27:12 PM
Jui 2, 2013 9:06:10 AM
jul 3, 2013 4:19:56 AM
Jul 3,2013 9:51:15 PM
Jul 4, 2013 5:31:19 AM
Jui 4, 2013 9:35:53 AM
Jul 4, 2013 10:35:23 AM
Jul 4,2013 12:35:10 PM
Jui 4, 2013 12:59:57 PM
Jul 4, 2013 2:58:58 PM
Jui 4, 2013 7:32:01 PM
Jul 4, 2013 8:00:18 PM
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Time Machine - Structure
External Backup Disk [1]

Volume Name ¥ Available Capacity Mount Paint File Systern B5D Name

TIMEMACHINE 113.34C8  119.69G8  /Volumes/ TIMEMACHINE Journaied HFS+  diskls2
Macintosh HD 21.86 G 239.71G8 Journaled HFS+  disk0s2
ENCRYPTED TIMEMACHINE  33.48GR 59.33 GB fWolumes/ENCRYPTED TIMEMACHINE  Journaled HRS+  disk3

TIMEMACHINE:
Avaitabie; 112,34 GB113,341,235,200 bytes)
fLapacity: 139,69 A (1£9,690,149.888 bytes)
Mount Point: fvolumes/TIMEMACHINE
File System: Journaled HFS+
Writable: Yes
Ignore Ownership: No
BSC Name: diskls2

Yolume LUIB: 6526EBBB-CBID-3A4D-97CR-SFTAGEFE4410
Physical Drive:

Media Name: WBC WD12 OOVE-GOXWTO Media
Protocol: USB
internai: Neo

Parduion Map Type: GPT (QUID Partition Table)
S.MART. Stalus: Not Supported

Mac Forensic Analysis

The TIMEMACHINE volume is shown in the screenshot above using the System Information application. This
volume is using the HFS+ (Journaled) file system. All Time Machine volumes require the use of HFS+. It is not
possible to have a Time Machine backup on FAT or NTFS formatted drives.

The screenshot also shows us the volume UUID, disk size, and connection protocol (USB).
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Time Machine - Structure
External Backup Disk [2]

_ . (wbdesMa _
B (%) %) (w2 a

L e
., L Backupe.backupdb » TIPS - 7013-06-20-193354

=t 4 2013-06-20-200636
8‘{?\ ENCRYPTED TIMEMACHINE 2 » Backup Machine g §ﬁ§§iﬁ§“§§"§§§§§§ b
20 ’
Tl Macincosh HD N Store Directory [ 2013-06-20-230638  *
| - " jd 2013-06-21-000639  +
@ Network 3 L 2013-06-21-010641 *
- L 2013-06-21-020642  »
73 Remote Disc s & 2013-06-21-030645
) {ai 2013-06-21-040646
Ei} TIMEMACHINE 2 » S 2013062050600 | ON@pshot

&4 2013-08-21-060650 Directoﬁes
= B 2013-06-21-070652 LU TR TR
Backup DIS_k &3 2013-06-21-080654

i 2013-06-23-030656

A 2013-06-21-100657 ¢
i 2013-06-21-110700  #
G2 2013-06-21-126701  +
Ed 2013+06-21-130703 ¢
G 2013-06-21-140704

B 2013-06-21-150707

{&d 2013-06-21-166708

58 Latest

Mac Forensic Analysis

Using Finder we can look at the Time Machine related directories on the TIMEMACHINE volume:
* Backup Store - Backups.backupdb/
e Machine Directory - Dade’ s Mac/

* Snapshot directories — Timestamped Directories

The time stamped snapshot directories follow the naming convention of YYYY-MM-DD-HHMMSS (in 24 hour
local system time).

If more than one system is backed up to this Time Machine there will be muitiple Machine Directories.

42



153 [
80£091-12-90-€10Z B%
20£0S1-12-90-€£102 M2
»0L0P1-12-90-£T10Z BB
£020€T-12-90-£10Z B2
10£021-12-90-£102 &
0020T1-T12-90-£102 B
£$9001-12-90-£102 P2
959060-12-90-£10Z M
#$9080-12-90-£102 2
2590£0-12-90-£102 =
0$9090-12-90-€102 I

14 & & & & & 4 &L & & £ & & & & & & & &L &L A &£ &

6¥9050-12-90-£102 B «3 .
9¥90¥0-12-90-£107 EF <
S¥90£0-12-90-£102 BF “ >s1q alowsy
Zv9020-12-90-£102 ¥ N
1$9010-12-90-€102 MY a NIOMIAN @
6€9000-12-90-£102 % -4
8€£90£Z-02-90-£102 2 < QH usoluden m
9£9022-02-90-£10Z BF =
9£9012-02-90-£102 IEF < ¢ ANIHOVNIWIL G31d4ANDN3I
9£9002-02-90-£10Z ¥% N

¥Se€61-02-90-c102 % B <« qpdmypeqsdnyeg [ T ©ieg @

- Y -



Time Machine [1]

Structure of Encrypted External Backup Volume

ENCRYPTED TIMEMACHINE:

L — —
gk ey ! p = Avalible Capacity Maunt Point Tile Syrstem TS0 Name
TIMEMACHIND 113.34G8 119.6%GB  /Volumes/TIMEMACHINE fournated WPS+  disk2s2
Macintosh HD IL.88 GR STICE Journaind MESs  dhein?
INESYZIIO TIMIMALINE S5 43 08 4931 8 Fohummet | INCRYPTLD TIMIMACHINE Jourraled HES v

SMART. Stakus
PV UliD:

Avalable: 51.48 68 {53,475,246,080 bvtes)
{apacity: 59,33 C8 {59.332,170,576 bytas)
Meunt Point {Volvmes? ENCRYPTED TIMEMACHINE L =
File System: Jouenaled HFS+
Writabile: Yis
lgrore Ownershlp:  Yes Enter a password to uniock the disk "ENCRYPTED
BSD» Nane: disk3 o
Volume ID: A9909865-8EFS- 3C02-B1CE-GEFIS857C03 4 ~  TIMEMACHINE".
Logical Volume:
Revertibhy: Yes (unloek and decryption reguiresi) Password: l— ]
Enceypted: Yes S—— Y R ———————————
Enckr:ulion Type: AES-XTS
Locked to T ; s
WuID: 2FD17603-2680-4115-8517-76E8DIGCEEDE i Remember this password in my keychain
Logical Volumie Groug:
Name: ENCRYPTED TIMEMACHINE 2
Size: 59.67 68 (53,667,668,952 bytes) : Show Hint. _Canc‘:ell Unlgck
Free Space: 16.5 MB (16,777,216 bytes}
LYG UUI: BB 26930893 48 DE-ABED-OUABDS F3REAL
Physica) Volumes:
disk2s2:
Media Nanve: Maxtor One¥ouch i Media
Size: §9.67 G8¢59.667.664.992 bytes)
Proxocak uss
Lnkeraal: Ne
Partition Map Type: GPT {CLID Partition Table)
Staus! Dnline

Not Sugported
AI2OFCSD-BAES-4A20-8535-I 1488637 AE8S

Mac Forensic Analysis

When an encrypted Time Machine is mounted (for example, from a forensic image) it will ask for a password as

shown in the screenshot above. This password allows access to mount the encrypted CoreStorage volume as
shown in the larger screenshot above.
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Time Machine [2]
Structure of Encrypted External Backup Volume

aeann L Dade's Mac

e e e L e

B oa » . i Backupsbackupdd » (NI CTRNEY L 2013-06-30-090440
) & 2013-06-30-095310
M ENCRYPTED TIMEMACHINE  » Backup Machine g ;zg‘gi‘;g“igiigi
B wacinios vo .| Store Directory | 3 s
" nework Snapshot

| Remate Disc » Dlmngs
B TIMEMACHINE 2 >
= | Backup Disk : =

(encrypted)

Mae Forensic Analysis

Once mounted, the encrypted backup volume follows the same basic structure as a non-encrypted external
backup volume, including metadata.
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Time Machine — External Disk Structure
Machine Directory Extended Attributes

nibble:Backups.backupcb sledwards$ xattr -x1 Dade’s\ Mac/
com.apple.backupd.BackupMachineAddress:

00020000 32 33 3A 38 63 3A 32 39 3A 39 39 3A 36 K2 34 38
000000190 B5 @0

|0eep0012

com.appie.backupd.BasRecoverySet:

00000008 55 45 53

poeBRBLd3

com.apple.backupd.HostUUTD:

00000000 38 39 30 30 3¢ 39 30 39 20 36 39 38 36 2D 3% 39
00000010 39 30 2D 38 38 36 38 2D 30 38 3% 43 32 39 3% 39
0RORRRZe 36 42 38 45 %@

P0200025

com.apple.backupd.ModelID:

168:2¢:29:9%:6b:8|
le.]

|YES|

{88000809-3200-18|
{66-8000-020C2999
|6BBE. |

|ogeeee0e 55 40 77 61 72 65 37 2C 31 {VMware? , 1}
00000009 -
N it Mac Forensic Analysis

Using the extended attributes xat tr command we can view the attributes for the Machine Directory ‘Dade’ s
Mac’. The Machine Directory contains the following extended attributes:

* com.apple.backupd.BackupMachineAddress — Network MAC Address of the system

Backups.backupdb/.
* com.apple.backupd.

com.apple.backupd.HasRecoverySet - Ability to boot from backup for recovery (look for the

RecoverySets directory)
HostUUID — Hardware UUID

* com.apple.backupd.ModelID — Hardware Model Identifier

If the user selected “Encrypted Backups” you will find an additional extended attribute
“com.apple.backupd.HasEncryptedRecoveryBits” setto “YES”.

Investigators can use this information to determine the type of system these backups are from and potentially
find other systems to analyze.
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| *3849]|
|6662)000-0008-00 |
|0T1-0000-00000000 |

Is3Al

| *3]
|8:99:66:62:20:00]|

60000000

TE DT Le 99 CL 19 LL QY 9SS 00000000

:QI13poK pdnydeq-ajdde - wod

GZ000000

00 Sbh 8t Z¥ 9t 0Z000000

6t 6t 6t Zt &V Ot Ot Ot (C Ot 0t Ot 8f (C Ot Ot 01000000
0t Tt QC 0t Ot Ot 0t (QC 0t Ot Ot Ot Ot Ot OE Ot 00000000
*dINNISOH *pdnydeq -aydde wod

£0000000

£S SY 6S 00000000

:335A13A009ySseH "pdnydeq aidde " wod

C10008000

00 S9 01000000

8t VE 9 9t VE 6t 6t VE 6 Zt VE £9 Ot VE OE Of 00000000
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/oeW \S,3peQ@ 1x- Jilex §spiempals qpdmydeq-sdnyoeg:a1qqru

49



Time Machine — External Disk Structure
Snapshots

nibblesDade’s Hac sledwardss pwd
/Volumes /TIMEMACHINE /Backups. backupdb/Dade’s Mac
nibble;bade’s Mac sledwardss is ~lA
total 8
rwxr-xr-xg QPPEST staft 204 Jun 28 22133 2013-26-20-153354
drwxr-xr-x@ 6 root staff 204 Jun 20 23:06 2013-086-28-2004636
druxr-xr-x@ & root sztaff 204 Jun 21 80:06 2013-06-20-210636
gevxr-xr-x2 6 root staff 284 Jun 2% 21:86 2013-06-20-220836
drwxr-xr-xg 6 root siaff 204 Jup 21 92:86 2013-86-2P-23DE38
dewxr-xr-x@ 6 root staff 2084 Jun 21 83:06 2613-06-21-000539
grwxr-xr-x@ 6 roct stafft 284 Jup 21 94:86 2813-56-21-010641
gruxr-xr-x@ 6 root staff 284 Jun 21 £5:856 2813-66-21-020642
grwsr-xr-x@ 6 root staff 204 Jun 21 96:86 20813-B6-21-830645
Grwxr-xi-x@ 6 root szaft 203 Jun 21 27:86 2813-B6-21-D40646
drwxr-xr-z@ 6 root siatt 2064 Jun 21 98:26 2813-B6-21-8%0649
druxr-xr-x@ 6 root staff 284 Jun 21 99:96 2913-96-21-B60652
drwxr=xr-x8 6 roor staff 284 Jun 21 10:66 2013-86-21-670852
[
6
6
&
6

druxe-xr-%x@ 6 root statf 284 Jun 21 11:96 2813-26-21-880654
drwxr-Xr-xg reot  statf 2084 Jun 21 12:06 2813-86-21-290656
druxr=xtr-x@ b root staft 284 Jun 21 13:06 2013-06-21-189657
EEWKI—XT~XE& rent  staff 204 Jun 21 14:07 2013-06-21-118704
drxr-xr-x@ root staff 28B4 Jun 21 15:087 2013-06~21-12278%

dgwxr-xr-x@ 6 root staff 204 3un 21 16:197 2013-06-21-139783
dfwxr—xr-x@ 6 root siatf 204 Jum 21 17:07 2013-86-21-1487¢4

xr-xr-%@ 6 root staff 204 lum 21 18:97 2813-B6-21-158707

Xe-x7-X@ 6 rect staff 204 Jum 21 19:87 2013-86-21-160708
irwxe-xr-x 1 reot staff 17 Jun 21 19:27 Latest -> 2013-06-21-186708

Note the ‘1’ in the metadata of the Latest Snapshot (it is located at the beginning of the attributes section) . This
is a link pointing to the latest snapshot directory, 2013-06-21-160708.

Each Snapshot directory contains its own extended attributes as indicated by the ‘@’ in the directory listing.
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80L091-1Z-90-€T0Z
L0LOST-1Z-90-ET0C
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L@:61
L0:81
L0:L1
10:91
L0:ST
L0:v1
90:t1
90:C1
90:11
90:0t
90:60
90:80@
90:.0
90:90
90:50
90:v0
90:t0
90:¢290
90:10
90:00
-1 X4
t€e:2e

1Z
1Z
1Z
1Z
1
e
1Z
1
1z
124
| ¥4
|24
| 4
1z
|24
124
1Z
| X4
| ¥4
1z
1
74
14

ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung
ung

L1

1414
vec
14 X4
1414
1414
14°14
1414
1424
1414
1414
1414
14° 14
1414
14° 14
1414
1414
1414
1414
14° 14
1414
1414
144

}eys
jie3s
}ie3s
3}3€ls
sje3s
}se3s
J4e18
}je3s
}se3s
jie3s
s4e38
Jse38
jies
jjes
}se3s
Jieas
J4e38
jse3s
}je3s
jje31s
}4e3s
s4e38
s4e318

3004
3004
3004
1004
3004
3004
3004
1004
3004
300J
3004
3004
3004
3004
3004
3004
3004
3004
3004
1004
1004
3004

WA 0 0 W0 D 0 WD WD WD WD KO WD W D A0 A0 0 WO WD WD et

X=-JdX-JXMJ|
OX-JX-JX
DX=JX=J X
OX=dX=-JdXMfp
OX-J X—-J XMl P
©X—JdX-JXMUp
OX=JdX=JXMID
OX—JX=JXMIP
OX—JdX—JXMI P
OX—-dX—-JXMI P
DX=JdX=-JXMJP
PX=JdX~-IXMIP
OX—JX=JXMIP
OX~JX=JXMIP
OX-JX-2XMIP
OX-JX~-JXMIP
OX=JX-JXMIP
OX=dX=JXMJP
OX-J X—-JXMJ P
OX~J X=—JXMJ P
OX—=JX—-JXMIP
OX-AX-JXMIP
OX=-JX=~JXMJP
8 12303

V1- S1 $spJempa)s dey s,apeQ:alqqru
del s,apeq/qpdnydeq*sdnxydeg/INIHIVHIWIL/SIWN0A/
pmd ¢$spiempals delW S,apeg:a1qqru
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Time Machine — External Disk Structure
Snapshots Extended Attributes

nibble;Dade’s Mac sledwards$ xattr -x1 2013-96-20-193354
com,apple, backug.SnapshotNumber:

go0eens0 31 {1}
Go0R0361

com.apple.backup.SnapshotVersion:

20000000 31 11}
BHBBHAOL

com, apple,backupd.5napshotCompletionbate:

BOROOYBOE 31 33 37 31 37 38 32 26 33 34 37 35 38 32 35 37 [1371782034758257|
2o00681E 00 P

0020011

com.apple.backupd.SnapshotStartDate:

66000000 31 33 37 31 37 38 32 3@ 33 30 32 37 3B 31 37 33 |1371782038278173]

20000918 09 I
20000011

com.apple.backupd.SnapshotState; —

00000000 34 @0 Snapshot Type: 14,
26000002 1 — Monthly
com,apple.backupd.SnapshotType: 2 — Hourly

62000082 31 00 Jiv= : 1.1
00000202 o iRl :

4L SANS,
All Rights Reservnd o

Mac Forensic Analysis

Using the extended attributes xat tr command we can view the attributes for the Snapshot ‘2013-06-20-
193354°. This is the initial backup for the example system. This snapshot contains the following extended
attributes:

* com.apple.backup.SnapshotNumber — Incremental snapshot value (Note: It does not
increment by single digits)

* com.apple.backup.SnapshotVersion — Appears to always be set to the value “1”

* com.apple.backupd.SnapshotCompletionDate — 16 digit Unix Epoch timestamp
containing the backup completion date (input the first 10 digits into your favorite converter)

* conm.apple.backupd.SnapshotStartDate - 16 digit Unix Epoch timestamp containing
the start time of the backup

* com.apple.backupd.SnapshotState — Appears to always be set to the value 4" or
0x3400

e com.apple.backupd.SnapshotType — Type of backup:
e | — Monthly
* 2 —Hourly
* 3 - Daily

10.9 systems added an additional attribute “com. apple.backupd. SnapshotTotalBytesCopied”
which contains the number of bytes copied into this snapshot.

Analysts can use this information to determine when a particular snapshot was created, and the type of snapshot
it is.
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Time Machine — External Disk Structure
Snapshot Contents

total 16
drwxr-xr-x@ 6 root
drwxr-xr-x@ 25 root

~rW-—-=-=--- 1 root
-rw--————- 1 root
= Py—————=- 1 root

SrwXr-xr-x@ 23 root

statf
staff
staff
staff
statf
wheel

284 Jun
858 Jun
3668 Jun

3 Jun
2228 Jun
782 lun

nibble:2613-86-20~193354 sledwards$ pwd
/Volumes/TIMEMACHINE/Backups.backupdb/Dade’s Mac/2013-86-20-193354
nibble:2013-96-26-193354 sledwards$ ls -la

20
21
20
20
29
20

22:33
19:87
22:33
22:33
22:33
22:33

«Backup. log

.com,apple. TMCheckpoint
.exclusions.plist
Macintosh HD

The screenshot shows the contents of the Snapshot 2013-06-20-193354. The Snapshot volume name is

Mac Forensic Analysis

‘Macintosh HD’. This directory also contains the hidden files:

* .Backup.log — Contains the backup log

* .com.apple.TMCheckpoint - Unknown, size is always 0 bytes

* .exclusions.plist — Contains a list of the excluded files and directories for this snapshot

The .Backup.log file contains the backup log data for that specific snapshot. It will include items such as
excluded directories, how much data was copied, and how long it took to create the snapshot. An example is

shown on the following pages.
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2013-06-20-19:05:56 - Starting backup

Previous snapshot:

None

Will traverse "Macintosh HD" (mount: '/' f£sUUID: OA81F3B1-51D9-3335-B3E3-
169C3640360D eventDBUUID: 23E6BS5CA-AFD4-4150-BO08E-7186D734FC35)

Starting backup loop #1
Will use FirstBackupCopier

Running preflight for "Macintosh HD" (mount: '/' fsUUID: 0A81F3B1-51D9-3335-B3E3-
169C3640360D eventDBUUID: 23E6B5CA-AFD4-4150-B08E-7186D734FC35)

Excluding /.Spotlight-v100: 50.6 MB (90 items)
/.Trashes: Zero KB
/.fseventsd: 29 KB
/.hotfiles.btree:
/Library/Updates: 1.03 GB

/private/var/db/Spotlight: Zero KB

Excluding (1 items)
(8 items)

66 KB

Excluding
Excluding (1 items)
Excluding (15 items)

Excluding (2 items)

4096.

Preflight complete for "Macintosh HD"
169C3640360D eventDBUUID:

Time elapsed:

Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding
Excluding

Should copy 326143 items
29166761 blocks available.

/Volumes: 4 KB (4 items)
/Network:

/.vol:

Zero KB (1 items)
Zero KB (1 items)
Zero KB

/cores: (1 items)

/private/tmp: Zero KB (7 items)
/private/tftpboot: Zero KB (1 items)
504.4 MB (165 items)

(15 items)

/private/var/folders:
/private/var/run: 33 KB
/private/var/tmp: Zero KB (3 items)
67.1 MB (2 items)
/private/var/db/dhcpclient: 4 KB
12.7 MB
4 KB

/private/var/vm:
(3 items)
/Library/Caches: (11 items)
/Library/Logs: (6 items)
/System/Library/Caches: 22.1 MB (39 items)
/private/var/log: 4.3 MB (92 items)

8 KB

/private/var/spool/cups: (6 items)

/private/var/spool/fax: Zero KB (1 items)
/private/var/spool/uucp: Zero KB
/private/var/db/dyld: 523.6 MB (12 items)

(6.03 GB)

(1 items)

(mount: '/' fsUUID:
23E6B5CA-AFD4-4150-B08E-7186D734FC35)

0.246 seconds

Processing preflight info

representing 1471664 blocks of size

0A81F3B1-51D9-3335-B3E3-

Space needed for this backup: 7.23 GB (1766133 blocks of size 4096)

Finished processing preflight info
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Copying items from "Macintosh HD" (mount: '/' f£sUUID: OA81F3B1-51D9-3335-
B3E3-169C3640360D eventDBUUID: 23E6B5CA-AFD4-4150-BO08E-7186D734FC35)

Finished copying items for "Macintosh HD" (mount: '/' £sUUID: OA81F3BI1-
51D9-3335-B3E3-169C3640360D eventDBUUID: 23E6BRSCA-AFD4-4150-BO8SE-
7186D734FC35)

Time elapsed: 27 minutes, 52.000 seconds
Copied 325141 items (5.56 GB)
Gathering events since 28327.
Needs new backup due to change in /private/var/db/.dat0207.001
=== Starting backup loop #2 ===

Will use IncrementalBackupCopier

Running preflight for "Macintosh HD" (mount: '/' f£sUUID: OA81F3B1-51D9-
3335-B3E3-169C3640360D eventDBUUID: 23E6B5CA-AFD4-4150-B0O8E-7186D734FC35)

Calculating size of changes

Should copy 14 items (Zero KB) representing 0 blocks of size
4096. 27710787 blocks available.

Preflight complete for "Macintosh HD" (mount: '/' fsUUID: O0A81F3B1-51D9-
3335-B3E3-169C3640360D eventDBUUID: 23E6B5CA-AFD4-4150-B08E-7186D734FC35)

Time elapsed: 0.245 seconds

Processing preflight info

Space needed for this backup: 402.5 MB (98257 blocks of size
4096)

Preserving last snapshot
/Volumes/Untitled/Backups.backupdb/Dade’s Mac/2013-06-20-
190556.inProgress/1F682AE6-31FF-42A5-9430-4D47C1BBB689Y

Finished processing preflight info

Copying items from "Macintosh HD" (mount: '/' fsUUID: OA81F3B1-51D%-3335-
B3E3-169C3640360D eventDBUUID: 23E6B5CA-AFD4-4150-BO8E-7186D734FC35)

Finished copying items for "Macintosh HD" (mount: '/' fsUUID: OA81F3Bl-
51D9-3335-B3E3-169C3640360D eventDBUUID: 23E6BLCA-AFD4-4150-BO8E-
7186D734FC35)

Time elapsed: 4.122 seconds
Copied 233 items (33 bytes)
Gathering events since 4782116.

Backup complete.

Total time elapsed: 27 minutes, 59.000 seconds
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Time Maﬁhine — External Disk Structure
Snapshot Volume Extended Attributes

Nibbler2013-06-20-193354 sledwardss saver «xl Hocintoshy HD/
com. apple.FinderInfor
Q0000000 00 €0 90 92 GO B2 08 BO 04 08 00 00 29 VD 08 BD  |.i.seresrmcarrrenl
DadRe010 00 e9 24 0B 40 05 G 90 OB AR 4D PO 08 00 86 |rescvsssssnasnns]
oodd00Eh
com. apple.boackupd. SnopshotVolumeFSEvantStoreUUTD:

32 33 45 56 a2 35 43 91 20 41 48 44 34 20 34 31 | 23ESRSCA-AFD4-41(
QRODOVI0 35 30 20 42 3@ 3B 4% 2D 37 3t 38 36 44 37 33 314 |56-HAYE-T71B6DTIA|

DoOPRAID 46 43 33 25 98 |#C38. |
oosas

con. apple, bockupo. SnapshotVoluselastFSEvent10:

00000008 34 37 38 3T 31 31 36 o8 [4782116, |
coppooe

com. apple.hackupd. SpapshotValumelliEng

0P000DRE 38 41 38 31 46 33 42 3T 20 3% 31 44 35 20 33 33 [QRBIPIAL~5109-33)
WOROOBID 33 35 2D 42 33 4% 23 20 31 36 30 43 33 36 34 30 [15-BIEI~160C3640]
00020020 33 36 30 44 0¢ 138eh. ]

00000075

com. apple.backupd. Volusebytaslisod:

38 33 30 39 32 38 34 38 36 34 | 6305284864

aRo0adda

com.apple. backupd. VolupeTaCaseSensitive:

ooosanon 3o |8t

LLL L

com, applo.motadato: _kTisaMachinelewostSnapshot:

0d0pOBOR 62 70 6C BF JI V4 39 36 33 41 B7 73 F3 12 00 0 |bplisto03A.s.... |

Q0DEO010 68 @9 A0 20 B0 02 08 02 1 2L 0P 00 00 00 @3 M |.....ieee. all

00000020 3¢ 01 €0 59 00 ¢ N0 00 58 6 00 OO GO 0D 80 B0 |..iiiieas

00000830 6p 11 leel

e00e03I

cen. apple.notadota: _hTiseHachineOldestSnapahot

DORDODOR 62 20 6C 69 73 74 30 30 33 41 B7 73 F3 €E 90 @@  |bplistBa3A.s....

00 95 2@ B0 9& 06 98 BO 0L Bl GO 64 0 80 A0 48 |..

|
I

(ag000a0 08 et e2 80 09 O¢ 60 QP 00 0¢ 08 20 90 00 00 e
eana0die e 11
(oooaeid

£ SANS,

Mac Forensic Analysi

Using the extended attributes xattr command we can view the attributes for the Snapshot Volume
‘Macintosh HD’.

¢ com.apple.FinderInfo — Finder Attributes

* com.apple.backupd.SnapshotVolumeFSEventStoreUUID— UUID of the Events Store

e com.apple.backupd.SnapshotVolumeLastFSEventID — Last Event Store ID

e com.apple.backupd.SnapshotVolumeUUID — UUID of this Snapshot Volume

* com.apple.backupd.VolumeBytesUsed — Snapshot volume size (if hard links are taken
into account)

* com.apple.backupd.VolumeIsCaseSensitive — Case Sensitivity of Volume (0 = Not
Case Sensitive)

*+ com.apple.metadata: kTimeMachineNewestSnapshot - Binary plist containing the
timestamp associated with the snapshot

* com.apple.mefadata: kTimeMachineOldestSnapshot - Binary plist containing the
timestamp associated with the snapshot.

This information can be used to determine disk usage between snapshots. Knowing if a large amount of files
were deleted or added to the backup may be important to an investigator.
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nibble:2013-06-20-193354 siedwards$ xattr -x\ Macintosh\ HD/

com,apple.FinderInfo:

00000000 00 00 OG 00 20 00 00 A2 94 00 00 00 00 08
00000010 00 00 90 0O 00 00 20 28 20 00 06 6D 00 00
20000020
com.apple.backupd.SnapshotVoiumeFSEventStoreUUID:
00000000 32 33 45 36 42 35 43 41 2D 41 46 44 34 2D
00000010 35 38 2D 42 3@ 38 45 20 37 31 38 36 44 37
90000020 46 43 33 35 00

00000025
com,apple.backupd.SnapshotVolumeLastFSEventID:
009000000 34 37 38 32 31 31 36 @8

00000008

com, apple.backupd.SnapshotVolumeUUID:

00000026 30 41 38 31 46 33 42 31 2D 35 31 44 39 2D
eeeedo1e 33 35 2D 42 33 45 33 2D 31 36 39 43 33 36
20200020 33 36 38 44 00

20200025

com, apple.backupd.VolumeBytesUsed:

20000000 38 33 30 39 32 38 34 38 36 34

2000000a

com, apple.backupd.VolumelsCaseSensitive:

00000000 30

00090001
com.apple.metadata:_kTimeMachineNewestSnapshot:
00000000 62 70 6C 69 73 74 38 3@ 33 41 B7 73 F3 12
00000010 20 OE 90 00 00 00 20 00 01 061 20 00 00 ©0
20000020 00 91 00 02 00 00 00 °C 00 00 90 20 006G 00
eooo0030 00 11

00000032
com.apple.metadata:_kTimeMachineOldestSnapshot:
00000000 €2 70 6C 69 73 74 30 30 33 41 B7 73 F3 OE
00000010 00 OC 00 00 20 00 00 02 01 01 00 00 00 00
20000020 0¢ 01 00 00 00 00 00 00 00 00 oC 08 Q0 00
006000030 00 11

20000032

20
e

34
33

33
34

00
00
00

e
o0
00

o0
oo

31
34

a3
30

00
80
00

00
es
00

[ilolao.-lllo-n-ul

Insllaa-ontsn.cl»;

| 23E6B5CA-AFD4-41 |
|50-BOBE-7186D734
[FC35. |

|4782116. |

|@AB1F3B1-5109-33|
}35-B3E3-169C3640 |
13600. |

18389284864 |
[0}

|bplist@e3A.s.... |

-o.tnoilillolvuﬂl

Il.l.l..l..l.lllll

ool

|bplist@@3A.s.... |

abn.---nsvuouon'l

vnl

|l!ﬂ.ﬁ"'§(lll!

Oll
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Time Maéhine — External Disk Structure
Snapshot Volume Contents

nibblesMacintash HD stedwards$ pwd

sValumes /TIMEMACHINE /Backups, backupdb/bade’s Mac/2613-06-206~193354/HMacintosh HD
nibble:Macintosh HD sledwardss s ~1a

total 16304

druxr-xr=x@ 23 rooct wheel 782 3Jun 2@ 22:33 .

drwxr-xr-x@ 6 root staff 204 Jun 20 22133 ..

“rw=rw=r-—8 22 roet oadmin 6148 Sep 23 2012 DS _Store

X=X ==X 7 root wheel 238 Apr 13 26:24 .DocumentRevisinns-Viee
=ru=r==r-—@ 22 1200 staff 138756 Aug 27 2008 ,Volumelcon,izns
“fuer==r-—@ 1 root wheel 181 Jun 26 22:33 .com.apple,backupd.sviist.plist
m—mmeeeeaad 22 root  admin @ Jun 2@ 2012 .file

drwxr-xr-x@ 2 root wheel 68 Jun 28 2012 ,vol

druxrwxr=x@ 34 root admin 1156 May 18 21:88 Applications
drwxrwxr-t@ 57 root admin 1938 Sep 23 2012 Library

drwer-xr-%*@ 2 root wheel 68 Jun 28 2012 Network

drwxr=xr-=x@ 4 root wheel 136 Sep 23 2012 System

drwxr-xr-x@ 5 root admin 170 Sep 23 2812 Users

drwxrwxewt@ 2 root  admin €8 Jun 20 22:05 Yolumes

drwxr-xr-x@ 39 root wheel 1326 Sep 23 2012 bin

druxewxr-t@ 2 root admin 68 Jun 2@ 201% cores

Lrwkr=xr=x2 1t root wheel 11 Sep 23 2012 etc -+ private/ete
=Fu=r==r==@ 22 root wheel 8191712 Jun 25 2012 mach keérnel

drwxr=xr-x@ 6 root whesl 204 Sep 23 2017 private

drwxr=xr=x@ 63 root wheel 2142 Sep 23 2812 sbin

Lrwxr=xr=x@ 1 root wheel 11 Sep 23 2012 tmp -> private/tmp
drwxr=xr-x@ 1@ root wheel 340 Sep 23 2912 usr

Lrwxr=sr=x@ 1 root wheel 11 Sep 23 2812 wer -» private/var

Looking into the Snapshot Volume “Macintosh HD” we can see a normal OS X file system. While it may
look complete, behind the scenes there are many hard links to various files. This allows snapshots to link to all
the data files while not having to have multiple copies of redundant data. These links point to the file in the
snapshot that contains the original version of the file.
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nibble:Macintosh HD sledwards$ pwd
/Volumes/TIMEMACHINE/Backups.backupdb/Dade’'s Mac/2013-86-20-193354/Macintosh HD
sledwards$ ls -la

nibble:Macintosh HD
total 16304

drwxr-xr-x@ 23 root wheel 782 Jun 20 22:33 .

drwxr-xr-x@ 6 root staff 204 Jun 20 22:33 ..

-rw-rw=-r--@ 22 root admin 6148 Sep 23 2012 .DS_Store
d--x-=x~-x 7 root wheel 238 Apr 13 20:24 .DocumentRevisions-V100
~-rw-r—-r--@ 22 1000 staff 130756 Aug 27 2008 .Volumelcon.icns
~rw-r--r--@ 1 root wheel 181 Jun 20 22:33 .com.apple.backupd.mvlist.plist
—m—m——————t 22 root admin ® Jun 20 2012 .file

drwxr=xr-x@ 2 root wheel 68 Jun 20 2012 .vol

drwxrwxr-x@ 34 root admin 1156 May 18 21:08 Applications
drwxrwxr-t@ 57 root admin 1938 Sep 23 2012 Library
drwxr-xr-x@ 2 root wheel 68 Jun 20 2012 Network
drwxr-xr-x@ 4 root wheel 136 Sep 23 2012 System

drwxr-xr-x@ S5 root admin 170 Sep 23 2012 Users

drwxrwxrwt@ 2 root admin 68 Jun 20 22:085 Volumes
drwxr-xr-x@ 39 root wheel 1326 Sep 23 2012 bin

drwxrwxr-t@ 2 root admin 68 Jun 20 2012 cores

lrwxr-xr-x@ 1 root wheel 11 Sep 23 2012 etc -> private/etc
-rw-r——-r-— 22 root wheel 8191712 Jun 25 2012 mach_kernel
drwxr-xr-x@ 6 root wheel 204 Sep 23 2012 private
drwxr-xr=-x@ 63 root wheel 2142 Sep 23 2012 sbin

lrwxr-xr-x@ 1 root wheel 11 Sep 23 2012 tmp -> private/tmp
drwxr-xr-x@ 10 root wheel 340 Sep 23 2012 usr

lrwxr-xr-x@ 1 root wheel 11 Sep 23 2012 var -> private/var
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Time Machine
Structure of Network Backup Disk

FAVORITES @ s . Sundle -

SHARED _— £l byte.sparsebundle Q
e ntosh HD . 3 nibble.blah.sparsebundie

[ delorean = .3

a hackintosh i Ind Sparse Disk Inage Bundle
W readyshare Pe e 13578
" J Remate Dlsc * e 100 Buly 4, 2813 12:40 P
B xbine JES hed puiy 4, 2013 12:90 o
BEVICES 0t opened July 4, 2013 12:40 PM
@ Ramote Disc Name

» @ Macintosh HD

‘& nibble.biah
> ® Newwork
» (%) Remote Disc

Both non-cnerypted and encrypted network backup disks usc the sparsc bundle file format.

The top screenshot shows an example from an unencrypted disk, while the inset screenshot shows an example
from an encrypted time capsule volume.

Note: While the icon in the lower screenshot shows a USB drive, this is an external hard drive that was
connected to a Time Capsule as a secondary network hard drive.
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FAVORITES

SHARED
@ delorean = m Macintosh HD
@ hackintosh Q o
readyshare I 1
W s [*3. Remote Disc
ﬂ xbmc 5
DEVICES

() Remote Disc

s

w, 38 muﬁmucc__a_n
. m. nibble.blah.sparsebundle

"~

»

Name bit.sparsebundie
Kind Sparse Disk image Bundile
Size 1.357TB
Created July 4, 2013 12:40 PM
Modified July 4, 2013 12:40 PM
Last opened July 4, 2013 12:40 PM
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Time Machine - Network Disk Structure

Network Sparse Bundle Files

total 296

drwx-———-@ 1e
draxrwxr-x 18
Bl e et 1
-l 1
drwxr-xr-x 23544
=Wl 1
- - 1
Rl i A el B ke 1
== IW=Iw- 1
== ————— 1

sledwards
sledwards
sledwards
sledwards
sledwards
sledwards
sledwards
sledwards
sledwards
sledwards

staff
staff
staff
stoft
staff
staff
staff
staff
staff
staff

nibblecnibble, blah,. sparsebundle ¢ledwardss

348
408
500
500
806496
445
445
1460
4191
122368

15 ~la

Juit
Jut
Jut
Jut
Jult
Jul
Jutl
Jut
Jut
Jul

[ IR TR BN I - R e 2

14:2%
12:56
8R:31
88:31
13:52
13:50
13:50
13:52
13152
@B:3%

.

Into.bckup

Info.plist

bands

com, apple. TimeHachine.MachineID.bekugp
com.apple.TineMachine Machinell,plist

com. spple. TimeMachine, Results, plist
com.apple.TimeMachine. SnapshetHistory.plist
token

Each sparscbundlc contains the following files and directories:

e Info.plist (and backup file)

* Bands directory

Mac Forensic Analysis

* com.apple.TimeMachine.MachineID.plist (and backup file)

* com.apple.TimeMachine.Results.plist

* com.apple.TimeMachine.SnapshotHistory.plist

* token file

63



nibble:nibble.blah.sparsebundle sledwards$

1s -la

total 296

d rwx =@ 10 sledwards staff 340 Jul 7 14:21 .

d rwxrwxr—-x 10 sledwards staff 408 Jul 7 12:56 ..

- = [ 1 sledwards staff 500 Jul 6 08:31 Info.bckup

~ (W=~ 1 sledwards staff 500 Jul 6 08:31 Info.plist

drwxr=xr-x 23544 sledwards staff 8600496 Jul 7 13:52 bands

—rW=l==F== 1 sledwards staff 445 Jul 7 13:50 com.apple.TimeMachine.MachinelID.bckup
o o [ [ e 1 sledwards staff 445 Jul 7 13:50 com.apple.TimeMachine.MachinelID.plist
- W= W—w— 1 sledwards staff 1460 Jul 7 13:52 com.apple.TimeMachine.Results.plist
=W rw-rw- 1 sledwards staff 4191 Jul 7 13:52 com.apple.TimeMachine.SnapshotHistory.plist
L S 1 sledwards staff 122368 Jul 6 08:31 token
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Time Machine — Network Disk Structure
Info.plist & Info.bckup

¥ infarmation Property List Dictionary {5 items}
infoDictionary version String 6.0
band-size Number 8388608
bundie-backingstore-version Number 1
diskimage-bundle-type String com.apple.diskimage.sparsebundle
size Number 2000054960128

Mac Forensic Analysis

Info.plistand Info.bckup are XML property lists and copics of cach other. These property lists show
the sparse bundle band size and allocated space of the sparse bundle . It is important to know the “allocated
space” 1n the size key may be much larger than the actual disk that is backed up.

The band size is 8,388,608 bytes, or 8MB. The sparse bundle size is listed as 2,000,054,960,128 bytes or 2TB.

When this sparse bundle is mounted, it will show as a 2TB container. (The network backup volume used was
2TB in size.)
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Time Machine — Network Disk Structure

/bands Directory

nibble:bands sledwards$ 1s -1 | more

total 385640560

-rw-rw-rw- 1 sledwards staff 3264512 Jul 6 ©5:31 @
-rw-rw-rw- 1 sledwards staff 8388688 Jul 6 96:48 1000
-rw-rw-rw- 1 sledwards staff 8388608 Jul 6 96:48 1601
-rw-rw-rw— 1 sledwards staff 8388608 Jul 6 06:48 1002
-rw-rw-rw- 1 sledwards staff 83886908 Jul 6 06:48 10623
-rw-rw-rw— 1 sledwards staff 8388668 Jul 6 026:48 1004
~rw-rw-rw- 1 sledwards staff 8388608 Jul 6 06:48 1005
-rw-rw-rw- 1 sledwards staff 8388608 Jul 6 85:48 1006
~rw-rw-rw- 1 sledwards staff 8388668 Jul 6 06:48 1007
-rw-rw-rw- 1 sledwards staff 83886068 Jul 6 06:48 1008
—-rw-rw-rw— 1 sledwards staff 8388608 Jul & 96:49 1009
~rw-rw-rw- 1 sledwards staff 8388608 Jul 6 P6:48 1080a

Mac Forensic Analysis

The bands directory contains the sparse bundle bands that create the encrypted volume. Each band has a
maximum size of 8,388,608 bytes as indicated in the screenshot above. Each band file has a unique sequential
alphanumeric name comprised of numbers 0-9 and the letters a-f.

The band files contain bits-and-pieces of the backed-up data in a non-human-readable format.
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Time Machine — Network Disk Structure
com.apple.TimeMachine.MachinelD.plist (.bckup)

¥ Root Dictionary (4 items}
YerificatlonDate Pate i 6, 2013 5:33:12 AM
VerificationExtendedSkip Boolean MO
VerificationState Number i
com.apple.backupd.HostUUID  String 40A%0B07-FC53-52C8-A774-6F LASEGSSEQC

Mac Forensic Analysis

The property list files com.apple.TimeMachine .MachineID.plist and
com.apple.TimeMachine.MachineID.bckup each contain the same information. These files contain
the Host UUID, and Time Machine verification data.
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Time Machine — Network Disk Structure
com.apple.TimeMachine.Results.plist
v Root Blctianary (18 items)
BACKUP_COMPLETED_DATE Date Jub 7, 2013 10:52:52 AM
BlockSize ¥Number 4,098
BlocksAvaiiabte MNumber 439,873,230
BlocksTaCopy Number 28
Blockslised Number 48,337,460
BytesAvailsble Number 1,80%,720,750,080
BytesToCopy Number 115,00%
Bytestsed Number 197,990,236,160
Chentio String coniapple.backupd
PaddedBytesRequired Numbar 1088,998,173
Percent Numbar 1
¥ Progress Dictionary % fems:
TimeRermaining Mumbes -1
_tow_totalByres Namber 17,832,597
bytes MNumber 279,542,457
Bles Number 279
wtaiBytes Number 279,542,457
totalfliss Numbses 79
RESULT Namber 0
Rauraing Boolear YES
SnapshotCount Number 14
_raw_Percent Number 1
com.apple backupd SnapshotToralBytesCopied  Number 275,542,457
kCSBackupdQidesiCampleteSnapshotDate Datz Jul 6, 2013 £2:40:22 PM

The com.apple.TimeMachine.Results.plist contains data about the backup process including:
* Backup Completion Date
» Disk block size and availability
» Disk byte size and availability
* Backup Progress
* Snapshot Data
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[¥ Root
BACKUP_COMPLETED_DATE
BlockSize
BlocksAvailable
BlocksToCopy
BlocksUsed
BytesAvailable
BytesToCopy
BytesUsed
ClientlD
PaddedBytesRequired
Percent

¥ Progress

TimeRemalning
_raw_totalBytes
bytes
files
totalBytes
totalFiles
RESULT
Running
SnapshotCount
_raw_Percent

com.apple.backupd.SnapshotTotalBytesCopied
kCSBackupdOldestCompleteSnapshotDate

Dictionary
Date
Number
Number
Number
Number
Number
Number
Number
String
Number
Number
Dictionary
Number
Number
Number
Number
Number
Number
Number
Boolean
Number
Number
Number
Date

{18 items)

Jui 7, 2013 10:52:52 AM
4,096
439,873,230

28

48,337,460
1,801,720,750,080
116,091
197,990,236,160
com.apple.backupd
1,068,996,173

i

{6 items)

-1

17,932,597
279,542,457

979

279,542,457

979

0

YES

14

1

279,542,457

Jul 6, 2013 12:40:22 PM
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" n N
Time Machine — Network Disk Structure
. N M «
com.apple.TimeMachine.SnapshotHistory.plist
¥ Root Dictienary {1 item}
v Snapshots Array {14 fterns}

¥ ke § Dictianary 3 reros)
corp.applie.backupd SnapshotCompletionDate  Date Jul 6, 2013 §12:40.22 PM
zom.apple.backupd SnapshotName String 2013-07-06-154022
com.apple.backupd.ShapshotTotaiBytesCopied  Number 190,247.870.074

»hem ) Dictionary 13 sems)

»lten 2 Dictianary (3 izems}

»item 3 Dicticnary i3 Mems}

P lrers 4 Dictionary {3 irems)

P e s Dictionsry (3 itens)

»ltem & Dictignary i3 ems)

»hem 7 Dictionary {1 tems)

PRem 8 Dictionary €3 iteris)

»ltem: & Bictionary i3 items)

P ltem 10 Rictionary 13 jzemst

»ltem E1 Dictionary {3 tems}

¥ em 12 Dictionary {3 irems)

witern 13 Dictionary £3 izems)
com.apple.backupd SnapshotComplétionDate  Date Sul 7, 2013 £0:52.57 AM
com.appie,. backupd SnapshotName String 2033-07-07-13525%2
com.apple.backupd SnapshotTotalBytesCopied  Number 272,542,457

Mac Forensic Analysis

The com.apple.TimeMachine.SnapshotHistory.plist property list contains data about the stored

Time Machine snapshots. This backup contains 14 snapshots as shown in the screenshot above. Each snapshot
Item has three keys associated:

* com.apple.backupd.SnapshotCompletionDate — Snapshot completion timestamp
* com.apple.backupd.SnapshotName — Snapshot Name when sparse bundle is mounted

* com.apple.backupd.SnapshotTotalBytesCopied — Bytes copied by snapshot
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Time Machine
Local Snapshots

Offline Backups
Introduced in 10.7

Locations:

¢ /.MobileBackups
 /Volumes/MobileBackups (MTMFS)

com.apple.TimeMachine.plist
» MobileBackups Key (YES = Enabled)

Similar Extended Attributes

© SANS,
Al Rigins Re

Mac Forensic Analysis

When the Time Machine volume is otherwise inaccessible due to lack of network access or the time machine
volume is not mounted, the system (if configured) will create local snapshots of the system. These are similar in
format to normal Time Machine backups; however, they are saved to the local hard drive (if space permits).

This functionality was introduced in 10.7. This feature may be enabled on laptops and is disabled on desktop
systems by default.

You may find these artifacts in two directories depending if you are looking at a forensic image or a live system.

* /.MobileBackups - This directory will exist in the root of the system, for example in a
forensic image of a system.

e /Volumes/MobileBackups —On alive system the MobileBackups volume may be
mounted. This is a Mobile Time Machine File System (MTMFS) volume.

References:
http://pondini.org/TM/30.html
mtmd Man Page

mtmfs Man Page
http://support.apple.com/kb/HT4878

72



Time Machine - Local Snépshots
/.MobileBackups

sh-3.2# tree -L 6 .MobileBackups/
.MobileBackups/
L Computer

L— 2013-07-08-092057

L— Volume

— Library
L— preferences
- SystemConfiguration
— com,apple.TimeMachine,plist
— com.apple.loginwindow.plist
— Users
L— stedwards
— Dropbox
e Library
— private

var
— db

Mac Forensic Analysis

The /.MobileBackups directory in the root of the system volume contains a slightly different format than
the MobileBackups volume. It will only contain those files that have been changed with no hard links to the
rest of the file system. Instead of ‘nibble.blah’ as in previous examples, it uses the more generic
‘Computer’.

References:
http://pondini.org/TM/30.html
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Time Machine - Local Snapshots
/Volumes/MobileBackups

nibble:volumes sledwardss tree ~L 5 MobileBackups/
HobileBackups/
L Backups.backupdb
L sibbie.blon
— 2913-07-88-092057
L. Macintoshy HD
— Applications
— Groups
b Library
— Newwork
Shares\ Itens
System
User\ Informatien -» sbibrary/Documentation/User\ Information.iocalized
. Volume Name *{Type  Mount Point
bin home autols  fhome
cores MoblleBackups JVolumes/MobileBackup
etc -> privatefetc net autofs  fnet
extracted
mach_kernel
opt
”’:V“E MobiteBackups:
sbin
tep —» private/imp Type: memfs
=—jusn Mount Point.  /Volumes/MobileBackups

—— war —» privatefvar Mounted From: tocalhosefaIG2DZEKEZN2_Hi6Waskw3
- Latest -> 2813-07-98-002057 Agtomosnted:  No

[TTTTTTTTT

Mae Forensic Analys

The mounted MobileBackups volume is a ‘mtmfs’ volume meaning it is a Mobile Time Machine
File System.

The tree output in the screenshot above shows the backup uses the same format as the normal Time Machine
backups. It includes hard links to full file system.

The tree command is not installed by default, but can be downloaded from
http://mama.indstate.edu/users/ice/tree/ or installed via MacPorts, HomeBrew, or Fink.

References:
http://pondini.org/TM/30.html
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Time Machine Mounting from a
Forensic Image

Network Backup Volume & Encrypted Network Volumes

* hdiutil attach timemachine.sparsebundle -readonly

External Backup Volume

* hdiutil attach timemachine.dmg -readonly

External & Encrypted Backup Volume

* hdiutil attach timemachine.dmg -nomount -readonly

Mac Forensic Analysis

We can usc the hdiutil attach command to mount these Time Machine images using the —readonly
flag to be forensically sound.

This allows us to view the files inside the images as the system would have seen them. We can view all the files,
hard links, and various snapshots. We can then use native OS X tools to start analyzing these files.

Each command uses nearly the same format, but the parameters have been adapted for the particular image type.
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n L] L]
tmutil uniquesize
nibble:Dade's Mac sledwardss tmutil uniquesize /Volumes/TIMEMACHINE/Backups.backupdb/Dade's\ Mac/+
171.2K  /Volumes/TIMEMACHINE /Backups, backupdb/Dade’s Mac/2013-06-20-193354
155.3K /Volumes/TIMEMACHINE/Backups,. backupdb/Dade’s Mac/2813-06-20-200636
1532.1K /Volumes/TIMEMACHINE /Backups . backupdb/Dade’ s Mac/2013-06-28-210636
152.1K  /Volumes/TIMEMACHINE/Backups . backupcb/Dade’ s Mac/2013-06-20-220636
152.1K  /Volumes/TIMEMACHINE/Bockups . backupdb/Dade’s Mac/2013-06-20-238638
152. 2K /¥olumes/TIMEMACHINE fBackups, backupdb/Dade’s Mac/2813-06-21-000635
152, 2K /Volumes/TIMEMACHINE/ Backups , backupdb/Cade s Mac/2013-06~-21-B16641
152.2K /Votumes/YIMEMACHINE fBackups. backupdb/Dade’s Mac/2013-26-21-020642
152.3K  /Wolumes/TIMEMACHINE/Backups.backundb/Dade’s Mac/2813~08-21-B30645
152.3K  /Volumes/TIMEMACHINE/Backups, backupdb/Dade's Mac/2013-86-21-048645
152.4K fUolumes/TIMEMACHINE/Backups. backupdb/Dade's Mac/2013-96-21-658649
152.4K  /Volumes/TIMEMACHINE/Backups. backupdb/Dade’s Mac/2013~96~21-260650
152.4K fV¥olumes/TIMEMACHINE/Backops, backupdb/Dade’s Mac/2013-96-21-870652
152.5K feelumes/TIMEMACHINE/Backups . backupdb/Dade’'s Mac/2013-96-21-080654
152.5K  /volumes/TIMEMACHINE/Backups.backupdb/Dade’s MNac/2013-08-21~0850656
152.5K  sVolumes/TIMEMACHINE /Backups.backupdb/Dade’ s Mag/2913-06-21-100657
i52.8K #Volumes/TIMEMACHINE/Backups . backupdb/Dade ‘s Mac/2913-06~21-110700
152.6K  /Volumes/TIMEMACHINE/Backups, backupdb/Dade’s Mec/20813-06-21«1207061
152.86K  sYolumes/TIMEMACHINE/Backups . backupdb/Rade’s Mac/2013-06-21-1307083
152.7K  /Yolumes/TIMEMACHINE/Backups.backupdb/bade's Mac/2013-06-21-142784
156.8K  /Volumes/TIMEMACHINE/Backups . backupdb/Dade’s Mac/2013~-86-21-158707
157, 1K /Volumes/TIMEMACHINE /Backups. backupdb/Dede’s Hacs/2013~06~21-168765
157.1K  /Volumes/TIMEMACHINE/Backups.backupdb/Dade’s Mac/2013-06-21-160708
Mac Forensic Analysis

The tmutil command line utility interacts with Time Machine backups and may have to run with root
privileges. We can use this utility to gather information about the backups and compare snapshots.

This utility can also be used on a system to change time machine preferences, start backups, restore files, or to
delete backups.

The verb uniquesize used with the tmutil utility will show the unique sizes of each snapshot, minus the
hard-linked data. This is the true size of each snapshot backup.

References:

tmutil Man Page
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80,091-12-90-£10Z/J€H
80.09T1-12-90-£10Z/2eH
L02£051-12~90-€£102/5CH
$0.0V1-1Z-90-£102/9%€H
£0LOET-TT-90-£10Z/JCH
102021-12~90-£102/7€H
90.011-1Z-90-E10Z/%€eH
{59001-12-90-€102/deH
969060-12-90~£10Z/oeH
$59080-12-90-£10T/5eH
2590,0-17~-90-£102/7€H
959090-1Z-90-£10Z/o¢H
6/9050-12-90-£10Z/0CN
9v90v0-12-90-€10Z/72H
SY90€0-1Z-90-£10C/OCH
Zv90Z0e-12-90-£102/2°H
1+9010-12-90-E10Z/O%H
6€9000-1Z-90-£102/7°H
8£90€£Z-07-90-£10Z/2eN
9€9022-0Z-90-€10Z/oCH
9£9012-02-90-€£10Z/7%H
9£9002-0Z-90-E10Z/2CH
yGEE6T-02-90-ETOT/OCH

s,3peg@/qpdnxdeq sdny>eg/INIHIVHINIL/SIWNYOA/
s ,apeq/qpdnydeq sdnyd>eg/INIHIVHINIL/SSWN10A/
s ,3peq/qpdndeq - sdnydeq/INIHIVHINIL/ Sdun10A/
s, apeq/qpdnydeq  sdnyd>eg/INIHIVWINIL/Saun1op/
s ,3pe(/qpdnydeq - sdn}deg/INIHIVHIWIL/SIWN10A/
s ,2peq/qpdnydeq- sdn}>eg/INIHIVHWINI L/ SSWN10A/
s, apeq@/qpdnydeq sdny>eq/INIHIVHNIWIL/ SIWN0A/
s ,9peg/qpdnydeq - sdn}d2eg/INIHIVHIWIL/ SUNLOA/
s ,ape@/qpdnydeq- sdnx>eg/INIHIVWINI L/ SIWNYOA/
s, ape@/qpdnydeq-sdny2eg/INIHIVHIWIL/ SIUN oA/
s, apeq/qpdndeq - sdn}3eg/INIHIVHIWIL/ SFUN10A/
s, apeq/qpdnydeq  sdnyd>eg/INIHIVHIWI L/ SIWN10A/
s,apeq@/qpdnydeq sdnydeq/INIHIVHNIWIL/ SIWNL0A/
s, apeq/qpdnydeq  sdn)}deg/INIHIVWIHI L/ SIWNL0A/
s, 3peq/qpdnydeq - sdnyd>eq/INIHIVHIWI L/ SIWN10A/
s,apeq/qpdnydeq sdny>eg/INIHIVHIHWIL/ SIWN0A/
s ,apeqg/qpdnydeq - sdn}deg/INIHIVHINI L/ SIUN0A/
5,9peqa/qpdnydeq-sdnyd>eg/INIHIVHIWIL/ SIWNLOA/
s,apeq@/qpdnydeq - sdnydeg/INIHIVWIWI L/ SIUN10A/
s ,apeq/qpdnydeq  sdnyd>eg/INIHIVWINI L/ SSUN10A/
s, apeg/qpdmideq sdnydeg/INIHIVHINIL/SIWN0A/
s, 3peq/qpdmideq “sdnx5e@/INIHIVHIWIL/SAun)on/
s,apeq/qpdnydeq - sdnyd>eg/INIHIVHIWIL/ SIWN oA/

AT LST
ATTLST
e - 9st
ALTST
A9 ST
A9 LSt
A9cest
AS ST
AS°TST
AS°TST
AP ST
Ar*TST
Av 28T
AE°TSt
AE“CST
p TR A
ATTLST
ATest
ancest
AT LSt
At-zst
AETSST
ALY

*/%eW \5,9peq/qpdnnreq sdnydeg/INIHIVHINIL/SOWN10A/ 22TSaNbTun 1TINw) $5pJempals den 5,aped:21qqru
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Time Machine
tmutil calculatedrift

nibble:Backups.backupob sledwardss pwd
Volumes/TIMEMACHINEBackups . hackupdh
nibble:Backups.backupdb sledwardss tmutil calculatedrift Dade s\ Mac/

2013-96-20-1%3354 ~ Z013-06~-20-200636

Added: 1.3K
Removeds 08
Changed; 165, 1K

2013-06~20~200636 - 2013-06-28-212636

Added: es
Removed: 88
Changed: 151, 8K

2613-856-20-2106636 - 2013-P6~-28-224636

Added: 8
Reaoved: 1]
Changed: 275.2K

The verb calculatedrift used with the tmutil utility will show the size of changes between each
snapshot. Each calculation includes the amount of data added, removed, and/or changed.

For example, between the snapshots 2013-06-20-193354 and 2013-06-20-200636, 1.3K was added,
nothing was removed, and 166.1K was changed. The “tmutil calculatedrift” command is used on the
machine directory, in this example “Dade’ s Mac”. This command will show the changes for each snapshot in
this directory. At the completion of the command it will show “Drift Averages”, or averages of each
addition, removal, or change.

This command is useful to determine what snapshot may have the most data additions, deletions, and changes on
a system. Perhaps a large amount of data was removed from the system. This command is a quick test to
determine which two snapshots to examine first to see what data was removed.

References:

tmutil Man Page
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Time Machine
tmutil compare

Perform a “diff” on:

e Two snapshots
e Snapshot and live system

Comparisons:

» Extended Attributes

¢ ACLs

« File Sizes & Modes

» UIDs & GIDs

« Modification Timestamp

¢ Data Fork

O 5ANS,

| A Rights Riserend

Mac Forensic Analysis

The verb compare used with the tmut il utility will perform a diff between snapshots or a snapshot and the
live system.

By default it will compare the following values:

File Size
File Mode
UID

- GID

* Modification Time

References:

tmutil Man Page
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Time Machine
tmutil compare (Output)

[IVIAT120") Mac (LURSatis) AR TIL LPORETR JEE3B1 0031033 RET WS- TRMN

O A =8) "N 54 OO, B LA ERERET Ay LT SLELY
Tne " b b MaLTALY falash MY
l-he. wivel alenens b i Frenppple. Vist

. 18 vy KL S-S I haclatoshs mmuuw..n.;mnu pu«um |.- 5.-.mmmu-.--|n
inniee) A 1 BT IRt Hac 201, b uar rhesien 110
W YRR Bl it
K [acivel #Volures/ TIAEHAC Hae/! Macintosh HD/Users/dademerphy/isbracy/isssagos fehat, cb
ptanel ¥Blusos TIIMACHENG Bacugs. nnuupmmﬁ : %(llﬂw 06 20 wns)a MaGINI 3 W/USer L/ dA0ODVEpIYIALIVE0FIAKINTS) EODL. Sy shi
{mginel SVolumes /Tl *s Mue) 28X intosh why /i tbra,
(veine) 7Y5LRRe T “3 Hac, 19/ Uspes/dodem,rphy s,
tsize, atizel #¥DLunes /T Bach g HacF2813-04-2 MO Usere/ e ¥ \e. Fiader, atist
fraze, atisch 2¥elumes/T. ‘; Mnc/?ui 22863 0/ Users Ohysibeor o spRbo. skdsbecliats,plist
Catine] ¥atuees i ¥
{rting) #¥0luses /TIMEAACH NG/ Backyos, Docupdp/0ade a Mv/?&i!*'ﬁ i P
7%l uaes (TIRNAC Hacs2g TN e pinze

5122, atlsel Voluses/ Dace’ c Hacr201 36/Mbc [ptash KOIpriva apple, ) E <. est
(1] Svolumes sy #B8ckups . P /e

roess: 1,3%

frenasras

| SN 10610

4 BANS,

M:c¢ Forensi

All Rights R

The default output for the tmutil compare command is shown in the screenshot above. Lach change is
labeled with one of the following marks in the first column:

* | Metadata Change
e+ File Creation

* - File Removal
The second column shows the file size of the newest file.
The third column contains what metadata was changed.
The fourth column contains the file path to the specific file.

The last output contains the overall changes between the snapshots.

References:

tmutil Man Page
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1818 [nting)
(mtime)
V1K (size, mtine)
( (atine)
P33 (ntime)
-1000-3000-008C2999688E. plist
| 108.0K (ntime)
P3L.0K (nting)
VEIK {atime)
{ntine)
190K {size, ntine)
L 8.8k {size, ntine)

nibble:Dade's Mac sledwards$ tautil compare 2013-86-20-193354 2613-06-20-280636

/Nolunes/TIMEMACHINE/Backups. backupdb/Dade's Mac/2013-86-20-200635/Macintosh HD/.com. apple.backupd.avlist. plist
{Volunes/TIMEMACKINE/Backups. backupdb/Dade’ s Nac/2013-86-28-208635/Macintosh HD/Library/Preferences

/Nolunes/TIMEMACHINE/Backups. backupdb/Dade' s Mac/2013-96-20-206635/Macintosh HD/Library/Preferences/con. apple.TineMachine. plist
JVolunes/TIMEMACKINE/Backups. backupdb/Dade's Mac/2013-86-20-208636/Macintosh HD/Users/dadenurphy/Library/Application Support/CrashReporter

fVolunes/TINEMACHINE/Backups. backupdb/Dade's Mac/2013-06-208-208636/Macintosh HD/Users/dademurphy/Library/Application Support/CrashReporter/Intervals_00060808-0000

{Volumes/TINENACINE /Backups. backupdb/Dade's Mac/2813-06-20-208636/Macintash HD/Users/dademurphy/Library/Messages/chat. db
Volumes/TIMEMACHING/Backups . backupdb/Dade’ s Hac/2013-06-28-208636/Macintosh HD/Users/dadenurphy/Library/Messages/chat.db-shn
/Vo\unes/TIMEMACKINE /Backups . backupdb/Dade's Nac/2013-06-26-200636/Macintosh HD/Users/dadesurphy/Library/Messages/chat. do-wat
/Volunes/TIMEMACHINE /Backups. backupdb/Dade' s Mac/2013-86-20-208635/Macintosh HD/Users/dadeaurphy/Library/Preferences
[Volumes/TIMEMACHINE/Backups. backupdb/Dade's Mac/2013-06-20-208638/Macintosh HD/Users/dademurphy/Library/Preferences/con. apple. finder,plist
IVolunes/TINEMACHINE/Backups. backupdb/Dade's Mac/2013-06-20-200636/Macintosh HD/Users/dadeaurphy/Library/Preferences/con.apple. sidebarlists, plist
{Volumes/TIMEMACHINE/Backups . backupdo/Dade’s Nac/2013-86-28-200636/Macintosh HO/Volumes

{¥olumes/TINEMACHINE/Backups. backupab/Dade's Mac/2013-06-20-200636/Nacintosh HD/private/var/db

[Volumes/TIMEMACKINE/Backups. backupdb/Dade's Mac/2013-06-28-200535/Macintosh HO/private/var/db/ . TimeMachine.Results.plist
{Volunes/TIMEMACHINE /Backups. backupdb/Dade's Mac/2013-06-20-200636/Macintosh HD/private/var/db/com, apple, TineMachine, SnapshotDates, plist
[Nolumes/TIMEHACHINE/Backups. backupdb/Dade's Mac/2613-86-20-208635/Macintosh HD/private/var/cun

! (ntire)

! (atime)

+ 1,3

LW (size, mtine)
! {ntine)
Added: 1.3
Removed: 8

(hanged: 166.1K
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Time Machine
tmutil compare (XML Output)

koot Tromnary 7 ter
* Chanoesy Perxy e st
»Rem & Pacoonary d reresy
hien £ Dicbonary 5 terms
Them 2 Diiondny 63 femid
 Differences  Acray 2 e
B0 Siwwg #2e
Rem i Streg htne
¥ Mewarmzen  Dicionsry 7 temst
() Steing Sgiurees (THMEMACHINE Backups BaL wUpen/Dane’s Macs2313-06-20- 260626, HIFL agple, T g
Size RNurmbet L3ie
v Oderiem  Dtandry 37 temag
Pats Strng ¥l /TIMEMACHING Bachups backu b [Dae’s Max/2013-06 20192334, K2 aople. ot
Siam Hupinbes 1445
e 2 Dictiomary  ¢3 aemrs
e 4 Prwianery 4 temad
» bem § Dwctionery &4 temu
PRaME (seporary 4 teme}
» e 7 Oscumndicy £ irems}
e d Dicviomary € ltema?
Lok
» hern 1¢
b fem ¢
& it 12
¥itgm 1) 5
v Acheomer.  DitBacary 12 e}
LY Stying [Shana s TIEAARE i | Dbt @ Bad Liaph fUG0a"s WA/ 2] 1-D6-20-2000. epalrs.pli st
e Fumies (B
» e 14 Oionaty v
> Rerw 15 Prtanary
” Ty Exeuanaty 0 w=q
AdGecias Buaiviber Ly
Changedsize  Numiser ireaor

The tmutil compare command can also be output to an XML file for an easier and slightly more detailed
view. This format can be viewed in Xcode, and file size changes are shown from the older file to the newer file.

References:

tmutil Man Page

83



[ VROt Dictionary (2 items)
¥ Changes Array (16 items)
P item 0 Dictionary (3 iterns)
> hem 1 Dictionary (3 items)
vitem 2 Dictionary (3 items)
wDifferences  Array (2 items)
kem C String size
Iterm 1 String mtime
¥ Neweritem  Dictionary (2 items)
Fath String IVolumes/TIMEMACHINE/Backups.backupdb/Dade's Mac/2013~-06-20-200636/Macintosh HD/Library/Prefecences/com.apple. TimeMachine.plist
Size Number 1,319
v Olderftem Dictionary (2 items)
Path String /Volumes/TIMEMACHINE/Backups.backupdb/Dade’s Mac/2013-06-20-193354/Macintosh HD/Library/Preferences /com.apple. TimeMachine.plist
Size Number 1,145
»hem 3 Dictionary (3 iterns)
» item 4 Dictionary (3 1tems)
»tem 3 Dictionary (3 items)
» item 6 Dictionary (3 iterns)
> tem 7 Dictionary {3 itemns)
pitem 8 Digtionary (3 items)
» ftem 9 Dictionary {3 1tems)
» ftem 10 Dictionary (3 items)
pftem 11 Dictionary {3 item3s)
» Item 12 Dictionary {3 items)
v hem 13 Dictionary {1 item)
v Addeditem  Dictionary {2 items)
Path String /Volumes /[ TIMEMACHINE/Backups.backupdb/Dade's Mac/2013-06-20-200636/Macintosh HD/private/var/db/ . TimeMachine.Results.plist
Size Mumber 1,358
» ftem 14 Dictionary (3 items)
» item 15 Dictionary (3 items)
v Totals Dictionary {3 items)
AddedSize Number 1,358
ChangedSize Number 170,107
RemovedSize  Number ]
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Section 4 — Part 4
Spotlight

Mac Forensic Analysis
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Spotlight

e Desktop Search System

e Introduced in 10.4

e File Metadata 1

e Extended Attributes mxm
Q. MG - reetims C

Pop2iimefira—gert [plaral pysh by Kl @4
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T Suoma Tima Care
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« QuickTime pat
¢ Time
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» FStvents.h

e § Thes
T e,

B ome

€5 Saarch Wed for e’
€3 Searth Wiipedia for “Time"

OS X uses Spotlight to index the system to allow the user to search for applications, documents, and other files
quickly. This feature was introduced in OS X 10.4 and on iPhones with iOS 3. File metadata, including the
extended attributes are all indexed.

On a live system the spotlight icon in the top right of the screen can be used to search the Spotlight index. In the
example above a search for “time” was performed. Live search results will appear below in various categories:

References:

Top Hit — Most likely hit

Applications

System Preferences — Items in the preference panels in the system preferences
Documents

Folders

Messages — Contains hits from e-mail

Events — Contains hits from calendar entries

Images

PDF Documents

Webpages

Music

Presentations

Developer (if installed)

Look Up — Look up the search term in Dictionary application
Web Searches — Perform a web search for the search term

Mac OS X and i0S Internals: To the Apple’s Core

Chapter 2 —

The User Experience Layer
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(@m ® % < 77%x@* 4 MonJul8 2.08PM oompa

Show All in Finder

Top Hit (3 Time Machine

Apptications (@ Time Machine
@: FaceTime

System Preferences @ Time Machine
: Date & Time

Documents 7 Time//tm-5.12.3pm

Folders [ Time — auto
Time — darwin-thread-muiti-2level

Messages |} [log2timeline-dev] [plaso) push by ki...@k...
_; (log2timeline-dev] (plaso) push by ki...@k...
Events ' Submit Time Card!
Images = cc_icon_CurrentTime.tif
PDF Documents _ QuickTime.pdf
Webpages & Time

Music .

Time Lapse.caf
== SECTION_S

Presentations |

Developer @ FSEvents.h

Look Up ! time

Web Searches @ Search Web for “time”
€3 Search Wikipedia for “time"

Spotlight Preferences...
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Spotlight
What gets Indexed?

Yes NoO

System HDD Disk Images

External
Drives CDs / DVDs

Mac Forensic Analysis

While system hard drives and external drives are indexed, other locations may not be indexed by default. These
locations include DMG files, CDs and DVDs, hidden files and system directories.

A volume can explicitly be told not to be indexed by placing an empty, hidden file with the filename
.metadata never index atthe root of the volume.

A volume can be set not to index by using the mdutil command.
References:

http://www.thexlab.com/fags/stopspotlightindex.html
mdutil Man Page
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Spotlight
Metadata Types

File System , , _
Communication
App Store Download Data e
g Application
l.ast Used S s

Authorship

What type of data gets indexed? Anything and everything!

An small example of what might be indexed:

Another copy of file system metadata, including file names, logical and physical file sizes, UID/GID, and
file system timestamps.

Timestamps — Along with the file system timestamps, you may also find download dates, last used dates,
and date added dates.

Photos data may include, width/length, make an model of hardware that took the photo, aperture, ISO
speeds, pixel count, and resolution.

Authorship information may include who originated the file and what type of application created the
document.

If an application was downloaded or purchased through the Apple App store, certain receipt data will be
indexed.

Communication information such as what e-mail address send an attachment or what was the hostname of
the phone that AirDroped a photo to the system.

Depending on what software is installed on the system, certain applications may have their own metadata
attributes.
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Spotlight - File Structure
/.Spotlight-V100

sh=3.2# pwd
/.Spotlight-v1ge
sh=-3.2# 1s -1

total 8

drwx----—- 3 root admin 182 Dec 31 2811 Store-V1

drwx=——=== 4 root admin 136 Dec 31 2611 Store-V2

—W——————— 1 root admin 388¢ Dec 31 2811 VolumeConfiguration,plist

Mac Forensic Analysis

The hidden . Spotlight-v100 directory located in the root of the volume contains the Spotlight Store
directories.

Store-V1 is used with older OS X versions (10.6 and below), while the second version of the store Store-
V2 was introduced in 10.7.

You will see both directories on newer versions of OS X as shown in the screenshot above.
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L] »
Spotlight - File Structure
- L L]
VolumeConfiguration.plist
T Root erionary [LE e
» Anngtatians Dicanary &
& Creatian_Predicates Dictianary L
DetavitStore_EffuctiveSearch Numbe: ]
Vefauititore_Requestedsearcn Number 3 T—
ConfguationCreationCate Daie Dxc 31, 2005 1001430 PM | M
ConfigurationCreatianversion Steing Version 10,8.2 tBkd 12C3013) S e
ConfigurationModificationDate Bate Aug 14,2010 L1606 pu m‘;g_-#:::-- YR At Sy B e
ConfigurstionMod ficatignversipe Steing Viervion 10URA (Mild 17655 P
v Exclusions Ariay £ et Fravmd igutigh irom narhing s incafem
Iemn Siring SUsers BEENEEY S [ Y o R A A —
» Dutions Dictinoaey 1 aeli b mé
ConfgurauanType Seeing Defaule o — -
¥ Storss Dictionary
v SAGEDI72- 45AF-4F17-BICE-EGZEF38020D2  Diconary
CreationDate Date Bec 30 205) 10:34:33 P
Creatanversion Siong Version 10.8,2 tBuiid 12¢3018;
IndexVarsion Number 953
PaztialPath Sering 7
PolicyDite Date e 30, 011 100 04:00
Policyleve) String EMUConbyfesrchbeviReadWrin
foleyversion tang Verpien 1082 (Baild 12C3010)
¥ AIFSIDE0-0548-4IRE~B1TI-9AD2LEVS1E0E Dicdiavary 17 4 o St mem benmd Worit: W teme
CreatisnDare Dare Dt 30, 7001 1000423 P M gy workow Lrybnad shormt YA Sgare -
Creafionversion Steing Vernion 10.8.2 thaitd 12C3012)
IndrxVersion Number o
PastiatPath String [ Mchitelackins
Polieylare Dme Dt 31, 2011 103433 Pl
Policylevet Siring EMOConfgSsarchl el Reathviitg
Policyveition String Verson 10.8.2 (uid 12C3012)
Mac Forensic Analysis

The . Spot1ight-Vv100 directory contains the property list VolumeConfiguration.plist. This
property list contains indexing exclusions (amongst other Spotlight configuration data). In the example above,
the user’s desktop was excluded from indexing.

The ConfigurationModificationDate key contains the timestamp when the Spotlight configuration
was last modified.

The two GUIDs in the example, show that two volumes are currently being indexed:
* /- The root volume, and

* /.MobileBackups —a Time Machine related volume.

The GUIDs reference the Spotlight Stores where the volume indexing database is stored.

92



¥ Root Dictienary (8 items)

¥ Annctations Dictionary {3 items)

» Creation_Predicates Dictionary (44 items)
DefaultStore_EffectiveSearch Number 3
DefaultStore_RequestedSearch Number 3

ConfigurationCreationDate Date Dec 31, 2011 10:14:33 PM
ConfigurationCreationVersion String Version 10.8.2 (Build 12C3012)
ConfigurationModificationDate Date Aug 14, 2013 1:16:06 PM
ConfigurationModificationVersion String Version 10.8.4 {Build 12E55)
¥ Exclusions Asray {1 item)
item O String {Users/sledwards/Desktop
¥ Options Cictionary {1 item)
ConfigurationType String Default
¥ Stores Dictionary {2 items)

¥V SAGBD972-45AF-4F17-BSCE-E67EF3B020D2 Dictionary {7 items)

Creationtiate Date Dec 31, 2011 10:14:35 PM
CreationVersion String Version 10.8.2 (Build 12C3012)
IndexVersion Number 95

PartiaiPath String /

PolicyDate Date Dec 31, 2011 10:14:33 PM
PolicyLevel String kMDConfigSearchlevelReadWrite
PolicyVersion String Version 10.8.2 (Build 12C3012)

v A3F97D60-0548-43BE-8179-94D21875159E Dictionary (7 items)

CreationDate Date Dec 31, 2011 10:14:33 PM
CreationVersion String Version 10.8.2 {Build 12C3012)
IndexVersion Number 95

PartialPath String /.MobileBackups

PolicyDate Date Dec 31, 2011 10:14:33 PM
Policytevel Sring kMDConfigSearchievelReadWrite
PolicyVersion String Version 10.8.2 {Build 12C3012)
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Spotlight - File Structure

/.Spotlight-V100/Store-V2

Fh-3.5
JSEOLLight-V109/52ore-V2
pih-3,28 15 -2

oral @

firus——e— 4 ropy
e 9 ront
Piruge=eses 121 root odein
pirus=sesss  TJO coot adwin 2388 Aug 2
ph=-3.38 cé 5A680D72-434F~4F17-BSCE~EBTEF.
fih-3.29 15

stere.db

p.olrectoryitorelfile
PodirectorySterefile. shadow

b indexdr rays

p.indesCospactOirectony

. idesDirectory

P indeaGroups

P indexifead

P indealds

< indexles it lond

b indexPostings

P ingeatpdntes

p . hadowlndesbroups

P shacadindesiead
foche
- lon. cledved

) ion, edified

fndeaftate

FournatAtyr. 1995
pournatficclusion

fournaly, tive
pournslisrepair

Hournals. scan
directoryStoreFile
directoryitorefile.shadow
fiive. 0. ndesherays

10,0, indexCompactDirectory
Ave. 0. Lrdeabirectory

Lvg. B indexGroups

ive. B, indeaHead

adein
adwin

136 Dec
170 doc
4114 Aug

o
RN

291y,
20f3 ..,
13215 5A680972~454F 4517 ~BSCE~ECZEF3BO26D2
11136 AIFIIDER-0549-430E-61FI«94D2LRTSLBIE
3862602/
1ive.9d. indexIds Yive, 2. shadowlngesHead

Live. 8. incexPositiong

Liva, 8. (ndexPostings

Vivea 8. liidexlodates

lines @ shadowIndexGraugs

1ive. @ shadawlndextead

live. trectoryitaref e

Vive. LodirectoryStoreFite. shaduw
Viwe. 1. indewArsays

Live. 1. indeataspactiOirectory
Liwir 3, indpeliiractory

Live. 1, Indexlds

Llwe. 1. LndesParin tons

Live. L. LideaPaatings

Live. 1. ingesliadates

1ive, Lishadowledeabroups
Live, L.shadowIntestinad
live.2.¢arectoryStorefile
1ive,2.directaryStaref1le. shasou
Vive, 2, infexArzays

Live, 2. in0exCompactirectory
Uve. 2. ingexBlesctory
ive. 2. indexGrovps

1ive. 2. tndexHend
ive. 2. LndexIds

Live, 2. indexPositions
Vi, 2o indeaPaitings

tive,d. diccztoryStorefile
tive,3,0iregtoryStoraFite, shadaw
Vive. 3, indesArisys

Yive. 3. sndex{ompactOirectory
Tivea 3, sndexhiractary

live. 3. indexGroups

live, 3, indexhean

live. 3. indexIds

Lhve 2 andexPositions

Vve. 3, indexPest ings

live, 3, Sodexipdates

Live. 3, shadowlnifesGroups

ive. 3. shadowlndextzad

Uved diractorySiorefile
Uve. s, directeryftarerile. shodow
live. 4, dodexhrrays

live, 4. indexCorpactDirectory
ive, 4, indesbireckory
Livedd . andexGroups

Llve.d. indexdeat

we. . sndexigs

live, 4, thdexPosicions

Ulve, 4. 2ngenPostings

Live. 4, indextpdstes

Live.d zhudowIndexGraups

Vve. 4. shadowinguxtead

live.5. gireceoryStorefile

tiyes 5. ehrectorybtorePilr. shadaw

Vive.2. ups

Live. 5. indevArrays

Llaive, 5. indexlorpactliroctary
live,S.indexPirestory
live.S.indexGroups
Live,Ss2ndesliced
lave. 5. indexldz

Vive, SeindrPnsit innTshie
live. 8, ndeufesitrons

live. 5. indenPostings

tive, &, sndexTernios

tive. 4, sadexlpates

Live, 5. shadovlndexareays
Tive, 5. ahadonlndeslorgacibirectony
live,S.shadowindexdirertary
1ive. 5, shadowlnderGroups
Live, 5. chaGowladexdene

live, 5. shadawlndexPosiiionTadle
Live. 5. shadeTadexTerngs
persitore
reversedirectoryStore
reverseDirectoryStore. shados
revErseliore, updaces

shutdowa_kire
“tere.do
SEOre. updales

£80PE_QAASEITLON
t#p.Lion

15D, Sroviesesrd
tap.spstlight. toe
P spetlight, state

Mac Forensic Analysis

Each Spotlight Store directory contains many files.

The example above is from a Mountain Lion OS X system, these files are the indexing databases used by
Spotlight. The format for most of these files is unknown at this time.

The two places were data is readily available for investigators is the Cache directory and the store.db

index database.
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- Spotlight - File Structur
Spotlight Cache Directory

/.Spotlight-V100/Store- i
V2/<GUID>/Cache/ L

» Nested Directory Structure e
* Numerous text files ot
e Filename = CNID (inode) Number — 02047 o

word: 0005 compa$ pwd
/VYolumes/dade_mounted/.Spotlight-v188/Store-V2/0A00840B8-588C-44DC~-9337~B6BS8F505607/
Cache/0000/0000/0005

word: 0085 compas[cat 375242, tx]

Dade Murphy <z3r@cool95@gmail.com> Kate Libby <katelibbyli@gmail.com> Heading west
In the airport getting some breakfast, I'll see you in a few days!

word: 9005 oompas$|sudo find /Volumes/dade_mounted/ —inum 375242
/Volumes/dade_mounted//Users/zerocool/Library/Mail/V2/IMAP-z3r@cool95@imap.gmail. com
/ [Gmail] .mbox/Sent Mail.mbox/21C7CD98-9DCR-4CES-BL9E-931FBEB25451/Data/Messages/ 198,
emlx

‘Mac Forensic Analysis

One directory that can be of use to forensic analysts is the Spotlight Cache directory. This directory contains a
nesting of other sub-directories containing many text files. These text files hold text-based versions of their
origina} documents including e-mail, documents, and chats.

The number preceding each .txt extension, is the CNID/inode number for the file it represents. The lower
screenshot shows an example of this. The filename 375242 . txt contains the e-mail related data.

We can find the associated file by searching the system for the CNID, 375242. We can use the find
command on the mounted volume. Use the —inum argument to find the file by CNID/inode number.

sudo find /Volumes/dade_mounted/ -inum 375242

Experimentation shows these text files will no longer be available when a file is deleted or simply moved to the
trash.
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Spotlight - Metadata Types & Categories
mdimport —A Or mdimport -X
'kMDItemNamedLocation' ‘Location’ 'Name
'kMDItemNumber0fPages’ 'Pages’ 'Number of pa
'kMDItemOrganizations® ‘Organizations’ '0rga
'kMDTtemOrientation’ ‘Orientation’ ‘oriel |name = "public.image";
'kMDItemOriginApplicationIdentifier' f(nutl)! eviewattrs = (
'kMDItemOriginMessagelDkMDItemOrigintMessagelId’ ‘{nul pr wa S . 3
'kMDItemOriginSenderDisplayName' Haull)’ kMDItemPixelHeight,
'kMDItem0riginSenderHandle’ '(null)! kMDItemPixelWidth,
'kMDItemOriginSubject’ RLINASE ‘(nul
‘kMDItemOriginalFormat* ‘Original Format' kMDItemLastlsedDate
‘kMDItemOriginalSource® '0riginal Seurcs' 'H
'kMDItemPageHeight' 'Page height' 'Hedly readonlyattrs = {
'kMDItemPageWidth! 'Page width' 'Widt X s
‘kMOItemParticlpants® 'Participants’ 'Part kMDItemP!""el‘Hm'ght‘
'kMDItemPath" ‘Fite pathpame’ ‘Complete pat kMDItemPixelWidth,
'kMDItemPerformers' 'Performers’ 'Pert kMDItemResolutionwidthDPI,
'kMDItemPhoneNumbers' 'Phane number' 'Phon .
'kMDYtemPhysicalSize' 'Physical size* ‘Phys kMDItemResolutionHeightDPI
' kMDItemPixelCount* 'pixel count' 'Tota ):
D ionpixehitn: [Pkl width: wigy |elatedattrs = ‘
‘kMDItemProducer!' 'Producer' 'Prod kMDItemAUthors'
'kMDItemProfileName’ ‘Color profile’ ‘Name kMDItemPixelHeight,
'kMDItemProjects® ‘Projects’ ‘Proj} kMDItemPixelWidth
‘kMDItemPublishers* ‘Publishers' 'Publ )3
'kMpItemPurchaseDate’ 'Purchase Date' 'Date 4
'kMDItemReciplentAddresses' 'Recipient addresses'
'kMDItemRecipientEmailAddresses' 'Recipient Em
'kMDItemRecipients' ‘Recipients’ ‘Reci
© SANS,
All Rigthts R 3

Two native command line utilities can show us what type of data may be indexed. These commands will only
show the attributes that are associated with the host system, not the mounted system. Many of the kMD*

attributes will be the same across systems, but keep an eye out for those application specific metadata attributes.

The mdimport -A command (shown on the left) will print out the attributes names and descriptions.

The mdimport -X command (shown on the right) prints out metadata attributes associated with a specific file
type. For example, attributes associated with photos.

Reference:

Man page for mdimport
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Spotlight - Find by Metadata Key
mdfind

madfind "kMDIt

vword:/ oompa$ md¥ind "kMDItemLongitude == % “ -onlyin /Velumes/dade_mounted/
/Volumes/dade_mounted/Users/zerccool/Pictures/iPhoto Library.photolibrary/Previews/2013/12/15/20131215-202049/wYLB+GwD
QPaKDYPXqhayMA/IMG_0004. jpg

/Volumes/dade, mounted/Users/zerocool/Pictures/iPhoto Library.photolibrary/Previews/2813/12/15/20131215-282034/Royh3GNg
Q100an5qKnCRxA/ING_00@24. jpg

/Volumes/dade_mounted/Users/zerocool/Library/Application Support/ilifeAssetManagement/assets/sub/@139451307dd27b8B65a4
ba7924387874893ca2223/1IMG_0004 ., 1PG

/Yolumes/dade_mounted/Users/zerocool/Library/Application Support/ilifeAssetMenagement/assets/sub-shared/2CC4B8CAT-B178~
4551-8A7E-DEBFF2C426D6/1MG_0002, IPG

/Nolumes/dade_mounted/Users/zerecool/Library/Application Support/iLifeAssetManagement/assats/sub-shared/1FB34DBF-BBBF~
4642-BB7C-2CBBB48FD712/IMG_ B804, IPG

/Volumes/dade _mounted/Users/zeroeool/Library/Application Support/ilifeAssetManagement/assets/sub-shared/F682AFFO-A250-
465B8-818B-0483F6535E2B/IMG_0091, JPG

/volumes/dade_mounted/Users/zerocool/iLibrary/Application Support/iLifeAssetManagemants/assets/sub-shared/C7C4ADRI-059A—
4EDE-BA2E-4E99E2EDC25B/IMG_P6A3. IPG

/Volumes/dade_mounted/Users/zerocool/Pictures/iPhoto Library.photolibrary/Masters/2013/12/15/20131215-202834/IMG_08064,
JPG

Mae Forensic Analysis

The mdf ind command will find files based on certain metadata criteria.

In the example, the attribute “kKMItemLongitude” was searched for. This will print out the file names and
paths for all files on the system (or mounted image) where this attribute was indexed. This example will show us
files that contain locational data.

Reference

Man page for mdfind
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Spotlight - List Metadata
mdls

word:/ oompas mdls “/Votumes/dade_movnted/Users/zerocoai/Plctures/iPhoto Library.phototibrary/Previewss2
913/12/15/2013%215-202049 /WY L6+Gw0QPqKDYPXghayHA/ TMG_80a4 . jpg"

kMDItemContentType

kMpItemContentTypetree
"pubtic, fpeg”,
“pubtic.image",
"pubtic.data",
"public, item",
"public.content”

"pubtic, jpeqg"

KMDItemAcquisitionMake = "Appte”
kMDItemdcquisitionModel = “iPhone 45"

kMBI temAltitude = 74

MDItemApertoere = 2.52606882168926
kMDItemBitsPersSample = 32

kMDItemColorsSpace = MRGB"
kMbItemContentCreationDate = 2013-12-16 81:26:47 +0800
kMDItemContentModificationDate = 2013-12-16 81:20:47 +8900

)

kMBI temCreator = "QuickTime 7,7.3"
kHMDItemDateAdded = 2013-12-16 1:20:49 +6006
kMDLtemDisplayName = "IMG_geed. jpg"
KMBItemEXIFVersion = 2.2
kMbItemExpasuretinde =@
KADItemExpasureProgram w3

m ureTimeSecond = 0.065686666666666667

Mac Forensic Analysis

The md1s command can be used to list the metadata associated with a particular file from the Spotlight
databases. In the screenshot above we can see the following attributes of the file:

e Timestamps

*  Content Types

»  Download Date

* Download Location
* File Sizes

* File Ownership

+ File Properties

This screenshot is only a partial of the mctadata associated with this file, the complete output of this command
is shown on the next page.

Reterence:

Man page for mdls
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word:/ oompa$ mdls "/Volumes/dade_mounted/Users/zerocool/Pictures/iPhoto Library.photolibrary/Previews/2
013/12/15/20131215~202049/wYL.6+GwOQPGKOYPXqhayMA/IMG_0004. jpg™

kMDItemAcquisitionMake = “Apple"
kMDItemAcquisitionModel *“iPhone 45"
kMDItemAltitude 74
kMDItemAperture 2.52606882168926
kMDItemBitsPerSample 32
kMDItemColorSpace "“RGA"

kMDItemContentCreationDate
kMDItemContentModificationDate
kMDItemContentType
kMDItemContentTypeTree
"public.jpey",
"public, image",
"public.data",
“public,item",

2013-12~16 01:20:47 +0000
2013-12-16 81:20:47 +0000
"aublic. jpeg”

LI | I T VO [ I T O

Ypublic.content"
)
kMDItemCreator = "QuickTime 7.7.1"
kMDItemDateAdded = 2013~12-16 01:20:49 +000D
kMDItemDisplayName = "IMG_0964, jpg"
kMDItemEXIFVersion = "2,2"
kMDItemExposureMede =90
kMDItemExposureProgram = 2
kMCItemExposureTimeSeconds = §,06666666666666667
kMDItemFlashOnOf§ = P
kMDItemFNumber = 2.4
kMDItemFocallength = 4.28
kMDItemFSContentChangeDate = (null)
kMDItemFSCreationDate = (null)
kMDItemFSCreatorCode = MU
KMCItemFSFinderflags = (null)
kMDItemFSHasCustomIcon = {null)
kMCItemFSInvisidle =@
kMDItemFSIsExtensionHidden = (null)
kMDItemFSIsStationery = (null)
kMDItemFSLabel =0
KMDItemFSName = (null)
kMDItemFSNodeCount = (null)
kMDItemFSOwnerGrouplD = (null)
kMBItemF50wneruserID = (null)
kMDItemFSSize = 1754408
kMDItemFSTypeCode = 1
kMDItemGPSDateStamp = "2013:12:15"
kMDItemHasAlphaChannel = @
kMDItemImageDirection = 313.90193548387097
kMDItemIsApplicationManaged =1
kMDItemISOSpeed = 809
kMDItemKind = "JPEG image"
kMDXtenlatitude = 38.94850833333334
kMDItemLogicalSize = 1754408
kMDItemLongitude = ~77.33985
kMDItemOrientation =0
kMDItemPhysicalSize = 1757184
kMDItemPixelCount = 7999272
kMDItemPixelHeight = 2448
KMDItemPixelWidth = 3264
kMDI temProfileName = "gAGB TEC61966-2.1"
kMDItemRedEyeOnOff =0
kMDItemResolutiontHeightDPI = 72
kMDItemResolutionWidthDPT = 72
kMDItemSupportFileType = (

MDSystemFile
)
kMDItemTimestamp = "09:59:06"
kMDItemWhiteBalance = 0
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Spotlight - Useful Metadata Searches
Location

« mdfind -onlyin /Volumes/dade mounted/
-name "kMDItemLatitude == *"

word:dade_mounted oompa$ mdfind -onlyin /Volumes/dade_mounted/ —name "kMDItemLatitude == %"
/Volumes/dade_mounted/Users/zerocool/Pictures/iPhoto Library.photolibrary/Previews/2013/12/15
/20131215-202049/wYL6+GwOQPqKDYPXghayMA/ IMG, 0004, jpg
/NVolumes/dade_mounted/Users/zeracool/Pictures/iPhoto Library.photolibrary/Previews/2013/12/15
/20131215-202034/Royh3GNAQI00an5qlKnC%A/IMG_0004. 3pg
/VYolumes/dade_mounted/Users/zerocool/Lihrary/Application Support/ilLifeAssetManagement/assets/
sub/8139451307dd27b8B65a4ba7924387874893¢ca2223/IMG_0084. IPG

KMDItemGPSDateStamp = "2013:12:15"
kMDItemHasAlphaChannel =0
kMDItemImageBirection = 313.0193548387097
kMDItemEsApplicationManaged =1
kMDItemISOSpeed = 800
kMDItemKind = "JPEG image"
[kMDItemLatitude = 38.94850833333334)
5 icalSize = 17544

|kHDItemLungitude = -77,33985
kMDItemOrientation -0
kMDItemPhysicalSize = 1757184

= 7990272

kMDItemPixelCount

Mac Forensic Analysis

We can use created command line searches 1o find and print oul very specific dala.

This example uses the mdf ind command with the —on1yin argument to limit the search in the mounted
image directory to search for files that have the kMDTtemLatitute metadata attribute.

This will print out all files that contain locational attributes on the mounted image.

The bottom screenshot shows the output md1s on of one of the files with the coordinates that were indexed
from this photo.

Reference:

Man page for mdfind
Man page for mdls
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Spotlight - Useful Metadata Searches
Application Usage

+ find /Volumes/dade mounted/Applications/ -inane
'*.,app' -exec echo {} \; -exec mdls -name
kMDItemUseCount -name kMDItemUsedDates {} \;

word;~ compas find /Voluaes/dode_mounted/Applicetlons/ -inase 's.8pp’ —exec echo {} \; -erec mdis
-nane kMDIt 5 nt _-nas t 3 T
/NVeluses/dade_mounted/Applications//App Store.app
kHDItesUseCount = 8
KMDItemlsedDates = (

Y2913-11-17 05:02:88 ¢0630",

*3013-11-24 05:00:48 <0000,

"2013-12~12 ¥5:00:00 +0000"
)

(/VGlunes/dade_mounted/AppLicat lons/ JAulonatar. app.
kMDItemUseCount = (null)
iMDItealsedbates » {null
/Yoluaes/dade_mounted/Appiications//Automator.app/Contents/Respurces/Application Stub.app
kMDItemliseCount = (nuly)
kMDItemUsedDatas = {nuli}
/Volumes/dade mounted/Appiications//Caleulator,app
kibItesUselount = (nuil}
keDYleaUsedDates = (null)
/Velumes/dade_pounted/Apntications//Calendar, app
kMDTtealselount = 5
kMbItemUsedbates = (

12813-11-17 85:806:09 +280R",

“20813-12-14 85:00:89 +¢000",

"2813-12-16 05:00:99 +0008°

Mae Forensie Analysis

This command prints the name of an application along with the “Use Count” and “Item Used” timestamps
associated with it. This can give a good idea of when an application was used, this is very similar to that of
Windows Prefetch data.

One caveat to the kMDI temUsedDates is that these are only created once per a given day. Another attribute
kMDItemUseCount will keep track of the number of times an application was used.

The kMDItemUsedDates timestamps show the day as well as the time zone of the application usage.

For example, App Store.app was used six times, on three days (all in UTC -5:00 time zone):
* 11/17/2013
* 11/24/2013
* 12/12/2013

The following command uses the £ind command on the /Volumes/dade mounted/Applications/
directory to search for files with the .app extension (- iname) and executes the following command (-exec).

echo {} \; -exec mdls -name kMDItemUsedDates {}

This part of the command echo's the file path and name of the file found with the £ind command. (The curly
brackets {} are used as a variable to store the filename/path.) The second —exec, prints the metadata output for
only the kKMT temUsedDates.
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Spotlight - Useful Metadata Searches
Downloaded Files

* mdfind -onlyin /Volumes/dade mounted/ -
name "kMDItemDownloadedDate == *”

* mdls -name kMDItemDisplayName -name
kMDItemDownloadedDate Firefox\ 26.0.dmg

word:Downloads aompa$|mdfind -onlyin /Volumes/dade_mounted/ -name "kMDItemDownloadedDate == * |
/Volumes/dade_mounted/Users/zerocoal/Downloads/pages. pdf
/Volumes/dade_mounted/Users/zerocool/Downloads/Firefox 26.9.dmg
/VYolumes/dade_mounted/Users/zerocool/Pictures/url.html
/Volumes/dade_mounted/Users/zerocoel/Downloads/url.html
/Volumes/dade_mounted/Users/zerocool/Downloads/bitcoin-0.8,6-macosx.dmg
/Volumes/dade mounted/Users/zerocooi/Downloads/AdobeFlashPlayerinstaller_11_ltrosxd_aaa_aih.dmg
/Volumes/dade_mounted/Users/zerocoot/Downloads/python-3.3.2-macosx16.6.dmg
/Volumes/dade_mounted/Users/zerocool/Downlosds/python-2.7.6.msi
word:Downloads oompa$|mdls -name kMDItemDisplayName —name kMDItemDownloadedDate Firefox\ 26.0.dq§
kMDItemDisplayName = "Firefox 26.0.dmg"
kMDItemDownloadedDate = (

“2013-12~15 03:081:01 +p0BBA"
}

Mac Forensic Analysis

We can scarch for downloaded items by using the kMDT temDownloadedDate metadata attribute with the
mdfind utility.

mdfind ~onlyin /Volumes/dade mounted/ -name "kMDItemDownloadedDate == *~

If we use the md1ls command on one of these files to show the name and when the item was downloaded.

mdls —-name kMDItemDisplayName -name kMDItemDownloadedDate Firefox\ 26.0.dmg
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Spotlight — store.db Anélysis

504ENSICS Labs - Spotlight Inspector

T Y . = - - T -
Case Srntonca
Racuva  Saarch Lrpan Rapon o - owesd A v L s v -
- — 0 S8TOLE | o e et Aammbont ATveberi 3 6 3 EBOF AR c68-30 | 2EFTN2
- T . U (ST
5 e N LS | b S i - 45 NOALINY Mit Bl
} :;w 4 AAIE0) | e e e Db, S Bt | 8 Y gy U 0277771981
br b 252294 | Komerithens e Dmerionds /AbA Domenloiss. i $ 9368590471
“n © | BERL? 1 Mo /Uyers v Oomdcan | S04(WRCS 2ot + drw Orimars Dugest for 781207 Q808553332
] :ﬁ'b B RENRT | b Vs i focmmbsits ibmrs 4 spn- 3 14 633026 by g © 2012R2 16379257791
> srara B 782648 ey uarn i g sy e 6 0. |V g mn 0irmErL
B ‘\:::‘w ® A rome s ecorUomaioadi /pargm 70 50 79 1 Hu ik
R ’;‘MM‘ ML e e s t— —" . S 1 BT Az
= Appacamms T BRI | o inens v Mmmmiets  SA4DBIS Laby - Mrw (blmems Diptal o 1251252 9%
| PHIAAS | Havm /i /e Do ot 124 | 219 Mue o iNEEIIEL
M 4THZRL | e Lveesivdo Demnicen e 0 § .16t yE | 2asdm2 CYM IR
P ARSI Hammt Uvers vt Oumemounhy A (VS - Tixert -2 2 dme EYe (SR
LG | e e st Towalontt FUD-© 832004 19% | s 0I5
W ASTTON | Mo e ko Otmnimats Texrmoaghn. & §. | Amg e 6222227191
1P AEREPE | ot (s b sty (17w £ 10 LRUESY (103143234
ST e et vt Oy VT8 g bor b B 12 oy L w277122791
D LT S S —— T S P01 1] BALLIZHERY

SO04ENSICS Labs has created a tool, Spotlight Inspector, to analyze the store . db Spotlight databases. This
tool is available at ht tp: //www.504ensics.com/tools/digital-forensics-tool-

spotlight-inspector/.

This tool will show all the various metadata attributes associated with the files. This tool can also do timeline

and differential analysis.

Mac Forensic Analysis
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Exercise 4.1 — Time
Machine & Spotlight

Mac Forensic Analysis

This page intentionally left blank.
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Part 6 — OS X Malware &
Intrusion Analysis

Part 2 — File System Events Store ) ,
Database Part 7 — iCloud
Part 3 — Time Machine Part 8 - Versions

Part 4 - Spotlight

Part 1 — Extended Attributes

Part 5 — Portable OS X Related
Artifacts

Part 10 = Password Cracking &
Encrypted Containers

This page intentionally left blank.
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Section 4 — Part 5
Portable OS X Related Artifacts

Mac Forensic Analysis
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Portable OS X Related Artifacts

FAT Formatted Drives

Resource Forks

.DS_store Files

Mag Forensic Analysis

OS X can leave behind some interesting artifacts that may be shown on other non-O8S X systems. These artifacts
can help us determine if a file was originally found on a Mac system. These artifacts include Resource Fork data
and those sneaky .DS store files that seem to get everywhere!
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Portable OS X Related Artifacts
FAT Formatted Drives

bash-3.2# diskutil list /dev/disk2

Jdev/disk?
#1 TYPE NANE
2 FDisk partiticn_scheme

i:
bash-3,.2# s -la
total 208468

DDS_FAT_32 STUFF

drwxrwxrwx@ 1 _unknown _unknown 4296 Nov
drwxrwxrwt@ 7 root admin 238 Nov
drwxrwkewX 1 _unkacwn _upknown 4098 Mov
drwxrexewx@ 1 _unknown _unknown 4898 MNov
=rWXrwX7wx 1 _unaknown _anknown 4098 Nov
=rwxPwxrwk 1 _unknown _unknown 40956 Nov
“rwXrwxrwx 1 _unknown _unknown 4635 Nov
“rwxrwxrwy 1 _unknown _unknown 46986 Nov
“rwxrwkrwx 1 _unknown _unknown 4898 Noy
=reXrwarwy 1 _uaknown  _unknown 4895 Nov
drwxrwxrwx 1 _uaknown _unknown 4956 Mov
~rwArWXrwx@ 1 _unknewn _unknown 152542 Nov
~IWROWX W@ 1 _upnknown _unknown 351 Nov
=~rwXrwkrwx@ 3 _unknown _unknown 18268421 Nov
=ruXrwered@ 1 _unknown _unknown 11287 Nov
=ruXrwirwe@ 1 _unknown _unknown 185828 Nov

99:317
29:27
29214
25:14
24:14
29:17
88:17
29:17
99117
29:17
099:27
88257
98:51
85:02
28159
08:59

Lad L W G L e B D L W L

SIZE
*1.9 GB
1.2 68

IDENTIFIER
disk2
disk2sl

Spetlight-viea

,Trashes

. Trashes

« _Pagesbocunent,. pages

..Test Document.ryf

. TexiMreangler 4.5.3.¢dmg

._images.jpeg

. -Britains-police-dogs-of-the-future, jpa
fseventsd

PagesDocument . pages

Test Document,rtf

Textdrangler_4.5.3.dmg

images. jpeg
1-Britains=police-dogs-of-the-future. jpg

Files copied to FAT or ExFAT formatted drives will show signs of OS X originations.

Resource Forks (Extended Attributes)
Spotlight Index

Document Versions

Trashes Directory

.fseventsd Directory
./DocumentRevisions-

...other additional hidden files/directories
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Portabl

e OS X Related Arti
FAT Formatted Drives — Resource Forks

aoodoen:
DopBoLd:
CLLLTFIH
Ho00030:
coeapdn:
280008591
BadpR60:
00000701
DO0D0B0:
2080090:
Q000050:
20000kLd:
00B00c0:
00808d0:
206000 :
008010
2000100:
BoR0110:
0000120:
20000130:
LLENRELH
0088150:
B0eR160:
0000179
CLETEETH
00RR108:
Boddlab:

apes
2020
Be32
Mile
o000
2065
oo
[L:1:0
212a2
7261
anee
6164
726%
3635
4368
4436
3044
7430
8173
sdat
2e35
2%2¢%
636%
7477
6164
#1031
ooeo

1697
2020
8229
anee
aeoe
aRes
143]
2099
1563
6e74
2563
6174
4672
3735
7267
3145
4437
30a2
&B2e
5465
2e33
777
642
7261
2e68
Bpoe
eeen

@202
2920
febod
poes
fooe
4154
aged
2800
&ted
B96e
6t6d
6i3a
6f6d
B13b
6665
2634
44471
2102
6261
7874
2064
772e
7072
5eb?
746d
2908
BeoD

2000
2029
2000
Boes
oebe
5452
¥Qe2
D00
2e6%
£502
2¢61
&bad
7300
A76¢
3633
3p41
4338
5fie
7265
5772
6d67
6261
6764
BcES
6cd8 8b3d
6bo6 2633
boDR ed7c

4061
2092
2082
aoen
seed
3b%a
008
2009
707¢
2000
7079
4449
3830
867
4242
362d
3146
2168
626t
616e
510
7265
7563
7221

bash-3.2¢ xxd . _TextWrangler,4.5,3.dmg

6320
[1)-1]
poeo
e
faee
coFt
2000
2oc8
8chS
218
GcBS
7465
3031
BeBS
3342
3543
3562
7474
€265
576
Zc68
£26%
FA73
6467
2280
bpae
ooen

453
2088
Bee2
2009
2909
2969
2600
o000
2e71
sese
2e66
8457
ELE
5c78
3038
4235
786¢
7038
732e
6572
7474
5065
2174
738e
9220
doas
oope

2858
2000
22902
Boee
paee
2ee2
Beee
2643
7561
pess
8574
£865
3237
3239
3%2d
2d44
8873
22§
636f
5f34
703a
732e
6578
[ a4
2608
fpes
oane

svreresMac 0S X
ovanasnennenin

e s ATTR G v vans

b SO0 oSG OB
oo Som.apple.qua
rentine..c.avn..
«J&com. apple.met
adataikMDItenkhe
refroms.8981;527
£575a;Google\x28
Chrome; 3BB36885~
DE1E-40A8-9CE5-D
ODD7DAE81FShplis
B8 ., _./htapi//
ash.barebones.co
m/TextWrangler 4
J5.3.drg_.<http:
/ fwwes . barebones.
com/products/tex
twrangler/downln
LIS IR DI

facts [1]

08 eee0 DODD d0BD
73 6175 7263 6520
Be 7469 662 6l6¢
Bc £i6e 6b20 2020
00 2200 2000 030Q

»This resource
fark intentional
1y left blank

sesEwsaseRE Ty

© SANS,
Al Riglts By

Extended Attributes that are normally stored in the $Attributes file on HFS+ file systems are stored in separate
files on FAT32 and ExFAT file systems. These files share the same filename as the associated file with a “dot

Mae Fore

sic Analysis

underscore” (. ) appended to the beginning. These files are 4,096 bytes in size.

Shown in the larger screenshot are the file signatures “Mac 0S X and “ATTR; ” followed by the contents of

the extended attribute. At the end of the file is the text “This resource fork intentionally left blank”.

Warning Note: These files are copied over when full directories are copied, not necessarily if a single file is

copied.
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bash-3.2# xxd

0000000:
0000010:
0000020
0000030:
0000040
0000050:
0000060:
8000070:
0000080:
00600090:
0000020
00000bO:
00000c0:
90000d0:
00000e0:
00000f0:
0000100:
0000110:
0000120:
0000130:
0000140:
0000150:
0000160:
0000170:
0000180:
0000190:
00001a0:

0005
2020
0032
01l1e
0000
0000
0000
0000
0000
7261
0000
6164
7265
3635
4368
4436
3044
7430
6173
6d2f
2e35
2¥2¢
636f
7477
6164
0101
0000

._TextWrangler_4.5.3.dmg

1607
2020
0000
0000
0000
0000
00cs8
0000
1563
6e74
2563
6174
4672
3735
726f
3145
4437
30a2
682e
5465
2e33
7777
6d2f
7261
2e68
0000
0000

0002
2020
0eb0
0000
0000
4154
o000
oeoe
6f6d
696e
6f6d
613a
6f6d
613b
6d65
2d34
4441
0102
6261
7874
2eb4
772e
7072
6e67
746d
0000
0000

0000
2020
oeo0e
0000
0000
5452
00e2
0002
2eb1l
6500
2e61
6b4d
7300
476f
3b33
3041
4538
5f10
7265
5772
6d67
6261
6164
6¢c65
6¢co8
00600
0000

4d61
0002
0002
0000
0000
3b9a
0000
2000
7070
00060
7070
4449
3030
6167
4242
382d
3146
2f68
626f
616e
5f10
7265
7563
722¢F
ob3d
0003
007c¢

6320
0000
0000
0000
0000
c9ff
o000
00c8
6¢b65
810b
6¢c65
7465
3031
6¢c65
3342
3943
3562
7474
6e65
676¢
3¢68
626f
7473
646f
0000
0000
0000

4153
0009
Oee2
0000
0000
0000
0000
0000
2e71
0000
2ebd
6d57
3b35S
5¢78
3038
4235
706¢
703a
732e
6572
7474
6e65
2174
776e
0000
0000
0000

2058
o000
0000
0000
0000
Oee2
0000
0043
7561
gesft
6574
6865
3237
3230
352d
2d44
6973
212¢F
636f
5f34
703a
732e
6578
6¢c6f
0000
0000
0000

LI R B NI S R B B B

% & » e 09 0 a I.'.c

...cOm.apple.qua
rantine... -
. .%5com.apple.met
adata:kMDItemWhe
reFroms.0001;527
6575a;Google\x20
Chrome; 38B3B085-
D61E-40A8-9CB5-D
@DD7DAEB1FSbplis
te0..._./http://
ash.barebones.co
m/TextWrangler_4
.5.3.dmg_.<http:
//www.barebones.
com/products/tex
twrangler/downlo
ad.html, .=,

e o m

lllll

llllllll

0800eed:
oeoRefo:
0000 fo0:
0000710:
0000120:

2000
00le
666f
6c79
0000

0000 2100 0000 0100 0000 ©000 00O
5468 6973 2072 6573 6f75 7263 6520
726b 2069 6e74 656e 7469 6f6e 616¢
206c 6566 7420 626c 616e 6b20 2020
0000 0000 0000 QGOC 0000 2000 00O6E

+.This resource
fork intentional
ly left blank

s o e o8O0 uSsO OB D
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Portable OS X Related Artifacts [2]
FAT Formatted Drives — Resource Forks

] [ Size| Type | Date Modiied

4 NPFSindexrail.  1173/2013412:20 PM
117372013 4:0313 PM
TLABLE 300 14 P
4 Ruguslas File T13A003 40004 B
4 Regular File 11/372013 40913 PM
4 Regular Fiie 114322012 40948 Pt

M B Bl RN A0 Db R
—

Gl &F 00 02-4D 2 G AP 53 20 B8] ov--- - Mae 05 &

79 26 20 20-40 B2 999G 95 30 ¢ ryilave

JIE BO 00 99«50 G2z 0% QE EZ 05 Q| 2---%-.-

4% 50 03 9920 (D
42 90 60 a0-0t €2
41 %4 34 52-98 09
9¢ 60 00 Fé-0% 08
9 DG 00 G2-% (D
§F €D ZE §1-7% 70
64 BE &5 04-9% €0
RE 6D 2E £1-7% 70
§1 3k 6B 4Dv44 49
BF 5B 73 09-3% 30
64 3B 47 6F-8F &7
4D 65 3B Sk-44 35

06 4% 50 06 02

28 546 95 00 90 eveiean
41 5 20 OF B2 | -« - -ATER-+---- &
9¢ 40 9G 06 00| = Eracd we
€8 G0 60 00 43| oreesiman Bl
65 28 71 75 1| »- -com.apple.qua
4G 00 05 BY | CARRABE -k
§5 2E 4B 65 73| ~ksom.epple.mer
€5 €5 57 58 §3| sdacasKMITremine
31 3B 35 32 37| refiome 50015527
§5 5C 78 32 36| S6nd;Gonglenies
45 45 37 43 20| Chrome:30SBELIC
36 43 44 20 32| IDEF-41¥2-BECD-2
62 76 8¢ £2 73| 7ASTEL2FTbLLEs
74 76 3R 2F I | Tlla - Nhropisd
8L 77 2E 83 & | edn.cutestpav.od
T4 ZF 7S 0 €€ mWp-content/upl

190 (37 34 3¢ 37 34 45
119 ?¢ 26 3¢ A2 21 02 37 10-5C €&
12463 &4 6E 2E 63 1§ 74 £35-7% 74
130 |65 3F 72 75 2D €3 6F 6E-74 &2

REFLERASARERSEE2E8ET
5
&

140 |6F €1 54 73 2F $2 §0 3132 27 30 96 2F 50 20 42 | cada/ROL/06/1-B
180 (72 8% 74 81 €9 8B 33 2370 6F #C BY €3 85 20 8¢ patmima-police-g
16| 6F 87 73 22 €F 68 2T 74-48 &% I 66 75 74 75 72 ege-of-the-futur
19365 22 6K 70 67 5 10 21-68 T4 W ¥3 3 33 2 IF |e.)pg_ihTieSi/S
188177 73 77 28 €7 §F 67 47-6C 65 JE 63 6F 8 IF 42w goayle. conit
189 6C €1 6F $8 2E €6 74 6D-&C QF 8D €A G0 90 00 ¢ | lamk.hi=l. )
188190 60 21 1 40 90 00 ¢9-20 00 80 93 G0 49 90 Q0| eeseon

These files are hidden, but using forensic software, shown here is FTK Imager Lite, you can easily view these files.
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Name

Size

ﬁ

[ Type | Date Modified |

L8B30
e -_IMages.jpeg

~& | [-Britains-police-dogs-of-the-future.jpg
__|._PagesDocument.pages
(5 ._Test Document.rtf
L+ TextWrangier 453.dmg

[ o .
T limaner inan

NTFS Index All...
Regular File
Reguiar File
Reguiar File
Regular File
Regular File

Reniilar Fila

11/3/2013 4:12:20 PM
11/3/2013 4:09:13 PM
11/3,2013 4:09:14 PM
11/3/2013 4:09:14 PM
11/3/2013 4:09:14 PM

11/3/2013 4:09:18 PM
11 R/M12 1.50-70 DAL

haly)
010
020
030
040
950
060
070
aec
09c
dal
gbo
Oc0
0do
Oel
020G
100
110
120
130
140
150
160
170
180
196
1a0

00
20
oo
Q1
00
[114]
a0
00
0o
72
tly
61
72
36
43
37
37
T4
63
6D
&6F
72
&F
65
17
6C
06

a5
20
32
iE
¢o
]
00
o0
co
61
00
64
65
3s
68
44
34
30
64
ZF
61
69
67
2E
77
61
0o

16
20
Q6
00
00
00
oo
00
15
§E
25
61
46
36
72
46
30
30
6E
77
64
74
73
6A
277
6E
01

o7
20
00
00
00
00
ce
00
&3
74
63
74
72
61
6F
46
37
A2
Z2E
70
73
61
2D
70
2E
6B
01

00
20
OF
00
ot
41
0o
0¢
&6F
69
6F
61
6F
64
6D
2D
34
01
63
2D
2F
69
6F
67
67
2E
00

02
20
BG
00
0o
54
00
00
€D
6E
6D
3A
6D
3B
65
34
45
02
75
63
32
6E
66
SF
6F
68
a0

6o
20
00
00
00
54
1le]
00
2E
€5
Z2E
6B
73
47
3B
31
31
SF
74
6F
30
73
2D
10
6F
74
00

00-4D
20-0C
00-00
06-00
00-00
52-00
F4-00
02-00
61-70
00-00
61-70
4D-44
20-30
6F-6F
38-44
46-32
32-46
10-5C
65-73
€E-74
31-32
2D-70
74-68
21-68
67-6C
6D-6C
00-00

61
02
02
oo
eld]
00
co
00
70
00
70
49
30
67
35
2D
34
68
4
65
2F
6F
65
74
65
o0&
0o

63
00
ot
00
00
00
00
]y

01
6C
74
30

3¢
38
30
74
70
6E
30
6C
2D
74
2E
0B
00

20
00
00
iy
g0
01
00
ce
65
0B
65
65
31
65
45
36
€2
74
61
74
36
698
66
70
63
L 7.3
03

4F
0o
OE
30
iy
6o
o0
00
2E
90
2E
6D
3B
5C
45
43
10
70
77
2F
2F
63
75
73
6F
00
g0

53
09
E2
oo
0o
co
o
a0
71
o0
6D
57
3s
78
37
44

3A
2E
75
&C
€5
74
3A
6D
00
o0

20
€0
co
GO
(1]
OE
20
00
75
00
65
68
32
32
43
2D
&9
2F
63
70
2D
2D
75
2F
2F
Go
ao

00

00|

- --com.apple.qua
| rantine
| »-tcom.apple.met
adata: kMDItemWhe
reFroms -0001;527
656ad; Google\x20
Chrome ; 8D58EE7C-
TDFF-41F2-86CD-2
T74074E12F40bplis
t0le - -_-\http://
cdn.cutestpaw.co
m/wWp-content/upl
oads/2012/06/1-B
ritaing-police-d
oge-of-the-futur
e.ipg_-'htrps://
wWwW . google, com/b
ilank.htnl--j-'-‘
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Portable OS X Related Artifacts
_Desktop Services Store - .DS_store

B-Tree Format

Used by Finder

e Window Preferences
e Icon Placement
e Trash — "Put Back” Capability

Created when Finder accesses a directory

Mae Forensic Analysis

© SANS
All Rights Resersed)

Everyone has seen those pervasive, almost annoying .DS_store files — they seem to be everywhere!

These files are created when the Finder application is used to view a directory. While all over OS X drives,
these files are copied along with files to external hard drives, thumb drives, or network drives. These files
implement a B-tree format and are used to save the Finder viewing settings. Settings such as what column is
used to sort by, icon placement, or perhaps of most interest is the Trash “Put Back” capability.

References:
hitp://search.cpan.org/~wiml/Mac-Finder-DSStore-0.95/DSStoreFormat.pod
https://wiki.mozilla.org/DS Store File Format
https://github.com/dscho/dsstore
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Portable OS X Related Artifacts
.DS_store Record Format

Variable Length - Filename (UTF-16 — double the byte length)

4-byte Filename Length

4-byte Structure ID
4-byte Data Type

4-byte Data Length

Variable Length - Data

Mace Forensic Analysis

Dach record in the .DS_store file can be identified by a UTF-16 filename. Just prior to this filcnamc is a 4-
byte filename length. These fields are followed by a 4-byte Structure ID, and 4-byte Data type. Some of these
Structure IDs and Data types have been documented in the reference pages below. The final part of the record is
the data size and data — this can be a variable size.

References:
http://search.cpan.org/~wiml/Mac-Finder-DSStore-0.95/DSStoreFormat.pod
https://wiki.mozilla.org/DS_Store File Format
https://github.com/dscho/dsstore
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Portable OS X Related Artifacts

.DS_store Record Format - Example

00 00 00 0B |00 veeeevs MH.3.3.y.B.P
5C 6F ¢ .e...j.p.gItocblob..

..... O.......=99....

. »i.Choa.t, JI.c.0

.n.sIlochblob....... i

N C 0 I.M

.G._.0.0.0.1._.2...]

Mac Forensic Analysis

Size (bytes)

Record 1 - Filename Size | 4 0x0000000B = 11 bytes

Record 1 - Filename Variable “HjjtBPe.jpg” (UTF-16 — length doubled)
Record 1 - Structure ID 4 “Iloc” (Icon Location)

Record 1 - Data Type 4 “blob”

Record 1 — Data Size 4 0x00000010 = 16

Record 1 - Data Variable 0x000000DA000000960000003DFFFF0000
Record 2 — Filename Size | 4 0x0000000B = 11 bytes

Record 2 - Filename Variable “iChat Icons” (UTF-16 — length doubled)
Record 2 — Structure ID 4 “Iloc” (lcon Location)

Record 2 — Data Type 4 “blob”

Record 2 - Data Size 4 0x00000010 = 16

Record 2 - Data Variable 0x000000CCO0000028FFFFFFFFFFFFO000
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Mac Forensic Analysis
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OS X Malware

“Macs gerrt do get hacked!”

Current Mac Malware Trends

e User initiated via social engineering
« Java Vulnerabilities

e Multi-platform Malware

e Many target NGOs

Intrusion & Malware Analysis

« Similar processes and techniques
» Different files and (some) different tools

Mac Forensic Analysis

Macs do in fact get hacked (every once in a while). Their popularity is opening up a whole new market for
attackers. Java vulnerabilities in particular have created a market that is creating multi-platform malware. Why
target just Windows users, when everyone who uses Java is vulnerable?

Mac malware on the whole is not as advanced as Windows malware, but frankly, it still gets the job done! A
user will click on just about anything given the right phishing e-mail. Most of the Mac malware currently out
there needs to be initiated by the user so the vector tends to be an attachment via an e-mail or a link to a
malicious website.

Analysis of a Mac malware intrusion is very similar to that of a Windows intrusion — the techniques and
processes are similar but the files and tools may be different.
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OS X Malware
Flashback

Infected 600,000+ systems

$10,000/day ad-click revenue
for attackers

Java Vulnerabilities

Fake Adobe Flash Installer

Drive- by— Download via Image Source; hitp://www.cultofmac,com/124840/new-flashback-
comprom ised Word press Blo gs 0s-x-trojan-is-in-the-wild-and-it-can-kill-os-xs-anti-malware-scams/

The Flashback malware infected more than 600,000 systems. In terms of Mac infections this was HUGE! The
Windows CodeRed infection rate was ~400,000. (Compared to current Windows infections, it’s a drop in the
bucket — but you get my point.)

This malware was used to generate ad-click revenue for the attackers and was delivered by a Java vulnerability
that showed up as a fake Adobe Flash installer.
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OS X Malware
CoinThief / StealthBit

8o [

- . i - ’ - - b O X
Installed Browser Extensions in =3 mwmm“-'-‘--*o -E-'i-i—"-’& Ia:
Safarl and Chrome Exversiom e Casted by sl -ty divabages 1 Cuthava e snd orr @ ) on

FERANCE T el O permACe.

N o oo

Buocks pop- up wandows and 9Llier anacpances.

o Erabiz Pop- i Wocker Vesrrad

“Pop-Up Blocker”
Snoops browser traffic for Bitcoin .
credentials (and other interesting N f
data) Il
(0 Updates |

Lot hudernages 7

J

Sends data to C2 Server

Image Source: http://www.thesafemac.corm/wp-
content/uploads/2014/02/CoinThief-extension.png

Mac Forensic Analysis

The CoinThief/StealthBit malware installed a browser extension to capture credentials to specific Bitcoin-
related websites. These credentials were then sent to a command and control server.

References:

http://readwrite.com/2014/02/10/stealthbit-mac-osx-trojan-malware-steals-bitcoins
http://www securemac.com/CoinThief-BitCoin-Trojan-Horse-MacOSX.php

124



OS X Malware
Wirelurker

Repackaged & Trojanized Third-party OS X Applications on Maiyadi App Store (Chinese)

Infects connected i0S devices via OS X using dynamically generated malicious apps
« Jailbroken and non-jailbroken

Persistence via LaunchDaemon

Uses Open Source Software libimobiledevice to monitor for USB connections

The Sims 3 42110 |

Internetionai Snocks+ 2012 22,359

Fro Evolution Socesr 2014 20,800 |

Payrtigno =l | 1mage Source:

ANy o A | https://www.paloaltonetworks,com
Spider 3 1n Jcontent/dam/paloaltonetworks-
NBA 2513 n13 com/en_US/assets/pdf/reports/Unit
GRID 0820 ‘ _42/unit42-wireiurker.pdf

Battiofokd! Bad Company 2 8,085

Two Worlts f Game of the Yar Edition 6461

O BANS,
Al Rights Rescevy

Mac Forensic Analysis

Wirelurker is significant because it uses infected OS X systems to (urther infect iOS devices. Both jailbroken
and non-jailbroken methods are used to infects the iDevices. OS X systems are initially infected by users
downloading trojanized third-party applications through Chinese app stores.

References:

https://www.paloaltonetworks.com/content/dam/paloaltonetworks-
com/en_US/assets/pdf/reports/Unit 42/unit42-wirelurker.pdf
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OS X Malware |

Crisis / Morcut

Rootkit & Spyware

Arrives as AdobeFlashPlayer.jar
» WebEnhancer.class

Cross-piatform (Windows!)

Backdoor Access: Screenshots, keylog, webcam, location, microphone, files, IM data, etc.

B e N e

The application’s digital signature cannot be
verified. De yon want to run the application?

Nama: WebEnhascer

Publishar: UNKNOWN

o

1 Abwarys truat content from this publisher, "_'- _"' ’\_,,,"“‘
wl ron with

™
which TPy POt your Pemaonal indormation 3¢ ish. Rus. Mo Wnformacion.
thh applicaien enfy if you tust tha publiher.

http://nakedsecurity.sophos.com/2012/07/25/mac-malware-crisis-on-mountain-lion-eve/

The Crisis/Morcut malware was interesting because it is cross-platform. This malware arrives via Java as
another fake Adobe Flash Player software.

This software creates backdoor access on the system and is reported to get access to take screenshots, install a
keylogger, and access the webcam, locational data, microphone, files, and instant messenger data.

One of the malicious Java .class files for this malware is named WebEnhancer.class.

References:
http://nakedsecurity.sophos.com/2012/07/25/mac-malware-crisis-on-mountain-lion-eve/
http://nakedsecurity.sophos.com/2012/07/26/mac-malware-spies-morcut-crisis/

http://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/OS X~Morcul-A/detailed-
analysis.aspx

http://www.intego.com/mac-security-blog/new-apple-mac-trojan-called-osxcrisis-discovered-by-intego-virus-
team/

http://www.symantec.com/connect/blogs/crisis-windows-sneaks-virtual-machines
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OS X Malware
KitM (Kumar-in-the-Mac)

Found on Angolan a em at Oslo Freedom Forumn

. Na% : o fhioe — bath —B0N1E .
Joes-Mac—winii~ joes codesign —dvvyv eucs.app/
Executablesslsers/joe/macs, app/Lontants/MacoSimacs

Edentifierncos. util fila

Eormat=bundte with Hach- universal (L3086 x66, 84}

Codelsroctory v=20108 3ize=1362 f1lopso0x@inone} haghes=§d+5 Locptionmembeddod
Hash typesshal 3ize=20

ChttshwhPand 2528 10 2R CERRIAANSRRCER I FRASATIRAR

Signature sizesf5l4

AuthoritysDoveloper 10 Application: Rajinder Kumar

Avshorityrbeveloper ID Cortdfication Authurisy

AuthoritymApple Heot CA

TimestaapeApr B, 2013 31:5Z:49 AH

Info.plist entries«22

Sepled Resnurcys culesed fEless2

Enternst requiresents count=l si2es=206
lues-Hac-glnii~ jors B

http://www.f-secure.com/weblog/archives/00002554.html

Mac Forensic Analysis

The Kumar-In-The-Mac or KitM malware was unique because it was the first major piece of malware that was
found signed by a legitimate Apple Developer ID.

This malware was found on another activist system at the Oslo Freedom Forum in Norway. The malware has
simple backdoor access and has the ability to take periodic screenshots of the system.
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e e— __

Intrusion Analysis

Internet

Autoruns History

Log
Analysis

Java Cache @ Temp Files

Volume File
Analysis Quarantine

Mac Forensic Analysis

SANS FORS508 does a really great job of walking an investigator through a Windows intrusion analysis. We can
use these same processes and techniques on a Mac intrusion analysis. The only difference is the file types and
tools used.

While most of these topics have already been covered in the class, such as Mac autoruns, Internet and e-mail,
log analysis, and volume analysis — there are a few more areas specific to finding Mac malware on a system.
These topics include temporary directories, Java cache files, and the file quarantine process.
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Temp & Cache Directories
/tmp, Java Temp & Cache

~/Library/Caches/Java/ or
~/Library/Application Support/Oracle/Java Deployment/

e /Cache, /tmp directories
¢ IDX, JAR Files

Mzae Forensic Analysis

Temporary directories such as /tmp and /var /tmp have a tendency to be locations where malware files or
decoy documents are written when malware is executed on the system, likely because they have permissions to
write in these locations.

Java cache files located in the ~/Library/Caches/Java/ directory may contain Java IDX and JAR files.
These files may need further investigations to determine if a Java-based piece of malware was executed on the
system. Java ARchive files, (JAR) files, are the binary that is executed on the system. The IDX files are a Java
index file that shows where the JAR file came from and other metadata.
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Java Temp & Cache
IDX File Contents

0000000: 0000 0000 025b 0000 0000 0000 0000 0001 ..... e
0000010: 28d8 2eaB 4000 0000 0000 0000 0000 0000 (...@...........
0000020: 0000 0000 0000 0000 0Qac 0000 0000 0000 ................

0000030: 0000 0GOO 0000 0000 0136 9959 1234 0000 ......... 6.Y.4..
0000040: 0000 0000 0000 0000 0000 0000 0000 0000 ................
0000050: 0000 0000 0000 0000 0000 0000 0136 9959 ............. 6.Y

0000060: 1234 0000 0000 0000 0000 0000 0000 0000 .4..............
0000070: 0000 0000 0000 0000 0000 000D 0000 0000 ................
0000080: 0000 003a 6874 7470 733a 2£2f 656c 6d2e ...:https://elm.
0000090: 7361 673 2e6f 7267 3a34 3433 2£65 6c6d sans.org:443/elm
00000a0: 636f 6a74 726f 6c2f 6c69 622f 3130 2e30 control/lib/10.0
00000b0: 2£76 6343 6170 7469 6f6e 2eba 6172 0000 /vcCaption.jar..
00000c0: 000b 3636 2e33 352e 3435 2e35 3000 0000 ..66.35.45.50...
00000d0: 0200 063c 6e75 6c6bc 3e00 0333 3032 0008 ...<null>..302..
00000e0: 4c6f 6361 7469 6f£6e 0042 6B74 7470 733a Location.Bhttps:
00000£0: 2£2f 656c 6d2e 7361 6e73 2e6f 7267 3a34 //elm.sans.org:4
0000100: 3433 2f65 6c6d 636f 6a@74 726f 6c2f 6c69 43/elmcontrol/li
0000110: 622f 3130 2e30 2£76 6343 6170 7469 6f6e b/10.0/vcCaptiocn
0000120: 2e6a 6172 2e70 6163 €b2e 677a .jar.pack.qgz

© SANS.
All Rigghas Resprweds

Mac Forensic Analysis

Java IDX files contain data such as IP or web address showing where the Java JAR file was downloaded from,
when it was downloaded, how large it is, file checksums, and the contents of the Java archive. Only some of the
data can be parsed by the human eye in the hex view of the file.

130



Brian Baskin’'s (@bbaskin)

IDX Parser

e Windows
Executable

or...

e Python
Script!

Brian Baskin (@bbaskin) developed a great IDX file parser that can be used on Windows platforms with a

nibble:CEIC2013 sledwards$ python ldx_parser.py 68bilb3cd-52490485, idx
Jpva IDX Purser -- version 1,3 -« by @bbaskin

IBX file: 68bibIcd-5240d485, idx 10X File Version §,03)

[#] Section 2 (Down'load History) found:

UBL: http://192.168.1.134/adobe. jar

IP: 192.168.1.134

<nutl»: HTTP/1.1 208 OK

content-tength: 1124562

last-modified: Fri, @7 Dec 2812 85:21123 GMT

content~type: spplication/java-archive

date: Wed, 86 Mar 2013 21:23:41 GMT

server; Apache/2,%.22 {Unix) DAV/Z wmod_s51/2.2,22 OpensSL/0.49.8r
deploy-request-content-type: applicstion/x-javas-archive

[»] Section 3 (Jar #Manifest} found:
Hanifest=Version: 1.9
Created-By: 1.6,8_ 24 (Sun Microsystems Inc.}

Nome: WebEnhamcer.class
SHAL-Digest: 35¢POWrd1lTIg0YS0FZEXCTPRpyl=

Name: mac
SHAT-Digest: fvpEryerdbCRyrelUT0oyv(TWjAVax

Name: win
SHAl-Digest: fHBTErxOtGERSsYCLqeBKYTSFYIws

Mac Forensic Analysis

windows executable or on most other platforms with a Python script.

The screenshot shows an example of an IDX file that contains information for the JAR file related to the Crisis
malware. The JAR file, named adobe . jar was downloaded from http://192.168.1.134 on March 6t
2013. This JAR file contains the WebEnhancer.class file as well as cross-platform binaries named ‘mac’

and ‘win’.

References:
http://github.com/Rurik/Java IDX Parser
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nibble:CEIC2013 sledwards$ python idx_parser.py 68blb3cd-5249d485. idx
Java IDX Parser -- version 1.3 -- by @bbaskin

IDX file: 68blb3cd-5249d485.idx (IDX File Version 6.03)

[»] Section 2 (Download History) found:

URL: http://7192.168.1.134/adobe. jar

IP: 192.168.1.134

<null>: HTTP/1.1 200 0K

content-length: 1124562

last-modified: Fri, 07 Dec 2012 ©5:21:22 GMT

content-type: application/java-archive

date: Wed, 06 Mar 2013 21:23:11 GMT

server: Apache/2.2.22 (Unix) DAV/2 mod_ss1/2.2.22 0penSSL/8.9.8r
deploy-request-content-type: application/x-java-archive

[%] Section 3 {(Jar Manifest) found:
Manifest-Version: 1.0
Created-By: 1.6.0_24 (Sun Microsystems Inc.)

Name: WebEnhancer.class
SHA1-Digest: SSgPOWmd11IgDYdOF2EXCTPRpyU=

Name: mac
SHA1-Digest: fvpEryer@QUCRvrcUIOyvQTWj4Vs=

Name: win
SHAl1-Digest: f6fErx0tGB8SSYClqcBKYTSFYIw=
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Antivirus
File Quarantine

Introduced in 10.5

Quarantines downloaded files

Applications (Browsers, E-mail, IM, Airdrop)

Weaknesses

* Files on USB drives
e Applications that do not implement File Quarantine

Mac Forensic Analysis

Apple introduced the concept of file quarantining in 10.5. It is a method that OS X uses to tag a file with where
it came from so it can be checked by the Xprotect anti-virus solution.

Files get quarantined if they are downloaded by applications that implement this feature. This can be checked by
looking at the LSFileQuarantineEnabled key in an Applications Info.plist file in the Application
bundle. If it is implemented, it will be set to ‘True’. Most popular web browsers and e-mail clients implement
this on the Mac today.

The File Quarantine method does have weaknesses. For instance, it does not quarantine files that are copied off
of thumb drives, or from applications that do not implement the File Quarantine functionality.
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Antivirus
File Quarantine Events SQLite Database

——

10.7+

¢ ~/Library/Preferences/com.apple.LaunchServices.
QuarantineEvents.V2

10.6

e ~/Library/Preferences/com.apple.LaunchServices.
QuarantineEvents

Mac Forensic Analysis

A SQLite database containing file quarantine data is located in the user’s ~/T.ibrary/Preferences
directory. On 10.6 systems, the database is named com.apple.LaunchServices.QuarantineEvents,
while on systems 10.7 and above, it has been upgraded to
com.apple.LaunchServices.QuarantineEvents.V2,
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Antivirus
File Quarantine Event Example

e Quarantine Events — LSQuarantineEvent Table

Database Column Example Data

LSQuarantineEventIdentifier 68F08939-EF7F-4326-BDA3-810542E43579
LSQuarantineTimeStamp 358820762.0

LSQuarantineAgentBundleldentifier | com.google.Chrome

LSQuarantineAgentName Google Chirome

LSQuarantineDataURLString http://ash.barebones.com/TextWrangler_4.0.dmg
LSQuarantineSenderName NULL

LSQuarantineSenderAddress NULL

LSQuarantineTypeNumber 0

LSQuarantineOriginTitle NULL

LSQuarantineQriginURLString http://www.barebones.com/products/textwrangler/
LSQuarantineQOriginAlias NULL

4 SANS,

All Rights Reseevall 3

Mac Forensic Analysis

An example ol a record in the File Quarantine Events database is shown above. This record has been exlracted from the
database and placed into this table for easier reading.

The information in the database can help an analyst determine where a certain file was downloaded from with related
information.

LSQuarantineEventIdentifier Unique Event Identifier GUID
LSQuarantineTimeStamp — Timestamp when file was quarantined (Mac Absolute Time/WebKit time,
seconds from 1/1/2001)
LSQuarantineAgentBundleTdentifier — Bundle 1D of the application that downloaded the file
LSQuarantineAgentName — Application that downloaded the file (e.g., Safari, Google Chrome, Mail)
LSQuarantineDataURLString — URL the file was actually downloaded from (may be different from the
URL used by the user to download the file)
LSQuarantineSenderName — Files downloaded from the Mail applications include the e-mail sender’s name.
Those downloaded from Airdrop will have the hostname sender system
LSQuarantineSenderAddress - Used in files downloaded from Mail application, E-mail Sender’s E-mail
Address
LSQuarantineTypeNumber — Quarantine Type

* 00— Web Browsers

« 1-—Xcode
* 2 - Apple Mail
*  6- Airdrop

LSQuarantineOriginTitle — Used in files downloaded from Mail, E-mail Subject
T.SQuarantineOriginlIRT.St ring — LRI, the nser visited to download the file (Rrowser); E-mail Server
Information

LSQuarantineOriginAlias — Unknown

Files sent via Airdrop will have the Agent Name “NetworkBrowserAgent
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Antivirus
XProtect

/System/Library/CoreServices/CoreTypes.bundle/Contents/Resources
» XProtect.meta.plist
» Last Update Date & Version (10.8/10.7)
» Java Minimum Version & Blacklisted Plugins
o XProtect.plist
e AV Signatures

Weaknesses

¢ Apple updates it, sometimes.

» Very few signatures on blacklist
» No Heuristics

¢ Only checks “quarantined” files
» Mac Only Threats

Mac Forensic Analysis

XProtect was introduced in 10.6. The XProtect system is Apple’s answer to anti-virus. Xprotect uses the
Xprotect.plist property list located in the

/System/Library/CoreServices/CoreTypes.bundle/Contents/Resources/ directory.
This property list contains signatures of well known threats for the Mac. The XProtect .meta.plist file
located in the same directory contains the date when this signature property list was last updated.

The XProtect system does have its weaknesses. For instance, it only gets updated when Apple decides to update
it. It is not meant to be updated by the user.

The signatures are limited, not only in quantity but in quality. These signatures do not use heuristics and only
serve to protect from Mac-related threats. Most Windows anti-virus products will scan for threats to other
operating systems.

The Xprotect system only checks those files that are file quarantined. Other files transferred from USB drives or
from network shares will not be checked.
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Antivirus
Xprotect — XProtect.plist
| 2 > [ |Xroteaplist NoSeeaion | P ———T]
Ky AAD 74 6D 70 F: 61 7516 68 68 7 ga /tmp/Taunch-hs™
¥ty R0 815 2F 74 6D 78 2F 6C 61 75 6E 63 68 2D 68 73 65  /tmp/launch-hse
Phemly 830 00 2F 74 6D 70 2F 0@ 23|21 2F 62 69|6E 2F 73 “/tmp/#l/bin/s
e s |095 68 BA 2F 746D 78 2F 6C|61 75 6E 63|68 2D 68  hiy/tmp/launch-h
Ll B6B 73 65 20 26 |6A 6F 70 65 6E 28 2F 74 6D 70 ZF  se 8hopen /tup/
shemis  |B75 66 69 6C 65/2E 64 6F 63120 26 DA BA/00 00 5F  file.doc ShAS_
» Item 16 898 5F 50 41 47 45 5A 45 B2 4F 66 @0 5F 5F 6D 68  _PAGEZERONM__mh
¥item 17 185 5F 65 78 65 63 75 74 65/5F 68 65 61/64 65 72 || _execute_header’
Description String 05X . Mdropper.i
¥ LaunchServices Gictionary (1 jtem)
LSitemContentType String com.microsoft.word.doc
¥ Marches Array (1 frem)
¥ ltem 0 Dletlonary (3 ltems)
» MatchFile Dictionary (1 hem)
MatchType String Match
Pattern String 2F746D702F6C617S6E6368206873002F74607C
» Item 18 Dictionary i3 tems}
Mac Forensic Analysis

The screenshots above show the XProlecl.plist property list file. The background screenshot shows the
whole property list. The inset screenshot shows an example of the of one of the signatures found for the
MacControl malware located in the Pattern key.
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N T —
mi | 4> | [ |XProtectplist) NoSelection |8
Key Type - : <m_um
» Item 10 P8 2F 79 6D 70 2F 6L 61 75 BE 63 68 2D 68 73 09 /tmp/launch-hs%
> ltem 11 915 2F 74 6D 78 2F 6C 61 75 6E 63 68 2D 68 73 65 /tmp/launch-hse
> Item 12 036 00 2F 74 6D 70 2F 00 23 21 2F 62 69 6E 2F 73  /tmp/~#!/bin/s
> ftem 13 P45 68 OA 2F 74 6D 78 2F 6C 61 75 6E 63 68 2D 68 hi/tmp/ launch-h
iteml4 1868 73 65 20 26 BA 6F 70 65 6E 20 2F 74 6D 78 2F  se S4open /tmp/
item 15 75 66 69 6C 65 2E 64 6F 63/20 26 OA BA 8O 00 5F file.doc S
>heml1S  |g9p 5F 50 41 47 45 5A 45 52 4F 00 08 5F 5F 6D 68  _PAGEZERO“__mh
vieml17? 185 BF 65 78 65 63 75 74 65 5F 68 65 61 64 6§72 | _execute_header
Description ————
¥ LaunchServices Dictionary (1 item}
LSitemContentType String com.microsoft.word.doc

¥ Matches Array {1 item}

¥item O Dictionary {3 itemns)

» MatchfFile Dictionary {1 item;

MatchType String Match
Pattern String 2F746D702F6C61756E63682D6873002F746D7(
» Item 18 Dictionary {3 items)
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Antivirus
Gatekeeper Preferences

— . GO FleVault  Firewall | Privacy —
A login password has been set for this user | Change Password..,
¥ Require password | immediately | after sleap or screen saver begins
_ Show a massage whan the screen s locked  Set Lotk Marsags .
™ Disable automatic lagin
Allow applications downloaded from:
_/ Mac App Store
_ Mae App Stare and identified develogpers
(%) Anywhere
d] Click the lock to prevent further changes. | Advanced.. \7)

Mac Forensic Analvsis

The screenshot shows the Gatekeeper settings in the Securily & Privacy Preferences panel.
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Antivirus
GateKeeper

Introduced in 10.7.5
Anti-malware Feature
Application Execution Restrictions

Security Settings

¢ Mac App Store

» Users can only run apps from the store.
¢ Mac App Store & Identified Developers

¢ Default Setting (10.8+)

e Users can only run software signed using Apple Developer ID
* Anywhere

e Default Setting (10.7.5)

s Users can run anything from anywhere

Mac Forensic Analysis

Gatekeeper was introduced 10.7.5. This functionality allowed the user to choose the level of security used when
downloading applications from the Internet. Three options existed for the user to choose from.

* Mac App Store — Only allow applications to open that were downloaded from the Mac App Store

»  Mac App Store and identified developers — Default selection in 10.8+. This limits applications to
open only if they came from the Mac App Store or signed with an Apple Developer ID

* Anywhere — Default selection in 10.7.5. This will allow applications downloaded from anywhere to
open.
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Mac Forensic Analysis
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Access data from anywhere on a Mac, iDevice, or web browser
(10.7.2+ & i0S 5+)

e Documents, Contacts, Calendar, Music, Photos, E-mail

Data is backed up to Apple servers

Replaced MobileMe

Each iCloud Account has a Person ID

“Ubiquity” = Found Everywhere

Mac Forensic Analysis

iCloud is the term used for Apple’s cloud services. iCloud has the ability to access data anywhere including
documents, contacts, calendar, music, photos, and e-mail.

iCloud can be accessed natively from any OS X system (10.7.2+) , iOS device (5+), or from a web browser (via
iCloud.com). 'This data is stored on Apple servers. Rumor is that they may be using Amazon and Microsoft
cloud servers on the backend.

iCloud replaces the previous incarnation of Apple cloud services MobileMe when it came out in 10.7.2.

Each iCloud account uses a unique identifier known as a Person ID.

One term you will see often in almost everything related to iCloud is “Ubiquity” which means “tound
everywhere”. iCloud documents, e-mail, contacts, etc., are meant to be accessible everywhere.
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iCloud — Synced Accounts

~/Library/Application Support/iClo

ud/Accounts/

nibblesAccounts siledwards$ pwd
JUsers/sledwards/Library/Appiication Suppart/iCloud/Accounts
nibbletAccounts sledwardss 1s -1

total 32

~rw-r=~r-- 1 sledwsrds staff 3328 Sep 21 18:45 247D

lrwxr-xr-x 1 sledwards staff 18 0ct 5 2012 ismevitwin@icloud.com -> ,/24
Trwxr-xr-x 1 sledwards statt 10 Jul 19 2912 iamevitwin@me.com —> /247
Lrvigr-xr=x 1 sledwards staff 10 Jul 19 2912 oompagcsh.rit.edy -»> . /247

Mac Forensic Analysis

The iCloud Person ID number is the unique number associated with a user’s iCloud account.

Shown in the screenshot above are the files located in the users ~/Library/Application

Support/iCloud/Accounts/ directory. This directory contains a file with a numeric filename. This

number is the user’s iCloud Person ID. This iCloud ID has been redacted for privacy reasons.

This directory also contains link files that point to the numeric filename. Each link is an e-mail associated with

that user’s iCloud account. This iCloud account has been associated with three e-mail accounts.
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iCloud — Mobile Documents
~/Library/Mobile Documents/

bash-3.28 pwd
fUsers/foompa/iibrary/Mobile Documents
bash~3.28 tree <L 2 .

com~apple~Keynote
— Documents

iWorkp
& Documents b o
L Documents
com~applesNushers

« iWork, TextEdit, Notes, Preview, e
etc. 1S
- com~apple~Preview

Extended Attributes of omtmmte et

-~ Documents

Mobile Documents directory ||IESREESEc

« com.apple.ubd.prsid = iCloud g

P ID — car~apple~shoebox
Documents
erson [ UbiquitousCards
cor~apple~systen~spotlight
L— adlabels

Local Storage of iCloud Data

~ Mac Forensic Analysis

iCloud has the ability to store documents from a variety of applications including iWork, TextEdit, and Notes.
Copies of these files are stored on an OS X system in the ~/Library/Mobile Documents/ directory.

The screenshot shows a tree command output of the Mobile Documents directory. Each application has its
own directory named with the reverse DNS naming scheme as shown before, but with tildes (~) instead of
periods. For example the TextEdit documents are stored in a directory named com~apple~TextEdit. The
documents will be stored in the Documents sub-directory. iWork applications (Pages, Numbers, Keynote)
contain another sub-directory, iWorkPreviews, that contain JPG document previews of each document.

Another way to determine an iCloud Person ID from these documents is to view their extended attributes. The
attribute com. apple.ubd.prsid contains this numeric identifier.
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bash-3.2# pwd
/Users/oompa/Library/Mobile Documents
bash-3.2# tree ~-L 2 .

com~apple~Keynote

- Documents

— iWorkPreviews

com~apple~Notes
Documents

com~apple~Numbers

- Documents

— iWorkPreviews

com~app le~Pages

- Documents

— iWorkPreviews

com~apple~Preview
Documents

com~apple~TextEdit
Documents

com~apple~TextInput

- Dictionaries

- Documents

L Documents
com~apple~shoebox

— Documents
UbiquitousCards
com~apple~system~spotlight
L— mdlabels
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iICloud — Synced Preferences
~/Library/SyncedPreferences

Synced Preferences for Safari & Mail

Configuration File:

« com.apple.syncedpreferences.plist

Bundle Locations:

» ~/Library/SyncedPreferences/ or
» ~/Library/Containers/<bundle_id>/Data/Library/SyncedPreferences

U SANS,
All Righas Keseritd.

Mac Forensic Analysis

iCloud sync preferences are stored in the ~/Library/SyncedPreferences/ directory. These are the
technical details on how iCloud syncs with the Apple servers to sync the data across all devices.

The main configuration data can be found in the com.apple.syncedpreferences.plist file.

The Safari and Mail applications each have their own property list with their associated preferences. These files
may be located in either the ~/Library/SyncedPreferences/ directory itself or in the sandbox
container directory located in the

~/Library/Containers/<bundle id>/Data/Library/SyncedPreferences/.
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iCloud — Safari SyncedPreferences
. .
com.apple.Safari.plist
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Mac Forensic Analysis

The synced preferences for the Safari application arc found in the com. apple.Safari.plist file. While
there are many keys, those of particular interest to a forensic investigator are those that are associated with the
synced devices and Safari iCloud tabs.

The screenshot on the left shows what these iCloud Tabs look like in a Safari web browser. Two other devices
miPhonc5s and nibblc (an iPhone and laptop) are synced to this device (another computer).

Safari stores the open tabs of the Safari application for other computers or iDevices. In this file, under a GUID
for each synced device, is a value key with the following subkeys:

* LastModi fied — Last modification of the data inside the GUID key (same as the t imestamp
subkey)

* DeviceName — Synced device name (i.e., hostname)

Also stored here are each tab, under the Tabs key array. Each Safari tab has a stored URT, and Ti t1e key that
contains the URL and the title of the webpage associated with it.
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ey — Type Value
¥ Root [+] Dictlonary = (4 ltems)
versionid String FT = -@RU=8326b97-4f49-46ch-Bebf-99bb3e56310b@S5 = 1 LB40
injtiatsync Number 1
changecount Number 256
v values Dictionary O3 e}
¥ 199EC7F7-~49FA-405E-B426-F26FFOEFBLLF Dictionary i3 stemsy
v valise Dictionary {3 emst
LastModified Date Qe 27, 2813 7:39:34 PM
DeviceName String miPhoneSs
¥ Tabs Array {5 ey
pleem Cictisnary {2 stems}
b itens L Bictionary {F Bomsl
P ltem 2 Dicticnary £2 iremg}
»item 3 Dictionary £2 pemgs
» lterm 4 Bictionary {2 items
rematevalue Data <01f91aG0 bedb 1418 00000000 62706¢69 73743030 d3010203
timestamp Number 404,609,974
b B4BHCD2B-3522-48CC-87D7-6024ABRBARSA  Dictionary £3 items}
¥ B8507F825-0AL0-46C6-922F-FIEIF4C32CA8  Dictionary i3 el
¥ vahiie Dictionary 43 Bemst
LasiModified Date Qer 27,2013 7:35:23 PM
BeviceName String nibbie
¥ Tabs Array {5 remsi
vltem G Dictionary £2 Remex
URL Streng histg: f 7w loicats.com
Title String LOLCats - Funny tat pictures
v item 1 Dictionary {2 iesnss
URL Suring hitps fimaps.google.com/
Title String Google Maps
w ey 2 Dictionary {2 itees
URL String http: } pevew wikipegin.org/
Title Stnng Wikipedia
¥ jtem 3 Bictionary {7 Reras}
URL String http:/ fappleexaminer.com/
Title String AppleExaminer Home
¥ item 4 Bictionary {2 itermnst
URL String hiep: 2 fappleexaminer.com/files/98a9¢c952 344b3ecal9ba00029a
Title Srring Volatility for O5 X | 05 X, Analysis | The Apple Examiner
remstevatue Data <919a3503 6fdb1d18 00000000 52706¢69 73743030 d3010203
timesiamp Number 404,609,903

iCloud Tabs
miPheness

€3 iPad mini with Retina display - Apple Store for...
€A Faverites

%R shmooCon 2014 - January 17-19 - CFP

€9 New features, new fixes: OS X Server's six-mo

63 Security B-Sices Delaware 2013 CFP
nibble

) LOLCazs - Funny cat pictures

€3 Google Maps

6 wikipedia

€3 AppleExarminer Home

€3 Volatility for OS X | OS X, Analysis i The Apple
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iCloud — Mail SyncedPreferences
com.apple.mail-com.apple.mail.recents.plist

E-mail Recipients, Message Dates, E-mail Addresses

Key Type Value
¥ foot Dictionary 4 itamaj
versionid String FT=-@AU=dB32659f-4£49~-46Cb-Re6T-90bb 396 3 AbPs =L 1763
inigaisync Number 1
changecount Number 412
¥ valees Biczionary 1180 eemsh
» MR _4F710E447A0F032F?05241CDSDC0B02E  Dictionary 13 terns}
» MR_31472A0F$1CO2€0AL 124D 2DOBAZ2A0  Dictionary (3 itama}
W MR_CS868028492EE3531962699BSSIFDIJE Dictionary (3 iverns}
wyalue Digtionary (4 itams}
re Array (2 items}
iRent 0 Oate May 22, 2012 8:50:38 P
Item 1 Date May 23, 2032 7:59:48 PM
n String Woot Member Services
a String service@woot.com
¥ Numbeae b8
feraotevalye Daxa, 4B1euLs08 327MLd 13 0000004 62706¢8$ 73T43036 44010203
timestamp Number 365,782,018
> MR ICOD4488A33980ASARCBAT7RIESD520  Distionary €3 iany)
» MR ZFEFSRT 7707235 DFFFIIABECIBABEBAZ Dictionary £3 ikems)
» MR _BDOFFS655CC 754397 2A3666CE73B56DE  Dictionary % lkerns)

Mac Forensic Analysis

The synced preferences for the Mail application are found in a few property lists. The onc shown above is the
com.apple.mail-com.apple.mail.recents.plist property list file.

This property list contains data about the “recent” e-mail contacts. Fortunately for us, in reality, it contains even
not-so-recent e-mail contacts! Note the value count for the values key — 180 items!

Each key under the values key (MR _*) contains information pertaining to an e-mail contact with multiple keys.
* t — Timestamps of previous e-mails
* n— Contact Name
* a— Contact’s E-mail Address
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Key
¥ Root
versionid
initialsync
changecount
¥ values
» MR_4F710E447A0F032F705241CD50DC08B028
> MR_3472A0F53C02E0AE3124DF2D082D22A0
v MR_CSB68D28492EE3531962699B559FD19E
vvalue
vt
item O
item 1
n
a
v
remotevalue
timestamp
> MR_3COD4488A31980ASAECBAS711E459528B
> MR_7FEF987770723SDFFF93ABECIGABBB4Y2
» MR_BDDFF9655C(C7543972A3666C871856DE

Type
Dictionary
String
Number
Number
Dictionary
Dictionary
Dictlonary
Dictionary
Dictionary
Array
Date
Date
String
String
Number
Data
Number
Dictionary
Dictionary
Dictionary

Value

{4 items)
FT=-@RU=d8326b9f-4f49-46cb-Be6f-99bb3e963f3b@S=11763
1

412

{180 items)

(3 items)

(3 items)

(3 items)

(4 items)

(2 items)

May 22, 2012 8:50:38 PM

May 21, 2012 7:59:48 PM

Woot Member Services

service@woot.com

1

<01eaca08 527fcdlS 00000000 62706¢69 73743030 d4010203 0
365,789,010

(3 items)

(3 items)

(3 items)
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iCloud — Mail SyncedPreferences
com.apple.mail-com.apple.mail.vipsenders.plist

VIP E-mail Recipients & E-mail Address

ey Type Value
¥ Reot Dictionary I4 items}
versionid String FTw~@RU=d8326b91-4f49-46¢b-Be6(-99bh3e 96 1f0b@S ~ 1 1OAS
inittalsync Number a
changecount Number 2
¥ values Dictionary (X itern}
YVIP_99a05¢35-1194-4272-802¢-56d2372632¢) Dictionary i3 terns)
wvale Dictionary i3 jeems)
n String Rob Lee
v Number 1
s Array 1 item)
Item G String Fiee@sans.arg
temotevallie Cata <@18ab?0b 2¢ab0ci8 00000000 62 706289 73243030 dI010203 G40Y)
tirvestarmp Nuraber 403,483,516

Mac Forensic Analysis

The com.apple.mail com.apple.mail.vipsenders.plist property list contains the contacts that
the user marked as VIP e-mail contacts.

Under the key marked with a VIP (VIP_*) contains more single lettered keys:

e n-— Contact Name
* a— Contact’s E-mail Address
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Key
¥ Root

versionid

initialsync

changecount

¥ values
YVIP_99205¢35~1194-4272-802c-56da372632el
v value

Dictionary
String
Number
Number
Dictionary
Dictionary
Dictionary
String
Number

String

Number

Value

{4 items)

FT ._.s@xclawwumaw?ﬁxwubmnc..wom?owckuwawmwc@wl 11083
0

2

(1 item)

(3 items)

(3 items)

Rob Lee

1

(1 item)

riee@sans.org

<018ab70b 7cabOc18 00000000 62706c69 73743030 d3010203 0405
403,483,516
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iCloud - item-info.db [1]
MApplication Support/Ubiquity

nibble:Ubiquity sledwardss tree ~a .
L— peer-1956BE38-4014-EEE3-2435-97F111CCA3F3-v23
=
ChunkStoreDatabase
ChunkStoreDatabase-wal
conflg
control~even
control-odd
item-inte.dh
path_rules_ vl
TABLE peer_oames Search | | ShowAll |
rowid wuid narne :h.\nge_id
2 6386E206- ABCS-4100-62C4-137650D7C681  |iCioud lo
3 FEBBLDIC-AIB0O-1210-DI9A-9BCE41281647 bt o
4 BEOBC420-45A5-FSFS-BOAB-B468002C738D [byte to
8 FT43B48C-D702-915F-1525-D04F447AD4BD  |miPhoneds [0
9 | 38485045 - AEAF- 182A-EC83-368B86EFBOSDA [nibbleblah  |1407374883553624
10 |F2265FCF -AQAS-F495-372A-GEDESOBCSE08 bit 1688840860264194
|SGEEFABL-7A5E-4D67-9836-I1AAEA4DSABE  |miPhoneds  [2533274700396162
AED73027-CCAE-452A-AGD0-0ATASSFBAIFS miPhone5s 2B14745757100814
18 |1o500038 4914 CEE3 2435 97r111CCRIFI it |201a74078711277
19 |DC711849-0C49-C819-8E70-7SE417856547  ellingson  |1970324836974950

© SANS,
Al Righis R

Mac Forensic Analysis

The top screenshot shows a trec command output of the ~/Library/Application
Support/Ubiquity/ directory. Each peer directory contains a chunk store database (more on that later
when we talk about Versions), configuration data files and a SQLite database, item—-info.db. This database
contains details about the synced documents and the device with which they are synced. The config file
contains the iCloud person ID.

The bottom screenshot shows an example of the peer names table. This table contains all the iCloud peers or
devices that are configured to sync with a particular iCloud account. Of particular interest is that this database
also contains peers that are no longer in use — it appears that it keeps a history of synced device names!
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nibble:Ubiquity sledwards$ tree -a .

L— peer-1958BE38-4914-EEE3-2435

T -nm

config
control-even
control-odd
item-info.db
path_rules_v1

RERR

ChunkStoreDatabase
ChunkStoreDatabase-wal

-97F111CCB3F3-va23

TABLE peer_names [ search | [ ShowaAll |

rowid

vuid
6386E206-ABCS-41DB-82C4-13765DD7C681
FEB81D1C-A380-1210-D99A-9BC6412B1647
BEOB8C420-45AS-FSF9-BDAB-B46B002C738D
F743848C-D702-915F-1525-D04F447AD48BD
384B6D45-AEAF-182A-EC83-368B6FFBOSDA
F2265FCF-AOAS-F495-372A-6EOE898C5698
S66EFABE-7AS58B-4D67-9838-31AAEA4D5688

195BBE38-4914-EEE3-2435-97F111CCB3F3
DC711849-0C49-C819-8E70-75E417856547

AED73627-CCBE-452A-A6D0-0A7AS4EBA3F9 miPhoneSs

name
iCloud

bit

byte
miPhone4$S
nibble.blah
bit
miPhone4S

|nibble
_o_::omos

change_id
0
0
0
0
1407374883553624
1688849860264194
2533274790396162
2814749767106818
281474976711277
1970324836974950
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iCloud — item-info.db [2]
~/Library/Application Support/Ubiquity

1. ivers_id ¢ irmegrer ¥ faarairiee . T8
1. change_id ( inager ) [IEAR8404007 1pa s L 1§
3 la ek {evpey [ i d]
« st o iorper *i
1. root_id (ranger } Esisipmiaaises ] & &
6. M 0 (uovegur | frien ok
7, ower_ld { o ) E 196

B et aximton it { integer §

. uize { imper )
1D, satiy_size ( fotager }

1. Weviarma | deat b

12. ool foename { st )
15, checsum ( binpyG 1} ) EBISS PN 8| 00 METTRREF SN 011 1 | EIPRRT

L vzt ot )

IS, Syt f emrger ) £ ied
38— — 1 [hrnes T4
ST il { g ) [12)1 7 b
1 pha reo0d ) E el

Mac Forensic Analysis

The item table table of the item-info.db databasc contains mctadata of the synced documents. The
example shown above contains the metadata for the file “blah. rt £”. This view was created using the Firefox
SQLite Database manager plugin.

The following fields of this table are of particular interest to forensic investigators:
e size —File Size
* xattr_size - Size of the extended attributes
* filename — Document Filename

* mtime — Modified Timestamp
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1. item_id { integer ) [281474976710951 | & @
2. change_id (integer ) [1688849860264283 | & d
3. local_rank ( integer ) [3oo | &0
4, parent_id ( integer ) |1407374883553554 | &0
s. root_id ( integer ) [562949953421568 | 0
6. file_id ( integer ) [026898 | & 0
7. owner_ld (integer ) |6 | 0
8. last_editor_id ( integer)  |1688849860264283 | @ )
9. size (integer ) 300 | U
10. xattr_size ( integer ) 120 | & d
11. filename ( text ) [blah.rtf | o0
12. local_filename (text) [Empty string | @ @]
13. checksum ( binary(21)) [X'01E619526917D12E2ESOBEF8B2E7181131E7EFEBAE | oy () [l X
14. state (integer ) [38655819776 | & @
15. type_id { integer ) 1L | 0
16. mtime ( integer ) [1357524850 | @
17. mode ( integer ) [33188 | &9
18. pkg_root_id ( integer) |0 | U
19. hardlink_id (integer) [0 | &1
20. membership_count ( integer) |0 | @
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iCloud - Logs
~/Library/Logs/Ubiquity/ubiquity.log

[ERAORT 36667bdef66e2 {13/11/02 11:3%9;16,099] {195BBEI8}

2@8.com.apple,udbiquity.SRConnection. calloyts. 0x719851c11216 service_get_reguested_path_status:344
can't find item fgr path '/Users/sledwards/Library/Mobile Documents/com-appie~TextEdit/Pocuments/
Untitled Z.r21" {_‘

[warn] 36687b97cB64e [13/11/02 11:39:156.166) {I956BE38} 208.¢sevents update_item_unsafe:2763
unlocked! fields (change-id|root-i¢ilocai- rankiﬂte-idlowner—idl{ast-veditor-m|s£ze|ea—size§
checksur |state|mod=-time) of item i.axaealacaaaeaeain c:Bx0o0100000000

|0x0205002000000112 r:0x0002020000000100 »10x000102000008021h| n:"Untitled 2.rtf"|s.{mem§
hidden-ext] 7:12409199[2:314] eaz:178 ¢t:1383486756 nd:@6dB/-Tw-T——T—— CK:
2197ac6b9b7de789b8574a59bee fe@acdeld37eede  orig-s: (deadjhidden—ext)

[ERROR] 3660ad58T84ef [13/11/02 11:39:29.522] {195BBE38}

2ed.com.apple.ubiquity.SRConnection. callouts.@x7fa8%1c11ail service_get_requested_path_status:344
can't find item !or path '/fUsers/sledwards/Library/Mobile Documents/comapplesTextEdit/Documents/

iCloudPTW, ri ¢!

[ERROR] 3660ad5da9978 [13/11/02 11:39:29.527] {195BBE3E}

268 .com, spple, uhiquity, SRConnection. callouts, 0x7faB9Icl1a10 service_get reguested_path_status:344
can't find item for path '/Users/sledwards/Library/Hobile Documents/com-applesTextEdit/Documents/
iCTLoudFTH, ret!

Mac Forensiec Analysis

iCloud also keeps log files in the ~/Library/Logs/Ubiquity/ directory. The ubiquity. log file

contains on-disk file paths to synced documents with associated metadata.

The example in the screenshot provided shows one RTF file that started with the name “Untitled 2.rtf”,
and was saved with another filename “iCloudiI'W. rt £”. The metadata attributes are named with a shortened

pattern, of note are the following file attributes:

¢ n - Filename

ez —File Size

* mt — Modified Time
* ct — Create Time

* md - Metadata

These logs can allow an investigator to discover other documents that may be of importance to them and when

they were created and synced.
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[ERROR] 366@7b4ef66e2 [13/11/02 11:39:16.09@] {195BBE38}
200.com.apple.ubiquity.SRConnection.callouts.®x7faB91c11a1@ service_get_requested_path_status:344
can't find item for path '/Users/sledwards/Library/Mobile Documents/com~apple~TextEdit/Documents/
Untitled 2.rtf’

(warn] 36687b97c864e [13/11/062 11:39:16.166] {195BBE38} 20@.fsevents update_item_unsafe:2763
unlocked! fields (change-id|root-id|local-rank|file-idjowner—id|last-editor-id|size|ea-size|
checksum|state|mod-time) of item i:0x0001000000000124 c:0x00010000000002fb rk:1658 p:
0x0005000000000112 r:0x000200000000010¢ o0:0x0001 le:0x00010000000002fb n:"Untitled 2.rtf" s:(meta]
hidden-ext) f:12409199 2:314 eaz:178 mt:1383486756 ct:1383406756 md:0644/-rw-r—r—— ck:
0197ac6b9b7de709b8574a59beefePacdeld37eelde orig-s:(dead|hidden-ext)

[ERROR] 3660ad58f84ef [13/11/02 11:39:29.522] {195BBE38}
209.com.apple.ubiquity.SRConnection.callouts.0x?fa891c11a10 service_get_requested_path_status:344
can't find item for path '/Users/sledwards/Library/Mobile Documents/com~apple~TextEdit/Documents/
iCloudFTW. rtf

[ERROR] 3660ad5da9978 (13/11/02 11:39:29.527] {195BBE38}
200.com.apple.ubiquity.SRConnection.callouts.0x7fa891c11a10 service_get_requested_path_status:344
can't find item for path '/Users/sledwards/Library/Mobile Documents/com~apple~TextEdit/Documents/
1CloudFTW. rtf’
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iCloud - Logs
~[Library/Logs/Ubiquity/ubiquity-digest.log

136:13.483) Sending IS items to T illoud”

[13/21/02 11:36:13.819) iCloud waents us te upload 7 items

[313/23/92 11:36:15.347) uploaded *id:6x00010000858082e3"' in package 'id:0x08019080099602de' to illoud
[13/11/02 113:36:15.358] uploaded 'id:6x20010000000002e1" in package 'id;0x00010080000002de’ to ifloud
[13/1%/02 11:36:15.351) uploaded *id:0x00010000008B82e5" in packsge 'id:0x84010000000802de’ to iCloud
[13/11/82 11:36:15,351] uploaded id:Gx60910000060092dd to iCloud

[13/13/02 11:36:15.352] uploaded 'id:$x040120000820082e2' in packaege 'id:0x80012000000802de’ to iCloud
[13/11/62 11:36:15.352] uploaded ‘id:expeslenneeenazea’ in package °id:0x06O@12000000802de’ to iClowd
(13711702 11:36:15,352] upleaded 'id:6x08010000000082¢4" in package 'id:0x04010800000822de’ to ifloud
11:36115,681) Received 15 item updates frem *iCloud™

[13/23/62 31:36:26,48%] Sending 15 items to “iCkoyg"

[13/23/02 %12:36:26.553] illoud wants us to upload 6 items

(23715202 11:36:22.831) uploaded '1d:Bx00010000600002e1" in package 'id;0xP0010060000802de’ to iCloud
[13/13/92 13:36:27.835] uploaded 'id:Bx00010000006002e5° in packsge 'id:0x80010006000982de’ to iClaud
[13/21/02 11:36:27.837] uvploaded *'1id:Bx80010Q00080082e3" in package 'id:BxP0610080800802de’ to illaud
£13/21/02 11:36:27.837] uploaded 'id:Bx00510000200082e2" in package 'id:OxBER10000090842de’ to iCloud
[13/41/782 11:36:27.838] uploaded id:8x30310000008002de to iCloyd

[13/11/02 11:36:27.838] uploaded 'id;0x00010000000082e3" in package 'id;0x08010800000602de’' to ifloud
[13711/82 11:36:29, 18R] Received 15 itew updates frem ”iCloud”

[13/11/62 11:39:18.172) Sending 1 items to "iCloud"

[13/11/02 11:39:19.373) iCloud wants us to upload 1 items

[33/11/02 11:39:20,0848)] uploaded id:9x0001062000000124 to iCloud

[13/11762 11:39:20.142] Recefved 1 item updates from “iCloud"

[13/11/862 11:39:31.648] Sending 2 items to “iCloud”

[13/11/02 11:39:31,768] Received 1 item updates froa "iCleud™

—
=
ed
~
3
=
~
2
N

Another log located in the ~/Tibrary/Logs/Ubiquity/ directory, is the ubiquilty-digesl.log.
This log file shows when files are synced to and from the iCloud servers.

The highlighted section (in blue) is congruent syncing of the iCloudFTW.rtf file used in the previous slide
example. We’ll have to do some timeline analysis to determine what tile was uploaded (or which files were
downloaded) from the iCloud servers.

The non-highlighted log entries show a Pages document being uploaded to the servers. The amount of items
uploaded is far more than the single RTF file — this is because a Pages document is a package file. It contains
multiple files in one Pages document, therefore it must upload multiple files. This distinction can give an
examiner an idea of what might have been uploaded at a certain time.
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[13711/02
(13711702
[13/11/02
(13711702
(13711702
(13711702
{13/11/02
(13/11/02
(13/11/02
[13/11/02
(13/711/02
(13711702
(13711702
(13711702
(13711/02
(13711702
(13711702
[13/11/@2
[13/711/02
[13/11/02
(13711702
[13/711/02
[13/11/02
[13711/02

3]
pH wo 13.819)
11:36:15.347]
11:36:15.350)
11:36:15.351)
11:36:15.351]
11:36:15.352]
11:36:15.352]
11:36:15.352]
11:36:15.601}
11:36:26.401)
11:36:26.553)
11:36:27.831)
11:36:27.835]
11:36:27.837]
11:36:27.837]
11:36:27.838}
11:36:27.838]
11:36:29.188]
11:39:18.172}
11:39:19.373}
11:39:20.048)
11:39:20.142)
11:39:31.648)
11:39:31.760)

Sending 15 items to

"iCloud™

iCloud wants us to upload 7 items

uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
Received

'id: 0x00010000000002e3"' 1in package
'id:0x00010000000002¢1' in package
'id:0x00010000000002eS' in package
1d:0x00010000000002dd to iCloud
'id:0x00012000000002e2' in package
'id:0x00010000000002ea’' in package
'id:0x000100000000802e¢9' in package
15 item updates from "iCloud"

Sending 15 items to "“iCloud"
iCloud wants us to upload b items

uploaded
uploaded
uploaded
uploaded
uploaded
uploaded
Received

'id:0x00010000000002e1’' in package
‘id:0x00010000000002e5' in package
‘id:0x00010000000002¢9' in package
‘id:0x00010000000002¢2' in package
id:9x00010000000002dd to iCloud
'id:0x00010000000002e¢a' in package
15 item updates from :pnﬁoca:

Sending 1 items to "iCloud"
iCloud wants us to upload 1 items

uploaded

id:0x0001000000000124 to iCloud

Received 1 item updates from snhpocas
Sending 2 items to “iCloud”
Received 1 item updates from :»ﬁpocma

'id:0x00010000000002de '
'id:@ex00010000000002de’
'id:0x00010000000002de"’

'id:@x00010000000002de’
'id:9x00010000000002de "’
'id:9x00010000000002de '

‘id: 0x00010000000002de "
‘id: 0x00010000000002de "’
‘id:9x00010000000002de '
'id:0x00010000000002de "’

'id:0x00010000000002de "’

to
to
to

to
to
to

iCloud
iCloud
iCloud

iCloud
iCloud
iCloud

iCloud
iCloud
iCloud
iCloud

iCloud
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iCloud — Photo Stream
~/Library/Application Support/iLifeAssetManagement/

Mac Forensic Analysis

Photos taken with iDevices and synced with iCloud are called a users Photo Stream. The Photo Stream is
updated in near real-time and can be shared with other users. A user can access their Photo Stream by clicking
on “Photo Stream” in the iPhoto sidebar (as shown above).

References:

http://www.apple.com/icloud/icloud-photo-sharing.html
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LIBRARY
X Events
[&d Pnotos
L Faces

& Places

RECENT

£ eBay

2 Last 12 Months
Q@ Lastimport
1® Fiagged

¥ Trash

All Photo Streams

__iPhoto

m My Photo Stream

ﬁ.mi _
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iCloud — Photo Stream
~/Library/Application Support/iLifeAssetManagement/

bash~3,2# pwd

/Users/stedwards/iibrary/Application Support/iLifeAssetManagement
bash-3.2# tree -L 2 .

DataModelWersion,plist

ILiteassetManagemant.db

It.ifeAssetManagement .db-journat

assets

— spb-shared
— watch
state

jossns @ lBUMSHEr @
— config

. (1@}
— mmcs
|l— perf
— pub
— share
1 )

© SANS.
All =

Mac Forensic Analysis

The Photo Strcam photos arc saved in the ~/Library/Application

Support/ilLifeAssetManagement/ directory. In the tree command output above, we can see this
directory contains a database and an assets directory.
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iCloud — Photo Stream
ILifeAssetMangement.db

Tabie Kama "

Enter Field Values

1. mode8d (integer | 2]

A i ( varchar )

1. prrsonid [ wacha ) i |

“ Cumnger ) [2

5. SomniomiCate (evwitore ) (EGpGAGTT |
6 Resgpt ¢ intager ) Ty

7, wachh ( inceger ) fiss — =

& Rirrgrmn (archan ) Racosospc |
9ty varchar ) lputic ooy

10, uze { intager | E)um

11, evald ( varchar) I Y L S T T e e
12 medifcationDate { bmestarsp ) (191138468 |
13, ¢rastanOnte { Smesiamp ) Eiﬁmml |

14, ravroelbrarvid (varche ) (el

15, sourtalund | varchar ) [Psd

Mo gl iy | wariher 1 [

17, croperoms | biob ) |23

Mac Forensic Analysis

The TT.i feAssetManagement .db SQLite database file contains a table, AMAsset, that stores the
metadata for each photo in the Photo Stream.

The screenshot above of an entry in this table (using the Firefox SQLite manager plugin) details various
metadata attributes for one photo, “IMG_0505.JPC”.

personid —iCloud Person ID

downloadDate — When the file was downloaded from the iCloud servers
height & width - pixel height/width of the photo

filename — Photo Filename

size —File Size

deviceid - Device UUID of the device that took the picture

modificationDate & creationDate — When the photo was last modified (i.e., taken
with the iDevice)

Analyzing the height and width columns of this table can show some interesting pattern. You can quickly
tell what files are photos (taken with the camera) and “screenshots” saved by the iDevice.

Reviewing the deviceid column can show you when a new phone or iDevice was purchased and when it was
being used. It may also tell you if the target was using multiple devices at once. Remember the deviceID is
the UUID of the iDevice, this UUID is unique across all iDevices ever made. You can easily correlate when a
photo of interest was taken with a particular iPhone, iPod, or iPad (assuming you know this device’s UUID).
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Enter Field Values

P

»

10,

11.

12.

13.

14.

15.

16.

17.

modelld ( integer)

. uuid ( varchar)

. personid ( varchar)

. height ( integer )
. width ( integer)
. filename ( varchar)

. type ( varchar )

size (integer)

deviceld ( varchar )

properties ( blob )

Table Name:  AMAsset

B

[01bff16f98b22720b22937d606910dfb6d1414b096

247

. downloadState (integer) |2

. downtoadDate ( timestamp ) |392499346.488727

2448

3264

IMG_0505.JPG

[public.jpeg

[2381946

[d42205699e3962f2e626649f7a71c91a58165d2

modificationDate ( timestamp ) [391118468

creationDate (timestamp ) [391118468.461391

sourcelibraryld ( varchar) [Null

sourceUuid (varchar)  |Null

shalHashKey ( varchar) |Null

[Null
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iCloud — Photo Stream - Assets
~/Library/Application Support/iLifeAssetManagement/assets/

Your Photo Stream - sub/

Shared Photo Stream - sub-shared/

v [ iLifeAssetManagement
v [ assets
» L pub
¥ (@ sub
ki 01a0d480c0a27e0221136e2e1leeb4300ee3bh0587
= IMG_0S7S5JPG
v 01a0920f763ah076af3923Mod4fd00900c2191679
A IMG_0540JPG
v W 01a2445ded0452421579d08b4eal2fee69f4795087
B IMG_0529JPG

© SANS:
All Rights Reseod, |

Mac Forensic Analysis

The photos in the Photo Stream are stored in the ~/Library/Application

Support/iLifeAssetManagement/assets/ directory. A user’s own photo stream photos are located
in the /sub directory, while shared photo stream photos are stored in the sub-shared/ directory.

Shown in the screenshot is the /sub directory containing a user’s photo stream photos. Each photo is stored in
its own directory named after the photo’s UUID, as found in the iLi feAssetManagement . db database.

Each photo in the sub-shared directory is contained in a GUID named directory.
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m__ —
iCloud — Photo Stream — Asset Metadata
~/Library/Application Support/iLifeAssetManagement/assets/

Quarantine - Extended Attribute

bash-3,2# pwd

/Users/s\edwards/Library/Application Support/iLifeAssetManogesent/assets/sub-shared

bash-3.2# find . -type f -name INGe -exec xattr -vl {} \;

. /B290FCB1-E78D-48A6-B386-95383F306510/IMG_0086.JPCG: com,apple.quarantines 2046;52610382;PhotoSt reamAgent;
< £33AB9706B-C46@-474C-5095-EL3B3AC4SEIA/THG_0007.IPG: com.apple.guarantine: @0606:52610385;PhotoStreamAgent;
«/43BDBOAE-2ADD-492C~B34B-FO2404A35ECHC/ING_0004.IPG: com.apple.quarsntine: $006;526f0385;PhotoStreamAgent
»/BBRA1F54-5BBF~4EEE-BCB1~2F9BCDABBATIG/TMG_0069.)PG: com.apple.guarantine: 00B6;526FB382;PhotoStreamAgent;
 ABTACSABD-2C7B~ABSA-AZD3~AB2IARBCASED/ IMG_B¥LL. IPG: com, apple.quarantine: BU86; 52814382 Photostreamhgent;
. f/CCDETCE3~BC20~4B76-060F~26C159883F04/IMG_08010.IPG: com.apple.quarantine: 0086;52619382;PhotoStreamAgent;
. /CESBEES6-B24C~4DBE~BA45-56B8S6FERECDB/ THG_BG0A.IPG: com.apple.quarantine: 9@B6;52670385;PhotaStreamAgent;
/LFCBA2ES-2563-49AC-BB21-0C564560A5F1/IMG_0863.IPG: com.apple,quarantine: 8806;525f03685;PhotoStreaniAgent;
+ /DB54B31D~7042-48E0-AB0D-2B159BDOAED3/ING_R0A2.IPG: com.apple.qusrantine: 8806;5261R382;PhotoStresmaAgent;
+ FEB2RF182-TEAB-473D~AB3E~ATC406COLS4F/TUG_00BL.IPG: com.apple, quarantine: 0BRG:S26TR3B5;PhotoSiressageant;
+/F1FD4435-FO6C-4AD2-0EBT-FAESEATAFEA2/IMG_0005.1PG: com.apple.quarantine: 08@6;S52610385;PhotoStreanigent;

Exiftool

Mac Forensic Analysis

Lach photo in iLi feAssetManagemet sub-directories has a com. apple.gquarantine extended
attribute.

The output from the xattr command shown above demonstrates that the quarantine extended attribute came
from the PhotoStreamAgent program.

Extended attributes are not the only metadata associated with these photos, there is always the photo EXIF data
in the photo file itself. We can use the tool exiftool to print out a listing of additional metadata, available

here: http://www.sno.phy.queensu.ca/~phil/exiftool/

The next few pages contain example ex i ftool output. Take note of the following fields:
* Make —iDevice Make (Apple)
* Model Camera Name - iDevice Model
* Software —i0S Software Version
* Tens Model — Back/Front Camera
* Timestamps —
e File Modification Date/Time
e File Access Date/Time
* File Tnode Change Date/Time
* Date/Time Original

* (Create Date
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bash~3.2# pwd

/Users/sledwards/Library/Application Support/iLifeAssetManagement/assets/sub-shared
bash-3.2# find . ~-type f -name IMGx -exec xattr -vl {} \:

./08290FCB1-E78D-48A6-B38B~-95383F306510/IMG_0006.JPG:
./33AB9708-C460~474C~9096-E13030C45E9A/IMG_0007.IPG:
./43BDBOAE-2ADD-492C-B34B-F024@0A35ECIC/IMG_0004.IPG:
./5BOA1F54-588F-4EEE-BC81-2F9BCDOBBA19/IMG_0009. JPG:
./BTACS5ABD-2(78-4B54-A2D3-4B21AA0C45ED/IMG_0011. JPG:
./CCDE7(B3-8C20-4B76-B6DF-06C159883F04/1IMG_00180. JPG:
./CE6B6ES6-B24C~-4DBE-BA45-56856FEOE66B/IMG_0008. IPG:
. /CFCBA2ES~-2563-49AC-BB91-0C564560A5F1/1IMG_00083.JPG:
./DB54831D-7042-48EP-A000-281598D9AED3/IMG_0002.IPG:
./E528F182-7EA8-473D-AB3E-A1C406CB154F/IMG_0001.JPG:
./F1FD4435-FR@6C-4A02-0EB7-F4ESE41AFE42/IMG_0005. JPG:

com.apple.quarantine:
com.apple.quarantine:
com.apple.quarantine:
com, apple.quarantine:
com. apple.quarantine:
com.apple.quarantine:
com. apple.quarantine:
com.apple.quarantine:
com, apple.quarantine:
com.apple.quarantine:
com.apple.quarantine:

0846;52610382; PhotoStreamAgent;
0006;52610385; PhotoStreamAgent;
9006:526f0385;:PhotoStreamAgent;
0006;52610382; PhotoStreamAgent;
P006;52610382; PhotoStreamAgent;
0006;52610382;PhotoStreamAgent;
0906;52610385; PhotoStreamAgent;
9006;52610385; PhotoStreamAgent;
0006;52610382; PhotoStreamAgent;
0006;52610385; PhotoStreamAgent;
0006;5267f0385; PhotoStreamAgent ;
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bash-3.2# exiftool IMG_0006.JPG
ExifTool Version Number : 9.39

IMG _0006.JPG

Directory .

718 kB

2013:10:28 20:38:28-04:00
2013:11:03 05:55:17-05:00

2013:11:03 05:55:16-05:00

File Name

File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time

File Permissions I YWw———————

File Type : JPEG

MIME Type : image/jpeg

Exif Byte Order : Big-endian (Motorola, MM)
Make : Apple

Camera Model Name : iPhone 5s

X Resolution : 72

Y Resolution : 72

Resolution Unit inches

Software : 7.0.2

Modify Date 2013:10:28 20:15:51
Y Cb Cr Positioning : Centered

Exposure Time : 1/30

F Number 2 2.2

Exposurc Program : Program AE

IS0 : 250

Exif Version : 0221

Date/Time Original : 2013:10:28 20:15:51
Create Date : 2013:10:28 20:15:51
Components Configuration Y, Cb, Cr, -
Shutter Speed Value : 1/30

Aperture Value 1 2.2

Brightness Value

1.757035003

Metering Mode : Multi-segment

Flash : No Flash

Focal Length 4.1 mm

Subject Area : 1631 1223 1795 1077
Run Time Flags ¢ Valid

Run Time Value : 10637257523333

Run Time Scale 1000000000

Run Time Epoch : 0

Sub Sec Time Original : 446

Sub Sec Time Digitized 446
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Flashpix Version : 0100

Color Space : sRGB

Exif Image Width : 3264

Exif Image Height : 2448

Sensing Method : One-chip color area

Scene Type : Directly photographed
Exposure Mode : Auto

White Balance : Auto

Focal Length In 35mm Format : 30 mm

Scene Capture Type : Standard

Lens Info : 4.12mm £/2.2

Lens Make : Apple

Lens Model : iPhone 5s back camera 4.12mm £/2.2
Image Width : 2048

Tmage Height : 1536

Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8

Color Components : 3

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)

Aperture 1 2.2

Image Size : 2048x1536

Run Time Since Power Up : 2:57:17

Scale Factor To 35 mm Equivalent: 7.3

Shutter Speed : 1/30

Create Date : 2013:10:28 20:15:51.446
Date/Time Original : 2013:10:28 20:15:51.446
Circle Of Confusion : 0.004 mm

Field Of View : 61.9 deg

Focal Length : 4.1 mm (35 mm equivalent: 30.0 mm)
Hyperfocal Distance :1.87 m

Light Value : 5.9
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ANN COMPUTER

Section 4 — Part 8
Versions

Mac Forensic Analysis
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Versions

Document Versions

TextEdit, Preview, iWork, & other supported 3@ Party Apps

Creates a new version of a document

» Every time it is opened
» Every hour it is open
¢ On demand

Saves hourly versions for a day, daily versions for a month, and
weekly versions for previous months

Mac Forensic Analysis

Versions was introduced in 10.7 as a way (or the OS X systlem to automaltically creale document versions and
backup copies of certain types of documents for the users. Ideally, this is meant as an easy way for a user to
revert back to a previous version of the document, or to restore a document after a system crash.

it will periodically create a new version of the document. For example, it will create one every time the
document is opened, every hour after it is open, and when the user decides. The hourly document versions will
be saved for a day, daily versions will be saved for a month, and weekly versions for the previous months.

Only certain programs on the Mac support this feature including:
e TextEdit
* iWork Applications (Numbers, Keynote, Pages)

¢ Preview

Other third-party apps may also support this; however, it is not mandatory. Microsoft Office does not implement
it as it uses its own version of auto save.

References:

http://support.apple.com/kb/HT4753
http://support.apple.com/kb/PH11444
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Versions
/.DocumentRevisions-V100/

[ =
3h-3.2# pwd bash-3,2# pwd
/.DocumentRevisiens-v108@ fVolumes/FLASH/,DocumentRevisions-v169
sh-3.2# tree -al 2 bash-3,2# tree -al 2
[— «£S b— .CS
E ChunkStorage F ChunkStorage
ChunkStoreDatabase ChunkStoreDatabase
ChunkStoreDatabase-wal —- ChunkStoreDatabase-wal
— ChunkTemp L AYlUIDS

Perull 1
561 2
503

i 3
B Pf.’ﬁ;:f;?f"”“ vi - ChunkTemp
—— db-v1 - db-V1
dgb.sglite db.sglite
dh.sglite-wal db.sglite-wal
-~ metadata }— metadata
-— staging \-— staging

Mac Forensic Analysis

Versions allows documents and files to have multiple “generations”. Only one file for each document actually
exists on the system, while changes are found in Chunk Storage (discussed later).

Each volume will contain a hidden directory called . DocumentRevisions-V100. Depending on the type of
volume the contents of this directory may be different.

The example on the left is from a system volume with a bootable version of OS X, while the example on the
right is one from a USB drive. The major difference between the two examples is the PerUTD/A11UIDs
directories (and the existence of the PermissionsForest-V1 directory - which may or may not be present).

The system volume allows document revisions per each user under their specific user ID (501, 503, etc.), while
the USB drive lumps them all under AIlUIDs.
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Versions — UIDs
/.DocumentRevisions-V100/PerUID & AllUIDs

bash-3.2# tree ALLUIDS/
ALWIDs/
—_ 1
= com.apple.documentVersions
— 1913{A57-AEG6~4488-A7TE2-BRELO3BCERDA, txt
~~~~~~~~ S8B3A232-4FEB-4B26~-BBAG~56656E53387D, rtf
- CD62DIFF~BRBE-4EBF-BD1E-FAASFOBTSOB3ID. ri f
« FCBIALBF-178(-440B-80L5-D65E48BEDGTAD, ret

L com.apple.documentVersions
| 39189287 -5DER-45FB-AZ45-2RTSDALEBADE. txt

E983B555-E6A1-4240-A21F-DIB1SASARIEF. txt
L~ 3 sh-3,2# tree PerUID/

Loe cor.apple.docunedPeriib/s
E 6C567634-73F4 [— Set

AATCEH143-590] 1 )
87761245-TEE L com.apple. ubiquity
o 421086 10-4252-4705-b373-bF 782409247, locatized

- gom.apple.documentVersions

- 30874445-A31B-4D18-A4AB-C5CEDELREB12. rEf

-~ 92301A78~20E6-400A-B08A-BBERAS62580D. ref
—- com.apple.ubiguity

[ boskmark _forzat.C48AF86F-264F-4237-ATHC~6CIF1B8TI4E7D. rof

— 13

L cem.apple. documentVersions

[

Mac Forensic Analysis

The top screenshot shows an example of a USB A11UIDs directory, while the bottom screenshot shows a
system volume’s PerUID directory (partial contents for brevity).

Under the A11UIDs or PerUID/<UID> directories, there may be a number of directories with hex filenames.
This numbered directory starts at 1 and counts sequentially in hex numbers (i.e., 1,2,3,4,5,6,7,8,9,a,b, ¢, d
e, £, 10, 11,12, 13, 14...). These directory names are unique across all UIDs on system volumes.

>

Under the hex numbered directories are other directories named in reverse DNS format;
* com.apple.documentVersions — Documents that are saved on the local volume

e com.apple.ubiguity - Documents that are saved on the local volume & iCloud

Each document “generation” is saved with a different GUID filename with the original file extension in a
number directory.

Filenames under the com. apple.ubiquity directory will have the base filename before the GUID.
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Versions — File Metadata
com.apple.genstore.*

bash-3.2# pwd
/ .DocumentRevisions-V100/PerUID/501/2e/com.apple.documentVersions
bash-3.2# xattr -x1 *

com.apple.genstore.info:
00000000 62 70 6C 69 73
00000010 63 75 6D 65 6

74 Ibplist@@. . .ANSDol
E 74
00020020 4E S3 50 72 65 73
14
00

53 44 6F
5F 10 14 |cumentInfo..._..|
6E 52 65 [INSPreservationRel
00000230 61 73 6F 6E 10 20 00 00
00000040 00 91 91 20 @9 00 00 00 20
00000050 00 20 ©0 00 00 00 00 @2
0000605b
com.apple.genstore.orig_perms_vl:
00000000 04 I,
02000001
com.apple.genstore.origdisplayname:
00000000 49 4D 47 S5F 30 31 39 30 2E 6A 70 67 [IMG_2190. jpgl|
00020900c

O EANS

Al Rights Resenend

Mac Forensic Analysis

Each generation file has extended attributes associated with “genstore” or generational storage.

* com.apple.genstore.origdisplayname — Filename associated with this generation of the
file.

* com.apple.genstore.orig perms_vl —Examples that I’ve seen only have 0x04 or 0x1C
as its contents.

* com.apple.genstore.info - Embedded binary property list file.
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Versions — File Metadata
__com.apple.genstore.info Attribute

NSPreservationReason
e1,2,10, 20,30, 32,40

NSDocumentPreviousSavedDate
¢ Previous Saved Date

com.apple.ubiquity.peername
¢ “iCloud” or system hostname

com.apple.ubiquity.moddate

¢ iCloud Modification Date

Mac Forensic Analysis

Using the command below, we can extract this binary plist (make sure you keep those dashes in there):

xattr -p com.apple.genstore.info <filename> | xxd -r -p | plutil -convert
xmll - -o -

Once the binary property list is extracted from the com.apple.genstore.info attribute we can gather
more metadata about the document “generation”. This property list contains the keys listed above in the slide.

The NSPreservationReason has a number associated with why this “generation” was created. More

testing and research will have to be performed to distinguish what action is required for each of these identifiers.
The NSDocumentPreviousSavedDate contains the date the generation was previously saved.

Two iCloud related keys may be stored showing when a document was last modified
(com.apple.ubiquity.moddate) on a specific iCloud “peer” (com. apple.ubiquity.peername).
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Versions — Versions Database
/.DocumentRevisions-V100/db-V1/db.sqlite [1]

- o SSSSS——
db.3qlite = | Structure JRETTE ST TN  Execute SOL DB Settd

= Master Table (1)

¥ Tables (1) TARLE Fles
> fles e _row id ' file_name He_parent_id  file_path i inode Ml et seen  Mle status Mg _storage_id
* gencrations 2 texthile,ext 2 Stexfile.txt 229 1370877600 1 2
¥ sglite_sequence ] R0 OE T 2 frestdoc- It 19 1379877728 ) 1
* swrage 5 ancthertestfilertf 270 /-Trashes 501/ anothenestfile.rtf 265 1379678122 1 3
(F iews (D)
Enter Fleid Values
1. file_row_|d ( INTEGER ) [3
2. Hle_name ( TEXT ) testdoc.txt

3. fle_parentd (INTEGERY [2___ |
‘files’ Table | | smwmn  mEm
Sss 5, fle_inode (INTEGER) 239

6. Mle_last_seen (INTEGER)  [1379877723 |
7. fle_status ( INTEGER ) ="
8. fle_storage_id (INTEGER) [L___ |

Mac Forensic Analysis

The db . sglite SQLitc databasc located in /. DocumentRevisions V100/db V1/ contains the
metadata for the file “versions”.

These screenshots were created using the SQLite Manager for the Firefox browser. The top screenshot shows
the larger database view of the ‘files’ tables, while the bottom screenshot shows the contents of one tuple for
the testdoc. txt file.

The database table, ‘files’ contains the file name, file path, inode number (CNID), and a “last seen”
timestamp.
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_ db.sqlite

» Master Table (1)
¥ Tables (4)
> files
> generations
b sglite_sequence
> storage
b Views (0)

— -

Structure

LICTRANET B Execute SQL | DB Setti

TABLE files | search | [ ShowAll |
_m_n-.as.a file_name file_parent_id file_path file_inode file_last_seen file_status file_storage_id
2 textfile. txt 2 Jtextfile.txt 229 1379877600 1 2
3 testdoc.txt 2 {testdoc.txt 239 1379877723 1 1
anothertestfile.rtf 270 | Trashes/501/anothertestfilertf 265 1379878122 1
Enter Field Values
1. file_row_id (INTEGER ) 3
2. file_name ( TEXT) testdoc.txt
3. file_parent_id ( INTEGER ) 2
4. file_path ( TEXT ) /testdoc.txt
S. file_inode ( INTEGER ) 239
6. file_last_seen ( INTEGER ) 1379877723
7. file_status ( INTEGER ) 1
8. file_storage_id ( INTEGER ) 1
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Versions — Versions Database
5 )
/.DocumentRevisions-V100/db-V1/db.sqlite [2]
—————
— T - BT e e BT
* Mawier Table (11 . - v . -
v Tabdesthh TARE purnsneas Sares | i da _ads | oupbena | | tad
L gemeratine W preaction (leiage b panenalioe, same | psecatien olend o GrMiGh PO fedralion Stions  pomeration (IEus  gleerdion sdd bems  pemroabion e
* geaaratiens 1 1 COE2CITT-BIOE. . com.appie.dozumtraiersions  AFUIDsf I feom. 3 1] 1379870929 3t
= oaatie M 2 1 T S amantvenion MO ) 1 b
B b £ ] o spta o nr assverymas ABLDA e 3
= Vi) 00 4 T 1. cam anpd ARUDs /21com. . 3 ] 1379877537 303
¥ edens (1 £ i 5383A232<4FER_. com.appie dotumaniversions  AIRIDsflicom - 3 ] 137977388 349
¥ Trggen i) € 1 1015CAS7-ABY. com.agpiz docwmamyesions  AHUDs{1l/com . 3 i 1379877723 47
7 ] AATCETSR-590  com applk documentVersions AR/ /com . § 1 1375828062 324
L) ] 87761245-71X1  com appkt documentVeriions  ABUDs/3/com 3 1 1379876084 )40
3 | BCABIEIS~7HF . comanple.documeraVersions  AIRDBDEZ3fcom . 3 1 1379578108 336
Enter Fleld folutl
L generasion id (TECER ) [E ]
2. generation_storage_jd ( NTEGER ) [1 51
3 \narme (TEXT)  [5EN3AZ31-47E8- 4005 BBAG 566361533970 ]
a
eratlons' +. generation cllent Jd (TExT) ot Borumentversiom ]
[ 3 - $ generation_path ( TEXT ) @um]u{m!E!IMMWHW!EM’QAH!]--‘“S‘M-HSWI!WD.E 1
! a - 6. generalon_options [INTEGER) 3 ]
7. gencration_status { INTEGER ) 1 ]
8. generation_add_timve (WTEGER ) [1379R7738% |
$. generation_xize ( INTEGER ) Il—ﬁ }
Mac Forensic Anal

The database table, ‘genarat.ions’ inthe db. sqgl i Le database contains the details about each document
“generation”.

Each “generation” tuple contains the generation GUID, path to the “gencration”, a timestamp when it was
added, and the size of the “generation”.
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db.sqlite =

>
¥

v T v

Master Table (1)
Tables (4)

r  files

» generations

¥ sqite_sequence
»  storage

Views [0}

Indexes (8)
Triggers ()

Execute SQL DB Settings |

TABLE generations Search | | Show All | Add [ Duphicate Edit
o.n:»xnzofi gereration_storage i3 generation_name om:nﬂmn.Ojln_,n,:mlﬁ . = o...no..u_..ﬁ:b,u-w_ om,:m,avm_o:logo,:,u generation_status ,on:»i:o:\nwaan,n::n generation_size i
1 1 CDE201FF-848E... com.apple.documentVersicns  AlUIDs/ 1/com... 3 1 13798204929 331

" 1 FC61A18F-178... com.apple.documentVersions AlIUIDs/1/com .. 3 1 1379870959 340

E 2 30189267-5SDE... com.apple.documentVersions AllUIDs/2/co., 3 1 1379871117

4 2 E9838555-E6AL... com.apple.documentVersions  AllUIDs/2/com... 3 1 1379877537 116

S 1 S8B3A232-4FEB... com.apple documentVersions  ANUIDs/Lfcom .. 3 i 13753877536 349

6 1 1013CAS7-AL0.,. com.apple.documentVersions  AllUIDs/1/com... 3 1 1379877723 47

7 3 AA7C8143-590.., com.appie.dogumentVessions AllUIDs/3/com... 3 1 1379878067 324

8 3 B?761245-7EE1,.. com.apple.documentVersions  AllUIDs/3/com .. 3 1 1379878084 340

9 E] BU567634-73F. . comappledocumentVersians  AIIUIDs/3/com... 3 1 1373873108 356

Enter Field Values

1. generation_id (INTEGER) |5

2. generation_storage_id ( INTEGER) |1

3. generation_name ( TEXT ) [5883A232-4FEB-4B06-BBA6-S6656E53397D.rtf

4. generation_client_id ( TEXT)  |com.apple.documentVersions

S. generation_path ( TEXT ) |AllUIDs/1/com.apple.documentVersions/S8B3A232-4FEB-4B06-BBA6-56656E53397D.ntf

6. generation_options ( INTEGER) |3

7. generation

status ( INTEGER) |1

8. generation_add_time ( INTEGER)  [1379877586

9. generation_size (INTEGER)  [349
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Versions - “Generation” Files
./DocumentRevisions/*UIDs/#/com.apple.documentVersions

bash-3.2# pwd

/Volumes/FLASH/ . DocumentRevisions~V188/AIUIDs/ 1/ com. apple.documentVersions

bash-3.28 1s -1

total @

~r-—r--r—-@ 1 _unknown _unknown 47 Sep 22 15:20 1013CAST-AEQE-4ABB-ATE2-BDECOIBCEBDA, txt
srowre—r-—@ 1 _unkrown _unknown 349 Sep 22 13129 S8B3A232-4FEB-4806-BBAG-5EGS6E53357D. rt¥
—r==r=—p--@ I _unknown _unknown 331 Sep 22 13:28 (D62B1FF-698E-4EBF-891E-FAASFO79983D. rtf
=r==r=—=r==@ 1 _unknown _unknown 340 Sep 22 13:28 FC61A18F-178C-4A9B-8DC9-D6SE4BEDGTAD. rtf

Name Date Creared Dare Modifi Date Dste Added Size
v GRFLASH 2013-08-22 WTCH 7013-08-22 UTO 2013-00-22 UTO —
* apdisk 2013-09-22 WDy 2013-09-22 WUTC) 2013-09-22 {UTCY 2013-09-22 UTCQ) 305 Bytes

* [l DocomentiRevisions- V190 2013-09-22 (UTC} 2013-09-Z& UTC) 2013-09-22 (UTO) 2013-09-22 {UTC) e

v < 2013-00-22 WTCH 2012-09-22 UTD) c015-09-22 W11 2013-09-22 WTC) -

= QAL 2013-09-22 WTO 2013-09-22 WTC) 2013-09-22 WTQ 2013-09-22 (UTQ -

v @l 2013-08-22 UTCY 20153-09-22 WHC) $019-09-22 (UTC 2013-09-22 (WTO) L

¥ [l com.apple.documentVersions 013-09-22 WTC)  2013-09-22UTC)  2013-09-22 WTO) 2013-09-22 (UTC) .-

| T0R3CAS7-AEQ6—4ARS-ATE2 BOECDICETDALK 2D -09-22 UTCH 2013-09-22 WD) 2013-09-22 UTO 2013-09-22 @TQ) 0 Bytes
_ 58B3A232-4FE-4B0G-BHAL-S6656E5 339y 2013-09-22 (UTO 2OL¥-09-22 (UTC) 2013-09-22 WTO 2(13-09-22 (UTD) 0 Bytes
“ CDGZOFF GIGE-4ECF-8DLE FAASTOTIIR3D 2013-09-22 TG 2013-08-22 (UTCH 130522 (UTD) 20:13-09-22 (WTQ 0 &ytes
| PCHLALRE-178C-4A08-B0CO-DESCAUD0TAD A 013-09-22 (UTC) 20130522 (UTC) 2ELH-08-22 UTC) 201.9-09-22 (UTE) 0 Bytey

Mac Forensic Analysis

In the top screenshot, the output of an 1s command in Terminal shows the document “gencrations” for one file.

The fifth column in this Terminal output is the expected file size for each “generation” of the file. It may look
like these files are all individual files, but the OS X system is only supposed to store one copy of each document,
right?

The bottom screenshot shows the same files in BlackLight. Note the sizes are O bytes...so where is the data
actually stored? ..ChunkStorage!

On a side note, notice how the file extension for these files changes from . rtf to .txt over a period of time.
This was caused by the user selecting “Make Plaintext” from the Format menu in TextEdit.
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bash-3.2% pwd

/Volumes/FLASH/.DocumentRevisions-V100/A1\UIDs/1/com.apple.documentVersions

bash-3.2# 1ls -1
total @

~r=--r--r--@ 1 _unknown _unknown
-r--r--r--@ 1 _unknown _unknown
-r--r--r--@ 1 _unknown _unknown
-r--r--r--@ 1 _unknown _unknown

47 Sep 22 15:20 1013CA57-AE@6-4ABB-ATE2-BDECO3BCEBDA. txt
349 Sep 22 13:29 58B3A232-4FEB-4B06-BBA6-56656E53397D. rtf
331 Sep 22 13:28 CD6201FF-698E-4EBF-B91E-FAASFO799B3D. rtf
340 Sep 22 13:28 FC61A18F-178C-4A9B-8DC9-D6SE4BED67AD. rtf

Name
v [ FLASH
' .apdisk
v [l DocumentRevisions-V100
> [ cs
v @ AlIVIDs
v @l
v (G com.apple.documentVersions
1 1013CAS7-AE06-4AB3-A7E2-BDECO38CERDA DM
| 58B3A232-4FEB-4B06-BRA6- S6656E53397D.ntf
| CD6201FF-GI8E-4E8F -89 LE-FAASFO79983D f
' RC61A18F-178C-4A98-8DC9-DESE4BEDE 7AD rf

Date Created

2013-09-22 (UTC)
2013-09-22 (UTQ)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTQ)
2013-09-22 (UTQ)
2013-09-22 (UTQ)
2013-09-22 (UTQ)
2013-09-22 (UTC)

Date Modified

2013-09-22 (UTC)
2013-09-22 (UTO)
2013-09-22 (UTO)
2013-09-22 (UTC)
2013-09-22 {(UTC)
2013-09-22 (UTC)
2013-09-22 (UTO)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTO)
2013-09-22 (UTC)

Date Accessed

2013-09-22 (UTC)
2013-09-22 (UTO)
2013-09-22 UTC)
2013-09-22 (UTQ)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTQ)
2013-09-22 UTC)
2013-09-22 (UTC)

Date Added

2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 (UTC)
2013-09-22 UTC)
2013-09-22 (UTO
2013-09-22 UTC)
2013-09-22 UTQ)

0 Bytes
0 Bytes
0 Bytes
0 Bytes
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Versions — Chunk Storage
/.DocumentRevisions-V100/.cs/

bash~3.2# pwd
/Volumes/FLASH/ .DecumentRevisions-v106
bash-3,2# tree -2 .<cs

«CS
-— ChunkStorage
l— o
L-o
— @
| S—

-— ChunkStoreDatabase
— ChunkStoreDatabase-watl

Mac Forensic Analysis

The data is saved in something called Chunk Storage. All the expected data supposedly stored in the
“generations” files are stored in a file as “chunks” that is managed by a SQLite database.

The screenshot above shows a tree output showing the structure of the hidden . cs directory located in the

/ .DocumentRevisions-v100/ directory. T'he Chunk Storage files are saved in the nested sub-directories
under the ChunkStorage directory. The SQLite database controlling this storage is the
ChunkStoreDatabase file.
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Versions — Chunk Store Database
/.cs/ChunkStoreDatabase
ChankSrorsOmabare : Structute Execute SOL D8 Sertings
b Master Table t1)
v Tatsias to TAME CilhuriTable Sasrch Shanm AX Ada
i ronid o IS foowid ofiat  daslen relCount urosstanp
k CS0atabaseVersion 1 X¢10C 1CRAS37 43 35249... 3 9 358 1 1arndToule g
» CSnzgistercoFileTable 2 X031 D3s LEFD2F PAFSO3F ] 356 368 i 1379670959
% CSStorageChunkiistTabie 3 X'OLE7RA70I 71 2ENAAD652624F 95 1IEICFI200A87 5540 i 223 126 i 1379871117
2 $5woragefileTable 4 NOLEL DM QS SAADAC AT BBLECE BATOATENLIAATSTY 1 Lot 144 1 LATOATISYT
> CSStocagePendingChunksTabie H ¥018 | r_rowld ( INTEGER ) 1 e
¥ CsStsragePendingFleCrunkiiseTabic B L 1
bt peguents z X018 3 cid (RLOS) [Xe10C24D271C0463761C55181431614019C552 | &> § [ X i
3. ct_tid ( BIGINT ) N ] 8
4. ft_sowid  BIGINT ) E ] 8
5. offset ( BIGINT } 0] )
6. datalen ( INTEGER ) [3s6 ] 8
7. refCount ( INTEGER ) B ] $4
8. timeStamp ( BIGINT ) [1379870929 ] &
5. location { INTEGER ) [i1s ] 8
10. key ( 8LO8 ) [N ] >é
Mac Forensic Analvsis

The SQLite database, ChunkStoreDatabase, contains the information needed to get at the stored “chunks”
and to reassemble them as needed.

The CSChunkTable, shown in the top screenshot contains a row for each “chunk”. Each “chunk” is defined
by the following:

* CID-ChunkID
* Offset —Offsetin the ChuckStorage data file
* datalen - a data length

* timeStamp — When this “chunk” was stored

190



M | InN]
h& | S11]
n | 62602861

M€ | 1]
0 €
(RN )
n< 1)
< |

XM )€ [ 255D610PT19TEPTRIIEITILEIV6DTLZAYZIATO,

9s¢|

1InN|

(8018) A3 01

( ¥3D3LNI ) uonel0o| ‘g
( LNI1Di8 ) dweisawn '8
( ¥3D3LNI ) 3unodyas -4
( ¥3D3INI ) uaelep °g
( ANIDIS ) 39540 S

( LNIDI ) pwosTY ¢
(INIDIS ) P '€

(g018) P12 2

g | Y R (¥3DILNI ) PIMOI 7D
90828641 T 6yt vERl T 0avDr0¥Ea8982a01 1 D128 13892930E00I8GB0STOX z 330aNDIS MBS <
£2££48625T 1 22 zofl 1 [£08EVATY0995202I2EII6VEESLS8585463AV249T0X 9 AR LISINUNYI)BUIPUFIBRIONSED
9864£964ET 1 713 296 T JTHADEPVAIPTTTHOV00IS SBAL Y 28T EIVEYEFOVETOX s 31QR LSAUNYDIBUIPUIGIERIISSD ¢
LESLLBBLET 1 101 iv8 1 [E£642TVbTIILV0438ZII08ETOVIHOVYBIOTEOLTHTOX b 3)qe 1311436010155 <
£1112864€1 1 921 12 1 BY9SL8VY06264531564V29259065032T££0LEALITOX 3 JAgeLISTAUNYIPBRIISSD
6560486251 1 sof 95€ T BECS5¥£I80929800842043 1480V 4SA048IBVVAETOX 2 3|qeLaNpaIzsIbRYSY <
6260£962ET i 9s¢ ° I 6pZSSIGLOPIITEPTETI6ITIZEIVEITLZAYZIATOX 1 UOISIAAISEIEIRASD ¢
umn ey _uwp e pwory oo : o owor> T
ey [Tvmous | [ wress | aqeunyysy F1VL @ s3iqeL &
B —_— Tiae —_— 1) a:qeL ST ¢
[ sBumas gq TS n2ax3 ampnng - seqeiegaloisyuny)y

191



Versions — Chunk Storage
Chunk Storage Files

0908 02 22 AL 64 @1 DC 24 D2:71 C9 A6 37i61 C9 61 61:43 16 14 81 ...d..$.q..73.0.Ca's
6070 SC 55 24 99 BF 78 5C 72 74 66 31 SC €1 6E 73 69 5C 61 6 73 .U$. {\rtfli\ansivans
0040 69 &3 70 67 31 32 35 32 SC 63 6F B3°6F €1 72 74 66 31 31 38 {cpgles2icocouriflly
@860 37 BC 63 6F 63 6F 61 73 75 62 72 74 66 33 39 38:0D 7B BC 66  7\cocoasubrtf399.{\f
8680 6F GE 74 74 62 6C 5C 66139 5C 66 73 77 69 73 T3I5€ 66 63 68  onttbINf\fswiss\foh
0168 61 72 73 65 74 30 29 48 65 6C 76 65 74 69 63 61 IB 70 BD 7B arsetd Helvetico;}.{
#120 5C 63 6F 6C 6F 72 74 6276C 3B 5C 72 65 64 32 35|35 5C 67 72 ‘\coloribl;\red258\gr
@148 65 65 6E 32 35 35 5C 62 6C 75 65 32 35 35 36 7D 8D 5C 6D 61  een255\blue255;}.\ma
2160 72 67 6C 31 34 34 368 BL 6D 61 72 67°72 31 39 34 3¢ BL 76 69 rgll440\margrifddivi
8159 65 77 77 31 30 38 30 32 5C 76 69 65 77 63 38 34 30 38 5C 76 ewwlBBOO\viewh@4E0\y
4200 62 65 77 68 69 8 64 306D 6C 70 61 72 64 5C 7478 37 32 30 iewkindd.\pard\tx720
8220 5C 74 78 31 34 34 30 5C 74 78 32 31 36 39 SC 7478 32 38 38 \tx1440\Lx21604¢x288
8248 39 SC 74 78 33 36 30 30.BC 74 78 34.33 32 30 BC M4 78 35 36 BVLxXIEOR\tx4320\tx50
8269 34 30 5C 74 78 35 37 36 38 5C 74 78 36 34 38 39 5C M 79 37  40\txS760M\x6455Mx?
B288 32 36 34 BC 74 78 37 39732 38 BC 74 78 38 36 3930 5C 74 61 ZBA\LXT7928\Lx8640\pa
0300 72 64 69 72 6E 61 74 75 72 61 6C €D 8D 5C 66 38 SC 66 73 32 rdirnatural..\fB\fs2
9326 34 20 BC 063 66 30 20 54.68 69 73 20169 73 20 61120 74 65 73 4 ‘wf0 This iz 0 tes
8349 74 20 64 6F 63 75 6D 65 6E 74 2E 5C @0 5C 8D 70 @0 60 61 60  t document.\.\.}...m
8368 B1 30 Ah GF &F 8D 5F 1AT08 F1 EF D2(FB DD 86 76(DB €7 AF 58 ,svu.u_euoneeoav...P
0330 38 78 5C 72 74 66 31 5C 61 6E 73 €9 5C 61 6E 73769 63 70 67 ;{\rifi\ansi\ansicpg
G988 31 32 35 32 SC 63 &F 63-6F 61 72 79 66 31 31 38|37 5C 63 6F  1252\cocoortfii8iice
8428 63 €F 61 73 75 62 72 74 66 33 39 308D VB 5C 66 €F 6E 74 74 coasubrtf390.{\fontt
8448 62 6C 50 5630 50 66 73:77 63 73 73/5C 66 63 6861 72 73 65  blYfBMfswissifcharse

© SANS.
AT Righis Resanvel

Mac Forensic Analysis

Each Chunk Storage data file located in the nested sub-directories of the / . DocumentRevisions/.cs/
have a structure:

* First four bytes — Size of the chuck record — 0x00000164 (356)

e Next 21 bytes — Chunk ID (CID) —
0x01DC24D271CO9A63761C96181431614019C552499BF

» Rest of bytes — Chunk Contents

To find and parse the rest of the chunks, repeat the process.
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= S —
Versions - Versions Database
/.DocumentRevisions-V100/db-V1/

0..R, Jduw, 2. ... 1. Qn., k4, .el kU

mwnunmwuwmmwuwunﬂﬂuﬁumuﬁﬁmmamwuuunu
B0 20 B0 08 03 77 94 35 41 20 36 95 0D 83 02 20 00 59 03 00 00 05 02 00 00 0B 00 @) B DO DD 0D 20 N B¢
45 80 99 20 6 65 74 51 64 61 14 61 50 4B @1 B2 14 00 14 00 B0 99 0% @@ 77 94 35 &1 K4 Y6 65 FL BB B8 00
OO FS DE 0B 80 A7 00 80 00 X 00 0 BD 00 00 00 00 B2 OO EF B2 08 08 67 63 6D 6F B4 55 60 LB 40 D1 07 14

Bramimasicgacanaa i“.gm\udelPK

00 14 00 00 B0 08 02 77 04 35 41 45 AB £2 19 AN 05 00 00 AD 17 02 00 85 29 02 00 £O B0 00 20 08 20 04 B8] .......W.SAEIA. % .. cieiiinniiaians
00 B0 CE 0B O 00 60 6 54 65 6C S0 40 0L 02 14 00 14 00 00 00 08 O 77 24 35 41 E3 AD BA 7F 48 96 09 00) .. ..modelPk LoWU5AE LLHGLL
68 1 00 00 13 30 0D 30 M 60 00 00 22 83 05 00 00 02 5C 11 80 00 73 74 BF 72 65 46 55 BC 65 BE 61 B0 BS| hA..... ... .oo.o..... storeFilenocme

TaDataPK. . voinerinniiineraanis E.®,

.. efCappy . SVIBS\A{\rtfi\ansiNansic
pgl252\cocoartf1i87 {\fontthi\FO\Fs
wiss\fcharsetd Helvetica;} {\colort
bl ;\red255\green255\nlue255;} \marg
ﬁlm\margrluﬁ\view«l%%\viemﬂw
P\viewkind® \pard\tx720\tx1440\tx21
BO\Ex2880\tx360O\tx4328\t X504\ tu57
BO\ExE480\t %7200\ {x7920\txBE4Q\pard
Lrnotural \f@\fs24 \cf@ biahblahbl
ah}... 4HI-" y3AfaBe.nC.R* {\rtFIN
ansilansicpgi252\cacoartf1187 {\fon

TET31L RIS N EIFEIGF 6L ?4553!3!353?8!735(665565?4 ?4&26{“66]!5(&?3
7763 73 73 50 60 63 68 61 72 73 65 74 30 70 4B 65 60 7 65 74 69 63 61 38 70 0a 78 SC 63 6F 6C 6F 72 74
62 60 38:5C 72 65 64°32 35 35'5C 67 72 65 65 OF 32 35 35 5C 62/6C 75 65 32 35 35 38 7D OA 5C 60 61 72 67
@313434305(606! 7267 72 31 34 34 30 SC 76 69 65 77 77 31 30 38 30 30 50 76 69 65 77 6838 34 39|
ISCTEEIGS TTEEGUBE B4 W MASE PO 61 T2BASCTA A7 2 WSC AR M UM WS AR N
JE 30 5C 74 7B 32 38 38 3@ 5C 74 75 33 36 30 30 5C 74 TE 34 33 32 30 5C 74 YW 35 3D 34 30 5C 74 76 35 37|
36020 S0 7ATE 36 4 36 30 SC 74 Y8 370230 30 SC T4 7RIV 3032 S0 4 7 38 %% M 30 5K TR 6 12 e
69?35[61J‘l?5?!515(&!“5(66305(667!3!M“Kb’“!ﬂ!‘ﬂﬁ(ﬂﬂﬁ?“ﬂ“ﬂ“

Another example of the Chunk Storage data file shown in Synalyze It!. This example shows three records:

15t Record —
» First four bytes — Size of the chuck record — 0x00000149 (329)

* Next 21 bytes — Chunk ID (CID) —
0x0151B5948909B3CBE3959EE67C006BD9499CED0198

* Rest of bytes — Chunk Contents

2n Record —
*  First four bytes — Size of the chuck record — 0x00000145 (325)

* Next 21 bytes — Chunk ID (CID) —
0x012A959315E86643F72330B58B0B3556DC42535C41

* Rest of bytes — Chunk Contents

34 Record —
* First four bytes — Size of the chuck record — 0x0000131F (4895)

* Next 21 bytes — Chunk ID (CID) —
0x013448CEACAASFB533D1ED614265806E438B26R0O1F

* Rest of bytes — Chunk Contents
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Exercise 4.2 — iCloud &
Document Versions

— ——

Mac Forensic Analysis
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\ANY COMPUTER

and INCIDENT RESPONSE

Section 4 — Part 9
Mac Memory Acquisition & Analysis

Mae Forensic Analysis
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Memory Acquisition & Anélysis
Tools

Acquisition  Analysis

OSXPMem Volatility

MacQU|5|t|on

M;t(. Forensic Analysis

Capturing and analyzing memory {rom Windows based systeims has been available [or years, while Mac
memory acquisition and analysis is relatively new.

In the past couple years or so a few developers have been able to provide us the capability to acquire RAM from
Mac systems as well as the ability to analyze these RAM images. A mix of free, open source, and commercial
tools are available to perform these tasks.

Each tool has their benefits and disadvantages:
*  Some are free
* Some are easier to use
* Some have more capabilities

* Some are updated by the developers more frequently
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Memory Acquisition

GUI vs. CLI

RAM Image Output Types

» Raw (Padded or Unpadded)
» Mach-O

¢ E01

o ELF

* DMG

Admin Credentials are Required!
e Installs a Kernel Extension

Compressed RAM

¢ 10.9+
» Broke Older De Facto Tools (Mac Memory Reader, Mac Memoryze)

Mac Forensic Analysis

Memory acquisition is the activity of capturing the system random access memory (RAM). This RAM capture
contains process lists, network information, open files, and other data that may be useful in forensic analysis.

These tools have either GUI applications or command-line tools. It is worth noting that a GUI application may
leave a larger memory footprint than a command line tool.

Each tool captures the RAM in their own specified formats; some tools have multiple output options while
others are one and done. An analyst must be aware of the output and their preferred analysis tool. One output

type may not be supported in another analysis tool. Administrator credentials are required to dump RAM, as all
tools install a kernel extension.

Common output formats include:

* Raw (padded and unpadded) — DD-style format - padded format adds zeros where there are
unmapped memory regions. Final RAM image size may be larger than RAM in system.
Raw/Padded is one of the de-facto image standards.

*  Mach-O — Mach-O file of RAM, standard format

(developer.apple.comy/library/mac/documentation/DeveloperTools/Conceptual/MachORuntime/Refe
rence/reference.html). This format is another one of the de-facto image standards.

e EOI — Format used with Encase forensic software.
* ELF — Executable and Linking Format
*  DMG - Disk Image format, similar to Raw and padded format.

10.9 introduced compressed RAM, this broke many of the de facto memory acquisition tools such as Mac
Memory Reader and Mac Memoryze. If you want to learn more about how this works read “In Lieu of Swap:
Analyzing Compressed RAM in OS X and Linux” - http://dfrws.org/2014/proceedings/DFRWS2014-1.pdf
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Memory Acquisition

OSXPMem [1]

Created by Johannes Stuettgen
Free & Open Source

Supports 64-bit 10.7 — 10.10

Mach-0O, Raw (padded), & ELF output formats

word:Downloads oompa$ cd 0SXPMem-RC3-signed
word:0SXPMem—RC3-signed oompa$ 1s

psxpmem pmem. kext

word: 0SXPMem-RC3-signed oompa$ sudo ./osxpmem ~/Documents/10_10_1_test.dump
Password:

[6000000000000000 - 000000000005800¢] Conventional [WRITTEN]
[0000000000058000 - 0000000000059008] Reserved [SKIPPED]
[0000000000059000 — 000000000008f20@0] Conventional [WRITTEN]
[060000000008T000 — 00PNO0ABOOD90000] Reserved [SKIPPEDI]
[6000000008090000 —

00000000000a0000| Conventional [WRITTEN]
Mac Forensic Analysis .-

© SANS, : .
All Riydus Reservidd o

OSXPMem is a free and open source tool created by Johannes Stuettgen. This tool is reported to support 64-bit
systems from 10.7 to 10.10.

To use OSXPMem, follow these instructions:
* Download the 0SXPMem-*. tar.gz file
* Unpack it with root privileges (use sudo -s or sudo su to get aroot shell)
tar —-xvf OSXPMem-*.tar.gz or unzip OSXPMem-*-signed.zip

» Still in the root shell, execute the file osxpmem — default output is an ELF file. Use the - £ flag
with mach or raw to get different outputs formats. (if no long in the root shell use the sudo
command).

./osxpmem memory.dump

The screenshot shows the error produced if these files were not unpacked with root privileges.

bash-3.2# ./osxpmem /Volumes/DATA/MacMemory/osxpmem_elf.dump
Can't load kext ./pmem.kext, as it is not owned by root:wheel
dump_memory({833}: Failed to load kext (Undefined error: 9}

References:
https://github.com/google/rekall/trec/master/tools/osx/OSXPMem
http://rekall-forensic.blogspot.com/2014/03/0sx-109-memory-acquisition.html
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Memory Acquisition
MacQuisition by BlackBag [1]

Created by BlackBag Technologies

Neither Free nor Open Source

Supports 10.6 — 10.9

Raw, DMG, EO1 (Uncompressed, Empty Block
Compression, Fast Compression, Best Compression)

Mac Forensic Analysis

MacQuisition by BlackBag Technologies is their tool to capture all types of data in one shot. This tool allows an
investigator to acquire incident response information, disk images, and RAM. While this tool makes it incredibly
easy to capture everything you may need for an investigation, it does come at a price. This tool is available from
blackbagtech.com.

This tool is only available in a GUI format run off a dongle-based thumb-drive. RAM output formats consist of
Raw/Padded, DMG, and various EO1 formats.

References:

blackbagtech.com/software-products/macquisition.html
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Memory Acquisitio
MacQuisition by BlackBag [2]

500 MacQuisition™
s © . Dol
B Physical Memory (8.0 GF)
w [ disk0 (223.5 GB) Format: | Raw =
_ disk0s1 00,0 M3 - EF) -
af disk0s2 222.7 G8) - Apple_CoreStorag S Size: | NoSegments = ¢
& (ligk0:3 (6198 ME) - Apple_Boet Hashes: I MDS
v 3 diskl (2224 GB)
8 Macngosh HD (2224 GB. 205.1 OB tsed) - okl ™ sHA1
v B diskz (9315 GB) SHA2S6
disk241 200 0 M -~ FF1 y
Aty ~ Aol
WL S P 1Y S - Ap. o
ng [dev/mem to MacQ_raw dump Destination:
- oy 9 lunmap |Nulumus!DhTNMacMzmorw ] | Set.. |
maged 4.0 CH A0 B0 - Liteuted tme rumpnieg | sty - R
bl - s
- G
55 =408 Image Device

The screenshots above show an acquisition of RAM from a Mountain Lion system using MacQuisition 2012r3.
It is worth noting that Administrative credentials are required to capture the RAM.

The larger window shown is the main MacQuisition screen. This is where you can gather all the data from a
single system including the RAM (note the highlighted section *Physical Memory™). The output format,
segmentation, and output directory options can be altered to fit investigation requirements.

The smaller window shows the progress bar for the RAM capture.

There is no command line utility for this software.
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v = disk0 (223.5 GB)
(. disk0s1 (200.0 MB) - EFI
= disk0s2 (222.7 GB) - Apple_CoreStorage
% disk0s3 (619.8 MB) - Apple_Boot
v 3 disk1 (222.4 GB)
'® Macintosh HD (222.4 GB, 205.1 GB used) - disk1...
v FEA disk2 (931.5 GB)
|| disk2s1 (200.0 MB) - EFI
& DATA2 27.9 GB, 27.9 GB used) - disk2s2 ~ Appl...
/& DATA (903.1 GB, 707.6 GB used) ~ disk2s3 - Ap...
v I8 disk3 (7.3 GB)
& disk3s1 (31.5 KB) - Apple_partition_map
# MacQuisition (10.6.7) (2.0 GB, 1.7 GB used) - dis...

000 MacQuisition™

Format: | Raw

Segment Size: | No Segments

Hashes: [ MDS
M sHA1
() SHA2S6

Destination:

/Volumes/DATA/MacMemory/

® MacQuisition (10.5.8) (1.5 GB. 1.3 GB used) - dis...

Imaging /dev/memx to MacQ_raw.dump
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hMemory Acquisition
Sumuri Recon

Created by Sumuri
Neither Free nor Open Source

10.7 - 10.10

“‘\

Raw Output Format

|
Nokumes/REGON —

teEOIAES

Sumuri Recon is another all encompassing suite of tools that can acquire disk images, RAM, triage analysis and
live response data. It does all of this in a GUI with no command-line interface. All this functionality does come
at a price and is available at sumuri.com.

Refterences:
http://sumuri.com/product-category/recon/
http://sumuri.com/using-recon-to-image-ram/

http://sumuri.com/recon-adds-support-for-mac-os-x-10-10/
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Memory Analysis

Benefits & Limitations

Same basic functionality

» Process Lists

» Dump Processes

e Network Information
e Open Files

o Kext Listing

» Syscall Table

¢ Mach Trap Table

Sleep/Swap Files (10.6-)

s /private/var/vm/
+ g3leepimage
« swapfile#

» Secure Virtual Memory Enabled by default in 10.7+

Mac Forensic Analysis

Memory analysis is the act of analyzing the memory to parse out data structures to determine what was
happening on the system at that particular moment in time.

Each tool has its benefits and limitations - some tools are easier to use and some have more advanced
functionality. Each tool has the same basic functionality that includes parsing the data structure to access the
following information.

e Process Lists

*  Dump Processes

» Network Information

*  Open Files

» Kext Listing

* Syscall Table

*  Mach Trap Table

Warning Caveat: Output for each image/tool combination type may vary. It doesn’t hurt to perform analysis
using multiple tools!

Similar to memory are hibernation and swap files. In their unencrypted formats, these files may contain
passwords and other sensitive data.

The sleepimage file is similar with the hiberfil.sys file on Windows. It is created when the system
goes into hibernation mode. The swap files may also contain sensitive information in their non-encrypted form.
Swap files are used similarly to the Windows pagefile.sys. Unfortunately since 10.7, these files are
encrypted by default and passwords (or other sensitive data) strings are no longer available. If Secure Virtual
Memory is not enabled the user may use the st rings command to find passwords and other non-encrypted
strings that may be of use in an investigation.
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Memory Analysis Tools
Volatility

Supports images from 10.5 — 10.9.x

¢ Mach-0Q,

» Raw (Padded)
* DMG

» VMEM

https://github.com/volatilityfoundation/volatility

Mac Forensic Analysis

The de-facto standard in memory analysis, Volatility is a python-based tool can be used on any OS that supports
Python.

While this tool also supports images from Windows, Linux, and Android systems’, it started to support Mac
systems 1n version 2.3. Images form 10.5 -10.9.x are supported with the image output formats listed above.

To make note of this again, download from source for the latest updates that have not yet been compiled in
downloaded binaries or packages.

References:

https://github.com/volatilityfoundation/volatility

207



Memory Analysis Tool
Rekall

Forked Volatility to be more Modular

Python-based

Plugins

CLI or Web Console GUI

Supports images from 10.6 — 10.10

* RAW

s ELF

e Mach-O
s VMEM

https://github.com/google/rekall

1 ‘

© SANE,
All Riglus Ressoeif,

Mac Forensic Analysis

Rekall is a fork from Volatility so that it could be build with more modularity. As with Volatility it is python-
based and has various plugins run to gather specific data types.

Rekall is based as a command-line utility, but can also be run from a web-based console GUI.
References:

http://www.rekall-forensic.com/
https://github.com/google/rekall
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Memory Analysis
Profiles & Plugins (Volatility vs. Rekall)

Volatility Rekall
o Profiles * Profiles
» Only comes with Windows profiles.  Auto finds and downloads from
Must download OS X profiles or github server the correct profile.
build your own. Must be connected to Internet.
» https://github.com/volatilityfoundat » Can download profiles for offline
ion/profiles usage.
« python vol.py --profile https://github.com/google/rekall-
<profilename> profiles
* Plugins o rekall --profile <profile>
« Expected Basic Plugins ¢ Plugins
¢ More supported plugins » Expected Basic Plugins
o Malware, Keychain, File Dumps

© SANS,

AllRighs Rered

Mac Forensic Analysis

Profiles are what determine where certain data structures are located and how to look for them. For OS X it, a profile
is required for each sub-version (i.e.: the profile for 10.94 is different than 10.9.3). Volatility and Rekall differ in how
it get the profile for the memory image you are attempting to look at.

Volatility does not come with OS X profiles by default, you will need to download a profile from
https://github.com/volatilityfoundation/profiles and place them in your
/volatility/plugins/overlays/mac/ directory. To ensure you have them installed correctly run the command python
vol.py —-info | grep Mac. If no profile exists yet, you can build your own using the instructions provided
here: https://github.com/volatilityfoundation/volatility/wiki/Mac

Rekall on the other hand will automatically determine and pull the correct profile from their repository here:
https://github.com/google/rekall-profiles. You can clone their repository and use on an offline
system if required using the instructions here: hittp: //www.rekall-forensic.com/fag.html

The basic expected plugins exist for both Volatility and Rekall such as process lisling, kexl lists, open files, and
network configuration. Volatility has done a better job with specialty plugins such as malware detection, Keychain
key dumps, and file dumping.

References:

hitps://github.com/volatilityfoundation/volatility/wiki/Mac
https://github.com/volatility foundation/profiles

http://www .rekall-forensic.com/posts/2014-02-20-profile-selection.html
https://github.com/google/rekall-profiles/
http://www.rekall-forensic.com/faq.html
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Memory Analysis
Volatility Profile Installation & Check

Copy OS X specific profiles to

directory.

» Download from: https://github.com/volatilityfoundation/profiles/tree/master/Mac

Show Installed Profiles

» python vol.py —--info | Mac

word:volatility oompa$ python vol,py --info | grep Mac

Volatility Foundation Volatility Framework 2.4
MacMavericks_10_9_1_AMDx64 - A Profile for Mac Mavericks_10.
MacMavericks_10_9_2_13C1021_AMDx64 -~ A Profile for Mac Mavericks_18.9,2_13C1021.AMD x64
MacMavericks_19_9_2__13C64_AMDx64 A Profile for Mac Mavericks_10.9.2__13C54.AMD x64
MacMavericks_10_9_3_ AMDx64 A Profile for Mac Mavericks_10.9.3_AMD x64
MacMavericks_10_9_4_AMDx64 A Profile for Mac Mavericks_18.9.4_AMD x64

9.1_AMD x64
9.2_13
9

.
.
.
.

[ |

MacMavericks_10 9 5_AMDx64 - A Profile for Mac Mavericks_10.8.5 AMD x64
MachDAddressSpace - Address space Tor mach-o Tiles to support atc-ny memory reader
mac_version - Prints the Mac version

machoinfo -~ Dump Mach-0 file format information

©SANS;
All Rights He

Mae Forensic Analysis

Volatility uses profiles to determine where certain data structures to present them to the user. These profiles are
downloaded and installed in the /volatility/plugins/overlays/mac/ directory in your volatility
directory.

Once the files are copied into this directory, you can run the following command to determine if they are found
by volatility.

python vol.py --info | Mac

As shown in the screenshot, you should be able to see the names of the profiles that you have just copied into the
/volatility/plugins/overlays/mac/ directory.

References:
https://github.com/volatilityfoundation/volatility/wiki/Mac
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Memory Analysis
Volatility Usage

-f <memory imag

/oompa/Documents /Mach Xy 10.8-8napshotld, vimem

word:velatility ocompa$ python vol.py —profile=MacMavericks_10_9_2__13C64_AMDx64 ~f /Users/oompa/
Documents/Macy 0S\ X\ 10.9-Snapshot14.vmem mac_version

Volatility Foundation Volatility Framework 2.4

Darwin Kernel Version 13.1.8: Thu Jan 16 19:40:37 PST 2014; root:xnu—2422.90,20~2/RELEASE_X86_64

Mac Forensic Analysis

Inputs to Volatility include at a minimum, a file path to a memory image and a plugin name to run. For Mac
memory analysis, we’ll need to specify a profile as described in the previous slide.

The example uses a profile for a specific build of 10.9.2 (Mavericks), the memory image is located in the user’s
Documents directory. This image is from a VMWare Fusion virtual machine snapshot (VMEM). The analyst is
attempting to determine the basic system information for this memory image. This output is similar to the
uname -—a command.

python vol.py --profile=MacMavericks 10 9 2 13C64 AMDx64 -f
/Users/ocompa/Documents/Mac\ OS\ X\ 10.9-Snapshotl4.vmem mac_pslist
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Memory Analysis
OS X Processes

e —
Process Nama PID  Sandbox Memary Compressed Mem  User Kind
v kernal_iask ¢ No 1,24 GB 0 byles root 64 bt
v launchd 1 MNo 15.1 MB 148 KB root 64 bit
» & Google Chrome 3672 No 226.4 MB 153 MB cempa 64 bit
P Micrasoft PowerPoint 3759 No AT4.5 MB 212.5 MB oompa a2 kit

@ Time Machine - - - -

v [l Termina 201 No 93.4 MB 12.3 MB compa 84 blt
xmount 20774 No 51.6 MB 39.8 MB rool B4 bit
diskimages-helper 20782 Ne 7.8 MB 728 KB oompa €4 bit

v login 20648 No 1.4 MB 1.0 MB root B4 bit

bash 20649 No €68 KB 484 KB compa 64 blt
> login ang No 1.1 MB 698 KB root 64 bit
> login 41437 No 1.1 MB 924 KB root 64 bit
» fogin 20751 No 1.1 M8 848 KB root 64 bit
> login 3878 No 1.1 MB S00 KB root B4 bit
» login 85720 No 11MB 918 KB root 84 bit

» &} Spotignt - - - - .

» £3 Dropbox 417 No 86.9 MB 1.1 MB comps 32 bit

» ‘, Mail 185 Yea 1802 MB 17.7 MB compa €4 bit

@ LitkeSnappaer 55068 No 98.8 MB 18.6 M8 oumpa 64 bit
_,' TextEdit 203 Yes 184.8 MB 183.7 MB oompa 64 bit

On a default system all processes will be a sub process of both kernel task (always PID 0) and 1aunchd
(always PID 1). These parent processes are shown above in a screenshot taken from Activity
Monitor.app.

Child processes for each application, agent, or daemon will be listed under 1 aunchd. In the screenshot
example, the Terminal application as multiple Login processes. Each of these 10gin processes in turn has
a child bash process.
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Memory Analysis
Volatility - Processe

=—
mac pslist

word:volatility oompa% python vol.py —-profile=MacMavericks_10_9_2_ 134 -—p ents
/Mac\ 0S\ X\ 18.9-Snapshotld4,vmem mac, _pslist
Volatility Foundation Volatility Framework 2.4
0ffset (V) Name PID Uid Gid PGID Bits DTB Start time
oxffff{f80337a74a8 fontworker 5844 501 26 5844 64BIT 0x4bbc0B@ 2615-03-15 21:26:54 UTC+0000
OxTFffFFRAI58145dR timezaned 5832 218 216 5832 64BRIT 0x7c4b3000 2015-83-15 21:26:34 UTC+b00R
axffffffa036ad0080 Alrfort Base Sta 5813 501 20 5813 64BIT Ox55e63000 2015-03-15 21:26:29 UTC+0000
oxffffffpe35Peddf8 rpesvehost 56806 ] @ 5806 64BIT 0x741e7000 20158315 21:26:29 UTC+00080
Pxfffff78@337aa7ed netbiosd 5805 222 222 5805 64BIT Ax47561000 2915-03-15 21:26:29 UTC+0089
OxTFfffff8835817748 digest-service 5804 ] @ 5804 64BIT 0x7d580008 2815-@3-15 21:26:29 UTC+0@8@
Oxffffff8036ad3338 syncdefaultsd 5682 501 20 5682 64BIT 0x6d5c4000 2015-03-15 21:26:22 UTC+0000
OxfIFFF1803b662bTE mdworker 5667 581 2@ 5667 B4BIT @x3bd41000 2014-12-18 23:03:05 UTC+0008

Name

Kernel_task ]

« Launchd 1

e timezoned 5832
verpesvehost 5806
v onetbiosd 5805
vedigest-service 5804
s oespd 5229
.. com.apple.WebKit 4028
G SANE,

All RﬁMu[g.‘- n

JMacy 0S8\ X\ 10.9-Snapshotl4, vaen mac, pstree
Volatility Foundation Volatility Framework 2.4

Uid
]
]
210
(]
222
]
4
501

Mac Forensi

> Analysis

mac pstree

ward:volatility oompas python vol.py --profite=MacMavericks_1¢_9_2_ 13(64_AMOx64 ~f fUsers/oompa/Docaments

Volatility has many different plugins. Two plugins for viewing system processes are mac_pslist and

mac_pstree.

The top screenshot shows the mac_pslist plugin. This plugin prints the processes that were in use at the time

the image was captured. OUutput information includes:

*  Process Name
¢ Process ID (PID)
+ UID/GID

¢ Process Architecture

* Process Start Time

The bottom screenshot shows the output of the mac_pstree plugin. This plugin shows the process name, PID,

and UID in a trce-like format. ‘T'his format allows child processcs to be determine more quickly.

Reference:

https://github.com/volatilityfoundation/volatility/wiki/Mac-Command-Reference
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word:volatility oompa$ python vol.py ——profile=MacMavericks_10_9_2 _13C64_AMDx64 -f /Users/oompa/Documents

/Mach 0S5\ X\ 10.9-Snapshotl4.vmem mac_pstist
Volatility Foundation Volatility Framework 2.4

0ffset (V)

OxfTfffff8e337a74a8
Qxffffff803581a5d8
oxffFFff8036ad0089
Oxffffff80350e08df8
oxTfffff80337aa7ed
Oxffffff8035817748
OxTfffff8036ad3338
OxTfffff803b662bTO

Name
fontworker
timezoned

AirPort Base Sta

rpcsvchost
netbiosd

digest-service
syncdefaultsd

mdworker

PID

5844
5832
5813
5806
5805
5804
5682
5667

vid
501
210
501

0
222

@
501
501

Gid
20
21@
20
(%
222
9
20
20

PGID
5844
5832
5813
5806
5805
5804
5682
5667

Bits

64BIT
64BIT
64817
64BIT
64BIT
64BIT
64BIT
64BIT

DTB

0x4b6c000
0x7¢c4b3000
9x55e63000
Ox74fe7000
9x47561800
Ix7d588@00
?dx6d5¢c4000
2x3bd41000

Start time
2015-83-15
2015-83-15
29015-03-15
2015-083-15
29015-03-15
2015-03-15
2015-93-15
2014-12-18

21:26:54
21:26:34
21:26:29
21:26:29
21:26:29
21:26:29
21:26:22
23:03:05

UTC+0000
UTC+0000
UTC+009a
UTC+0009
UTC+0000
uTC+0600
UTC+000e
UTC+0690

Name

kernel_task

. launchd
.-timezoned
.=rpcsvchost
».Netbiosd
..digest-service

« 0Cspd

.. COm.apple.WebKit

Pid
)

1
5832
5806
5805
5804
5229
4828

Uid
17
0
219
2
222
@
[
501

word:volatility oompa$ python vol.py —-profile=MacMavericks_10_9_2__13C64_AMDx64 -f /Users/oompa/Documents
/Mac\ 05\ X\ 10.9-Snapshotld.vmem mac_pstree
Volatility Foundation Volatility Framework 2.4
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Memory Analysis
L] -
Volatility - Network
word:volatility oompas python vol.py --profile=MacMavericks_10_9_2 ! yr r 1 : :
/Mac\ 0S\ X\ 10,9-Snapshotld.vmem mac_ifconfig ma C___l fCOn fl g
Volatility Foundetion Volatility Framework 2.4 - - — -
Interface IP Address Mac Address Promiscuous
100 HE § False
100 127.98.0,1 False
100 feBArlesl False
gifo False
stfe False
ano 001 0¢:29: 191 ¢0: 93 90101291 19:¢0393 False
eng feiB:4::28¢:299F: fe£9:c093 00:0¢:29:f9:c0:93 False
eni 192,168, 189,128 93:0c:29:19:¢0:93 false
P o A Pk B o
TCP 197.108,189,120 51902 74,125,200, 113 443 FSTABLISHED CalendarAgent 142
TEP  192.%68.189.128 51042 74,325,200.1%3 443 ESTARLISHED CalendarAgent 742
we 1 I it ] ke 1027
TP 3 53 i ] LISTEN kde 827
WP 0.0.0.8 o8 9.0.9.0 0 de 1821
TP 8.8.0.8 28 8.8,8.0 [] LISTEN *dc 827
TP 192.368.309.178 51881 76,125,138, 105 993 ESTABLISHED Msil 4010
TP 102,168,180.128 51903 ¥4,125,190.169 993 ESTABLISHED tnil 4010
TCP 192,168.169,128 51881 94,125,186, 186 993 ESTADLISHED Moil 4010
TCP  397.166.189.128 33091 74,125,139, 165 993 ESTABLISHED Mei\ 4010
TCP  102.168.189,128 81965 74,125,130,10% 993 ESTADLISHED Mast 4010
TCP 102.168.189.128 51991 74.125,130.108 993 ESTABLISHED Matt 4010
TOP 192 108,180,128 51975 74,125, 700, 138 B0 ESTAOLISHED ocepd 5229
TP 197.168.189.128 51475 74.125.200.138 80 ESTAHLISHED ocspd 5229

Volatility can also show us volatile network information.

The mac_ifconfig provides us the current IP addresses and network interfaces of the system when the
memory dump was captured.

The mac_netstat command output network connection IP, ports, status, and process affiliation.

Reference:
https://github.com/volatilityfoundation/volatility/wiki/Mac-Command-Reference
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word:volatility oompa$ python vol,py ——profile=MacMavericks_19 _9_2__13C64_AMDx64 -f /Users/oompa/Documents
/Mac\ 0S\ X\ 1€.9-Snapshotl4,vmem mac_ifconfig

Volatitity Foundation Volatility Framework 2.4

Interface IP Address Mac Address Promiscuous

lo@ - False

100 127.0.6.1 False

100 fe80:1::1 False

gife False

stf0 False

end 00:0c:29:19:¢c9:93 00:06c:29:f9:¢c0:93 False

end fe8@:4::20c:29ff;: fef9:c093 99:06c:29:19:¢8:93 False

end 192.168.189.128 00:0c:29:1f9:¢6:93 False
TCP 192,168,169.128 51992 74,125.200.113 443 ESTABLISHED CalendarAgent 742
TCP  162.168.189.128 51992 74.125.208.113 443 ESTABLISHED CalendarAgent 742
Upp Y 88 g8 7] kdc 2827
TCP 1 88 t: 0 LISTEN kdc 2827
UDP  9.0.0.0 88 9.0,0.0 ] kdc 2827
TCP  0.0.0.0 88 0.0.2.0 @ { ISTEN kdc 2827
TCP  192.168.189.128 51981 74.125.136.108 993 ESTABLISHED Mail 4010
TCP  192.168.189.128 51985 74.125.13@.109 993 ESTABLISHED Mail 4p10
TCP  192.166.189.128 51981 74.125.130.108 993 ESTABLISHED Mail 4910
TCP  192.168.189.128 51991 74.125.130.108 993 ESTABLISHED Mail 4019
TCP  192,168.189.128 51985 74.125.130,109 993 ESTABLISHED Mail 4010
TCP  192.168.189.128 51991 74,125.136.108 993 ESTABLISHED Mail 4010
TCP  192.168.189.128 51975 74.125.209.138 60 ESTABLISHED ocspd 5229
TCP  192.168.189.128 51975 74.125.208,138 8@ ESTABLISHED ocspd 5229
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Agenda

Part 1 — Extended Attributes

Part 2 - File System Events Store
Database

Part 3 — Time Machine

Part 4 - Spotlight

Part 5 — Portable OS X Related
Artifacts
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Section 4 — Part 10

Password Cracking and
Encrypted Containers

Mac Forensic Analysis
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Password Cracking and
Encrypted Containers

User Passwords
Keychains
Legacy FileVault
FileVault 2

Encrypted DMGs

Mac Forensic Analysis

An analyst might run into various encrypted containers during their analysis, such as FileVault volumes and
encrypted disk image files.

These containers may be able to be cracked open by brute forcing the user passwords, or acquiring the
passwords from the user’s keychain files.
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Password Cracking
Password Shadow

10.6 10.7 10.8+

<username>.plist

<username>.plist

<GUID>.state

ShadowHashData
Key

Embedded
Property List

Salted SHA512
Hash

ShadowHashData
Key

Embedded
Property List

Salted SHA512
PBKDF2

Salted SHA1 Hash

Mac Forensic Analysis

Like any Unix-based system, the user’s password is stored in a password shadow file.

In 10.6 the location of the hash is stored in a the <GUTD>.state file located in
/private/var/db/shadow/hash/ directory. This hash uses a salted SHA1 hash.

In 10.7+ systems the hash is now located in an embedded property list in the ShadowHashDataKey key in the
user property list located in the /private/var/db/dslocal/nodes/Default/users/ directory.

10.7 systems use a salted SHAS512 hash, while 10.8+ systems use a salted SHA512 PBKDF2 hash,

The hashing algorithms have been increasingly more difficult to crack with every version of OS X. (We will see
a good example of this in the related exercise!).
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Password Shadow 10.6
/private/var/db/shadow/hash/

0 30 30 o0 30 30 30 39 38 39 B 30 30 30 30 30 30 20 20 38 39 30 ; BAAB0
8024 30 30 30 30 /309 39 30 30 30 30 30 3030 30 30 38 39 39 39 30 30 30 30 30  6@0HE0600008000006000000
045 30 30 30 30 36 30 36 50:50 39 38 30130 36 36 30 30 39 30 30/30 39 38 39 0A000000089200E0200A06E
0072 30 30 30 39|39 30 30 36/30 39 30 30 30 30 39 39 30 39 30 30/30 30 39 39 0B0820880020260200000628
9096 30 30 39 3930 30 30 3030 30 38 30 39 30 30 3938 30 39 38|30 30 38 30 0PAE0A0OA0LO0H00E0AB0GL0
0120 30 30 30 30|30 30 39 3039 39 39 3830 30 30 3030 39 30 39 30 38 39 30 0POEY0BE0US0000800300600
8144 39 30 30 38'3833383?);353&333&%@3@38 30 30 30 39 3630 30 30 39 0680%00S006000D080E00G06
8158 3’74138455‘13423438@33413135%32@39&&45343{36433835 TABECB483A1520032E6C60E5
6192 33 39 44 46(305ﬁ36§36414535;393431311533531[31313543 3SDFO3DE6AESI411E831115C
6216 38 39 39 39 30 30 30 30 30 30 39 30 30 30 30 3@ 30 30 30 3038 30 38 32 6B662O0H0060000DLDAENCHA
8240 36 S0 39 37|30 30 36 39|36 39 30 3039 36 30 3430 37 30 39 38 30 30 30 ANOO0GVONOCHREEHNEDE00ED
9264 30 30 30 30 39 38 30 38/39 30 30 30/30 30 30 30 38 39 30 30 30 30 30 30  0OSEE0R00D80D6LAGRO00000
6283 30 30 30 30,30 39 39 3030 30 30 3032 36 30 30 30 30 36 30|30 38 30 30 0O00000NCODOBOVENOBOEVLA
8312 30 3D 30 30 39 35 30 3030 30 30 3039 30 30 39 39 30 3B 30 30 30 39 30  00000000H00000000EDE0H0E

Mae Forensic Analysis

10.6 user passwords are stored in a file named with a specific GUID and the extension . state. These files are
located in the /private/var/db/shadow/hash/ directory.

The 48 byte SHA1 hash is found at offset 168 (highlighted above) in the file. Other hashes may be found at
other ottsets in this tile.

The NT hash is at offset 0, and the LanMan hash can be found at offset 32, as detailed by the Defense in Depth
blogat http://www.defenceindepth.net/2009/12/cracking-os-x-passwords.html. This
will only occur if SMB/CIFS file sharing has been tumed on.
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Password Shadow 10.7
/private/var/db/dslocal/nodes/Default/users

ey Type Value
* Root Dictionsry (77 o
I KerberoiKeys Mrray 1 e
¥ SnacomtanLER CT)
[ ftem 0
¥ _writers_Linkedidantity
_writers_UserCentificate
= _writers_hint
b _Wiiten_jpequioie
¥ _writers_pasiid
»_wiiters_pictre Key Value
b _wiiters_realname r Root (1 ltem)
P SALTED-SHAS12 Data <00b99e88 14669bf2 63¢97c1f 16826¢42 Sefda
+ gid Array 0 Aem)
* hint Array 1 wem)
W hame Asray 11 2emb
¥ |pegohoto

P

42 ....f..Cul..nB
FF A.J2}.2..n.....
77  B.N...dEr..q..bv
D5 .pl5.2\.7.5XK..y.
AF L3..

16

Starting with 10.7 systems, the password hash is stored in a property list named for each user in the
/private/var/db/dslocal/nodes/Default/users/ directory.

The hash is stored in an embedded property list stored in the ShadowHashDataKey. This property list can be
extracted and viewed as shown in the top screenshot.

The SALTED-SHAS512 key contains the combined salt and hash. The hex view shown in the bottom figure
shows the hex output of the SALTED-SHA512 key. The first four bytes (0x00B99E88) are the salt, while the
rest of the bytes are the hash.

Reference:

Defense in Depth Blog:
http://www.defenceindepth.net/2011/09/cracking-os-x-lion-passwords.html
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Key Type Value
¥ Root Dictionary (22 items)
» KerberosKeys Array (1 item)
v ShadowHashData ©® Aray 401 irem)
item 0 Data <62706c63 73743030 d1010254
» _writers_Linkedidentity Array (1 item)
» _writers_UserCertificate Array (1 item)
» _writers_hint Array (1 item)
» _writers_jpegphoto Array (1 jtem)
» _writers_passwd Array (1 item)
» as\mﬂm«mzvmnn.cqm W:.m< Q wm_j.u
PO 00 B9 O9E 88 14 66 9B F2 63 E9 7C 1F F6 82 6E 42 .....f..c.|...nB
16 5E FD A4 70 7A 7D F4 32 OF CE 6E 98 8D B9 9B FF  A..}Z}.2..N.....
32 30 BA 4E F9 10 E7 64 45 72 A2 9C 71 FE 13 62 7?7 @.N...dEr..q..bw
48 16 70 7C 35 F@ 32 5C CD 37 1C 39 58 AD AE 79 DS  .pl5.2\.7.9X..y.
64 4C 33 80 AF L3..
» passwd Array (1 item)
» passwordpolicyoptions Array (1 item)
» picture Array (1 item)
» realname Array {1 item)
» shell Array {1 item)
» uid Array (1 itemn)
Key Type Value
¥ Root Dictionary (1 item)

SALTED-SHAS512 Data <00b99e88 14669bf2 63e97c1f 682642 Sefda




Password Shadow 10.8+
/private/var/db/dslocal/nodes/Default/users
[ ————
Way Type — Value
¥ Root Dicticnary {76 Herns}
T P ot et DL 81 82 5F ggbplisthd, ...
» authentication_authority Array {2 memsl 2D 53 48 - «SALTED-SHA
P passwardpoficynptions  Array {% seml 46 32 DFO3 B1Z2-PBKOF2. .
» _writers_picture Aeray irfieng 7472 6F 7@ .....Wentrop
> hint Areay £ et 74 65 72 61 yTsaltZitera
» shell Array 11 Rewm) 77 AE 33 64 tionsd. .w.3d
P _writers_reainame Array {1 leen) 58 % CF B4 ISNSESE Ry e
> r2ainame Array i temn 5
- rem P 97 BA 8D B8 .....°u2....
» _writers_UserCertificate  Array {3 Ren} 1€ 75 ES 8E M.VES.u..
» home Array (1 ey 16 9C EB BE _ avuwaQassssus
¥ KerborosKeys J\nﬁr {1 ivemd
| ¥ ShadawilashData Array £} peny
Irem 0 Data <62706c69 73743030 d101025f 10145341
b wnters_passwd Array {1 mam)
[3 ;kf o Azra: 0% el Koy Tyve Nl
| YRoot Dickionary (L jxem)
> generateduld il T S ALTED-SHAS12-PBKDF2 Oictionary (3 Itents)
D2 sved Pl ) entropy Data <77a83364 cB9eObee ecfa2ds2 5B
gl N e salr pata <e3db3d3a 5dB12cce 62042766 a3
b _writers_hint Asray {1 Zemt > - Number 26.169
b _writers_jpegphoto Array {2 itensd |
A i Mac Forensic Analysis

Similar to 10.7, 10.8+ systems store the hash in an embedded property list within the ShadowHashData key
within the user’s property list file located in /private/var/db/dslocal/nodes/Default/users/
directory.

This property list can be extracted and viewed. We can see the keys for entropy, salt, and iterations. 'I'he hash
algorithm differs from 10.7 as it uses the SHA512 PBKDF?2 algorithm.
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Key Type Value
¥ Root Dictionary (20 items)
» jpegphoto Array (1 item)
» authentication_authority Array (2 items)
» passwordpolicyoptions  Array (1 item)
» _writers_picture Array (1 item)
» hint Array (1 item)
» shell Array (1 item)
» _writers_realname Array (1 item)
» reainame Array {1 iterm)
» name Array (1 item)
P _writers_UserCertificate Array (1 item)
» home Array (1 itern)
b KerberosKeys Arra (1 item)

¥ ShadowHashData Array (1 item}
Item O Data <62706c69 73743030 d101025f 1014534

» _writers_passwd Array (1 item)
» uid Array (1 item)
» generateduid Array (1item)
D1 01 02 5F gubplistBd..._
"2D 53 48 « « SALTED-SHA
'146 32 0pfB3  512-PBKDF2..
74 72 6F 718 .....Wentrop
74 65 72 61 yTsaltZitera
77 AE 33 64 tions0..w.3d
583FCF 84 oo.o.l-RX?.o
WBA%BS -ooul"UZo...
1€E B ES 8 .M..YE.9.u..
16 C EO BE ..cccQuceunes
Key Type Value
¥ Root Dictionary (1 iterm)
¥ SALTED-SHAS12-PBKDF2 Dictionary (3 items)
entropy Data <77ae3364 c89e9bee eefa2d52 58]
salt Data <e3db3d3a 5dBf2ccc 62b42766 a3
iterations Number 28,169
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Password Cracking Software

« Support for 10.6 (v1.0) 10.7 & 10.8+ hashes (v2.1) |
DaveGrohl * Distributed
* Free
ey
— e Stpport for 10.6 and 10.7, 10.8+ hashes In unstable
JOhn The release '
2 * 1.7.9 Jumbo compiled for OS X
W
 Support for 10.6, 10.7, 10.8+ hashes (v.46
Hashcat ;2RE0 e
4
=7 =
« Support for 10.6, 10.7, 10.8+ hashes
Passware ¥

T RighiR p— Mac Forensic Analysis

Various password cracking software is availahle. These programs range from free to quite expensive. The
software programs listed above work for each of the different password hashing algorithms used in 10.6 — 10.8+.

References:

Dave Grohl - http://www.davegrohl.org/

John The Ripper
 http://openwall.info/wiki/john/custom-builds#Compiled-for-Mac-OS-X
* http://download.openwall.net/pub/projects/john/contrib/macosx/

Hashcat - http://hashcat.net/hashcat/

Passwarc - http://www .lostpassword.com/kit-forensic.htm
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Dump the unlocked login.keychain on logged-on system

* security dump-keychain -d

Acquire logon password

* security unlock-keychain -p <password> <keychain>

John The Ripper - keychain2john

* ./keychain2john login.keychain > login keychain.txt
* ./john logon keychain.txt

crowbarKC - Free but slow

Passware — Optimized but not free

Mae Forensic Analysis

Keychains can be useful to gather a variety of passwords. Many people reuse passwords or parts of passwords,
this can be used to shorten the wordlist to brute force other passwords.

On an already logged-on system, an investigator is able to dump the passwords (usually without a password) of
the currently logged on user’s 1ogin.keychain. The security command used with the dump-
keychain -d option can be used to do this. This command produces quite a bit of output, so redirection to a
file is recommended for later viewing.

If a user’s logon password can be acquired, an analyst can usually use that to access the keychain by using the
unlock-keychain optionto the security command. “Usually” being a key term - the user’s password
is often used as the default password to a user’s keychain, however a user can change this at any time.

The well known password cracking program John the Ripper can be used to brute force keychain passwords.
Specially compiled versions (at least 1.7.9 Jumbo 6) of JTR will have the program keychain2john that is
used to dump the password hash from the keychain file and into JTR format. This output can be saved to a file
(login_keychain. txt for example), and used with the john program. It should be noted, this may take a
LONG time to crack and highly depends on the configuration, JTR wordlists, and complexity of the password.
A good resource for compiling and configuring JTR for this purpose can be found here:
http://easymactips.blogspot.com/2012/09/john-ripper-tutorial-examples-and.html

Other programs such as crowbarKC (available at http://www.georgestarcher.com/?page id=256) and Passware
(available at http://www.lostpassword.com/) can be used to brute force keychains. CrowbarKC is a free program
but is quite slow (even compared with JTR). Passware is more optimized, but it is not free.
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FileVault

Legacy FileVault

Encrypted Home Directory
10.3-10.6

AES-128 (CBC Mode)

Sparse Disk Images or
Bundles

U SANS,
All Rights Reseribel Lt

FileVault (now call Legacy FileVault) was introduced in version 10.3. FileVault, if implemented, encrypts the
home directory of a user. All other domains and user directories remain unencrypted. The encrypted home

FileVault 2

Full Disk Encryption
10.7+

AES-128 (XTS-AESW Mode)

Additional Recovery HD
Partition

Mac Forensic Analysis

directory files are stored in a sparse disk image, or a sparse bundle.

HileVault 2 was introduced m Mac OS X Lion, and encrypts the whole disk, except for the EF] and Recovery

partitions.

Different versions of AES encryption are used in each FileVault implementation. Like password hash

algorithms, Apple continues to improve the use of its encryption to create a stronger container.

Reference:
OS X: About FileVault 2
[http://support.apple.com/kb/HT4790]
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Accessing FileVault Volumes
___lLegacy FileVault

—niemount

» User Password
» Master Password
» /Library/Keychains/FileVaultMaster.keychain

Mac Forensic Analysis

Legacy FileVault sparsebundles can be cracked using the user’s logon password or by using the FileVault
Master password. The master password is stored in the FileVaul tMaster. keychain file located in the
/Library/Keychains/ directory.

To mount the sparsebundle on a Mac to be able to image the unencrypted version we can use the hdiutil
command. This command used with the attach verb, along with the ~-readonly -nomount options will
prompt a user for a password, and will mount the volume ona /dev/ device. This can then be imaged just as
any other disk would be.
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o M
User *hdiutil attach -readonly -nomount -stdinpass
Password filevault2image.dmg
el )/
Master * security unlock-keychain FileVaultMaster, keychaln
e diskutil corestorage unlockvolume <UUID> - wow e
Password recoverykeychain FileVaultMaster.keychain
b
disk 1 lockvol h v
* diskutil corestorage unlockvolume <UUID> -passphrase
Recovery <recovery key>
Key e Recovery key stored with Apple — Contact Apple subpeonas@apple.com
-
EENYEIM Direct Memory Access via FireWire
» EncrytedRoot.plist.wipkey File
~y
Mac Forensic Analysis

FileVault 2 volumes can be accessed by using the user’s password, the master password, a recovery key, or by
direct memory access using a program like Passware.

References:

http://derflounder.wordpress.com/2011/11/23/using-the-command-line-to-unlock-or-decrypt-your-filevault-2-
encrypted-boot-drive/

http://www.lostpassword.com/hdd-decryption.htm
https://support.apple.com/kb/HT4790
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Encr_ypted Non-0OS FileVault
Volumes [1]

Ara you sura you wam to erxse tha disk *USD Fash
Disk Medla” and craata an encayped partiton?

3 L Lo ot Erasing a partition deferes alf the darz oe that pastiion b dons
) praciemos 50 [ o ponepp—— na affect oter pastivans an the sume disk.
.5«!'!5)5 LI T ndahnde sl L T

1 Seeuiy s rnan s .
i e e ik By ceting 4 pemartl, the s om ik b ehrpted e k.

Oy
| O8RS Pl Dink e S SO

Uerzad Ta prreess The W geay o poryeeey dueied Pars st 5 ke P e S WARNING: s an this pamition sl Be andoptod uaing oL
e v e ] e P e T fevee P S pRseerd. ¥ you forgot the pai et yous san whll be s
el b LTy me— 3 New password: | "] 9
el (100 i -
Vertfy:
{ - )
Password Seesath: Weak
Hint
- re [ TaeN fanee
Ok Dassrigthon - U Pash Disk Matis' Touul Capaciy : 1Ot G5 0. 040,167 482 Brvwwd
L‘( Commmcaton Dus } UKD Wrin S | nals E“c"——‘ s
Cumuxtiba Typu : Diterand AMARY. Bagns | St Svgporl
® VIS Savint ondawr ; ITOINSE Crpttien iy Schonm : GUID Pareiion Tabie

Other volumes may also be encrypted using FileVault. These volumes may be external hard drives, thumb
drives, or other types of disk storage.

The left screenshot shows the Disk Utility application with a 1GB thumb drive attached. To encrypt this thumb
drive, a user will need to go to the “Erase” tab and choose the “Mac 0S Extended (Journaled,
Encrypted)” in the Format options.

The right screenshot shows the pop-up window the user will receive when the “Erase...” procedure is started.
This window allows the user to input a password (and password hint) for the volume.
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USB Flash Disk Med

{2 Macintosh HD ——y_First Al [ Fatiion | RAID | Restore jr——)
(=l Macintosh HD
3 diskos1 To erase all data on a disk or volume: ’
1  Select the disk or volume In the list on the left.
& Macintosh HD 2 Specify a formatand name.
& Recovery HD . 3 H::umtopmntﬂnmwolmdkk;meddm.dlam
[ 1.04 GB USB Flash Disk Med 4 Click Erase. :
__ Untitled To prevent the recovery of previously deleted fites without erasing the volume, selecta
volume iumustqntheieft.anddlckirmrmsme.

Name: | SEXRET| B
——%
Erase FreeSpace.. | Security Options... | | Erase.. |
l i Disk Description : USB Flash Disk Media Total Capacity : 1.04 GB (1,040,187,392 Bytes)
Connectlon Bus : USB Write Status : Read/Write
USC:““W"" Type : Bxternal SMART, Status : Not Supported
Serial Number . 7F0SAF3E Partition Map Scheme : GUID Partition Table

ia

L

Format: | Mac 05 Extended (ournaled, Encrypied) ____*)

@

want to erase the disk “USB Flash

Are you sure you
partition?

Disk Medla” and create an encrypred

Erasing a partition deletes all the data on that partition but does
not affect other partitions on the same disk.

By setting a password, the partiten wiil be encrypted and not
accessible withouwt the password.

WARNING: Files oy this partition will be encrypted using this
password. If you forgetthe password, your data wilt be lost.

9%

New password: [__

Verify: [ -
[ |
Password Strength; Weak
- ——
Hint:
| |
[ Cancel | | Erase
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Encrypted Non-0S FileVault
Volumes [2]
= E—— = S
’Tmme:/ sledwardss diskutil Uist disk3
Jdev/disk2
#£: TYPE NAME SIZE IDENTIFIER
B G&Iﬁ_partition_scheme *1.8 GB disk2
i: Agp{e_CoreStorage 1.2 GB disk2s1
nibble: /s sledwards$ diskutil tist disk3
fdevsdisk3
#1 TYPE MNAME SIZE IDENTIFIER
0: Apple_HFS SEKRET *721.4 MB  disk3
nibble:/ sledwardss sudo mels /dev/diskz
GUID Partition Tabie (EFT)
Offset Sector: @
Unkts are in 512-byte sectors
Slot Start End Length Description
08: Meta 0200000000 0000000000 2000600001 Safety Table
01 -w——~  2D0BERROAD 2800000039  0OOREAPNID Unallocated
02: Meta 0000000001 0000000001 0000200001 GPT Header
23: Meta 0000000002 fe0eR0R033 2000000P32  Partition Table
94: ¢8 0000000040 2002031575 0002031536 SEKRET
05: ———_. 0082031576 2002031615 0000000040 Unallocated __J
© SANS, -
All Righis Ris

The bottom screenshot is an example of what /dev/disk2 looks like using the mm1s command from
Sleuthkit. We can see the main partition is likely “SEKRET”, but we are unable to tell if it is an encrypted
volume.

234



pajedolleul 0v00000000 STITEAL000  9.STE0L000 ——---- :G0
13¥M3S  9£STE0C000 S/LSTE0Z000 0v00000000 00 :v0
91Qqe]l uoTiTiJed ZEQ00000000 £E00000000 T000000000 Cl9W :t0
J3pe3H 1d9 1000000000 1000000000 1000000000 elaW :Z0
pI3jedolleun Qv00000000 6t00000000 0000000000 -—-———— : 10
a1qe) A33jeS 1000000000 0000000000 0000000000 CI9H :00
uoT3drJiosag yibual pu3 3Jels 301S
$103123S 33AQ-ZIS UT 3Je SITUN
@ :J40123S 135440
(I43) 91qel uoTiTiJed QINn9
ASTP/A3P/ S1ww opns §spiempals /:a919qqTu
EXSTP QW b TTL* 13YN3S Sd4H 91ddy :0
Y3I4ILNIAI 3218 JWYN 3dAL i
ENSTP/ASD/
EXSTP ISTY 1TINYSTP $SPJeMPas /:31GQTu
TSDAISTP g9 0°1 abeso3salso) 9 1ddy 1
ASTP 89 0°1x awdyds~uoTiTIJed qINg 0
Y3ITJ4ILNIAL 321S IWYN 3dAL ¥
ASTP/A3D/

DISTP ISTY 1TIMYSTP §sSpJempals /:319qTu
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Disk Utility

AT E Y 3 :
PRV I A =T
o o Se o Mot - e, Endble Seepallog s Rowlrase Congns, Kesideemege o0 ol =
sh 8D Save As: [_ R ——— _]
prosh HD Whera: | @8 Downloads :
sl
hash
Lait Name: Disk Image

* Size: | 100 M8 -
.0.0.2968 Forrnat: Mae OS Extended (ournaled) = =
flash_playe - -
b piaensd Encrypu o
febug_kit, Partition:  128-bir AES encryption (recommended)
tility56.d1 image Forma  +>0-Pit AES encryptian (more secure, but sfower)
Hmg ER TS Te—
d
kd_dmg_2 Cancel Create
pd_dmg_1Z8amg”

. Mac Forensic Analysis

Disk Images (or DMG files) can be created using the native OS X tool Disk Utility or via the command line
using hdiutil. These disk images are encapsulated files that can be created in any size and can contain any
data you want. Other options include various file system formats (HFS+, FAT, ExFAT), partition choices
(CD/DVD, GUID, MBR), and image formats (sparse bundle, sparse disk, read/write, CD/DVD master).

While disk images do not have to be encrypted, the user does have the ability to encrypt them using AES
encryption with 128 or 256-bit keys. When these disk images are created a popup window allows a user to input
a password.
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Encrypted Disk Images (DMGs)
File Signature & Encryption Mode

0x00000100 = 256
65 6E 63 72 63 64 73 610 00 60 90 18  encredsteeeenes.
B0 69 28 B5 689 00 00 O PO 60 B0 5B  ....ccieveceene
B0 88 B9 AB 34 55 3B 6949 AD < 3C D1 BB 9A ..4U3iD.C....
DC FB 69 77 60 90 02 6D 00 00 90 90 D2 71 50 99  ..iWeeoese...GP.
08 06 00 O DO O1L DE PD PO 00 0D O1 00 90 A0 Bl  ....evvsennanens
00 69 09 00 8O 0O BY 6000 0O 0O 0O 00 60 02 68  .......'ece... .h |

0x00000080 = 128
65 6E 63 72 63 64 73 6100 00 04 B2 00 08 08 10  ENCICASGs..esn..
00 00 08 05 80 09 00 @ 00 00 8O0 00 80 BB ....eemecnsnns o
00 80 00 AB 7D 5B 98 CBT1C U7 4F A% AF 1E 19 F8  ....}[....0.....
B8 CE 21 6E 00 00 062 60 09 00 00 90 82 74 58 00 ..!Neesesnss<GP.
0O 00 00 00 00 01 DE 0O 00 60 00 01 08 B0 00 Bl  .....ccvvvnnanas
00 00 8D 00 60 80 09 60 0V 00 00 00 0§D 00 02 68 ..... o S

Two encrypted DMGs were created, one with 256-bit AES in encryption (top) and another with 128-bit AES
encryption (bottom). Each DMG file has the file signature “encrcdsa”.

An easy way to tell what encryption strength was used to encrypt the DMG is to look at the 4 bytes at offset 24,
each are highlighted in the red boxes above. The top calculates out (big-endian) to 256, while the bottom
calculates to 128.

Older sparsedisk image files (Version 1) may have the string “cdsaencr” in the signature at the very end
of the volume, rather than the beginning as shown above.
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Cracking & Accessing Encrypted
Volumes

John The Ripper

e Extract hash using dmg2john (Available in Jumbo
release)

CrowbarDMG

Mac Forensic Analysis

These encrypted DMG volumes can be mounted using the hdiutil command shown above.

If the password is unknown, John the Ripper and CrowbarDMG are able to access and attempt to brute force
these volumes.

A special program called dmg2john will have to be used with John the Ripper to extract the hash. This utility
is available in the Jumbo JTR release.
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Crea_ting a Password Crécking
Dictionary File

May make brute-forcing password faster

There may be plaintext passwords in the memory
image.

strings <MemorylImage> | sort -u >
dictionary. txt

./john --wordlist=dictionary.txt
user password hash. txt

T —— Mac Forensic Analysis

One way to make password brute-forcing faster is to use a dictionary file. If you were lucky enough to capture
an RAM dump at the time of acquisition, very often plaintext passwords are stored in RAM.

To create a dictionary file, use the st rings command, uniquely sort the output, and save the contents in a text
file to be used with your password cracking software of choice.

strings <MemoryImage> | sort -u > dictionary.txt
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Exercise 4.3 -: Memory Analysis
Exercise 4.4 — Password Cracking &
Encrypted Containers
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Part 6 — OS X Malware &

Part 1 — Extended Attributes

Intrusion Analysis

Part 2 — File System Events Store [
Database Part 7 — iCloud
Part 3 — Time Machine Part 8 — Versions

Part @ — Memory Acquisition &
Analysis

Part 4 - Spatlight

Part 5 — Portable OS X Related
Artifacts

Part 10 — Password Cracking &
Encrypted Containers
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