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Course Agenda

Section 1 — Mac Essentials & the HFS+ File System
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Section 2 — User Domain File Analysis

Section 3 — System & Local Domain File Analysis
Section 4 — Advanced Analysis Topics

Section 5 — I10S Analysis

Section 6 — Mac Forensic Challenge

Mac Forensic Analysis
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i0S

Introduced in 2007 (Original iPhone)
s iPhone OS (v1-3), i0S (v4+)

Current iOS version — i0S 8 (October 2014)

iDevices

¢ [Phone

» jPad

s Apple TV

s iPod Touch

OS X Mlite”

» Two user accounts — “mobile” and “root”
» Share similar file system structure

Mac Forensic Analysis

iOS was introduced in 2007 with the original iPhone. The original OS was called iPhone OS for the first three
operating systems. With the release of the iPod Touch, Apple TV, and iPad the operating system was renamed to
10§ in version 4. The current version is i0OS 8 released in October 2014.

Most of the mobile devices manufactured by Apple implement iOS such as the iPhone, iPad, iPod Touch, as well
as the newer generations of Apple TV. (Fun fact, the original Apple TV implemented the full version of OS X.)
Other Apple mobile devices such as the iPod Shuffle, Nano, or Classic use a proprietary embedded operating
system which will not be covered in this course.

iOS can be thought of as a “lite” version of OS X. Only two user accounts exist on these devices, the standard
user “mobile” and the privileged user “root”. The default passwords for the “root” and “mobile” accounts is
“alpine” if accessed on a jailbroken device.



OS X vs. i10S

OS X

Intel x86-64
HFS+
HID (Mouse/Keyboard/Trackpad)

Sandboxing (Containers)

Finder.app

10S
ARM 32/64
HFS+

Multi-touch (Fingers)

Sandboxing (Jails)

Springboard.app

Mac Forensic Analysis

In newer versions OS X and 108 scem to be merging. Many of the files arc similar, they both usc sandboxing,
implement HFS+, and the file directory structure are alike.

They still different in that they run of different architectures and use different ways present the data to the user
and to allow the user to interact with the systems.

HID — Human Interface Device



I0S Disks & Partitions

System Data

/dev/disk0s1s1
(HFSX+, HX Volume Signature)

/dev/disk0s1s2

(HFSX+, HX Volume Signature)

Contains System Domain Artifacts Contains User Domain Artifacts

Mounted on / Mounted on /private/var

Just over ~1-2GB in Size
Depends on OS Version

Up to 127 GB in Size
Depends on iDevice Storage

Mac Forensic Analysis

Each iDevice contains two partitions. The System partition contains the system related files and binaries. 1t is
mounted on “/” or the root directory. Depending on the 10S version, it is usually about 1-2 gigabytes in size.

The Data partition is where the user data is stored, all the applications, phone records, photos, etc. It is mounted
on /private/var and can be up to 127 gigabytes in size, depending on the size of the device.

There are no external storage arcas on the device other an the SIM card.

Reference:

http://theiphonewiki.com/wiki//private/etc/fstab
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I0S Security Concepts

Embedded AES 256 Crypto Keys py - peengbeCol i L |
¢ UID — Burned in hardware, unique to each device
e GID — Compiled into hardware, unique to each

type of device |

Secure Enclave

e Introduced in A7 chips (iPhone5S), provides crypto Bhsoie, B,
for key management for Data Protection and Touch
ID operations

flesd Eorne Screan Lyl

Flasm Localion & Prvecy

Effaceable Storage

» Area on flash storage where data file encryption
keys are stored

» Wiped when “Erase all content and settings” is
selected or remote wipe is initiated

Mac Forensic Analysis

Cryptographic keys are burned or compiled into the physical hardware of the device. 1'he Secure Enclave
coprocessor provides the cryptographic processing using these keys for file system encryption, Data Protection
as well as usage of Touch ID. The Secure Enclave was introduced in the A7 chips in the iPhone 5S generation of

devices.

These keys are used to cryptographically protect data on the device by using them as keys to create other keys to
encrypt specific data files. These additional keys are stored in the Effaceable Storage area.

This storage area can be wiped by the user when they select the “Erase all content and settings”
option available in the Settings | General | Reset menu. This activity resets the device to where a
forensic analyst will not be able to recover any user data because it is encrypted by the keys that have just been
wiped. The same functionality is performed with a user performs a remote wipe using MDM software or iCloud.

References:
Apple 108 Secunly While Paper: hilps://www.apple.com/privacy/docs/iOS_Security Guide_Oct 2014.pdf

1



iOS File Data Encryption [1]

File System Encryption

» Most files are individual encrypted with a unique key which
is stored in an extended attribute
(com.apple.system.cprotect)

Data Protection

* Some files have additional protection:
* iOS 4-7: Mail, Third-party Apps (if implemented)
« iOS 8: Mail, Calendar, Contacts, Call History, Reminders,

Notes, Messages, Photos, Health, and Third-party Apps (if
implemented)

» Enabled and protected with Passcode/Touch ID

Mac Forensic Analysis

A large portion of the files located on the Data partition of an iOS device implement the
“NSFIleProtectionNone” class key — meaning they are only encrypted with the burned-into-hardware
UID key. This class key is stored in the Effaceable Storage area while the file key is stored in the
com.apple.system.cprotect extended attribute for the file.

Data Protection is used to give extra protection for various file classes. Starting in 0S4, the Mail application
received this additional security. This additional security is enabled by use of a passcode and/or Touch ID. Some
of the class keys that implement this protection are NSFileProtectionComplete,
NSFileProtectionCompleteUnlessOpen, and
NSFileProtectionCompleteUntilFirstUserAuthentication).These class keys require the

users passcode and/or TouchlID for access. This is why a some data may not be accessible in a forensic
acquisition without the users credentials.

Encryption of file data
iOS 4-7: Mail, Third-party Apps (if implemented)

108 8: Mail, Calendar, Contacts, Call History, Reminders, Notes, Messages, Photos, Health, and Third-
party Apps (if implemented)

References:

Apple i0S Security White Paper: https://www.apple.com/privacy/docs/iOS_Security Guide Oct 2014.pdf

iPhone Data Protection In Depth: http://esec-lab.sogeti.com/dotclear/public/publications/11-hitbamsterdam-
iphonedataprotection.pdf
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iOS File Data Encryption [2]
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Mac Forensic

Analysis

The hardware encryption is shown above, the top hex editor screenshol shows the encrypled contents of the
IMG 001.JPG file highlighted in the Blacklight screenshot. After file decryption, we can see the unencrypted
contents of this file.

Because the file encryption is performed on a per-file basis, the file system structure and metadata is still
accessible, however the contents of the files are not.
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Passcodes, Passwords, & Touch ID

Passcodes

e Simple: Four Digits
o Complex: Alphanumeric, Arbitrary Length
e Brute-force must be done on device, uses hardware UID Key
» User may choose to auto-wipe device after 10 failed attempts

Touch ID (55+)

¢ Fingerprint, Passcode still required:

e On first unlock after boot, after 48h with no unlock, remotely
locked, 5 unsuccessful Touch ID unlock attempts, or enrolling
new Touch IDs

» Stored in Secure Enclave, not forensically accessible

Mac Forensic Analysis

There are many different methods to protect an iDevice.

There are two types of passcodes that can be used. A simple passcode is a four digit passcode, or a complex
passcode which can be made up of alphanumeric characters of any length.

On newer devices, a user may implement TouchID. Touch ID is used along with a passcode to allow a user to
unlock their phone with their fingerprint. The passcode is still required in certain circumstances such as after the
phone starts up or after a reboot.

15



Passcode Bypass
“Trust This Computer?”

e Use Escrow Keybag

— Elcomsoft EIFT

— Oxygen Trust This Computer?

- , Your settings and data will be
Access Data accessible from this computer when

— Cellebrite Sopected.

° SYStem AgnOStiC : | Don't Trust

e After First Unlock
e Lockdown Files

Mac Forensic Analysis

Starting with iOS 7, once a device has been connected to a system a “Trust This Computer?” windows
appears on the device. When the user selects “Trust” the lockdown files are created in the following locations.

OS X - /private/var/db/lockdown/

Windows XP - \Documents and Settings\<user>\Application Data\Apple
Computer\Lockdown\

Windows Vista - \Users\<user>\AppData\Roaming\Apple Computer\Lockdown\
Windows 7+ - \Program Data\Apple\Lockdown)\

Since these files are system agnostic, they may be copied to your analysis system or input into various
acquisition software and used to access the iDevice.

16



Lockdown Records
/private/var/db/lockdown/

» Root Dictionary @ Ttema)

DeviceCortificate  Data <2d2d2d2d 2d424547 40482043 45525440 484
EscrowBag Data <44415441 000004f4 56455253 00000004 DO
HostCertificate Data <2d2d2d2d 2d424547 49402043 45525449 464
HostiD String B198HID6-6TAE-40C5-B563-0A2BOAS07EGS
HostPrivateKey Data <2d2d2d2d 2d424547 48482052 53412050 524
RootGertificate  Data «2d2d2d2d 2d424547 434e2043 45525449 464
RootPrivateKey  Data <2d2d2d2d 2d424547 49402052 53412050 524
SystemBUID String 1298A182-32FA-4969-827B-7B4ES7B76ATS
WIFIMACAddress String 00:26:08:79:8a:3b

1 4df163574aa2334a...6e4e Tb TTUTUE.plist 7

2 22b8c8a80dde763...e42bd971e840.plist /
¥ 367cf35b4997cBf9...b3c38251f1391.plist
2 776bd7f4cb77dcOf...17703d840e8d.plist
o aba9baBa967d7dc...a302ab39d8ea.plist

© ¢744b9783542946...b70c58ac8aba.plist
iz SystemConfiguration.plist

Mac Forensic Analysis

The lockdown files on OS X are plist files. Each plist file is named with the UDID of the device that has been
trusted.

In the screenshot above, this system has trusted six different iDevices. Each plist contains various certificate,
keybag, and other information that can be used to access a locked device.

17



I0S Keybags

System

» Stores class keys for device
» Unwraps keys based on passcode

» Created for encrypted iTunes backups, protected with
iTunes backup password.

» Created for iTunes backup/syncing and MDM
e Stored on computer system
 Created with device is “trusted” with computer

=

o Similar to Backup Keybag
» Used to backup to iCloud

Mac Forensic Analysis

There are four types of i0OS keybags; System, Backup, Escrow, and iCloud described above.

18



iOS Jailbreaking
What is Jailbreaking?

Breaking the i0OS “Jail”

e Using chained software and/or hardware exploits to get
privilege escalation

* Provides for “root” access, read/write access to System
partition

Types of jailbreaks

e Tethered: Temporary, in-memory, removes on device
reboot, must be tethered to system to re-jailbreak on boot

» Untethered: Persistent, stays on device after reboot,
removes on restore

© SANS,

a0 i s Mac Forensic Analysis

The jailbreaking process allows a user to escalate their privileges on an i0S device using chained software and/
or hardware exploits. Jailbreaking a device allows a user root access to the System partition with read and write
access, as oppose to only read-only access.

There are two main types of jailbreaks; tethered and untethered. A tethered jailbreak is a temporary (in-memory)
jailbreak that requires the devices to be “tethered” to a system in order to keep the jailbreak through the reboot
process. A untether jailbreak is a persistent jailbreak that allows the user to reboot as they with without the need
for another system. This jailbreak can be removed by doing a restore through iTunes.

References:
http://theiphonewiki.com/wiki/Jailbreak
http://theiphonewiki.com/wiki/Tethered jailbreak
http://theiphonewiki.com/wiki/Untethered_jailbreak
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iOS Jailbreaking ”
Jailbreak Compatibility

Dependent on device hardware, i0S version

¢ Current Compatibility Chart
« http://theiphonewiki.com/wiki/Jailbreak

Popular Jailbreaking Software
* iOS 8 — Pangu8, TaiG

* iOS 7 — evasiOn?7, Pangu

¢ iOS 6 — pOsixpwn, evasiOn, redsnOw, snOwbreeze

Mac Forensic Analysis

The jailbreak process is very dependent on device hardware and iOS version — down to the point releases. The
specific device compatibility changes so frequently with updates from Apple and updates from the jailbreak
hackers that it is best to determine if the device that you have in hand can be jailbroken. The charts on
http://theiphonewiki.com/wiki/Jailbreak are updated frequently.

Popular software used for newer devices include; pangu, taiG evasiOn, pOsixpwn, redsnOw, and snOwbreeze.
There are many different software packages available, if you refer to the charts listed on theiphonewiki.com.

References:
http://theiphonewiki.com/wiki/Jailbreak

20



I0S Jailbreaking
Why Jailbreak?

Reasons Forensic

iy U dlorieeL Analysts Jailbreak

¢ Sideload ¢ File System Access
Unsignegl/Unauthorized ¢ Research
Applications e Physical Acquisition

e Install custom GUIs
e Carrier unlock phones

Mac Forensic Analysis

Users jailbreak for many reasons:

To install an application that is not an authorized app in the Apple App Store
Install custom graphical user interfaces

Unlock various carrier-based locks — Users may want to unlock their phones to be able to use them on
other networks

Access to the file system — Users may want to access some application data files or upload their own
files

Rescarch — Hackers, developers, and/or rescarchers may usc jailbreak for rescarch purposcs

As forensic analysts we may also choose to jailbreak a device, some for the same reasons as users. We may need
file system access for research purposes (i.e.: what data does this app store) and to acquire a users device in a
physical format. Newer i0S devices require a forensic analyst to jailbreak the device to access the System
partition, or to acquire deleted/unallocated data from the User partition.

21



I0S Jailbreaking
Evidence of... [1]

e File System Table - /private/etc/fstab
e~e® = ftab~

/dev/disk@s1sl / hfs ro @ 1

/dev/disk@sls2 /private/var hfs rw,nosyid,nodev @ 2

® & fstab v
/dev/disk@slsl / hfs rw 0 1
/dev/disk@s1s2 /privatélvar hfs rw 0@ 2

e App Stores

— Cydia, cydiapackage, Bydia, Zydia, Installer,
~ 25pp, Maiyadi, Cydia Lite

F . _ : -
4 - e
I \‘N:‘:’
'

The file system table located at /private/etc/fstab can be used to determine if a device has been
jailbroken. This file is located on the System partition. This file shows how each partition is mounted.

* /dev/diskOslsl — System Partition
* /dev/disk0sls2 — Data Partition (User)

The two screenshots above show two different devices; the top screenshot shows a non-jailbroken device, while
the bottom screenshot shows a jailbroken device. Notice the “rw” and the “ro” mounting options. The bottom
example shows the System partition was mounted as rw - read/write (Jailbroken!), while the bottom shows the
System partilion was mounted as ro - read-only (Default). It should be noted here that not all jailbreaking
software will mount the System partition as read/write.

The presence of unofficial app stores can also show that a device has been jailbroken. The main unofficial app
store used in the US is Cydia which downloads its applications into /Applications on the device. Be on the
lookout for other lesser known app stores or icons that play off of the Cydia app icon.
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I0S Jailbreaking

Evidence of... [2]

GUI does not look like stock GU!

Applications
*iFile, SBSettings, SSH Apps, Tethering Apps, Configuration Apps

Files and Directories on Data partition

s /root/.ssh
« froot/dunipkeys6
» /stash
Files and Directories on System partition
» [private/etc/ssh
= /Libraty/LaunchDaemons/com.openssh.sshd.plist, *openssh* file and directories
e /privatefetc/apt/sources.list.d/cydia.list
s fust/libexec/cydia/

« /private/etc/apt/
¢ *untether* files and directories

Mac Forensic Analysis

You may also tell if the device has been jailbroken by the way it looks, look for non-stock icons, backgrounds,
dock bar, notification center, etc.

Certain popular non authorized applications may be installed like i File and SBSettings, but all be on the
lookout for SSH, tethering, or configuration applications.

Once an image is acquired, look at the file system on each partition — it should be obvious that is was jailbroken
by looking at various directories.
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Section 5 — Part 2
I0S Acquisition

Mac Forensic Analysis
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Methods

Physical

File System

Native Data

Logical proery i

Files,

Parsed Data/Triage Report - Call Records, Photos, E;tgﬁg?:f}j

SMS Messages, Contacts, etc. App Files,
' etc.

Mae Forensic Analysis

There are three different types of mobile acquisitions.

The most basic, is the Logical acquisition. This type only includes basic data that is parsed by the tools such as
phone records, extracted photos, SMS messages, contact information. This will not include deleted data or

whole database files that you can parse.

A File System Acquisition collects logical database, plist, photos, and other related application data. You will
get lots of user data in their original database or files but you will not be deleted (in free space) data. You will
also not get all files on the system — some files cannot be acquired due to permissions on the Data partition or

the whole System partition.

A complete Physical Acquisition will provide you with all the files, deleted data, and system level data. This is a

bit-by-bit copy of the file system.

26
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Acquisition by Device

Chip Arch,

32-bit | iP

iPhone
Gen

Acquisition Types Available

Loglea!

File System. =i
Physiel w/o Jailbmak (not locked or hn:he-fome
passcode)

A5

32-bit

iPhone 45

Logical

File System (locked w/ Lockdown Records)
Physical w/ Jailbreak (not locked or brute-force
passcode)

A6

32-bit

iPhone 5

Logical
File System (locked w/ Lockdown Records).

Physical w/ Jailbreak (not locked or brute-force
passcode)

A7

iPhone 55

Logical
File System (locked w/ Lockdown Records)
[No Physical Support w/64-bit]*

iPhone 6

Logical
FileISVStem (Iodced wf Lndcdown Records)

Mac }'nrunsu. .\n.ll) Sis

The table above gives a general overview of what can be acquired using using what means.

Please note each acquisition tool is different, please refer to their documentation for specifics.

* These devices can be jailbroken and their contents copied via SSH, SFTP, AFC2 software, or other non-
forensic means. You may be able to copy the partitions, but be aware that some files will have Data Protection

implemented and you may not be able to decrypt the contents of the file.
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Acquisition Tools

o Katana Lantern e Blackbag o Cellebrite UFED

Blacklight e Micro

» Blackbag Systemation XRY
Mobilyze ¢ Oxygen Forensic

 ViaForensics Suite
Santoku / e Paraben Device
libimobiledevice Seizure

e Elcomsoft EIFT |« AccessData

e Elcomsoft EPPB | MPE+

e Tunes ¢ MobileEdit

3 SANS,

AN Rights Reservil

Mac Forensic Analysis

There are many tools available that allow an investigator to acquire an iDevice.

The tools differ in what they can acquire, how they can acquire, and what platform they run on.

If you have an older device, these mostly deprecated tools may be an option. (Acquisition of iPhone 4

generation & older):

* iXAM - http://ixam-forensics.com

* iPhone Analyzer- hitp://sourceforge.net/projects/iphoneanalyzer/
 iphone-dataprotection - https://code.google.com/p/iphone-dataprotection/
» Zdziarski Method - http://www.iosresearch.org
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a ag s v [t Y ET&HUI‘ML‘BR334.N5‘|OS
o [l tseventsd file
C u ISI IO n * Jll HIES+ Prvare Dhzectony [t > ﬁ e
Journal ¥
9 » [ HFS+ Private Directory Data
Differences
1 _~ journal_info_block
' [1 > Gll.vrashes
Cataleg e 2 n =
a = | Allocation File
 Backups/File S * Apptcatons
> empty Attributes File
L = Lateats Overfiow fis L
System & Physical | : s > @i
> 195 Private Das » [ boot
A x .t. 2 g;:""“:‘ \ 7 Catalog File
CqUISI |0n5 > g:u r Gcores
> .
v [ kate's iPhone « [bock : gi: i
“ AFC-Info.plist > v RpEr
 Info.plist it by 25
| Info.pl s A :mm Prefesencas ] Extents Overflow File
» [l Keychains fyy 4 — b [l HFS+ Private Data
> Sllls¢ » gumn > Gllib
. § e
| Manifest.plist ﬁwuu;«m » [l Library
» ([l Media 7 » £ Moblesstmaratipgste > Elmnt
3 g =
v ﬁmabile_ . e oA » ﬁpr{\me
v [ Applications » Qoo > ﬁ’b"\ l
» [ Lbrary > @ | | Startug File
. ool
» ﬁM!dll “um..ama » ﬁ,s““m
» prefuenu% . il::h i me
. r
v B oot g - . u:f
i T, Ld
| 5 Status, plist G s " ar
Mac Forensic Analysis

Backups/File system extractions can be mapped back to directories found on physical images. You can see what
all is missed by comparing the different types.

Note: 1sd directory = /db/1sd/

29



v [ Kate's iPhone
‘| AFC-Info.plist
|7 Info.plist
» (@ Keychains
> [llsd
| Manifest.plist
> [ Media
v (i mobile
» (il Applications
» [l Library
> il Media
> il preferences
> reot
L Status.plist

V_ﬁ Data
> [l fseventsd
» (@] HFS+ Private Directory Data
| 7 journal
._i‘l Journal_info_block
| 9 Allocation File
| 1 Attributes File
» (i backups
» [l cache
9 Catalog File
> @ldb
> Eljea
» [l empty
'Y Extents Overflow File
» [l foiders
» [l HFS+ Private Data
» [l keybags
» [ Xeychains
» Gt
» Bl local
» ([ lock
» [ilog
» [ilogs
» [l Managed Preferences
v @ mobile
» (il Applications
» [l Library
> [ Media
MobiieDevice
(@l MobileSoftwareUpdate
msgs
preferences
root
run
ﬁ spool
] Startup File
stash
tmp

(i untether

vyvvvVvvVvTey

vm
wireless

vy VvwvywyeywY

v _Tellu rideSA334.N9405

>
>

>

>

vy vveewwyy v

v

| file
fseventsd
[l .HFS+ Private Directory Data
" journal
| journal_info_block
(@l .Trashes
'S Allocation File
| Applications
| 1 Attributes File
bin
(& boot
| Catalog File
(] cores
il dev

[l Developer

L

LE.} etc

| ] Extents Overflow File
@l HFS+ Private Data

Rl

|
]

sbin
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Tools for Analysis

Freeware (Multi-
platform)

*Trial offers/limited
features

Mac Tools Windows Tools

Eicomsoft EPPB (iCloud
Lantern Analysis)

Cellebrite Physical/Logical

iBackupBaot

Analyzer

Open Source Methods
MPE+
BlackLight
BlackLight )
Mac 0S Command Line Scripts
(mount 2t flle)

IExplorer

Mac Forensic Analysis

Just as there are multiple tools for i0S acquisition, there are multiple tools that run on different platforms
available for i0S analysis. The biggest difference between the tools is the physical image file that is created as a
result of a full physical acquisition of a device. Mac-based tools will create a raw image in the form of a disk
image or .dmg file, and Windows-based tools will create a raw binary file or .bin.. Analytical tools built for the
Mac OS will require that the raw image file is in the form of a .dmg.

31



Section 5
Agenda

Part 1 —i0OS Fundamentals

Part 2 — iOS Acquisition

Part 3 — iOS Artifacts on OS X

Part 4 — iOS Preferences & Configuration
Part 6 — i0OS Native App Analysis

Part 7 — iOS Third-party App Analysis

. Mac Forensic Analysis
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Section 5 — Part 3
iIOS Artifacts on OS X

...or iCloud, Windows,
or other systems!

Mac Forensic Analysis
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Artifacts on OS X Systems
~/Library/Preferences/com.apple.iPod.plist
Rey Tyoe
w Honi Cictanery
¥ Ooviens Gtinnany
» ASSMSECE 1DV DI Dictionary
» FSCOE428D8T1E840 Dictionaty
Aeglon infa Buing
Tavice Ciava Stiing
IMET Btring BSA4000630D7556
B String FACOFE 428046718840
Lok Famiy 16) Mustipet 18.042
Seriat Humber Shoing DNPRDLQSGEMH
s Gourtd Rarnber 2
Tty () Numbar 19,042
Contected Leste Rov f, 314, Sh Y g
Forrrmeare Vermon Sng Berisg k-2
Frrmwwe Verdon Number 256
MEID Buing 354409083007 55
¥ ADDEAI02ABINDEEA Dictionary 131 Heinal
Devico Ciase Staing Preme
(¥} String ADDBAMZABISDAEA
Use Count Numbor 4
ot (o Bl WA
IMEI Buing B12050800 1270844
Fitrraraa Virsion Stong Suing sLe
Updales Famify 10 Numder 10,004
Fomity 1D Nurmier 10,004
Fermwars Version Number 258
Sorial Mumber Steng B54174GIEDR
Gonnacied Data How 29, 2014, 1£:20:43 A6
com_sppiv.PivterenceSyns ExcludediSyncKeys  Goclsen YES
cin: 128:Last Cannect Data #cDfclo:
Mae Forensic Analysis

The com.apple.iPod.plist file located in the user’s preferences directory contains all the iDevices
attached to the system while logged in as that user.

While the file is called com. apple.iPod.plist, it will contain information for iPods, iPads, and iPhones.
Each 16-character alphanumeric key under Devices will contain the information for one device to include:

Device Class — The type of iDevice connected
IMEI/MEID — Unique equipment identifiers

Use Count — Number of times this device was connected
Connected — The last time this device was connected

Firmware Verston String — The i0S version the device was when last connected

The conn:128:T.ast Connect key contains a hex representation of a Mac OS timestamp of the last device
connection time in local system time.
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Key Type Value

¥ Root Dictionary {3 items}
¥ Devices Dictionary (3 items}

» A36826E4E1BI1FQ10E Dictionary (11 items)

v F5C0E42BD971E840 Dictionary (12 items}
Region Info String LL/A
Device Class String iPhone
IMEI String 354409063007558
ID String FSCOE42BD971E840
Updater Famiiy ID Number 10,042
Serial Number String DNPNDLQSGS5MH
Use Count Number 2
Family ID Number 10,042
Connected Date Nov 7, 2014, 2:52:17 PM
Firmware Version String String 8.1
Firmware Version Number 256
MEID String 35440908300755

v ADDSA302AB39D8EA Dictionary {11 items}
Device Class String iPhone
D String ADD8A302AB39DBEA
Use Count Number 2
Region info String LL/A
IMEI String 012659001279644
Firmware Version String String 6.1.6
Updater Family ID Number 10,004
Family ID Number 10,004
Firmware Version Number 256
Serial Number String 851174G1EDG
Connected Date Nov 29, 2014, 11:20:43 AM

com.apple.PreferenceSync.ExcludeAllSyncKeys Boolean YES
conn:128:Last Connect Data <d09f5c8b>

35




BT A e e me— Dogew
2 B %~ [J mProned
mePhoned *
I - 0 > onb B
Cepacity: 83 67 GB 082l

A dooe [ T TN A rswer veraion M The Phone SoRmmre s DAl berman A1 1L B
- Tariad Mvtar: GNP GGAMY AL s PR w1 ! Sy, iy L. ]
5

H wore ;

Update Rewmaro iPnons.,

2 T Dews

£ Posoasts

W e U

o oo Backups

R P

D Adasaatoally Bazk Up Maruaby Back Up end Resiore

7am g Urmace 9 iCioud MaH A DAk D YO FTonm 0 Ihs COMrtes of iy
s Bacd up the TOR ITHONE: 481 01 You Drene 10 @ Bag up stooe 0 R compaden

B uovem ::m Bk Ui Now Paetors Backasp. .

sw A NE tiamea ol your s vyl e atored on ke Backups:

P reacens z £URT 4 139 AM (o Csoud

* Ny 15 Endeypt Fhore besivp 11204 7 30 AW 1o O Compate

0 Boces SR - i e -

£0) Meodicmsie. Chanpe Pasewssicl..

3 e

Options
1D Automatically sync whes Dhis IPTXne @ convectes
Synic whh his $Tione over W-FI
Byno only chacksd SONga nd Videas

Frofer sEarvIl U QelevTen aaos
Comvert ighar ba rate songe to 176 kore . AAC

AMurusly anage music and videos
Posnz Vearmings:
Conligurs Acowmadiiy, .
SANS e
OS5 19
All R‘—E E ose T TN Er |

When a new iDevice connection is detected in iTunes, a new “tab” will be available that looks like an
iPhone/iPad/iPod icon. This view gives us basic information including the type of devices, its capacity, name,
i0S version (and updates available) and identifying information such as phone number (if available) and serial
number.

The Backups section allows a user to select whether they want to backup their device using iCloud, iTunes or
both. Other information relating to previous backups or encrypted may also be available.

The Options section allows a user to select other syncing options such as whether to sync over Wi-Fi,
automatically sync, and what to sync.
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iOS Backups
iTunes - Backups

Backups

Automatically Back Up Manually Back Up and Restore

©iCloud Manually back up your iPhone to this cemputer or restore
Back up the most important data on your iPhene to a backup starsd on this computer.
(el Back Up Now Restora Backup...

"This computer

A full backup of your iPhone wiil be stered on this Latest Backups:
computer. 11/27/14, 11:58 AM to iGloud
& Encrypt IPhone backup 11/7/14, T:39 AM to this computer

This wiil also back up accounl passwords used oa this iPhana

Change Password...

Mac Forensic Analysis

This section will focus on the types of backups, where backups are located on a system, what is backed up and
how to analyze backups.
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IOS Backups
Types of Backups & Locations

ITunes

e Saved on OS X & Windows Systems
» Manual Backup (USB) or automatic (Wi-Fi)
e Unencrypted or Encrypted

iCloud

e Saved on Apple’s Servers
e Encrypted

» On demand backup and/or automatic backup when
connected to power and Wi-Fi

Mac Forensic Analysis

iDevices can be backed up with iTunes locally on Mac or Windows systems or in the iCloud.

On local systems the iTunes backups use the same scheme, just the /MobileSync/Backup/ directory
location is different. iTunes backups may be backed up manually (USB) or automatically (Wi-Fi) and may use
encryption or not.

Mac: ~/Library/Application Support/MobileSync/Backup/

Windows XP: \Documenls and Sellings\<user>\Application Data\Apple
Computer\MobileSync\Backup\

Windows Vistat: \Documents and Settings\Users\<user>\AppData\Roaming\Apple
Computer\MobileSync\Backup\

iCloud backups are stored on Apple’s servers in an encrypted proprietary format. iCloud backups may be
performed on demand or automatically but must be connected to power and Wi-Fi.

References:
http://support.apple.com/en-us/HT4946
http://support.apple.com/kb/ph12519
http://support.apple.com/en-us/HT5262
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iOS Backups
What is Backed Up?
iTunes Backup iCloud Backup Already on iCloud
Calendar X X
Wail X (Account Data) | ~ [ X{(Mail Messages)
Notes X X
Photos X X X (Shared Photo Albums, Photo Library, Photo
Stream)
Documents X X
Safari Data X X
Call History X
Notes Naam :
Health X (Encrypted Only)
Keychain X
Map Dalta X
3% Party App Data | X X
Voicemail X X
Purchase History X
Device Settings | X X
Messages b.S X
«{ Voice Messages X

iTunes and iCloud backups may contain different items shown in the table above. If the user implements iCloud,
data that is already synced with iCloud will not be backed up in their iCloud backups.

References:
http://support.apple.com/kb/PH12519
http://support.apple.com/en-us/HT4946
http://support.apple.com/en-us/HT5262
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iOS Backups - Local Backups
Location & Namin

- » ~/Library/Application
Location Support/MobileSync/Backup/

3 . - )
Universal Device & Eachhdlrectorylls named fpr a .dewce UDID
ifi UDID) * 40 c aracter alphanumeric string
Identifier ( » Unique for each iOS device )

[word:MobileSync oompa$ pwd
/Users/oompa/l.ibrary/Application Support/MobileSync
word:MobileSync compa$ tree -L 2

L Backup
22b8cB8a80dde76332086c4a315c8e42bd971e840
a%a9%baBa967d7dc460677a3daddBa302ab39%d8ea

Mac Forensic Analysis

Local iTunes created backups are stored in a /MobileSync/Backup/ directories located on the user’s
Library/Application Support/ directory on OS X systems. This location differs slightly on
Windows systems as show in a previous slide.

In the Backup directory, each device backed up will have a unique 40-character alphanumeric UDID directory
containing the backup data for that device.

In the screenshot above two devices have been backed up under this user account, as there are two device UDID
directories.

You may scc dircctory names with a UDID-<timestamp>, these are created during a restore/update of the
iDevice.
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iOS Backups
UDID D_i_rg_ctory

Manlfest.mbdb

< I “  Info.piist
Backup Metadata Files [
£ Status.plist
e Info.plist 0a0fe145cc0eab1f5a00if31a00fbd64510003dd4
. 0ade105badf5d236b7b94263437b3515b559¢1cD
e Status. p list 0abec252904cb767fadeb55426dd4567e7e2{8c0
o Manifest. plist 0a7c9d0297a69074020169eei1 bB2490MAGCA0S
0a7¢2201940102479¢593d03863415760d946d50
¢ Manifest.mbdb Da13a3icf88224cbd3ec293464600a2b7hDe496s1
0a19da20c49c2dd2420e9bced049b63309fb04b

0ab4ce6518f7ad9bfeed115fc71946d647cf2e688
Daa065a008e45ce3de003fb17644291738e4cab
0aad8412063312f04181123f49befd172e8b127

Backup Data Files

* Many 40-character 0260142752b1503a1333810cc711a2/00632d198
alphanumeric filenames 0af882b797befbbB477f0d21c5be09bad4d3ab66d
) ) 0b5b4f1caa720565fabg305b84a3274bcd87c8b

» Each is a single backed- 0b5c36b1fBedf7ab2ta3dbebac7b0dfa3dI9867f
up file 0b07b36769d2d364ceb79e28e7bbc773a626a33

Db760t31320a26720898165e6125d980839¢62a663

Mac Forensic Analysis

Each UDID named directory contains metadata and data files for a backed up device.

The following files contain backup metadata and will be described further in upcoming slides.
* Info.plist
* Status.plist
* Manifest.plist
* Manifest.mbdb

The remaining files are the backup data files, each file represents on file that has been backed up on the device.
Each 40-character alphanumeric filename is the SHA1 hash of
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i0OS Backups - UDID Directory
Status.plist

Key Type Value

¥ Root Dictionary (6 items)
SnapshotState  String finished
Version String 2.4
IsFullBackup Boolean NO
uuIiD String 1C503882-2E99-428A-B7E0-E47TE9BAD6234
Date Date Nov 29, 2014, 2:35:56 PM
BackupState String new

Mac Forensic Analysis

The Status.plist file contains the following information:
* SnapshotState — Status of this backup snapshot
* isFullBackup — Is this a full backup or not
* Date — Timestamp of the backup
* BackupState — Type of Backup
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iOS Backups - UDID Directory
Info.plist

Key Type Value
% Informalion Property List Srtlznmey 22 Brans}

Butldd Vergics *  String 128438
Oevice Name +  String miPhones
Display Name 4 Sting miPhonsk
auin +  String 2EFB851ACANTIICEOLASFF FO4A2E38684
GO0 3 String 88014103276296538713
thAEE +  S$tring 354408063007558

» insialisd Applications & Array {148 dooad
L.as Backup Date 4+ Date
WMEID :  Ging 5440906300758
Phone Number + String +1{671) 2168374
Product Name 4 Sling Pbone §
Praduc: Type 4+ Sling iPhone?,2
Product Version 4 String 4.1
Satigd Nurober 4 Siring DNPNGLOSGEMH
Terget identitiar 4 Siring 220683800067 533208604a35c0p42D08 7 16840
Targst Type 4 Sting Davice
Unique (dentifier +  String 22868CBARCDDET8332086CAARFSCOE428D71E4
Hooks Dais 2 s Date <B2708c6S 73743030 2010203 4053312e BT

» ilunas Fiies 4+ Dlctionsry 43 Esaw)

» iTunas Settings 4 Dictionary 2 itarme)
fTunes ‘ersion *  String 12,0.1.28
Bundla identifiar & Sanng

Mac Forensic Analysis

The Tnfo.plist file contains the following:
* Device Name
» Device ldentifiers (GUID/ICCID/MEID/IMEI/Serial Number/UDID)
* Phone Number
*  Make/Model/Build Data
* 108 Version

» Last Backup Date (The screen shot shows this blank — it appears to be a bug with Xcode, it is viewable
using the plutil utility).

* Installed Applications — Contains the bundle identifiers for each application installed, including native i0S
apps.

If the applications were synced with an OS X system you will see iPhone Application (IPA) files in the
~/Music/iTunes/iTunes Media/Mobile Applications/ directory. IPA files are ZIP archives of
the iPhone applications.

Sometimes the iTunes Settings/LibraryApplications/key is populated with other applications
that the user may have previously downloaded but does not currently have installed.

¥ [Tunes Settings 4 Dictionary {1 item)

¥ LibraryApplications Array {24 items}
item O String altsource. MyConsumerCeilular
item 1 String cmmjhd0o1
Jtem 2 String com.5thfinger.redshop.joann
Item 3 String com.amazor.Lassen
ltermn 4 String com.apple.iBooks
ltem 5 String com.chillingo.cuttherope
Item 6 String com.clickgamer.AngryBirds
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Key
¥ information Property List

Build Version
Device Name
Display Name
GUID
ICCID
IME

b Instalied Applications
Last Backup Date
MEID
Phone Number
Product Name
Product Type
Product Version
Serial Number
Target Identifier
Target Type
Unique Identifier
iBooks Data 2

» iTunes Files

» iTunes Settings
iTunes Version
Bundle identifier

AP AF AP 4> 49 AP 4> A> 40 40 €0 AP 4P €9 AP AD> 4> G0 AP 4AD> 4D 4

Type
Dictionary
String
String
String
String
String
String
Array
Date
String
String
String
String
String
String
String
String
String
Data
Dictionary
Dictionary
String
String

‘Value
{22 items)
12B436
miPhone6
miPhone6
2EFB651A04D793C69E86FFF042E385E4
89014103276296438713
354408063007558
{143 items)

354409806300755
+1(571) 216-6374
iPhone 6
iPhone?,2

8.1.1
DNPNDLQSGSMH

22b8c8a80dde76332086c4a3f5c0e42bd971e840

Device

22B8CBAB0DDE76332086C4A3F5C0E42BD971EH
<B2706c69 73743030 d2010203 4053312e 32510

{5 items)
{0 items)
12.0.1.26
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iOS Backups - UDID Directory
Manifest.plist
I — =
Key Type Value
¥ Root Dictionary {8 items)
IsEncrypted Boolean YES
Version String 9.1
Date Date Nov 29, 2014, 2:35:48 PM
SystemDomainsVersion String 22,0
WasPasscodeSet Boolean YES
» Lockdown Dictionary {12 items)
» Applications Dictionary {135 items)
BackupKeyBag Data <56455253 00000004 00000003 545
Mac Forensic Analysis

The Manifest.plist file contains the following information:
* isEncrypted - Is the backup encrypted or not
* Date — When was the backup created

* WasPasscodeSet — Was the passcode set on the device
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iOS Backups - UDID Directory
Manifest.plist — Lockdown Key

¥ Lockdown Dictionary (i2 items}

» com.apple.MobileDeviceCrashCopy  Dictionary {G iterns}

» com.apple,TerminaiFlashr Dictionary {0 iterms}

» com.apple.mobile.data_sync Dictionary 4 itemst

P com.apple.Accessibility Dictionary (6 itoms}
PraductVersion String 8.1.1
ProductType String iPhone?,2
BuildVersion String 12B436

¥ com.apple.mobile.iTunas.accessorles  Dictivnary {53 itere)

» com,apple.mobile. wireless_lockdown Dictionary [t item}
UniqueDevicelD String 22b8c8aB0dde76332086c4a3f5c0e42bd97 16840
SerialNumber String DNPNDLQSGSMH
DevicaName String miPhone6

Mac Forensic Analysis

The Manifest.plist file also contains the L.ockdown key which contains device identification information
such as name, serial number, UDID. It also contains version information for the installed 108, device
make/model, and build data.
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v Lockdown Dictionary (12 items)

» com.apple.MobileDeviceCrashCopy  Dictionary (0 items)

» com.appie.TerminalFlashr Dictionary (0 items)

» com.appie.mobile.data_sync Qozo:mé (4 items)

» com.appie.Accessibility Dictionary (6 items)
ProductVersion String 8.1.1
ProductType String iPhone7,2
BuildVersion String 12B436

» com.apple.mobile.iTunes.accessories Dictionary (0 items)

» com.apple.mobile.wireless_lockdown Dictionary (1 item)
UniqueDevicelD String L 22b8c8a80dde76332086c4a3fbc0e42bd9d71e840
SerialNumber String DNPNDLQSG5MH
DeviceName String miPhone6
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iOS Backups - UDID Directory
Manifest.plist — iOS 6/7 Applications Key

e App Bundle Name & Version
~ CFBundleldentifier
— CFBundleVersion

e Application Path -
/private/var/mobile/Applications/21541204~-DEOC-4F89-
B959-6366578674CB/

¥ Applications DicTionary @0 itpmal

¥ com. kayak, travel Rictionasy i3 Aemay
CFBundistdantifiar ftring carm.letyak.frivel
Path Siring farivales Appl 271AC210.0948-4D68-BEAB- E2DIBAE1B146/kphone.app
CFBundlsVarsion Sinng 32049

v &om. W it O y o Humst
CFBundisicesntifier String cor, Y A uhFrendsPaid
Path Btring privat {mob /BZ1COT44- D133 4B3E-BDTE-284203CBLI0, FrinndsPaid.app
CFBundieVeraion String .36

¥ net ofnvpn connact.app Dicticnary i3 lams;
CFBundisigentifier String NOLARBAVEN.CONNGCE 20D
Path Biring fpges bifes Appl fBIDIPT 7641 12-SEAT-BACR-DABOTEEZALGF /O AYPN, 8

CFBundigVersion Bring .05

s e Mae Forensic Analysis

The Manifest.plist file also keeps track of what applications were installed on the device in the
Applications key.

Each item under this key contains the bundle identifier for the application (usually in reverse DNS format).
Under each application bundle ID, contains information about the application including where its files are stored
on the device. In the screenshot above the Kindle applications files are stored in
/private/var/mobile/Containers/Bundle/Application/19BC1618-E82B-4B71-BECE-
32C7DAR44CCF4/
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v Applications Dictionary (80 items)

‘v com.kayak.travel Dictionary (3 itarns}
CFBundieldentifier String com.kayak.travel
Path String Jprivate/var/mobile/Applications/271AC21C-D94B-4D98-BESB-E2DOBAE1B148/kphone.app
CFBundleVersion String 32.0.4.1

v com.newtoyinc. WordsWithFriendsPaid Dictionary (3 items)
CFBundleldentifier String com.nawtoyinc.WordsWithFriendsPaid
Path String /private/var/mobile/Applications/B21C0744-D1 33-463E-8DT7E-244203CBCYDB/WordsWithFriendsPaid.app
CFBundleVersion String 7.70

¥ net.openvpn.connect.app Dictionary (3 items)
CFBundleldentifier String net.openvpn.connect.app
Path String /private/var/mobile/Applications/52DF8776-4112-4EA7-8AC0-DEBD7562ACEF/OpenVPN.app
CFBundleVersion String 1.0.5
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iOS Backups - UDID Directory
Manifest.plist — iOS 8 Applications Key

o Application Path -

/private/var/mobile/Containers/Bundle/Application/19B
Cl618-E82B-4B71-BECE-32C7DA44CCF4/

* ContainerContentClass Key
— Data/Application — Application (*.app)
— Shared/AppGroup - Application Grouping (*.appex)
— Data/PluginKitPlugin — Plugin/Extension

¥ Apphieations Diationary {135 jtamm)
¥ com.amazon.Lasson Dletionary 4 Hemat
CrBundieVersion String 1142760801
ContainerContantClass  Swing Daia/Appiication
CFBundlaldantifies Biring com amazon.lLassen
Path Slring B h bit/C dla/Appl 108C1618-E628-AB7T1-BECE-32C7DAMMCCFAMindie.app)
» com linkadin LinkedinW...  Dlctionary [GTHV]

b group.com.yahoo. flickr Dictionary |2 iterngy

P Cam. 4] 4 tlwmg)

Mae Forensic Analysis

The Manifest.plist file also keeps track of what applications were installed on the device in the
Applications key.

Each item under this key contains the bundle identifier for the application (usually in reverse DNS format).
Under each application bundle 1D, contains information about the application including where its files are stored
on the device. In the screenshot above the Kindle applications files are stored in
/private/var/mobile/Containers/Bundle/Application/19BC1618-E82B-4B71-BECE-
32C7DA44CCF4/

iOS 8 has introduced Containers to iOS which include a new key, ContainerContentClass — which
shows if this is an application, extension, or an Application Group.

Other keys present (unless it is an App Group) will show application bundle name and version information:

* CFBundleVersion — Application Version

* CFBundleTdentifier — Application Bundle
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v Applications Dictionary {135 items)
¥ com.amazon.Lassen Dictionary (4 items)
CFBundieVersion String 1142169801
ContainerContentClass  String Data/Application
CFBundleldentifier String com.amazon.Lassen
Path String fprivate/var/mobile/Containers/Bundle/Application/19BC1618-E62B-4B871-BECE-32C7DA44CCF4/Kindle.app
» com.linkedin.LinkedIn.W... Dictionary (3 items)
» nqo:u.ooi.ﬁ:oo.m_nrs Dictionary (2 itams)
» com.amazon.Amazon Dictionary (4 items)
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iOS Backups - UDID Directory
Manifest.mbdb

Proprietary Database File

Contains mapping info for 40-character alphanumeric filename
and file metadata

 Timestamps (m,a,c)
¢ File Size

* File Name

* File Permissions

Encrypted Backups with no password? Data is still available!

» mbdbls - github.com/halpomeranz/mbdbls
« Python script by Hal Pomeranz

Mac Forensic Anals

The manifest.mbdb file is a proprietary database file that contains the mapping for the 40-character named
data files to their original location and metadata on the device.

The metadata includes everything from timestamps to file size, to filenames.

This database is useful in cases where an investigator does not have a password or is unable to brute force a
password for an encrypted backup. You can still show evidence is a specific app on a device, or an e-mail
account used.
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i0S Backups - UDID Directory
__Manifest.mbdb — mbdbls Tool [1]

e Demo Time!

jusage: mbdbls.py [-h] [-f FILE] [--tab]l [-T {l,e,u}] [-1 | -s]
[-t {m,a,c} | =51 [-r]

Parse Manifest.mbdb files from iTunes backup directories

optional arguments:

-h, ——help show this help message and exit
-f FILE, ——file FILE File to parse (default Manifest.mbdb)
--tab tab~delimited cutput (implies -1}

~T {1,e,u}, —time_fmt {1,e,ul}
Output {l)ocaltime, (u)tc, (e}poch (default localtime)

-1 detailed listing

-s display file paths only
-t {m,a,c} Sort by m/a/c time

-3 Sart by file size

-r Reverse sort order

Mac Forensic Analysis

This page intentionally left blank.
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iIOS Backups - UDID Directory
Manifest.mbdb — mbdbls Tool [2]

>python mbdbls.py —-f Manifest.mbdb

27a93eae8609d2cbb6c0b6018fb0e3fca8cc291d AppDomain-
Org.Npr.,nprnews; ;

2b2b0084albc3abac8c27afdfl4afbd2¢c6lal9ca
WirelessDomain::Library/CallHistory/call history.db

¢dZ27745d3¢11d032b%cbea7lch235cedd0abc669
MediaDomain::Media/PhotoStreamsData/24713276/100APPLE/IMG_0989
. JPG

0bB8749b1f0cefbech2b90414e0%abic85b6h1212
HomeDomain: :Library/DataAccess/IMAP-oompa@mail .csh.rit.edu

Mae Forensic Analysis

Each 40-character alphanumeric filename has an associated Domain and File Path. These are SHA1 hashed to
create this filename.

<Domain>-<FilePath> = SHA1 filename, Try this out using http://www.shal-online.com

For example, the SHA1 hash of WirelessDomain-Library/CallHistory/call history.db is
2b2b0084albc3ab5ac8c27afdfld4afbi42c6lal9ca

Each file in a backup as an associated domain this can be one of the following depending on the type of file:
¢ BooksDomain
* CameraRoll1Nomain
* DatabaseDomain
* HomeDomain
* KeychainDomain
* ManagedPreferencesDomain
* MediaDomain
¢ MobileDeviceDomain
* RoolDomain
* SystcmPrcferencesDomain
* TonesDomain
* WirelessDomain

* AppDomain
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iOS Backups - Encrypted Backups
‘file *'Command

. /0b16b3ca747de79a965abballaabbd654cc38b69: IPEG image data

. /8b21f6b84d423¢39640d42e2dcd7e5cebce7735f: SQLite 3.x database

4f1lcaa720565fab9305b84a327a4bcd87¢Bhb: IPEG image data

h]()t beedc918ealc7@f7dd4f6faaa85bP0d7362e8: XML document text

c36b1f8e4f7ab2f93dbebac7b@df33d3f957f: Apple binary property list
R76¢9737349ech2B8a4T48F8h75879793e910d: JIPEG image data

EncryptEd 7608 c5d908bb12186543¢887ca21980bce2c: XML document text

= e owoBedc697a550c¢9b977b77¢cd@12fafa0557dfcb: data

. /0b72829808c6Tbd64734456745501d70e2784432: XML document text

. /@b75a0998013b306b11dec90bbBcBO62TOd23663b: JPEG image data

./9138¢cb884840c9c11abbOcf37105bT8e5bab2698: data

. /01552dak9715439280351.c6087230082ba63eb1f5: data

./01567401fd452Fff35cd86a479c5afdodfed79fb5: data

: ./01%bec23b71d9c0785440e4b7435502348ad2cdb: data

./0166a9aBealedbe3sf93f5d44410c781456b333F: data
l Encrypted

./01828725719f7415dd5f5e31f98df175b82268f3: data
./0labeead844f117c26db3ead6932e67a3Babe7c0: data
./012963f47dfch84678107017500bc944376a38d7: data
,/01ab2bald81ddd32dellb50dfe52fB074394e2df: data
./01af6d40237500ah814035d59a52452e0d662bf2: data

Mae Forensic Analysis

To quickly tell if a backup is encrypted, you can use the file utility built into OS X to determine the contents of
the backed up files.

If they show the generic “data”, they are likely encrypted, if they show property lists, pictures, and SQLite
databases — it is not encrypted!

56



—_

iOS Backups
Crack Encrypted Backups

Enter Password

Enter the password to untock your iPhone backup.
@ Password: I i - )

Cancst

Decrypt with iTunes Backup Password
e May be saved in user’s Login Keychain

Elcomsoft Phone Breaker

Passware Kit Forensic

Mac Forensic Analysis

If you are able to view the users login keychain information, the backup password may be available is the user
chose to save it in their keychain.

If not, you may attempt to crack an iOS backup password with various tools. Two tools that are currently
available are Elcomsoft Phone Breaker (previous Elcomsoft Phone Password Breaker) and Passware.
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Backup AnaIysis_
BlackLight — Unencrypted Backup

Evidence Seiettion:

Partition Type Name Evidence 10
¥ Adf|B35TARa23... Directory Disk <Cliek to Edit>
] OSBackup  AFLBISTA: 1hifl
# BlackLight File Edit Action Tags View Win
L RN
d (=
- - 3
i Tiemplima Search
v DEVICLY jets:  Triage (Faster - Littlo Processing) g
* ACTTY
| Export Status r Analysis Process Pictures ' Process Videos
B Dwvice Staus - - >
* CONTENT SEARCHES Add Folder. .. SHAL SHAZSE
¥ TACS « Add Attachod Doevice... Known Filds Settings...
—r 7 hos Sentings. .

MMhlmmh Fum Lites froes thie Device Statws. sareen

Mac Forensic Analysis

In Blacklight, you may add an iOS backup using the “Add i0S Backup...” option in the “Add” menu. This
will open a window that shows the type of backup, its UDID, and whether or not it is encrypted.
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Backup Analysis
BlackLight — Encrypted Backup

8 Biacklght Fle Eoit Action Tage View Winod
LI Evigence Seleclion

lr‘}- - Partitioars Type Name Fuonspnce i !
N e s 22hSBaf. Directovy Dish <Click to Edit> !
Ty Jerc L Al d 22 T3 0M6c LS n T 1 ‘

T
.:”_l:' B 0d Dk image... /
i Add USB Atached Appie ©OS
K Enpry S Asd OIS, o :
[ Bovas Sumep 5 Pawswied Wosiod
= CiTInT SARTNEY

Adkd Féltker
bl ol C1 A Astacnon Devca Tha backup folder LEEFS IS 1aB40) is
To decrypt you nexd 10 have

1) An I0S 4.2 or newer devica artachad (ihis neevin't be the devica for this backup),
2) The cotreat passward for chis Backup folder.

Passwegrd:
(T2 decryption process can tahs & VEXY long i i) Cancel
0 gt
unallocated Space Locate Flles Seltags.

Tisrse pracesaing optlons cen b ron katwr frow the Davice JWtut Icremn.

Canget

© SANS,
Al

If you see “iOSBackupEncrypted” you will have to attach a device (not necessarily the evidentiary device,
any device) to the system and input the password to decrypt the backup.
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Elcomsoft Phone Password Breaker

Windows tool

Demo version available

Full version required to retrieve passcode

Good idea to use demo version to determine if
passcode cracking is possible!

Mac Forensic Analysis

Elcomsoft Phone Password Breaker (EPPB) as previously mentioned is a Windows tool capable of cracking
locked backup files. This feature will not work on iCloud backups as the Apple ID and password is required to
access any iCloud backup. For backups set with a PIN, brute force attacks can be successful in seconds. For
more complex passcodes, dictionary files may be required to crack the backup. Once cracked, forensic tools can
be used to examine the backup file.
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Cracking an Encrypted Backup File [1]

Load data source for password recovery

Master wil help you to restore password for Apple 05 devices hadaups, BlackBerry phone backups,
BlackBerry Password Keepers, BlackBerry Wallets and BlackBerry devices,

Choose source =

o just
Drag and Drop It to this window

Mac Forensic Analysis

EPPB can crack encrypted backup files from i0OS and BlackBerry devices. To select your backup file, drag and
drop the backup folder into the window or select “Choose source” and navigate to your file.

[ PasSWOTd RECOVETY Plaster . 10015

Load data source for password recovery

Master vwil help youi to restare passward for Apple i0S devices badkups, BlackBerry phone backups,
BladBerry Password Keepers, BlackBerry Walets and Bladderry devices.

Choose source =

or just
Drag and Drop [t to this window
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Cracking an Encrypted Backup File [2]

e Select iOS device
backup a— I0S device backup...

» Navigate to backup BlackBerry
file folder Device backup...

e Select the Password Keeper...
manifest.plist Walet...

Device password...
P e ——
Choose source =

Mae Forensic Analysis

First select iOS device backup and then navigate to the backup file folder. The manifest.plist file contains the
encryption status flag, which is required by the tool.

I0S device backup...
BackBerry

Device backup...

Password Keeper..,

\Wallet...

Choose source
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Cracking an Encrypted Backup File [3]

B Desktop 2
B Downioads
%y Recent places

8 This PC

i Desitop

£ Documents
8 Downloads
& Music

£ Pictures

B Videcs

dw Local Disk (C)
- B2sis (E)

v <

Mame

& Manifest

Dote madified Type

5/3/201412:57 BM

a‘\

R Password Recovery Master

Can't open badup: Fie is not enaryphed

File name: . Manifest

v Manifest fite (Manifest.plist) v

Open

Property List File

Cancel

Mac Forensic Analysis

If a manifest.plist file is selected that isn’t encrypted, an error message will appear. When forensic tools cannot
access a backup file it is commonly associated with the backup being encrypted. Should the tools fail at parsing
and EPPB report that the backup is not encrypted, it is likely that the backup file is corrupt. EPPB will only

crack encrypted backup files and cannot repair corrupt backups.

B Desktop
& Downloads
4 Recent places

™ This PC
m Desktop
I, Documents
8 Downloads
A Music
£ Pictures
B Videos
& Local Disk (C:)
o BaSIS (E)

A Name

£ Manifest

v 4

Fife name:  Manifest

Date modified Type Siz
33/2014 1257 PM  Property List File
&  Password Recovery Master B )
x\i Can't open backup: File is not encrypted
oK
W

v| [Manitest file (Manitest.plist)

i Open

| [ cancel

65



Cracking an Encrypted Backup File [4]

Dictionary Attack

Brute-Farce Attack

e

Set up recovery pipeline

Backup - U uckup\bZbab23ad .. el 140006 \Menifest,plisz  Changg badkp
Lsxoidhst, mininal smutalan &
15 syrbals, a-z =3

Brute-Farce attack settings

Saswoved lenght

Conmon chwst wts (ag

Cukkrin iharacter sef

Mac Forensic Analysis

Once the encrypted backup file is loaded in the EPPB, the examiner can select to run dictionary attacks (where
dictionary files can be loaded) or to conduct a brute force attack. Both methods allow for customized settings by

the examiner as shown below.

Set up recovery pipeline
Backup - E-\Backup\b7beb33ad .. ceQdi4fdDOG6Manitest plist

Change backup

Dictionary Attack

Brute-Forge Attack

Brute-Force attack settings

Tovp

Password fenght

Common character sets a2 ] space {} punctuation

Custom character set
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Cracking an Encrypted Backup File [5]

Processing recovery
Hackup - E\Badwpib7beb3dad ... e9d14fd0066\Manifest.piist  (hanae badkup
- Brute-Force Attack a
Tang = GhI6M  Awoage wpeed - 10 passfenc  Procesced worgs- 52

Password wasn't recovered with used attacks

FEE Tnv.vith other attacks

Recover Sther passvord

Mac Forensic Analysis

When an attack is selected and fails, an error message appears alerting the examiner to select other attack
methods. A brute force attack is the fastest when 1-4 characters ranging between [0-9] is selected.

Processing recovery
Backup - E:\Backup\bZbeb33ad ... ce9d14fd0066\Manifest.plist Change backup

« Brute-Force Attack ' >
Time left - Oh:16m  Average speed - 10 pass/sec  Processed words = S2

Password wasn't recovered with used attacks

Try with other ttacks
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Cracking an Encrypted Backup File [6]

Recovery results
Backup - EXBackupili7hebl3ad ... ceGd14£d0060\Manifest plist

Password for the backup is Ju¥*¥¥*¥*x* o

Degyptbackup  Show in Kevchain exploser

Recover other password

Mac Forensic Analysis

The example of the password cracking shown below was successful with a dictionary file pulled from another
device of the same user. Most users use common passwords amongst their devices, so it’s wise to use any
dictionary or keyboard cache files to attempt dictionary attacks in EPPB.

Recovery results
Backup - E:\Backup\b7beb33ad ... ce9d14fd0066\Manifest.plist

Password for the backup is Ju¥**¥***** ¢

Deavptbackup  Show in Keychain exolorer

Recover other password
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Backup Analysis
Other Commercial Forensic Tools

Katana Lantern (Mac!)

X-ways

FTK

Encase
Oxygen Forensics
Internet Evidence Finder

MOBILedit

Mac Forensic Analysis

Many commercial mobile acquisition tools exist to analyze backup files.
References:

http://www.oxygen-forensic.com/en/features/analyst/backup-reader/itunes-backup

http://www.magnetforensics.com/investigating-ios-phone-images-file-dumps-backups/
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Backup Analysis
Free/Open Source/Trial Tools

IBackupbot
e www.icopybot.com/itunes-backup-manager.htm

iPhone Backup Extractor

» www.iphonebackupextractor.com

IExplorer

e www.macroplant.com/iexplorer/

IPBA2 (iOS Backup Analyzer)
» www.ipbackupanalyzer.com

Mac Forensic Analysis

Many free/open source/trial mobile acquisition tools exist to analyze backup files.
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Backup Analysis
BlackLight — Backup File System

Name
v (@ miPhoneSs

"5 Info.plist
> [Gl Keychains

> [alllsd

> [l Managed Preferences

| Manifest.plist
» (G Media
v 3 mobile
» [l Applications
» [§3] Library
» (@i Media
> filll preferences
> [l root
|| Status.plist

Date Created

2014-11-29 {UTC}
2014-11-29 (UTC)
2014-11-28 {UTL)
2014-11-29 (UTC}
2014-11-23 {UTCH
2014-11-29 (UTC)
2014-11-29 {071C)
2014-11-29 (UTQ)
2014-11-29 (UTC}
2014-11-29 (UTC)
2014-11-29 (UTC}
2014-11-29 (UTC)
2014-13-29 {JTC
2014-11-29 (UTC)

Date Modified

2014-131-29 (UTQ)
2014-11-29 (UTC)
2014-11-23 {UTC)
2014-11-29 (UTC)
2014-11-28 {UTC)
2014-11-29 (UTC)
2014-11-29 (UTC)
2014-11-29 (UTC)
2014-11-29 (UTC)
2014-11-29 (UTC)
2014-11-29 (UTC}
2014-11-29 (UTC)
2014-11-29 {UTC)
2014-11-29% (UTC)

Date Accessed
2014-11-293{UTC)

2014-11-29 {UTC}
2014-11-29 (UTC}
2014-11-2% (UTCY

2014-11-29 (UTC)
2014-11-29 (UTO)
2014-11-29 (UTC)
2014-11-29 (UTO)
2014-11-29 (UTC)
2014-11-29 (UTC)
2014-11-29 (UTC)

Muac Forensic Analysis

Once opened, a backup file will look very similar to a File System acquisition of a device.

The mobile directory will by far have the most user created data in its three main directories:

» Applications
* Library
* Media
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Elcomsoft - iCloud Examination

Possible through Elcomsoft Phone Password

Breaker

e Windows tool
» Pulls backups directly from iCloud
¢ Normalizes data for examination

License required to pull iCloud data — demo version
will not work

The examiner can select to recover the full backup
file(s) or specific items

Mac Forensic Analysis

iCloud data can be parsed and decrypted using Elcomsoft Phone Password Breaker (EPPB). EPPB pulls the
backups from iCloud directly when the examiner enters the Apple ID and password to access the backups. A
full license is required to access iCloud data. The examiner can select to pull all contents of the backup(s) or to
manually select the items for which they want to recover. Once the backup files is downloaded, the backup can
be decrypted using EPPB. This allows the user to view a normalized folder structure for ease of examination.

http://www.elcomsoft.com/eppb.html

72



————
Elcomsoft iCloud Examination [1]

1. Password Recovery Master Tools

BlackBerry  Apple  Migosoft

Decrvpt backup c;} Download backup from iCloud

Mac Forensic Analysis

Under the Tools option in EPPB, the examiner must select to “Download backup from iCloud.”

3

Password Recovery Master  Tools

BadBerry Apple  Micosoft

@ Deavpt backup C;} Download backup from iCloud
Q Explore keychaln
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Elcomsoft iCloud Examination [2]

Download backup from iCloud

Apple ID  hmahaik@gmai.com

Password eeescessese o

Sigh in

Mac Forensic Analysis

EPPB prompts the examiner to enter the Apple ID and password associated with the iCloud account.

Download backup from iCloud

Apple ID  hmahalk@gmal.com

Password eecsseccesce Yo

Sign in
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Elcomsoft iCloud Examination [3]

Al took Download backup from iCloud

Heather Mahalik ( SR - hmahalik@gmail.com
[Sleoae—— 5 7= N i el |

i He, s iPhone

s‘s:w |
by g May, 08 2614
O Pt 0400

K5 versiony 71,1 ‘

mﬂfgsﬁé@‘} Bockup Size! 33735 ME (3 snapshotfy)}

&) Restore orginal fle names ©
1 Download only specfic data ¢ Custuize Downlcad | -

Mac Forensic Analysis

All'iOS devices associate with the Apple ID and password will be listed. The examiner can select to pull
backups from multiple devices and can customize the data selected from each as shown in the next slide.

All took Download backup from iCloud

Heather Mahalik (_— hmahalik@gmail.com Change user
I O T e [ e . YO e e ] BT ~

i He e

| SN:

L - May, 08 2014
N v 0400

I Phone 55 (GSM) s
i Backup Size: 3373.5 M8 (3 snapshot(s))

(¥ Restore originai fie names
J Download only specfic data ¢ Customize Download | -
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Elcomsoft iCloud Examination [4]

Specific data to download

Oical hstor O3 safari data O Info & Settings
(3 Messages O Google data (3 Camera Rl
(] Attachments O Calendar 0 socal & Communications
[J Contacts (0 notes [ Other
Check o8 Uncheck of

{0 save selection as default

Mac Forensic Analysis

When the examiner elects to customize the data pulled from the iCloud backup, the following options are
provided. Note: Other will pull any data not listed that is accessible.

Specific data to download

CJ(Cal history] (] safari data [ Info & Settings
[ Messages ] Google data (J Camera Rol
(] Attachments [ Calendar [J sodal & Communications
(] Contacts (] Notes O Other
Check all  Uncheck of

on s
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AN COMPUTER

and INCIDENT RESPONSE

Exercise 5.1 — Decoding iOS
Artifacts

Mae Forensic Analysis

This page intentionally left blank.
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Section 5
Agenda

Part 1 —iOS Fundamentals

Part 2 — 10S Acquisition

Part 3 — iOS Artifacts on OS X

Part 4 — iOS Preferences & Configuration
Part 5 — iOS Native App Analysis

Part 6 — I0S Third-party App Analysis

Mac Forensic Analysis

This page intentionally left blank.
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(\ GOMPUTER

" and INCIDENT RESPONSE

Section 5 — Part 4
iOS Preferences & Configuration

Mac Forensic Analysis
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Device Information

Backup/File System Acquisition
o Info.plist (Hostname/Model/iOS Version/Serial Number/UDID)

Physical Image
« general.log in /logs/AppleSupport/ or /mobile/Library/l.ogs/AppleSupport/
(Model, iOS Version, Serial Number)

» /root/Library/Lockdown/activation_records/activation_record.plist or
wildcard_record.plist (UDID)
Ky

Typo Value
¥ Rool Digtionary 6 Hurngy
AccountToen Data <TU0ADIZ2 4067485 T28{
E Hy Numbss 2 {.. InternationaliobileEquipmantT
3:22::°;tware biagnostic Log buntToksnCortificate  Data 4&&«12@@:",- = -012933009875011"; . . "A
N . PlayieyData Bala MR 2adA ctVItyURL” = “https://albert. app
:z;:’i rs i‘;:‘l;ng"g"e 08 6.3.3 (108329) | o incats Data <adzdzdad 20524510 con/deviceservices/activity”;.
U 4 TokonSignat Det <Padba241 abedndl - “ActivationRondomness® = “2C3673
Serial Number: DNPGIC24DTDC ey 30-E25E-4916-5C45-728007CEAZA" | <
Created: 10/12/2013 11:04:15 -9700 'UniqueDevicelD” = "faS60bTabcc
= 808720368 Eaf A5 COTet0dABd"; , .°

PhonetumbertotificotionURL" = “ht

Mac Forensic Analysis

Simple device information such as model, 108 version, device serial number, UDID, and hostname can be found

in a variety of locations depending if you have a file system/backup acquisition or a full physical image.

On backups or file system acquisitions, this information can easily be found inthe Tnfo.plist thatis created.
Some acquisition tools do not necessarily call this the Info.plist but should have a similar files containing

the identifying information for the device.

On physical images, this information is stored in many files:

Model, i0S Version, Serial Number can be found in the general . 1og file located in

/logs/AppleSupport/ or /mobile/Library/Logs/AppleSupport/ as the header of the

log file.

* The UDID can be found in the activation record.plist orwildcard record.plist file

located in /root/Library/Lockdown/ directory in the as embedded data in AccountToken key.

Other files on the device contain similar information:

Model: /preferences/SystemConfiguration/NetworkInterfaces.plist

Model, Hostname: /preferences/SystemConfiguration/preferences.plist

Hostname: /preferences/SystemConfiguration/com.apple.mobilegestalt.plist
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Knowing what accounts a user has configured with their device can be good investigative information to know.

Accounts

sac AR W 1Al AN BECEY U sae AIAT W 1A AM ey T .- AIRT ¥ AT AN R O
& Mail. Add Account  AdS Account  Other Baitings
= Q@ sew
@ iCloud At Mt Acount
s Raugic
@8 exchange L W voen
Adtd LDAP Acoount
C,Oogiek o v . ‘ Pholos 4 Cemace
2 mooe
At CHOAV Accosl B mews
AOL Adict Satmcried Calender
8§ SeneConter
&1 Outlock.com
e v R

Mae Forensic Analysis

The com.apple.accounts.exists.plist file located in the

/preferences/SystemConfiguration/ directory for backups, file system extractions, and physical

images.
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Accounts

/preferences/SystemConfiguration/com.apple.accounts.exists.plist
L = =

y__ Root i —— - | Dictionary | (<8
com.apple.account. Appledccount.count | Number |1 |[cam.apple.account. HolldayCalendar.count JFumber T
_ tom.apple.acco Number |1 [{€OM.ARRE Acc
____ com.apple.account.ApplelD.count o Number | D com.apple.acco =
_com.apple.account.Anple)D.exists Number |2 _|{€om.apple.accos i
s com.apple.account AppleiDAuthantication.count Number |1 1
- com.apple.account. ApplelDAuthentication.exists fNumber |1 "
com.appls_account. BaokmarkDAV.count Number |1 el =
|- éom‘nppl&amnﬁﬁf‘fi‘séakmari(D/iV strs Number 1 LR MAPMall.exlsts — E5
— Sl D . T — || com.apple. account. IMAPNetes, count 4
= __totapple.account.CaIDAY.count _|Number f2 | I P — 1
; tom.apple.accountIMAPNotes exists Mumber [1
| com.apple.account.CalDAV. exists _ |MNumher |1 | Nomber |1
__ comapple.accaunt CardDAV.count = Number |2 ~ I humber 11
__ctomapple.accountCardDAV.exists  [Mumber |1 | ANumber |2
__comapple.account.ClowdRitcount | Number |1 Nomber |1
__tom.apple.account.CloudKirexists __ INumber |1 I R account.SubseribedCalendar count | Number |z
com.apple account.Devicelocator.count | Number [1 ubscribedCalendar.exists | Mumber |2
__comappleaccount.Devicelocatar. exists __|Number |1 centwelbocount | Number |0
com.apple account Exchange.caunt Number |0 EO“'""PP_i‘!-‘“2;;'"‘-‘?,"CE!_‘M"F_‘N-I&“" ‘ﬁ;ﬂm iz
i com.apple.account. Exchange.exists | Number |2 £°_"’.-F‘EE‘“I.'!:“_‘#PP'?“.-F“““'. . |Number o
com.apple.account.FindMyFriends caunt Number |1 com.apple.facebook.exists R ) Number |2
com.apple.account.FindMyFriends.exists  |Number |1 || com.apple.sinaweibo.count ‘Mumber |0
e accountGameCenter.count  |Numher |1 ||com.applesinaweibo.exists — fMumber {2
_ com.apple.account. GameCenterexists __|Numher [1 |l com.appletwinercount R [Nurmher |1
__com.apple.account.Gangle.count _|Mumber |3 | com apple twitter.exists Number |1
centapple.account.Google.exists Number |1

Mac Forensic

Knowing what accounts a user has configured with their device can be good investigative information to know.
The com.apple.accounts.exists.plist file located in the
/preferences/SystemConfiguration/ directory for backups, file system extractions, and physical
images.

This property list shows which type of accounts are globally configured on the device, everything from e-mail
(IMAP/SMTP/Exchange), Google, Calendar, Facebook, Twitter, Apple, Sinaweibo, etc. Each account has two
associated keys, a “Count” and an “Exists” key.

The “Exists” key shows if that particular type of account is in use. This can have a few different options:
* 1- At least one account is setup for this type

» 2 —No accounts of this type

The “Count” key shows how many accounts of this type there are. For example, in the screenshot above this
device has:

* Two SMTP e-mail accounts
*  One Apple Account, Google, Twitter, IMAP

* No Exchange, Facebook, Sinaweibo, Tencentweibo accounts

The example above shows an device running i0S 8, older 10S versions had fewer accounts listed — mainly
ApplelD, Facebook, and Sinoweibo.
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= —————
Accounts
/mobile/Library/Accounts/Accounts3.sglite
L —— —
Tabls: i ZACCOUNTTYPE
Z.PK = 2ACOCUNTTYPERESCHIPTION SREDENTIALTYF ZIDENTIFIER
fiter Fig Eater Fitar [Fiter
[ 1 [ ‘ | i‘l’wittar | | oauth | com.appie.twitter
2 2 [ { ppreto | | sppisic-tokens | com.apple.account.Applaln
2 3 1 H H | Facebook [ | oauth2 com.appie facabook
s 4 |J|{ 1 | velp gauth ‘m.app!e‘awounf.yelp
5 B - H. .ii.inkedEn [ oauth -wmgsqaple‘ﬁmodin
6 8 -I 'i { CargDAV ' password | com.apple.account. CardBAV
7 7 1 [1 { CalDAV | |password icom‘nppis.acwunLCaIDAV
5 8 11{[{] vimao | |eautn | com.apple.vimeo
s 9 1[4 | P [ | cavin | com.appie ficke
10 10 1% { '-Tudou . .;m,apple,mdou
TR 111]] | s weio [ | auth | com.apple.sinaweibo
12 12 { 1' ' Youku | ' com.apple.youku
© SANE
Al Rigiis Resepoed

The Accounts3.sglite database in /mobile/Tibrary/Accounts/ contains more specific account
information.

The ZACCOUNTYPE table contains the types of accounts that can be configured globally on the device. The
Z_PK column contains the identification number for each account that we will be looking at in upcoming slides.
This table also includes the account description, credential types, and the identifier for the account.
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Accounts
/mobile/Library/Accounts/Accounts3.sglite

e Match up ZACCOUNTTYPE with Account
Information

Tabla; j ZACGOUNT

ZPK 2ACTVE ZACCOUNTTYPE ZDATE ZACCOUNTDESCAIPTION 2USERNAME
o o = e
T 1] [ || @iamevitwin ||| || samevtnain
29 || HIE: | [ 401402398 254... || crou ]| compaeshstocu
3 4 ]t 1 [| |22 | | 401402338.780... | | ||| compa@esh.ritodu
45 |;1 l'|’7 ‘§m1402339.471...]i i| | compa@esh.tedu
s 6 |{i [{(]16 |1 401402339.542.. || |||
s 7 {1 (|2 | | 401402339.598... || SMTP:0ompa@mailcsh.itedu | | | || oompa
i MlE e s

Mac Forensic Analysis

The ZACCOUNT table contains specific user account information. We can match up the Z_PX key from the
ZNCCOUNTTYPES table with the ZACCOUNTTYPE column of this table to determine what account this
information is associated with.

For example the first tuple, is an account type of “1”, looking at the previous slide we can see that this is a
Twitter account. The user account information and description used is in this table. We can see this user has
many accounts:

e 1 -—Twitter (@iamevltwin)

* 25 —iCloud (oompa@csh.rit.ed)

* 22 — Messages (oompa@csh.rit.edu)

* 17 — Device Locator (oompa@csh.rit.edu
* 16 - IMAPMail

* 27— SMTP (oompa)

* 21 - IMAP (oompa)
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Accounts
/mobile/Library/Accounts/Accounts3.sqlite

e Account Authorizations with Applications

Table: . | ZAUTHORIZATION

Z_PK ZAGCOUNTTYPE ZBUNDLEID ZGRANTEDPERMISSIONS
IFilter Filter Fiiter [ Filtar
11 “1 com,atebits. Tweetie2
2 2 ] '"|1_ | com.hootsuite.hootsuite - a
3 :_3 |3 - | co-m.facebook._Facebook_ : :sarwa;outmme :
4 4 | H1_ _ com.zenlabs.c25k

Mac Forensic Analysis

The ZAUTHORIZATION table contains information associated if a specific account has access to an application.

In the example above, the Twitter account has authorization to use the three applications:
* com.atebits.Tweetie2 — Twitter App
* com.hootsuite.hootsuite — Hootsuite App

* com.zenlabs.c25k — Couch to 5k Application
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Network & Time Zone

DHCP IP Address (Physical Only)
» /db/dhcpclient/leases/

Wi-Fi Network History

o /preferences/SystemConfiguration/com.apple.wifi.plist

Time Zone (Physical Only)

* /db/timezone/localtime

Mac Forensic Analysis

Very similar to OS X systems. The com.apple.wifi.plist is similar in format to the
com.apple.airport.preferences.plist on OS X.

If the time zone was never explicitly set to a specific time zone using the interface, the
/db/timezone/localtinme file may not be created.
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a - L]
Application Information
[/db/]lsd/com.apple.lsdidentifiers.plist
— =
¥ Hoot Dictionary (2 tsms)
¥ L8Vendors Dictionary 6 jterny)
¥ Weather Underground, LLC Dictionary {2 tems)
1.8Vendoridentifier String 594ABAB4-4325-4548-BBBD-401084C72310
v LSApplications Array {1 tdam)
item 0 String oom.wunderground. weatherunderground
¥ AOL Inc. Dictionary {2 ttemns}
L8Vendoricentifier String SBODCTAG-BAS6-424F-8789-8E722EB2FA20
¥ LSApplications Areay € Hem}
item G String com.aol.aim
» BundlelD:com.apple.bird Dictionary 2 items)
» LogMeln, Inc, Rictionary {2 fterns;
' Microsoft Gorporation Dictionary 2 stams}
L8Vendoridentifier String C8B57182-58B0-4680-84E4-03F8FE12AFA1
¥ L8Applications Array {3 tterns}
item 0 String com.microsoft.oflicemoblls
itam 1 String com. microsoft.akydrive
item 2 String com.microsofl.onenots
B Pubiic Engines, inc. Dictionary (2 ftams)
> Redfin Dictionary iz tomns)
» Evernoie Dictionary {2 tams)
Mac Forensic Analysis

A quick way to determine which apps are installed on a device is to use the
com.apple.lsidentifiers.plist file. This file contains a friendly company name, an app identifier,
and GUID app identifiers.

This property list will be in a slightly different location depending on the type of acquisition:
* Physical - /db/1sd/com.apple.lsdidentifiers.plist
* Backup/File System - /1sd/com.apple.lsdidentifiers.plist

The property list is organized by vendor, with at least one application’s information underneath. Each
application has an associated bundle 1D (reverse DNS notation) and an associated GUID identifier. This
identifier is the directory that is used on the live device (or physical images) to organize application data for that
specific application.

If a device has multiple applications from the same vendor, you will see more than one applications and its
associated information undeér each Vendor’s name. An example of this in the screen shot is Microsoft where the
device has three apps installed by this vendor:

+ Office Mobile
*  OneDrive (previously SkyDrive)
* OneNote
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¥ Root
¥ LSVendors
v Weather Underground, LLC
LSVendoridentifier
¥ LSAppiications
ltem O
¥ AOL Inc.
LSVendoridentifier
¥ LSApplications
(tem O
» BundlslD:com.appie.bird
» LogMeln, Inc.
¥ Microsoft Corporation
LSVendorldentifier
¥ LSApplications
tem O
[tem 1
ltem 2
» Public Engines, Inc.
» Redfin
» Evernote

Dictionary
Dictionary
Dictionary
String
Array
String
Dictionary
String
Array
String
Dictionary
Dictionary
Dictionary
String
Array
String
String
String
Dictionary
Dictionary
Dictionary

(2 items)

{60 items}

{2 Hems)
584A8AB4-4325-454B-8BBD-4010B4C72910
{1 item)
com.wunderground.weatherunderground

{2 items)
9BSDC7A6-6A56-424F-87B9-5E722EB2FA20
{1 item)

com.aol.aim

(2 items)

(2 items}

(2 items)
C8B571B2-58BN-4680-84E4-03FOFE12AFA1
(3 itemns)

com.microsoft.officemobile
com.microsoft.skydrive
com.microsoft.onenote

{2 items]}

{2 items)

(2 items)
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Application Information
[/db/]Isd/com.apple.lsdidentifiers.plist

Backup/File System Extractions

v [l mobile
¥ [e&@ spplications
» (& com.aarondmecdonald.whereamiat
» [l com.amazon.Amazon
» kil com.amazon.Lassen

| Physical Images |

v (& mabile
v [l Applications
b [ ODE292B6-FD35-4E26-B980- 1A0EDED2 153F
> 140D29B9-E333-45CE-8C24-4ED76112F8CD
» (&2 1C16713D-D360-4861-BA97-2B7BC62C7B34

Mac Forensic Analysis

Backup and File System extractions use the information in the com. apple.lsdidentifiers.plist to

normalize the applications directory shown to the forensic analyst. In these you will see the bundle identifiers
rather than the no-so-human friendly GUID.

On live devices and physical images, the original GUID is kept, so the forensic examiner will need to review the
contents of the GUID directory or the com.apple.lsdidentifiers.plist to determine which GUID is
associated with a particular application.
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Lockdown Records
Physical Only

» /root/Library/Lockdown/

— pair_records/ T
v Libra
— escrow_records/ ;ﬁgcézes | d
» com.apple.itunesstore:
- data—a rk" pl ISt ¥ :Et‘fj::i';n_recards

R * wildecard_record.plest
e /logs/lockdownd.log
_ device_private_key.pem
. " device_public_key.pem
¥ (@ escrow_records

: m Thls Q"f‘“’"“"" : | BODBBS 4B-76B8F-4CF S -ABAA-830BF394165D. plist

- Your gettings Bnd data will by - BIBEGICD-2952-47BF-9IFC-F793D0§203IED, plist
acceasible from this computer when * (& pair_records

oonnacted, % BODBBS4B-76BF-4CFS -ABAA-B3BF394 165D plist

__L BIREOICD-2952-47BF-91FC-F793D08203ED. plist

Mac Forensic Analysis

When a device is plugged into a computer, it attempts to create a trust relationship with that system. On iOS 7
and newer devices a popup window will open allowing the user to select to “Trust” or “Don’ t Trust” this
system (shown above). If the user selects “Trust” paired lockdown records will be created on both the system

and the device.

The lockdown records on the device are stored in the /root/Library/Lockdown/ directory. Depending
on how many systems this device has trusted you will have a record in each the escrow records and
pair records that are named with the same GUID.
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v [ root
] .obliterated
v (i Library
» (@l Caches
» [l com.apple.itunesstared
v (] Lockdown
v [ activation_records
| 7 wildcard_record.plist
| ] data_ark.plist
| device_private_key.pem
| ‘| device_public_key.pem
v (il escrow_records
|| 80D8B54B-76BF-4CFS-ABAA-830BF394165D.plist
i_L, B3BEO9CD-2952-478BF-91FC-F793D08203ED.plist
v (4l pair_records
, “ 80D8BS4B-76BF-4CF5-A8AA-830BF394165D.plist
|| B3BEO9CD-2952-47BF-91FC-F793D08203ED.plist
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Lockdown Directory
Pair & Escrow Records

Pair Recor

v Roaot Dictio... | (5 items:
DeviceCertificate | Data | ——AFCIN CARTIACATE-——— MICNICCARGgAWIBAGRAL
HostCertificate Data | -—-—-BEGN (IRTHCATE—-—-—M[CH]CCMKMM

HostiD String | 85981632-B4E1~4B6F-ABRDF-8689A6E0FOCA
RoatCertificate Data | -—-—-BECGIN CERTIFICATE—-~~~ MIICFTCCAZWgAWIRAGIRA
SystemBUID String | AFC52322-~A386-48FB-B387-357EBF285649

v Rosot Dictin... | (3 items)

BagHash String | aeb48b452dbclelc74felf44534a364ac3b65e59
BagKey Data | .[........]<..+&5 EHTWV<..)U(
HostlD String | 85981632~B4E]-4B6F-ABDF-868B9A6EQFOCS

Mac Forensic Analysis

The lockdown records contains various bits of information such as escrow kcys and certificates. One possible
key may be able to tell us what system this device was trusted with — the SystemBUID ley in the

pair records property list files. This GUID matches the GUID found in a system’s
SystemConfiguration.plist file located in /private/var/db/lockdown directory.

If provided an iDevice along with a computer system, we can determine if these devices are trusted devices.

95



EE—— ]
Root Diegio... {113 e

~ActivatianStateAcknewtedged Roctesn | Trise

Lockdown Directory | e =i

k.)le s llenr
2. z

.
d at a a rk pl I St -SuotkdwnE\-rrﬂmmedeu Tiue
o ~Timelntervai$ince 1970 3 1307513016
— i.ma.tenr 5 = B String | Furope/London
-Uu!.lutur(crh _ i B Booiean | True
~Uses24HaurClock E Bociean | Falue
~WelsveATicket Bociean | True
(nrn..!n;ml -\I((elulhlrlw-\'alumm TouchEnatdedlyiTunes | Boclean | Falye
3 cam apple.internarienal-HostKeyboard Swing | en US
DeVICE BaCkup InfO £aim .i_pﬁlv.nilc{mlioﬁ-i' -'l'(nh'é'ml =0 Steing f'n‘lr\
cam apple.international- Language ﬁlr-n_n e
cam applo,intornational-Loeale . |Sring [en US
| Ay
LaSt BaCkUp COI‘T] puter ! Striﬂu K.uc I.!.ue!noi: Pra
EGM.. npp o iTumes. acknp»lz\stsncklspf‘ompultﬁvl}e ___|sweing l.ur B
com.apple.mobile backep-CloudBackupEnabled Bockan | False
(Na me & Type) cam. .mnlr Anekie. lw\lup -LastCloudBackupDate l'\lt_y_bg_r 404695571
com.apple.mobile backip-LastCloudBackupTZ Swing | £OT
___com.appl :_.n!nln‘! badup-RequiresEncryption | Mamberf0
) £em. anplr mobile hackup-Willlncrypt Boolean | False
|Cloud Backu ps Ena bled com apple.mobile chaperane -NotSaFrash Brcdean | Tie
comanple mobile data_syne-Bookmarks Dikgo_. [i¥ fnimh
cim. apple mobile dara_syne- Calrml ars Dictio. J 42 Lo

cam.apple.mobile data_syne-Contacts
_comanple mobile.data_syne-Notes
. - comapple mohie. lu:kd-mn cache-, Ar_lrutlnnsutr
Last Backup to iCloud Timestamp “com.anple.moblle restrichion-ProhibitAppinitall
Comapple mobile tethered_syne-Bookmarks
com.spple. moblie tethered yyne-Calendary

(oil_l.a_ﬂﬂk.l|'|-D|.1||l!J.I!lhl."I!d'l\'ﬂc-tGﬂluPl Digio.. |11 Warn)
-Mail Accounts _ Digtia |47 demi
-Kotes Dictio.. |13 yomt

Device Info

True

True

fFalse
Setuplisingi Tunes

The data_ark.plist file located in the /root/Library/Lockdown directory contains information
related to how the device is sct to backup.

»  What is the computer name and type of the last time this device was backed up.
* Are iCloud backups enabled, and when was the last iCloud backup.
* Do tethered backups require encryption.

This property list also contains device information such as:
* Device Name
* International Setup Information for Language, Keyboard, etc.

* iTunes App Library Contents
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Root Dictio... | 39 items)
-ActivationStateAcknowledged Boclean | True
-BrickState Boolean | False
-DeviceName String | Kate's iPhone
-ProtocolVersion String | 2
-SBLockdownEverRegisteredKey Boolean | True
-TimelntervalSince 1970 Number| 1397518016
-TimeZone String | Europe/London
-UseRaptorCerts Boolean | True
-Uses24HourClock Boolean | False
-WeHaveATicket Boolean | True
com.apple.Accessibility-VoiceOverTouchEnabledByiTunes | Boolean | False
com.apple.international-HostKeyboard String | en_US
com.apple.international-Keyboard String | en_US
com.apple.international-Language String | en
com.appla.international-Locale String | en_US
com.apple.iTunes-LibraryApplications Array | (4 items]
com.apple.iTunes_backup-LastBackupComputerName String | Kate's MacBook Pro

com.apple.iTunes.backup-LastBackupComputerType String | Mac
com.apple.mobile.backup-CloudBackupEnabled Boolean | False
com.apple.mobile.backup-LastCloudBackupDate Number| 404695571
com.apple.mobile.backup-LastCloudBackupTZ String | EDT
ctom.apple.mobile_backup-RequiresEncryption Number| 0
com.apple.mobile.backup-WillEncrypt Boalean | False
com.apple.mobile.chaperone-NotSoFresh Boolean | True
com.apple.mobile.data_sync-Bookmarks Didtio... | 12 items)
com.apple.mobile.data_sync-Calendars Dictio... | (2 items]
com.apple.mobile.data_sync-Contacts Dictio... | (2 items)
com.apple.mobile.data_sync-Notes Dictio... | (2 items)
com.apple.mobile.lockdown_cache-ActivationState String | Activated
com.apple.mobile.restriction-ProhibitAppinstalf Boolean | False
com.apple.mobile.tethered_sync-Bookmarks Dictio... | (1 item
com.apple.mobile.tethered_sync-Calendars Dictio... | (1 item)
com.apple.mobile.tethered_sync-Contacts Dictio... | (1 item)
com.apple.mobile.tethered_sync-Mail Accounts Dictio... | (2 items]
com.apple.mobile.tethered_sync-Notes Dicio.. | (1 item)
com.apple.mobile.user_preferences-UserSetLanguage Boolean | True
com.apple.mobile.user_preferences-UserSetLocale Boclean | True
com.apple.MobileDeviceCrashCopy-ShouidSubmit Boclean | False
com.apple.purplebuddy-SetupState String | SetupUsingiTunes
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Lockdown Log [1] |

/logs/lockdownd.log - Physical Only
 Switching SIM Cards - ICCID Numbers

— Note: Not in all lockdownd.log on all devices,

may have to do with device activation state

Fri
fri
Fri
Fri
fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Oct
Oct
Oct
Oct
Oct
Oct
act,
Oct
Oct
Jct
Oct
Oct
Oct
Oct

13
18
18
18
18
18
18
18
18
18
18
18
18
18

14:36:35 2013 pid=43
14:36:35 2013 pid=43
17:45:46 2013 pid=43
17:45:47 2013 pid=43
17:45:47 2013 pid=43
17:45:47 2013 pid=43
17:45:47 2013 pid=43
17:45:48 2013 pid=43
17:45:48 2013 pid=43
17:45:48 2013 pid=43
17:45:49 2013 pid=43
17:47:13 2013 pid=43
17:47:13 2013 pid=43
17:47:13 2013 pid=43

(8x3dbecbsa)
(0x3dbechB8)
(0x3b78abB8)
{0x3h78a088)
(8x3b78a088 ]}
{Bx3b78ab8R)
(8x3h78abs8)
(©x3b78abBB)
(@x3b78ab88)
(Px3b7BabBa)
{Bx3b78abas)
(@x3bc3fban)
(8x3bc31bB8)
(@x3bc3thas)

dealwith_sctivation: Looking up the record for ICCID 890914184254526913994
determine _activation_state_old: No ICCID in the activation record
\pad_activation_recards: Could not extract ICCID from record
dealwith_activation: Looking up the record for ICCID 8991268573542187798
determine_activation_state_old: No ICCID in the activation record
load_activation_recards: Could not extract ICCID from record
dealwith_activation: Looking up the record for ICCID §901260573542187796
determine_activation_state_old: No ICCID in the activation record
load_activation_recards: Could not extract ICCID from record
dealwlth_activation: Looking up the record for XCCID §901260573542187796
determine_activation_state_old: No ICCID in the activation record
load_activation_records: Could not extract ICCID from record
dealwith_activation: Leoking up the record for ICLID 8901268573542187796
determine_activation state_old: Mo ICCID in the activation record

The 1ockdownd daemon also writes a log found in /1ogs/1lockdownd. 1og. This long may contain a
historical view of various SIM cards inserted into the system. While not in all 1ockdownd. log files, this
information may come in handy if attempting to determine if the user was travelling or using different phone

numbers.

This example is from an iPhone 3GS, running 108 6.1.3, an iPhone 48 running the same OS did not have these

Mac Forensic Analysi

records. More research is needed to determine the reason why.

The example above shows two SIM cards were inserted into this phone each on October 18th, 2013. One at

14:36 and another at 17:45.

The ICCID numbers can be put into a checker (https://imeidata.net/iphone/iccid-check) to determine country

and carrier information.

HCGID:
Carrion:

Cauntry:

Phans Gode:

iPhone ICCID Check

Each SIM ia intemationaily identified by its integrated circuit card identifier 1GCID).

ICCIDs are ztared in the SIM cards and are alao engravad or printad on the SIM card body during
= process called personalisation,

80 base an ICCID you can get Country code, Canrier name and Simlock status,

OO0 Mo £ g BEAATI0NS497

Cument Sample

Check Q

B301280573542187 708
T-Maobila
¥ United Stotes

98



pJ0Jal UOTIBATIOE 3Ul UT OID)T ON :P10 81815 UOTIBATIDE auTWIS]3p
96..8TZ¥SELSOIZTO68 GIJII 410 PJ0I3J 3y} dn BUTHOOT :UGTIBATIOR yITMIE3p
PJ0221 WOJY GINDI 15BI1IXD 10U PINOY :SPIOIDITUOTIBATIOE pRo)
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96££8TZFSELSOIZTA68 AIDII 404 PJ0I3J 3yl dn BUTH007 :UOTIBATIOE YITMLEIP
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96//8TZYSELSOIZTO68 QIDII 404 PJOIAL Y3 dn BUTNO00T :uUOTILATIOE YIIM|EIP
PJ022J WOJ) QIDII 1IJLJIIXS I0U DPINOY :SPJOIBI UOTIBATIOE peoy
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pJO29J UOTIBATIIE 3Yl UT GIDDI ON D10 2135 UOTIBATIIE 2UTWISIIP
Y66£1692SPSZPOTYTA68 QIJDI 40} PJ0IaJ 3yl dn BUTH00T :UOTIBATIOR YITM1E3p

(8894€09€%@)
(88Q4€£°9£%@)
(8894€£29ex@)
(880E8.L9EXE)
(889e8L9EXQ)
(889e8/9EXQ)
(88928/9£%0Q )
(889e8.9€£%9 )
(88qeg/qexa)
(889e8/q€%0)
(88028/9£X0Q)
(88928.9EXQ)
(889239pEXQ)
(889239pEXQ)

c£p=p1d
£t=p1d
tp=prd
tp=ptd
£p=p1d
tH=ptd
£b=p1d
eb=p1d
€y=p1d
gy=ptd
€p=prd
£r=prd
€p=p1d
€p=p1d

tl1ec
g106e
£106¢
€1ec
191 T4
e1ec
£10Z
£107
£10c
[ JA T4
£1ec
£iee
£10c
13114

ETLVILT
[ASFA2YAN
ELiLV-LT
6viSh:L1
8righidLl
8t obiLT
BhisyiLT
Lyiab:LT
LSy LT
LviGhiLl
Ly sl
9picy: Ll
SE9E:PT
SEI9E: VT

150
170
190
150
190
130
190
120
190
190
190
190
130
120

T4
T4
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Lockdown Log [2]
_/logs/lockdownd.log - Physical Only

Search for “escrow_record”

Escrow Record Creation

Correlate with /root/Library/Lockdown/pair_records and escrow_records

Mon Oct 28 19:25:20 2013 pid=45 (@x27f0eBP0) store_escrow_record: Creating escrow bag
(hash=33e2c9hb8fa39adccdc?5fa9f529e98a2b93dBe3d) for 9CB64DC2-F197-4BC3~-8207-6228B6C857D7
Mon Dec 23 17:53:33 2013 pid=45 {0x2fe83000) store_escrow_record: Creating escrow bag
(hash=aeb48b452dbcoelc74felf44534a364ac3bb5e59) for 85981632-B4E1-4B6F-ABDF-8689A6EQFOCA
Sat Apr 12 21:13:54 2014 pid=45 (@x2ff6e008) store_escrow_record: Creating escrow bag
{hash=9351848d7a04a6¢87a02ebab55¢8d0f58c58afef) for 2D874645-AD24~4E6D-81C3-689686486053
Sat Apr 12 21:14:44 2014 pid=45 (0x2ff7¢000) store_escrow_record: Creating escrow bag
(hash=bb1659686d25846e4d314e41fad@0734aba8bBe7) for 8C44265B8-4510-48B1-8196-0FE5B47DFD54
Sat Apr 12 21:17:08 2014 pid=41 (0x2ff5d000) store_escrow_record: Creating escrow bag
(hash=8dbeeebbf93h41f3b7c85dc1589¢1n65a8e36F0b) for 653446B0-EA63-41F1-9F00-FIEABSFCELIF

© SANS,
Al Righas It_ F

Mac Forensic Analysis

The lockdownd. log also contains timestamped records of when that trust relationship was created. Every
time a device pairs with a system a store_escrow_record gets created with the associated GUID. This is a
nice way to corroborate when these records were created.
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Lockdown Log [3]
/logs/lockdownd.log - Physical Only

Device App History

Search for “downloaded-apps”

Sun Nov 10 @8:01:46 2013 pid=43 (0x2fef10080) stare_escrow_recard: Creating escrow bag
(hash=9bc3b15811e2259739e5a91d06497 a3 1 e20a933) for BODBASAB-TGAF-ACFS-ABAA-BIVBFITAI65D

Sun Mov I8 68:091:49 2013 pid=43 (Bx1442000) special_case_get: MGLopyAnswer{kMGOMobileEquipmentIdentifier) returned KULL
Sun Nov 10 @5:01:49 2013 pide4d (Ox1447020) special_case_get: MGCopyAnswer(kMGODeviceEnclosureColor) returned NULL

Sun Nov 19 BB:@1:55 2013 pid=43 (0x21ef1000) __copy_itunes_value_block_invoke_0: com,apple.mobile. iTunes, storesdownlosded-
apps —» <CFArray x1fd2d4ced [Mx3bc2cidd)>{type = Immutable, count = 9, vatues = (

M Righs Riservnd

€ <CPString Ox1fd23ded [0x3bc2c100)>{contents = “com.rodale.menshealth”)

1 ¢ <CFString @x11d2c650 (0x3bc2c10@]>{contents = "com,delta. iphone.verl®}

2 i <CFString Ox1fd2c580 (Ox3bcc10f]>{contents = "com.burbn.instagras"}

3 ¢ <CFString Ox1fa24bf [0x3bc2e100)>{contents = “com bonnlercorp.savl.mag"}

4 ; <CFString 0x17a24c20 [Bx3bc2eitd]>{contents = "com. facebook. Facebook"}

5 ¢ <CFString Bx1fd24cdd [8x3bc2clB]>{contents = “com.google. los. youtube"}

6 @ <CPString Bx1fd24c6d [Bx3bc2c100]>{contents = “com,natgeonchile,ngeaguzine”}

7T ¢ «CFString Ox17d24c90 [Bx3hc2c100]>{contents = “com,starbucks.mystarbucks"}
" 8 ¢ <CFString Oxkfd2dcce [8x3bc2cidd]>(contants = “com, fandango. fandango"}
© SANK,

Mae Forensic Analysis

The 1lockdownd. 1og also provides some insight on apps installed on the device. If an app has been removed,
it may be worth looking in this log file for remnants of its existence. When a device is connected to a system it
wants to copy the app files to the system, so it lists the files installed on the device in the
__copy_itune_value block invoke_ 0 records.
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Logs - ASL Diagnostic Méésages

/log/DiagnosticMessages/

¥ [log
. » gl asi
Phy5|Ca| Only v g:;agnosticuessages

1 2013.10.18.asl
- 5 2013.10.19.as)
YYYY.MM.DD.asl — Parse w og utility " 2013.10.20.a51
' 2013.10.21.s)
) 2013.10.22.as)

Wake Events & Battery Level 2013.10.23.asl

2013.10.24.as1

Dct 14 88:49;03 Kates~iPhone powerd[4B] <Notice»: Wake : Using BATT (Charge:2s) L Rt

Oct 14 08:46:33 Kates-iPhone powerd[d4@] <Notice»: PM scheduled RTC wake event: Wak 2013.10.26.asl
Oct 14 08:40:33 Kates-iPhone powerd[48) <Notice>: 1dle Sleep Sleep: Using BATT {Charge:2%)

0ct 14 09:65:10 Kates-iPhone powerd[4@] <Notice»: Wake : Using BATT {Charge:2%)

Oct 14 09:05:25 Kates~iPhone powerd[40] <Notice>: PM scheduled RTC wake avent: WakeImmediate inDelta=559.83
Oct 14 89:05:25 Kates~iPhone powerd[48] <Notice>»: Idle Sleep Sleep: Using BATT {Charge:1%)

Oct 14 09:14:45 Kates-iPhane powerd[48) <Notice>: Wake : Using BATT (Charge:1%)

Oct 14 12:48:15 Kates-iPhone powerd[40] <Notice>: PM scheduled RTC wake event: WakeImmediate inDelta=384.45
Oct 14 12;48:15 Kates-iPhone powerd[48] <Notice»: Idle Sleep Sleep: Using BATT {(Charge;100%)

Oct 14 12:49:13 Kates-iPhone powerd[40] <Notice>: Wake : Using BATT (Charge:106%)

Dct 14 12:50:38 Kates-iPhone ubd([434) <Notice»:

Oct 14 12:52:13 Kates-iPhone powerd[40] <Notice>: PM scheduled RTC wake event: WakeImmediate inDelta=516.81
Oct 14 12:52:13 Kates-iPhone powerd([40] <Notice»: Idle Sleep $leep: Using BATT (Charge:98%)

Oct 14 12:53:08 Kates-iPhone powerd[4@] <Notice=: Wake : Using BATT (Charge:98%)

Oct 14 13:07:1%5 Kates-iPhone powerd[40] <Notice»: PM scheduled RTC wake event: WakeImmediate inDelta=354.35

Oct 14 13:07:15 Kates-iPhone powerd[48] <Notice>: Idle Sleep Sleep: Using BATT {Charge:B6%)

Mac Forensic Analysis

Located in the /1og/DiagnosticMessages/ directory on a physical image, ASL logs are named with a
standard format similar to those on OS X - YYYY.MM.DD.asl.

iDevices have ASL logs as well, while not as detailed as those on OS X we can still gather some information on
them such when the device was on and what the battery level was.

These logs can be extracted and parsed by the same tool used on OS X, syslog,
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e

Logs — Mobile Installation
/mobile/Library/Logs/Mobilelnstallation/

maobileinstallation.log - Physical Only

Search “Installing”

Carrier & App Installations

Fri Oct 18 17:38:53 2013 (53] <err> (@x2f791008) MobileInstallationInstall_Server: Installing carrier bundle com.apple.ATT_uY
Fri Oct 18 17:48:26 2013 (53] <err> (@x21f9a00@) MobilelnstallationInstall_Server: Installing carrier bundle

com, apple. THabile _US

Sun Oct 26 14:19:06 2013 ([584]) <err> (@x2ffcfpee) MobileInstallationInstall Server: Installing app

com, natgeomobile. ngmagazine

Sun Oct 200 14:43:50 2013 (584] <err> (Ox2ffcfOB®) Mobilelnstallationlnstall Server: lnstalling app com.bonniercorp.sav2,mag
Sun Dct 28 15:€8:83 2813 [5B4] <err> (@x2ffci0ed] HobileInstallationInstall_Server: Installing app com.rodale.menshealth
Thu Oct 24 21:39:26 2013 [53] <err> (Ox27f¢9866) MoblleInstallationInstall Server: Installing app com.google.ios.youtube

Wed Nov 6 20:12:42 2013 (53] <err> (0x27the@®e) MobileInstallationInstall_Server: Installing mpp com.facebook.Facebook
Wed Nov 6 208:14:44 2013 [53] <err> (0x2ffbedd@) MobileInstallationinstall_Server: Installing app com.burbn.instagram

Wed Nov 6 20:15:18 2013 [53] <err> (0x2ffbed@@) MobileInstallationInstall Server: Installing app com,fandango, fandango
Wed Nov 6 26:16:26 2013 [53] <err> (0x2ffbe@0d) MobileInstallatipnIinstall_Server: Installing app cam.starbucks,mystarbucks
Wed Nov 6 26:17:86 2013 (53] <err> (0x2ffbepdd) MobileInstallationInstall_Server: Installing app coem.delta.iphone.verl

© SANS.

Al Righth Resony

The mobileinstallation. log located in the /mobile/Library/Logs/MobileInstallation/
directory contains a historical view of when apps were installed and carrier bundles were installed.

Similar to the lockdownd. log file we can see a change in networks, from AT&T to T-Mobile when carrier
bundles were updated.

When an app is installed, it is recorded in this log using the application bundle identifier (reverse DNS format
name). For example, Instagram (com.burbn . instagram) was installed on November 6, 2013 at 20:14.
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Bluetooth Devices
com.apple._MobiIeBIuetooth.quevices.plist
e Examples:

— Contains information (BT Address for devices
synced with iOS device

| Key Type
| v Rpot Dictionary
| ¥ Infermatien == | Dictionary
Vegsion | Mumber
| »  OthelDevices ___|Dictionary
i aitedDevices o |Dictionsry
—rEry VRIUE
v Root K Dictionary 4 1} keyMalue paks
0-26:E8 9:8 D eyiralue pa
DefauliName Sting # Handstree
DeviceClass Daia + 4 byles: 08043400
LastSeenTime Number T 1.388.321,972
Name String 3 Car Multi-Media

Mae¢ Forensic Analysis

Key _ Type
e OO et Dictionary
......... Y.information e 2ICTONAYY
B, . 1L I Number |
P OthévDevices Dictionary |
airedDevices Dictionary I
[Key Class Value
v Root Rk Dictionary 4 1 keyhalue pairs
v 00:26:£8:01:59:6F 12 key/value pairs
DefaultName String + Handsfree
DeviceClass Data + 4 bytes: 08043400
LastSeenTime Number + 1,388,321,972
Name Strina + Car Multi-Media
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E-mail Configuration
com.apple.accountsettings.plist

e Examples:

— Contains E-mail accounts synced to iOS device
along with message protocol settings

Key Class Value

»5 Dictionary $ 15 kayivalue pairs

vé Ditkanary 4 12 weyivalue pairs
Class String + SMTPAccount
DisplayName Sving + &menica@basgistech com
Hostname String + smip.gmad.com
toentiber Sring + DrB34C3B-96C4-4021-9asE DX EBFE FOEARE
MaxMessageBytas Number + 35882577
SSiLEnabied Boolsan * YES
Short Type String String ; Swmre
ShouldUseAuthanticstion Boolean 5> YES ¥
Sync identifier String s D7634C3B-86CA-4C21-RAAE-D2EBFETBEABS
Tipe String t SMIP

Mac Forensic Analysis

Each E-mail account that was configured to receive e-mail on the iOS device will maintain an entry in the
com.apple.accountsettings.plist file. In addition to containing the e-mail address, settings like message protocol
and maximum allowable bytes per message are stored in the plist file. Some other preference plist files that can
contain messaging account information include:

* Library/Preferences/com.apple.imservice

* Library/Preferences/com.apple.madrid.plist (i0S 5)

* Library/Preferences/com.apple.MobileSMS.plist

* Library/Preferences/com.apple.gamed.plist

* Library/Preferences/com.apple.homesharing.plist

» Library/Preferences/com.apple.imserviceFaceTime.plist
* Library/Preferences/com.apple.imserviceiMessage.plist

* Library/Preferences/com.apple.MailAccount-ExtProperties.plist
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S 15 keyNalue pairs

4 12 key/value pairs

s+ SMTPAccount

s domenica@basistech.com

v smip.gmai.com

¢ D7834C3B-96C4-4C21-9A4E-D2EBFE78EABS
¢ 35,882,577




* Carrier Settings
com.apple.commcenter.plist

e Examples:

— Can contain Device phone number, Network
carrier, ICCIDs and IMSIs

CamerBundieNama String 4 q10V2W

| camerd Sting s 3tovaw

| imemationaifuamingEDOE Booksan ¢ NO

" NedUpdase Dete : 11212 PM
PhoneNumber String s m

| PhoneNumberChangeReport Booksan i NO

| PhoneNumberNexiUpdate Date 5 May 27, 2012, 6:16:44 PM

Mac Forensic Analysis

The file com.apple.commcenter.plist may contain:
* Device phone number
* Network Carrier
+ ICCID
* IMSI

Some other preference files containing similar information include:

* Library/Preferences/com.apple.preferences.network

» Library/Preferences/com.apple.network.eapclient.tls. TrustExceptions.plist
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COMAPhoneNumber Swing : N
CamerBundieName String s 310VZW
Camierid String s 310VZW
| IntemationalRoamingEDGE Beatoen s NO
i NextUpdale Date - 11:12 PM
. PhoneNumber String ::m
| PhoneNumberChangeReport Boolean : NO
PhoneNumberNextUpdate Date s May 27, 2012, 6:16:44 PM
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Application Privacy Settings
/mobile/Library/TCC/

e Database file used to track application access
e Access Table contains important user data

HomeDomain Library/TCC/TCC.db. =
3 Ll i e = ol e e e e L e il
¥ Database service client dient_type allowed prompt_coumt
¥ Tables 1 kTCCServiceAddressBook com.sgiggle.Tango 0 1 o
e conlovartioes 2 KTCCServicaFacebook com.facebook.Facebook O 1 1
access_times 3 kKTCCServiceAddressBook |com.blackberry.bbmi O 1 0
admin 4 kTCCServiceAddressBook 'com.kik.chat 0 1 0
Views H kTCCServiceTwitter com.atebits. Tweetie2 0 1 i
[ kTCCServiceAddressBook icow.nimbuzz. Nimbuzz 10 1 0
7 KTCCServiceAddressBook |jp.naver.tine 0 0 1
8 kTCCServiceAddressBook com.inkedin.linkedin 0 0 1
9 KTCCServicePhotos com. burbn.instagram 0 1 0
10 kKICCServiceMicrophone com.burbn.instagram 0 1 0

Mac Forensic Analysis

TCC. db is a SQLite database stored in the location: /mobile/Tibrary/TCC. This database logs the
accesses that are granted to various installed applications.

These settings can be configured by the user for applications installed on the device by accessing:
Settings > Privacy from the device menu.

The following ilems are configurable and applications can be granted access Lo:
* Contacts
* Calendars
* Reminders
* Photos
¢ Bluetooth Sharing
*  Microphone
= Motion Activity

It is also possible to leverage the social account data residing in some applications by third-party applications.
These will appear below the system accesses. Examples shown above:

* KTCCServiceTwitter

* KTCCServiceFacebook

The table in the SQLite database of most importance is "Access"
This table has several columns but of particular importance are:
* Service - lists the KTTCService that is being accessed by the application (ex:
KTCCAddressBook)
* Client — refers to the Application requesting the service (ex. Facebook)
» Allowed  this column will show the services currently requesting the service. 1 = Allowed, 0 — Not
Allowed. If the service was never requested, there will be no entry in this table. Once access is
denied for an existing application, the Allowed column will turn to zero "0".
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v Database
¥ Tables

access_overrides
access_times
admin

Views

O ® N O N A W N

10

_ |KTCCServicePhotos

service

kTCCServiceAddressBook
x.-.nnmoinnmwnocoox
rﬂnnmoin&n_.ﬁuaoor
r._.nnmninmk_a_ﬁﬁwoor
kTCCServiceTwitter
kTCCServiceAddressBook

rdnnma:mnok_nnmmmwoox jp.naver. line

r._.nQ.uoqsnm)naBmmwoor

kTCCServiceMicrophone

client client_type allowed prompt_count

com.sgiggle.Tango o
com.facebook.Facebook [
com.blackberry.bbm1
com.kik.chat
com.atebits. Tweetie2
com. ::sv:un zm.s__.....

com. linkedin. ::_8&:
com.burbn.instagram
com.burbn, _33033

|
O‘OO|°°O°Q

OOttt gt pa

=

=

QO -~ =00 =0
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System Partition

/private/etc/fstab

Launch Agents/Daemons

» /System/Library/LaunchDaemons/
e /Library/LaunchDaemons (SSH - Jailbroken)
e /Library/LaunchAgents

Executables

e /sbin
o Jusr/
« /bin, /lib, /libexec,/sbin

G SANS,
All Rights Reseried,

Mac Forensic Analysis

While there is not a great amount of evidentiary data on the /System partition it might behoove you to look
here for certain cases where tampering or malware may play a part in the investigation.

The file system table at /private/etc/fstab may show youif a device has been jailbroken as show in
previous slides.

Launch Agents and Daemons may provide insight into what process are running — these areas are particularly
interesting on jailbroken devices where various programs are launched from here such as SSH.

A thorough look at executables may determine if system executables or malware was installed on the device.
Compare these with known good samples on a similar OS.
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COMPUTER &5

= "> and INCIDENT RESPONSE

Exercise 6.1 — Mac Forensic
Analysis Challenge Prep

Mac Forensic Analysis
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Section 5
Agenda

Part 1 —i0OS Fundamentals

Part 2 — i0S Acquisition

Part 3 - iOS Artifacts on OS X

Part 4 — i0OS Preferences & Configuration
Part 5 — iOS Native App Analysis

Part 6 — i0OS Third-party App Analysis

©BANS,
AllLH v

Mac Forensic Analysis
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AN COMPUTER

Section 5 — Part 5
IOS Native App Analysis

Mac Forensic Analysis
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Native iOS Applications

e User data is
stored in a series
of SQLite
databases and
plist files

e Native apps are
located in:
mobile/Library/

Mae Forensic An

108 device ship with several “Native” i0S applications that have been
pre-configured. These Native applications will vary slightly based on
the iOS firmware version. Included in this list are many of the
applications that are present on the home screen without downloading
and installing from 1Tunes.

You will find this same data on each iOS device located in the same
respective folders even if the data in the UI has been moved around.
The native iOS applications contain the core data that is often accessed
by other native applications as well as third-party applications
downloaded from iTunes through the use of Apple’s APIs. The
Address Book may often be considered the most interactive database,
because its content is often widely shared with other applications. It is
not uncommon to see duplicate data shared throughout multiple third-

party applications.

The applications thal most commonly contain user data of interest will
be discussed in further detail.
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» L Applications

v Gl ubrary
» G Accounts
» [ AddressBook
> [ SulletinBoard

» [ CaliHistory

» [ com.apple.itunessrored
» [l configarationivafiles
* [l Cookies

* [l Keyboard

* EEMan

* EMaps

* [ Notes

b EliPasses

» B3 Preferences

* B safarl

B sMs

» [l SpringBoard

» [l TCC

» Ll Volcemail

» (@l Applications

v [@lLibrary

> il Accounts

» [ AddressBook
» {i BulletinBoard
> (il Caches

» [ Calendar

» & CallMistory
> {&f com.apple.itunesstored
» @l ConfigurationProfiles
> il Cookies

> [l Keyboard

» (O maii

» (@l Maps

> (@i Notes

» [@llPasses

» [@llPreferences
> [l Safari

> [l sMs

» (@ SpringBoard
» @TCC

» [l Voicemail




Contacts
/mobile/Library/AddressBook [1]

AddressBook.sglite

« Contacts’ Names, E-mails, Address, Numbers, etc.

AddressBookImages.sqlite
¢ Contacts’ Picture (Saved as BLOBs)

Table; . ABPerson
ROWID Pt [ Ompanizaecn CroalionDate  ModifcatonDate

' {Coren | []H] [[1{]1]]}]; 08207442 | 400207443
2 2 Kalo |ubby ] [ [{]1]]]|sasze7as2 | 403207845
33 ' Tl 1 [ apowe. 1] []]][]]] aoszomaaz | soszorasa
44 |Dade  |Mupny | []]] [[[{1]|]|||4os2078a2 | acazerass
ST L ] 1111] sosmss | s
&6 | Eugono | Bettors ||| [[14[|]|||] 404208788 | a0s2e8788

The Contacts application stores its data in two SQLite databases, AddressBook.sqlite and
AddressBookImages.sqglite.

The AddressBook. sqlite database contains the contacts information including Names, e-mails, addresses,
phone numbers, social media accounts, etc. The AddressBookImages. sqlite database only holds the
contacts’ associated image in a BLOB in the ‘data’ column of the ABFul1SizeImage table.

The ABPerson table in AddressBook. sqlite stores the contacts names, organization, job title, etc. This
table also stores the contact creation and modification dates.

116



/mobile/Library/AddressBook [2]
e B—— ]
| Table: ABMUVaiUeEntry
Table: ~ ABMultiValue
parent i iy vibon
up rocord_id proporty vghue
— { Fite Fiae 108 [1 | Unlod States
2 3 2 266 15t ave
101 1 4 ] |emmanualgolds1»in2§00@gmail.com
11 33 3 ot
2 2 |2 b !”:;_katalihbyﬂ@gmail.omn o i,, e
3 3 2 5 ({4 63 is ™ .
i . _ ) I | !
4 4 2 12 l j 8 3 I NY .
5 5 3 3 {1 1-800-MY-APPLE il = !J it en
. Ll 5 4 |8 | Satoer |
s 8 . s I ¢ 6 |1 [ unhaa States
7 o 3 23 | {{ hiipzswww.apple.com w6 |2 [ 1 ntirive Loop
& 8 4 4 2310000198 @gmait.com v e |3 86014
3 9 5 3 |{{ +15714855151 et [ puperino
- i —tt . - "8 |5 e
1 10 6 4 ebalford1 @gmall.com -
_ I = — N T B |6 |CA
Mac Forensic Analysis

The ABMul LiValue and ABMulLiValueKey table sin AddressBook. syl i Le slores other metadata
associated with contacts such as e-mail address, usernames, phone numbers and addresses.

Each contact’s information is stored under a different record_idor parent id depending on the table. The
information for record id=4 and parent id=4 are for the same contact.
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Table: 7] ABMultiValueEntry
= e | e ¥  ABMultiValue
parent_id key value — — - —_—
Filter Filter Filter
13 1 United States _ub  recordid  property __ velue
Filter Filter Filter Filter
2 3 2 256 1st ave
s 3 3 10101 11 1 4 | | emmanualgoldstein2600 @gmail.com
4 3 4 New York 2 2 2 4 { { katelibby11@gmail.com
5 3 5 us 3 3 2 5 {7
8 3 6 NY 4 4 2 13 t i
7 4 7 katelibby11@gmail.com 5 5 3 3 ( { 1-800-MY-APPLE
8 4 8 Jabber 6 6 _ 3 5 (|
g 6 1 United States
7 7 3 22 { { hitp:/fwww.apple.com
i0 6 2 1 infinite Loop i
8 8 4 4 23r0cool95 @gmail.com
11 6 3 95014
- 9 9 5 3 J { +15714855151
i2 6 4 Cupertino | k
1B 6 5 ™ 10 10 6 4 | ebelford1 @gmail.com
14 6 6 | CA
|




Calendar & Reminders
_S———

we o ATAT TR [ 500 4TS
Ear Calendars Done
s vl
e New Ust +
+ & Home m
+ ¥ TravelConl/Training ) Shoppmg
v Waik 1)
¥+ SANS )] .- ;

5 Station X
o US Holidoys 0\
DRSS RAL CO Hack fortress
v Al sledwards Sgmall.com AL
v o Botk ToDo Today
ERdt e hrisitiric B8
v mszm” ) Bl?g Articles
« & Honte — .
. - FORS18 Updates

S iy Py v Livied Shatzy
Mac Forensic Analysis

The Calendar and Reminders applicalions use the same database Lo store their conlents.

These items can be synced from a variety of accounts including iCloud and Google as shown above in the left
screenshot. It can include both personal calendars and shared calendars.

‘The Reminders application stores lists created by the user that may have deadlines and other information
associatcd with cach reminder item.

119



Calendar & Reminders [1]
/mobile/Library/Calendar/Calendar.sqlitedb

Tablo: \ Calandar
POW:  stera lo e A Supporied oty typed

w s | swdwarsa®gmaicom || [[{]4
" fo |osmpencsnens |[{{[o
K] E | notoation i

2 4 |Wodc |
| wouk [§

® N R e » W N -
[
=

| i

7 |3 | us rolidaye g;éip
[0 |uende IS

& |HevelConiTraining m |4

v 4 Is |mnmwmmg m Eo
o & |8 |ToDoToday HHIE
S~ S—(li
12 88 la |mm :§_§g_ |8
3% |8 |eowel G
“ ® {a | sans ‘§_§-iiE4

Mac Forensic Analysis

The Calendar. sqlitedb database located in /mobile/Library/Calendar contains the Calendar information
for the device.

The Calendar table show shows contains information about which calendars are setup on the device. This may
include local calendars, those synced with iCloud, Google calendars, and Reminders that are used with the
Reminder application on the device or synced via iCloud.

Items that have the following supported entity type:
* 0-iCloud
* 4 — Calendars

¢ 8 —Reminders
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Calendar & Reminders [2]
/mobile/Library/Calendar/Calendar.sqlitedb

Tk v 5
OO ey it Gt o _lF borolvmp dumy e o
Bl Mutrwry’ Dt |1 aepommrne | moat 1l ,4'|1|§1,!-.| | asemxacean
" Colmton Doy 11 | eeexononn | mest .||' Tt | aeisen
4 | LY
™ e edi AL | owememn | s HITRI A | ammarso
rr w09 | Porset spps It ‘I if1{;i1 i [anosorise..
-. -1 I IR TR k] —
= 5 | fort 14 uad s () I { IILLLLES h_|:qmm.§o | srmnng
w8906 .:‘.‘.2'..‘..“"..‘3“"" (1] | l l_:‘l womxne | ]|| R ‘gmn |mmno
T + i i 3 H# m #
w60 e e gee 1] | _ Al emasmn ({1 ({1 esrsons | smianno
w508 =T L~ | | 0 . sz W esmame | aminsers |

Mac Forensic Analysis

The CalendarItemtable in the Calcendar.sglitedb database conlains each calendur item or reminder
with a variety of data, partially shown here for brevity.

Items included are:
*  Summary/Item Name
+ Start and End dates
 If the calendar items is an all-day event
= What calendar it belongs to (review the Calendar table)
*  When the event or reminder was last modified, created
*  When the reminder was completed

e ...50 much more!
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Il { | s9eB80226.0... | |

1T T
| | 4z1880128.9... |
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35 Lo B | s2om1azsi0 | | aosr700480 | 422813281

122

| 42am138020 ||




Call History
call_history.db

Different Locations

 Backup/FS Extraction -
/mobile/Library/CallHistory/call_history.db

« Physical Image -/wireless/Library/CallHistory/call_history.db

Stores at least the last 100 Calls (Phone & FaceTime)

« SqliteDatabaseProperties — Call Timers, Max Call
History, Data Reset Timestamp

« call - Call History Data
« data = Data in bytes sent/received

© 5ANS

A Rigfs Rt il Mac Forensic Analysis

The call records may be in different locations depending on the type of acquisition. In backups and file system
extractions, they are located in /mobile/Library/CallHistory. On a physical image, they are located
in /wireless/Library/CallHistory/.

‘I'hese records store at least the last 100 calls as shown in the SqliteDatabaseProperties table.

The call table contains the mail call records, while the data table shows the data that has been send or received
by the device.
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.
Call History
.
call_history.db - call Table
—
Tacie ]
ROWID Rddrees L rmpon fage country, sodds Petwork_ code
Fiee HFhter [ S s o
1ot 17015627454 1381859128 | 0 |essao | |]a10 | 280
2 2 | +oa7B7800s | 1sazra7ase |0 4 a0 |m
2 3 .15714855151 !1302192016}7 |4 |'.‘fm |aeo
4 4 | 17037676601 | 1362206201 | 0 |5 |||a0 | 260
3 8 i15714655151 |13&22m24e|m i5 .IEEMO | 260
o 8 |1snasssis [ 190220085 [ 6 Is [[]ar0 | 28
77 | vrodsusoran |1sazrwsaslo Im lHaxo |2so
I I O L || R
5 9 |wweosssss | 1as2swrest |0 |+ [[Tat0 | 260
w0 | 15714885151 | 1302300600 | 820 [s e | 260
Won | 13013208997 [ 1383501681 | 0 [sssa0 || |30 | 80
7 12 | $16714855151 | 1383788552 | O |21 ;"'_am | 260
© 13 515714355151 | 1384088008 | 0 lessso  ||]at0 | 260
@14 | s1sregssis | 1307120070 | 0 |2 EL | 260
EIRE |mmmm¢m;mﬂa§m'm ize |”a1o | 260
Mac Forensic Analysis

The call table in the call history.db database contains a record for each call sent or received including
FaccTime calls.

Each record contains the following data:
* Address — Phone number or e-mail of the contact.
* Date — When the call occurred.
* Duration — Time in seconds of the call.

* Flags — Direction/State of the call
= i0S6
* 4 —Incoming
* 5-Outgoing
* 65540 — Outgoing Canceled
* 21— Outgoing/Canceled FaceTime Call (If duration is 0)
* 10S7+—
* 0 —Incoming/Missed Call (if duration is 0)
* 8 — Missed Incoming/Unknown Caller
* 9 — Outgoing Call/Canceled Call (if duration is 0)
* 16 — Canceled Incoming FaceTime
e 17 —Missed FaceTime
* 64— Incoming FaceTime Audio/Missed FaceTime (If duration is 0)
* 65— Canceled Outgoing FaceTime
* 65545 — Canceled Incoming
* 1769472 — Missed Call

e Country & Network Codes

Correlate the address with the data found in the Address Book database.
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Table:

call

ROWID. address date duration flags country_code network_code
iFliter | Filter Filter | Fliter Filter Filter Filtar
11 17015527494 1381853128 | 0 65540 310 260
2 2 17037876601 1382137390 | @ 4 310 260
3 3 15714855151 1382192016 | 67 4 310 260
4 a4 17037876601 1382290201 | 0 5 310 260
5 & 16714866151 1382290246 | 23 s 310 260
6 6 16714885151 1382290323 | 6 5 310 280
7 07 17038000748 1382718325 | 0 65540 310 260
8 8 19546304558 1382735286 | 0 4 310 J2e0
o 9 19546304558 13828687931 | 0 4 310 260
1 10  |i57148s5151 | 1382999689 | 820 5 310 260
TRt 13013288207 | 1389581661 | 0 85540 310 260
12112 | +15714855151 1383788552 | 0 21 310 260
13 13 | 15714855151 1384088366 | 0 65540 310 260
1 14 | +15714855151 1387129870 | 0 21 310 260
15 15 | ebeliordi @gmall.com | 1387135183 | 775 21 310 260
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Call History
___i0S 8 - CallHistory.storedata

¢ iOS 8 - /mobile/Library/CallHistoryDB/
e SQLite Database

Tblo: ZCALLAECORD

Z 8K ZANSWERED  ZCALLTYPE ZFACE _TIME _DATA ZDATE ZDURATION ZADDRESS ZI80_COUNTRY CODE

e . = , =i o
104 104 |i]0 [1 || (|| 4e0282178 |00 I3 [ us
ws 105 |40 |1 i 1] | sazreema [ 1340 703 lus
06 106 .Io 8 || 5367304 -fiiwsesmu 3.0 708¢ | us
w07 107 |4]1 1 Il -;i-|424214764 12350 |20200 | s
108 108 |0 |a | | 47904009 {|| 427581848 |2010 M7 | ok
s 108 |{]0 8 o .£}1427579062 0.0 | 417 |
o 1o |40 1 | uf 426785370 |00 513e ius
"o :Jlu [ || 3138404 ||| 421202801 | 840 7004 | un

© SANS,
Al Righis Reserveil.

The ZCALLRECORD in the CallHistory.storedata SQLite database contains a record for each call sent
or received including FaceTime calls, similar to the call history.db.iOS 8 device will also have this
database.

Each record contains the following data:
* ZANSWERED — 0 if outgoing call, 1 if incoming call
* ZCALLTYPE: (If duration is 0, call was missed/canceled)
 1-Call
* 8 —FaceTime
* 16 — FaceTime Voice Call
* ZFACE TIME DATA — Data transferred (possibly in bytes) of FaceTime Call — More research is needed.
* ZDURATION — Time in seconds of the call.
* ZADDRESS — Contact phone number or e-mail address.
* ZISO_COUNTRY CODE — Country code of contact.

Correlate the address with the data found in the Address Book database.

126



813|184 (%|8)|3

s

i

3000 AHINNOO OSIZ  SS3HQAYZ  NOLVHNAZ

W EOL o8|  10828212K YEVREIE 8 0|t e w
- LS 00|  QL€98.02F 1 olb| ou on|
——L |+ 00| =z906s5L2y 0 8 olt| 6oL em __
| S——llt otz |  eysieszey £00¥06LY 8 o|;| eoL! so |
wowez0z|  O'SERl|  vaLviavey b 2o s d
o w—goL 0¥e|  vziggesor POBLOES g ofF| soL sor |
SN0 OvEL|  £lLe9oleey 1 olb| cor o |
S— 00| 8129262y L 0 Y01 | vob
epdl  sewd gl 01 e[| seyd ) soua! | | somy
21vGzZ VYO SNLL 3OVHZ 3AALTIVOZ QIHIMSNYZ Nd~Z

QHoo3uTIVOZ [ | eigeL

127




Mail

/mobile/Library/DataAccess

¢ Mail Account Configuration & General Metadata
e Similar on Backup/File System Extraction

/mobile/Library/Mail

e Mail Messages & Detailed Metadata

 Very different between Backup/File System
Extraction and Physical Image

© 5ANS,

All Rights Reseriell

Mac Forensic Analysis

The contents of e-mail is very different depending on what type of acquisition you have. Each acquisition type
has two areas where e-mail data is found.

The DataAccess directory in /mobile/Library/ contains general e-mail metadata and e-mail account
configuration information. This information is the same for all extractions.

The Mail directory in /mobile/Library is where things can be very different, depending on the type of
acquisition you may have great information or you may have little to none.
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Mail
/mobile/Library/DataAccess/

Type  Value
. k__capobillties Ay 18 Rerngl
- ¥ mbogés o JArray |14 et
e E-mail Accounts e —
- _ MailboxAtibutes |Nauberl2 L
* _ MailhoxChildren Array |7 ftemsi
— Names AT T 5 [T
Mallboxiviniines | Mander| 0 :

v MaliboxChildren Armay |10

e .mboxCache.plist S e

___ MitilboxPermaneniTag | Siring | LAIaH

R . o kemi 0 [Dae 14 frnst —
» Itermn 2
— Account Organization " T— =
b mem4
v [ DataAccess e pfems
&m
. Accountinformation.plist —— = —
v fil ICloud-theplague11 T hem 1
Y mboxCache.plist — — ——MabexauiBule 3
e : v MatbocChliden |
v 4l MAP-ebelford L@gmail.cam@imap.gmail.com MaifboxName
* smhoxCacheplist ]

B I
: Serkt Messages
= A

Mae Forensic Analysis

The DataAccess directory contains directories named after the e-mail accounts they represent. For example
the iCloud-thePlaguel1 is an iCloud ¢-mail account (theplaguell@icloud. com) while the other is a
Gmail account (ebelfordl@gmail.com).

The .mboxCache.plist files contain the organizational structure of each e-mail account. This property list
file contains the folder names the e-mail messages are organized into,

In these files you may find folder of interest depending on how the user has organized their e-mail.
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v (] DataAccess

v (@l iCloud-theplaguell
5 .mboxCache plist

Y .mboxCache.plist

i

| 5 Accountinformation.plist

v (] IMAP-ebelford 1@gmail.com@imap.gmail.com

Key Type Value
»  capabilities Array | (15 items:
¥  mboxes Array |4 items)
v item O Dictio... |3 items)
MailboxAttributes Mumber| 2
¥  MailboxChildren Array |7 items)
v Item O Dytio... | (4 items)
MailboxAttributes Number| O
¥  MailboxChildren Array | (O item)
MailboxName String | All Mail
MailboxPermanentTag | String | \AllMail
> item 1 Dictio... | (4 items)
> item 2 M. | (4 items;
> item 3 Dictio... | (4 items)
> item 4 Dictio... | (4 itermns)
> item 5 Dictio... | (4 items)
> item 6 Dictio... | (4 itemns)
MailboxName String [ (Gmail] |
v item 1 Dictic... | i3 items:
MailboxAttributes Number| 0
¥  MailboxChildren Array | (0 item)
MailboxName String | Notes
v Item 2 Dacio... | (3 items:
MailboxAttributes Number| 0
v  MailboxChildren Array | (0 item)
MailboxName String | Sent Messages
v Item 3 Dicio... | (3 items)
MailboxAttributes Number| O
v  MailboxChildren Array | (0 item)
MailboxName String | INBOX
separator string |/
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Mail
/mobile/Library/Mail

Mo wicid P bibed
- ﬁ‘Emw !ndexwla:
« Cached Mail Messages s oy
g Yynmmimpmm
 Envelope Index -0, i T et
» Message Metadata | AR A7 b
" 1900 AP M MOBCTCIIC amb
» Protected Index “mwﬁiﬁﬁmxm“ﬁm
. ) IDXCP234 1045 7E-B208- FRALCAGCESZ 2.
* Message Sender, Subject, b
Summary EEmIiois
» Recents Database £ Oy xow s o
LEF7AMD-1 08 -GFUA CED- O AT LA 2 sodenurt
. * [ Masbenrt
Backup/FS Extraction ot Mail
Rorseaenn | ] AutoFetchEnabled
¢ Recents Database Secara-sm | | Recents

The Mail directory contains lots of information if you acquired a full physical (decrypted) image. Similar to an
OS X system, you will have full e-mail messages, the Recents database and detailed message metadata in the
Tndex databases.

If you only have a Backup or File System extraction you will only get the Recents database which contains
information about recently messaged contacts, similar to the same database on OS X.
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v [l Mail
| 7 AutoFetchEnabled
| Envelope Index
‘| Envelope Index-shm
. Envelope Index-wal
» (] iCloud-theplaguell
v il IMAP-ebelford l@gmail.com@imap.gmail.com
ﬁ .mboxCache.plist
il INBOX.imapmbox
v [ Messages
* 00695464-4CDD-4B3B-B850- 7F 10230FC947.2 embxpart
' 25EEE03F-6E63-44D0-96C5-8494 1ADEBA2E.2 embxpart
| 30685FC6-1B6C-45F4-8D47-26352FA0ASDC.2.emixpart
| | S7BEB593-99DE-4940-AB2A-B09694120472.2 embpart
1| 58578567-177D-47€E-8CFF-36CDIE2DIRAF 2.emixpart
'Y 61980913-2AE7-42F0-86D6-89505CDCIALC.2 embxpart
Y 657091A6-18DA-4476-8968-DBAAECAF2190.2 emixpart
| 802CEE23-41DB-497E-82D9-7F2A1CAGCEI2 2 emixpart
7 8C976224-97E3-4EB9-A35 8-BECI26EB228E 2 emixpart
| AD37A924-0642-4634-B3E7-6CDFF110FB42.2.emixpart
| BOE9B11F-EC6F-4114-8775-373398766177.2.emixpart

| BRA4E71A-CAF8-410F-94DB-F79E756523BR.2 emixpart
) CO49EA73-8D07-44E4-AFF4-8D8I9I1DBE2A2.2 emixpart
_'”I (DSES8EL-F4AB-4FF7-BD1D-3D62B7456B9D.2 embepart
| DD9FA242-2C31-4C63-BDFC-0EES97898FSE.2.emixpart
_L‘ E3DF7A8D-9108-4FDA-BOEO-D74AF08D41A2.2 emixpart
» (@ Mailboxes
:! metadata.plist
| 1 Protected index
:5 Protected Index-shm
| ] Protected index-wal
' 7 Recents
|| Recents-shm
| | Recents-wal

> [l Vault
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Locationd - Clients.plist
/mobile/Library/Caches/locationd

e |ocationd directory includes:
— consolidated.db
— gyrocal.db
- clients.plist

» contains a list of applications for which the GPS configuration
setting has been enabled

Kev‘ Type Value
A S— | Dictionary il
Dictionary

17 ferml
True
com.apple.camers

Authorized
Bundletd

Exacutable JApplications/Cameraapp/Camera

LocationTimeStopped 411255387.66857200861

Purpase Photos and videos will be tagged with the location where they were taken.
Registered JApplications JCamera.app/Camesa

Whitelisted Falge

The locationd directory contains several files related to location information stored on an iOS device. The most
notable may be the consolidated.db file, which was the cause for major concern when its contents were made
public to many unsuspecting i0S users. This file contained wireless hotspots and cell towers locations within a
certain radius of the device which was said to better allow the device to calculate its location rather than relying
solely on GPS satellite data. This file once contained up to a year’s worth of location data, but has since been
revised in subsequent i0S firmware releases.

The most valuable file in the locationd directory now is the clients.plist file. This file maintains a list of all of the
applications that have been granted GP'S permissions. This is important because it may clue the examiner to pay
extra detail to those applications listed in the file, as GPS coordinates are most likely stored along with other
relevant user information.

Source [1] http://www.apple.com/pr/library/2011/04/27 Apple-Q-A-on-Localion-Dala.html

133



Key™ = Type Value
¥  Root Dictionary (18 items)
»  co.jelly.jelly Dictiona (5 items)

Authorized Boolean True
Bundleld String com.apple.camera
Executable String /Applications/Camera.app/Camera
LocationTimeStopped Number 411255387.66857200861
Purpose String Photos and videos will be tagged with the location where they were taken.
Registered String /Applications/Camera.app/Camera
Whitelisted Boolean False
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Configuration Profiles
/mobile/Library/ConfigurationProfiles/

settings

— Devices can be managed/unmanaged

— Policies (Payloads) can be applied to a device by
USB, e-mail or by accessing a website, or over

e XML files that control user access and device

the air - —
¥ __Root Dictionary
¥ restrictegBiond | Dictionary .
v affowAccoumtModification Dictianary _ |11 e
o vwee  |Boolean  |True
Y dllowAddingGameCenterFriends Dictionary. (1 item
— _value - _|Boolean  |True
¥ qlfwaqplnsml!amn Dictionary 11 pen
value Boolean True

Maec Forensic Analysis

The directory, ConfigurationProfiles, contains files that relate to the management and polices/restrictions of the

i0S device.

Device policies can be applied by direct connection to the device (USB), e-mail, sending users to a website or
over-the-air. Reviewing the information in the ConfigurationProfiles directory will give insight into whether or
not the device is managed by a Mobile Device Management (MDM) utility. MDMs can enforce policies related

to Wi-Fi access, VPN, E-mail configuration and more.

If a device is unmanaged no “Profiles” will be listed when navigating to Main Menu > Settings > General of the
device. If the device is unmanaged, the important user settings can be reviewed by accessing the
EffectiveUserSettings.plist file. These same settings can be accessed on the device by going to Settings >
General > Restrictions. On unmanaged devices, these restrictions can be modified at will by the user.

Key Type Value.
e .. Dictionary |(2 items)
¥ restrictedBool Dictionary (40 items)
v allowAccountModification Dictionary (1 item)
value Boolean True
v allowAddingGameCenterfriends Dictionary (1 item)
e Nalue - i Boolean True
ey AllowAppinstaliation Dictionary (1 item)
value Boolean True
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Mahaged or Unmana_ged
/mobile/Library/ConfigurationProfiles/

» Managed devices contain “Profiles”
e Polices are managed by MDM

MANAGED

[ ConfigurationProfiles
U N MANAG E D _; ClientTruth.plist
7 ConligurationProliles _ CloudConfligurationDetails.plist
1 ClientTruth.plist 7 EffectiveUserSettings.plist
\: MCDataMigration. pist w: Lockdosyn?armters.plist
4 PayloadManifest.plist - MDM.plist
“ ProfileTruth.plist | MDMAppManagement.plist
v {i] Publicinfo _“ PayloadDependency.plist
% EffectiveUserSettings.plist _1 PayloadManifest.plist
= “ MCMeta.plist mmzs&m&mmmssmw
M—S&B?RSIMM&

Mae Forensic \ndlwls

Managed devices will still contain an EffectivellserSettings.plist file, but locating additional files in the
ConfigurationProfile directory will confirm the existence of an MDM. The policies that have been applied by the
MDM will trump those that are applied by the user under Restrictions from the device menu. There are many MDM
solutions available for i0S devices and each will deposit different artifacts. Not all MDM solutions are created
equally and this directory is a good starting point for forensic recovery of applications controlled by an MDM.

Reviewing files with the .stub extension can give insight into which organization may be deploying the MDM
solution as well as how that MDM profile was pushed to the device.

Source [1] https://www.apple.com/iphone/business/it/management.htm]

P ContiqurationProfiles @l ConfigurationProfiles
9 ClientTruth.plist " ClientTruth.plist
R._| MCDataMigration.plist 5 cloudconﬁguration[)etanls plist
_1 PayloadManifest.plist " EffectiveUserSettings.plist
- ProfileTruth.plist “ LockdownParameters.plist
v (& Publicinfo % MDM plist
" EffectiveUserSettings.plist MDMAppManagement plist
_1 MCMeta.plist - PayloadDependency.plist
Z‘ PayloadManifest.plist

7 profile-09336¢8228cf96486b3d70568701
“ profile-56¢371251faf4d000583e4d08e
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Keyboard
/var/mobile/Library/Keyboard/

: ey blakel
» Dynamic-text.dat |So0s ... bidgs
—Keyboard cache | S o
v Accounts bl
— Alphabetical list of | | e oy
aches sley
Autocorrect words | . EE..:‘.W ttomvs
» [ CaltHistory :;.zkeu
) Logs text entered > g::om;;xpp!e.immssmred ihallstbediaom
. . » onfigurationProfiley
> Cooki What ou
into many 105 s e, - R
Applications v (i Keyboard £xpect to find..

B dynamiczextdat
) UserDictionary.sqnite
" UserDictionaryWordXeyP

buchanon
buffal
bukiwski
burgandy

Mac Forensic Analysis

The file, dynamic-text.dat functions as part of the auto-correct feature for 10S devices. Based on the content
that can be recovered from the file, it has also been called “Apple’s keylogger.” This file can contain some very
important user input that may not otherwise be captured during a file system or logical acquisition of the device.
This file typically contains words, and non words alike, in the form of an alphabetical list which may not yield
any real forensic value. This dat file can be opened with a Hex editor or any other text application. The screen
shot above was viewed as “strings” from within the BlackLight application. Alternatively, the file can be
exported from a free tool like iBackupBot and opened in a Text Editor or any other word-processing application.

Do not overlook dynamic-text.dat files like the one circled above, which will contain input data in various
languages as entered on the device (eg. Pt BR-dynamic-text.dat = Brazil/Portuguese).

Source: [1] http://www.chmag.in/article/aug2012/apple-ios-vulnerabilities
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[ —
(@l mobile ::kely
» {§ill Applications Ie?‘:
- ﬁUbrarv leu
Its
» [l AddressBook onedocks
» ([ BulletinBoard sley
> [l Caches sley
> (il Calendar ttomvs
» (@l CallHistory ¥
rackett
» [l com.apple.itunesstored bl s e

» [l ConfigurationProfile
» [l Cookies

What_ you

Keyboard

buchanon
buffal
bukiwski
burgandy

& | UserDictio narVWordKe p
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Dynamic-text.dat

e Result of
applications using
Apple’s Keyboard
Class

o Auto-correct is
enabled

e Dictionary words
appear
sequentially

Mae

Of more interest than the alphabetical list of terms, is the cache of phrases often in sequential order just as the
data was typed into an application. Most applications make use of Apple’s native Keyboard Class, so this data

.enai l.until. lunch.vhen,use .my .phone .work .seet ing.Vic.fo
t. lunch.watked.from.ny . house .$q.u8tro. this .eorning .bad .
L1.metro.out .right .ey.bidg.may ,vaik hose .today .starting.

The good stuff!!!

b.have .copy . lantern.the.office, just .need . screen.shot .dun
ping.phone .are . supposed. [ icense .but .they .done .yet .probab
1y .not .gonna .eeet .this.deadline.hate .mysetf .but ,hove .any
Ehing.that .need. this.would, just .need . you . toke , some  scree
h.shots ,dusping.phone ¥t th, think ,nead. . break .out .qgreb .bas
h.was .put . your .house .ovesose ,day .and.stuck .c leaning .and.

probably .Honday .and , Tuesday . gormna .get . the . shower . £00n .50
u.fesl.about .movie.f irst.then.dinner .you.survive .know,sh
OWEY .noV ,Can . have . some . dr tnks . f irst Jhere .yous.are ,gonnc. f
or.giont .eess . then.you.the .br ing.the .stocking .over .have ,
stuff .for .need.some varning.getting.the . shower ,nos .out £
he .shover have . i ron,ond. think very.cosual hove stegeer .ql

Forensic Analysis

will be retained by default. Often times, E-mail messages, Facebook and Twitter posts, and chats can be

recovered almost in their entirety from this file.

This file often lacks other important contextual data due to the

storage format (strings), but a keyword search targeting this file can often return positive leads for further

analysis.

Source: [1]

https://developer.apple.comylibrary/ios/documentation/ToolsLanguages/Reference/UIAKeyboardClassReference

/UIAKeyboard/UIAKeyboard.html — Applie’s Keyboard Class
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r.lunch.valked.from.my.house.sq.metro.this.morning.bad
[l.metro.out.right .my.bldg.may.walk .home.today.starting.

The good stuff!!!

have.copy.lantern.the.of f ice.just .need.screen.shot .dum
ing.phone.are.supposed. | icense .but .they .done.yet .probab
y .not .gonna .mest .this.deadl ine.hate .myself .but .have .any
hing.that .need.this.would. just .need.you.take.some.scree
shots.dumping.phone.with.think .need.break .out .grab.bas
Was .put . your .house ,awesome .day .and .stuck .cleaning.and.

.email.until.lunch.when.use.ny.phone.work.neeting.?ic.f%

probably .Monday .and . Tuesday .gonna.get . the . shower .soon.yo
u.feel .about .movie.first.then.dinner .you.survive.know.sh
ower .now.can.have .some .drinks.first .here.you.are.gonna.f
or.giant .mess.then.you.the.bring.the.stocking.over .have.
stuff for need some . warnlng getttng the. shower now . out t
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Keywords
Wh_at You Will Not Find

e Numerical string
fields
— Credit Cards
— Pins
- Phone numbers

e Password data
entered into
secure form fields

This DOES not apply to usernames and passwords that are entered into other unsecure applications like Notes,
Calendars, SMS and E-mail. Applications that do not use secure form fields could be vulnerable.

e St TE  S22PM

€ o CREATE ACCOUNT

1 2 3 QWERTYU ! OP
s > 5 ASDFGHUJKL
KA 8 9 2 z x cvenmE]
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Maps
/mobile/Library/Maps/

» Bookmarked locations, directions, and map
history can be found in this directory

v @ Maps 2014-02-13 (UTC)
_‘f Bookmarks.plist 2012-05-26 (UTC)
“ Directions.plist 2013-12-22 (WTCQ)
B Hstory o
Tlass Valoe
Root Dictionary 2 2 keyNalue pairs
v Historyitlems Amay + 20 ordered objects
»Q Dictionary 4 7 keylvaiue pairs
»1 Dictionary $ 3 keyMaiue pairs
vz Dictionary s 5 keyNatue pairs
HasMultiplelocations Boolean + NO
istoryflsmype Nunber ;0
Quory Suing + 4300 Fair Lakes C1, Fairlax, VA 22033-4232, Unlted States
SeurchKing Number 1
ZoomLevel Number + 0

Mac Forensic Analysis

The mobile/Library/Maps directory will contain plist files with content pertaining to data saved by the 108 built-
in mapping application. Most of the data is contained in binary plist files, but some require opening the file in
something other than the Mac OS Property List Editor to view the content,

The maps folder will typically contain:
* Bookmarks.plist — contains location data that was bookmarked by the user
* Directions.plist — contains the address that was searched and possible web-content
* History.plist — list of addresses entered into built-in Mapping application
* SearchResults.dat — contains GPS coordinates for the last address entered in the Map Search field

Content recovered from the Maps directory can be encrypted so exporting the file for viewing within native Mac
OS applications is not always a viable solution. BlackLight contains a built-in SQLite viewer and the data
strings can also be reviewed from within the tool.
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v [l Maps
* Bookmarks.plist
“ Directions.plist

2014-02-13 (UTQ)
2012-05-26 (UTC)
2013-12-22 (UTQ)

2013-12-22 (UTL]

i

Value
$ 2 keyivalue pairs
s 20 orderec obyects
s 7 xeyANatue pairs
+ 3 keyNalue pairs
s S xeyANalue pairs
¢ NO
: 0
4 4300 Fair Lakes Ct, Fairfax, VA 22033-4232, United States
=2 |
: 0
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Maps
com.apple.Maps.plist

e Examples:

— Contains Latitude and Longitude of the last
address searched in the Maps application

Key Class Value

18 key~value pairs
DirecticnsMods Number T2
LastSeenWiFiAlen Data 3 Dec27. 2012, 218117 AM
LasiSuspendTime Number $ 408,807,716.2528340000000000
LastViewModa Number t o
Last\ViewedLatilude Number + 33.8885721435547000
LastViewedLongiiude Number + -77.1639703472658000
LagtiViewedZoomScale Number s 16.1877252060205030
LiveTrackingAttoSelectZoomLeveikey Booleen ¢ NO
Routs EndString String + 1331 18 St NW, Washinglon, DC 20035
RoutaEncSmnglaAiomn Boolean ¢ NO
RouteStanString String + Current Location

Mac Forensic Analysis

The maps.plist file contains information related to the Maps application. When an address is searched from
within the Mapping application, the last GPS coordinates as well as the address will be contained in the file.

In addition to the plist files mentioned above under the mobile/Library/Preferences sub-directory, there are plist
files relating to contiguration settings located under mobile/SystemContigurations and
mobile/Library/ConfigurationProfiles.

The files under SystemConfiguration include:
* SystemConfiguration/com.apple.accounts.exists.plist — accounts setup or disabled on the device
» SystemConfiguration/com.apple.AutoWake.plist — WIFI information
* SystemConfiguration/com.apple.mobilegestalt - device name
* SystemConfiguration/com.apple.network.identification.plist - Network information
* com.apple.radios.plist - Airplane Mode toggle
* SystemConfiguration/com.apple.wifi.plist - Network information

= SystemConfiguration/preferences.plist - Network information

Files under ConfigurationProfiles include preference settings related to Mobile Device Management (MDM)
solutions applied to the device. Review these files for information on restricted applications/permissions and
other application information related to specific MDM solutions.

A more comprehensive listing of the preference files and the data they can contain is located in the Appendix.
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Notes

distinguished by account

/mobile/Library/Notes/

» Notes are stored in SQLite databases and are

EPR ZACCOUNTIDENTIFIER ZCONSTRAINTSPATH
1 local:/ localfaccount
2 ASBCADS8-4862-45CD-BECF-6CCAB7CTB13E [System/Library/Privatef
3 SFECO6F1-2D65-4535-9A5C-91641161IFE]  [System/Library/Privatefi

ZNEXTID 2
ZNOTE 3

{ ZNOTEBODY

| ZNOTECHANGE

| ZPROPERTY

all.com/Nates

Mac Forensic Analysis

ZNAME
LOCAL_NQTES_STORE

p.mail.yahoo.com/Notes Notes

Notes

Notes.sqlite Tables of importance
ZACCOUNT/ZSTORE — details the number of accounts syncing with the device
ZNOTE and ZNOTEBODY - will contain the message data
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Neﬂ%

Tables ZEPK ZACCOUNTIDENTIFIER 2CONSTRAINTSPATH

ZACCOUNT 1 local:/flocal/account

ZNEXTID 2 ASBCADS8B-4B62-4SCD-B6CF-6CC487C7813E /System/Library,

ZNOTE 3 BFE606F1-2D05-4535-9A5C-916411611FE1l /System/Library/Pri

ZNOTEBODY

ZNOTECHANGE

Tables I ZACCOUNT | ZEXTERNALIDENTIFIER INAME
ZACCOUNT 1 1 local: LOCAL_NOTES_STORE
INEXTID 2 map:/ /lizzlelemon¥%40yahoo.com@appres .mail.yahoo.com/Notes Notes
INOTE 3 3 imap://mylloydxmasX40gmail.com@ima ail.com/Notes Notes
IZNOTEBODY

| ZINOTECHANCGE
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e Review SQLite database for deleted rows

Notes.sqlite
/mobile/Library/Notes/

that may not be reported

Tables TP | ZOWNER | ZCONTENT
ZACCOUNT 1 1 Recorded this note on my iPhoned&nbsp;
INEXTID 2 2 | made a second note on my iPhone for testing.
ZNOTE 3 3 Recorded this note on my iPhone&nbsp;
ZNOTEBODY 4 4 ] hate keeping lists
INOTECHANGE 5 S This Is the list | stanted for my yahoo aect
ZPROPERTY 3 6 Made this note with gmailénbsp;
ZSTORE 7 7 This is my password for instagraménbsp, <div>instaPickie </div>
0000 5009 HOG0 000D BOOO 00D PDED BI4L 0109 P v
S 6304 20¢ 2 ) 7420 ... O8lete.thig.note. . Jt.hos ey .occt .umber . fn.it.
3137 487 0906 0189 0161 A780 0o @76 AAETT6 0 vess 3. v e D0l0ted. Note. My ATH. e eerinass, T
B30 3064 6976 3E69 6E73 7461 5831 6368 his.is.my.postvord.for , Instograminbep ; adiveinetoPlck
6974 6820 6760 61869 6C26 6E6Z 7370 3B le</diva)eannes K. Hode.this .note . with,guot tEnbsp ;6
465 8420 665F 1220 6079 2079 6168 BFEF 2861 | .uuwes $.4-,This 18, the. ilst, ], started, for .ay.vahoo.0
(7331 a368 oad) 8161 5900 0064 8203 5268 GIGF u:e.....‘.s....l.mte.tnplno.ltstsiuk.a.v‘..,.ﬂm
1802 9688 2109 4169 0000 H442 4920 68SL 6485 rded.this .note.on.wy, iPhoneinbep; .6 vsarl.mode
m%smzmmmsmmm ammw,mmmmammmm‘ L
2800

O70F DEB0 OFFC OFF6 BFFO BFEA ecorded . this.note .on.ey. (Phonetnbsp ﬂ..u 6.0.8

Mae Forensic Analysis

Depending on the analysis tool used for examination, deleted SQLite database entries may not be presented.
Review the raw file for any deleted notes entries if you have confirmed that your tool does not support the
recovery of data from SQLite databases.

Tables
ZACCOUNT
ZNEXTID
ZNOTE
ZNOTECHANGE
ZPROPERTY
ZSTORE

IZEPKS | ZOMNER | ZCONTENT

1 Recorded this note on my iPhone&nbsp:

2 [ made a second note on my iPhone for testing.

3 Recorded this note on my iPhone&nbsp;

4 | hate keeping lists

S This is the list | started for my yahoo acct

6 Made this note with gmail&nbsp;

7 This is my password for instagram&nbsp; <div> instaPlckle </div>

NV oA W N

T YUY YT T T T T T T T T T T T T T T T T T T T T T T T N T T T T T T T T T T T T T Y T T T T T T T YT T T Y

lopea p0PD PEAA PoPe POPe PGA BRA PB4l §109
6163 6374 206E 756D 6265 7220 GOGE 2060 7420
7920 3137 4857 0909 0109 B151 6700 0004 6754
6273 7008 3064 6976 3E69 6E73 7461 5831 6368
2077 6974 6820 6760 6169 6026 6E62 7370 3836
7465 6420 666F 7220 6D79 2079 6168 6F6F 2061

T e A,

[ ... Delete.this.note. It .has.my.occt .rumber.in.it.
4457786.......3....Deleted.note .may ATH. ...........T
|his.is.my.password.for. Instogrosnbsp s «div>instaPick
le</div>). . ....K....Mode.this.note.with.gmai [8nbsp ;6
svese8u.This is.the. list .. started.for.my.yahoo.a

7331 9366 0001 @101 5500 0884 0263 5265 636F [cet.s,oea B Ihate keeping. Listsl, .. . Y. ... ReCO
3602 0800 0109 8169 0008 8402 4928 6061 6465 |rded.this.note.on.my.iPhonesnbsp; .B......1....[ .node
(7374 696E 672 2EP1 D80G D189 BI57 00O B452 .a.second.note.on.my.iPhone.for.testing....... MR
7636 BABE DOD0 O7AF DSBO BFFC BFF6 BFFQ OFEA |ecorded.this.note.on.my . iPhonetnbsp;......0..0.6.0.8
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Passes

appear on

easy access

homescreen of
locked devices

e Store cards, movie
and airline tickets
can be added for

Passhook
& starbucks Gard

= e
N T
. " _EnEY “
.
X .cl-lmmag
-

HIGKNAME

My Card ( )

43 9]

| Bassbook Seart Onde |

Mac Forensic Analysis

/mobile/Library/Passes/

e Passbook data will

Pass data are movie tickets, airline tickets, restaurant and store cards that are managed in one location for ease of
use. Passes can make use of geo-location settings as well as push notifications.

*The passbook images included above are screen captures of the device itself.

BALANCE
ﬁ Starbucks Card $18.53

CAFS §
s = "vd"‘
¢ ¢ MERRY L)

A '.ckmsm;@
I o

NICKNAME

My Card ( )

M ®

Passbook Scan Code

sseee ATET LiE

Passbook

UNITED ] 7158

WASHINGTON-OULLES

WASHINGTON-DULLES

UNITED

SAN JUAN

UNITED ) TsA e

150

WASHINGTON-DULLES

11916 AM

Pre

LS

Scan Code

GATE

C24

NEW ORLEANS

GATE

C18

WASHINGTON-DULLES

GATE

D11

BOSTUN

GATE

C26

WASHINGTON-DULLES

GATE
WOT YET ASSIGNED

NEWARK-LIBERTY IN,..



passes23.sglite

o SQLite database tables keep a record

entering a geographic location

G Passes 2014+05-16 (UTC)
" DS _Store 2014-05-17 (UTC)
7 bultetins, archive 2014-04-29 UTO)
» (Gl Casds 2014-05-16 (UTC)
; passes23 salise 2014-05-16 (UTC)
* WebServiceTasks_v4.archive 2014-05-16 (UTC)

/mobile/Library/Passes/

passes as well as location data which can be
used to provide access to a pass when

of

Tables SR (atituste longltude relevant_text

pass -2067705271168743_. 38.894193 ~17.07394 Rosslyn - 501 N, 17th Street
toration_source 52793800930004837_, 38.895925 ~77.070494 International Place
pass_Ipcation_soured!

lacation

focation_index

location_index_node

location_seurce_pid
3767156830096794168
3767156830096794163

Mac Forensic Analysis

The passes23 database stores relevant information for each pass.

Passes are logged according to type (ex: Mobile Boarding pass/United or Starbucks).

Location data can be

added to each pass so that they appear on the home screen when you enter a pre-defined geographic area. Two

Starbucks locations have been saved as favorite locations in the example above.

Within each Passes directory is a sub-directory which is used to store the various passes that have been entered
by the user. Each pass will utilize two sub-folders to store information about the “pass”. Files with the .archive
file extension are plist files which can be opened in a standard viewer. The plists contain embedded PNG files
which are used to store the logos that appear on each of the passes. The PNG files do not store the complete pass

image which includes all of the user data for each pass.

2014-05-16 (UTC)

i Passes

1 .DS_Store 2014-05-17 (UTO)
7 budlesing archive 2014-04-29 (UTC)
» @l Cards 2014-05-16 (UTC)

2014-05-16 (UTC)

: passes23.sqlite
2014-05-16 (UTC)

 WebServiceTasks_v4.archive

Tahles S pld Y latitude longitude relevant_text
pass -2067705271168743... 38.894193  -77.07394 Rasslyn - 1561 N.
focation_scurce $2793800930904837.. 38.895925  -77.0704%4 Irternational Place

pass_location_sourc
location
location_index
location_index_node

location_source_pid
3767156830096794168
3767156830096794168

17th Street
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Passbook JSON FiIé
/mobile/Library/Passes/

e Data rendered on the pass is stored in
JSON fl|eS ucke .Card®, “forsatversion” 11," logoText™ :*Starbucks .0

ard” ,"bockgrownCotor” :"rgh (256, . 255, ,265)" ,*toregro
[undCotor™ 1*rgb(0,.0,.0)" , "webServicsiuthenticationTo

® d f ken® :* 3c4cbiboba 31 0907687950081 bosT D6 , "ossoe Latads
ReVIeW ata Or | toreldentif ters": [3317T744)," locations 1 ({"tongitud
|07 1=T7.073%4," [at {tude” 138, 894193, "relevontText ™ ;"Ro

H rt t rt'f t | s51yn.-. JAS01.N. . ATth. Street”) (" long i tude® :-77.0784
Important ardracts |94, " Latitude” 135895925, "relevontText i Internationa
1.Place”}],”sboreCard” 1 "headerFialds” : [{"key™ :"BALA

Gl Passes NCE™," label” :"Batance” ,"value™ 118,53, "currencyCode™ :
"UsSD® , *changetiessoge” : *Your .balance. (s .now . ¥4.°}] "0

v G Cards il loryF telde™: [{"Key" :"nicknome® , " |abel ™ : "HICKNANE

b GE FOOC2C-BCCFvnR78I7C2 -6bws = cathe "y “votos® 1"y .Card. (9224 )", "changeliossage” : "Nicknoss

v [ FOOC2C-BCFIvART8i7C2-6bws=.pkpass wpdated.to. 8, } ), "backF Lelds” ; [{“key™ :"favor (teSto
Icon.pg res” " labe " " FAVOR I TE .STORES" ,"value® : "d.4 Rossivm,

St | =+ 4581 N, A7th. Strest \r\nd. ¢ Internat fonal .Ploce s

_J icon@2x.png n"}]},"barcode” :{“format™ : "PKBorcodeormatPHE 417" ,"a
“logopng essogelncoding” : " 150-8859-1" , "message“ s "600084592352

* logo@2x.png G224" , "0l LText" 1 "E090840923529224" ), cnsthent i cationT

manifest jsan |oken” :*AT_1 +ZUSS2UAeEBaHIRKM 321 ToBUY X s TncrBYYECK

| BESFcolSzwaFngn” , “vebServicelRL” 1*https 1/ fposskit . squ

: |oreup ,con/posskit® , "possTypaldent|f ler™ :"pass .coa st

| signature |arbucks .card”,"tecaldent if Ler " 1" 2PHABNSBAL" , " ssTialN
suip.png [ by ™ 1 °

Mae Forensic Analysis

JSON files are used to store all of the content relevant for each “pass”. Data is stored in the pass.json file in
plain text and can be reviewed with any hex editing tools.

You can expect to find:
* Frequent flyer numbers
e Usernames
* Full First name and Last name (airline tickets)
* Flight Details
* Location information

* And many more interesting artifacts dependant on the type of passes that are available

152



[l Passes
v gl Cards
Gl FOOczC-BGcFJiviR78i7C2-6bws=.cache
v (Gl FOOczC-BGcFJiviR78i17C2-6bws=.pkpass
“ icon.png
" icon@2x.png
M logo.png
2 logo@2x.png
“ manifest.json

" signature
.—T‘: strip.png

|ucks .Card" ,“formatVerstion” :1," logoText"” : “Starbucks.C
ard"” , "backgroundColor" :*rgb(255, .255, .255)" , “foregro
md:olor" :"rob(e, .0,.8)","webServiceAuthenticationTo
km*.-wmmmwmm* “associateds
torelaent.ifters"[33117m1],‘loeotions :({" longitud
(8“:-77.07394," lat i tude" :38.894193, "relevant Text" : "Ro
sslyn.-..ism N..17th. Stmt."} {'longitudo':-?‘? 8704
94," lat {tude” :38.895925, “relevantText" : " Internat iona
L le"}], storet:ord"{ headerFields” : [{"key" :“BALA
NCE"," label" :"Balance” , "valus" :18.53, "currencyCode" :
"Uso","charmﬂessooe':“er.bolm.ts.mv.m.'}],'a
uxttiaryFields”: [{"key" :"nickname” ," labe | " : "NICKNAME
| * ,"value” : "My .Card.(9224)" , "changeMessage" : "Nickname
J.updated.to.N8."}],"backFields": [{"key"”:"favoriteSto
res"”,"label” :"FAVORITE .STORES" ,"value” :"&.¢ .Rossiyn.
~..1501.N. .17th.Strest\r\nd.¢.Internat tonal .Place\r\
n“}]}," "barcode” :{"format " : "PKBarcodeformatPOF 417" ,"m
ing" :"ts0-8859-1" , "nessage” : “609984092352
9224“,‘olt1‘ext"*'609084092’3529224 },“outhenticattonT
oken” : " AT_ 1 +ZU652UAe5BaHADRKMIU21 TgBUY X se ZucY BYKECKY
BBF caGSzwdFnga” , "webServiceURL" : "https ://passkit .squ
areup .com/passkit”,"passTypeldentifier” :"pass.com.st
| arbucks .card” ,"teamldentif {er" :"2PHABNSBAL" ,"serialN
lmber""‘
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iOS Safari Browser
/mobile/Library/Safari

. - v Eubu "]
» Safari browser stores > EllAccounts

. . . » i AddressBock
information in: > @ Bulletingoard
» (@@ Caches

— Bookmarks.db » (@l Calendar

> G CaliHistory

- H|St0ry.pllst b B com.apple.itunesstared

v [ ConfigurationProfiles

— SuspendState.plist » (G Cookies

» i@l DataAccess
™ H > Keyboasd
RecentSearches.plist A

> @ Maps

> {@@Notes

>[4l Preferences

v [l safari
| Bookmarks.db

History.plist

SuspendState.plist

Mae Forensic Analysis

In earlier versions of i08, the files of interest were stored under the Lihrary/Safari directory
* Mobile/Library/Safari/Bookmarks.db — contains Safari bookmarked data

* Mobile/Library/Safari/History.plist — a cumulative list of browser history data since (resets after the
browser cache is cleared)

* Mobile/Library/Safari/Suspendstate.plist — a glimpse of the last browser history before the Safari
browser was exited. This could be due to an application crash, turning off the phone, or pressing the
Home key to return to the main menu screen. This plist file will reflect the state of the browser the
last time it was accessed.

In iOS 7.x, also review the mobile/Library/Safari directory as well as the

mobile/applications/com.apple.mobilesafari/Library/Safari directory for all of the files related to the Safari
browser.

* mobile/Library/Safari/Bookmarks.db
 mobile/applications/com.apple.mobilesafari/Library/Safari/RecentSearches

» mobile/applications/com.apple.mobilesafari/Library/Safari/History.plist

* mobile/applications/com.apple.mobilesafari/Library/Safari/SuspendState.plist
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N

Safari Cache
/mobile/Library/Caches/Safari

e This folder contains content cached from
Safari (e.g. PNG) and other web applications

v [imobile Sl
» [l Applications | |
¥ Eub{af\‘ Passwird
» [l Accounts R — —.]

» [l AddressBook

» BulletinBoard
Forgot voue password?
v Wl com.appie. WebAppCache RN T

3 ApplicationCache.db Sign in using 2 sociat account
v G@safari o
v §i Thumbnails
-_ O3BEBFCF-38CB-4D3E-B4 12‘3W2AW?6"}”9 Don't Bava an aczount ? You can create
s SCOFG309-3AAB-4264-824E-774BBSFAO3B7.png accouns for faster chackout next tiene ang

CBDABASIRS D750 -4AIC-RFF1-1F91RIZNCEEE nna 1 GETEES yaur enline drder history

Mac Forensic Analysis

The Caches directory contains multiple items of forensic importance.

There may be several sub-directories in this location to include: com.apple.WebAppCache, Safari, and
locationd.

com.apple. WebAppCache/ApplicationCache is a database file containing data that is accessed when accessing
an application through the Safari Browser and not the native application interface. The Safari/Thumbnails
directory contains a listing of images viewed in the Safari Browser. Web browsing images are stored as PNG

files.
v [l mobile —
» (@l Applications
v Library Password

» (@l Accounts

» [l AddressBook

> (gl BulletinBoard

Foegal your passward?

v [l com.apple.webAppCache @ f--me- OR — e e e
_]f' AgpplicationCache.db Sign in using a social account

v & Safari

_:“ 09BESFCF-38CB-4D3E-B412-3AAAF2ACAE76.png Dot bt 8 wecousi. 2 Y00 Q36 CrAtE
:' SCOF0309‘3MB‘4264‘8245"774885FAO3B7.D“9 mf{@u& !(*,;r muéQ ch«km;'! At t“me and
el

L0 BCCBSS yOUr onlioe ofGer bistory
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History.plist and Safari Cache

e Tying the History.plist data to images from
the Safari Thumbnail Cache
[Rev Type (Value

J
Root Dictionary |2 tems? | :?1 snakeeyz
¥ WebKistoryDates Aredy (4 tems} i‘;& HISCORE: 8
¥ item 1 Dicuonary | (S items} oo
String ¥ httpc/ fwww.snapchat.com/snakeeyz
»D | Areay |(L wem)
{astVisitecOate | String 1387594901.7
vitte | String {snakeeyz .
wisitCount Number 1 — -
b item 2 Dictlonary |15 items) | [ Add Me on Snapchat! ]
Fame ze Permission | Date Modlhed
) EDAGO1AD-0838-4462-9029-8C659... 56.3 kB -rw-r-~r--  Saturday, April 13, 2013 "ML’ 05:15:03 PM
_] FABE9963-55C0-452C-BABS-COTAA... S48 kB ~rw-r--r--  Satueday, April 13, 2013 'PMt’ 09:14:42 PM
) FB750177-1F86-416A-B71A-11585E... $5.8 kB -rw-r--r--  Saturday, April 13, 2013 'PME 08:15:16 PM
_} ACCBCD2B-F30E-4B95-B4B4-BAF2ES... 56.5 kB ~rw-r--r--  Saturday, Apeil 13, 2013 'PME 09:14:20 PM

Mac Forensic Analysis

The Safari directory and the thumbnail directory should be reviewed together. Thumbnails of recently viewed
pages will be located in:

mobile/Library/Caches/Safari/Thumbnail directory in previous iOS versions

In i0OS 7.x these same files can be located in:

Mobile/applications/com.apple.mobilesafari/Library/Safari/Thumbnails
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WebKit
/mobile/Library/WebKit

e WebKit use is recorded in database files
» Artifacts are stored according to site visited

7 WebKit Bickaazd! Fora eri. Oelefe | Dipoat  Ifipoit.
Y @ ?at;&ifases) N Name Size | Parmission
L htip_a.ringleaderdigital.com_ 1 0DG0000000000008.db 116.0 kKB -rw-r=-r-=

i hitp_foxnews.mobdi_0

~4 hrtp_mowvu.edu 0

=7 http_m.yahco.com_0

= http_miogin,yahoo.com_0

s hitp_topstories.foxnews.mob
L7 hitps_mail.google.com_0

s hizps_www.google.com_0

Mac Forensic Analysis

WebKits are a cross-platform software, which is responsible for presenting web pages for many widely used
web browsers. These Webkits can be found in BlackBerry, Android and iOS devices, and it is currently the
underlying technology utilized in Apple's Safari browser.

Artifacts in this directory will vary by application, but they are often a result of viewing data from within the
web browser. Data is confined to sub-directories representing the site visited, and the bulk of the information is
contained in SQLite database files. A common Webkit database file which can offer substantial user data are
those associated with web-based e-mail access.

Database files will be located in the path:
mobile/Library/WebKit/Databases/"application" where the application is the name of the site that is visited.

Within this directory, files will use a naming convention like 0000000000000001.db.

Source [1] Zdziarsk, Jonathan. Hacking and Securing 10S Applications: Stealing Data, Hijacking Software, and
How to Prevent it.
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WebKit Database — Older iOS versions
/mobile/Library/WebKit

» WebKit data stored for Yahoo mail account
accessed via Safari provides full access to
web-based e-mail message content

Data Fork . =:Hex EStrings‘Emechs o @
Tables fid subject snippet body fro_ | fr— « xap.
__WebKitDatabaselnfoTal inbox  Re ENOLATW.. OnSun Aug.. ble.. Be.. cele..
agtion Inbox  Emallwith Ama. thisemad has . ble.. Be.. celle..
message inbox  WelcometcYa. Wekometo Y. <divide'msgS.. rmail . Ya..
folder Sent Testsend mes... Sending atest ... <div>Sending. ol Ce..
violder inbox  emaiwithyp.. pdfattachment ble.. Be., celle
contact Inbox AW Oxygend.. -—--Orginal.  <dwvid=msgS.. Edw... Le.. colle.
search Inbex  BBQ Invite When: Saturd... Edw... Le.. cefle.. *

Mac Forensic Analysis

Some tables have been shortened to protect user data but the message table can contain very valuable user data
for i0S devices. Look for these important files in mobile/Library/Webkits in older iOS versions.

Columns include:
*  Message status — is read — 1= read/0 = unread
» Fid — Mailbox location (inbox/sent/draft)
*  Subject
* Snippet — partial message content
*  Body — full message
* From — e-mail address
e From account
* To address
e CCand BC
* Date received
e Is forwarded - 1 = yes, 0 = No
e Isdeleted — 1 =yes, 0 =No
e Has attachment — 1 = yes, 0 = No
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WebKit D“atabase — Newer iOS versions
/mobile/Library/WebKit

is similar

e Web-mail accessed through Safari is
available in iOS 7.x

e Database tables vary slightly but the data

— Mobile/Applications/com.apple.mobilesafari/Lib
rary/Webkit/Databases

— Cached_messages Table

0 Getting staried on Coogle+

isDraft -subjeet - VR snippeviiiml  address_from address_to
# Three tips 1o get the most oot of Cmall [mmage Coodl. [null, mad-nureplyBgoogie.cam”, Cmail Teas™:  |[null,"aleegaror§d)
0 The best of Gmall, wherever you are friage: Coogl...  [null “rmail- norephy@goagle . com™,"Gmall Team™}  ([null,"aleegaroraol
0 Stay more organired with Gmail's inbex fmage: Coogl.. [null, " mati-norepiy@google com”,"Cmal Teara™  [[aull." aleegator8()

[image] Welcs_.  [rud,"noreply-daa26sek@phus goagle com™, Coogle + tea.  [[ruil,"aleegatorsd
{na text bedy} [null,"? % weom™,™] [{rrall,"aleegator 80|

Mac Forensic Analysis

isDraft FSUbJECRS SR snippetHtml | address_from address_to
0 Three tips to get the most out of Gmail image: Googl.. {null,"mail-noreply@google.com”,'Cmail Team®]  {[null,"aleegator80)

0 The best of Gmail, wherever you are

0 Stay more organized with Gmail's inbox [image: Coogl... {null,"mail-noreply@googie.com’,'Cmail Team*}  {[null,"aleegator80

0 Getting started on Google+
0

fimage: Googl.. [nul,"mail-noreply@google.com®,‘Gmail Team®]  {[null,"aleegator80)

fimage] Welco... [nul,"noreply-daa26fei@phus.google.com’, Coogle+ tea... ([null,“aleegator80)
{no text body} {null,*? «.com*,”] [inull,"aleegator80)

'] e a3 T LA A
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Cookies
/mobile/Library/Cookies/

e Cookies are stored in binary cookies file

e Freeware tools available to better format the
data

» BinaryCookieReader.py

A.pinterest.com__utmv/ 220774877,

2=page_name=hoarde]

A.pinterest.com__utmz/229774877.1389483754, 1. L.utmcsrugoogle

utmeon=(organic}

utmcmd=arganic

utmctr={notk2provided)

|Aspinterest.com _pinterest_cm/ efwke8B8paQoNLoculjT2rfAvdSpNDy sl THON 3C 1LY Bvyex iR Mes xUKBLL
A.pinterest.com_pinterest_referrer/"https: / /vesw.google.com/”

A.pinterest.com_pinterest_sess /"e)wryOiOSkvWatYvT IPjz TFLTIMVSPMzrywr Bym3tY8vyexNUUNBTXxDwk 08
Apinterest.comesritoken/uG7DZxprLEKEZ)VHyaFXwvINmUY83Y4
Apetfinder.com__unam/e4bfcf0-14383af1020-6d0f3546-1
A.petfinder.com__utma/89889818.1083149743.1380483724,1389483724.1389483724.1¢
A.petfinder.com__utmb/89889818.1,10.1380483725

Mac Forensic Analysis

Cookies contain pertinent information about a user who is logged into a site at the time that the site was visited.
This personal information is saved to make more efficient use of web browsing and often enhances the user
experience. Beginning in 108 5.x, cookie data is now stored in a binary cookies file which varies slightly from
the cookies.plist file that was used in previous versions of i0S.

The binarycookiereader.py script is available from http:/securitylearn.net/wp-
content/uploads/tools/iOS/BinaryCookieReader.py

A.pinterest.com__utmv/229774877.

2=page_namewmboards=1

A.pinterest.com__utmz/229774877.1389483754.1.1.utmcsr=google

utmccns=(organic)

utmcmd=organic

utmctr=(not%20provided)
A.pinterest.com_pinterest_cm/"ejwlkc88pqQoNLIcuKjT2rfAvd8pNDypLz THON3C 1tY8vycxNtfIXMcsxUK81L
A.pinterest.com_pinterest_referrer/"https://www.google.com/"
A.pinterest.com_pinterest_sess/"eJwry0iOSkvVotYvT 3PjzTFLTMVSPMz rywr8ym 3tY8vycx NtFUNSTXxDwkO§
A.pinterest.comcsrftoken/uG7?DZxprLEKEZ)jVHyaFXIwiINmUY83Y4
A.petfinder.com__unam/e4bfcf0-14383af1029-6d0f3546-1
A.petfinder.com__utma/89889818.1083149743.1389483724.1389483724.1389483724.1i
A.petfinder.com__utmb/89889818.1.10.1389483725
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» iMessages and SMS are treated the same
e All timestamps use Mac Absolute time
» Many database table of interest

SMS Details
/mobile/Library/SMS/

Tables e ROWED 55 guid text service acecount
_SaliteDatabascProperties 1 735SCIED-71.. Testing outgoi.. iMessage pi+157
message 2 GB23BSES-99.. One more try IMessage p:+157
sglite_sequence 9 S4C80405-9.. Wow iMessage pi+157
chat 10 CBFFI(2A-OF... Looks ke the ., iMessage p+157
attachment 11 70FDBO0E-3.. hsstsendinga.. SMS [

hiandie 12 SF7FFD24-F8_. This is the only... SMS e

message_attachment_join 13 BFDIDGER-03.. I'm here iMessage pis?
chat_handle_join 14 BG6SBEGS-B3... htps://skydriv... iMessage p:+157

Mac Forensic Analysis

All messages regardless of their type are recorded in Mac Absolute time. 10S 6.0 utilizes the following database

tables:

» _SqliteDatabaseProprertics
*  message

Text — contains the actual message content

Service — (SMS versus iMessage)

Account — configured account used to send message (iMessages will contain e-mail address
or Apple ID)

Date — Stored in Mac Absolute time

Date Read - Will remain ‘0’ or ‘unread” until the message is opened (iMessage)

Date Delivered — will only be populated when message is sent as iMessage, will not be
populated for SMS

* sqlite_sequence

* chat

GUID - contains the recipient/sender information

state (incoming, outgoing)

Chat identifier — sender/recipient information

Service name - the service used to send the message (SMS versus iMessage)

* attachment
¢ handle

ID - sender/recipient phone number °

* message attachment join
* chat handle join
* chat_message join

164



SMS Messages
/mobile/Library/SMS/

e SMS messages are stored in SQLite db files

o Attachments (MMS) are stored in a sub-
directory of the SMS folder

e Drafts folder contains partial message
content in .plist files

v [ sms & sms
» (G Artachmen ™ Bl Attachments
» [ Drafts > (Bl 00A18436-E4E7-4343-AEA2-0D8234C038F7
» G@Pans » [l 014AF2C9-192€-4507-A3AD-A4549E698CAC
| | sms.db v ﬁ(_)150190A-0920-4303-NZ-?CMIC381674
» (G SpringBoard 7 IMG_4583 -preview-left.jpg
» (Gl Voicemail B MG _4583 jpeg
» [EWebKit

Mac Forensic Analysis

SMS message content is stored in a SQLite database file, sms.db, in the SMS directory. In addition to the sms.db

file, this directory may often contain:
» Attachments sub-directory - contains the image file sent along with the message
* Drafts sub-directory
* Parts sub-directory

v @l SMs &l sms
» (@l Attachmen|¥ [l Attachments
» (Gl Orafts > ([l 00A1B436-E4E7-4343-AEA2-0D8234C0O3BF7
» 5 Pars » ([l 014AF2C9-192E-4507-A3AD-A4549E69BCAC
sms.db v (@] 0150190A-0920-4BD3-BA92-7C8B1C3B1674
[ 4 ﬁSpringm “ IMG_4583-preview-left.jpg
> ﬁVoicemail B 'MC_4583 jpeg
» (B WebKit » [l 026C3FAD-FES4-4B09-9064-FEISEASO7C1C
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Tables .
_SqliteDatabaseProperties
sqlite_sequence

chat

attachment

handile
message_attachment_join
chat_handle_join

" ROWID  guid text 0

1 7955C1E0-71.. Testing Outgoi
~ 2 08238SE5-90.. One more try
9 54C9D4C5-9.. Wow

10 CBFFIC2A-DF... Loaks ke the .
11 7DFD60DE-3.. justsendinga ..

12 OF7FFDR24-F8_. Thisis the only.-
13 8FDIDGEB-03.. I'm here

14 BGGSBESG-83...- hitps://skydriv...

| service
_!aumuﬁ

_Zouunuo
iMessage
SMS
SMS
iMessage

iMessage

| account

p: +157

0 P57

p:+157

p:+157

e:
e:

p:+157
p:+157
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Springboard
/mobile/Library/Springboard/

e In iOS 6.x and below the
applicationstate.plist was also contained in

this directory Rsrimgtons
 applicationstate.plist
o Additional files in the :;;‘:,‘?.,‘:::;’,’J;:m1 o
i v Erushsiore
d l rECto ry :uc:.sjeliy.jelly.pushslore
— IconState.plist B o Dt PR
— LockBackground.cpbitmap o aeaBoai r b e

- com.flipagram_flipagram.pushstore

— LockBackgroundThumbnail.jpg | = comgoogte.cmailpushstore

 com.iphonechan.drawite. pushstore

B PushStore [Dlrectory] e STk chat pushistord

Mac Forensic Analysis

IconState.plist is the order/state of the icons at the time of the last reboot. This will tell you how they were
arranged.

LockBackground contains an image of the lock screen.

ApplicationState.plist is contained in mobile/Library/BackBoard in i0S 7.x

(4l SpringBoard
_" applicationstate.plist
" lconState. plist
Locksackground cpbitmap
‘ LockBackgroung Thumbinail ;e
.PushStore
& co.jelly.jelly.pushstore
] com.arcsoft.Perfect365.pushstore
] com.burbn.instagram.pushstore
4 com.checkoutS 1.rc.pushstore
j‘ com.facebook.Facebook.pushstore
: com.flipagram.flipagram.pushstore
| com.google.Gmail.pushstore
[ com.iphoneclan.drawlite.pushstore
7 com.kik.chat.pushstore

> o anes bl Lol oo s ool op oo
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PushStore
/mobile/Library/SpringBoard

» Directory contains plist files for applications
configured for Push Notifications

Fﬁi’ush&om 2014-03-02 (UTC) 2014-03-02 (UTC) 2014-03-02 UTC)
- co.jelty.Jelly.pushstore 2014-01-11 (UTC) 2014-01-11 (UTC 2014-03-02 (UTC)
. com.arcsoft. Perfect 365 pushstore 2014-01-11 UTC) 2014-01-11 WTC) 2014-03-02 UTC)
_ cem.burbn.instagram.pushsiore 2014-01-12 WTC) 2014-01-12 WUTO) 2014-03-02 (WTC)
- com.checkoutS e pushstore 2014-01-11 (UTC) 2014-01-11 (LTC) 2014-03-02 {UTC)
i ) com.facebook Facebook pushstore 2014-01-13 (UTO 2014-01-13 UTC) 2014-03-02 (UTC)
.~ com.Bipagram. flipagram.pushstors 2014-01-11 UTC) 2014-01-11 (UTC) 2014-03-02 WTC)
Type Value
» fem il 120t
> It.(.rn 1.2 it
hem 13

Mac Forensic Analysis

The PushStore Directory is a collection of plist files for each application that was configured to accept Push
Notifications. This is an option that is presented to the user upon application installation. Only applications for
which the push feature was accepted will appear in this list.

The files in the PushStore Directory MAY contain relevant user data. The example above is an alert that was
pushed to the phone via the Facebook application when “Foxfire Antiques” accepted a friend request. Messages
sent to the device, will appear throughout these plist files and it may be overlooked by a user that has deleted
these items from other locations.
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Voicemail
/mobile/Library/Voicemail/
 Voicemail directory contains voicemail
database file as well as active AMR files

» Voicemail Plist can be reviewed for
configuration information

s Name Size | Permisslon |
“,f il _J voicemail.db 28.0kB ~rw-r--¢--
= Maps i com.apple.veicemail.imap. piist 358 —rw-r--r—-
= Mobifelnstallation J com.applevoicemail imap.parameters.plist 569 ~rwer-re=
«# MusicLibrary ) _subscribed 0 =rWanem=st
4 Notes ) Bamr 62.0KB ~rWK-n-=am
2 Peeferences j 8amr 45.1 KB =1Wp=mmmmn
= SMS J Zamr §7.1KB ~rwk------
< Safar} 2 Bame 19.4 KB =rwit--==—-
 SpringBoard J 5.amr 56.2 KB =rwi=enuw=
ot . damr 25.3 kB ~rwx-=====
v WebClips ) 3amr A73 kB ~rwx==-an-

Mac Forensic Analysis

The Voicemail directory located in "mobile/Library/Voicemail/ typically contains a voicemail plist file,
"com.apple.voicemail.imap.parameters.plist”, a "voicemail.db" file, and multiple AMR files containing the
audio recording of messages retained on the device.

com.apple.voicemail.imap.parameters.plist will contain voicemail configuration settings to include:
* the number set up to receive voicemail messages
* the port through which messages are received
 the networked server

» whether or not the account is syncing

The actual audio files themselves are saved in the Adaptive Multi Rate, AMR, file format. AMR is the standard
for many mobile devices and VolP technologies. AMR audio files are relatively small and of good quality.
They can be played using the QuickTime Player, which comes installed by default with Mac OS, but they can
also be converted to other audio formats to include: WAV, MPA, and MP3.

*Cellular providers who require users to log into their system to access voicemail may not have access to cached
AMR files stored on the device.

For more information on the types of audio and video files supported by Mac OS, consult the following link:
Source: [1] http://support.apple.convkb/HT37757viewlocale=en_US&locale=en US
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Voicemail.db Tables
/mobile/Library/Voicemail/

¢ Voicemail.db is a SQLite database
containing:

Tables ‘rowid remote_uld date token sender

_SqliteDatabaseProperties 1 18% 1383667434 <14321675.8490493... +1703527..
volcemail 2 177 1380892567 <25938508268963689.. +1703652.
sahive_sequencs 1 181 E383076246 <4810417.5527¢4.1.. +17036RL..
4 184 1383747199 «S871246.8894196,1.. +1703527..
5 172 1376423349 <31298397.66176275.. +170374%..
6 180 1382805537 <27198644342873.1... +1717315..
7 174 13790098681 <20917436.83081238.., +1717232..
8 173 1376666605 <256941922084945.. +1443542..
g 168 1375707824 <10850119.6141649]1.. +1703938.
10 179 1382134322 «<15291652.1110335.. +1216544..
13 178 1381159227 <30499645.30438329... +1301215.
12 175 1379545472 <17295345.20330397.. +1703424..
13 176 1380713063 «O233210.27%93565... +1540072..

The voicemail.db file will contain three tables:
» SqliteDatabaseProperties
* sqlite_sequence
e voicemail

The voicemail table contains the most data of interest. The table contains multiple columns for storing important
items like:

¢ Date
¢ Sender
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Ivoicemail _
sqlite_sequence
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Tables ‘rowid  remote_uid

183
177
181
184
172
180
174
173
168
179
178
175

176
121

date . token . sender
1383667434 <14321675.8490493... +1703527..
1380892567 <25938508.28963689.. +1703652...
1383076246 <4610417.5527224.1.. +1703652..
1383747199 <5871246.8894196.1.. +1703527..
1376423349 <31298397.66176275... +1703742...
1382805537 <2719864.4342873.1.. +1717315..
1379009881 <20917436.83081238... +1717232..
1376666605 <256954192.208494S... +1443542..
1375707824 <10850119.61410491.. +1703938...
1382134322 <15291652.111033S... +1216544._.
1381159727 <30499645.30438329... +1301215..
1379545472 <1729534520330397.. +1703424..
1380713063 <9233210.27593565... +1540972..
1376401500 ~8NQ171N7RGNS 137 41703038 |
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Videos

—
Media
/Media/DCIM |
. ¥ [ Calvin ‘
e Stores Pictures and 3 e
T Manifest.plist

e Directory label
begins at 100APPLE

contains reference
number of the
directory and
number of files ol

w (5 DCIM
> 100APPLE
> i@ 1014PPLE
> (@ 102APPLE
- Key Class Value
o DCIM_APPLE.plist  [irme——
DCMLasiDiracionyNumber Number 2103
DCIMLasIFteNumber Number 3 8,609
Sync outhine 1 i

bl versione™ Y, §" m:mmj;;m!-!‘b
<IDOCTYPE plist PUBLIC “=/fhople//DTD 21767 1.0//BV" “http:/ /v, o
Aplist versions™1,8%»
«glet»
e DCIMLastDirectoryumbereSheys
«integers1B3«/integers
ke TR At El lebumberefiey
[eqervlﬁiom_nuqzr.

Mac Forensic Analysis

The Media/DCIM folder is the directory used to store images and video files captured with the iDevice's built-in
camera. Below the main DCIM directory you will find sub-directories starting with the label, "100APPLE".
Each APPLE sub-directory can hold a maximum of 999 files. When the directory reaches 1000, a new sub-
directory is created using an incremented number. When image 1001 is taken on the i0OS device, a new
directory, 101APPLE is created, and an entry is madc in the file, "DCIM_APPLE.plist notating the addition.
This process is recreated each time the directory reaches the maximum of 1000 files.

The data that is tracked by DCIM APPLE.plist includes:

DCIMLastDirectoryNumber</key>
<integer>103</integer>
<kcy>DCIMLastFileNumber</key>

<integer>3609</integer>

Key Class Value
v Root Dictionary 2 keyial
DCiMLastDirectoryNumber Numbet : 103
DCIMLastFileNumber Number $ 3.609
Sync outline 1 o

<?xml version="1.8" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN" "http://www.af

<plist version="1.0">

<dict>
<key>DCIMLastOirectoryNumber</key>
<integer>103«</integer>
<k IMLastFileNumber</key>
<integer»3689</integer>

</dict>

</plist»
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Deleted Pictures in DCIM Directory

* iOS naming convention IMG_000x.JPG to

e Look for gaps in sequential numbering for
indication of deleted pictures

o Media Mama £
@ i Dam ) #46_0001 JPG CameraRotiDomain/Media/PhotoData/MISC/DCIM_APPLE plist
=y MISC ) IMG_00024P6 -
= Incoming ) BMG_0003 PG mn ¥ ﬁ ® 90 RNA %
i ‘“‘:}”“E LY IMG 000446 XML View| List View
=y PhoteData - g
_) IMG_0013.5P6
&y AlbumsMetadata j S Key Type Value
i MISC : - | & Root dict
WL Thumbnails ) IMG_0015.P6 DCIMLastDirectoryNumber  integer 100
& Videos ) IMG_0016.PG DCIMLastFileNumber integer 2
DatabaseDomain ) IMG_0017.4PG
2 I«d J,‘Mﬁ:&“@?jgim«
&% timezone MG 0019.p G

Mac Forensic Analysis

The 108 standard for naming image files captured using the device camera is IMG 000x.JPG where the
numbering begins at 1 and increases each time a new image is captured. Look for gaps in the numbering
sequence as evidence of deleted images that could be retained elsewhere. A quick review of the contents of the
DCIM directory above shows that IMG 0005.JPG through IMG_0012.JPG have been deleted.

Although it may not be apparent at first, IMG_0019.JPG and IMG 0020.JPG have also been deleted, which can
be confirmed by the DCIMLastFileNumber of 21 which is retained in the DCIM_APPLE.plist file.
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_PhotoStream Media
/Media/PhotoStream — inﬁo.plisE__

¢ PhotoStreamData stores Cloud content
— mobile/Media/PhotoStreamData

» File/folder details are stored in info.plist

a - > g o
- ¢' Lk - td * ”n ® nlormalan Fropety Lst S
L] - DCIMChangent vemay :  Booloan ! YES
* L2 SMS Backward EanAL: . (as!iFleCirouphivnber 103 s Number =
¥ 7 Media LastF heQroupNumber-101 *  Number H
¥ 2 PhotoStreamsData ) 010b544d-0d05801a-b75d170¢- LastFieGrouphundes-102 3 Numbe: HR LS
S laas S 1052 ) 482F263-0906-44E2-ABBB-7D0)
= J info.plise
7 JQ0APPLE ) 77358F81-3DDC-41A5-80EA-504 —— “
2 101apmE ) ASIEAGG7-638D-44E7-ADDB-AD] | T e — -
1 “hevl_wrsigay
7 102APPLE ) B2EA420C-369A-4CAS-8827-587] | <fo m‘.‘;\u i =gy cONCATITE SLIST 122/ E%" “RRUGH/fviovs o]
2 Recordings ) 0135dBea-1de7Seifl-ad27bel1-1] | Bt wriomta g
> L Tunes_Control 1 01222452-¢265992¢-030¢c08a-4 Sl heassExterall skers
b 7 MobileDeviceDamain ] 01eO9¢bd1-3bflefBl-54153208-2] q:{unggﬁ:::mmmwap
» 1 RootDomain } AACHCS00.FADO-ADEC-B633- 27 m,fﬁs{m.mmmr e
# L SystembreferencesDomain ) 2EFCTERC-T70CR-4829-A044-05F <1Li—tﬁ\7fu;§.m'}gmpmz</mp
> 2 WirelessDomaln .| EDBOFC1S-9DB1-4243-0802-4AY |, sietesersifie/integer

Mac Forensic Analysis

File Types

You will find multiple file types in the Media/DCIM directory and each are a function of how the image was
captured/saved on the device. Images captured using the built-in camera application on an iOS device will be
stored in JPG format.

If the image was added to the device by holding the Home and Powcer bullons to produce a snapshol, this image
will be stored as a PNG.

Movie clips taken with the built-in camera on an iOS device will be stored in this same directory as MOV files.

The same file storage formats are applied to the data stored in the Photo Stream directory
(mobile/Media/PhotoStreamData). These images are synced when the device is connecled and logged into
iTunes. The configuration file containing the information about the files in the PhotoStreamData folder is stored
in an info.plist file in the “.MISC” sub-directory.
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= - i 9 -
C il <€ 7% Ll

’M i) Backward - forwaid Open De
¥ ¥ Media .

Name
Y & PhotoStreamsData '} 010b544d-0d95801a-b75df79e-4
Y 71285351052

-] 482F2863-9906-44E2-ABB8-7D0

i ) info.piist
S S00ATRIE ) 77358FB1-3DDC-41A5-BOEA-S
7 101APPLE _) A53BA667-638D-44E7-AD08-A3
7 102APPLE _) B2E4439C-369A-4CA9-8B27-58
7 Recordings _) 0135d8ca-1dc75elf-ed27bell-
» 2 iTunes_Control ) 01222482-¢266992¢-030cc08a-
> v MobileDeviceDomain o - OleSebdl-3bflef81-54f53aa8-2
» 7 RootDomain . ] AACBCS599-F409-4D6C-8633-37.
> L SystemPreferencesDomain || ) 2EFC7EBC-70CB-4829-A044-0SF
» 5 WirelessDomain ) EDBOFC15-9DB1-4243-9802-4
Key Class Value
v Information Property List Informali.. erty List 4 key/vall
DCIMChangedExternaily 4 Boolean s YES
LastFileGroupNumber-100 4 Number v 999
LastFileGroupNumber-101 s Number + 999
LastFileGroupNumber-102 s Number s 17
Sync outline 1 @

[ <Txml versions="1.0" encoding="UTF-8°7> I
<!DOCTYPE plist PUBLIC “~//Apple//DTD PLIST 1.8//EN" “http://ww.ap)
<g}i:t version="1.0">

< ct>

</dict>

<l:ey>l}(lﬂ(hanged€xtemlly</key>
<t rue/>
<key>LastFileGroupNumber-108</key>
<integer>999</integer>

<key> astFneGrouwwber 101</key>
<integer>999</integer>
<key>LastFileGrou r-102</key>
<integer>171</integer>
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 Locational Data
Coordinates in EXIF Data

XF
Erposus Thee. 005667 (1/1%) [ media 2014-01-08 (UTC) 201440108 UTCY
F Number: 2.8 ¥ (oo $014-01-0K UTO) 2014-01-08 UTQ
s Yo Normal Program v B8 100APLE 2014-01-08 TO 2914-01-08 UTC
50 Soeed Ratl. 506 NG D01 NG 20110422 WTCH 2013-06-22 WTO
Exif Vession. 2.21 | HG_0002JPC 20131121 TC 2612510 2E UTC
Original Dare: 2034-01-07 23:26:37 1MG_0003 JPC 2013-11-21 AITE) 2013-11-21 QT
Pigtized Dute:  2014-01-07 23:26:37 IMG_0004 PG 2013-11-21 T 2013-11-21 RITEH

penponents . YChe

; ME_ Q0054 2013 1121 WYY
e Soeed. 391 L L

TN (006 J9€ [

20131121 UTCH
) IMG_0007 G 1014-01-08 WTCY

20140 O Ity
F014-00 08 WTCH

;237
lnwwfumw:‘ -0.16 IGC_0068PG 2014-G1-08 UTCH 2014-01-08 (UFCH
Rieseerg Medke. Pattern » i rharoData 2014-61-08 UTO 2014-01-08 (UTC)
Flash; Aute Mode @ mobite 2014-01-08 UTCH  7014-81-08 (FO)
Focal Length: 3,85 e — - = e a

fubjer Area: (2295, 967, 699, 626] e R
Fuchoo Verd. 1.
Calde Space: sRCA
Width: 2592
Helght: 1936
farning Mathod: One-(hip color ares sensor
[rpotre Mode: Auto Expotura
IWhte lubace.  fasto white balince
Sharpnety! Mard
o

N
Latuto (A8 5253, 0]
Eatorwitl. W

Longiude |77, §.23, 0

Mac Forensic Analysis

If the GPS setting is enabled on the device (i.e. Settings>>Privacy>>Location Services set to “On”), these
images will contain EXIF data, which stores the latitude and longitude of the device at the time the image was
captured. If another device had GPS settings enabled and was used to capture and send the image, then the
incoming image will contain GPS coordinates from the device that sent the image even if the host that received
the image had the device’s GPS settings disabled. Along with coordinates, the EXIF data will contain
information about the device used to create the image.
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X
Terne: 0.06667 (1/15)
F Number 2.8
Prog.. Normal Program
Soeed R 500
Exif Version: 2.21
riginal Date: 2014-01-07 23:26:37
: De 2014-01-07 23:26:37
~ YCbCr
Speed  3.91
Apenture. 2.97
Brightness: ~0.16
Mode: Pattern
Flash. Auto Mode
Focal Length. 3.85 mm
Subject Area: (1295, 967, 699, 696]
[Fashpin Versi.. 1.
Color Space: sRGB
Width: 2592
Height: 1936
[Sensing Method: One-chsp color area sensor
[Exposure Mode  Auto Exposure
Babce:  Auto white balance

Hard

N
. (38.52.33,0)
. W

: (77.6.22, 0}
o (4 26 3068]

(gl Media
v @ 0CIM
v i 100aPmLE
4 IMG_0001.PNG
IMC_0002 JPC
IMC_0003 JPC
IMC_0004 JPC
IMG_0005 JPC

=iHex =

2014-01-08 (UTC)
2014-01-08 WTO
2014-01-08 (WTO
2013-06-22 WTO)
2013-11-21 QUTO)
2013-11-21 WTC)
2013-11-21 WTO
2013-11-21 WTO
2014-01-08 WTO)
2014-01-08 WTC)
2014-01-08 WTO)
2014-01-08 WTO)

2014-01-08 UTC
2014-01-08 WTC)
2014-01-08 (UTC)
2013-06-22 UTO)
2043-11-21 WTCy
2013-11-21 UTO)
2013-11-21 WTC)
2013-11-21 WTO)
2014-01-08 WTC)
2014-01-08 WTC)
2014-01-08 WTC)
2014-01-08 WTC)

¥ Preveew Video Thumbnails
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Third-party Applications

e Third-party applications are those that are
not native to Apple iOS

 Third-party applications can be downloaded
from iTunes and are usually available across
multiple platforms

e Tools will often display third-party
applications in locations that differ
from the native iOS apps

Mac Forensic Analysis

Third-party applications are those that are not native to the Apple operating system but are engineered to run on
this and other platforms. Third-party applications can be downloaded from Apple’s iTunes store. With over 500
million users subscribing to iTunes, it makes sense that the iOS platform would offer the most downloadable
applications for its consumers. Numbers exceed one million available applications and that number is growing
every day.

The majority of commercial mobile forensic tools and freeware alike will display third-party applications in a
directory that is separate from the native iOS applications. Look for third-party applications in the
Mobile/Applications dircctory in BlackLight and undcr User App Files in iBackupBot.
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“There’s an App for That”

Social Networking

Audio/Video Streaming

Communication
Mapping/Tracking

Mabile Banking

File Sharing

Gaming
Travel

MDM Solutions

Mac Forensic Analysis

Nearly any task imaginable has an associated application to make the process more efficient on an i0S device.
Apple has recently categorized their applications into the following subsets:

* Books
¢ Business
» Catalogs

* Education
* Entertainment

*  Finance

* Food/Drink

*  Games

* Health & Fitness
* Kids

» Lifestyle

*  Medical

*  Music

* Navigation

* News

* Newsstand

*  Photo/Video

* Productivity

» Reference

* Social Networking

* Sportts
* Travel
* Utilities
*  Weather

Third-party applications are usually grouped by their functionality; however, most applications perform a
variety of functions—some of which can be completely overlooked by the user.
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Analyzing Third-party Applications

vcﬁi:::mss: ] Th|rd-party applicatiOI‘IS

> [l Keyichaing

@ utilize plist files and
e — SQLite databases to store
b st oo user-related information

> [l com.burbn.instagram
» [ com.busvu.ialian.app

> il com.chris.jos.mydays ® Files relating tO the

L& com.espn. fantasyFootball
o Sacebook. 1 H

ey application are most
Bl com.getdropbax.Drophax

B com googe s youtube commonly located under:
Bl com jonkean Bivsojifree

Bl com.midasplaver.apps.candycrushsags
[l com.myfitnesspal.mtp

o e o g var/mobile/Applications
Bl com.pandora
» [l com.quickenloans.mortgag

A v bwg (v vl v byl ¥ vl W L)

Mac Forensic Analysis

Application data will be stored in its respective folder under the var/mobile/Applications.

It is important to note that when examining these files natively on a Mac, no special tools are needed.
BlackLight was utilized to examine the files acquired during an iTunes backup; however, these files can be
viewed by exporting the contents and viewing the files with a Property List (plist) editor, a free Hex editor
and/or a SQLite browsing utility.

The typical structure for this application data is a folder containing the application and subfolders for
“Documents” and “Library” files. Nested in these folders are “Preferences”, “Caches™ and any number of log
files, plists and database files containing application information.
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Facebook
com_.facebook. Facebook

faa] com facebook Facebook 2013-12-29 UTC)
v GdLlibrary 2013-12-29 UTQ)
¥ L Cookias 2013-12-29 (UTC)
Ceokies.binarycookies 2013-12-29 WTO

v G Prefarences 2013-12-29 (UTC)
; 186$7B829115.phist 2013-12-29 (UTC)
._11097829115.zession.plist 2013~12-29 WTO

~ com.apple.mobliesitdeshow.plist  2013-02-04 (UTC)
com.apple youtube dp plist 2013-12-08 (UTC)

' cam.apole yourubeframework plist 2012-06-20 WUTO)

TCuy's n = —
EBleaybyace Embedded plist content can be manually
FBNearhyPlace X e .
seNearbyDataser. | carved or viewed within BlackLight
FBNearbyDatasst [T i »

iy FSHmEY"

U @

MNOPORSTUYW .
m;f’,;s%;n ' URL poiqts to image of Natio.nalg Park |

mum viewed within Facebook application |

Zhttps:/ ) foedn-profile-a akamaihd, net/hiprofile-ak-ash4 /203605_151128858232318_ 4837662 _n Jpg

Mac Forensic Analysis

Facebook is a very common third-party application.

Under the application folder, com.facebook.Facebook, there are many user related files that contain information
of interest to an investigator.

Examining the plist files will reveal the nearby attractions depicted above. Information in this location includes
Facebook user IDs, Facebook friends, etc.

Similar to the Maps folder, files containing geo-coordinates can often be encrypted. If you export these files for
review within the Property List Viewer, you will notice that the content is encrypted. Viewing these files from
within BlackLight’s built-in Strings viewer provides access to the data within the embedded plist file.
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Facebook [1] |
com.facebook.Facebook.plist

e User Information

¥ Flserinfo | Gietionary |1 item)
v 1097829115 Dictignary  |(1 itern)
¥ 1097829115 Dictonary |7 itema)
af Boalean |
betaBulidAuthorized Boolean IC
2 | Boviean |
name | String |Lee Crognaie
pic | Steing | hutps:f/ibedn- profile-a.akama|
pic_square String |https:/ /focdn-profile- a.akamas|

Friends Cache

http://photos -d.ak.focdn.net/hphotos-ak-3sh3 /558700 _4168819374772_844| Siring
hitp: fphotos-d.ak.fbedn.net/hphotos-ak-ash3/563324 3949569453061 _255] String
hitp:f/pberas-d.ak.fbedn.netfhphotos-ak-ash3/563324_3940569453861_255/ String
hiwep: £ fphotes-d.ak. focdn.aet/hphotes-ak-prrl /65183 _4331862370245_2109] Swing
heep: //photos-d.ak.focdn net/hphotos - ak-pral /65183 _4331862370245_2309) String
hitp:f fpbotes-e.ak. fedn.net/hphotos-ak-ash3/580006_3823466420664_161 | Strianp
htte:? /photos-e.ak fhodn net/hphotos- ak-ash3 /580006 _3823466420664_101| Srring

EBSSD7-4654-4F631-61B8-4D371FY
53D00307-£185-44588-B61C-BAGIDA

| 2FEBA7B2-DCFF-4E7F-B20B-0885919

CR0A44D5-3CAF-4603-899C-048804
D5352ADC-0187-4282-81 7)- 360280

|B535F627-0ASC-4A2B-RCAB-FBF 7505)
| BEE48F32-A9C] -45B89-BAMB- 1029622

6E841E0D~763A-3E27-83C7-803065
|BOTCSATE-IED3-4654-3CFD- 118522

hitp:/ {photos- e.ak.feen net/bphotos-ik-3sh4 /246491 4394431294429 719 String
htte:/ fph e.ak.fbedn.ne, K-a8h47246491_4394431294429_719| Stsing

Mac Forensic Analysis

The com.facebook.Facebook.plist file contains user information as well as images from the Facebook
application that have been cached on the device. Images are stored as a URL string which points to an
associated JPG image.

¥ FBUserinfo Dictionary |(l item)
v 1097829115 | Dictionary | (1 itern)
v 1097829115 | Dictionary | (7 items)

af Boolean )
betaBuildAuthorized Boolean [ i
s Boolean 8
name | String |Lee Crognale
pic String ' https://focdn-profile-a.akama
pic_square | String https://fbcdn-profile-a.akama
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Facebook [2]
com.facebook.Facebook. pllst

L <x¢y> FRForaqransdCra shiountKuy<s key>

n 0w gwzzids §
2 TRoastloging v-.iefk.ys

<$€rzvxq\?~waixnﬁml‘ coms/sbe lng>
ckcy)m.oqiz\wﬂfxz‘kny>

Sareiny

n shay i T

12 fiaTeqei LIS NI insege>
13 sRey>IBPlanforaHody be . manifes tURL</Ray>
-4} sgtzing>hitps i /developars. tacabank. T renotssenfdialon duperipil ng

<kay> FBLenaionBiskstoreMensagi ngSesretpantaant e key>
<inteqer>li4iintogarz

1) <keyr FRSasrionblakitorePr ivacy I OKe < key>

" <keysiBiazelonDiskStotedynaitoredpantosale hey>
amn cintmyer> 4L/ intager>

al ke>FBSFartyplrashiount Key</key>

il CEnumges >V i ncagyss

i <key»FRELEr bypTingoutinuntKepa/ ke

i siutegersd</integes

AR

L ey

PRI

Aqenidyat saan hfaiise/iay>
2rl1infs. 0 (2 N‘amu TR APhone 05 T 1 1 iike Moo LLXT Appled

Facebook data pulled from an iPhone 35S backup files is shown below. The com.facebook.Facebook.plist file
contains user information such as account login information, the UUID for the account, device information and
more.

EXIRTTN Ust View -
m— e—
25 <kay>FBForegroundCrashCount Key</ key>
26 <intagersis e ) .
27 y>MLastioginEmail</key>
28 <srringdhamaralikdgrail . com</atring>»
29 <key>IBLOGENUCI0/ kay>
10 : -mg>u7n . o< st
L} ) aicdule . ranifest el poslls key>
. (1nt«q-rﬂi”)???'lldiutmt)
13 <keay>FBPlatforndodule.munifestURL</ key>
24 <atring>heepas/ /devalopers, Lacebook ,com/resources/dislog descriptions
s <key>FBiesnionDiskItoreMesnag s ngStoreOpantount </ key>
3 <integer>34</integes>
i tkﬂy)m“‘..- WDl s tored v eyl 4 , By
i1 ] <AL ingsTTR? ABDEA/svx ing>
i} ] <koy>»FB3enpionDiskItoreSyncitorebpeniount</ key>
’ 40 <integuz>I</ integer>
L} <key>fBStaztuplrashCountKay</kay>
Az <integer>P</intager>
41 <key>TBSraztupTimecutlountXey</key>
4 <1nt0q¢:>o'('x.-‘;.--
15 ey I fidlerConservardtatus fo-pessenger://thresds
46 <falp
47 <hay UserAqentiyttenlantAgent</key>
18 eatel 2zilla’/%.0 (iPhone; CPU iPhone O3 7 1 1 like Mac AppleR.
49 kay>TBY ! Varelon</ kay»
<n e i3 11 BRI01 phanec/at vy ina>
= e -




—_—

SV
Facebook Locations

GeolocationSites.plist

- . 4 . | <
Backward ¢ Open  Delets Dot Impoct  Restors
h ey Soe Perressen o

K Cray>hvip: /v thadaiiytinant, cone rey>
" <dige s
» CraprihaiTenguCount < ey
4 <uRteges>-lasinteges s

<kuy>hal bengeDates/beyi

<rewi A (131422, 42315718/ vaal>
i ELGK>
ZkeyIhitps:Fin daguacay. com cevd
<dapts
<oy Challengeloure<iteys
KL LLS SN KRS
<Key>Cnsiiengelated rkey>
resl 420692210, 45819537<; (pain
‘ <S>
SREYNRLEPE L/ (BAPHARGIOE YOOI £, R
ediat>
' <kmyhat Talgeeount < kay?
<integuirielintagern
1 L ¥ <Rap3Challongudote</kay s

L <reai>AYSIEER45. 40FT50T Sreain
(¥ SEda iy
‘ 2] <ldise>

i & el

Mac Forensic Analysis

Location information can be pulled from backup files even when the Facebook application folder is not captured
or parsed in the backup file. Below, we can see location information associated to two websites. These
websites appeared as advertisements on the users device. When selected, the application captures the users
location and allows for them to search locations of their choice. For example, the site hitps://m.dogvacy.com
was selected and areas on Northern VA were searched for petcare while the user is on vacation. Location
information such as this may be relevant to your investigation. This data was recovered from
GeolocationSites.plist file using iBackup Bot.

46
47
48
49

</diet>

<key>http://www. thedailybeaast . com</key>

<dici
<keyrChallengeCount</key>
<integer»-1<fintegers>
<key>Challengelate</kay>

| <real>416721422.62315798</real>
</dict>
<key>https://m.dogvacay.com</key>
«dict>
<key>ChallengeCount</key>
<integer>2</integer>
<keyrChallengelate</keyr

<real>420692270.45919597<¢/real>
</dive>
<key>https://mapsengine.google.com</key>
<dice>
% <key>ChallengeCount</key>
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Facebook
orca.db

i Facebook.app

e Orca.db file stores: e
h rary

—_ v he

ChatS hﬁ éafmi_mm-ammcr-mss-ucsd
- » [ anat

Message threads > ﬁcom?iiibook!acebeok
- FacebOOK frlends 5_75;b&:\;InSessionLogged!nUser&DCathe
—~ Facebook IDs B sl et

‘_!' FBPlatformModule. manifest

(] Don’t forget Faceb00k » (L FBPublisherManager

| fosyncstore.db

M essenge r ' ﬁ:ﬂl‘f;;z,z;?book .com_0.localstorage
— Separate orca.db epronT—n

— Contains different information

Mac Forensic Analysis

The orca.db file is a SQLite database file that contains the bulk of the Facebook application messaging content.
Both Facebook and Facebook Messenger will have their own orca.db files which can contain completely
different information.

Orca.db tables include:
* store version
¢ app_state
» threads
*  messages
* users
« profile pic_urls
* idents

*  members
* sqlite statl
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Facebook Image Cache

» Images viewed from within Facebook
— Retained in FBDiskCache

* il _store_KALABZ-ATOA-410F- 83 5-BACHE L2049
+ L FEDIskCache

o LA P

FEmageiowrdn:

_ FlmagDownkoarer. cSh 1625567953352 -
Jab

(58 com taxbosk Pacobion 2014-01-14 WTO 2814-01- 14 WTE)
v it setoniapp 20344 L=L4 WY 214~01-14 WTEY
* TunesArtwork 2614-01-11 UTD 2014-01-11 WTCH

v G Ubrasy 2004 01-14 UTCH 201481 14 WTC)
¥ i Caches 2014-01-14 UTQ 2614-01-14 AITC)

2014-01-14 WA}
2014-01-14 WTO)

v G&o 20k4-01-18 WP 2Q14-01=14 AITE)
¥ i 30b6e 2¢14-01-11 KTO) 20t4-01-11 WITCY
182959, 2514-01-EE TT) 2618-01-1% MITCH

_ FlmageDowrioxdes- 3125682500404 Lcdled _ 2014-01-12 [FO 2¢14-01-12 AITE)
Befesd . 2014+014 12 (UTC) 2054-UL~22 ITCH

: s747 L 2004-01-12 PFQ 2014-01-12 TG

- FamageOownioader - T76 IETARBIOSINY..  2014-01- 11 (UTCT 2014-01-£ 1 AITCH

Jola=01-1T AITC
i 12 A
2044-01-12 UTE

o 81 Pk’ if 2044-01-11 T 2014-01-11 TG
1_ 2014-01-11 WTQ 2014-01-Y1L WITG)

2 2014-01-13 UTC) 20314-01-1 1 (UTC)

y 141, 2004-01-1) UTO 2014-01-11 [UTEY
. FmarDosvioadey AR 7IMACICTedI_. 2014-01-12 WTO 2614+0L«LE IWTCH

2014-01-12 IWTC)
2034-91-L2 HTO)

2814~01-14 WTEY
2014-01-14 UTEH

§=01=12 T

2014-01-12 WK

2014-0)-12 WTQ)
2014-01-12 ML)

T T

© SANS,

Mac Fore

All Rig

Images recovered from com.facebook.Facebook/Facebook.app/Library/Cahces/_store XXX/FBDiskCache/0/
are images that were viewed while utilizing the Facebook application. These temporary images are downloaded
to the device.
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il com facedook Facebook 2014-01-14 UTC)

» Gl Facedook.app 2014-01-14 (UTO)
" TunesAnwork 2014-01-13 UTO)

v Gl tibrary 2014-01-18 UTC
v Gl Caches 2014-01-14 UTO

v Gl store JCALABF2-AT6A-4 H(F-ED5S-88CREX2049. 2014-01-16 UTO)

v G FEOKCache 2014-01-14 WTO

v ﬁo 2014-01-16 UTC

1 FimageOownioader -Od3 WOXME0e2IMEC.. 2014-01-11 ATO)
i% 14299 797¢de8892.. 2014-01-11 UTO

" FitvageOowrioader - 322568250404 1¢cd1e3... 2014-01-12 UTO)
" FmageDowrioader - 3efe$d707e334008%e3_. 2014-01-12 (UTC)
™, FmageOowrivader-57471106ctbAKDN0..  2014-01-12 UTC)
" FimageOowrioader - 7761674315405 152..  2014-01-13 UTC)

% Euuﬂ.—g 2014-01- »wg

-‘%% »o:..o- »n aqO

.. FamageOowrioadey -a | alSc2d2dieb?350.. 2014-01-11 (UTC)

FirageOowrdoader -b1had ¥94ac2dcb2951.. 2014-01-12 UTC)
FyrageOowrioadey -O7335008ek085%..  2034-01-11 UTC)

" FEmageDownioader <111 7244bdSGedd..  2014-01-13 UTO

FrmageDowrioader <2498a2 739 3 7ebid..  2014-01-11 (UTO)

" RimageDownivader <SH1E2AS6679530c352.. 2014-01-12 WTO)
FlirrageOuowrioader <c262b2 424ab8a0cSe0.. 2014-02+12 UTC)

.# F e TR T T SOLA NS 3% S AN S A S nives

2014-01-14 UTQ)
2014-01-14 (UTQ
2014-01-11 WTO
2014-01-14 UTO
2014-01-14 UTO)
2014-01-14 WUTO
2014-01-14 UTOQ)
2014-01-14 (UTT)
2014-01-11 (UTO
2014-01-11 WTO
2014-01-12 (UTO
2014-01-12 UTQ
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2014-01-12 (UTO
2014-01-11 UTC)
2014-01-11 WTO)
2014-01-11 WTO
2014-01-11 WTO
2014-01-11 UTO)
2014-01-12 WTC)
2014-01-12 WTOQ)
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LinkedIn [1]

e LOTS of user data on the device

* Mobile/Applications/LinkedIn/Documents
— Notifications_data_center_key

O:MBR_187019939:28

DNNTCTION

RECQUIEST

_ resourcePath __| fiiivhipeoples36 L2165/ profilerauthToken=name:eiA
: seen - | True = ——
¥ socialHeader Dictionaty (6 tems) —
headerfexy String L E e 1
picturelogo String person
plcturett Swing | hep/eediadinkedin.com/mpesmps/ p/4/005/027/ ]
Y soclaBlummary — |Dictiorary <3 nemt - - =
. timestamp Numb 1396815627535
_textl String accepted yur tavitation te conneql
tType  |Sing shts R
timestamp Number 1396819827538

Mac Forensic Analysis

Notifications_data center_key — notification status such as endorsements and friend request acceptances
Ia Data — suggestions, profile information
connectionsDiskCacheKey — friends who made recent connections
LinkedIn.sqlite
NUSSUBTEMPLATE - contains the friend feed

0:MBR_18709939:28

ACCEPTED YOUR CONNECTION QEQUERT

Jlifvl/people/3612169/profile?authToken=name:rjA

Giyoe

resourcePath

String

N N

= S

seen 8oolean True
¥  socialHeader Dictionary e iems)
headerText String Jessic
pictureLogo S L[ N person
pictureUrl String http://media.linkedin.com/mpr/mpr/p/4/0057027/1]
v socialSummary Dictionary {1 item}
timestamp Number 1396819627535
textl String accepted your invitation to connect
tType String sheS
timestamp Number 1396819627535
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LinkedIn [2]

e Mobile/Applications/LinkedIn/Documents
— SearchCache.sqlite

Tables
ZSEARCHDATA
Z_PRIMARYKEY
Z_METADATA

1
1
H
1
i
1
1
1
1
1
1
1
H
1
1
1
1

Z_.. ZPRIMARYFIELD

Sherv
Narhar
Steph

Deboi

Basis
¥ infor
Mark
Dave
eDesco
Steve
Cesar
Donin
Christ
Natha
Ben Ls
Kamil
Katie

| ZSECONDARYFIELD

Corhputer Fareasiz Ar -
Computer Forensic Ar

Computer Forensiz Ex
Computer Forensic Ex
Computer Software
Corporate Resgurce S
Cross-Platform Digita
DA investigator | Forensic
Delsitre
Department Head at b
Digital Forensics Anak
Digital Forensics Engit
Director af Business D
| Director of Forensic A
Director, Digital Foren
Editor at BSDMag.org
Entreprenesnal Winnh

Mac Forensic Analysis

This database provides access to each LinkedIn connection.

SearchCache.sqlite

ZSEARCHDATA table contains friends lists name and job description
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LinkedIn [3]

» Mobile/Applications/LinkedIn/Library
— Cachescom.linkedin.messagecache
— Contains contents of Mailbox

Key Type Vaiue
¥ hem4s . | Dicticnary i3 jenmi o B
Sclass o |27
NS.string String 1I'd like to add you te my professional network on Linkedin,
¥ hemdy ——— —JDictipnary S heemt) - ===
$class S— L 27 . =T
NS.string String inbax
item 48 i | Number 1357224202827 =
_ Hem4Y o Boolean  |False 0000 -

Mac Forensic Analysis

[Kcv Type | Value
¥ [tem 46 Dictionary (2 items)
Sdass up 27 e
- NS.string String {'d like to add you to my professional network on Linkedin.
Y jtem4? Dictionary (2 items
Sclass uib 27 - o
 NS.string String inbox - N
ftem 48 Number 1397224202827 |
| htemdy Boolean Fale _ |
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LinkedIn [4]

e Binary cookies stored per application

(&3l com.linkedin.Linkedin 2014-05-15 UTC) 2014-05-15 (UTO)
» [l Documents 2014-05-15 (UTC) 2014-05-15 (UTC)
v (iLibrary 2014-05-15 (UTC) 2014-05-15 (UTC)

¥ Cachescom.linkedin.messagescache 2014-05-06 (UTC) 2014-05-06 (UTC)

v i Cookies 2014-05-15 (UTC) 2014-05-15 (UTC)

' Cooldes, binarv: soXies 2014-05-006 UTC) 20140506 [UTC)

 Binary Cookie format is the same as Safari
iOS Cookies

Awww linkedin.comvisit/v=1&M"

A.touch.www . linkedin.comlim_abi/1399391759659:truet
A.touch.www.linkedin.comlim_abi_splash/139939175965%:true
A.touch.www.linkedin.comlim_ut/2dca315-2ec2-494f-2ab2-ad403 74832528
A.touch.www linkedin.comlim_sr/li/v2 fstreamrelevance: 1399391753497

Mac Forensic Analysis

Some applications store the own Cookie data for the same reason that Safari stores cookies. This data can be
stored for each application independently.

e Binary cookies stored per application

] com.linkedin.Linkedin 2014-05-1S (UTC) 2014-05-15 (UTO)
» [ Documents 2014-05-15 UTC) 2014-05-15 UTC)
v [l Uibrary 2014-0S-15 (UTC) 2014-05-15 (UTQ)

| Cachescom.linkedin.messagescache 2014-05-06 (UTO) 2014-05-06 (UTQ)

v |l Cookies 2014-05-15 (UTCQ) 2014-05-15 (UTC)

SO LG=-05-00 (UTCH

e Binary Cookie format is the same as Safari
iI0OS Cookies

Awww linkedin.comvisit/“v=1&M"
A.touch.www.linkedin.comlim_abi/1399391759659:truet
A.touch.www.linkedin.comlim_abi_splash/1399391759659:true
A.touch.www.linkedin.comlim_ut/2dc%a315-2ec2-494f-aab2-a40374832528
A.touch.www.linkedin.comlim_sr/li/v2/streamrelevance:1399391753497

e S Ve

N S N e
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Audio/Video Streaming Applications

» Applications like Pandora and Spotify don't
just stream music...

Mhttps:/ /profile-b.xx.focdn. net/ hprofile-prn1 /27474 _
Mhttps:/ /profile-b.xx.focdn.net/hprofile-prn1 /41666 _
Mhttps:/ /profile-b.xx.fbcdn.net/hprofile-prn1 /27474 _

http:/ jwww.facebook.com /amy NG
i |

amy.

Mac Forensic Analvsis

Audio and Video applications don’t just store audio/video files. These applications have become more akin to
Social Networking applications in that they share users, playlists, and geo-coordinates. In addition to the
information you would expect to find in audio and video streaming applications, examine individual files for
data that is shared between applications. Spotify users who share content within the Facebook application can
have profile information listed within the Spotify application.

In the example above, social manager.bnk will contain a list of a user’s Facebook connections who are also
using Spotify.
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Communication Applications

e Communication applications typically allow
for SMS messaging or VOIP via WiFi

e Most forensic tools parse this data

e Many applications request access to the
AddressBook.sqlite file to import existing
contacts

e SQLite databases are often used to store:
— Contacts, Messages, Logs

© SANS,
Al Riglns Rescned )

Mac Forensic Analysis

Some common messaging applications inctude:
*  WhatsApp
e Viber
* Tango
*  Nimbuzz
* HeyWire
¢ SnapChat
e Line
* Kik
¢ Grouptime
e Groupme
* Voxer
* DingDong
*  Wickr
* Silent Circle

Some features that are common to most of these applications include address lists, messages, plist files
containing user data, Documents (audio/video/image files).
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WhatsApp [1]

e Much of the communication data is retained
within subfolders of the application

fl net whatsapp.WhatsApp 2013-12-29 UTC
v & Documents 2013-12-29 (UTCQ)
| Chatstorage sgtite 2013-06-17 (UTC)
Contacts.sqlite 2013-06-17 (UTO)

- Statuslist.plist 2012-67-12 (UTC

" walipaper 2012-08-08 (UT()

v @@ tbary 2013-12-2% TG
v G Media 2013-12-29 UTO
v [ 1703937756 1@s.whatsapp.net 2013-12-23 WTQ

v s 2013-12-29 (UTO)

» @5 2013-12-29 WTC

» @A 2013-12-29 UTO)

v @b 2013-12-29 UTC)

> e 2013-12-29 (UTC)

v _fedi Profile 2013-12-28 {UTC)

Mac Forensic Analysis

WhatsApp is one of the most widely used messaging applications for iDevices. Fortunately, this application
stores much of its information within the application sandbox. The bulk of the messaging data will be recovered
from the ZWAMESSAGE Table within the ChatStorage.sqlite database file.

Corresponding media attachments will be located within the Media directory and grouped by User Number (ex:
17039377561 @s.whatsapp.net will contain the media files shared with this user).
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OLM 62-21-€102
OLN) 62Z-2T-£102
OLN) 62-2T-£102
OLn) 62-21-£102
OLN) 62-2T-£102
OLN) 62-21-£102
OLN) 62-2T-£102
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WhatsApp [2]

e Many communication/networking
applications will request access to the iOS
Address Book

e Review TCC.db to confirm accesses

ZFIRSTNAME TFULLNAME
Jim Jim Par
faura Laura |
Christia Christi.
Trudy Trudy!
Kathryn Kathry
Christia Christi
Kelly Kelly C
specton specto
Lheis Cheie €

Mac Forensic Analysis

Upon first look, it may appear that every username contained within the WhatsApp Contacts.sglite file have
been communicating using WhatsApp. It is common for many messaging applications to request access to the
Native iOS AddressBook.sqlite file to import contacts. Review the ChatStorage.sqlite database file to confirm
communication between individuals appearing in the Contacts.sqlite database. Access the TCC.db file and
review the relevant logs for WhatsApp to see if it has been granted access to the KTCCServiceAddressBook file.
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WhatsApp [3]

175
3

175

175

175

175

@s.whatsapp.net

‘@s.whatsapp.net

@s.whatsapp.net

@s.whatzapp.net

@s.whatsapp.net

@1.whatsapp.net
‘@s.whatsapp.net

Vic

Vic

Vie

‘1397003647-232
‘1397004057-132
:1397004057-141 . wanted to get assigned a new number but | don't §

e ChatStorage.sqlite

.1397004057-47

:1397003647-151
1397004057-64  Just got message from you on my phone that is Invi
11397003647-160

1397003647167

11397003647-173
11397003647-180
11397004057-88

1397003647-195

1397004057-99

:1397003647-207
1397003647-214
1397004057-118

1397003647-226
1397003647238

You are using your regudar phone number, right?

13 mine a pic of bash and max?

.But § have iogged into a for of &iff phonemes
Yeah

‘Phones

Man shoe

Hiha

| fust went in 1o change it and saw that pic In my phy
Changed my PCI

Ple

0id it change?

i's probably be | sign into meltipte phones with my
Yeah, you are Calvin now

it's welrd that it showed kim in my profile

Now that shoe is in my camera reef

And you use your phone nomber for alf of tham?

ChatStorage.sqlite

ZWACHATSESSION
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175

175

175

175

175

175
175

@s.whatsapp.net

@s.whatsapp.net

@s.whatsapp.net

@s.whatsapp.net

@s.whatsapp.net

@s.whatsapp.net
@s.whatsapp.net

Vic

Vic

Vic

Vic

Vic
Vic

~ 1397004057-47

1397003647-151
1397004057-64

1397003647-160
1397003647-167
wwouoowmaw4mvw
Hwouoowmhu Hmo
mwONOOAOwV 88

1397003647-195
1397004057-99

1397003647-207
1397003647-214
1397004057-118
1397003647-226
1397003647-238
1397003647-232
1397004057-133
1397004057-141

Man shoe

Haha

Just got message from you on my phone that is invif
| just went in to change it and saw that pic In my ph
Changed my PCI
Pic .
Did it change?
You are using w.o:q regular phone number, right?
it's u.sovm&? bc | sign into multiple phones with my
Yeah, you are Calvin now

It's weird that it showed him in my oam_o

Now that shoe is in my camera Bo_

Is mine a pic of bash and max?

But | :mﬁ,ﬁ _wnooa into a lot of diff phonemes

Yeah -

Phones

And you use your phone number for all of them?

| wanted to get assigned a new number but | don't _._
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WhatsApp [4]

» Log files contain a lot of important data!

P = =, o (3
7 WhatsApp Massangar Backward forwacd  Open  Delete  Export |
v Documents Name _ = ey
Y @ Ubniry _} whatsapp-2014-04-17-19-28-49.05...  29.8k8
=~ Cookies ) whatsapp-2014-04-08-20-33-51.29...  366.5 kB
1-? _) whatsapp-2014-01-27-19-42-42,91... 60.3 ki
V1 LL A® -[WhatsAnpAppDeiegate appma!-on‘didHnlshuunthimwnhummnr {Line 1211] Device: IPhone 45
i ar - WhalsAsmAppE)eEeuale apnfkama dHF‘ Launch Iptions:] fLine 1212] System: IPhone 05 7.0.4
Ul LL A7 - {WhatsAppAppD FintshLaunch hOpti fLine 1213] WhatsApp version, 2.11.7
V] LL_AR - wtlalsAp;:ApuDeEeodle wnllmt-un didflnuhl..aruur.l\lqunhtlmions | fLine 1214] Canier name: Verlzon
] LE_A- -[WhatsAppAppDelegate applic hLaunch fiine 1215) Mobile country code: 310
V] Le_A° -iwhatsAppAppDelegate application: didl'-nnhLauncI\Inq\MthOpllms ] fLine 1216] Mobile network code: 000
1 LL A" -(WhatsAppAppDelegate applic aunch fline 1217 L n
V1L A - What;apn.i\ppbeleqate apphieati I hingWithO, ] [Line 1218] Locale: US
] LA ~[Whatsa legate application:didFinishLaunchingWitho, ] {tine 1219] Interf.

ticast > | link adds=02:00:00:00:00:00

simplex muRicast > { link addre$2:00:06:00:06:00

hlticast > | tink addr=02:00:00:00:00:00

multicast = | lnk ardic=nons | ipv ip=0.0.0.8/netmask=0.05.6 | ipvd inm)27.0 0 1 foatmaska25S L0 ] ipvh i« 0.0.60.0 netmask »3.0,6.0
udticast > | Hnk addr=none | igwd ips1a, hinelmaska255.255.255.25%

link addisnnae

Review logs for ip addresses, device information, device phone number, WhatsApp messaging phone numbers,
etc. This log file stores great information if you don’t have access to the database file.
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o = . 0 o — —
7 WhatsApp Messenger Backward forward  Open Delete Export Imp
Ehbiocaments Name T sizel

v L Library _) whatsapp-2014-04-17-19-28-49.05...  29.8 kB |
L7 Cookies ) whatsapp-2014-04-08-20-33-51.29...  366.5 kB

> ) whatsapp-2014-01-27-19-42-42.91...  60.3 kB ;

] LL_A* -[WhatsAppAppDeleqgate application:didFinishLaunchingWithOptions:] [Line 1211) Device: iPhone 4S

] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] [Line 1212] System: iPhone 0S 7.0.4

] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] [Line 1213] WhatsApp version: 2.11.7
] LL_A* ~[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] (Line 1214] Carrier name: Verizon

] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] [Line 1215) Mobile country code: 310
] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] [Line 1216] Mobile network code: 000
] LL_A* -[WhatsAppAppDeleqgate application:didFinishLaunchingWithOptions:) (Line 1217] Language: en

] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:] [Line 1218] Locale: US

] LL_A* -[WhatsAppAppDelegate application:didFinishLaunchingWithOptions:) [Line 1219] Interfaces:

Iticast > } link addr=02:00:00:00:00:00

simplex multicast > | link addr=02:00:00:00:00:00

Iticast > | link addr=02:00:00:00:00:00

ulticast > | link addr=none | ipv6 ip=0.0.0.0/netmask=0.0.0.0 | ipv4 ip=127.0.0.1/netmask=255.0.0.0 | ipv6 ip=0.0.0.0/netmask=0.0.0.0
ulticast > | link addr=none | ipv4 ip=10. .31/netmask=255.255.255.255
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com.toyopagroup.picaboo

SnapChat

e Some applications purposely store very little
data related to the user and the task

e com.toyopagroup.picaboo

hll com.toyopagroup.picaboo

W Dotuments
B e plist

" weather.plist

¥ [ Library

v (Gl Preferences

= com.toyopagroun.picaboo.phist

2013-12-29 (UTC)
2013-12-29 (UTC)
<013-13-29 {UTY
2013-12-29 (UTC)
13-12-29 UTC)
tiern B4 | String |crigs
item 8% | Dictionary |[(1 item)

bplist0D

LatestFriendStoryTimestamp_
ktsqu33ksTookPictureOrVideo_
ktsqu33ksSentSnapYReplySent_

Lastlogintisername3
SYESYktsqu33ks

Mac Forensic Analysis

item 86 | Dictionary |10 items)

hem 87 | Number  |138B320806008

item 88 | Dictionary |@ Items)

tem B9 | Dicdenary (1 iteem

fiem %€ | Dictionary | (7 iterns)

Hem Yt | Number 4

ftem $2 | String | kxsquIIks@gmati.com

Not all applications will tetain unpodtant user data. Sowe applications, like SuapChal are designed 0 suve
almost zero content, most likely the result of increasing mobile forensic investigations. Very limited
information is stored by the SnapChat application. The user.plist file contains references to other SnapChat
users who communicate with the profile set up by “ktsqu33ks@gmail.com”, but no images or chats related to
their communication were saved,

il com.toyopagroup.picaboo

b Gl Library
v Ll Preferences

“ weather.plist

| 7 com.toyopagroup.picaboo.plist

2013-12-29 {UTQ)
2013-12-29 (UTC)

FASRIRE L PEy SN (SR e
2013-12-29 (UTC)
2013-12-29 (UTC)

jiteny 84 | Suring [crOgs
Jttem 85 | Dictionary |(1 item)

bplistOU

SYESYktsqu33ks

LatestFriendStoryTimestamp_
ktsqu33ksTookPictureOrVideo_
ktsqu33ksSentSnapYReplySent_
LastLoginUsername3

Item 86 | Dictionary [(0 items)

ltem 87 | Number | 1388329806008

ltem B8 | Dictionary |[(2 items)

item 89 | Dictionary ’( 1 item)

ltem 90 | Dictionary 2 items}

item S1 | Number 4

item 92 | String [kesqu33ks@grmail.com
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BlackBerry Messenger

e Most user data is stored in the master.db file
e Mobile/Applications/BBM/bbmcore

| Tables ‘Userld Pin

UserPins 0 796¢

| Invitations ] 1 79bi

Categories

Tables " Userld | ClientVersion CientCapabil... DisplayName @ Nig
Users 0 256C 29 Lee Crognale
Stickers 1 2560 0 LR

Stickerimages

Mac Forensic Analysis

Tables of particular interest include:
» Contacts
» Conversations
* Invitations
* Locations
* Profile
¢ Text Messages
» User Pins

» Users
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Kik
» Most relevant data is contained in kik.sqglite
» Mobile/Applications/Kik/Documents

Tables i | ZDSALAYNAME  ZDISPLAYNAMEASCHE | 1 ZIID

ZKIKATTACHMEN Liz temon LIZ LEMON lizzlelemon_dca@ralk.kik.com
ZKIKCHAT Ronny Burgandy RONNY BURGANDY ronawburgandy_4i7 @l kdiccom
Z._¢MESSAGES

ZKIKMESSAGE

ZKIKUSER

Z_4MEMBERS

Mac Forensic Analysis

Relevant user data is contained in the following tables:
ZKIKATTACHMENT

ZKIKCHAT

ZKIKMESSAGE

ZKIKUSER

The Kik application installs a lot of miscellaneous data to the device upon install.
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Nimbuzz [1]

e Account information to include username,
last login and more are contained in plist

files

—‘Username.plist
— Com.nimbuzz.plist

Type Value
___jswing | iPhone OS, 7.1
Dictionary 1Z items)
Dictionary
- {Dictonary 112 jtens) T
String | 92:06:00:00:00:00
|String JiPhone6.i
Number 6188 i
String mylloydxmas @nimbuzz.com
Number o .
| Number (63598354
String | mylloydxmas @nimbuzz.com
Stning 13.5.0
_ Number JRELY _
String NULE
Number | 5864
Sring e

Type Value
| String iPhone OS, 7.1

E—— Dictionary L2 em -
Dictionary items
Dictionary (2 items)
String 02:00.00.00:00.00
String iPhone6,1

 |number ] 6188
String mylloydxmas@nimbuzz.com
Number 0
Number 63598354
String mylloydxmas@nimbuzz.com
String 350
Number 139!

B String NULL

Number 5864
String en
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Nimbuzz [2]

passwords, phone number

e Nimbuzz.db — username, PLAINTEXT

Mac Forensic Analysis

Database || id last_login
¥ Tabies |
SO I 1 1 mylloydxmas 1
account_settings
call_history
Database i acconrld Id valus
v ¥’§:;unt 11 17 311
account_settings Z 1 Em 480
call_history 3 1 §19
call_out_settings 4 1 (14 1
chatltems 5 1 {15 20140507195254
chat_history 6 1 ‘5
chat_history_backup 7 1 8 Us
client_configuration A 8 1 122 | 415 T

Database i id username password last_login
¥ Tables
| accoumt M S [myioyoumss |ig :
account_settings M
call_history {
Database i account_id id value
v )
e i |1 17 311
account G
x = 2 1 18 480
+
call_history i e 1 119 |
call_out_settings | 4 1 14 1
chatitems % s 1 15 20140507195254
chat_history £ 6 1 5
chat_history_backup g > 1 8 US
client_configuration o 8 1 22 +157 n——
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Mapping/Tracking Applications

interactive driving experience

and tracking apps

» Applications like Waze allow for a more

 In addition to mapped locations, look for
contacts and chats associated with mapping

(il com.waze.iphone
v [ Documents
history
lang.afrikaans
 lang.arabic
" lang.basque
" lang.bulgarian
ps lang.catalan

2013-12-29 UTC)
2013-12-29 (UTC)
2013-08-31 (UTC)
2013-08-31 (UTC)
2013-08-31 WTO)
2013-08-31 WTO)
2013-08-31 (UTC)
2013-08-31 (UTC)

Mac Forensic Analysis

As previously mentioned, third-party applications are combining multiple features to make the application more
robust. The navigation application, Waze incorporates mapping, chat messaging, check-ins, and more and all of

this data is contained within the application’s directory.

(@l com.waze.iphone 2013-12-29 (UTC)
v (& Documents 2013-12-29 (UTC)
" history 2013-08-31 (UTC)

" lang.afrikaans 2013-08-31 (UTO)

"5 lang.arabic 2013-08-31 (UTC)

" lang.basque 2013-08-31 (UTC)

7 lang.bulgarian 2013-08-31 (UTC)

7 lang.catalan 2013-08-31 (UTC)
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Waze

com.waze.iphone

= search_conf 2013-08-3) UTC)
| session 2013-08-31.UTQ
“ shields_conf 2013-08-31 (UTCY
S user Go 'Slt' 38.882221, -77.106910 *
~ version
v I..ibranr Ot diwctions Wy pinces T » on 4
v [ Cookies
" Cookies.binarycookies 9900 Fairfax Dr
v EPreferences Artiogton, VA 22200 20 1 bW
7 com.waze.iphone.plist
¥ (& SMms
“ sms.db
heb.Update time: Tue, 20 Aug 2013 14: Dirsetions  Search nearmy  Save lo mep  mom

eng.tpdate time: Sat, 14 Sep 2013 08:4458 CMT
Navigation.Last position: -27106910,38882221
Navigation,Last dest name: Home

Navigation.ls navigating: ¢

Navigation.Event: ¢

© SANS,

Mac Forensic Analysis

Users can configure “Home” addresses as well as store information for frequently visited locations. Not all
applications store data the same way as noted by the coordinates stored by the Waze application above.
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“ search_conf 2013-08-31 (UTC)

o

C session 2013-08-31 (UTC)

| shields_conf 2013-08-31 (UTC)
" user Go: m_m 38.882221, -77.106910 1,
" version

v BEUGQ Got dmctions Wy pisces
v (§f] Cookies

_ Cookies.binarycookies
v ([ Preferences

_ com.waze.iphone.plist

3900 Fairfax Dr
Adington, VA 22209 20 i NW

Dwrections  Search noarty Save lo map maore~

heb.Update time: Tue, 20 Aug 2013 14:
eng.Update time: Sat, 14 Sep 2013 08:44’58 CMT
Navigation.Last position: -77106910,38882221
Navigation.Last dest name: Home

Navigation.ls navigating: 0

Navigation.Event: 0
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A\ GOMPUTER

and INGIDENT RESPONSE

Exercise 5.2 — iOS File
System Forensics

Mac Forensic Analysis
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