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Exercise 0 - Exercise Setup (Pre-Class)

Objectives

e |[nstall required software for FOR518 — Mac Forensic Analysis

Class Preparation

This exercise should take approximately 1 hour, including download time. Xcode is very large will take a long
time to download; depending on your connection the exercise could take longer.

You may use your host system or a virtual machine, however this setup has not been fully tested in a VM. If you
choose to go this route, please be aware that not all tools may work as intended.

***¥NOTE: It is very important that steps 1-5 are following in order to ensure proper software installation. ***

You may download the files at their respective websites listed or you may download an archive of these files
at the provided SANS link.

Gatekeeper Settings:
e Some installer files are from “unidentified developers”.

- s e )

“xmount-0.5.0-x86_64.pkg” can’t be
& . opened because it is from an unidentified
ﬁ developer.

Your security preferences allow installation of only

apps from the Mac App Store and identified
developers.

Googie Chrome downloaded this file on December
24, 2013 from files.pinguin.lu.

e Users may allow these files to be installed by Cantrol+clicking the installer file and choosing “Open”. A
window will pop-up, select “Open”.
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“xmount-0.5.0-x86_64.pkg” is from an
& . unidentified developer. Are you suse you
@ want to open it?

Opening “xmount-0.5.0-x86_64.pkg™ will always
allow it to run cn this Mac.

GCoogle Chrome downloaded this file on December
24, 2013 from files.pinguin.ju.

@ Open Cancel

¢ To permanently change this setting, navigate to the Security & Privacy Preferences Panel (Apple
Menu | System Preferences | Security & Privacy | General Tab).Select
“Anywhere” under “Allow apps downloaded from:”.
e This may require Administrative privileges.

Security & Privacy

Show All

N GEEN FileVault  Firewall  Privacy

Require passward | immediately . after sleep or screen saver begins
. Show a message when the screen is locked  Set Lock Message...

Allow apps downloaded from:

~Mac App Store
Mac App Store and identified developers
s Anywhere

-

Click the lock to make changes. Advanced 7

1. Xcode

¢ If you have not already done so, register for an Apple Developer Account here. It requires an
Apple ID, if you do not have one you may also register for one at
https://developer.apple.com/register/

1. Please download the latest Xcode available for your system from the App Store or
https://developer.apple.com/downloads/

2. Please download the latest Command Line Tools (for your version of OS X) from
https://developer.apple.com/downloads/

FOR518 - SANS ©2015 Exercise 0 — Exercise Setup



3. Install Xcode (Note: This will take a while, grab some coffee)
i. Ifinstalling via App Store, installation will be done for you.
ii. If installing via DMG file, open the DMG file and drag the application to the
/Applications directory.
4. Install Command Line Tools
i. Open the DMG file, double-click the package installer and follow the default prompts.

2. OS X FUSE
1. Download OSXFUSE from http://osxfuse.github.io/
2. Open the DMG file, double-click the package installer and follow the default prompts.

3. libewf
1. Download libewf-########.tar.gz from
https://53efc0a7187d0baad89ce347026b8278fc4020f6.googledrive.com
/host/0B3fBvzttpiiSMTdoaVEXWWNsRIg/ .

2. Locate and open the Terminal .app from /Applications/Utilities/
3. Use the cd command to open the default Downloads directory.
4. Use the tar command to unpack the 1ibewf-20131230.tar.qgz file.
5. Once unpacked, cd into the 1ibewf-20131230 directory.
6. Configure and install 1ibewf using the commands: . /contigure; make; sudo make
install.
7. A summary screen will be shown to you once complete. Ensure the “Fuse support” equals
“libosxfuse”.
Building:
tibestring support: local
tibcerror support: tocal
libcthreads support: tocat
tibcdata suppert: tocal
libcdatetime support: tocal
libclocale support: Local
libcnotify support: local
libesplit support: local
libuna support: local
Libefile support: local
Libepath support: tocal
1ibbfio support: tocatl
libfcache support: local
Libfdats support: locat
tibfvalue support: tocal
libmfdata support: local
ADLER32 checksum support: 2lib
BEFLATE compression support: 2lihb
BZIP2 compression suppoert: bzip2
libhkmac support: tocal
¥D5 support: libcrypto
SHALI support: libcrypto
SHA256 suppart: libcrypto
lib¢aes support: tocal
AES supports libcrypte
libodraw support: local
libsmdev support: tocal
libsmraw support: local
libcsystem support: local
QH]E‘HHIE supnorts i
FUSE support: ibosxfuse
Features:
Hulti-threading support: pthread
Wide character type support: ne
ewttonls are build as static executebles; no
Python {pyewt) support: 0o
Verbose output: ne
Debug ovutput: ne
Yersion T API compatibility: no
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i. Like in screenshot above, your output should say “libosxfuse” rather than “no”. If yours
does not, try the following troubleshooting:

1. Find your fuse.h file. In a terminal type sudo find / -name fuse.h

2. Take note of where your fuse.h file is located. For example, the author’s is
installed in /usr/local/include/osxfuse/fuse.h

3. Trythecommand ./configure --with-libfuse=/usr/local/

4. If all else fails, send the path to your fuse . h file and the config. logfile
created in the 11bewf-YYYYMMDD directory to your instructor.

cd ~/Downloads

tar xvf libewf-########.tar.gz
cd libewf-########

./configure

make

“w» » N v un v

sudo make install

4. xmount 64-bit Package
1. Download xmount-0.5.0-x86_64.pkg (or newer) from http://www.pinguin.lu/
a. Click the XMOUNT link on the right side under “Projects”.
b. Download the package labeled, “Mac 0S X 64bit package”
2. Open the DMG file, double-click the package installer and follow the default prompts.

5. The Sleuth Kit
1. Download sleuthkit-4.1.3.tar.gz (or newer) from
http://sourceforge.net/projects/sleuthkit/
Locate and open the Terminal .app from /Applications/Utilities/
Use the cd command to open the default Downloads directory.
Use the tar command to unpack the sleuthkit-4.1.3.tar.gzfile.
Once unpacked, cd into the sleuthkit-4.1.3.tar.qgz directory.
Configure and install sleuthkit using the commands: . /configure; make; sudo
make install
a. You may need to install the Java JRE and JDK, please visit the following to download and
install using default prompts.
i. https://www.java.com/en/download/mac download.jsp
ii. http://www.oracle.com/technetwork/java/javase/download
s/jdk8-downloads-2133151.html
7. Ensure the install was successful and the 1ibewf package was recognized by executing the

mmls —1 list command.
nibble:sleuthkit-4.1,3 compas$ mmls -3 1list
Supperted image format types:

raw (Single or split raw file {d¢}}
emcnelly 0§ {Expert Witness format {encase})

oG AW
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a. If you do not see the string “ewf (Expert Witness format (encase))”in
this list something went wrong. Please attempt to reinstall 1 ibewf and The Sleuth Kit.

cd ~/Downloads

tar -xvf sleuthkit-4.1.3.tar.gz
cd sleuthkit-4.1.3

./configure

make

sudo make install

muls =i list

®vr L » v v » O

6. exiftool

1. Download ExifTool-9.48.dmg (or newer) from
http://www.sno.phy.queensu.ca/~phil/exiftool/
2. Open the DMG file, double-click the package installer and follow the default prompts.

7. Synalyze It!
1. Download Synalyze It! Pro Trial from http://www.synalysis.net/downloads/. This
is a 30-day trial; you may also purchase the non-pro version for from the App Store.
2. If purchased from the App Store, it will install automatically.
3. If you downloaded the trial, unzip the file and move the application to your /Applications
directory.

8. SQLite Browsers:
e You may choose your favorite, these are recommended:
Firefox & SQLite Manager Add-on
1. Firefox
a. Download the latest version of Firefox from firefox.com.
b. Open the DMG file, drag the Firefox application to the /Applications directory.
2. SQLite Manager Add-on
a. From Firefox, download from http://addons.mozilla.org/en-
Us/firefox/addon/sglite-manager/
b. Click the green “+ Add to Firefox” button, pressthe “Install Now” button,
and restart Firefox.
i. To ensure successful installation, go to Tools in the menu — you should see
“SQLite Manager”.
e SQLite Database Browser
3. Download the latest version of SQLite Database Browser from
http://sqlitebrowser.org/.
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4. Open the DMG file, drag the SQLite Database Browser application to the /Applications
directory.

9. Hex Editors
e You may choose your favorite, these are recommended:
i. Hex Fiend
1. Download fromhttp://ridiculousfish.com/hexfiend/
2. Unzip and move the application to the /Applications directory.

1. Download from http://www.suavetech.com/0Oxed/
2. Open the BZip2 archive by double clicking, then move the application to the
/Applications directory.

10. iBackupBot

1. Download “iBackupBot for Mac” Trial from
http://www.icopybot.com/download.htm

2. Open the DMG file, drag the iBackupBot application to the /Applications directory.

11. Spotlight Inspector

1. Download the OSX version (select the appropriate checkbox) of Spotlight Inspector from
http://www.504ensics.com/tools/spotlight-inspector-digital-
forensics-app-for-mac-osx/

a. This will require you to input and name and email.
2. Double-click to unzip the archive.

3. Unzip and move the application to the /Applications directory.

12. The Unarchiver
1. Download The Unarchiver from the Mac App Store or from

http://unarchiver.c3.cx/unarchiver, under the “Other Links” heading.
2. Double-click to unzip.

3. Drag the Unarchiver.app file to the /Applications directory.

13. Create a FOR518 directory
e The exercises for this class will reference a FOR518 folder in the user’s home directory to dump
various files for use in other exercises. (~/FOR518)
e Please create a directory named FOR518. You do not have to create it in your home directory,
but be sure to remember where it is.

e The command below shows how to create this folder in your home directory. You may also use
the GUl interface to do this.

$ mkdir ~/FOR518
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Exercise 1.0 - Exercise Setup

Objectives

e Introduction to FOR518 thumb drive.
e  Copy files to host system.

Exercise Preparation

1. Software Preparation — The following tools may be used in this exercise:
e The Unarchiver.app
i. Locate The Unarchiver.app from /Applications/.
2. Locate the BlackLight and Epoch Converter software setup files in the Tools directory located on
your FOR518 thumb drive.
e blacklight mac setup 201#r#.pkg
e epoch converter.app.zip

Exercise

1. Introduction to the FOR518 Thumb Drive
1. Insert the FOR518 thumb drive into your laptop.
2. View the mounted thumb drive using the Finder application.
3. The thumb drive has the following directory structure:
i. Exercise Files - This directory contains files and software that you will need for the
following exercises:
1. System Disk Image - dademurphy.E01
2. Memory Image - dademurphy_memory.001
3. Time Machine Image - dade_timemachine.EO1
ii. Exercise Images — This directory contains the forensic images that you will be working
with on the exercises:
1. Exercise 1.2 — Disks & Partitions
Exercise 1.3 — HFS+
Exercise 2.2 — Safari
Exercise 4.1 — Time Machine & Spotlight
Exercisc 4.2 — Password Cracking & Encrypted Containers
Exercise 4.4 — Memory Analysis
Exercise 5.1 — Decoding iOS Artifacts
8. Exercise 5.2 —i0OS Artifacts from 3rd-party Apps
iii. Final Challenge Images - This directory contains images and files needed to complete
the FOR518 Mac Forensic Challenge on Day 6.
iv. Tools - This directory contains many of the tools you have already installed plus some
extras that will be installed later in the class. Most of the files are archived using 7zip.
The Unarchiver utility has been provided so you may unarchive these files.

=l O e R [S8 )

FOR518 - SANS ©2015 Exercise 1.0 — Exercise Setup



v. FOR518 HFS+ Reference Sheet and Command-line Reference PDF
(FOR518_Reference_Sheet.pdf) — This file contains a command line cheat sheet as well
as a reference for HFS+ for the class.

vi. MDS5 — This file contains the MD5 hashes for the 7zip archives as well as for the image
files used in this class.

v | Exercise Files

& Exercise Files.7z
Vv .. Exercise Images

& Exercise Images.7z

v [ Final Challenge Images and Data

BlackLight_Back...es.BlackLight.7z
Eugene.7z
EugeneBelford_iPhone.7z
i FinalChallenge.BlackLight.7z
w Kate.7z
KateLibby_iPhone.7z
Margo.7z
R518_Reference_Sheet.pdf

. MDS
¥ L Tools

' TheUnarchiver3.9.1.zip

@ Tools.7z

2. Copy & Unarchive
1. Copy the following items to your host system (or external hard drive):
i. Exercise Files.7z
ii. Exercise Images.7z
iii. FOR518_Reference_Sheet.pdf
iv. Tools.7z
2. Unarchive these items.
i. You should have installed The Unarchiver.app application prior to coming to class in
Exercise 0. If you have not yet installed it please do so now. This zip file containing this
application can be found in the Too1s directory on the FOR518 thumb drive.

3. Install Epoch Converter

e If you already have a BlackBag software license, you may login to your BlackBag account on
www.blackbagtech.com and download this tool by selecting Resources | Free
Tools in the menu.

¢ Find the Epoch converter archive (epoch converter.app.zip) fromthe Tool archive.

1. Double-click to unzip the archive.
2. Unzip and move the application to the /Applications directory.
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4. Install BlackLight
e Find the BlackLight Package installer file (blacklight mac setup 201#r#.pkg) from

the Tool archive.
1. Double-clickthe blacklight mac setup 201#r#.pkgq file.

2. Follow the default prompts.
3. Once installed, open BlackLight. You should be presented with a window allowing you

to “Enter Demo Key..”,your instructor will provide you with a 90-day license
name and key. Please enter this information where appropriate.
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Exercise 1.1 - Mac Live Response

Objectives

e  Get familiar with the Mac OS X command line.
e  Gather and analyze live response data.

Exercise Preparation

1.  Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

Exercise — Questions

This exercise may be completed by using the provided screenshots or by using your own system. Please feel
free to choose which option you prefer. (Option 1 starts below, Option 2 starts at question 9.)

Option 1 — Review the screenshots of the provided live response data.

1. Review the output of these system information commands:

bit:~ oompa$ date

Sun Aug 12 18:13:26 EDT 2012

bit:~ oompa$ hostname

bit

bit:~ oompa$ uname -a

Darwin bit 12.0.0 Darwin Kernel Version 12.8.06: Sun Jun 24 23:80:16 PDT 2012: ro
ot:xnu-2850.7.9~1/RELEASE_XB86_64 xB6_64
bit:~ oompa$ sw_vers

ProductName: Mac 0S X
ProductVersion: 10.8

BuildVersion: 12A269

1. What time zone is this system using?

7. What is the hostname for this system?

3. What kernel version is this system using?
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4. What version of OS X is it running?

2. Review the output of the netstat —an command:

bit:~ oompa$ netstat -an | more
Active Internet connections (including servers)

Proto Recv-Q Send-Q

tcpd 0 ]
tcpd (] 0
tcpd (") (]
tcpd 9 ]
tcp4d 37 e
tcp4d 37 o
tcpéd ) %)
tcpd 37 o
tcpd 0 9
tcp4 ) e
tcp4a 0 )
tcpd 0 ]
tcpd 0 [
tcp4d "] )

Local Address

192.168.1.1081.61354
192.168.1.101.61353
192.168.1.101,61345
192.168.1.101.61316
192.168.1.181.61139
192.168.1.101.61045
192.168.1.101.61044
162.168.1.101.61035
192.168.1.121.61033
192.168.1.101.61027
192.168.1.101.61026
192.168.1.101.61025
192.168.1.101.61022
192.168.1.101.61021

Foreign Address
74.125.228.105.443
74.125.137.93.443
192.168.1.1.445
17.172.232.106.5223
199.47.216.172.443
199.47.217.173.443
74.125.228.103.443
107.22.245.91.443
173.194.68.108.993
205.188.90.231.443
129.21.49.169.993
173.194.68.108.993
129.21.49.169.993
173.194.68.109.993

(state)
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT
CLOSE_WAIT
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

e Performawhoison 74.125.228.105.

$ whois 74.125.228.105

1. Whois 74.125.228.105 registered to?

2. What ports are these connections running on?

3. What IP address does this system have?
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3. Review the output of the 1sof -i command:

bit:~ compas tsof -1 | more
COMMAND PIL WUSER FD TYPE DEVICE SIZE/OFF NODE NAME
SystemUIS 236 compa 8u IPv4 @x9ed2b1a706651507S 0tO  UDP =%
NetworkBr 241 ocompa 5u  IPv4 9x9e¢d2b1a7665179¢cd 0t UDP »:»
imagent 258 oompa 12u  IPv4 9x9ed2bla?7B676353S Bt8@ UDP localhost:58160->tocalhost:5816¢
imagent 258 oompa 13y IPv4 OxOedZbla?ibc¢SbebS 2t0 TCP bit:610827->bos-d0@5b-rdrd.blue.aol.com:https (ESTABLISHED)
imagent 258 compa 16u IPvd Ox9ed2bla?06eebB4ad Pt TCP bit:61011->gc-in-f125.1e189.net:5223 (ESTABLISHED)
Dropbox 279 compa idu IPv4 8x9%edZbla?ibcaldcbs Pt@6 TCP bit:6@999->sjc-notlB.sic.dropbox.com:http (ESTABLISHED}
Drepbox 279 cempa 16u IPv4 &x%ed2bla?@65151f¢ @te UDP =:175¢8
Dropbox 279 compa 150 1Pv4 2x9ed2bla’Bcace2@d 0t@ TCLP +:17508 {(LISTEN:
Dropbox 2749 oompa 21u  IPv4 9x9ed2b1a3710367df5 8t0 TCP bit:51139->v-~client-la.sjc.dropbox.com:https (CLOSE_WAIT}
Drepbox 279 oompa  25u IPv4 OxBed2bla’?789419¢65 8td TCP localhost:26164 (LISTEN}
brepbox 279 oompa  28u IPvd4 0x9ed2b1a371025%adS pte  TCP bit:61035-»ec2-107-22-245-91.compute-1,amazonaws.com:https
(CLOSE_WAIT}

Dropbox 279 oompa 29y  IPv4 ©xSed2bla78beebt8s 0té TCP bit:61845~->v-client-2b.sjc.dropbox.com:shttps {CLOSE_WAIT}
Mail 824 compa  34u  IPvd Ox9ed2bla7dfed8dfS Pte  TCP hit:61017->mail.csh.rit.edu;:imaps (ESTABLISHER)

1. List three of the processes, their associated user, network type, and network connection

information.

Process User Connection Type Network Connection

Host, Protocol, Status

4. Review the output of the netstat —-rnand arp -ancommands:

Routing tabtles

bit:~ oompa$ netstat ~rn | more

Internet:

Destination Gateway Flags Re
default 192.168.1,254 UGSc
127 127.8.6.1 ucs
127.0.0.1 127.0.8.1 UH
169.254 tink#6 yes
169, 254.264.125 hB:¢c7:5d:cc:5:88 UHLSW
192.168.1 1ink#6 ucs
192.168.1.1 c9:3f:e:8¢:59:59 UHLWIL
192,.168.1.101 127.0.90.1 UHS
192.168.1.133 3¢:7:54:3:65:26 UHLWIL
192.168.1.209 d0:23:0b:72:91:18 UHLWI{
192.168,1,254 e0:69:95:58:4¢c:6 UHLWIir
192.168.1.255 fE; P ff . fE. 5. fF  UHLWDI

fs Use Netif Expire
22 [ enl
@ ) 100
5 23616 100
1 0] enl
<] 1 enl
5 ) enl
1 164 enl 858
& [ lo@
] 4502 enl 29S
2 45 enl 1163
23 577 erl 1188
('] 1 enl

(192.168.1.209)
(192.168.1.254)

b
”
?
? (192.168.1.133)
7
?
? (192.168.1.255)

it:~ oompa$ arp -an
(16G6.254.204.125) at bB8:c7:5d:cc:5:88 on enl [ethernet)
(192.168.1.1) at c0:3f:e:8c:59:59 on enl ifscope [ethernet]

at 3¢:7:54:3:65:20 on enl ifscope [ethernet]

at d8:23:db:72:91:10 on enl ifscope [ethernet]

at e0:69:95:50:4c:6 on enl ifscope [ethernet]

at ff:ff:ff:ff:ff:ff on enl ifscope [ethernet]
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1. What IP addresses did this system connect to recently?

2. Look up the MAC Address for these IP addresses to see what kind of system it may be. (Hint:
Google the first three octets)

5. Review the output of the ifconfig command:

bit:~ oompa$ ifconfig

lo@: flags=8049<UP,LOOPBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM>
inet6 feB80::1%106 prefixlen 64 scopeid @x:i
inet 127.98.8.1 netmask 9xff000000
inet6é ::1 prefixlen 128

gif@: flags=8010<PDINTOPOINT,MULTICAST> mtu 1280

stf@: flags=6<> mtu 12880

enB: flags=8863<UP,BRCADCAST,SMART,RUNNING, SIMPLEX,MULTICAST> mtuy 1508
options=2b<RXCSUM, TXCSUM, VLAN_HWTAGGING, TS04>
ether ¢4:2¢:63:09:ca: fd
media: autoselect (none)
status: inactive

fwl: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4078
lladdr eB:06:88:ff:fe:d5:5d:08
media: autoselect <full-duplex>
status: inactive

enl: flags=8863<UP,BROADCAST,SMART,RUNNING, SIMPLEX,MULTICAST> mtu 15900
ether 99:27:e4:f8:e6:5¢
inet6 fe89::9227:ed4ff:fefB:e65f%enl prefixlen 64 scopeid 8x6
inet 192,168.1.101 netmask Oxffffff00 broadcast 192.168.1.255
media: autoselect
status: active

p2pl: flags=8843<UP,BROADCAST,RUNNING, SIMPLEX,MULTICAST> mtu 2364
ether 02:27:¢e4:f8:e6:5f
media: autoselect
status: inactive

1. What is the IP address of this system?
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6. Review the output of the who -aand w commands:

bit:~ oompa$ who -a

reboot ~ Aug 4 11:24 96:24 1

oompa console Aug 4 11:26 old 57

oompa ttys@e0® Aug 12 18:13 . 13949

oompa ttys001 Aug 12 18:18 00:09 13976
. run-level 3

bit:~ oompas$ w
18:55 up B days, 7:31, 3 users, toad averages: 1.07 6.99 9,88

USER TIY FROM LOGING IDLE WHAT

oompa console -~ 04Augl?2 Bdays -

oompa 5000 - 18:13 -w

oompa s001 - 18:18 9 /usr/bin/less -is

1. What users are currently logged on?

2. What type of logins are the users using?

3. When was the last system reboot?

4. How long has the system been up?

5. What was the local system time when the w command was run?

6. Review the commands the users were running. (Shown in the output of the ‘w’ command.)
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7. Review the output of the Last command:

byte:~ oompa$ last

oompa ttys0e2 Fri 3an 3 16:05 still logged in
testuser ttysooil Fri Jan 3 15:49 still logged in
testuser console Fri Jan 3 15:48 still logged in
oompa ttyseee Thu Jan 2 19:51 still logged in
oompa ttysen3 Thu Jan 2 19:51 - 19:;51 (00:00)
oompa ttysen2 Thu Jan 2 19:56 - 19:51 (08:908)
oompa ttyseol Thu Jan 2 19:50 - 15:51 (00:00}
oompa ttys699 Thu Jan 2 19:50 - 19:51 (90:08}
oompa console Thu Jan 2 19:59 still logged in
reboot ~ Thu Jan 2 19:49

shutdown ~ Thu Jan 2 19:22

reboot ~ Thy Jan 2 19:22

shutdown ~ Thu Jan 2 19:21

reboot ~ Thu Jan 2 19:21

shutdown ~ Thu Jan 2 19:20

reboot ~ Thu Jan 2 15:2@

shutdown ~ Thu Jan 2 19:19

reboot ~ Thu Jan 2 19:19

shutdown ~ Thu Jan 2 19:19

reboot ~ Thu Jan 2 19:18

shutdown ~ Thu Jan 2 19:17

oompa ttyseol Thu Jan 2 14:14 - 19:17 (085:02)
oompa ttys@oe Thu Jan 2 13:55 - 19:17 (05:22)
oompa console Thu Jan 2 13:55 - 19:17 (©5:22)
reboot ~ Thu Jan 2 13:54

shutdown ~ Thu Jan 2 13:54

oompa ttys0oe Thu Jan 2 13:39 - 13:54 (00:14)
oompa ttys@oe Thu Jan 2 12:02 - 13:38 (01:36)
oompa console Wed Jan 1 19:80 - 13:54 (18:54)
reboot ~ Wed Jan 1 18:59%

wtmp begins Wed Jan 1 18:59

1. How many Terminals does the user ‘testuser’ currently have open?

2. When did this log start?
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8. Review the output of the ps aux command:

ompa 8814 9.3 1.2 18R3732 098268 7T S Wed@6PM 1:56.18 /Applications/Microsoft Office 2011/
elly 14383 6.2 ©.5 2525132 45848 7?2? § 7:05PM  9:02.11 /System/Library/Privateframewcriks/Hel
ompa 8586 B.2 8.3 2572748 22843 7?7 S Tue@BPM  4:49.34 /Applications/utilities/Activity Mong
ompa 237 0.2 3.6 3B47128 137032 7? S 4AuQl2  10:45.67 /System/Library/CoreServices/Finder,
root 858% 8.1 9.9 2445112 3248 77 Ss Tue@BPM  3:30.86 fusr/libexec/activitymonitord
joompa 254 6.1 9.2 2548272 28176 7?7 SM 4Augl2  @:12.17 /System/Library/CoreServices/Notificy
oompa 273 6.1 0.8 7582Y2 65752 17 S 4Augl2 14:27.73 /fApplications/Dropbox.app/Contents/Mg
eharlie 14677 p.8 9.8 2484312 3532 77 SN 7:16PM  8:08.12 fusr/sbinfuserncted
charlie 14676 0.2 0.2 2485232 390¢ 77 § Fi1ePM  0:0€.87 /System/Library/CoreServices /NetworkH
chartie 14673 8.0 ©.2 2531632 16512 ?t S 7:10PM  8:08.48 /System/fLibrary/CoreServices/Finder.
kchartie 14672 0.9 0.6 2580296 51196 7S 7:10PM 9:04.97 /System/iLibrary/CoreServices/Bock.ap
charlie 14662 9.2 0.0 2488108 2472 s 7:29PM  ©:00.03 /System/Library/Services/AppleSpell.
charlie 14552 0.8 B.¢ 2467404 2926 7?7 S 7:99P4  2:80.87 /SystemsLibrary/CoreServices/pbs
charlie 14651 0.9 0.3 2595168 24472 ?? S 7:29PM  8:81.43 /System/Library/CareServices/SystenU}
charlie 14645 G.0 9.1 2501732 10129 27 S 7:09PM  0:81.16 /System/Library/Frameworks/Applicatiq
Ichar lie 14648 6.2 B.1 25064224 7332 7?7 S F:09PM  B:080.11 /System/siibrary/CoreServices/talagent
icharlie 14642 6.8 0.8 2433976 1562 72 S 7:09PM 6:06.88 fusr/sbin/pboard
charlie 14633 0.2 9.8 248382 2456 7?7 S 7:09PM 0:20.13 /usr/sbin/distnoted agent
icharlie 14631 2.0 2.8 2465748 1502 ?? S 7:@9PM  8:@8.25 fusr/sbin/cfprefsd agent
charlie 14629 8.6 2.2 2471560 1576 7 Ss 7:89PK 9:80.14 /sbin/launche
charlie 14616 0.8 9.3 2572388 25728 7? Ss 7:95PM  2:081.50 /SystemfLibrary/CoreServices/loginwif
kelly 14608 0.6 8.9 2465392 2036 Tt S 7. 09PM 2:00.82 /System/Library/CoreServices/AirPort
kelly 14603 8.0 6,2 2516072 14220 7?2 Ss 7:09PM  0:008.31 com.apple.dock.extra

1. List the users on the system and a process they are running.

Option 2 — Gather Information from your own system

9. Gather the system information of your analysis system
e Run and review the following commands as if you were responding to your analysis system.
i. Runthe date command.
ii. Runthe hostname command.
iii. Runthe uname -a command.
iv. Runthe sw vers command.

$ date
$--hostname
$ uname -a

$ BW_vers
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10. What are the active network connections your system?
e Run and review the following commands as if you were responding to your analysis system.
i. Runthenetstat -an command
1. Note: The option “—f inet” or “—f inet6” may be used to limit the output
to just IPv4 or IPv6 addresses.
2. Note: The option “~b” shows the number of bytes transferred/received for each
IP address.

$ netstat -an

11. What are the active network connections your system, by process?

e Run and review the following commands as if you were responding to your analysis system.
i. Runthe 1sof -1 command.

$ lsof -i

12. Review your Routing and ARP tables
e Run and review the following commands as if you were responding to your analysis system.
e Runthenetstat —-rnandarp —-ancommands

$ netstat —-rn

$ arp -an

13. Review the network configuration data your system
e Run and review the following commands as if you were responding to your analysis system.
e Runthe ifconfigcommand

$ ifconfig

14. What are the open files your system?
e Run and review the following commands as if you were responding to your analysis system.
e Runthe 1sof command.
e Review the Command, Process ID, User, and Name fields.
i. Note: Pipe the output to the less command “1sof | less” for easier viewing.
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$ lsof

15. What users are logged onto your system?
® Run and review the following commands as if you were responding to your analysis system.
e Runthe who —~aand w commands

$ who -a

$ w

16. What are the running processes your system?
® Run and review the following commands as if you were responding to your analysis system.
e Runthe ps aux command
i. Note: The “ps —ef” command gives a different output that you may find preferable.

$ ps aux

17. Extract your system information using the system profiler command-line utility

e Runthe system profiler command, output to a file named system-profiler-
data.spx

$ system profiler -xml -detaillLevel full > system-profiler-data.spx

18. Review the output of the system profiler command using System Information.app
e Openthefile system-profiler-data. spx file you just created in the System
Information.app. This application is located in /Applications/Utilities/.
e UseFile | Open toopen the file you have just created.
e Review the various data components.
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oW, . — _,%Pﬂ . — p— —
Hardware Overview:

ATA
Audio
Biuetooth
Card Reader
Biagnostics
Disc Burning
Etherriet Cards
Fibre Channel
FireWire
Graphics/Dispiays
Hardware RAID
Memory
PCY Cards
Parallel SCSt
Power
Printers
SAS
Serial-ATA
Thunderboit
uss

¥ Network
Firewalt
Locations
Modems
Volumes
WAWAN
Wi-Fi

¥ Software

__ Accessibility
= bit » Hardware

Model Name: MacBook Pro
Model Identifier: MacBookPro6,2
Processor Name: Intel Core IS
Processor Speed: 2.4 GHz
Number of Processors. 1
Total Number of Cores: 2
L2 Cache (per Core): 256 KB
L3 Cache: 3 MB
Memory: 8CB
Processor Intercannect Speed: 4.8 GT/3
Beot ROM Version: MEP51.0057.80F
SMC Version (system): 1.58f16
Serial Number {system): WAl
Hardware DUID: 1B02F115-BD86-5615-ACRB-57ESBDADAG2S
Sudden Motion Sensor:

State: Enabled

FOR518 - SANS ©2015

Exercise 1.1 — Mac Live Response

10



Exercise — Step-By-Step

Option 1:

1. Review the output of these system information commands:

bit:~ oompa$ date

bit

bit:~ oompa$ uname -a

Darwin bit 12.0.@ Darwin Kernel Version 12.98.0: Sun Jun 24 23:00:16 PDT 2012;
ot:xnu-2050.7.9~1/RELEASE_XB6_64 x86_64
bit:~ oompa$ sw_vers

Sun Aug 12 18:13:26 EDT 2012
bit:~ oompa$ hostname

ProductName: Mac 0S X
ProductVersion: 10.8
BuildVersion: 12A269

ro

1. What time zone is this system using?
= Eastern Daylight Time (EDT)
2. What is the hostname for this system?

= bit’

3. What kernel version is this system using?
= 12.0.0

= You can review the Wikipedia page for Darwin to see what Kernel Version is mapped to
which OS X version. (12.0.0 is Mountain Lion, 10.8)
= [http://en.wikipedia.org/wiki/Darwin_{operating_system)]
4. What version of OS X is it running?
= 10.8 — Mountain Lion

2. Review the output of the netstat —-an command:

bit:~ oompa$ netstat -an | more

Active Internet connections (including servers)

Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp4d e ® 192.168.1.101.61354 74.125.228.105.443 ESTABLISHED
tcpd 0 @ 192.168.1.1081.61353 74.125.137.93.443 ESTABLISHED
tcp4 [} ® 192.168.1.101.61345 192.168.1.1.445 ESTABLISHED
tcpd e ® 192,168.1.161.61316 17.172.232.106.5223 ESTABLISHED
tepd 37 & 192.168.1.101.6113% 199.47.216.172.443 CLOSE_WAIT
tcpd 37 e 192.168.1.101.61045 199.47.217.173.443 CLOSE_WAIT
tcpd [} 0 192.168.1.101.61044 74.125.228.103.443 ESTABLISHED
tcp4d 37 @ 192.168.1.101.61035 107.22.245.91.443 CLOSE_WAIT
tepd e 2 192.168.1.101.61033 173.194.68.108.993 ESTABLISHED
tcp4d 0 ® 192.168.1.101.61027 205.188.0.231,443 ESTABLISHED
tcpd 0 8 192.168.1.101.61026 129.21.49.169.993 ESTABLISHED
tcpd 0 ¢ 192.168.1.161.61025 173.194.68.108.993 ESTABLISHED
tcpd e @ 192.168.1.101.61022 129.21.49.169.993 ESTABLISHED
tcpd () ? 192,.168.1.101,61021 173.194.68.109.993 ESTABLISHED
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Perform a whois on 74.125.228.105.

$ whois 74.125.228.105

3. Review the output of the 1sof -i command:

1. Whois 74.125.228.105 registered to?

2. What ports are these connections running on?

a. Google, Inc.
a. 443

b. 445

c. 993

d. 5223

3. What IP address does this system have?
192.168.1.101

a.

bit:~ oompa$ lsof -i | more I
COMMAND PID USER FD TYPE BEVICE SIZE/OFF NODE NAME
SystemUIS 236 oompa 8u IPv4 0x9ed2bla’06515675 pLe  UDP *i% |
NetworkBr 241 ocompa 30 IPv4 9xSed2hla7®65179%9cd 0t8  UDP #=:»
imagent 258 compa  12u  I1Pv4 Px%ed2bla?8676353S 0t@ UDP localhost:58160->iscalhost:58180 I
imagent 258 sompa 13 IPv4 #x9ed2blaZibcShcbs 0t TCP Bit:61027->bos-0005b-rdrd.blue.aol . com:https {ESTABLISHED]
imagent 258 compa 16u IPvd 9x9ed2bla’@beebBéc Bté  TCP bit:61911->gc-in-f125.1e188.net:5223 (ESTABLISHED) |
Dropbox 279 oompa  10u  IPv4 £x9ed2bla?ibcadcES Bt@ TCP bit:68999->sjc-notlB.sjc.dropbox.com:http {ESTABLISHED}
Dropbox 279 compa  16u 1Pv4 Bx3ed2bla79651511d 2te UDP #:17508 I
Dropbox 279 compe  1%u IPv4 9x%ed2blaZBcace2ld Bte  TCP w:175@6 {(LISTEN}
Dropbox 279 oompa  21u  IPv4 Bx0ed2bla?16367df5 8t@ TCP bit:61138->v~client-la.sjc.dropbox.com:ihttps {CLOSE_WAIT) ]
Drepbox 278 aompa 25u  IPv4 8xBed2bla?69419¢65 Bt® TCP localhost:26164 (LISTEN}
Dropbox 279 oompa 28u  IPvd 2x%ed2bla?1f2539ads 88 TCP bit:51&35—>ec2-187-22-245~92.compute-l;amazoaaws.com:httpsI
{CLOSE_WAIT)
Grogbox 279 oompa  29%u 1IPv4 &xBedZblalObeebfgs 9t@ TCP bit:61845-»v-client-2b.sjc.dropbox.comshttps {CLOSE_WAIT} I
Mail 824 oompa  24u  IPv4 dx9ed2bla’BfedBdfS 218 TCP bit:61BL7->mail.csh.rit.edu: imaps (ESTABLISHED)
1. List three of the processes, their associated user, network type, and network connection
information.
Process User Connection Type Network Connection
Host, Protocol, Status
imagent oompa IPbv4 bos-d005b-rdr4.blue.aol.com
HTTPS
ESTARLISHED
Dropbox oompa Ipv4 v-client-la.sjc.dropbox.com
HTTPS
CLOSE WAIT
Mail oompa IpPvi mail.csh.rit.edu
IMAPS
ESTABLISHED

4. Review the output of the netstat -rnand arp -an commands:
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bit:~ oompa$ netstat -rn | more
Routing tables

Internet:

Destination Gateway Flags Refs Use Netif Expire
default 192.168.1,254 UGSc 22 e enl

127 127.0.8.1 Ucs 8 ] 100
i27.6.0.1 127.0.8.1 UH 5 23616 to@

169. 254 Link#6 ucs 1 8 enl
169.254.204.125 bB:c7:5d:cc:5:88  UHLSW 2] 1 enl
192.168.1 tink#6 ucs 5 e enl
192.168.1.1 ¢@:3f:e:8¢:59:549 UHLWIi 1 104 enl 850
192.168,1.101 127.0.0.1 UHS %) ) 100
192.168.1.133 3¢c:7:54:3:65:20 UHLWIL 8 4502 enl 295
192.168.1.209 d40:23:db:72:91:16 UHLWIi 2] 45 eni 1163
192.168.1.254 e0:69:95:50:4¢:6 UHLWIir 23 577 enl 1188
192.168.1.255 ff:ff:ft:ff:fF:4f UHLWDI ? 1 enl

bit:~ oompa$ arp -an

? (169.254.204.125) at bB:c7:5d:cc:5:80 on enl [ethernet]

? (192.168.1.1) at ¢c0:3f:e:Bc:59:59 on enl ifscope [ethernet]

? (192.168.1.133) at 3c:7:54:3:65:20 on enl ifscope [ethernet]

? (192.168.1.2089) at d8:23:db:72:91:10 on enl ifscope [ethernet)
? (192.168.1,254) at e0:69:95:50:4c:6 on enl ifscope [ethernet)
? (192.168.1.255) at ff:ff:ff:ff:ff:ff on enl ifscope [ethernet]

1. What IP addresses did this system connect to recently?
a. 192.168.1.1
b. 192.168.1.133
c. 192.168.1.209
2. Look up the MAC Address for these IP addresses to see what kind of system it may be. (Hint:
Google the first three octets)
a. Netgear (c0:3f:0e, remember if it is a single digit/character — it has a leading zero)
b. Apple (b8:c7:5d)
c. Apple (3¢:07:54)
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5. Review the output of the i fconfig command:

bit:~ compa$ ifconfig

lo@: flags=8049<UP, LOOPBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM>
inet6 feB®::1%108 prefixlen 64 scopeid dx1
inet 127.8.0.1 netmask Ox¥f000000
inet6 ::1 prefixlen 128

gife: flags=8010<POINTOPOINT,MULTICAST> mtu 1280

stfe: flags=0<> mtu 1280

end: flags=8863<UP,BROADCAST, SMART,RUNNING, SIMPLEX,MULTICAST> mtu 15080
options=2b<RXCSUM, TXCSUM, VLAN_HWTAGGING, TS04>
ether ¢c4:2¢:93:89:ca: fd
media: autoselect {none)
status: inactive

fw@: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4678
lladdr e8:06:88:ff:fe:d5:5d:08
media: autoselect <full-duplex>
status: inactive

enl: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1506
ether 90:27:e4:f8:e6:5f
inet6 feB0::9227:e4ff:fefB:eb65f%enl prefixlen 64 scopeid 8x6
inet 192.168.1.101 netmask Bxffffff0® broadcast 192,168,1,255
media: autoselect
status: active

p2p0: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX,MULTICAST> mtu 2304
ether 62:27:e4:18:e6:5f
media: autoselect
status: inactive

1. What is the IP address of this system?
a. 192.168.1.101

6. Review the output of the who -aand w commands:

bit:~ ocompa$ who -a

reboot ~ Aug 4 11:24 00:24 1

oompa console Aug 4 11:26 old 57

oompa ttys@0® Aug 12 18:13 G 13949

oompa ttys001 Aug 12 18:18 09:09 13976
. run-level 3

bit:~ oompa$ w
18:55 up 8 days, 7:31, 3 users, load averages: 1.07 ©.99 ©.88

USER TTY FROM LOGIN@ IDLE WHAT

oompa console - 94Augl2 Bdays -

oompa s@00 = 18:13 - w

oompa s001 - 18:18 9 /usr/bin/less -is

1. What users are currently logged on?
a. oompa

2. What type of logins are the users using?
a. GUI (console)
b. Terminal (ttys###)
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3. When was the last system reboot?
a. August4atl1l1:24
4. How long has the system been up?
a. 8days, 7 hours and 31 minutes
5. What was the local system time when the w command was run?
a. 18:55
6. Review the commands the users were running. (Shown in the output of the ‘w’ command.)

7. Review the output of the last command:

byte:~ compas$ last

oompa ttys002 Fri Jan 3 16:05 5tiil logged in
testuser ttyseel Fri Jan 3 15:49 still logged in
testuser console Fri Jan 3 15:48 stilt leogged in
oompa ttys6os Thu Jan 2 19:51 still logged in
compa ttyseo3 Thu Jan 2 19:51 - 19:51 (00:00)
compa ttys062 Thuy Jan 2 19:50 - 19:51 (60:00)
oompa ttysoel Thu Jan 2 19:50 - 19:51 (60:00)
oompa ttyséos Thu Jan 2 19:58 - 19:51 (08:00)
oompa conscle Thu Jan 2 19:58 stili logged in
reboot ~ Thu Jan 2 19:49

shutdown ~ Thu Jan 2 19:22

rebeot ~ Thu Jan 2 19:22

shutdown ~ Thu Jan 2 19:21

reboot ~ Thu Jan 2 19:21

shutdown ~ Thu Jan 2 19:20

reboot -~ Thu Jan 2 19:20

shutdown ~ Thu Jan 2 19:19

reboot ~ Thu Jan 2 19:19

shutdown ~ Thy Jan 2 19:18

reboot ~ Thu Jan 2 19:18

shutdown ~ Thu Jan 2 159:17

vompa ttyseo1 Thu Jan 2 14:14 - 19:17 (95:02)
oompa ttyseoo Thu Jan 2 13:55 - 19:17 (@5:22)
oompa console Thu Jan 2 13:55 - 19:17 (05:22)
reboot ~ Thu Jan 2 13:54

shutdown ~ Thu Jan 2 13:54

compa ttyseao Thu Jan 2 13:39 - 13:54 {80:14)
oompa ttyseoe Thy Jan 2 12:02 - 13:38 (01:36)
oompa console Wed Jan 1 19:08 - 13:594 (18:54)
reboot ~ Wed Jan 1 18:5%

wtmp begins Wed Jan 1 18:59

1. How many Terminals does the user ‘testuser’ currently have open?
a. One

2. When did this log start?
a. January 1*'at 18:59
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8. Review the output of the ps aux command:

ompa 8814 8.3 1.2 1083732 9B268 77 S Wedd6PM 1:56.18 /Applications/Microsoft Office 2011/
elly 14583 #.2 8.5 2525132 45848 7?7 S 7:89PM  0:82.11 /System/fiibrary/Privateframevorks/Hel
ompa 8586 @,2 ©.,3 2572748 22849 1?7 S TuedBPM  4:45,34 fApplications/Urilities/Activity Mond
ompa 237 B.2 1.6 23B47120 137632 77 S 4Augi2  10:45.67 /System/stibrary/CoreServices/Finder.d
root 8589 8.1 8.2 2445112 3248 2% S8s Tued8PM 3:30,86 fusr/libexec/activitymonitord

pompa 254 @.1 @.2 2548272 28176 7?7 SM 4Augl?2  0:12.17 /System/Library/CoreServices/Notificd
hompa 279 0.1 9.8 758272 65752 - 4Augl2 14:27.73 /Applications/Gropbox.app/Contents/Ma
char lie 14677 9.9 5.@ 2484332 3532 ?7 SN 7:16PM 0:80.12 Zusr/sbin/usernoted

charlie 14676 8.0 0.8 2485232 3088 ?? S 7:10PM  9:06.07 /System/Library/CoreServices/Networkl
kcharlie 14673 @.2 0.2 2531632 168512 7?7 S 7:10PM  9:08.48 /System/Library/CoreServices/Finder,d
charlie 14672 8.0 6.6 2589266 51196 ES - 7:16BM  8:84.97 sSystem/ULibrarysCoreServices/Dock. apj
lcharlie 14662 9.9 9.9 2488108 2472 77 S 7:89PM 9:89,93 /System/Library/Services/AppleSpell.d
icharlie 14652 0.8 0.9 2467404 2920 1T 5 7:09PM  B:80,07 /System/iibrary/CoreServices/pbs
charlie 14651 2.8 8.3 2599168 24472 2?2 S 7:05PM 9:91.43 /System/iibrary/CoreServices/SystemU]}
charlie 1464% 2.2 9,1 2581732 1lei2e ?? S 7:00PM  9:81.18 /System/Library/Frameworks/Applicatig
charlie 14648 8.9 0.1 2504224 7332 78 7:95PM  9:8P.11 /System/iibrary/CareServices/talagent
icharlie 14642 B.® 9.9 2433978 1592 77 S 7:09PH 9:80.98 fusr/sbin/pboard

kcharlie 14633 6.9 9.9 2483820 2458 7?7 8 7:@69PM  Q:88.13 Jusr/sbin/distnoted agent

lcharlie 14631 .6 0.8 2465749 1509 77 S T:29PM4 8:80.25 /fusr/sbin/ctprefsd agent

chartie 14628  €.¢ 0.9 2471568 1576 77 5% 7:85P4  0:00.14 /sbinslaunchd
icharlie 14616 8.9 ©,3 257238@ 25728 77 Ss 7:66PM  0:01.50 /System/Library/CoredServices/loginwiy
kelly 14698 ©.8 5.8 2465392 2036 7?7 S 7:09PM  0:00.02 /System/Library/CoreServices/AirPort
elly 14603 0.8 9.2 2516072 14220 7? S5 F:@0PM  8:80.31 com.apple.dock.extra

1. List the users on the system and a process they are running.
a. oompa — Microsoft Office
b. kelly—com.apple.dock.extra
c. root - activitymonitord
d. charlie — pboard

Option 2:
9. Gather the system information of your analysis system
e Run and review the following commands as if you were responding to your analysis system.
i. Runthe date command.
ii. Runthe hostname command.
iii. Runthe uname -acommand.
iv. Runthe sw_vers command.

$ date
$ hostname
$ uname -a

$ sw_vers

10. What are the active network connections your system?
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® Run and review the following commands as if you were responding to your analysis system.
i. Runthenetstat —an command

1. Note: The option “~f inet” or“—f inet6” may be used to limit the output

to just IPv4 or IPv6 addresses.

2. Note: The option “~b” shows the number of byles transferred/received for each

IP address.

$ netstat -an

11. What are the active network connections your system, by process?

* Run and review the following commands as if you were responding to your analysis system.

i. Runthe 1sof -i command.

$ lsof -i

12. Review your Routing and ARP tables

¢ Run and review the following commands as if you were responding to your analysis system.

¢ Runthenetstat -rnandarp -ancommands

$ netstat -rn

$ arp -an

13. Review the network configuration data your system

¢ Run and review the following commands as if you were responding to your analysis system.

e Runthe ifconfigcommand

$ ifconfig

14. What are the open files your system?

e Run and review the following commands as if you were responding to your analysis system.

e Runthe 1sof command
e Review the Command, Process ID, User, and Name fields.
i. Note: Pipe the output to the less command “l1sof | less” for easier viewing.
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$ lsof

15. What users are logged onto your system?
e Run and review the following commands as if you were responding to your analysis system.
e Runthewho —aand w commands

$ who -a

S w

16. What are the running processes your system?
e Run and review the following commands as if you were responding to your analysis system.
e Runthe ps aux command
i. Note: The “ps —ef” command gives a different output that you may find preferable.

$ ps aux

17. Extract your system information using the system profiler command-line utility

e Runthe system profiler command, output to a file named system-profiler-
data.spx

$ system profiler -xml -detailLevel full > system-profiler-data.spx

18. Review the output of the system profiler command using System Information.app
e Openthefile system-profiler-data. spx file you just created in the System
Information.app. This application is located in /Applications/Utilities/.
e UseFile | Open toopen the file you have just created.
e Review the various data components.
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Exercise — Key Takeaways

e Get comfortable with some Mac OS X command line utilities.

e Many of the same commands you may have used with other systems may be different on Mac 0S X
such as the ps aux command.
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Exercise 1.2 — Disks & Partitions

Objectives

e  Review the disks and partitions on your analysis system.
e  Parse, by hand, the Protective MBR, GPT Header, and GPT Table

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Hex Editor
i. Locate and open the hex editor of your choice.
ii. Ilike these:
1. OxED - http://www.suavetech.com/0Oxed/Oxed.html
a. /Applications/OxED.app
2. Hex Fiend - http://ridiculousfish.com/hexfiend/
a. /Applications/Hex Fiend.app
3. xxd Command — Native command-line utility on OS X
e The Sleuth Kit
i. TSK utilities should have been installed in Exercise 0, please review this exercise if
needed.
e Calculator.app
i. Locate and open the Calculator.app application in /Applications/.
ii. UsetheView | Programmer setting to perform the hex conversions.

2. Exercise Flle Preparation — Locate the GI'T . dmg file located in the kxercise l'iles/lixercise
1.2 - Disks & Partitions directory on your FOR518 USB drive. This file should have the
MD5: 9e36e2a9e4fc9d6a04alfl3aad8c9e75. This can be checked by executing the command: md5
GPT.dmg.

3. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

Exercise — Questions

***Remember that GPT is Little Endian***

1. Use the diskutil list command
e Usethediskutil 1ist command to view the disks and partitions on your analysis system.
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$ diskutil list

2. Review the output of the diskutil 1list command

1. How many disks does your system have connected?

2. Fill out the table below with the information for up to five disks

Disk Identifier | Partition Scheme Number Volume Names Volume Disk Size
of Disk
Partitions Format

/dev/disk0

/dev/diskl

/dev/disk2

/dev/disk3

/dev/disk4

3. Usethediskutil info command on a couple of disks

§ diskutil info diskO

1. What is the Device/Media name?

2. What partition scheme does it use?

3. How large is this drive?
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4. Usethediskutil info command on a couple of partition slices

$ diskutil info diskOs2

1. Whatis the volume name?

2. What is the partition type?

3. Whatis the size of this volume?

5. Usethe sudo gpt —-r showcommand, with and without the ‘-1’ option
e Use your system’s boot drive, likely diskO0.

$ sudo gpt -r show diskO

$ sudo gpt -r show -1 diskO

e Take note of the start sectors for the Protective MBR, Primary GPT Partition Header, Primary GPT
Table and partitions. Also notice the difference between the GUIDs and Partition Labels. Refer back
to the slide listing the Partition Type GUIDs. Fill in the GPT and partition information below.

e GPT Information

Sector containing Protective MBR

Sector containing Primary GPT Header

Starting sector of Primary GPT Table

Starting sector containing Secondary GPT Table

Sector containing Secondary GPT Header

e Partition Information

Partition | GUID Partition Type
Number

Start Sector

Length (in Sectors)

1.

2

3
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6. Use The Sleuth Kit command mm1s to view the GUID Partition Table on the GPT . dmg file.

e The MD5 hash for the GPT . dmg file should be 9e36e2a9%e4fc9d6al4alfl3aad8c9e75,
if it is not please extract the file from the FOR518 thumb drive again, otherwise the answers
may not match those in the Step-by-step section.

$ mmls GPT.dmg

e Fill in the GPT and partition table information below.

e GPT Information (You can find the Partition Type GUIDs on your FOR518 Reference Sheet)

Sector containing Protective MBR (Safety Table)

Sector containing Primary GPT Header

Starting sector of Primary GPT Table

¢ Partition Information

Partition | Partition Name Start Sector Length (in Sectors)
Number

1

7. Extract the Protective MBR using dd
e You may use the xxd command for output rather than redirecting it to a file for a GUI hex
editor if you prefer the command-line interface:
i. dd if=GPT.dmg count=1 | xxd
e You can use the ‘open’ command to open this file in a GUI hex editor from the command line.
To open the output file in OXED use this command:
i. open -a OxED <output filename>
ii. You may want to change the offsets from hex to decimal to use the offsets in this
exercise, all offsets in this course are in decimal:
1. OxED - Double-click the “Dec” in the lower-left corner of the application. You
may also go into the application preferences and change the “Number Mode”
(OXED | Preferences).

2. Hex Fiend - Single-click the offset column to switch between hex and decimal
offsets.

$ dd if=GPT.dmg count=1 > GPT-DMG-PMBR

1. Is this volume bootable (Offset 446)?
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2. What is the partition type (Offset 450)?

3. What is the starting LBA (Offset 454-457)?

4. What is the size of the volume in sectors (Offset 458-461)?

8. Extract the GPT Header using dd

$ dd if=GPT.dmg skip=1 count=1 > GPT-DMG-GPTHeader

1. What is the signature (Offset 0-7)?

2. What is the size of the header in bytes (Offset 12-15)?

3. Whatis the LBA of the GPT Header (this file) (Offset 24-31)?

4. What is the LBA of the Backup/Secondary GPT Header (Offset 32-39)?

5. What is the GUID of the partition (Offset 56-71)?

6. Starting LBA of the GPT Partition Table (Offset 72-79)?

7. Number of partition table entries available (Offset 80-83)?

9. Extract the GPT Table using dd

$ dd if=GPT.dmg skip=2 count=1 > GPT-DMG-GPTTable

1. What is the partition type GUID, and what type of partition is it (Offset 0-15)?

2. What is the unique GUID for the partition (Offsel 16-31)?
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3. What is the starting LBA for the partition (Offset 32-39)?

4. What is the ending LBA for the partition (Offset 40-47)?

5. What is the name of the partition (Offset 56+)?

10. Usethehdiutil imageinfo GPT.dmg command, review the output.
e Check your answers with this command, or make your life much easier in the future!

$ hdiutil imageinfo GPT.dmg

Extra Credit:

Parse own GPT Header and Table of your analysis system. Use dd to extract files, you will need to use sudo
with the command or you will get a ‘Permission denied” error. This may not work with File Vaulted disks, try
using a different disk or volume.
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Exercise — Step-By-Step

1. Use the diskutil list command
e Usethediskutil 1list command to view the disks and partitions on your analysis system.

$ diskutil list

2. Review the output of the diskutil list command

This system output has five disks:

byte:~ compa$ diskutil list
Jdev/diske
#: TYPE NAME SIZE IDENTIFIER
2: GUID_partition_scheme *508.1 GB8 disk®
1: EFI 289.7 MB disk@sl
2: Apple_HFS Macintosh HD 499.2 GB disk@s2
3: Apple_8oot Recovery HD 650.06 MB  diske@s3
/dev/diskl
#: TYPE NAME SIZE IDENTIFIER
6: FDisk_partition_scheme *8.8 GB diski
1: DOS_FAT_32 NO NAME 8.8 GB diskisl
/dev/8isk2
#: TYPE NAME SIZE IDENTIFIER
0: FDisk_partition_scheme *2.8 TB disk2
1: Windows_NTFS WDPassport 2.9 7B disk2s1
/devidisk3
#: TYPE NAME SIZE IDENTIFIER
9: FBisk_partition_scheme *3.5 GB disk3
13 DOS_FAT_32 Kindle 3.5 GB disk3sil
/devidiskd
#: TYPE NAME SIZE IDENTIFIER
B: FDisk_partition_scheme *1.8 GB disk4
1: DOS_FAT_16 ORANGE 1.9 GB diskd4sl
Disk Identifier | Partition Scheme Number | Volume Names Volume Disk Size
of Disk
Partitions Format
/dev/disk0 | GUID Partition 3 EFI (Unamed) EFT 500 GB
Scheme Macintosh HD (FAT)
Recovery HD HES+
HES+
/dev/diskl | FDisk Partition |1 “NO NAME” FAT32 8 GB
Scheme (MBR)
/dev/disk2 | FDisk Partition |1 WDPassport NTFS 2 TB
Scheme (MBR)
/dev/disk3 | FDisk Partition |1 Kindle FATR?2 3.5 CR
Scheme (MBR)
/dev/disk4 | FDisk Partition |1 ORANGE FAT16 1 GB
Scheme (MBR)
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3. Usethediskutil info command on a couple of disks

$ diskutil info disk0

The output for this /dev/disk0 usingthe diskutil info command shows that|am using a 500GB
Toshiba hard drive. This disk uses the GUID Partitioning scheme.

byte:~ oompa$ diskutil info diske@
Device Identifier: diske
Device Node: /devsdiske
Part of Whole: diske
Device / Media Name: TOSHIBA MKSQ65GSXF Media
Voluse Name: Not applicable (no file system}
Mounted: Not applicable (no file system)
File System: None
Content {IOContent): GUID_partition_scheme
0S8 Can Be Installed: No
Media Type: Generic
Protocol: SATA
SMART Status: Verified
Total Size: 508.1 G8 (500107862016 Bytes) (exactly 976773168
512-Byte-Blocks)
Vvolume Free Space: Not applicable {(no file system)
Device Block Size: 512 Bytes
Read-Only Media: No
Read-Only Volume: Not applicable {no file systes)
Ejectable: Ne
Whole: Yes
Internal: Yes
Solid State: No
0S 8 Drivers: No
fow Level Format: Not supported
Device Location: "Lower"

4. Usethediskutil info command on a couple of partitions slices

$ diskutil info disk0s2

The output for this disk identified as disk0s2, the boot disk shows that it is named ‘Macintosh HD’. This
partition uses HFS+ and is 499.2GB is size.
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byte:~ oompa$ diskutil infoc disk@s2

Device Identitier: diskes2

Device Node: foev/diskes2

Part of Whole: diske

Device / Media Name: Customer

Volume Name: Macintosh HD

Escaped with Unicode: MacintoshhFFAFEN20800HD

Mounted: Yeg

Mount Point: 7/

Escaped with Unicode: rs

File Systea Personality: Journaled HFS+

Type (Bundle): hes

Name (User Visibleil: Mac 0S Extended {Journaled)

Journal: Journal size 40960 KD at offset 8x2382000

Owmners: Enabled

Partition Type: Apple_HFS

05 Con Be Installed: Yes

Media Type: Generic

Protocol: SATA

SMART Status: Verified

Volume ULID: C$1CD139-AS4F-3988-A787-213C0CBA6GCT1

Total Size: 495.2 GB (499248103424 Bytes)} (exactly 975093952
$12-Byte-Blocks)

Volume Free Space: 272.1 GB (272126107648 Bytes] (exactly 531486384
Si2-Byte-Blocks)

Pevice Block Size: 512 fytes

Read-Only Hedia: Mo

Read-Only Volume: No

Ejectable: Ko

Whole: No

Internal: Yes

Solid State: No

Device Location: "Lower"

5. Usethe sudo gpt -r showcommand, with and without the ‘-1’ option
e Use your system’s boot drive, likely di skO0.

$ sudo gpt -r show disk0

$ sudo gpt -r show -1 disk0

The output of the gpt show —r command on the /dev/disk() device shows disk( has three partitions.
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start

8

i

2

34

49

499640
975503592
976773128
976773135
976773167

byte:~ oompa$ sudc gpt -r show disk®

size index contents

1 PMBR
1 Pri GPT header
32 Pri GPT table
B
409609 1 GPT part - C12A7328-FB81F-11D2-BA4B-00AR(S3ECI3B
975893952 2 GPT part - 484653008-9000-11AA-AA11-00306543ECAC
1269536 3 GPT part - 426F6F74-0000-11AA-AA11-00386543ECAC
7
32 Sec GPT table
1 Sec GPT header

byte:~ compa$ sudo gpt -r show -1 diske

start size index contents
-] 1 PMBR
1 1 Pri GPT header
2 32 Pri GPT tabte
34 6
40 409600 1 GPT part - "EFI System Partition"
4096406 975093652 2 GPT part - "Customer™
975593552 1269536 3 GPT part - "Recovery HD"
976773128 7
976773135 32 Sec GPT table
976773167 1 Sec GPT header
e GPT Information
Sector containing Protective MBR 0
Sector containing Primary GPT Header 1
Starting sector of Primary GPT Table 2
Starting sector containing Secondary GPT Table | 976773135
Sector containing Secondary GPT Header 976773167

Partition Information

Partition Number | GUID Partition Type Start Sector Length (in Sectors)
1 EFI System Partition 40 409600

2 HFS+ Partition 409640 975093952

3 Apple Boot Partition 975503592 1269536
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6. Use The Sleuth Kit command mmls to view the GUID Partition Table on the GPT . dmg file.

The MD5 hash for the GPT . dmg file should be 9e36e2a9%9e4fc9d6al4alfl3aad8c9e75,
if it is not please extract the file from the FOR518 thumb drive again, otherwise the answers
may not match those in the Step-by-step section.

$ mmls GPT.dmg
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The mm1 s output is shown below for the GPT . dmg disk image file.

$ mmls GPT.dmg

GUID Partition Table

Offset Sector: 0
Units are in 512-byte sectors

(EFTI)

Slot Start End Length Description
00: Meta 0000000000 0000000000 0000000001 Safety Table
01: immmeeeme 0000000000 0000000039 00000000640 Unallocated
02: Meta 0000000001 0000000001 0000000001 GPT Header
03: Meta 0000000002 0000000033 0000000032 Partition Table
04: 00 0000000040 0000079999 0000079960 disk image
05: s 0000080000 0000080039 0000000040 Unallocated
e GPT Information
Sector containing Protective MBR (Safety Table) | O
Sector containing Primary GPT Header 1
Starting sector of Primary GPT Table 2
e Partition Information
Partition Number | Partition Name Start Sector Length (in Sectors)
1 “disk image” 40 79960
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7. Extract the Protective MBR using dd

You may use the xxd command for output rather than redirecting it to a file for a GUI hex
editor if you prefer the command-line interface:

i. dd 1f=GPT.dmg count=1 |
You can use the ‘open’ command to open this file in a GUI hex editor from the command line.
To open the output file in OXED use this command:

i. open —a OxED <output filename>
You may want to change the offsets from hex to decimal to use the offsets in this exercise, all
offsets in this course are in decimal:

i. OxED - Double-click the “Dec” in the lower-left corner of the application. You may also
go into the application preferences and change the “Number Mode” (0xED |
Preferences).

ii. Hex Fiend — Single-click the offset column to switch between hex and decimal offsets.

xxd

$ dd

if=GPT.dmg count=1 > GPT-DMG-PMBR
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1. Is this volume bootable (Offset 446)?

a. 0x00-No

2. What is the partition type (Offset 450)?
a. OxEE — EFI GPT Disk (EFI Protective MBR)
3. Whatis the starting LBA (Offset 454-457)7?
a. 0x01000000 = 1 (Little Endian)
4. What is the size of the volume in sectors (Offset 458-461)?
a. 0x000138A7 = 0xA7380100 (Little Endian) = 80039

8. Extract the GPT Header using dd

$ dd if=GPT.dmg skip=1 count=1 > GPT-DMG-GPTHeader
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1. What is the signature (Offset 0 7)?
a. "“EFI PART”
2. What is the size of the header in bytes (Offset 12-15)?
a. 0x5C-92 bytes
3. What is the LBA of the GPT Header (this file) (Offset 24-31)?
a. 0x0100000000000000 = 1 (Little Endian)
4. What is the LBA of the Backup/Secondary GPT Header (Offset 32-39)?
a. 0xA738010000000000 = 80039 (Little Endian)
5. What is the GUID of the partition (Offset 56-71)?
a. (Ox4D955EBE79354643B548EC52B7A05ACS)
b. BESE954D-3579-4346-B548-EC52B7A05ACS
c. The first three parts of each GUID are little endian; the last two are big endian.
6. Starting LBA of the GPT Partition Table (Offset 72-79)?
a. 0x0200000000000000 = 2 (Little Endian)
7. Number of partition table entries available (Offset 80-83)?
a. 0x80000000 — 128 entries available (Little Endian)
9. Extract the GPT Table using dd

$ dd if=GPT.dmg skip=2 count=1] > GPT-DMG-GPTTable
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1. What is the partition type GUID, and what type of partition is it (Offset 0-15)?
a. (0x005346480000AA11AA1100306543ECAC)
b. 48465300-0000-11AA-AA11-00306543ECAC
c. HFS+ Partition

2. What is the unique GUID for the partition (Offset 16-31)?
a. (0x3772982C1103444C890171866F639E2D)
b. 2C987237-0311-4C44-8901-71866F639E2D

3. What is the starting LBA for the partition (Offset 32-39)?
a. 0x2800000000000000 = 40 (Little Endian)

4. What is the ending LBA for the partition (Offset 40-47)?
a. Ox7F38010000000000 = 79999 (Little Endian)

5. What is the name of the partition (Offset 56+)?
a. “disk image” (Unicode)

10. Usethe hdiutil imageinfo GPT.dmg command, review the output.
e Check your answers with this command, or make your life much easier in the future!

$ hdiutil imageinfo GPT.dmg

Extra Credit:

Parse own GPT Header and Table of your analysis system. Use dd to extract files, you will need to use sudo
with the command or you will get a ‘Permission denied” error. This may not work with File Vaulted disks, try
using a different disk or volume.
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Exercise — Key Takeaways

e Mac OS X uses the GUID Partition Table

e There are many native and open-source command-line utilities on Mac OS X to view and parse disks
and partitions

e Command-line tools will easily parse what you can do by hand, but you can learn by doing it the hard
way (also more fun?)
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Exercise 1.3 - HFES+

Objectives

° Review the HFS+ Volume Header and compare with native utilities.
e  Review the HFS+ Special Files (Catalog, Extents Overflow and Attributes Files.)

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Hex Editor
i. Locate and open the Hex Editor of your choice.
ii. Ilike these:
1. OxED - http://www.suavetech.com/Oxed/Oxed.html|
a. /Applications/OxED.app
2. Hex Fiend - http://ridiculousfish.com/hexfiend/
a. /Applications/Hex Fiend.app
3. xxd Command — Native command-line utility on OS X
e The Sleuth Kit
i. TSK utilities should have been installed in Exercise 0, please review this exercise if
needed.
e Synalyze Itl.app
i. Locate and open the Synalyze It!.app from /Applications/Synalyze It!.app
ii. This tool is available on your USB drive in the Tools directory.
iii. This tool is avallable at http://www.synalysis.net/downloads/
e BBT Epoch Converter
i. Locate and open the BlackBag Epoch Converter from /Applications/Epoch Converter.app
2. Exercise File Preparation — Locate the GPT . dmg file located in the Exercise Files/Exercise
1.3 - HFS+ directory on your FOR518 USB drive. This file should have the MD5:
9e36e2a9e4fc9d6a04alfl3aad8c9e75. This can be checked by executing the command: md5
GPT.dmg.
3. FORS518 HFS+ Reference Sheet — Locate the FOR518 HFS+ Reference Sheet provided to you in your
class material and books. The PDF format of this sheet is available on your FOR518 USB drive. This
reference is HIGHLY recommended for this exercise
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Exercise — Questions

1. Open another Terminal Window

e Usethehdiutil fsidcommand to view the volume header for the ‘disk image’
volume. Use the Primary Volume Header.

$ hdiutil fsid GPT.dmg

1. What file system does Partition 4 ‘disk image’ use?

2. How large is the volume?

3. What is the volume block size?

4. What is the signature of the volume?

5. When was this volume created?

2. Extract the Volume Header

e Usethe dd command to extract the volume header for the ‘disk image’ volume to a file.

e The volume header is located 1024 bytes from the beginning of the volume. In the last exercise
we found that the ‘disk image’ volume starts at sector 40 and each sector is 512 bytes. Use the
skip= parameter to go to this part of the disk.

e The volume header is always 512 bytes in size, use the count= parameter to only copy out
one sector containing the volume header.

e Saveittoafile named volume header.

$ dd if=GPT.dmg skip=42 count=1] > volume header

3. Parse the Volume Header
e Openthe volume header file in the hex editor of your choice.
e You can also use the Synalyze It! application for a colorized version of the volume header.
e Open the Synalyze It! application.
e Open the extracted volume header file from the previous step, volume header.
e Also open the included volume header grammar file, this file contains the
colorized offsets to help translate what is seen in the volume header file.
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1. When was this volume last modified?

2. How many files does this volume contain?

3. How many folders does this volume contain?

4. How large is the Catalog file?

5. What is the start block of the first extent of the Catalog file?

6. How many blocks does this extent run?

4. Extract the HFS+ Special Files from the Disk Image.
e Usethe TSK command icat extract the HFS+ special files. We know that each HFS+ special file
uses a specific Catalog Node ID for each file.
o CNID 4 points to the Catalog File
o CNID 8 points to the Attributes File

$ icat -f hfs -o 40 GPT.dig 4 5> cataloy file
$ icat -f hfs -o 40 GPT.dmg 8 > attributes file

5. Parse the Catalog File
e Openthe catalog file filein the hex editor of your choice.
e You can also use the Synalyze It! application for a colorized version of the catalog file.
e Open the Synalyze It! application.
e Open the extracted catalog file from the extraction step, calalog [ile. Usethe
“Open Other” button.
® Next, open theincluded hfs+ catalog node grammar file; this file contains the
colorized offsets to help translate what is seen in the catalog filefile. Use File
| Open..
e Inthe window containing the catalog filefile, selectthe HFS Catalog File
grammar in the Grammar dropdown menu located at the top of the window.
e You should notice a colorization effect.

6. Parse the Catalog File — Header Node
e The Header Node is always the first node in an HFS+ special file. The header node contains
four components:
o Node Descriptor
o Header Record
o User Data Record - Unused
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o Map Record —Same format as the Attributes File
1. Review the Node Descriptor, 14 bytes at offset O in the catalog file.
a. What are the values for the Forward Link and Backward Link?

b. What is the node type in the Node Descriptor?

¢. How many records does this node contain?

2. Review the Header Record, 46 bytes at offset 14: inthe catalog file.
a. How many leaf records are contained in the catalog file?

b. What is the Node Size?

c. How many nodes are in this catalog file file?

7. Catalog Record —Leaf Nodes & Node Descriptor
e Leaf Nodes hold the data that most forensic analysts will be interested in: files and folders.
e Each node starts at multiples of the Node Size found in the Header Record (found in the Header
Node).

1. Review the Node Descriptor for each of the three nodes after the Header Node. Which type of
node are they?
a. 14 bytes at offset 4096 (0x1000)

b. 14 bytes at offset 8192 (0x2000)

c. 14 bytes at offset 12288 (0x3000)

2. Review the Node Descriptor, 14 bytes at offset 4096 in the catalog file for the first leaf node.
a. What are the forward and backward link nodes for this node?

i. Forward Link:

ii. Backward Link:

b. How many records does this node contain?

8. Catalog Record — Node Keys & Records
e Each node can have multiple keys and associated records. Review the first leaf node and its
keys and records.
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e Fill in the table below with the information for the first record in first node (offset 4096).
o EXTRA CREDIT: Fill in the table below with the information for the second record in first node
(offset 4096).

[ Key Length

Parent CNID

Key Length Name

Key Name
Converted Unicode) ;

Recor Type

File ID

Create Date (in hex)

Content Modification Date (in hex)

Attribute Modification Date (in hex)

Access Date (in hex)

Backup Date (in hex)

Logical File Size

Total Allocated Blocks

Extent [1] Start Block

Extent [1] Block Count

Extents [2-8] are empty PR 2 o e Do o e

9. Attributes File
e Openthe attributes file fileinthe hex editor of your choice.
® You can also use the Synalyze It! application for a colorized version of the attributes file.
e Open the Synalyze It! application.
e Open the extracted attributes file from the extraction step, attributes file. Use
the “Open Other” button.
e Next, opentheincluded hfs! attributes node grammar file; this file
contains the colorized offsets to help translate what is seen in the
attributes filefile.Use File | Open..
¢ Inthe window containing the attributes file file, select the
HFS Attributes Filegrammarinthe Grammar dropdown menu located at the
top of the window.
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e You should notice a colorization effect.
10. Attributes File — Header Node, Node Descriptor & Header Record

1. How many leaf records are there?

2. What is the Node Size?

3. How many nodes are in thisattributes file file?

11. Attributes File — File Attributes
e Each node can have multiple keys and associated records. Review the first leaf node and its
keys and records.
e Fill in the table below with the information for the first record in first node (offset 8192).
e EXTRA CREDIT: Fill in the table below with the information for the second record in first node
(offset 8192).

Key Length

File CNID

Key Name
Length (in
bytes)

Key Name
(Converted
Unicode)

Record Type

Attribute Size

Attribute Data
(Describe
Contents)

Extra Credit —
e Keep parsing various keys and records in the Catalog and Attributes files.
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1. What file system does Partition 4 ‘disk image’ use?

a. HFS+
2. How large is the volume?
a. 39.0MB
3. What is the volume block size?
a. 4096
4. What is the signature of the volume?
a. H+

5. When was this volume created?
a. 7/8/12, 8:49:10 PM EDT

2. Extract the Volume Header

e Use the dd command to extract the volume header for the ‘disk image’ volume to a file.

e The volume header is located 1024 bytes from the beginning of the volume. In the last exercise
we found that the ‘disk image’ volume starts at sector 40 and each sector is 512 bytes. Use the
skip— parameter to go to this part of the disk.

e The volume header is always 512 bytes in size, use the count= parameter to only copy out
one sector containing the volume header.

e Saveittoafile named volume header.

$ dd if=GPT.dmg skip=42 count=1 > volume header

3. Parse the Volume Header
e Openthe volume header file in the hex editor of your choice.
e You can also use the Synalyze It! application for a colorized version of the volume header.
o Open the Synalyze It! application.
o Open the extracted volume header file from the previous step, volume header.
o Also open the included volume header grammar file, this file contains the
colorized offsets to help translate what is seen in the volume header file.

1. When was this volume last modified?
a. 3468173609 or 2013-11-24 16:33:29 Sun EST
i. 4 bytes at offset 20
ii. Use Epoch Converter to convert timestamp
2. How many files does this volume contain?
a. 13
i. 4 bytes at offset 20
3. How many folders does this volume contain?
a. 7
i. 4 bytes at offset 32
4. How large is the Catalog file?
a. 319488 bytes
i. 4 bytes at offset 272
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5. What is the start block of the first extent of the Catalog file?

1067

a.

4 bytes at offset 288
6. How many blocks does this extent run?

78

4 bytes at offset 292

Figure 1 — Volume Header Using a Basic Hex Editor (OxED Application is shown)
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Figure 2 - Volume Header using Synalyze It! Applicotion & Custom Grammar

" _volume_header
ths volume header :]
- G P A T B TR el o ML hp
M4, ... .HFS3.,.. |  Position Offset Element Value
w10, | "] 0 Y HFS+ Volume Header [0]
LTS BT | 2 +2 Version 4
a2 4 +4 Attributes 800021 00
---------------- 8 +8 Last Mounted Version HFSJ
"""" g-*. a0 12 +12 Journal Info Block 2
4 rrretanesrneens 16 +16 Create Date 3424625350
"""""""" | 20 +20 Madify Date 3468173609
"""""""" 24 +24 Backup Date 0
"""""""" 28 +28 Checked Date 34246338750
e 32 +32 File Count 13
; 7 '" _______ R | 36 +36 Folder Count 7
7 00 08 80 00] ..o, | 40 +40 Block Size 4096
g 30 ool o0 00 60 60] ................ ‘ 44 +44 Totatl Blocks 9995
_______________ 48 +48 Free Blocks 9395
EOERAE ... ... 0. N 52 +52 Next Allocation 292
[oa 00 00 AE[D BN % 00 00 56 +56 RSRC Clump Size 65536
) PO BR] .....iieieiiaans 60 +60 Data Clump Size 65536
0] .. 64 +64 Next Catalog ID 62
O BOIBA] @0 G0 00 B8] .......o.ooninie | 68 +68 Write Count 57
e ...... a..a..n 72 +72 Encoding Bitmap 00 00 00 00 60 00 00 01,
RN l 80 +80 Finder Info Array [0) 0
---------------- 84 +84 Finder Info Array (1} 0
"""""""" 1 B8 +88 Finder Info Array [2] 0
d SRy 7] +92 Finder Info Array (3] 0
it 96 +96 Finder Info Array [4] 0
""""""" . 100 +100 Finder Info Array [5] 0
"""""""" 104 +104 VSDB Volurne (D Finder tnfo... Ox679CBY03565CF3ID2
"""""""" 112 +112  »ForkData [0]
"""""""" 192 +192 > ForkData [1]
272 +272 ¥ ForkData (2]
272 0 Logical Size 319488
! 280 +8 Clump Size 319488
I 284 +12 Total Blocks 78
| 288 +16 ¥ Extents (0]
| 288 0 StartBlock 1067
l 292 +4 BlockCount 78
296 +24 ¥ Extents [1}
296 0 StartBlock 0
300 +4 BlockCount 0
304 +32 P Extents [2]

4. Extract the HFS+ Special Files from the Disk Image.
e Use the TSK command icat to extract the HFS+ special files. We know that each HFS+ special
file uses a specific Catalog Node ID for each file.
o CNID 4 points to the Catalog File
o CNID 8 points to the Attributes File

$ icat -f hfs -o 40 GPT.dmg 4 > catalog file
$ icat -f hfs -o 40 GPT.dmg 8 > attributes file

5. Parse the Catalog File
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e Openthe catalog file fileinthe hex editor of your choice.
e You can also use the Synalyze It! application for a colorized version of the catalog file.
e QOpen the Synalyze It! application.
e Open the extracted catalog file from the extraction step, catalog file. Use the
“Open Other” button.
e Next, opentheincluded hfs+ catalog node grammar file; this file contains the
colorized offsets to help translate what is seen in the catalog filefile.Use File
| Open.. a
e Inthe window containing the catalog filefile, selectthe HFS Catalog File
grammar in the Gramma r dropdown menu located at the top of the window.
e You should notice a colorization effect.

6. Parse the Catalog File — Header Node
e The Header Node is always the first node in an HFS+ special file. The header node contains
four components:
o Node Descriptor
o Header Record
o User Data Record - Unused
o Map Record — Same format as the Attributes File

1. Review the Node Descriptor, 14 bytes at offset 0 in the catalog file.
a. What are the values for the Forward Link and Backward Link?
i. 0x00000000
ii. 0x00000000
1. Another way to check if this is a header node is to see if the backward and
forward links are both have the value 0x00000000.
2. 4 bytes at offsets 0 (0x00) and 4 (0x04)
b. What is the node type in the Node Descriptor?
i. Header Node (Type 1, 0x0001)
1. One byte at offset 8 (0x08)
c. How many records does this node contain?
i. 3 (Header Record, User Data Record, and Map Record)
1. 2 bytes at offset 10 (Ox0A)
2. Review the Header Record, 46 bytes at offset 14: in the catalog file.
a. How many leaf records are contained in the catalog file?
i. 42
1. 4 bytes at offset 20 (0x14)
b. What is the Node Size?
i. 4096 bytes
1. 2 bytes at offset 32 (0x20)
c. How many nodes are in this catalog file file?
i. 78
1. 4 bytes at offset 36 (0x24)

7. Catalog Record —Leaf Nodes & Node Descriptor
e Leaf Nodes hold the data that most forensic analysts will be interested in: files and folders.
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e Each node starts at multiples of the Node Size found in the Header Record (found in the
Header Node).

1. Review the Node Descriptor for each of the three nodes after the Header Node. Which type of node
are they?
a. 14 bytes at offset 4096 (0x1000)
i. Leaf Node (One byte at offset 8 (0x08) of the Node Descriptor)
b. 14 bytes at offset 8192 (0x2000)
i. Leaf Node (One byte at offset 8 (0x08) of the Node Descriptor)
c. 14 bytes at offset 12288 (0x3000)
i. Index Node (One byte at offset 8 (Ox08) of the Node Descriptor)
2. Review the Node Descriptor, 14 bytes at offset 4096 in the cataloqg file for the first leaf node.
a. What are the forward and backward link nodes for this node?
i. Forward Link: O
ii. Backward Link: 2
1. 1 bytes at offsets 4096 {0x1000) and 4100 (0x1004)
b. How many records does this node contain?
i. 16 Records
1. 2 bytes at offset 4106 (0x100A)

8. Catalog Record — Node Keys & Records
e Each node can have multiple keys and associated records. Review the first leaf node and its
keys and records.
e Fill in the table below with the information for the first two records in first node (offset 4096).
e EXTRA CREDIT: Fill in the table below with the information for the second record in first
node (offset 4096).

| 98 ytes

Key Length 92 bytes
0x005C 0x0062
Parent CNID 25 25
0x00000019 0x00000019
Key Length Name 43 bytes 46 bytes
0x0028B 0x002E
(86 bytes (92 bytes
UTF-16) UTF-16)
Key Name funny-pictures-computer- funny-pictures-firefox-in-on-
(Converted Unicode) more-rams-field.jpg your-computer.jpg
Record Type File Record File Record
0x0002 0x0002
File ID 31 32
{ 0x0000001F 0x00000020
Create Date (in hex) 0xCC208221 0xCC208171
Content Modification Date (in hex) 0xCC208221 0xCC208171
Attribute Modification Date (in hex) | 0xCC2084C9 0xCC2084C9

FOR518 - SANS ©2015 Exercise 1.3 — HFS+

13



0
O
o~
Q
[}
Q
o
o
Vol O @] ) )
VIolg o o <C o
NO| 5 O o ™~ o
Mmiola S o o o
OO o o o o
<TI OO O o o o
c|SIR8|_ 8|88l 8
X X[y X X X X
QIO O|«1 Ol O|+H O
(W
o~
<
@)
o
o
o
o
N ol v O L [T Ll
Vol o o R =
DO O =] ~ o
Mol 7O o () o
Olo o o (@] o
T OO0 © o o o
o|8lm 8| 83| 8
X| X X9 X|O X|<¢ X
O|O|n O|ld O|ld O|lH O
(7, Ll
— -~ x c
< X [8) Q =
3| S |© |3
cl|£ [s) o o
ot Sl ) t S
-‘\(.II [+§] (10} (@]
ol YW = b =
<l mlle 2le |2 2
A Olmte S o et L=t
ol —
172}
2(sl® |= & |
U|x|.= o] ] O
Q| Q| ab - +— =
Ql @l O (o) x b7
<L | m|3 = L wi

Extents [2-8] are empty
Figure 3 - First File Record

1 U QO -~ . . .

>l E Y- . . . .

c { . . .

C UL VO - L

S L U EQ - »

Y- S < S ™= AN

+ 42 3 = . . 3 A

- U O 1 T .

« o & QD —~ . .

- . . . . O

\pere . . . e

. o ) 0 B « N . .
CNULAOABDBDUSODDSD DO
NODODOUIITIOOOODIOES® SO

SSSS8CSSSSSISSSIS
RIBEBTISSSsSSSTSSS

M N WO Woo W

0@00041 @%@@00@@@
B3 8888888S8S

SSSSSUSSSSSSSSESS
BN R S8S888888S
$8583388888888888
P NB8RRSSSSSSS8S8S

SIS SSISSSSTSSS
BKREENISE~S3I3I388S

WKhMWWON WL

S8888358828888888
EXCNKNRSSSSSSSSSSS
SSSSSUSSSSSSSSSSS
TPRIAILSSISESISSSS
SSSSSSSS3$888888SS
3353888828883 88S

SSSSS8S8S+SSSSSSSSm
RRENEESVSS8-33838SSS

SSSSSSRSSSIs5S8SSS8S

D D

8
20

sgsgggsgesssgeEessse

S o NN NN M

02
18

Figure 4 - Second File Record

1 Y 1 O OO C

1 cua . .

SR

CTO 1

S ¢ X 3¢ RS

©3609 & 1 g

T VR NS

-1 B

tm L :

EREETES

Q8BRS SSS8888S
$SSS8S3SSSSSS888SS
RREBRISSSSSSSS8SSs
sssssussssssssssSs
HNBRER SS8SSSSSSS

SSSSSISSSTSIISSSE8S
CB8RINHRISSSESSSISSS

SSSSScSSSISISSS8S

NN NOS OO o QS SO
NN NMNMAENOOOSO o0 SO

SSSSIS2SSSESSS8S
8SSSISSSISIISTS
S8SSEFSSSSSSSSmm

m
0
ssss

m

TERY88S88288388888
% SSSSRSSS5SSSSSSS

ML O LW C%gagoa S
~ O WO N M SO0 E S

SSS88So %%% S88S

[ INE O o 0@000

888888% 8%%%%%%%%%%
SRIEBSNSISSSIISISSS

ONOOOS

$88S88LS888888888s
ssggg8seEasRegssse

01111122222333

14

Exercise 1.3 — HFS+

FOR518 - SANS ©2015



9. Attributes File
e Opentheattributes_ file file in the hex editor of your choice.
e You can also use the Synalyze It! application for a colorized version of the attributes file.
e Open the Synalyze It! application.
¢ Open the extracted attributes file from the extraction step, attributes file.Use
the “Open Other” button.
e Next, opentheincluded hfs+ attributes node grammar file; this file
contains the colorized offsets to help translate what is seen in the
attributes filefile.Use File | Open..
¢ Inthe window containing the attributes file file, select the
HFS Attributes File grammar in the Grammar dropdown menu located at the
top of the window.
e You should notice a colorization effect.

10. Attributes File — Header Node, Node Descriptor & Header Record

1. How many leaf records are there?
a. 9
i. 4 bytes at offset 20 (0x14)
2. What is the Node Size?
a. 8192
i. 2 bytes at offset 32 (0x20)
3. How many nodes arein thisattributes file file?
a. 39
i. 4 bytes at offset 36 (0x24)

11. Attributes File - File Attributes
e Each node can have multiple keys and associated records. Review the first leaf node and its
keys and records.
e Fill in the table below with the information for the first two records in the first node (offset
8192).
e EXTRA CREDIT: Fill in the table below with the information for the second record in first node
(offset 8192).

Key Length 84 bytes 52 bytes
0x0054 0x0034
File CNID 29 29
0x0000001D 0x0000001D
Key Name 36 bytes 20 bytes
Length (in 0x0024 0x0014
bytes) (72 bytes (40 bytes
UTF-16) UTF-16)
Key Name com.apple.metadata:kMDItemWhereFroms | com.apple.quarantine
(Converted
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Unicode) ]

Recorhs | Palvizn s S Ul A =l o mori S e ok & £ - T T
Record Type Inline Attribute Inline Attribute

0x00000010 0x00000010
Attribute Size | 187 bytes 89 bytes

0x000000BB 0x00000059

Attribute Data

Binary Property List containing URL

Quarantine Attribute Data:

(Describe http://icanhascheezburger.files.wordpress. | 0001;4ffad124;Google\x20Chrome.app;4F6
Contents) com/2011/03/949bcd7a-6afc-4b4d1-albe- 8601F-85D9-4DB7-A061-
c74f64815e77.jpg 244CDD2C650E | com.google.Chrome
Figure 5 - First Attribute Record
000 @0 54 00 00|00 00 ©0 1D|(00 00 00 00|00 24 00 63|00 6F @@ oD .T. .....%.cooum
020 00 2E 00 61 00 70 20 70 00 6C @00 65 00 2t 00 6D|00 65 @0 74 ...a.p.p.l.e...m.e.t
@40 00 61 00 64|00 61 00 74|00 61 00 3A|00 6B 00 4D|0® 44 @0 49 .a.d.a.t.a.:.k.M.D.I
060 00 74 00 65|00 6D 00 5700 68 00 65 00 72 00 6500 46 @0 72 .t.e.m.W.h.e.r.e.F.r
030 00 6F 00 6D 00 73 00 00|00 10 00 00|00 00 00 00|00 00 @0 @  .0.M.S.eevueeneenn..
100 @0 BB 62 70|6C 69 73 74 30 30 A2 01|02 SF 10 5E 68 74 74 70 ..bplist@@..._.Ahttp
120 3A 2F ZF 69‘63 61 6E 68|61 73 63 68|65 65 7A 62|75 72 67 65  ://icanhascheezburge
140 72 2E 66 69 6C 65 73 2E /77 6F 72 64|70 72 65 73|73 2E 63 6F r.files.wordpress.co
160 6D 2F 32 3@‘31 31 2F 30|33 2F 39 34|39 62 63 64|37 61 2D 36 m/2011/03/94%bcd7a-6
180 61 66 63 2D 34 62 34 31|2D 61 31 62|65 2D 63 3734 66 36 34 afc-4b4l-albe-c74f64
200 38 31 35 65‘37 37 2E GA|70 67 SF 10|29 68 74 74|70 3A 2F 2F 815e77.jpg_.dhttp://
220 69 63 61 6E|68 61 73 63|68 65 65 7A|62 75 72 67 65 72 2E 63 icanhascheezburger.c
240 6F oD 2F 3F|?3 3D 63 GF‘GD 70 75 74‘65 72 08 0B|6C 00 00 0@ om/7s=computer..l...
260 00 00 00 01|01 00 00 00|00 00 00 00 @3 00 00 00 00 00 00 B0  ........ccovvvennnns
280 00 00 00 Q0|00 00 00 02/98 00 I | N
Figure 6 - Second Attribute Record
000 00 34 00 00[@0 00 00 1D[G0 @0 00 0000 14 00 63[08 GF 00 6D .4............. c.o.m
020 ©0 2E 00 61 00 70 00 70|00 6C 00 65|00 2E 00 71 00 75 00 61 ...a.p.p.l.e...q.u.a
040 ©0 72 00 61|00 6E 00 74|00 69 00 6F 00 65 00 00|00 10 00 @9 .r.a.n.t.i.n.e......
060 00 00 00 00 00 00 @0 00|00 59 30 30 30 31 3B 34660 66 61 64 ......... Y00Q1;4ffad
080 31 32 34 38‘4? 6F 6F 67‘6C 5 5C 78‘32 30 43 68|72 6F 6D 65 124;Google\x20Chrome
100 2E 61 70 70 3B 34 46 36 /38 36 30 31 46 2D 38 35 44 39 2D 34 .app;4F68601F-8509-4
120 44 42 37 2D\41 30 36 31}20 32 34 34(43 44 44 32|43 36 35 30  DB7-A@61-244(DD2C650
140 45 7C 63 6F|6D 2E 67 6F|6F 67 6C 65|2E 43 68 72|6F 6D 65 00 I Elcom.google.Chrome.

Extra Credit —

e Keep parsing various keys and records in the Catalog and Attributes files.
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Exercise — Key Takeaways

e Knowing the various data structures of HFS+ can help determine certain file and folder attributes and
extended attributes.

e The HFS+ file system can easily be parsed by hand (using the provided cheat sheet, of course!).

e Being able to parse a file system by hand can help when automated tools fail or if tool validation is
necessary.
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Exercise 1.4 - BlackLight and Image Mounting

Objectives

e Install required software for FOR518 — Mac Forensic Analysis
e Import exercise images to BlackLight
e Practice mounting lab images

Exercise Preparation

1. Locate the dademurphy.e01 file on your FOR518 thumb drive in the Exercise Images
directory.
2. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/

Exercise

1. Load Lab Image in BlackLight
e locate the dademurphy.e01 file on you FOR518 thumb drive.
1. The first window presented to a user is the Case Manager window. This window will
show all your recent cases and allow you to create new ones.

a. Create a new case. Select the New... button at the bottom-left of the window.

b. Save the case in a directory of your choice. You may want to create a FOR518
directory for this class, as we will be saving a variety of files for analysis.

c. Save the case file as FOR518 dade.BlackLight in your FOR518
directory.
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Case

— = e oty by L a T i o g b s e [ ——
BlackBag- BlackLight 2013 Release 3
TECHNOLOGIES

Creation Date Modified Date
Remove Cancel | Open 3

2. This should open up the BlackLight Case Info window.

a. The Case Info tab of BlackLight allows an analyst to input case specifics and
change the time zone display.

one

* ACTTVITY
" part Status
B Device draran

" TACS

Flald Valua

* CONTINT SO

B FOR518_Dade BlackLight

Examiner Information

. Name: Organlzation:

m Title: | Email
Address:

Fhone: Fax:

Case Information

N‘- Number:

Name:
Synapsls:
Case Time Zone Display
@ Time Zone: | -0:00 UTC  Universal (Coordinated ¢} Example: 2014-02-09 61:53:46 (UTO) O
TS S P S e TEPPIES o)
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3. Open the Disk Image:

a. Inthe upper-left corner near “DEVICES” you should see a small green Add
button. Select this button and choose “Add Disk Image...”.

b. Locate the Images directory on your FOR518 thumb drive, select the
dademurphy.e01 image and click Open.

¢. This will open the Evidence Selection window.

¥ DEVICES & Add Disk Image...
v ACTIVITY

 Add USB Attached Apple iOS Device...

1§ Export Status | Add Encrypted iOS Disk Image...

B Device Status Add iOS Backup... -
¥ CONTENT SEARCHES Add Folder... r
¥ TAGS €  Add Attached Device... T

| Add Selected Image File...

4. Select your evidence:

a. Please checkbox the HFS+ partition.

b. Inthe processing options scction below, please de-select Signature Analysis
and MDS5 hashing. You are welcome to select any of these options for later
processing, but it will take some time to process.

c. Press Add.

d. This will start processing the disk image.
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Evidence Selection:

i
_@l

Type Name Evidence ID
EWF image File <Click to Edit>
HFS+ dademurphy.E01 (14.4 GB)

Processing Options Presets: | Tri_age (Fa_ster -:Ligtl_e Processing)_ +
File Analysis: § [} Signature Analysis ¢ | Process Pictures : : Process Videos
File Hashes: § [ MD5S : {SHA1 . SHA256
() Identify Known Files |  Settings...
Unallocated Space: () Locate Files Settings...

These precessing options can be run later from the Device Status screen.

5. The Disk Status window will show how the disk processing progression. Given the
selections we made in the Evidence Selection window, this should take approximately
six minutes.

a. This window is where you may run the other processes (some of which were
de-selected earlier) such as Hashing, File Types, Pictures, Videos, Known Files,
and Unallocated.
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006

B FORS18_Dade Slackiight

Fleld | Value
[Volume Name dademurphy £GT
Name dademurphy.£01
Sectar Size §12
Sector Count 30242850
Total Size 144 CH(154842 31200 Bytesh
Space Used 144 GBQ5484211200 Byees
s Malable & Bytes O Bytest
Byles Used O Bytes { Rytes)

Start Time:
€nd Time:
Quration:

2034-02-0% 61:5%:49 UTC)

Files Processed: 0

Processing Log Detalls

et 1 £ 13 11« T 3 1 S R
{02/05/2014 01:59:48 UTC)} -
Verslon: Mackiight 2003 Retease 3 (11298)
Case Path: /Usersisiedwards/Docemens {FORS18_Dade Blatktight
Evidence Path (Users, Documents/d phy.EGL

1024022014 01:59'50 (FTCH - Parsing started,

By 68 a @ A0 a4 = B ok %
Case fdo Timesing Search et B JIh Vit MOl Ihrigaell Tead] [kt Bl Eleitecy | (et Af theet TAindy  (oEMh
- O Oevice i Pamwng . Hashes . FileTypes . Pictures . Videos  Known Fiics
» G dasemurphy.£01 dademurpiyy EGY Starting O run Oun | Omun | Oun | Oran
& daesmmrphp i
Sk | | |
& Vapart skatun
B Dawace Statay |
¥ CONTENT STARCH |
v AL
| |
1
Device Status Statistics
dademurphy.€01 (dademurphy.EQ1} ncomplete Tasks:

3 of 3 Hashey have not been sun,
~ [iid Typing lias agf been wun,
- Piciure Processing has Aot been run,
~ Video Processitg has not been jun,
- 4 of 4 Known Files sefs have not been jun
~ Unallocated Paesing has Aot been run

3

£

\ Dy REPST Lhes 10t

Timetine  Unsiocaed -
Pending | € Ren

2. Practice Mounting the Exercise Images from the Command-Line
e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.
e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used becausc it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR51 8) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in -Tells xmount what input file type to expect, our images are in a compressed
EWF format.

o —--out -Tells xmount what output format you want, we want a DMG file so we can
mount it in Finder.

o Input File —Where the image file is located.

o Mount Point - Newly created specifically for this image.

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the -nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.

e Usethemount hfs command with the following parameters to mount the /dev/disk#

FOR518 - SANS ©2015
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o -3 =—lgnore the journal

o -o —Options:
= rdonly —Mountinread-only mode.
» noexec - Do notallow execution of binaries on mounted system.
= noowners —lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j —o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

¢ Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1n —s command to create a symbolic link for the ew £ 1 file, name the link
dadeimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use themount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -3 =Ignore the journal
o =-o —Options:

®* rdonly - Mountinread-only mode.

" noexec - Do notallow execution of binaries on mounted system.

= noowners - lIgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.
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$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l /Volumes/dademurphy image/
$ 1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

3. Sanity Check
® Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s —1 command to view the contents in the terminal to (hopefully) view the 0S X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

4. Unmount and Eject the Exercise Image
e Usethediskutil list command to view the list of mounted disks. Find the disk that you
want to eject.

e Usethediskutil eject command on the disk you would like to eject. (This may also be
done by pressing the eject button in the Finder application.)
e Use the mount command to view the list of mounted disks. Find the disk that you want to

unmounts (likely /Volumes/dademurphy image/, if you following the naming scheme
from the examples.)

e Use the umount command with the mount point to unmount the disk. You may have to use
the sudo command.)

o ***WARNING*** - If you are in the Dade Murphy mounted image in terminal, or have a
program using, you will get an error that it cannot be ejected or unmounted.
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Exercise 2.1 - User Data & Preferences

Objectives
e Learn how to mount a forensic image so that it is accessible using the Terminal application.
e  Get familiar with the Mac OS X user preferences and data files.
e  Get familiar with property lists using Xcode.
e  Get more comfortable with the OS X command line using Terminal

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Xcode.app
i. Locate and open the Xcode.app from /Applications/.
2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3.  Mount the Dade Murphy forensic (dademurphy.E01)image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in -—Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o —--out -Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount Point - Newly created specifically for this image.
e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
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suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -7 =—lgnore the journal
o -o —Options:
= rdonly —Mountinread-only mode.
* noexec — Do not allow execution of binaries on mounted system.
" noowners - Ignore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the In —s command to create a symbolic link for the ewf 1 file, name the link
dadeimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o —Jj —lgnore the journal
o -o —Options:

= rdonly — Mountin read-only mode.

= noexec —Do notallow execution of binaries on mounted system.

= noowners - lgnore ownership on the mounted volume.
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You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l1 /Volumes/dademurphy image/
$ 1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount_hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

4. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s -1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

Exercise — Questions

1. Review the user property list for user zerocool.
e Getarootshell (sudo -s).
e Change directory to view the user property lists on the system.
i. /Volumes/dademurphy mounted/private/var/db/dslocal/nodes/De
fault/users
e Using the cp command, copy the zerocool .plist property list to a directory of your
choice.
e Use the chown command to change the ownership to your user account name.
e Use the open command to open and view zerocool .plist property list in Xcode.
e Exit out of root shell.
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$ sudo -s

# cd
/Volumes/dademurphy mounted/private/var/db/dslocal/nodes/Default/users

# cp zerocool.plist ~/FOR518

# chown <your username> ~/FOR518/zerocool.plist
# open -a Xcode ~/FOR518/zerocool.plist
#

exit

2. Review the zerocool’s user property list.

1. Whatis the user’s “Real Name”?

2. What is the path to the user’s home directory?

3. What is the user’s UID?

3. Open and Review the contents of the zerocool’s /Library/Preferences directory.
e Use the cd command to change the directory to zerocool’s /Library/Preferences/ directory.
e Open all the property list files in Xcode. While default settings should open these in Xcode, to
explicitly open them in Xcode, use the command open —a Xcode *.plist.
$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/
$ open —-a Xcode *.plist

4. Review the recent documents for the Preview application.
e Review the contents of the com.apple.Preview.LSSharedFilelList.plist file.

1. How many documents are shown as Recent Documents list?

2. What file extension does the file named ‘2JZcpuVvh’ have? (Hint: Use a Hex Editor)

3. Where is the file named ‘2JzcpuVh’ located in the file system? (Hint: Use a Hex Editor)
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4. Whereis the file ‘Preview of “Mining hardware comparison - Bitcoin” stored

on the file system?

5. Review the users Login ltems.
e Review the contents of the com.apple.loginitems.plist file.

1. Whatis the only login item listed?

2. What s the file path for this login item?

6. Review the Finder Preferences.
e Review the contents of the com.apple.finder.plist file.

1. Under the FXDesktopVolumePositions key, how many unique volumes appear to have
been mounted?

2. Under the FXRecentFolders key, what is the last folder that was accessed?

7. Review the Finder Sidebar Preferences.
e Review the contents of the com.apple.sidebarlists.plist file.

8 - Time Machine (AFPFS), AFP File Shares, OSXFUSE Volumes
16 - Network Hard Drive, iDisk, “Computer”

128 - “iDisk”

261 - Hard Drive, Boot Hard Drive

515 - USB Flash, Time Machine Backups, Disk Image (HFS, MBR)
517 - USB Hard Drive (FAT/ExXFAT/HFS+)

1024 - “Remote Disk”

1027 - Disk Image (Bzip, VAX COFF Executable), DVD

1029 - External HDD (NTFS)

1. What type of volume was “Adobe Flash Player Installer” asshown bythe
favorites/VolumesList key?

8. Review the contents of Recent Items property list.
e Review the contents of the com.apple.recentitems.plist file.
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1. What was the most recently used application?

2. What s the second most recent document named?

3. Where was this file stored on the file system?

4. What kind of file is this?

9. Open and Review the contents of the zerocool’s /Library/Preferences/ByHost directory.
e Use the cd command to change the directory to zerocool’s
/Library/Preferences/ByHost directory.
e Open all the property list files in Xcode. To explicitly open them in Xcode, use the command
open —-a Xcode *.plist.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/ByHost

$ open -a Xcode *.plist

10. Review the Bluetooth Settings

e Review the contents of the com. apple.Bluetooth.40A90B07-FC53-52C8~-A774~
6F1ASE659E9C.plist file.

1. What is the MAC address of the only device setup with this system?

2. When was this device last connected?

11. Review the zerocool user’s .bash history file.

e Use the cd command to change directory to the zerocool’s home directory.
e Use the cat command to view the contents of the .bash historyfile.

$ cd /Volumes/dademurphy mounted/Users/zerocool/

$ cat .bash history

1. What command showed the IP address of the system to the user?
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12. Review the zerocool’s Trash.
e Use the cd command to change directory to the zerocool’s .Trash directory.
e Usethe 1s —1 command to view the contents of this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/.Trash

$ 1s -1

1. What two files are in the trash?

2. Where did these files once exist?

13. Review the zerocool’s Keychains.
e Use the cd command to change directory to the zerocool’s Keychain directory.
e Use the £ile command to view the file type for the files in this directory.

e Use the open command to view the contents of the 1ogin. keychain using Keychain
Access.app

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Keychains
$ file *

$ open login.keychain

e Once Keychain Access.app has been opened, view the login.keychain. On the left-hand side
choose the correct login keychain under “Keychains”. The 1ogin. keychain in bold is your
keychain — choose the non-bold login keychain.

e In the “Category” section choose “All Items”. This will display all keychain items in the main
viewing pane.
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ens Keychain Access
Meychains
\ loaln Apple ID 2370¢conidS Pgmail.com key
e
< ,
@ Local ltems | e v
& Systam
) System Roots T e ————————p—— | P Dare Modified = Expires Keychain
§ <key> public key - .- login
¢ <kor> erivate kay -- - logln
Category [ Apvle Agplication In...n Cestification Authority  certificate -~ Ril 26, 2017, 3:16:08 PM  login
;" Al ltems. / ;& Apple 1D Authentication application password Nov 17, 2013, 1:41:03 PM  — login
‘r“ Passwords A Apple 1D x3r0conl95@gmail.com kiy - =
Eagiae Nioas T Appie ID Z3:0co0i9S@gmall.com key privata kay - -— legin
N Apple Persistent State Brerygeion appiication password Nov 17, 2013, 1:4%:00 PA§ -~ login
& My Cenificates 5y com.appie pleld-token—g applicavion password  Nov 17, 2013, 114104 BM - fagin
U Keys Ay com.appiafecetime: ragistrationVi appilcaton passwoed Dac 22, 2013, 4:38:43 M ~o login
L Certificates com.zppledmeapp...d325721614956413d3d  centificate -— Now 17, 2015, 1:32:12 PM  login
com.apple.oblavlity. .. 2-BRIO-ACSESEBOSEEC certificate - Nov 17, 2014, 2:55:22 PM  login
core.apple.ablquity....2-8830-ACCESEROBRGC  public key -_ -— login
com.apple.ubiquity... . 2-$830-ALLESESORBEL  private key - - login
ki com.apple.ubiquity....2-8830-ACDESEBORESC cortiftte - Nov 17, 2014, 2:55:23 MM lagin
T com.appleublquity.. . 2-8830-ACDESEBORBEC  public key - - Iogin
¥ com.appls.chiguity....2-8830-ACDESEBORESC  private key - - login
#\ FaceTime: 2310¢00l95@gmail com-AuthTeken

1. What email address is used for the iTunes store?

2. If this entry is double-clicked, and the “Show password” checkbox is checked — are you able to see
the password?

14. Review the zerocool’s Downloads directory.
e Use the cd command to change directory to the zerocool’s Downloads directory

$ cd /Volumes/dademurphy mounted/Users/zerocool/Downloads/

$ 1s -1

1. What file was downloaded December 15" (UTC)? (Hint: Extended Attributes)

2. What application downloaded this file? (Hint: Extended Attributes)

3. What kind of file is this?

Extra Credit —

Keep reviewing various property lists in the Preferences directories, there might be some interesting data in
there!
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Exercise ~ Step-By-Step

1. Review the user property list for user zerocool.
e Getarootshell (sudo -s).
Change directory to view the user property lists on the system.

i. /Volumes/dademurphy mounted/private/var/db/dslocal/nodes/De
fault/users
e Using the cp command, copy the zerocool.plist property list to a directory of your
choice.
e Use the chown command to change the ownership to your user account name.
e Use the open command to open and view zerocool .plist property list in Xcode.
e Exit the root shell.

$ sudo -s o . T R e s e

# cd
/Volumes/dademurphy mounted/private/var/db/dslocal/nodes/Default/users

# cp zerocool.plist ~/FOR518
# chown <your username> ~/FOR518/zerocool.plist
# open -a Xcode ~/FORS518/zerocool.plist

# exit

2. Review the zerocool’s user property list.
1. Whatis the user’s “Real Name”?
e Dade Murphy
2. What is the path to the user’s home directory?
e /Users/zerocool
3. Whatis the user’s UID?
e 501

3. Open and Review the contents of the zerocool’s /Library/Preferences directory.
e Use the cd command to change the directory to zerocool’s /Library/Preferences/ directory.
e Open all the property list files in Xcode. While default settings should open these in Xcode, to
explicitly open them in Xcode, use the command open -a Xcode *.plist.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

S open —-a Xcode *.plist

4. Review the recent documents for the Preview application.
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e Review the contents of the com.apple.Preview.LSSharedFileList.plist file.

1. How many documents are shown as Recent Documents list?
a. Nine (Items 0-8)

2. What file extension does the file named ‘2JZcpuVvh’ have? (Hint: Use a Hex Editor)
a. JPG
i. Extract the Bookmark data blog and view with a hex editor
3. Where is the file named ‘2JZcpuVvh’ located in the file system? (Hint: Use a Hex Editor)
a. “/users/zerocool/pictures/”
i. Extract the Bookmark data blog and view with a hex editor
4. Where is the file ‘Preview of “Mining hardware comparison - Bitcoin” stored
on the file system?
a. “/users/zerocool/library/mobile documents/com~apple~preview/documents/“
i. Thisis an iCloud mobile document.
ii. Extract the Bookmark data blog and view with a hex editor

5. Review the users Login Items.
e Review the contents of the com.apple.loginitems.plist file.

1. What is the only login item listed?
a. iTunesHelper.app
2. What is the file path for this login item?
/Applications/iTunes.app/Contents/MacOS/iTunesHelper.app
i. Extract the Alias data blob and view in a hex editor.

6. Review the Finder Preferences.
e Review the contents of the com.apple.finder.plist file.

1. Under the FXDesktopVolumePositions key, how many unique volumes appear to have been
mounted?

a. Eight
2. Under the FXRecentFolders key, what is the last folder that was accessed?

a. The DATA folder, we can tell it is a volume by extracting the file-bookmark data and
viewing it in a hex editor.

7. Review the Finder Sidebar Preferences.
e Review the contents of the com.apple.sidebarlists.plist file.

8 - Time Machine (AFPFS), AFP File Shares, OSXFUSE Volumes
16 - Network Hard Drive, iDisk, “Computer”

128 - “iDisk”

261 - Hard Drive, Boot Hard Drive

515 - USB Flash, Time Machine Backups, Disk Image (HFS, MBR)
517 - USB Hard Drive (FAT/EXFAT/HFS+)

1024 - “Remote Disk”

1027 - Disk image (Bzip, VAX COFF Executable), DVD

1029 - External HDD (NTFS)
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1. What type of volume was “Adobe Flash Player Installer” asshown by the
favorites/VolumesList key?

a. EntryType = 1,027 = Disk Image

8. Review the contents of Recent Items property list.

Review the contents of the com.apple.recentitems.plist file.

1. What was the most recently used application?

a. Macquisition (Item 0)

2. What is the second most recent document named?

a. “Bitcoin shopping list!”

3. Where was this file stored on the file system?

a. /users/zerocool/documents/

4, What kind of file is this?

a. Pages Document

9. Open and Review the contents of the zerocool’s /Library/Preferences/ByHost directory.

Use the cd command to change the directory to zerocool’s
/Library/Preferences/ByHost directory.

Open all the property list files in Xcode. To explicitly open them in Xcode, use the command
open —-a Xcode *.plist.

$ cd

/Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/ByHost

$ open -a Xcode *.plist

10. Review the Bluetooth Settings

Review the contents of the com.apple.Blueloolh.40A90B07-FC53-52C8-A774—-
AFTALTALORIAC. p1 i sl file.

1. What is the MAC address of the only device setup with this system?

a. 00-24-ef-be-dc-07 (RecentDevices or FavoriteDevices key)

2. When was this device last connected?

a. Dec 22,2013, 5:05:58 PM (EST/EDT) (RecentDevices key)

11. Review the zerocool user’s .bash_history file.

Use the cd command to change directory to the zerocool’s home directory.
Use the cat command to view the contents of the .bash history file.

$§ cd /Volumes/dademurphy mounted/Users/zerocool/

$ cat .bash history
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1. What command showed the IP address of the system to the user?
a. ifconfig(ipconfigisadifferent command on OS X systems)

12. Review the zerocool’s Trash.

e Use the cd command to change directory to the zerocool’s .Trash directory.
e Usethe 1s —1 command to view the contents of this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/.Trash

$ 1s -1

1. What two files are in the trash?
a. Peercoin Logo Files.zip
b. pooler-cpuminer-2.3.2-0sx64.zip

2. Where did these files once exist?
a. /Users/zerocool/Downloads directory (view the .DS store file in a Hex Editor)

13. Review the zerocool’s Keychains.
e Use the cd command to change directory to the zerocool’s Keychain directory.
e Use the file command to view the file type for the files in this directory.

e Use the open command to view the contents of the 1ogin. keychain using Keychain
Access.app

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Keychains
$ file *

$ open login.keychain

e Once Keychain Access.app has been opened, view the login.keychain. On the left-hand side
choose the correct login keychain under “Keychains”. The 1ogin. keychain in bold is your
keychain — choose the non-bold login keychain.

¢ Inthe “Category” section choose “All ltems”. This will display all keychain items in the main
viewing pane.
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8006 Keychaln Access

e

Keychains
8 loain Appie ID z3rdecaol9Sgmail.com key
[8 oo ] T et vt

L {  Usage Encrype, Derive, Verlfy

@ Local ltems .

& sysem ‘

System Roots Name e — e Rind " Date Modifiad Expires Meyehain
T <kay> pubdic key - - logln
¥ <key» privata key - - login

Category Ed Avpte Application In...n Cartification Authorily  certificate -- jul 26, 2017, 3:16:08 PM  logln

':',I; All ems ~ : Apple 1D Authentication application password Nov 17, 2013, 1:41:03 PM - login

L. Picswords . Apple 10 23r0¢00l95@gmail. Lom key - -

T Apple 1D 23r0cool95@gmall.com key private key -— -— login

Secure Notes | 4 sppie Parsistent State Encryption agplication password Naw 17, 2013, 1:41:00 PM -~ togin

E My Certificates #% com.apple.sccount. . pleid-token-gametenter  applicatton password Nov 17, 2018, 2:41:04 PM -~ login
0 Keys 7y comapple.facetime: vegistratianvl applleation password  Dec 22, 2013, 4:38:43 PM login
IJ Certificates 5] comappletdms.app.. 432372(614856413d3d cenificate - Nov 17, 2015, 1:3:12 PM login
| ] com.apple.ublquity....2-BBI0-ACDESEBOBISC certificate - Nov 17, 2014, 2:85:22 PM  login

¥ comapple.chiguity....2-5030-ACDESEBOBBEC  public key - - login

W com.appie.ublauity....2-BB30-ACDESESOBBGC  private key = ot login

El comapplesbiquity... 2-8030-ACDESEB0BR6C cartificate - Nov 17, 2014, 2:55:23 P  kogin

| @ com.appie.ubiquity...2-8830-ACDESEBORBGC public key - - login

¥ com.zpple.shiquity....2-8B30-ACDESEBOBESC  private key - - login

| 2\ FaceTime: z310cool95@gmall.com-AuthToken application password Nov 17, 2013, L45:03 PM - login

1. What email address is used for the iTunes store?

a. z3r0cool95@gmail.com

2. If this entry is double-clicked, and the “Show password” checkbox is checked — are you able to see
the password?

a. No, a password entry box is opened. You’ll need the user’s password to see these
passwords.

14. Review the zerocool’s Downloads directory.
e Use the cd command to change directory to the zerocool’s Downloads directory

$ cd /Volumes/dademurphy mounted/Users/zerocool/Downloads/

S 1s -1

1. What file was downloaded December 15™ (UTC)? (Hint: Extended Attributes)
a. Firefox 26.0.dmg

2. What application downloaded this file? (Hint: Extended Attributes)
a. Safari Web Browser

i. Check the file metadata by using the xalLLr =x1 command.
3. What kind of file is this?
a. Bzip2 Compressed Data
i. Usethe £ile command to determine file type.

Extra Credit —

Keep reviewing various property lists in the Preferences directories, there might be some interesting data in
there!
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Exercise — Key Takeaways

e Review the contents of user preferences property lists and data files.

e Know the differences between what data is available for users versus the system.
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Exercise 2.2 — Safari

Objectives

e Introduce the key data files associated with the Safari Web Browser.
° Parse these data files using native, free, and commercial toolsets.
e  Recognize differences in tool output versus raw data.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
Xcode.app
i. Locate and open the Xcode.app trom /Applications/.
Safari Binary Cookie Parser
i. Find the Safari Binary Cookie Parser (bc_parser vl 2.py), availablein the
Exercise Files/Exercise 2.2 directory onyour FOR518 USB drive.
ii. This program is also available at http://az4n6.blogspot.com/p/downloads.html.
SQLite Database Browser
i. You will be using the SQLite Database Browser (Applications/sqlitebrowser.app)
ii. This tools are available on your USB drive in the Tools directory.
iii. The SQLite Manager is available at http://sqlitebrowser.org/
Blacklight.app
i. Locate and open the Blacklight.app from /Applications/Blacklight 201# Release
#/Blacklight.app
ii. This tool is available on your USB drive in the Tools directory.
2. Exercise File Preparation — Locate the files located in the Exercise Files/Exercise 2.2 -
Safari directory on your FOR518 USB drive.
3. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.
4. Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:
e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.
e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.
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e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o —--in =—Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o --out -Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount Point — Newly created specifically for this image.

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.

e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -7 -—lgnore the journal

o -o —Options:
= rdonly —Mountin read-only mode.
= noexec —Do notallow execution of binaries on mounted system.
* noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.EO01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/diski
/Volumes/dademurphy mounted/

e Method 2:

e Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.

e Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.

e Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.

e Usethe 1n -s command to create a symbolic link for the ewf1 file, name the link
dadeimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)
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e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.

e Usethemount hfs command with the following parameters to mount the /dev/diski#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -7 -—lgnore the journal

o -o —Options:
= rdonly —Mountin read-only mode.
= noexec — Do notallow execution of binaries on mounted system.
= noowners —lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l /Volumes/dademurphy image/
$ 1ln -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

5. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s —1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1ls -1
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Exercise — Questions

1. Review the Safari Preferences
e Use the cd command to change the directory to zerocool’s /Library/Preferences/ directory.

e Use the open command to open the com.apple.Safari.plist property listfile in
Xcode.

O

cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

L2 4

open —a Xcode com.apple.Safari.plist

1. What was the last item searched for? (Hint: Item 0 is the newest item.)

2. Review the Safari Web Browser Files
e Use the cd command to change the directory to zerocool’s /Library/Safari/ directory.
e Use the open command to open all the *.plist files in this directory using Xcode.

L4

cd /Volumes/dademurphy mounted/Users/zerocool/Library/Safari/

$ open -a Xcode *.plist

3. Review the Safari Bookmarks
e Review the Bookmarks.plist file.

4. Review the Safari Downloads
e Review the Downloads.plist file.

1. How many items are listed in the Safari download list?

2. How many bytes in sizeisthe bitcoin-0.8.6-macosx.dmg file?

3. What URL was the file python-2.7.6.msi downloaded from?

5. Review the Safari Internet History
e Reviewthe History.plist file.
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1. When was the page titled “Captain Ridley's Shooting Party” visited?

2. What is the domain of this visited web page?

3. How many times was this page visited?

6. Review the Safari Last Session Settings
e Reviewthe LastSession.plist file.

1. How many tabs were kept open when this system was imaged?

2. What was being searched for on this tab?

3. What was the page displayed before a search was performed?

7. Open the Safari Cache Database
e Use the cd command to change the directory to zerocool’s
/Library/Caches/com.apple.Safari/ directory.
e Copy the Cache.db database files to your FOR518 directory (the *-shm and *-wal files are part
of the SQLite database and may contain additional database transactions):
o Cache.db
o Cache.db-shm
0 Cache.db-wal

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Caches/com.apple.Safa
ri/

$ cp Cache* ~/FOR518

e Open the SQLite Database Browser file located in
/Applications/sqglitebrowser.app.
e Gotothe “File” menuand openthe “Open Database”.

8. Review the Safari Cache Database

e Select “Browse Data”.
e Review the SQLlite tables in Table dropdown menu.
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® ©o | Database Browser for SQLite - /Usera/oompa/Library/Caches/com.apple.Safari/Cache.db
8 New Database &> Open Database Write Changes - Revert Changes
Database Structure £dit Pragmas Execute SQL
Table: ciurl_cache_blob_data & New Record Deiete Record
entry_ID response_object request_object proto_props user_infa
Filter Filter Filtar Filtar
1 53909 i (BLOB) ‘ (BLOB) (BLOB) ‘
2 53910 | (BLOB) ‘ (BLOB) | (BLOB) | ‘
3 53912 ' (BLOB) ‘ (BLOB) | (BLOB) |
< 1-30f556 > Go to: 1
UTF8

e Selectthe “cfurl cache response”table.

e Find the record with the “entry ID” of 335. You may have to use the arrows at the bottom to
find this entry.

1. What type of file does this entry contain?

2. When was this file cached?

3. What URL domain was this file found on?

e  “Cancel” this pop-up window, and select the table named
“cfurl cache receiver data”.

e Find and Select the record with the “entry ID” of 335. You may have to use the arrows at
the bottom to find this entry.

e Double-clickthe “receiver data” to open the BLOB data.

4. Open this file; what is this picture of?

9. Open the Safari Cookies
e Use the cd command to change the directory to zerocool’s /Library/Cookies/ directory.
e Use the Safari Binary Cookie Parser (bc_parser vl 2.py), availableinthe Exercise
Files/Exercise 2.2 - Safari directory.
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i. This should create four files, one for the cookies and three others for Google Analytics

cookies.
e Use the open command to open the output from the parser, this should be default open it in

the TextEdit application, otherwise use open -a TextEdit bc output.tsv.
e Review the contents of this output.

'$§ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Cookies/

$ python bc parser vl 2.py -f Cookies.binarycookies -o
~/FOR518/bc_output. tsv

$ open ~/FOR518/bc_output. tsv

10. ***EXTRA CREDIT*** - Safari Analysis with BlackLight
e Review these same files under the “Internet” section.

B test BlackLight

® e

B .88/ & &

Caseinfo Timeline Search  Detall Srowser Flefilier  Media Massaging Sochl lintene

5 .

X

i. Top Sites
ii. History
1. What URL has the most visits?

2. What URL was visited on 11/20/13 at 12:03:02 PM (UTC)

ifi. Last Session
1. Note the absence of the last session data; always know your tool limitations.

iv. Downloads
1. What is the filename of the largest file downloaded?

2. Were all files downloaded to the Downloads directory?
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v. Bookmarks
1. What two bookmarks are not shown in this output that were found in the
Bookmarks.plist file. Note, you can view the property list file in the viewer below using
the “Preview” tab.

vi. Cache
1. Review the Cache, try to find the file we viewed before from the Cache.db SQLite database
(entry_ID 335).
2. Note the timestamps of the file, what might cause this slight difference?

vii. Preferences
1. Note the parsed contents of the com. apple.Safari.plist, it only shows the recent
search strings. Remember not all data items are parsed by tools, going to the raw data might
be required in your investigations.

Extra Credit —
e Keep exploring the property lists and SQLite databases associated with the Safari browser.
e Explore the nuances with these files in BlackLight.
e Explore your own Safari files!
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Exercise — Step-By-Step

1. Review the Safari Preferences
a. Use the cd command to change the directory to zerocool’s /Library/Preferences/ directory.
b. Use the open command to openthe com.apple.Safari.plist property list file in
Xcode.

L0

cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

o

open —a Xcode com.apple.Safari.plist

1. What was the last item searched for? {Hint: Item 0 is the newest item.)
a. “bitcoin rig” (RecentSearchStrings key)

2. Review the Safari Web Browser Files
a. Usethe cd command to change the directory to zerocool’s /Library/Safari/ directory.
b. Use the open command to open all the *.plist files in this directory using Xcode.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Safari/

$ open —-a Xcode *.plist

3. Review the Safari Bookmarks
e Review the Bookmarks.plist file.

4. Review the Safari Downloads
e Review the Downloads.plist file.

1. How many ilems are listed in the Salari download list?
a. Ten (Note: This is just the current list, it may have been cleared)
2. How many bytes in size isthe bitcoin-0.8.6-macosx.dmg file?
a. 13,432,650 bytes
3. What URL was the file python-2.7. 6 .msi downloaded from?
a. http://www.python.org/ftp/python/2.7.6/python-2.7.6.msi

5. Review the Safari Internet History
e Reviewthe History.plist file.

1. When was the page titled “Captain Ridley's Shooting Party” visited?
a. 2013-12-22 22:24:11 Sun UTC (use Epoch Converter to convert WebKit time (409443851.2)
to a human-readable timestamp)
2. What is the domain of this visited web page?
a. www.bletchleypark.org.uk
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3. How many times was this page visited?
a. Once

6. Review the Safari Last Session Settings
e Review the LastSession.plist file.

1. How many tabs were kept open when this system was imaged?
a. One
2. What was being searched for on this tab?
a. “bitcoin rig”
3. What was the page displayed before a search was performed?
a. The default front page, Top Sites (topsites://)
b. Extractthe “SessionState” data and view in a hex editor. Be sure to remove the first
four bytes so that it is formatted as a proper plist file.

7. Open the Safari Cache Database
a. Use the cd command to change the directory to zerocool’s
/Library/Caches/com.apple.Safari/ directory.
e Copy the Cache.db database files to your FOR518 directory (the *-shm and *-wal files are part
of the SQLite database and may contain additional database transactions):
o Cache.db
o Cache.db-shm
o Cache.db-wal

$ cd

/Volumes/dademurphy mounted/Users/zerocool/Library/Caches/com.apple.Safa
ri/

$ cp Cache* ~/FOR518

e Open the SQLite Database Browser file located in
/Applications/sglitebrowser.app.
e Gotothe “File” menuand open the “Open Database”.

11. Review the Safari Cache Database
e Select “Browse Data”.
e Review the SQlite tables in Table dropdown menu.
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@ (= Database Browser for SQLite - /Users/oompa/Library/Caches/com.apple.Safari/Cache.db
8 New Dalabase & Open Database Write Changes Revert Changes
Database Structure ~ EditPragmas  Execute SQL
Table: | cturi_cache_blob_data & New Record Delete Record
entry_ID response_object request_cobject = proto_props user_info
Filter Filter Filter Filter Filter
1 53909 ' (BLOB) | (BLOB) i (BLOB) i
2 53910 | (BLOB) | (BLOB) | (8LOB) |
3 53912 ‘ (BLOB) ‘ (BLOB) ]| (BLOB) i
< 1-30f556 > Go to: 1
UTF'G A:

e Selectthe “cfurl cache response” table.
b. Find the record with the “entry ID” of 335. You may have to use the arrows at the bottom to
find this entry.

1. What type of file does this entry contain?
a. IPG

2. When was this file cached?
a. 2013-12-22 21:37:49 (EST/EDT)

3. Whal URL dumnain was Lhis flile found on?
a. teslamotors.com

c. “Cancel” this pop-up window, and select the table named
“cfurl cache receiver data”.

d. Find and Select the record with the “entry ID” of 335. You may have to use the arrows at
the bottom to find this entry.

e. Double-clickthe “receiver data”toopen the BLOB data.

4. Open this file; what is this picture of?
a. Black Model S Tesla Car

8. Open the Safari Cookies
a. Use the cd command to change the directory to zerocool’s /Library/Cookies/ directory.
b. Use the Safari Binary Cookie Parser (oc_parser vl 2.py), available in the Exercise
Files/Exercise 2.2 - Safari directory.
i. This should create four files, one for the cookies and three others for Google Analytics
cookies.
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c. Use the ‘open’ command to open the output from the parser, this should be default open it in
the TextEdit application, otherwise use open -a TextEdit bc output.tsv.
d. Review the contents of this output.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Cookies/

$ python bc_parser vl 2.py -f Cookies.binarycookies -o
~/FOR518/bc_output. tsv

$ open ~/FOR518/bc output.tsv

9. ***EXTRA CREDIT*** - Safari Analysis with BlackLight
a. Review these same files under the “Internet” section.

G W test.Blacklight
B .08, 46406 -] 0 © £ 3B »

Caseinfo Timeline Search  Detafis Browser Flefitr  Media Messaging Social [literner]| Email Contacts o7 Applications Calendar Locations Netes System

i. Top Sites
ii. History
1. What URL has the most visits?
a. https://www.facebook.com/BBCFuture
2. What URL was visited on 11/20/13 at 12:03:02 PM (UTC)
a. topgear.com/uk/
ili. Last Session
iv. Downloads
1. What is the filename of the largest file downloaded?
a. Pages.pdf
2. Were all files downloaded to the Downloads directory?
a. No, one file was downloaded to the Pictures directory.
v. Bookmarks
1. What two bookmarks are not shown in this output that were found in the
Bookmarks.plist file. Note, you can view the property list file in the viewer
below using the “Preview” tab.
a. https://en.bitcoin.it/wiki/Mining_rig
b. http://www.microcenter.com/site/content/CatalogB.aspx?rd=1
vi. Cache
1. Review the Cache; try to find the file we viewed before from the Cache.db SQLite
database (entry_ID 335).
2. Note the timestamps of the file, what might cause this slight difference?
a. The timestamps are being extracted from the response object data
BLOB, rather than the timestamp associated with the
cfurl cache response table.

b. Itis good to know where a tool pulls the data from so these nuances can
be explained later.
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vii. Preferences
1. Note the parsed contents of the com.apple.Safari.plist, it only shows
the recent search strings. Remember not all data items are parsed by tools, going
to the raw data might be required in your investigations.

Extra Credit -
e Keep exploring the property lists and SQLite databases associated with the Safari browser.
e Explore the nuances with these files in BlackLight.
e Explore your own Safari files!

Exercise — Key Takeaways

o Know the key files associated with the Safari web browser and where to find them in the file system.
e Know what you tools are parsing and what they are showing (or not showing) you.

e Get comfortable using the BlackLight application.
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Exercise 2.3 - Apple Mail

Objectives

e  Review the key files associated with Apple Mail.
e  Get familiar with the Mac OS X command line.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Xcode.app
i. Locale and vpen Lhe Xcude.app lrom /Applicalions/.
e SQLlite Database Browser
i. You will be using the SQLite Database Browser (Applications/sqlitebrowser.app)
ii. This tools are available on your USB drive in the Tools directory.
iii. The SQLite Manager is available at http://sqlitebrowser.org/

e Blacklight.app
i. Locate and open the Blacklight.app from /Applications/Blacklight 201# Release

#/Blacklight.app
ii. This tool is available on your USB drive in the Tools directory.

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3. Mount the Dade Murphy forensic (dademurphy.k01)image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --1in —Tells xmount what input file type to expect, our images are in a compressed
EWF format.
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o -—-out —Tells xmount what output format you want, we want a DMG file so we can
mount it in Finder.
o Input File —Where the image file is located.
o Mount Point - Newly created specifically for this image.
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -7 -lgnore the journal
o =-o —OQptions:
= rdonly — Mountinread-only mode.
* noexec — Do not allow execution of binaries on mounted system.
* noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$§ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

¢ Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.

Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.

Use ewfmount to mount the dademurphy.e01 image to the

/Volumes/dadmurphy image/ mount point.

Use the 1n —s command to create a symbolic link for the ewf1 file, name the link
dadeimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)

Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
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e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -—7j =—Ignore the journal

o ~o —Options:
* rdonly —Mountin read-only mode.
* noexec - Do not allow execution of binaries on mounted system.
* noowners -Ilgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l1 /Volumes/dademurphy image/
$ 1ln -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

4. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s -1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

Exercise — Questions

1. Apple Mail Directory
e Use the cd command to change directory to the zerocool’s Apple Mail directory
/Users/zerocool/Library/Mail/v2/.
e Usethe’ls —1’command to view the files in this directory.
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$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Mail/v2/

$ 1s -1

1. How many email accounts appear to be associated with this user?

2. Mail Accounts

e Use the cd command to change directory to the zerocool’s Apple Mail MailData directory
/Users/zerocool/Library/Mail/V2/MailData/.

e Use the ‘open’ command to open the Accounts.plist property list in Xcode.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Mail/v2/MailData/

$§ open Accounts.plist

e Review the Accounts.plist property list.

1. What email addresses are associated with these accounts?

3. Apple Mail - Envelope Index SQLite Database
e Using the same directory, /Users/zerocool/Library/Mail/V2/MailData/.

1. Usethe file command on the file “Envelope Index”. What kind of file is this?

e Copy the Envelope Index database files to your FOR518 directory (the *-shm and *-wal files are
part of the SQLite database and may contain additional database transactions):
o Envelope Index
o FEnvelope Index-shm
o Envelope Index-wal
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$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Mail/V2/MailData/

$ file Envelope\ Index

$ cp Envelope\ Index* ~/FOR518

e Open the SQLite Database Browser file located in
/Applications/sqlitebrowser.app.
e Gotothe “File” menu and open the “Open Database”.

e Selectthe Envelope Index file thatyou just copied to your FOR518 directory.

e Review the SQLite tables in the left pane.
e Select the ‘addresses’ table.

2. How many email addresses have been indexed (non-unique)?

e Selectthe ‘attachments’ table.

3. How many unique attachments are there (by filename)?

o Selectthe ‘mailboxes’ table.

4. What mailbox URL has the most email messages?

5. How many unread messages are there in the mailbox labeled
imap://z3r0coo0l95Q@imap.gmail.com/INBOX?

e Select the ‘messages’ table. Find entry with ROWID of 71

6. Was this message read?

e Find entry with ROWID of 74.

7. What is the epoch time this message was last viewed?
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4. Mail Messages & Attachments
e Usethe cd command to change directory to the zerocool’s Gmail email directory
/Users/zerocool/Library/Mail/V2/IMAP-z3rOcool95@imap.gmail.com.
e Use the 1s command to view the email MBOX directories.

$ cd /Volumes/dademurphy mounted/Users/zerocool /Library/Mail/vV2/IMAP-
z3r0coo0l95@imap.gmail.com

$ 1s

1. How many *.mbox directories are in this directory?

e Use the cd command to enter the INBOX.mbox/21C7CD98-9DCB-4CE5-B19E-
931FBE825451/Data/ directory.

e Use the 1s command to list the contents of this directory.

$ cd INBOX.mbox/21C7CD98-9DCB-4CE5-B19E-931FBEB825451/Data

$ 1s

2. What two directories are found here?

e Use the cd command to enter the Messages directory.
e Use the 1s command to list the contents of this directory.

$ cd Messages/

$ 1s

e Open the email message 71 .emlx in TextEdit, using the ‘open’ command.

$ open -a TextEdit 71.emlx

3. What email address was this message delivered to?
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4. Who is the sender of this message?
5. When was this email message received?
e Scroll to the bottom of this file. Review the property list at the end of the message.
6. What is the subject of this email?
e Use the cd command to go back to the Attachments directory.
e Review the attachments in this directory. Use the ‘1s —1R’ to perform a recursive directory
listing.
$ cd ../Attachments/
$ 1s -1R

7. How many attachments are in these directories?

5. Mail Downloads
1. Were any attachments opened on this system?
2.  How do you know?
6. Apple Mail Analysis with BlackLight
e Review the output under the “Email” section.
®&e® l test.BlackLight

e Find the email message associated with 71.emlx in the BlackLight email view.

e Review the email metadata shown in the middle pane.

e View the email message using different content types; change the dropdown “Show

Content Type” to “Raw Source” and “HTML”.
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Extra Credit —
e Get comfortable using the BlackLight interface - browse other email messages.
e Review the Envelope Index more to find more information pertaining to various email messages.

FOR518 - SANS ©2015 Exercise 2.3 — Apple Mail



Exercise - Step-By-Step

1. Apple Mail Directory
e Use the cd command to change directory to the zerocool’s Apple Mail directory
/Users/zerocool/Library/Mail/v2/.
e Usethe ‘1s -1’ command to view the files in this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Mail/v2/

$ 1s -1

1. How many email accounts appear to be associated with this user?
a. Two IMAP accounts
i. AosIMAP-z3rQcool95
ii. IMAP-z3rOcool95@imap.gmail.com

2. Mail Accounts

e Use the cd command to change directory to the zerocool’s Apple Mail MailData directory
/Users/zerocool/Library/Mail/V2/MailData/.
e Use the ‘open’ command to open the Accounts.plist property list in Xcode.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Mail/V2/MailData/

$ open Accounts.plist

e Reviewthe Accounts.plist property list.

1. What email addresses are associated with these accounts?
a. z3rOcool95@icloud.com
b. z3rOcool95@gmail.com

3. Apple Mail — Envelope Index SQLite Database
e Using the same directory, /Users/zerocool/Library/Mail/V2/MailData/.

1. Use the £file command on the file “Envelope Index”. What kind of file is this?
a. SQlite 3.x Database

e Copy the Envelope Index database files to your FOR518 directory (the *-shm and *-wal files are
part of the SQLite database and may contain additional database transactions):
o Envelope Index
o Envelope Index-shm
o Envelope Index-wal
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$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Mail/V2/MailData/

$ file Envelope\ Index

$ cp Envelope\ Index* ~/FOR518

e Open the SQLite Database Browser file located in
/Applications/sglitebrowser.app.
e Gotothe “File” menu and open the “Open Database”.

e Selectthe Envelope Index file thatyou just copied to your FOR518 directory.

e Review the SQLite tables in the left pane.
e Select the ‘addresses’ table.

2. How many email addresses have been indexed (non-unique)?
a. 23

e Selectthe ‘attachments’ table.

3. How many unique attachments are there (by filename)?
a. Three

e Selectthe ‘mailboxes’ table.

4. What mailbox URL has the most email messages?
a. imap://z3r0cool95@imap.gmail.com/%5BGmail%5D/All%20Mail
i. 99 email messages as shown under total count column.
5. How many unread messages are there in the mailbox labeled
imap://z3r0cool95@imap.gmail.com/INBOX?
a. 69 (unseen_count column)

e Select the ‘messages’ table. Find entry with ROWID of 71.

6. Was this message read?
a. No, the ‘read’ column shows a 0.
i. Thedate last viewed valueisalso Null.

e Find entry with ROWID of 74.
What is the epoch time this message was last viewed?
a. 1387069958

4, Mail Messages & Attachments
e Usethe cd command to change directory to the zerocool’s Gmail email directory
/Users/zerocool/Library/Mail /V2/IMAP-z3rOcool95@imap.gmail.com.
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e Usethe 1s command to view the email MBOX directories.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Mail/v2/IMAP-
z3r0Ocool95@imap.gmail .com

$ 1s

1. How many *.mbox directories are in this directory?
a. Four:
i. Drafts.mbox
ii. INBOX.mbox
iii. Sent Messages.mbox
iv. [Gmail].mbox

e Use the cd command to enter the INBOX.mbox/21C7CD98-9DCB-4CE5-B19E-
931FBE825451/Data/ directory.
e Usethe 1s command to list the contents of this directory.

$ 1s

2. What two directories are found here?
a. Attachments
b. Messages

e Use the cd command to enter the Messages directory.
e Use the 1s command to list the contents of this directory.

$ cd Messages/

$ 1s

e Open the email message 71 .em1x in TextEdit, using the ‘open’ command.

$ open -a TextEdit 71.emlx

3. What email address was this message delivered to?
a. z3r0Ocool95@gmail.com
4. Who is the sender of this message?
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a. Google+ / noreply-203795f6@plus.google.com
5. When was this email message received?
a. 12 Nov 2013 21:45:10 -0800 (PST)

e Scroll to the bottom of this file. Review the property list at the end of the message.

6. What is the subject of this email?
a. “Dade, do you know Kate Libby?”

e Use the cd command to go back to the Attachments directory.

e Review the attachments in this directory. Use the ‘1s —1R’ to perform a recursive directory
listing.

$ ed ../Attachments/

$ 1s -1R

7. How many attachments are in these directories?
a. Two:
i. google.png
ii. profilephoto.png

5. Mail Downloads
1. Were any attachments opened on this system?
i. No
2.  How do you know?
i. The file OpenedAttachmentsV2.plist was never created in the
~/Library/Mail/V2/MailData/ directory.
ii. The directory ~/Library/Mail Downloads/ also was not created.

6. Apple Mail Analysis with BlackLight
e Review the output under the “Email” section.

8 e s B test.Blacklight
3 00 ./ €O & Q| bMe 2 5 &£ 38 »
Caselnfo Timefine Search  Datails Browser FileFilter  Media Messaging Soclal internet | Contacts 100c Applications Calendar Locations. Notes Systam

e Find the email message associated with 71.emlix in the BlackLight email view.
e Review the email metadata shown in the middle pane.

e View the email message using different content types; change the dropdown “Show
Content Type” to “Raw Source” and “HTML”.

Extra Credit -
e Get comfortable using the BlackLight interface - browse other email messages.
e Review the Envelope Index more to find more information pertaining to various email messages.
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Exercise — Key Takeaways

e Know where the Apple Mail key files are stored and their importance.
o Get comfortable with some Mac OS X command line utilities.

e Get comfortable with the BlackLight application interface and nuances.
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Exercise 2.4 - Mac Applications

Objectives

e  Get familiar with the key files for a variety of Mac applications including Messages, FaceTime,
Calendar, Address Book, iPhoto, iWork and Airdrop.
e  Get familiar with the Mac OS X command line.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Xcode.app
i. Locate and open the Xcode.app from /Applications/.
e A SQlLite Database viewer.

e Blacklight.app
i. Locate and open the Blacklight.app from /Applications/Blacklight 201# Release

#/Blacklight.app
ii. This tool is available on your USB drive in the Tools directory.

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3.  Mount the Dade Murphy forensic (lademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/0OR5 | 8) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in -—Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o --out -—Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
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o Input File —Where the image file is located.
o Mount Point — Newly created specifically for this image.
Uses the hdiut il command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o —7j —lgnore the journal
o -o —Options:
= rdonly —Mountinread-only mode.
= noexec - Do not allow execution of binaries on mounted system.
= noowners -lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy_image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1n —s command to create a symbolic link for the ewf 1 file, name the link
dadeimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the -nomount argument to
suppress mounting (for now). The output from this command will display a /dev/diski,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -7 =—lgnore the journal
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o -o —Options:
= rdonly — Mountinread-only mode.
= noexec — Do not allow execution of binaries on mounted system.
* noowners - lIgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l1 /Volumes/dademurphy image/
$ ln -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage .dmg

$ mount hfs -j -o rdonly,ncexec,nocowners /dev/disk#
/Volumes/dademurphy mounted/

4. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s —1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1
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Exercise — Questions

CHOOSE YOUR OWN ADVENTURE!

There are many Mac applications and each investigation is different. We do not have enough time into all of
them. Choose two or three that interest you the most — the rest are extra credit!

1. Instant Messaging & FaceTime

2. Calendar

3. Address Book

4. iPhoto

5. iWork

6. AirDrop

1. Instant Messaging & FaceTime.
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open all the property list files in this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open *.plist

e Review the contents of the com.apple.iChat.plist file.

1. Whom did this account last chat with?

a.

2. Whatis the accountID (GUID) used to chat with this person?

a.

e Review the contents of the com.apple.iChat.Jabber.plist file.

3. What is the GUID associated with this user account?

4. What email address is used for this Jabber account?

5. What type of chat account is this?

e Review the contents of the com.apple.imservice.FaceTime.plist file.
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6. What email accounts are associated with this FaceTime account?

e Use the cd command to go to zerocool’s Messages Archive, ~/Library/Messages/Archive/.
e Use the 1s command to list the contents of this directory.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Messages/Archive/

$ 1s -1

7. What two dates did communication occur?

e Use the cd command to go to zerocool’s Messages Archive,
~/Library/Messages/Archive/2013-12-16/.
e Use the 1s command to list the contents of this directory.

8. Using the file command, what kind of file is this?

e Use the open command to open this file, review the contents of this window.
e This command should open the contents in the Messages or iChat application.

cd 2013-12-16/
ls -1

file Kate\ Libby\ on\ 2013-12-16\ at\ 20.10.ichat

“v» N &N O

open Kate\ Libby\ on\ 2013-12-16\ at\ 20.10.ichat

9. Just by looking at this chat window not including chat context — can you tell if there had been file
transfers or transfer attempts?

10. Try renaming this file with a .plist extension and reviewing the contents in Xcode.
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e Review the contents of the
/Users/zerocool/Library/Preferences/ByHost/com.apple.Messages.Fi
leTransfers.40A90B07-FC53-52C8-A774-6F1A5E659E9C.plist file. Review the
contents under Item 0.

11. What is the filename of the file transferred?

12. How many bytes were transferred? (Ideally this is the file size)

13. Who was this file transferred to?

14. When was this file transfer started in UTC?

2. Calendar
e Usethe cdcommandtogoto zerocool’s Calendars directory.
e Use the open command to open the com.apple.iCal.plist file.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.iCal.plist

e Review the contents of the com.apple.iCal.plist file.

1. What is the GUID of the default principle calendar?

2. What is the GUID of the default calendar?

Use the cd command to goto zerocool’ s Calendars directory.
Use the 1s -1 command to list the contents of the directory.

Use the cd command to go to the default principle calendar directory.
Use the 1s -1 command to list the contents of this directory.

e Use the open command to open the Tnfo.plist file for this calendar.

$ cd ../Calendars/
$ 1s -1

$ cd 68CD24C5-55EE-43CA-BF47-2EE61C3DD648.caldav/
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$ 1s -1

$ open Info.plist

3. What kind of calendar is this?

4. What is the title for this calendar?

5. What is the login for this calendar?

e Use the cd command to go to the default calendar.
e Usethe 1s -1 command to list the contents of this directory.
e Use the open command to open the Info.plist file for this calendar.

$ cod E629B7FD~FEAC-407B~805E-25478F232AA5.calendar/
$ 1ls -1:-

$ open Info.plist

6. What is the title for this calendar?

7. Whatis the time zone this calendar?

¢ Use the cd command to go to the default calendar /Events directory.
e Usethe 1s -1 command to list the contents of this directory.

$ cd Events/

$ 1s -1

8. How many events are in this calendar (*.ics files)?

e Use the cat command to view the contents of the 7646AAD2-3185-4CB8-911F-
27663354B004 . 1ics file.
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$ cat 7646AAD2-3185-4CB8-911F-27663354B004.ics

9. When was this calendar item created?

10. When did this calendar item occur?

11. What are the contents of this calendar item as a user would see it?

e Use the cd command to go back to the /Calendars directory (three directories up).
e Use the open command to open this directory.

$ecd ../../../

$ open

e Using the same methods we’ve used in the previous exercises, open the Calendar Cache
SQLite database file in the SQLite Manager plugin for Firefox.

e Find tuple where “Z PK” = 11in the ‘ZICSELEMENT’ table. Double-click this entry. Take a
moment to review its contents...look familiar?
e Extra Credit: Continue reviewing this database.

3. Address Book
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open the com.apple.AddressBook.plist file.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.AddressBook.plist

e Review the contents of the com.apple.AddressBook.plist file.

1. What is the GUID of the last selected Address Book Contact?

2. What is the Address Book Default Source GUID?
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e Use the cd commandto goto zerocool’s Address Book directory.
e Usethe 1s -1 command to list the contents of this directory. Note the contents.

e Use the cd command to enter the directory for the default source for Address Book using the
GUID noted above.

e Usethe 1s -1 command to list the contents of this directory. Note the contents.
e Use the cd command to enter Metadata/ the directory.
e Usethe 1s -1 command to list the contents of this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application)\
Support/AddressBook/

$ 1s -1
$ cd Sources/F1E178A9-19A4-44F3-9730-9FASFDOEA0O49
$ 1s -1

$ ¢d Metadata/

3. How many groups are in this Address Book?

4. How many persons are in this Address Book?

e Use the £i1le command to show the file type of these files.

$ file *

5. What kind of files are these?

e Students using 10.8+ (Students using 10.7, see below)
e Usetheplutil =-p command to viewthe CC4D39B3-F3C5-4D2B-9F82—
8234477505A4 : ABPerson. abcdp file, piping the output to the 1ess utility.

e  Why this command? Try the following — sometimes it is good to have a backup command.
i. open CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.abcdp
ii. open —-a Xcode CC4D39B3-F3C5-4D2B-9F82-
8234477505A4 :ABPerson.abcdp
e Thisplutil —p command outputs the contents of a binary property list to the Terminal in a
human-readable format without changing the format of the property list.
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$ plutil -p CC4AD39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.abcdp | less

e Students using 10.7 (Students using 10.8+, please skip)

e Copy the file using the cp command CC4D39B3-F3C5-4D2B-9F82—-
8234477505A4 : ABPerson.abcdp to your FOR518 directory, and change the file
extension to “.plist” using the mv command.

e Open the file using the open command.

$ cp CC4D39B3-F3C5-4D2B-9F82-8234477505A4 : ABPerson.abcdp ~/FOR518/

$ mv ~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 : ABPerson.abcdp
~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 : ABPerson.plist

$ open ~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.plist

6. What is the full name of this contact?

7. What is her email address?

8. What s her Jabber chat account ID?

9. When was this contact created?

e Using the cd command, traverse back to the previous directory and into the Tmages directory.
e List the contents of this folder using the 1s —1 command.
e Using the open command, open all the files in this directory.

$ cd ../Images/
$ 1s -1

$ open *

10. What buddy icon does Kate Libby use?

e Using the cd command, traverse back to the main AddressBook directory.
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e List the contents of this folder using the 1s -1 command.
e Using the open command, open this directory in finder.

$cd../..7../
$ 1s -1
$ open

e OpentheMailRecents-v4.abcdmr SQlite database in the SQLite Manager plug-in for
Firefox. Please see previous labs for process.
e Review the contents of the ‘ZABCDMATILRECENT’.

11. What email has zerocool recently emailed?

e Review the contents of the ‘ZABCDLASTEMAILDATE’.

12. What is the earliest date recorded that zerocool emailed Kate Libby (ZMAILRECENT = 1)?

4. iPhoto
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open the com.apple.iPhoto.plist file.

$ cd /Volumes/dademurphy mounted/Users/zeroccol/Library/Preferences/

$ open com.apple.iPhoto.plist

e Review the contents of the com.apple.iPhoto.plist file.

1. Where is the iPhoto Library stored?

e Use the cd command to go to zerocool’s iPhoto Library directory.
e Usethe 1s -1 command to list the contents of this directory. Note the contents.
e Use the open command to open the Albumbata . xml file.
e This file may be copied and renamed with a .plist file extension for easier viewing if
preferred.
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$ cd /Volumes/dademurphy mounted/Users/zerocool/Pictures/iPhoto\
Library.photolibrary

$ 1s -1

$ open AlbumbData.xml

2. How many photo albums are in this iPhoto library?

3. What is the album name of AlbumID = 187

4. What is Image 21 a photo of?

5. iWork
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open the com. apple.iWork*.plist files.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.iWork*

e Review the contents of these files.

1. What is the name of the last Keynote document opened?

2. Why are there two documents named “bitcoin shopping list!”inthe recent documents
for Pages?

e Use the cd command to goto zerocool’s Documents directory.
e Usethe 1s —1 command to list the contents of this directory.
e Use the file command onthe bitcoin shopping list!.pages file.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Documents/
$ 1s -1

$ file bitcoin shopping list!.pages
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3. Whatkind of fileisbitcoin shopping list!.pages?

e Use the cp command to copy this file to your FOR518 directory.

6. AirDrop
e Use the cd command to go to zerocool’s AirDrop Cache directory.
e Usethe 1s —1 command to list the contents of this directory.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Caches/com.apple.AirD
rop/

$ 1s -1

1. How many users did zerocool communicate with over AirDrop?

2. What date is the likely date that communication was established?

3. What icon did this user use?

Extra Credit —
o Review these same files and databases with BlackLight, find what tool is easier for you to use.
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Exercise — Step-By-Step

1. Instant Messaging & FaceTime
e Use the cd command to goto zerocool’s Preferences directory.
e Use the open command to open all the property list files in this directory.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open *_plist

e Review the contents of the com.apple.iChat.plist file.

1. Whom did this account last chat with?

a. katelibbyll@gmail.com (RecentChats & Participants keys)
2. Whatis the account ID (GUID) used to chat with this person?

a. 5C49D451-BA4D-45AD-9710-386E0AFA7928

e Review the contents of the com.apple.iChat.Jabber.plist file.

3. What is the GUID associated with this user account?
a. 5C49D451-BAAD-45AD-9710-386EOAFA7928

4. What email address is used for this Jabber account?
a. z3r0cool95@gmail.com (LoginAs key)

5. What type of chat account is this?
a. Gmail Chat (Description key)

e Review the contents of the com. apple.imservice.FaceTime.plist file.

6. What email accounts are associated with this FaceTime account?
a. z3rOcool95@icloud.com
b. z3rOcool95@gmail.com
i. CheckunderAliases orVettedAliases keys.

e Use the cd command to go to zerocool’s Messages Archive, ~/Library/Messages/Archive/.
e Use the 1s command to list the contents of this directory.

$ cd
/Volumes/dademurphy mounted/Users/zerocool/Library/Messages/Archive/

$ 1s -1

7. What two dates did communication occur?
a. 2013-12-16
b. 2013-12-22
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e Use the cd command to go to zerocool’s Messages Archive,

~/Library/Messages/Archive/2013-12-16/.

e Use the 1s command to list the contents of this directory.

8. Using the file command, what kind of file is this?
a. Apple Binary Property List

e Use the open command to open this file, review the contents of this window.

e This command should open the contents in the Messages or iChat application.

$ cd 2013-12-16/

$ 1s -1

$ file Kate\ Libby\ on\ 2013-12-16\ at\ 20.10.ichat

$ open Kate\ Libby\ on\ 2013-12-16\ at\ 20.10.ichat

z3r0cool856 gmall.com
katelibby 11@gmall.com
Z3rcool85&gmail.cam
katelibby11®@gmail.com
z3rOcool85@gmall.com
kalelibby11@gmail. com

23r0cool85@gmail.com

r3rlcool95Wgmail.com

katelibby11@gmail.com

23r0cool95@gmail.com

* Kate Libby on 2013-12-16 at 2(),1.0,|'_r.hat

you upstairs?

yup

can i make this?

what on earth is thatl?
bitcoin miner

not coming up

looks like its trying to transfer
look at the highlighted ones
I'm going to try to find those
Messages file transfer sucks!
1l try AD again

i don't need an expense case
ugh fine, don

t spend too much money
whoo hool

B:14 PM

816 PM

7 PM

——
T
=

oo

jh P
Messages |
Version 8.0 (4226) i1 PM
Copyright © 2002-2013 Apple Inc. All rights i
reserved. |
—0 P\
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D00, o ..\ Kate Libby on 2013-12-16 at 20.10.ichat e

RHib s E 121813

zIr0cootd5@gmail.com Yyou upstairs?
katellbby 11 @gmai.com yup
z23r0coolg5 @gmail.com \ JIERKEOh @ 3

can | maka this?
katellbby 11 @gmaii.corn whaton earth ia thatt?

2irbcool85@gmaii.com | 'Y preview of *Mining har...comparison - Bitcoin® &

bitooin miner
Katelibby11@gmall.com  notooming up S bbb Ak o
Z3r0cools@gmall.com looks like itstrying toransfer  @UOL O L L e senine )
icok at the highlighted ones '

I'm going lo try fo find those

1 2)ZcpuVh &

" 9ExdvDJh &3
Messages file transfer sucks!
il try AD again Versien 7.0 (3103)
i dont need an expensa case Copyright © 2002-2012 Apple Inc. AHl rights
katelibby 11@gmati.com - ugh fine, don ' g
tspend oo much money
23r0cool85@gmal.com ' whoo hool

9. Just by looking at this chat window not including chat context — can you tell if there had been file
transfers or transfer attempts?
a. No-—0n 10.9 using Messages 8.0
b. Yes—On 10.8 using Messages 7.0
c. Different versions of the software may give you different results!
10. Try renaming this file with a .plist extension and reviewing the contents in Xcode.

e Review the contents of the
/Users/zerocool/Library/Preferences/ByHost/com.apple.Messages.Fi
leTransfers.40A90B07-FC53-52C8-A774-6F1A5E659E9C . plist file. Review the
contents under Item O.

11. What is the filename of the file transferred?
a. JiEhKEOh.jpg
12. How many bytes were transferred? (Ideally this is the file size)
a. 120,507 bytes
13. Who was this file transferred to?
a. katelibbyll@gmail.com
14. When was this file transfer started in UTC?
a. Tue Dec1701:16:05 UTC 2013
i. date -ur 1387242965 from first 10 digits from
IMFileTransferStartDate key.

2. Calendar
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open the com.apple.iCal.plist file.
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$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.iCal.plist

e Review the contents of the com.apple.iCal.plist file.

1. Whatis the GUID of the default principle calendar?

a. 68CD24C5-55EE-43CA-BF47-2EE61C3DD648 (CalDefaultPrincipal Key)
2. What is the GUID of the default calendar?

a. E629B7FD-FEAC-407B-805E-25478F232AA5 (CalDefaultCalendar Key)

e Usethe cd command to goto zerocool’s Preferences directory.

e Usethe 1s -1 command to list the contents of the directory.

e Use the cd command to go to the default principle calendar directory.

e Usethe 1s -1 command to list the contents of this directory.

e Use the open command to open the Info.plist file for this calendar.

$ c¢d ../Calendars/

$ 1s -1

$ cd 68CD24C5-55EE-43CA-BF47-2EE61C3DD648.caldav/
$ 1s -1

$ open Info.plist

3. What kind of calendar is this?
a. CalDAV (Type Key)
4. What is the title for this calendar?
a. iCloud (Title Key)
5. What is the login for this calendar?
a. z3r0cool95@gmail.com (Login Key)

e Use the cd command to go to the default calendar.
e Usethe 1s -1 command to list the contents of this directory.
e Use the open command to open the Info.plist file for this calendar.

$ cd E629B7FD-FEAC-407B-805E-25478F232AA5.calendar/
$ 1s -1

$ open Info.plist
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6. What is the title for this calendar?
a. Home (Title Key)
7. What is the time zone this calendar?
a. America/New_York (TimeZone Key)

e Use the cd command to go to the default calendar /Events directory.
e Usethe 1s -1 command to list the contents of this directory.

$ cd Events/

$ 1s -1

8. How many events are in this calendar (*.ics files)?
a. Six

o Use the cat command to view the contents of the 7646AAD2-3185-4CB8-911F-
27663354B004 . ics file.

$ cat 7646AAD2-3185-4CB8-911F-27663354B004.ics

9. When was this calendar item created?

a. 20131120T121200Z, 11/20/13 at 12:12:00 UTC (CREATED)
10. When did this calendar item occur?

a. 20131121T100000, 11/21/13 at 00:00:00 UTC (DTSTART)
11. What are the contents of this calendar item as a user would see it?

a. “Meet with Frank”

e Use the cd command to go back to the /Calendars directory (three directories up).
¢ Use the open command to open this directory.

$cd../../..7

$ open .

e Using the same methods we’ve used in the previous exercises, open the Calendar Cache
SQlLite database file in the SQLite Manager plugin for Firefox.

e Find tuple where “Z PK” =11 in the ‘ZICSELEMENT’ table. Double-click this entry. Take a
moment to review its contents...look familiar?
e Extra Credit: Continue reviewing this database.

3. Address Book

FOR518 - SANS ©2015 Exercise 2.4 — Mac Applications

18




e Use the cd command to goto zerocool’s Preferences directory.
e Use the open command to open the com. apple.AddressBook.plist file.

$ cd

/Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.AddressBook.plist

e Review the contents of the com. apple.AddressBook.plist file.

1. What is the GUID of the last selected Address Book Contact?
a. FC8B50AA-83D2-468B-9E30-53775EF61769
i. ABBookWindowController-MainBookWindow—
personListController/selectedUIDs/Item 0 Key
2. What is the Address Book Default Source GUID?
a. F1E178A9-19A4-44F3-9730-9FA5FDOEAQ49
e Use the cd command to go to zerocool’s Address Book directory.
o Usethe 1s -1 command to list the contents of this directory. Note the contents.
e Use the cd command to enter the directory for the default source for Address Book using the
GUID noted above.
e Usethe 1s -1 command to list the contents of this directory. Note the contents.
e Use the cd command to enter Metadata/ the directory.
e Usethe 1s -1 command to list the contents of this directory.
$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application)\
Support/AddressBook/
$ 1s -1
$ cd Sources/FlE178A9-19A4-44F3-9730-9FASFDOEA049
$ 1s -1
$ cd Metadata/
3. How many groups are in this Address Book?
a. One
i. F70A6B13-B247-4398-AF8B-AFFAAB400416:ABGroup.abcdg
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4. How many persons are in this Address Book?
a. Four

i. 701A34E7-3773-4DBF-8C07-C0260E07151F:ABPerson.abcdp
ii. CC4D39B3-F3C5-4D2B-9F82-8234477505A4:ABPerson.abcdp
iii. FAEECBCF-8580-4B53-830D-6BA0B57BE3EB:ABPerson.abcdp
iv. FC8B50AA-83D2-468B-9E30-53775EF61769:ABPerson.abcdp

e Use the file command to show the file type of these files.

$ file *

5. What kind of files are these?
a. Apple Binary Property Lists

e Students using 10.8+ (Students using 10.7, see below)

e Usetheplutil -p command to viewthe CC4D39B3-F3C5-4D2B~-9F82-
8234477505A4 : ABPerson.abcdp file, piping the output to the 1ess utility.
e Why this command? Try the following — sometimes it is good to have a backup command.

i. open CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.abcdp
ii. open -a Xcode CC4D39B3~F3C5-4D2B-9F82-
82344777505A4 : ABPerson.abcdp

e Thisplutil —p command outputs the contents of a binary property list to the Terminal in a

human-readable format without changing the format of the property list.

$ plutil -p CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.abcdp | less

e Students using 10.7 (Students using 10.8+, please skip)
e Copy the file using the cp command CC4D39B3-F3C5-4D2B-9F82-

8234477505A4 : ABPerson.abcdp to your FOR518 directory, and change the file
extension to “.plist” using the mv command.

e Open the file using the open command.

$ cp CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.abcdp ~/FOR518/

$ mv ~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 : ABPerson. abecdp
~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 : ABPerson.plist

$ open ~/FOR518/CC4D39B3-F3C5-4D2B-9F82-8234477505A4 :ABPerson.plist

6. What is the full name of this contact?
a. Katelibby (First & Last Keys)
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7. What is her email address?

a. katelibbyll@gmail.com (Email Key)
8. What s her Jabber chat account ID?

a. katelibbyll@gmail.com (JabberInstant or InstantMessage Keys)
9. When was this contact created?

a. 2013-11-17 18:41:28 +0000 (Creation Key)

e Using the cd command, traverse back to the previous directory and into the Tmages directory.
e List the contents of this folder using the 1s -1 command.
Using the open command, open all the files in this directory.

$ cd ../Images/
$ 1s -1

$ open *

10. What buddy icaon does Kate | ihhy use?
a. A penguin
b. The GUID of the images matches the contact GUID previously seen.

e Using the cd command, traverse back to the main AddressBook directory.
e List the contents of this folder using the 1s -1 command.
e Using the open command, open this directory in finder.

$ced ../ ..7..7
$ 1s -1

$ open

e OpentheMailRecents-v4.abcdmr SQLlite database in the SQLite Manager plug-in for
Firefox. Please see previous labs for process.
e Review the contents of the ‘ZARCDMAILRECENT’.

11. What email has zerocool recently emailed?
a. Katelibbyll@gmail.com

e Review the contents of the ‘ZARCDLASTEMAILDATE’.
12. What is the earliest date recorded that zerocool emailed Kate Libby (ZMAILRECENT = 1)?

a. 390939788 (WebKit)
b. Wed May 22 18:23:08 UTC 2013
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4. iPhoto
e Use the cd command to go to zerocool’s Preferences directory.
e Use the open command to open the com.apple.iPhoto.plist file.

-~

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.iPhoto.plist

e Review the contents of the com.apple.iPhoto.plist file.

1. Whereis the iPhoto Library stored?
a. /Users/zerocool/Pictures/iPhoto Library.photolibrary

e Use the cd command to goto zerocool’s iPhoto Library directory.
e Usethe 1s -1 command to list the contents of this directory. Note the contents.
e Use the open command to open the AlbumbData . xml file.

e This file may be copied and renamed with a .plist file extension for easier viewing if
preferred.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Pictures/iPhoto\
Library.photolibrary

$ 1s -1

$ open AlbumData.xml

2. How many photo albums are in this iPhoto library?
a. Five(List of Albums key)
3. What is the album name of AlbumID = 18?

a. “Dec 2013 Photo Stream” (List of Albums/Item 4/AlbumName Keys)
4. What is Image 21 a photo of?
a. A New Orleans themed sign.

b. Follow the file path in the AlbumData . xml for Image 21 and view with the open
command or via Finder.

5. iWork
e Use the cd command to goto zerocool’s Preferences directory.
e Use the open command to open the com.apple.iWork*.plist files.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences/

$ open com.apple.iWork*
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1.

2.

e Review the contents of these files.

What is the name of the last Keynote document opened?
a. “Untitled”
Why are there two documents named “bitcoin shopping list!” inthe recent documents
for Pages?
a. Same document name, stored in two locations.
b. Extract the Bookmark Data BLOB and view in a hex editor
(com.apple.iWork.Pages.LSSharedFileList.plist)

e Use the cd command to go to zerocool’s Documents directory.
e Usethe 1s —1 command to list the contents of this directory.
e Use the file command onthe bitcoin shopping list!.pages file.

$ cd

$ 1s

/Volumes/dademurphy mounted/Users/zerocool/Documents/

-1

$ file bitcoin shopping list!.pages

3. Whatkind of fileisbitcoin shopping list!.pages?
a. Zip Archive
6. AirDrop
e Use the cd command to goto zerocool’s AirDrop Cache directory.
e Usethe 1s -1 command to list the contents of this directory.
$ ad
/Volumes/dademurphy mounted/Users/zerocool/Library/Caches/com.apple.AirD
rop/
$ 1s -1
1. How many users did zerocool communicate with over AirDrop?
a. One, only one base64-encoded filename exists in this directory.
2. What date is the likely date that communication was established?
a. December 17, 2013 (UTC) — When this file was created.
3. What icon did this user use?

a. Water lily, use the open command to view the image.

Extra Credit —
e Review these same files and databases with BlackLight, find what tool is easier for you to use.
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Exercise — Key Takeaways

e Get comfortable with some Mac OS X command line utilities.

e Get familiar with the key files associated with Mac specific applications.
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Exercise 3.1 - System Data & Preferences

Objectives

e  Review the key files associated with the system preferences.
e  Get familiar with the Mac OS X command line.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/
e Xcode.app
I. Locate and open the Xcode.app from /Applications/.
e A SQlite database viewer
e Blacklight.app
i. Locate and open the Blacklight.app from /Applications/Blacklight 201# Release
#/Blacklight.app
il. Ihis tool is available on your USB drive in the Tools directory.

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. I he PDt format of this sheet is available on your FOR518 USB drive.

3. Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
melhod you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --1in —Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o -—-out -Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
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o Mount Point —Newly created specifically for this image.
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/diski
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -3 —Ignore the journal
o -o —Options:
* rdonly - Mountinread-only mode.
= noexec — Do not allow execution of binaries on mounted system.
= noowners -—lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/diski#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1In —s command to create a symbolic link for the ewf 1 file, name the link
dadeimage . dmy. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o —7j -—lgnore the journal

o -0 —Options:
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* rdonly —Mountin read-only mode.
= noexec — Do notallow execution of binaries on mounted system.
" noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E01 /Volumes/dademurphy image/
$ 1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount_hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

4. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s -1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ ¢d /Volumes/dademurphy mounted/Users/

$ 1s -1
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Exercise — Questions

1. System Version Information
e Use the cd command to navigate to the CoreServices directory.
e Use the open command to open the SystemVersion.plist file.

$ cd /Volumes/dademurphy mounted/System/Library/CoreServices

$ open SystemVersion.plist

What version of OS X is this system running?

2. System Installation Date

e Use the cd command to navigate to the /private/var/db directory.
e Usethe 1s —-1a command to view all files in this directory.

v

cd /Volumes/dademurphy mounted/private/var/db/

$ 1s -la

1. What is the likely date of system installation?

el

System Time Zone & Language Settings
e Use the cd command to navigate to the /etc directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory
e Usethels -1 commandonthe localtime file.

$cd ../../../letc/
$ 1s -1

$ 1s -1 localtime

1. What time zone is in use on this system?

e Use the cd command to navigate to the system preferences directory.
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e Use the pwd command to verify you are in the system preferences directory.
i. /Volumes/dademurphy mounted/Library/Preferences

e Usethe ls -1acommand to view all files in this directory. Note the contents of this directory.
e Use the open command to open the .GlobalPreferences.plist file.

$ cd ../Library/Preferences
$ pwd
$§ 1s -la

$ open .GlobalPreferences.plist

2. More specifically, what city is used to determine the time zone used?

3. What s the primary language setting used?

4. Network Settings
e Use the cd command to navigate to the SystemConfiguration directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory
e Use the open command to open all the plist files in this directory.

W

cd SystemConfiguration/

v

1ls -1

<

open *.plist

e Reviewthe NetworkInterfaces.plist file.

1. What model system is this?

2. How many network interfaces does this system have?

3. What is the MAC address for the Wi-Fi interface?

e Reviewthe com.apple.airport.preferences.plist file.

4. How many “remembered” Wi-Fi networks are there?
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5. What is the name of the network that was last accessed on December 12, 2013 (EST/EDT) (local
system time)?

6. Is this network “open” or are network credentials open?

7. What is the name of the network that is likely the system’s “home” network?

8. Why do you think it is the “home” network?

9. When was this system last connected to its “home” network?

10. Extra Credit: What brand is this Wi-Fi Access Point?

e Reviewthepreferences.plist file.

11. What is the hostname of this system?

5. Printing
e Use the cd command to navigate to the system preferences directory.
e Use the open command to open the org.cups.printers.plist file.

$ cd /Volumes/dademurphy mounted/Library/Preferences/

$ open org.cups.printers.plist

1. What kind of printer was used with this system?

2. How was this printer accessed?

e Use the cd command to navigate to the Printer Log directory.
e Use the open command to open the page log file.

$ cd /Volumes/dademurphy mounted/var/log/cups/
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$ open page log

3. What two documents were printed?

4. How many pages long were these documents?

5. What user did the printing?

e Getaroot shell.

e Use the cd command to navigate to the Printer Spool directory.

e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Use the file command on the printer data files.

e Using the cp command, copy the d000 * data files property list to a directory of your choice.
e Use the chhown command to change the ownership to your user account name.

e Using the open command to view the PDF printer data files.

sudo -s

cd /Volumes/dademurphy mounted/private/var/spool/cups/
1s -1

file 40000*

cp d0000* ~/FORS18

chown <your username> ~/FOR518/d0000*

#* B B F T ¥ W

open ~/FOR518/d0000%*

6. Using the printer control files (c0000#), can you determine what application those two
documents were printed from (hint: Look for an ApplicationName, try using the strings
program)?

6. Software Updates
e Use the cd command to navigate to the system preferences directory.
e Use the open command to open the com.apple.SoftwareUpdate.plist file.
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$ cd /Volumes/dademurphy mounted/Library/Preferences/

$ open com.apple.SoftwareUpdate.plist

1. When was the last successful update?

2. System version when last updated?

3. When was the software update last attempted?

4. What are the names of the three available software updates?

e Use the cd command to navigate to the software receipts directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Use the open command to open the InstallHistory.plist file.

$ cd /Volumes/dademurphy mounted/Library/Receipts/
$ 1s -1

$ open InstallHistory.plist

5. How many updates are shown inthe TnstallHistory.plist file?

6. Review Item 0, what do you think this entry is indicative of?

7. What application was used to install OS X?

8. On what date was the “LanScan” application installed?

9. What application was used to install this application?

10. What application was installed on 11/20/13 (EST/EDT)?
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11. What application was used to install this application?

12. What application installed the Brother Printer Software Update?

e Use the cd command to navigate to software receipts directory where the receipts are stored.

e Usethe 1s -1t command to view all files in this directory. The ‘t’ option allows us to sort by
last modified time. Note how each receipt * .plist and *.bom file modified time matches
that found in the InstallHistory.plist file.

e Use the open command to open a plist file. Note the similar data found in the
InstallHistory.plist file.

e Usethe 1sbom -s command to view the files for the LanScan application.

cd /Volumes/dademurphy mounted/var/db/receipts/
ls -1t

open <anyfile>.plist

«» &£ o WO©

lsbom —-s com.iwaxx.LanScan.bom

13. How many files are associated with the LanScan application?

Extra Credit —
e Review the same files using the BlackLight application.
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Exercise — Step-By-Step

1. System Version Information
e Use the cd command to navigate to the CoreServices directory.
e Use the open command to open the SystemVersion.plist file.

$ cd /Volumes/dademurphy mounted/System/Library/CoreServices

$ open SystemVersion.plist

1. What version of OS X is this system running?
a. 10.8.5

2. System Installation Date
e Use the cd command to navigate to the /private/var/db directory.
e Usethe 1s —-1acommand to view all files in this directory.

$ cd /Volumes/dademurphy mounted/private/var/db/

$ 1s -la

1. Whatis the likely date of system installation?
a. November 17, 2013 (EST/EDT)
i. Usethe stat —x command to determine MAC times for .AppleSetupDone and
.AppleInstallType.plist files

.

System Time Zone & Language Settings
e Use the cd command to navigate to the /etc directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory
e Usethels -1 commandonthe localtime file.

v

ced ../../../etc/
$ 1s -1

$ 1s -1 localtime

1. What time zone is in use on this system?
a. America/New_York
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e Use the cd command to navigate to the system preferences directory.

e Use the pwd command to verify you are in the system preferences directory.
i. /Volumes/dademurphy mounted/Library/Preferences

e Usethe 1s —-1a command to view all files in this directory. Note the contents of this directory.
e Use the open command to open the .GlobalPreferences.plist file.

$ cd ../Library/Preferences
$ pwd

$ 1s -la

$

open .GlobalPreferences.plist

2. More specifically, what city is used to determine the time zone used?
a. Washington, D.C.
i. com.apple.TimeZonePref.Last Selected Cityor
com.npple.praforances.timezone . selected aityKeys
3. What s the primary language setting used?
a. en_US—US English
i. ApplelocaleorApplelanguages Keys

4. Network Settings
e Use the cd command to navigate to the SystemConfiguration directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory
e Use the uperr command to open all the plist files in Lhis direclory.

$ cd SystemConfiguration/
$ 1s -1

$ open *.plist

e Reviewthe NetworkInterfaces.plist file.

1. What model system is this?
a. MacBookAir5,1

2. How many network interfaces does this system have?
a. Two; en0andenl

3. Whatis the MAC address for the Wi-Fi interface?
a. 7c:dl:c3:df:64:67

e Reviewthe com.apple.airport.preferences.plist file.
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4. How many “remembered” Wi-Fi networks are there?

a. Four
5. What is the name of the network thal was last accessed on December 12, 2013 (local system time)?
a. Hhonors

6. Is this network “open” or are network credentials open?

a. Open(SecurityType Key)
7. What is the name of the network that is likely the system’s “home” network?

a. Cyberdelia
8. Why do you think it is the “home” network?

a. ltis ltem 0 in the remembered networks list and has a SecurityType of “WPA2 Personal”.
9. When was this system last connected to its “home” network?

a. December 23, 2013 (EST/EDT) (local system time)
10. Extra Credit: What brand is this Wi-Fi Access Point?

a. Tenda

i. Extract the BSSID MAC address from the “CachedScanRecord” key, and Google
the first three octets of the MAC address.

e Reviewthe preferences.plist file.

11. What is the hostname of this system?
a. Dades-MacBook-Air
i. System/Network/Hostnames/LocalHostName or
/System/System/ComputerName Keys

5. Printing
e Use the cd command to navigate to the system preferences directory.
e Use the open command to openthe org.cups.printers.plist file.

$ cd /Volumes/dademurphy mounted/Library/Preferences/

$ open org.cups.printers.plist

1. What kind of printer was used with this system?

a. “Brother HL-2170W series” (printer—-name or printer-info Key)
2. How was this printer accessed?

a. ViaUSB(device-url Key)

e Use the cd command to navigate to the Printer Log directory.
e Use the open command to open the page log file.

$ cd /Volumes/dademurphy mounted/var/log/cups/

$ open page_ log

FOR518 - SANS ©2015 Exercise 3.1 — System Data & Preferences 12



3. What two documents were printed?

a. “scrypt - Wikipedia, the free encyclopedia”

b. “Litecoin Charts - Litecoin Cryptocurrency Blockchain Explorer”
4. How many pages long were these documents?

a. Three & six pages
5. What user did the printing?

a. Zerocool

e Getaroot shell.

e Use the cd command to navigate to the Printer Spool directory.

e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Usethe £ile command on the printer data files.

e Using the cp command, copy the d000* data files property list to a directory of your choice.
e Use the chown command to change the ownership to your user account name.

e Using the open command to view the PDF printer data files.

sudo -s

cd /Volumes/dademurphy mounted/private/var/spool/cups/
ls -1

file d000O*

cp d0000* ~/FOR518

chown <your nsername> ~/EORS518/40000* . o ciiiiin

*+= H = ¥ = B N

open ~/FOR518/d0000*

6. What user did the printing?
Using the printer control files (c0000#), can you determine what application those two documents
were printed from (hint: Look for an ApplicationName, try usingthe strings program)?
a. Yes, Safari.app
i. The control files contain a “JobInfo.PMApplicationName” string.

6. Software Updates
e Use the cd command to navigate to the system preferences directory.
e Use the open command to open the com.apple.SoftwareUpdate.plist file.

$ cd /Volumes/dademurphy mounted/Library/Preferences/

$ open com.apple.SoftwareUpdate.plist
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1. When was the last successful update?
a. Dec22,2013, 7:44:45 PM (EST/EDT) (local system time, LastSuccessfulDate Key)
2. System version when last updated?
a. 10.85
3. When was the software update last attempted?
a. Dec 22,2013, 7:44:45 PM (EST/EDT) (local system time, LastAttemptDate Key)
i. The same time is shown in both the LastSuccessfulDate and
LastAttemptDate keys because not all updates were installed at this time.
4. What are the names of the three available software updates?
a. Digital Camera RAW Compatibility Update
b. Remote Desktop Client Update
c. Safari
i. Usethe “Display Name” Key

e Use the cd command to navigate to the software receipts directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Usethe open command to openthe InstallHistory.plist file.

$ cd /Volumes/dademurphy mounted/Library/Receipts/
$ 1s -1

$ open InstallHistory.plist

5. How many updates are shown in the InstallHistory.plist file?
a. 13 Items
6. Review ltem 0, what do you think this entry is indicative of?
b. System installation. The user appears to have installed this system on 11/17/13 installing OS
X 10.8.5.
7. What application was used to install OS X?
c. The OS X Installer
8. On what date was the “LanScan” application installed?
d. 12/14/13 (EST/EDT) (item 10)
9. What application was used to install this application?
e. “storeagent” = The App Store
10. What application was installed on 11/20/13 (EST/EDT)?
f. Adobe Flash Player
11. What application was used to install this application?
g. “Installer”
i. An external installer was used rather than the app store.
12. What application installed the Brother Printer Software Update?
h. Software Update

e Use the cd command to navigate to software receipts directory where the receipts are stored.
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e Usethe 1s -1t command to view all files in this directory. The ‘t’ option allows us to sort by

last modified time. Note how each receipt * .plist and *.bom file modified time matches
that found inthe TnstallHistory.plist file.

e Use the open command to open a plist file. Note the similar data found in the
InstallHistory.plist file.

e Usethe 1sbom -s command to view the files for the LanScan application.

$ cd /Volumes/dademurphy mounted/var/db/receipts/
$ 1s -1t
$ open <anyfile>.plist

$ 1lsbom -s com.iwaxx.LanScan.bom

13. How many files are associated with the LanScan application?

i. 19 files (Use the wc command against the output. Subtract one for the current directory *

file.
i. 1lsbom —-s com.ilwaxx.Lan3can.bom | we

Extra Credit -
e Review the same files using the BlackLight application.

’
.

Exercise — Key Takeaways

o Know where the key files associated with the system are stored. These files are system-wide
preferences as opposed to the previous labs where they were user-focused preferences.

e Get comfortable with some Mac OS X command line utilities.
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Exercise 3.2 - Log Analysis

Objectives

e  Know where the key log files are stored and how to parse the Apple System Logs and Basic Security
Module Audit logs.
e  Get familiar with the Mac OS X command line.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:

o Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/

e Console.app
i. Locate and open the native OS X Console.app from /Applications/Utilities/

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3. Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR51 8) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in —Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o -—-out -Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount Point — Newly created specifically for this image.
e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
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suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -7 =—lgnore the journal
o -0 —Options:
= rdonly — Mountinread-only mode.
= noexec — Do not allow execution of binaries on mounted system.
®* noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.EO1l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

¢ Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1n -—s command to create a symbolic link for the ewf 1 file, name the link
dadeimage.dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o —7J —lgnore the journal
o -o —Options:

= rdonly — Mountin read-only mode.

" noexec - Do not allow execution of binaries on mounted system.

= noowners - lgnore ownership on the mounted volume.
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You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l1 /Volumes/dademurphy image/
$ 1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

4, Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Uscthc 13 1 command to view the contents in the terminal to (hopefully) view the OS5 X
directory structure. You should see an account tor ‘zerccool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

Exercise — Questions

1. System Log Directory & BZip2 Compression
e Use the cd command to navigate to the System Log directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Usethe £file command to view the file types listed for these files. Note the files labeled as
“bzip2 compressed data”.

$ cd /Volumes/dademurphy mounted/private/var/log/
$ 1s -1

S file *
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1. What two log files have been archived using BZip2 compression?

e Usethebzcat and cat commands to decompress and create a comprehensive log file of the
system. log. Output this log file to your FOR518 directory as system all.log.

$ bzcat system.log.l.bz2 system.log.0.bz2 >> ~/FOR518/system all.log

$ cat system.log >> ~/FOR518/system all.log

2. Use the wc command to determine how many records are now in the system all. log file.

3. Do the same for the wifi.log and wifi.log BZip2 compressed log files. How many records are found
in these logs?

2. Introduction to the Console Application
e Locate and open the native OS X Console.app from /Applications/Utilities/.
e This will show you the log contents of your host system.

e Review the left pane.
e Briefly review the log files under “FILES”.
i. Note the different locations where logs may be found.
e Select “All Messages” under “SYSTEM LOG QUERIES”; review the syslog events on your system.
i. Select an event, and press the blue “i” Inspector button on the top the application.
1. Review the contents in this popup window.

2. You may select another event; the window should stay open for you to view its
contents.

1. What is the Facility for this event?

2. What is the User ID (UID) for this event?

3. What is the Group ID (GID) for this event?

4. What is the hostname of the system?

5. What is the Sender for this event?
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6. When was this event logged (use the epoch time)?

3. Apple System Log (ASL) Directory
e Getaroot shell.
e Use the cd command to navigate to the Apple System Log directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.

$ sudo -s
$ cd /Volumes/dademurphy mounted/private/var/log/asl/

$ 1s -1

1. What s the date of the oldest ASL log file (not including auxiliary or “best before” ASL files)?

2. How many days in the past are events recorded as shown by the ASL filenames (not including
auxiliary or "best before” ASL tiles)?

4, ASL Log Conversion using the syslog Command
e View the man page for the sys1log command using the man command.
i. Briefly review its contents.
ii. Usc the spacebar to page-down.
iii. Press ‘q” when ready to quit the viewer.
e Usethe 1s -1 command to view all files in this directory.

$ man syslog

e Use the syslog command to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013.

# syslog —-f 2013.12.22.U501l.asl

1. What is the date/time range of the timestamps in this syslog output?
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e Usethe syslogcommand to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013 using the UTC timestamp.
i. Note the differences in the timestamp.

$ syslog -T utc -f 2013.12.22.U501.asl

e Usethe syslog command to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013 using the UTC timestamp in RAW format.
i. Note the differences in the log output. Recall the information you saw in the
Console.app Inspector window.

$ syslog -F raw -T utc -f 2013.12.22.U501.asl

e Usethe syslog command to output all the ASL logs in this directory using the UTC timestamp
in RAW format.

i. Redirect the output to a file ASL. out in your FOR518 directory.

e Openthe ASL.out log in Console.app using the open command.
i. Review this output.

$ syslog -F raw -T utc -d . > ~/FOR518/ASL.out

$ open -a Console ~/FOR518/ASL.out

2. What is the date (UTC) of the first message?

3. What is the message level?

4. What is the UID and GID of this message?

5. What is the hostname used in this message?

6. What is the facility?

7. When does this message expire?
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8. How long is this message kept for?

9. What is the date (UTC) of the last message?

10. What is the message level?

11. What is the hostname used in this message?

12. What is the facility?

13. When does this message expire?

5. Basic Security Module Audit Logs
e Temporarily change the time zone of your Terminal window using the “export
TZ="ESTSEDT”” command. The system time for the dademurphy.e0l image is EST/EDT.
(Those users who are already using EST/EDT on their hosts system will not have to run this
command, however it should not hinder if you do.)
e Use the cd command to navigate to the Audit Log directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.

$ export TZ="EST5EDT”

$ cd /Volumes/dademurphy mounted/private/var/audit/

$ 1s -1

1. What is the start timestamp of the oldest audit log file?

2. What is the end timestamp of this same file?

e Use the praudit command to output the contents of the 20131117181352.20131117200025
audit log.
i. Usethe less command to control the output.
e Review the output of this command.

$ praudit 20131117181352.20131117200025 | less
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e Use the praudit command to output the contents of the 20131117181352.20131117200025
audit log in XML format.

i. Usethe 1less command to control the output.
e Review the output of this command. Note how the data pieces are now labeled.

$ praudit -x 20131117181352.20131117200025 | less

e Perform a search for a username.

i. While in the less output from the previous command, type a “/” then type the username
for user 501 on your system. (i.e., /sledwards). Hit [return]. This will search the output
for this username.

ii. A username on your system should not be showing up in someone else’s logs!! (Hint:
This will only work if you have a user 501, some systems that are network-logon based
may not have one.)

iii. The praudit command is translating the current users of the system into the output
of these logs — not good for forensics!

<text>creator /usr/libexec/UserkEventAgent</text>

<return errval="success" retval="@" />

</record>

<record version="11" event="SecSrvr AuthEngine" modifier="0
<subject audit-uid="-1" uid="root" gid="wheel" ruid="root"
<text>config.modify.com.apple.wifi</text>

<text>client /usr/libexec/airportd</text>

<text>creator /usr/libexec/airportd</text>

<return errval="success" retval="@" />

</record>

<record version="11" event="modify group” modifier="Q" time
<subject audit-uid="-1" uid="root" gid="wheel" ruid="root"
<text>Set Groups membership user UUID to &apos;_lpadmin&apo
/text>
/sledwards| |

e Use the ‘—n’ option to stop the UID and GID translation.
e Perform the same search, does your username show up now?

$ praudit -xn 20131117181352.20131117200025 | less

e Usethe praudit command to output the contents of the audit logs in this directory to a file in
your FOR518 directory named audit.out.
i. The “*.*” notation is used so as not to include the “current” link. (This file is already
included, and the link is pointing to your own file system.)
e Review the contents in Console.app.
e Do not forget to exit out of your root shell by typing exit.
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$ praudit -xn *.* > ~/FOR518/audit.out
$ open —-a Console ~/FOR518/audit.out

$ exit

e To search, press Command+F — this will allow you to search the contents while still viewing all
the contents.

e The search box located in the top-right of the application will filter contents based on a search
string. While convenient for records using one line, this causes issues when records are multi-
line.

3. When was the user zerocool created (Search “create user”)?

4, Find the one “user authentication” event recorded on Sun Nov 17 14:54:41 2013. What user
authenticated to the system?

5. What is the UID associated with this evenl?

6. What is the GID associated with this event?

7. Looking at the next two records, what was the user likely authenticating to do?

*** If you have changed your time zone in this terminal window, be sure to either change it back or exit
and open a new Terminal window to reset the time zone. ***
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Exercise — Step-By-Step

1. System Log Directory & BZip2 Compression
e Use the cd command to navigate to the System Log directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.
e Usethe file command to view the file types listed for these files. Note the files labeled as
“bzip2 compressed data”.

$ cd /Volumes/dademurphy mounted/private/var/log/
$ 1s -1

$ file *

1. What two log files have been archived using BZip2 compression?
a. system.log
b. wifi.log

e Usethebzcat and cat commands to decompress and create a comprehensive log file of the
system. log. Output this log file to your FOR518 directory as system all.log.

$ bzcat system.log.l.bz2 system.log.0.bz2 >> ~/FOR518/system all.log

$ cat system.log >> ~/FOR518/system all.log

2. Use the wc command to determine how many records are now in the system all.log file.
a. 9422 records (wc ~/FOR518/system all.log)
3. Do the same for the wifi.log and wifi.log BZip2 compressed log files. How many records are found
in these logs?
a. 247 records
i. Use the same commands above; change the filename system.log to wifi.log.

2. Introduction to the Console Application

e Locate and open the native OS X Console.app from /Applications/Utilities/.
e This will show you the log contents of your host system.
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e Review the left pane.
e Briefly review the log files under “FILES”.

i. Note the different locations where logs may be found.

e Select “All Messages” under “SYSTEM LOG QUERIES”; review the syslog events on your system.

i. Select an event, and press the blue “i” Inspector button on the top the application.
1. Review the contents in this popup window.
2. You may select another event; the window should stay open for you to view its

contents.
800 Message Inspector
Key Value
ASiLMessagelD 317251
Facility user
GID 20
Host byte
Level 4
PID 195
ReadGIC se
Sender sharingd
Sender_Mach_UUID  C4FA4B77-6F18-3715-ASCA-DEDFIA26RDF9
Time 138R358077
TimeNanoSec 388864800
uIp Se1
Message Created new AirDrop 1D (4F349DCA69C2)

i

a. “user”

What is the Facility for this event?

2. What s the User ID (UID) for this event?

a. 501

3. What s the Group ID (GID) for this event?

a. 20

4. What is the hostname of the system?

a. “byte”

5. What is the Sender for this event?

a. “sharingd”

6. When was this event logged (use the epoch time)?
a. 1388958077
i. Use the date —ur command or Epoch Converter to convert it to human-readable

UTC format: Sun Jan 5 21:41:17 UTC 2014

3. Apple System Log (ASL) Directory

e Get aroot shell.

e Use the cd command to navigate to the Apple System Log directory.

e Usethels -1 command to view allfiles in this directory. Note the contents of this directory.
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$ sudo -s
$ cd /Volumes/dademurphy mounted/private/var/log/asl/

$ 1s -1

1. What is the date of the oldest ASL log file (not including auxiliary or “best before” ASL files)?
a. 12/17/2013
2. How many days in the past are events recorded as shown by the ASL filenames (not including
auxiliary or “best before” ASL files)?
a. Seven (12/17/2013-12/23/2013)

4. ASL Log Conversion using the syslog Command
e View the man page for the sys1log command using the man command.
i. Briefly review its contents.
ii. Use the spacebar to page-down.
iii. Press ‘q’ when ready to quit the viewer.
e Usethe 1s -1 command to view all files in this directory.

$ man syslog

e Usethe syslog command to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013.

$ syslog -f 2013.12.22.U501.asl

1. What is the date/time range of the timestamps in this syslog output?
a. Dec2216:36:41
b. Dec2217:36:36

e Use the syslog command to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013 using the UTC timestamp.
i. Note the differences in the timestamp.

$ syslog -T utc -f 2013.12.22.0501.asl

e Usethe syslog command to view the contents of the ASL log file containing data for UID 501
(zerocool) for December 22, 2013 using the UTC timestamp in RAW format.
i. Note the differences in the log output. Recall the information you saw in the
Console.app Inspector window.
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$ syslog —F raw -T utc -f 2013.12.22.U501.asl

e Use the syslog command to output all the ASL logs in this directory using the UTC timestamp
in RAW format.
i. Redirect the output to a file ASL . out in your FOR518 directory.
e Openthe ASL.out login Console.app using the open command.
i. Review this output.

$ syslog -F raw -T utc -d . > ~/FOR518/ASL.out

$ open -a Console ~/FOR518/ASL.out

2. What is the date (UTC) of the first message?
a. 2013-11-17 18:13:527
3. What is the message level?

a. 5(Notice)
4. What is the UID and GID of thls message?
a. 0

5. What is the hostname used in this message?
a. “localhost”
6. What is the facility?
a. com.apple.system.utmpx
7. When does this message expire?
a. 1416334432 =Tue Nov 18 18:13:52 UTC 2014
i. ASLExpireTime Field
8. How long is this message kept for?
a. One Year + 1 Day (366 days or 31622400 seconds viaman asl.conf)
9. What is the date (UTC) of the last message?
a. 2013-12-23 18:23:557
10. What is the message level?
a. 7 (Debug)
11. What is the hostname used in this message?
a. “Dades-MacBook-Air”
12. What is the facility?
a. “kern”
13. When does this message expire?
a. Seven days
b. If no ASLExpireTime field is present, default expire time is seven days from the date of the
message.

5. Basic Security Module Audit Logs

e Temporarily change the time zone of your Terminal window using the “export
TZ="EST5EDT”” command. The system time for the dademurphy.e01 image is EST/EDT.
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(Those users who are already using EST/EDT on their hosts system will not have to run this
command, however it should not hinder if you do.)

e Use the cd command to navigate to the Audit Log directory.
e Usethe 1s -1 command to view all files in this directory. Note the contents of this directory.

$ export TZ="ESTSEDT”

$ cd /Volumes/dademurphy mounted/private/var/audit/

$ 1s -1

1. Whatis the start timestamp of the oldest audit log file?
a. 20131117181352=11/17/2013 18:13:52

2. What is the end timestamp of this same file?
a. 20131117200025=11/17/2013 20:00:25

e Usethe praudit command to output the contents of the 20131117181352.20131117200025
audit log.

i. Usethe less command to control the output.
e Review the output of this command.

$ praudit 20131117181352.20131117200025 | less

e Usethe praudit command to output the contents of the 20131117181352.20131117200025
audit log in XML format.

i. Usethe less command to control the output.
e Review the output of this command. Note how the data pieces are now labeled.

$ praudit -x 20131117181352.20131117200025 | less

e Perform a search for a username.

i. While in the less output from the previous command, type a “/” then type the username
for user 501 on your system. (i.e.,: /sledwards). Hit [return]. This will search the output
for this username.

ii. Ausername on your system should not be showing up in someone else’s logs!! (Hint:
This will only work if you have a user 501, some systems that are network-logon based
may not have one.)

iii. The praudit command is translating the current users of the system into the output
of these logs — not good for forensics!
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<text>creator /usr/libexec/UsertventAgent</text>

<return errval="success" retval="@" />

</record>

<record version="11" event="SecSrvr AuthEngine" modifier="0
<subject audit-uid="-1" uid="root" gid="wheel" ruid="root"
<text>config.modify.com.apple.wifi</text>

<text>client /usr/libexec/airportd</text>

<text>creator /usr/libexec/airportd</text>

<return errval="success" retval="0" />

</record>

<record version="11" event="modify group” modifier="@" time
<subject audit-uid="-1" uid="root" gid="wheel" ruid="root"
<text>Set Groups membership user UUID to &apos;_lpadmin&apo
/text>
/sledwards| |

e Use the ‘-n’ option to stop the UID and GID translation.
e Perform the same search, does your username show up now?

§ praudit -xn 20131117181352.20131117200025 | less

e Usethe praudit command to output the contents of the audit logs in this directory to a file in
your FOR518 directory named audit.out.
i. The “* . *” notation is used so as not to include the “current” link. (This file is already
included, and the link is pointing to your own file system.)
e Review the contents in Console.app.
e Do not forget to exit out of your root shell by typing exit.

$ praudit -xn *.* > ~/FOR518/audit.out
$ open —a Console ~/FOR518/audit.out

$ exit

e To search, press Command+F — this will allow you to search the contents while still viewing all
the contents.

» The search box located in the top-right of the application will filter contents based on a search
string. While convenient for records using one line, this causes issues when records are multi-
line.

3. When was the user zerocool created (Search “create uscr”)?
a. Sun Nov1713:40:37 2013
4. Find the one “user authentication” event recorded on Sun Nov 17 14:54:41 2013. What user
authenticated to the system?
a. zerocool
5. What is the UID associated with this event?

FOR518 - SANS ©2015 Exercise 3.2 — Log Analysis S




a. 501

6. What is the GID associated with this event?
a. 20

7. Looking at the next two records, what was the user likely authenticating to do?
a. Software Update to the App Store

*** If you have changed your time zone in this terminal window, be sure to either change it back or exit and
open a new Terminal window to reset the time zone. ***

Exercise — Key Takeaways

o Know how to parse these log files by hand; most tools do not parse these automatically.

e Get comfortable with some Mac OS X command line utilities.
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Exercise 3.3 — Timeline Analysis & Data Correlation

Objectives

e  Get familiar with correlating events in a time line using log analysis and data correlation of key OS X
data files.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:

e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/

e Console.app
i. Locate and open the native OS X Console.app from /Applications/Utilities/

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3.  Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in —Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o —--out -—Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount. Point. — Newly created specifically for this image.

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
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Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o —7j -—lgnore the journal
o -~o =Options:
= rdonly —Mountinread-only mode.
» noexec — Do notallow execution of binaries on mounted system.
= noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1n —s command to create a symbolic link for the ewf 1 file, name the link
dadeimage . dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the -nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o —7j =lgnore the journal
o -o —Options:

= rdonly — Mountinread-only mode.

» noexec - Do notallow execution of binaries on mounted system.

* noowners -Ignore ownership onthe mounted volume.
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You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/

$ mkdir /Volumes/dademurphy mounted/

$ ewfmount ~/FOR518/dademurphy.E0l1 /Volumes/dademurphy image/
$ 1n -s /Volumes/dademurphy image/ewfl ~/FORS518/dadeimage.dmg
$ hdiutil attach -nomount ~/FOR518/dadeimage.dmg

$ mount_hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

4. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s -1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

Exercise — Questions

1. Choose Your Own Adventure Log Analysis!

Choose one of two choices:
e Choice A — Use Console.app
e Choice B — Use the Command-line

e Choice A ~ Console.app.
i. Usethe open command to open the log file of interest in Console.app.

$ open -a Console <example>.log

ii. Use the search functions:
1. Filter textbox at the top-right
2. “Find” Function - Edit | Find (Command-F)
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7
| Q- Wake reason

[ -

SYSTEM LOG QUERIES & Ignore case <5) (3 N (Done
All Messages “Jan 12 08:29:10 byte kernelldl: Wake reasan: RTC (Atarm)

- R Jan 12 02:18:03 byte kernelldl: Wake reason: RTC (Alarm)
DIAGNOSTIC AND USAGE INFOR...  Japn 12 84:86:56 byte kernell@l: Wake reason: RTC (Alarm}

Diagnostic and Usage Messages Jan 12 85:55:49 byte kernel[d]: Wake reasen: RTC {Alarm}
. ) Jan 22 87:44:42 byte kernel{B}: Wake reason: RTC (Alarm)
¥ User Diagnostic Reports Jan 12 89:33:34 byte kernelld]: Wake reason: RTC (Alarm)
_01-06- Jan 12 11:22:27 byte kernel{d]: Wake reascn: RTC {Alarm)
R LS e LeCoR02 S 4050+ Jan 12 12:16:58 byte kernelld)l: Wake reascn: EHC2
> System Diagnostic Reports Jan 12 12:16:50 byte kernelldi: full wake {reasen 1) 214 ms
Jan 12 14:59:59 byte kXernel[@]: Wake reason: EHCZ
FILES Jan 12 14:59:59 byte kerpelfBl: full wake freason 1} 213 ms
“system.log

| Q- String Matching

il -y o
- ~ - Filter

SYSTEM LOG QUERIES

™ ignore case 4 P Qwake reason 4 | Done |
Al Messages ey - e

_CGXHWCaptureWindowlist: No capable active display found.
DIAGNOSTIC AND USAGE INFOR.,, | Jan 12 ©8:38:83 byte kernelol:
AirPort_Brcm43xx:ipowerChange: System Steep
Jan 12 89:30:05 byte kernel{@]: Bluetooth -— LE is supported
¥ User Diagnostic Reports ~ Disable LE meta event i

Jan 12 90:38:85 byte kernel{@d]: wenx

Notes_2014-01-06-C95705_.. [E0BlustoothHostControt LerUSBT ransport} {Suspendbevice] ~-

» System Diagnostic Reports Suspend -- suspendDeviceCallResult = 8xgeae0
{kICReturndSuccess) -- 2xa088 wers
Jan 12 92:18:03 byte kernelid]: Wake reason: RTC (Alarr)
cJan 12 82:18:93 byte kerpeli@}: RT(: Maintenance 2014/1/12
97:18:03, slzep 2014/1/12 €5:39:07
v /Library/Logs Jan 12 B2:18:83 byte kernal[8):

AirPort_8romd3dxx: :powerChange: System Wake - Full Wake/ Dark

Diagnostic and Usage Messages

e Choice B — Via the Command-line using grep
i. Use the grep command to search for items of interest.
1. Recommended for students with previous grep experience.
2. Use the man grep command for options to this utility.

dbyte!log oompasS grep -1 "wake reason” system. log

Jan 12 ©0:29:10 byte kernel[®]: Wake reason: RTC (Alarm)
Jan 12 ©2:18:03 byte kernel{®]): Wake reason: RTC {Alarm)}
Jan 12 04:06:56 byte kernel[0]: Wake reason: RTC {Alarm}
Jan 12 05:55:49 byte kernel[@]: Wake reason: RTC (Alarm}
Jan 12 27:44:42 byte kernel(®]: Wake reason: RTC {Alarm)
Jan 12 09:33:34 byte kernel{®]: Wake reason: RTC (Alarm]
Jan 12 11:22:27 byte kernel{®]: Wake reason: RTC {Alarm}
Jan 12 12:16:56 byte kernel{0]: Wake reason:; EHC2

Jan 12 14:59:59 byte kernel{@]: Wake reason:; EHC2

$ grep -i “wake reason” <example>.log
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2. Volume Analysis
o Review these files.

i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted /private/var/log/daily.out

iii. /Volumes/dademurphy_mounted
/Users/zerocool/Library/Preferences/com.apple.finder.plist

iv. /Volumes/dademurphy_mounted
/Users/zerocool/Library/Preferences/com.apple.sidebarlists.plist

1. Whatis the USBMSC identifier for the device mounted on December 22, 20137

2. Was this device used previously, if so when?

3. What s the volume name of this device?

4. What format is this volume?

BDxF - EXFAT
BDIS — FAT32
BDcu — UDF (DVD)
NTcu — Unknown
H+ - HFS+

KG - FTP

5. What type of disk is this volume located on (review the list in your 518.3 book)?

3. System Information & State
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)
ii. /Volumes/dademurphy_mounted /private/var/log/daily.out

1. How many times was this system booted?
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2. When did the user wake the system November 20, 2013?

3. What kind of hard drive was the system booted from?

4. What percentage of the boot hard drive was allocated on 12/15/2013?

5. What percentage of the boot drive was allocated on 12/23/2013?

4. Network Analysis
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted/Library/Preferences/SystemConfiguration/com.apple.
airport.preferences.plist

iii. Internet History (use BlackLight, or files noted in Exercise 2.2)

1. What four Wi-Fi networks did this system associate to?

2. What two Wi-Fi networks did this system attempt to associate to?
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3. Create a timeline of travel activity:

Timestamp
11/17/2013 10:38:39

WiFi SSID IP Likely Location

11/19/2013 21:36:34

11/20/2013 06:39:01

11/20/2013 15:43:09

12/12/2013 17:42:13

12/14/2013 20:01:01

12/23/2013 13:20:05

5. User Access

e Review these files.

/Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted/private/var/log/asl (remember you should have the

full log created in Exercise 3.2)
/Volumes/dademurphy_mounted/private/var/audit (remember you should have the full
log created in Exercise 3.2)

1. What two methods did users use to log onto this system?

2. What is the start time and end time of the logon session associated with PID 1685?

3. What user account logged on at this time?

6. Software Installation
o Review Lhese liles.

/Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted/private/var/log/install.log

1. When was the Skitch application installed?

2. When was this system upgraded from 10.8?
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7. Backup Activity
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

1. When was the first Time Machine backup started?

2. What type of backups were started on December 16™?

3. What type of backup was started on December 22"

Extra Credit —
e Keep reviewing log files, including those not included in this exercise — get comfortable with the
different types of events in each.
e Review these files in the BlackLight application.
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Exercise — Step-By-Step

1. Choose Your Own Adventure Log Analysis

Choose one of two choices:
e Choice A — Use Console.app
e Choice B — Use the Command-line

e Choice A — Console.app.
i. Use the open command to open the log file of interest in Console.app.

$ open —a Console <example>.log

ii. Use the search functions:
1. Filter textbox at the top-right
2. “Find” Function - Edit | Find (Command-F)

SYSTEM LOG QUERIES ™ Ignore case (4 »)(Q ) ( Done
All Messages Jan 12 98:29:18 byte kernel(@): wake reasont RIC (Atare)
Jan 12 @2:18:03 byte kernel(@]: Wake reascn: RYC {Alarm}
DIAGNOSTIC AND USAGE INFOR...  Jan 12 @4:@6:56 byte kernel(8]: Wake reason: RTC {(Alarm}
Diagnostic and Usage Messages Jan 12 85:55:49 byte kernel[@]: Wake reason: RYC (Alarm)

Jan 12 87:44:42 byte kernel[8]: Woke reason: RYC (Alarm)
¥ User Diagnostic Reports Jen 32 83:33:34 byte hemel{ﬂ}: Wake resson: RTC Eku:‘§
i Jon 12 11:22:27 byte kernel(0]: Wake remson: RTC {Alare
e i L Jan 12 12:16:58 byte kernel(0]: Wake reason: EHC2
¥ System Diagnostic Reports Jan 12 12:16:58 byte harnel{@]: full woke {(resson 1) 214 es
Jan 12 14:59:59 byte kernel(@]: Wake reason: BiC2
FILES Jan 12 14:59:59 byte kernel{@]: full weke (reason 1) 213 ms
en0e | ] system.log e

L h ol fQ' String Matching

S ] —C

4> (Qwake reason ) (Do

_CGXHWCaptureWindowlist: No capable active display found.
DIAGNOSTIC AND USAGE INFOR... | Jen 12 08:39:03 byte kernal[0):

All Messages

P AdrPort_Sroepidxss rpowerChonger System Sleep
Diagnostic and Usage Messages Ja0 12 50:30:05 byte kernel]0): luetooth - LE is supported

¥ User Diagnostic Reports ~ Disable LE sets event 0

dan 12 28:30:05 byte kernel[6): mowen

Notes_2014-01-06-035705._... {I08tuetoothiostControtlerUSET ransport] [Suspenddevice] —
» System Diagnostic Reports Suspend — suspendDeviceCallResult = 0x0090
(kKIOReturnSuccess) -- $xa08¢ e

FILES Jon 12 02:18:03 byte kermel[@): Wake reason: RTC (Alarm)

. " s Jan 12 02:18:93 byte kernel[8}: RTC: Maintenance 2014/1/12
97118:83, slecp 20:4/1/12 @?1.}%90?
v~ Jan 12 92:18:03 byte kernelio}:
[Library/Logs | AirPort_Bremé3xx: :powerChange: System Wake - Full Wake/ Dark
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e Choice B - Via the Command-line using grep
i. Use the grep command to search for items of interest.

1. Recommended for studenls with previous grep experience.
2. Use the man grep command for options to this utility.

byte:log compas
Jan 12 00:29:
Jan 12 92:18:
Jann 12 94:@6:
Jan 12 ©5:55:
Jan 12 27:44:
Jan 12 99:33:
Jan 12 11:22:
Jan 12 12:16:
Jan 12 14:59:

10
83
56
49
42
34
27
50
59

grep
byte
byte
byte
byte
byte
byte
byte
byte
byte

-1 "“wake reason”

kernel{®di:
kernel[@]:
kernel(@]:
kernel[0]:
kernel[B]:
kernel[0]:
kernel([®]:
kernel[9]:
kernel[0]:

Wake
Wake
Wake
Wake
Wake
Wake
Wake
Wake
Wake

system.

reason:
reason:
reason:
reason:
reason:
reascn:
reason:
reason:
reascn.

109
RTC
RTC
RYC
RTC
RTC
RTC
RTC
EHC2
EHC2

{Alarm)
{Alarm)
{Alarm)
{Alarm)
{Alarm)
{Alarm)
{Alarm)

$ grep -i “wake reason” <example>.log

2. Volume Analysis

e Review these files.

i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should

have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted /private/var/log/daily.out

iii. /Volumes/dademurphy_mounted
/Users/zerocool/Library/Preferences/com.apple.finder.plist
iv. /Volumes/dademurphy_mounted

/Users/zerocool/Library/Preferences/com.apple.sidebarlists.plist

1. What is the USBMSC identifier for the device mounted on December 22, 20137

a. DEF10BEC448D (Search for USBMSC entries on this date)
2. Was this device used previously, if so when?
a. 12/14/2013 (Find the same USBMSC identifier in system.log)

b. 12/16/2013

3. What is the volume name of this device?
a. TIMEMACHINE (Correlate timestamps in system.log with USBMSC entries, you may have to

look before and after this entry to get a better idea.)

4. What format is this volume?

BDxF - ExFAT
BDIS - FAT32

H+ - HFS+
KG - FTP

BDcu — UDF (DVD)
NTcu — Unknown

a. HFS+ (Extract the Alias BLOB data from com.apple.sidebarlists.plist)
5. What type of disk is this volume located on (review the list in your 518.3 book)?
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a. USB Hard Drive (Entry Type 517 found in com.apple.sidebarlists.plist)

3. System Information & State
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)
ii. /Volumes/dademurphy_mounted /private/var/log/daily.out

1. How many times was this system booted?
a. Seven (Search “boot” in system.log)
2. When did the user wake the system November 20, 2013?
a. 06:38:49 (Search “wake reason” in system.log)
b. 15:40:35
3. What kind of hard drive was the system booted from?
a. Apple SSD TS128E (Search “boot-uuid”, search for boot device information within same
context in system.log)
4. What percentage of the boot hard drive was allocated on 12/15/20137
a. 49% (daily.out - /dev/disk0s2)
5. What percentage of the boot drive was allocated on 12/23/2013?
a. 79% (daily.out - /dev/disk0s2)

4, Network Analysis
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)
ii. /Volumes/dademurphy_mounted/Library/Preferences/SystemConfiguration/com.apple.
airport.preferences.plist
iii. Internet History (use BlackLight, or files noted in Exercise 2.2)

1. What four Wi-Fi networks did this system associate to?
a. cyberdelia (Search “associated” in system.log)
b. Washington Dulles Wi-Fi
c. #SFO FREE WIFI
d. hhonors
2. What two Wi-Fi networks did this system attcmpt to associate to?
a. OxDEADBEEF (Search “airportd” in system.log)
b. Sophie

3. Create a timeline of travel activity:

Timestamp WiFi SSID IP Likely Location

Search “airportd” in Search
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system_all.log “configd” in

system_all.log

11/17/2013 10:38:39 | cyberdelia 192.168.2.101 | Home

11/19/2013 21:36:34 | cyberdelia 192.168.2.101 | Home

11/20/2013 06:39:01 | Washington Dulles WiFi | 10.59.3.48 Washington Dulles Airport (IAD)
11/20/2013 15:43:09 | #SFO FREE WIF! 172.31.44.108 | San Francisco Airport (SFO)
12/12/2013 17:42:13 | hhonors 192.168.9.70 | Hilton Hotel WiFi

12/14/2013 20:01:01 | cyberdelia 192.168.2.101 | Home

12/23/2013 13:20:05 | cyberdelia 192.168.2.102 | Home

5. User Access
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should

have the full log created in Exercise 3.2)

ii. /Volumes/dademurphy_mounted/private/var/log/asl (remember you should have the
full log created in Exercise 3.2)

iii. /Volumes/dademurphy_mounted/private/var/audit (remember you should have the full
log created in Exercise 3.2)

1. What two methods did users use to log onto this system?
a. Login Window (Search “_PROCESS:” in system.log)
b. Terminal
2. What is the start time and end time of the logon session associated with PID 1685?
a. Dec1513:54:41 -> Dec 15 13:56:18
3. What user account logged on at this time?
a. zerocool (Search for “1685” or timestamps in ASL.out or audit.out)

6. Software Installation
e Review these files.
i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)
ii. /Volumes/dademurphy_mounted/private/var/log/install.log

1. When was the Skitch application installed?
a. Dec 14 20:03:57 (Search “Installed” in install.log)
2. When was this system upgraded from 10.8?
a. Nov 17 09:59:29 (10.8.5) (Search “Build:” in install.log)

7. Backup Activity
e Review these files.

i. /Volumes/dademurphy_mounted/private/var/log/system.log (remember you should
have the full log created in Exercise 3.2)

1. When was the first Time Machine backup started?
a. Dec 14 21:08:50 (Search “backupd” in system.log)
2. What type of backups were started on December 16"?
a. Automatic (Search “backupd” and “starting” in system.log)
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3. What type of backup was started on December 22"%?
a. Manual

Extra Credit -
e Keep reviewing log files, including those not included in this exercise — get comfortable with the
different types of events in each.
o Review these files in the BlackLight application.

Exercise — Key Takeaways

e Using various log files and data files, correlation can be done to prove or disprove different activities.
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Exercise 4.1 - Time Machine & Spotlight

Objectives

e Review and analyze files associated with Time Machine backups.
e  Review a Time Machine backup volume.
e Review and analyze the Spotlight Index database.

Exercise Preparation

(Note: Some of this might already be accomplished via earlier exercises, but this is the state that we hope your system is in prior
to the start of this exercise. Just in case your system rebooted, we are including a guide to help you get back to the proper
analysis starting point prior to the beginning of this exercise.)

1. Software Preparation — The following tools will be used in this exercise:

e Terminal.app
i. Locate and open the native OS X Terminal.app from /Applications/Utilities/

e Spotlight Inspector
i. Locate and open the Spotlight Inspector application that was installed in Exercise 0.
ii. This file can be downloaded from http://www.504ensics.com/tools/digital-forensics-
tool-spotlight-inspector/
e The Sleuth Kit
i. The Sleuth Kit application was installed in Exercise 0.
ii. TSK can be downloaded from http://www.sleuthkit.org/sleuthkit/download.php

2. Exercise File Preparation — Locate the files located in the Exercise Files/Exercise 4.1 -
Time Machine & Spotlight directory onyour FOR518 USB drive.

3. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

4. Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.EO01 image (where you have your image
located, the example shows ~/FORS518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.
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o --in -—Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o —--oul —Tells xmount what output format you want, we want a DMG file so we can
mount it in Finder.
o Input File —Where the image file is located.
o Mount Point —Newly created specifically for this image.
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -3 —lgnore the journal
o -o —Options:
= rdonly —Mountin read-only mode.
* noexec - Do notallow execution of binaries on mounted system.
®* noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount_hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.

Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.

Use ewfmount to mount the dademurphy.EQ01 image to the

/Volumes/dadmurphy image/ mount point.

Use the In —s command to create a symbolic link for the ewf 1 file, name the link
dadeimage.dmg. (A DMG file is needed for hdiutil to recognize the file.)

Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
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e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o =7j —lgnore the journal

o -o —Options:
= rdonly - Mountinread-only mode.
» noexec - Do notallow execution of binaries on mounted system.
" noowners -lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/
$ ewfmount ~/FOR518/dademurphy.E01 /Volumes/dademurphy image/

$ 1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

5. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s ~1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.

$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1

6. Mount the Dade Murphy Time Machine forensic (dade timemachine.E01)image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:
e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy tm image is used because it will just host the image file.
e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy tm mountedis used in this class to represent the mounted disk image.
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e Uses xmount to mount the dade tm.E01 image (where you have your image located,
the example shows ~/FOR518) as a DMG file. This command requires you to use the sudo
command, thus it will ask you for your administrator password when executed.

o —--in - Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o —--out —Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image fileis located.
o Mount Point — Newly created specifically for this image.

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command. Use the “Apple HFS” partition.

e Usethemount hfs command with the following parameters to mount the /dev/diski#
(from the previous command) to the /Volumes/dademurphy tm mounted/ mount
point. This drive will now be available in the Finder or Terminal applications.

o -3 —lgnore the journal

o -0 —Options:
= rdonly —Mountin read-only mode.
= noexec — Do notallow execution of binaries on mounted system.
" noowners —lgnore ownership onthe mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy tm mounted/.

$ mkdir /Volumes/dademurphy tm image/
$ mkdir /Volumes/dademurphy tm mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dade timemachine.EO1l
/Volumes/dademurphy tm image/

$ hdiutil attach -nomount
/Volumes/dademurphy tm image/dade_timemachine.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy tm mounted/

e Method 2:

e Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy tm image is used in the example.

e Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy tm mounted in used the example above.

e Use ewfmount to mount the dade timemachine.EOL image to the
/Volumes/dadmurphy tm image/ mount point.

e Usethe 1n —s command to create a symbolic link for the ewf1 file, name the link
dadetmimage .dmg. (A DMG file is needed for hdiutil to recognize the file.)
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e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command. Use the “Apple HFS” partition.

e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy tm mounted/ mount
point. This drive will now be available in the Finder or Terminal applications.

o -7j -—lgnore the journal

o -o —Options:
* rdonly - Mountinread-only mode.
* noexec — Do not allow execution of binaries on mounted system.
" noowners —lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy tm mounted/.

$ mkdir /Volumes/dademurphy tm image/
$ mkdir /Volumes/dademurphy tm mounted/
'$ &wtfmount ~/FOR51 8/dade timemachine.E0l /Volunes/ dademurphy tm image/
$ 1n -s /Volumes/dademurphy tm image/ewfl ~/FOR518/dadetmimage.dmg
$ hdiutil attach -nomount ~/FOR518/dade_tmimage.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy tm mounted/

7. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use the 1s —1 command to view the contents in the terminal to (hopefully) view the OS X
directory structure. You should see the “Backsups .backupdb” directory.

$ cd /Volumes/dademurphy tm mounted/

$ 1s -1

Exercise — Questions

1. Time Machine - Review the Time Machine Preferences
e Use the cd command to explore the System Preferences directory.
e Use the open command to open the com. apple.TimeMachine.plist file.
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$ cd /Volumes/dademurphy mounted/Library/Preferences/

$ open com.apple.TimeMachine.plist

1. When was the last backup performed?

2. What directory is excluded from the Time Machine backup?

3. How many snapshots have been created?

4. When was the first complete backup performed?

5. Are the Time Machine backups stored on a network or external hard drive?

6. What is the first section of the Destination UUID for these snapshots?

2. Time Machine - Review the Time Machine Snapshot Data
e Use the cd command to explore the /var/db/ (/private/var/db/) directory.
e Use the open command to open the
com.apple.TimeMachine.SnapshotDates.plist file.

$ cd /Volumes/dademurphy mounted/var/db/

$ open com.apple.TimeMachine.SnapshotDates.plist

1. How many snapshots have been created?

2. What is the first section of the Destination UUID for these snapshots?

e Use the open command to open the . TimeMachine.Results.plist file and review the
contents of this file.

$ open .TimeMachine.Results.plist
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3. Time Machine — Volume UUID (Connect a Time Machine backup disk to a specific OS X System)
e Use the cd command to explore the root of the Time Machine volume.
e Usethe 1s —1acommand to view the contents of this directory. Note the contents of this
directory.
e Use the cat command to view the contents of the . apdisk file.

$ cd /Volumes/dademurphy tm mounted/
$ 1s -la

$ cat .apdisk

1. What s the first section of the Disk UUID of this volume?

2. Whatis the name of this volume?

4. Time Machine - Review the Time Machine - Machine Directory
e Use the cd command to explore the Backups .backupdb directory.
e Usethe xattr -x1 command to view the extended attributes of the machine directory.

$ cd Backups.backupdb/

$ xattr -x1 Dade’s\ MacBook\ Air/

1. What is the MAC address of the backed up system?

2. What is the make and model of the backed up system?

5. Time Machine - Review the Time Machine — Snapshot Metadata
e Use the cd command to explore the “Dade’s MacBook Air” directory.

e Usethe xattr -x1 command to view the extended attributes of the 2013-12-23-133929
snapshot.

$ cd /Volumes/dademurphy tm mounted/Backups.backupdb/Dade’s\ MacBook\
Air/

$ xattr -x1 2013-12-23-133929/
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1. What is the Snapshot number?

2. When did the backup start (in UTC)?

3. When did the backup complete (in UTC)?

4. What type of snapshot is it (Hourly, Daily, Monthly)?

5. How many bytes were copied in this snapshot?

6. Time Machine - Review the Time Machine — tmutil
e Usethe tmutil uniquesize command to view the unique size of all snapshots in this
directory.
i. Sudo may be needed in case of the “Error calculating unique size.”
error.

$ sudo tmutil uniquesize *

1. Which snapshot is the largest?

e Usethe tmutil calculatedrift command to view the differences between snapshotsin
this directory.
i. Use the period “.” Instead of “Dade’s MacBook Air/” for the current directory.

$ tmutil calculatedrift .

2. Which snapshots had the most data added?

e Usethe tmutil compare command to compare two snapshots:

i. 2013-12-22-164115

ii. 2013-12-23-133929
e Output this to a file in your FOR518 directory named, tm compare. txt.
e Use the open command to view this file.
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$ tmutil compare 2013-12-22-164115 2013-12-23-133929 >
~/FOR518/tm compare.txt

$ open ~/FOR518/tm compare.txt

! | Metadata Changed
+ | File Added
- File Removed

3. What two files were created in zerocool’s Downloads directory?

4. What attributes were changed on the file Macint.oah
HD/Users/zerocool/Library/Preferences/com.apple.Safari.plist?

5. How much data was removed in this snapshot?

7. Spotlight — Review the Spotlight Metadata
e Use the cd command to explore the zerocool’s Downloads directory.
e Use the mdls command to view the Spotlight metadata associated with the Firefox
26.0.dmg file.
i. Optional: Use the mdimport —-A command to show more information about the
Spotlight metadata tags.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Downloads/

$ mdls Firefox\ 26.0.dmg

1. When was this file downloaded?

2. What domain was this file downloaded from?

3. What link did the user click to download this file?
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8. Spotlight — Review the Spotlight Directory

Use the cd command to explore the Macintosh HD directory for the dademurphy.E01
image.

Use the 1s —1a command to view the contents of this directory. Review the contents of this
directory.

Use the cd command to enter the Spotlight directory.

Use the 1s —1a command to view the contents of this directory. Review the contents of this
directory.

Use the open command to open the VolumeConfiguration.plist file and review the
contents of this file.

$ cd /Volumes/dademurphy mounted/
$ 1s -la

$ cd .Spotlight-v100

$ 1s -la

$ open VolumeConfiguration.plist

1. Whatis the first part of the GUID for the Spotlight Store for the root volume?

Use the cd command to enter the Spotlight store for the root volume.

Use the 1s —1a command to view the contents of this directory. Review the contents of this
directory.

$ cd Store-V2/0A00840B-5B8C-44DC-9337-B6B58F5D5607

$ 1s -la

Use TSK’'s icat command to extract the store.db file from the dademurphy.EO1 image. The
inode number for this file is 325602. Copy the file into your FOR518 directory and name it
store.db.

$ icat ~/FOR518/dademurphy.E01 325602 > ~/FOR518/store.db

9. Spotlight — Review the Spotlight with Spotlight Inspector
FOR518 - SANS ©2015 Exercise 4.1 — Time Machine & Spotlight
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e Open the Spotlight Inspector application.
e Choose “Start New Case”.

566 - P Spotlight Inspector

N c= TS
_Case Info

Case Nume

Casa Number

Case Dirostory

Spotlight Inspector Starting Page

&) Open Existing Case

) Closs Cane

@ 2013 - S504ENSICS LLC

o Input a Case Name.
e Input a Case Path (You may choose to put it in your FOR518 directory).
e Select “Create Case”.
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£.0.0 P Spotliaht Inspectar

Evidence
Create New Case
'dademurphy._spotlight
Case Number
Lead Investigator SLE
Comments R
) Case Path /Users/sledwards/FORG18/dademurphy_spotlight.slicase
Create Case Cancel

f

© 2013 - B04ENSICS LLC

e Select the “Evidence” Tab.

e Select the “Add Evidence” Button; choose the store. db file you just extracted from the

dademurphy.EO01 image.
e You should now see the store. db file in the window.
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000 .

ey e

store.db _

\

File Name:
mads:
Added on:
Analyze Timeline _ Diff
|| Advanced Diff
. . e GO!

= . = Select All Ch
@ AddEvidence l| @ Remove Evidence —

S

e Selectthe store

. db file and click the “Analyze” Button.

e Once analysis is finished, you should see a new tab called “Results:

this tab.
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___P Spotlight Inspector

@) Add Evidence i@ Remove Evidence

Ready

Csse__ @ Resulls: store.db \

File Name: store.db
md5: 921efacBBa5¢7{551286337c0d02b0265
Added on: 2014-01-20 18:08:31.167160

Tineine | OIf

Advanced DIf¥

Selact All GOl

o
&
Q

e In the left pane, navigate to zerocool’s Downloads directory.
e FindtheFirefox 26.0.dmg file and review the contents of this tuple. Note the similarities

from the md1s output.

888

£ Spotlight Inspector

s S oL

(") Recursive | Mgle_;}'fﬁmg Export Report

¥ store.db
¥ Macintosh HD
» private
bin
Library
System
usr
Applications
shin
tsers
¥ zerocool
Documer)
python-2.7.6
#» Peercoin Logo Files
» Library
» Music
» Pictures
Public
» Guest
Shared
» ORPHAN

vV vw

o

e ”EX{c_Ieggg M ~ Results: store.db i

path

1 : Macintosh HD/Users/zerocooi /Downloads /python-3.3.2-macosx]

2  Macintosh HD/Users/zerocool /Downioads/About Downloads

3 ; Macintosh HD/Users/zerocool /Downloads/python-2.7.6.msi
4 Macintosh HD/Users/zerocaol/Downloads/minerd

5 | Macintosh HD/Users/zerocool/Downloads/pages.pdf

| 6 Macintosh HD/Users/zerocool /Dawnloads Firefox 26.0.dmg |

7 | Macintosh HDjUsers/zerocool/Downloads/python-2.7.6

8  Macintosh HD/Users/zerocool/Downloads/url.html

9 Macintos_h HD/Users/zerocool /Downloads/Peercoin Logo Files

10 Macintosh HD/Users/zerocool/Downloads/AdobeFlashPlayerinstal:

11 Macintosh HD/Users /zerocool /Downloads /bitcoin-0.8.6-macosx.(
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e Find the photo in the file path:
i. Macintosh HD/Users/zerocool/Pictures/iPhoto
Library/Masters/2013/12/16/20131216-192257/IMG 0003.JPG

ii. Review the contents of this tuple.

Extra Credit
e Get familiar with the Spotlight Inspector application.
o Use the Timeline function on the main Evidence Tab.

Exercise — Step-By-Step

1. Time Machine - Review the Time Machine Preferences
e Use the cd command to explore the System Preferences directory.
e Use the open command to open the com. apple.TimeMachine.plist file.

$ cd /Volumes/dademurphy mounted/Library/Preferences/

'$ open com.apple.TimeMachine.plist

1. When was the last backup performed?
a. Dec 22,2013, 4:41:15 PM (EST)
2. What directory is excluded from the Time Machine backup?
a. /Users/Shared/adi
3. How many snapshots have been created?
a. Five
4. When was the first complete backup performed?
a. Dec 14,2013, 9:26:29 PM (EST)
5. Are the Time Machine backups stored on a network or external hard drive?

a. External
6. What is the first section of the Destination UUID for these snapshots?
a. 652BBBB8

2. Time Machine - Review the Time Machine Snapshot Data
e Use the cd command to explore the /var/db/ (/private/var/db/) directory.
e Use the open command to open the
com.apple.TimeMachine.SnapshotDates.plist file.

$ cd /Volumes/dademurphy tm mounted/var/db/

$ open com.apple.TimeMachine.SnapshotDates.plist
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1. How many snapshots have been created?

a. Five
2. What is the first section of the Destination UUID for these snapshots?
a. 652BBBBS8

e Use the open command to open the . TimeMachine.Results.plist file and review the
contents of this file.

£

open .TimeMachine.Results.plist

3. Time Machine — Volume UUID (Connect a Time Machine backup disk to a specific OS X System)
e Use the cd command to explore the root of the Time Machine volume.

e Usethe 1s —1a command to view the contents of this directory. Note the contents of this
directory.

e Usethe cat command to view the contents of the . apdisk file.

$ cd /Volumes/dademurphy tm mounted/

$ 1s -1la

<

cat .apdisk

1. What is the first section of the Disk UUID of this volume?
a. 652BBBB38

2. What is the name of this volume?
a. TIMEMACHINE

4. Time Machine - Review the Time Machine - Machine Directory
e Use the cd command to explore the Backups . backupdb directory.
e Usethe xattr -x1 command to view the extended attributes of the machine directory.

L2

cd Backups.backupdb/

<

xattr -x1 Dade’ s\ MacBook\ Air/

1. What is the MAC address of the backed up system?
a. 7c:dl:c3:df:64:67

2. What is the make and model of the backed up system?
a. MacBookAir5,1

5. Time Machine - Review the Time Machine - Snapshot Metadata
e Use the cd command to explore the “Dade’s MacBook Air” directory.
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Use the xattr —-x1 command to view the extended attributes of the 2013-12-23-133929
snapshot.

$ cd /Volumes/dademurphy tm mounted/Backups.backupdb/Dade’s\ MacBook)\
Air/

$ xattr -x1 2013-12-23-133929/

1. What is the Snapshot number?

2.

6.

a. 451

When did the backup start (in UTC)?

a. 1387823964413215 =2013-12-23 18:39:24 Mon UTC
b. Take the first 10 digits and use Epoch Converter or date -—ur to convert.
c. com.apple.backupd.SnapshotCompletionDate

When did the backup complete (in UTC)?

a. 1387823969876474 = 2013-12-23 18:39:29 Mon UTC
b. Take the first 10 digits and use Epoch Converter or date -ur to convert.
c. com.apple.backupd.SnapshotStartDate

What type of snapshot is it (Hourly, Daily, Monthly)?

a. com.apple.backupd.SnapshotType is 3, which is an daily snapshot.

How many bytes were copied in this snapshot?

a. com.apple.backupd.SnapshotTotalBytesCopied = 31,751,544 bytes

Time Machine - Review the Time Machine — tmutil

Use the tmutil uniquesize command to view the unique size of all snapshots in this
directory.
i. Sudo may be needed in case of the “Error calculating unicque size.”
error.

$ sudo tmutil uniquesize *

1. Which snapshot is the largest?

a. 2013-12-16-193058, 10.9M

Use the LinulL il calculaledriflL command toview the differences between snapshotsin

this directory.

i. Use the period “.” Instead of “Dade’s MacBook Air/” for the current directory.

$ tmutil calculatedrift .

2. Which snapshots had the most data added?

a. 2013-12-15-102408 - 2013-12-16-193058 (3.1G)
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e Usethe tmutil compare command to compare two snapshots:

i. 2013-12-22-164115

ii. 2013-12-23-133929
e Output this to a file in your FOR518 directory named, tm compare. txt.
e Use the open command to view this file.

$ tmutil compare 2013-12-22-164115 2013-12-23-133929 >
~/FOR518/tm compare.txt

$ open ~/FOR518/tm compare.txt

! | Metadata Changed
+ | File Added
- File Removed

3. What two files were created in zerocool’s Downloads directory?
a. 306px-Bitcoin_logo.svg.png
b. 799px-Official_Litecoin_Logo_With_Text.png
4. What attributes were changed on the file Macintosh
HD/Users/zerocool/Library/Preferences/com.apple.Safari.plist?
a. Modified Time

b. Size
5. How much data was removed in this snapshot?
a. 122.4K

7. Spotlight — Review the Spotlight Metadata
e Use the cd command to explore the zerocool’s Downloads directory.
e Use the mdls command to view the Spotlight metadata associated with the Firefox
26.0.dmg file.
i. Optional: Use the mdimport -A command to show more information about the
Spotlight metadata tags.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Downloads/

$ mdls Firefox\ 26.0.dmg

1. When was this file downloaded?

a. kMDItemDownloadedDate = 2013-12-15 03:01:01 +0000
2. What domain was this file downloaded from?

a. http://download-installer.cdn.mozilla.net

b. kMDIltemWhereFroms
3. What link did the user click to download this file?

a. http://www.mozilla.org/en-US/firefox/new/

b. kMDltemWhereFroms
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8. Spotlight — Review the Spotlight Directory

e Use the cd command to explore the Macintosh HD directory for the dademurphy.E01
image.

e Usethe 1s —1a command to view the contents of this directory. Review the contents of this
directory.

e Use the cd command to enter the Spotlight directory.

e Usethe 1s —1a command to view the contents of this directory. Review the contents of this
directory.

e Use the open command to open the VolumeConfiguration.plist file and review the
contents of this file.

$ cd /Volumes/dademurphy mounted/
$ 1ls -la

$ cd .Spotlight-V100

$ 1s -la

$ open VolumeConfiguration.plist

1. What is the first part of the GUID for the Spotlight Store for the root volume?
a. 0A00840B

e Use the cd command to enter the Spotlight store for the root volume.
e Usethe 1s —1acommand to view the contents of this directory. Review the contents of this
directory.

$ cd Store-vV2/0A00840B-5B8C-44DC-9337-B6B58F5D5607

$ 1s -la

e Use TSK’s icat command to extract the store.db file from the dademurphy.E01 image. The
inade number far this file is 325602. Copy the file into your FOR518 directory and name it

store.db.

$ icat ~/FOR518/dademurphy.E01 325602 > ~/FOR518/store.db

9. Spotlight — Review the Spotlight with Spotlight Inspector
e Open the Spotlight Inspector application.
e Choose “Start New Case”.
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£ Spotlight Inspector

Case Info

Spotlight Inspector Starting Page

© Open Existing Cass

{) CossCasa

Evidence

© 2013 - 504ENSICS LLC

e

e [nput a Case Name.

e Input a Case Path (You may choose to put it in your FOR518 directory).

e Select “Create Case”.

SYUSHB

£ Spotlight Inspector

Create New Case

Evidence

'dademurphy_spotlight

SLE

Create Case

© 2013 - S04ENSICS LLC

2
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Select the “Evidence” Tab.

Select the “Add Evidence” Button; choose the store. db file you just extracted from the

dademurphy.EO01 image.
You should now see the store.db file in the window.

.00

store.db

File Name:
md5:

Added on:

Analyze Timeline

| | Advanced Diff

Diff

|
|
|

: . . - —g Select All Clear
@ Add Evidence @ Remove Evidence

GOI

Z

Select the store. db file and click the “Analyze” Button.
Once analysis is finished, you should see a new tab called “Results:
this tab. (Note: The MD5 hash in this picture is not accurate.)
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8686 £ Spotlight Inspector

Case [HSTLEu=N @ Results: store.db \
slom.ad N[ A==

File Name: store.db
\ md5: 921efac8B8a5¢7155196337c0d0200265

Added on: 2014-01-20 18:08:31.167160

Timeline D

[ ) Advanced Diff

=, Select All Clear GOl
& Add Evidence & Remove Evidence : e

Ready

¢ Inthe left pane, navigate to zerocool’s Downloads directory.

e Findthe Firefox 26.0.dmg file and review the contents of this tuple. Note the similarities

from the md1s output.

e66 £ Spotlight Inspector
Rk e Case . |- __If.y__@giici_g_ » Results: store.gb e e e o
{_IRecursive _ Search i | Export Report | got
1 :Macintosh HD/Users/zerocool {Downloads /python-3.3.2-macosx 1
¥ store.db pe=nee= - :
¥ Macintosh HD 2 Macintosh HD/Users/zeracoo! /Downloads /About Downloads
» private .
zin 3 | Macintosh HD/Users/zerocool/Downloads/python-2.7.6.msi
> Library 4 Macintosh HD/Users/zerocool/Downloads/minerd
» System : -
» ust 5 | Macintosh HD/Users/zerocool/Downloads/ pages. pdf
» Applications
sbin I 6 Macintosh HD/Users/zeracool/Downloads/Firefox 26.0.dmg I
¥ Users 7 Macintosh HD/Users/zerocool/Downloads /pythen-2.7.6
¥ zerocool
Documen 8§ Macintosh HD/Users/zerocool/Downloads /url.html
¥ Downloads T - e — e
python-2.7.6 9 Macintosh HD/Users /zerocool /Downloads/Peercoin Logo Files
R :bPeercoiﬂ Logo Files 10 Macintosh HD/Users/zerocool/Downloads/AdobeFlashPlayerinstal:
ibrary i =
» Music 11 : Macintosh HD/Users/zerocool/Downloads /bitcoin-0.8.6-macosx.¢
> Pictures
Public
» Guest
Shared
» ORPHAN
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e Find the photo in the file path:
i. Macintosh HD/Users/zerocool/Pictures/iPhoto
Library/Masters/2013/12/16/20131216-192257/IMG 0003.JPG
ii. Review the contents of this tuple.

Extra Credit
e Get familiar with the Spotlight Inspector application.
o Use the Timeline function on the main Evidence Tab.

Exercise — Key Takeaways

e Understand how to analyze a Time Machine volume and its snapshots.

e Understand what file metadata the Spotlight index database contains.
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Exercise 4.2 - iCloud & Document Versions

Objectives

e  Get familiar with iCloud preference and data files.
e  Get familiar with Document Version storage data and databases.

Exercise Preparation

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. You will be using the native OS X Terminal application for this lab.
ii. Locate and open the Terminal.app from /Applications/Utilities/
e ASQlite database browser
e Hex Editor
i. Locate and open the Hex Editor of your choice.
ii. 1like these:
1. OxED - http://www.suavetech.com/0Oxed/Oxed.htmi
a. /Applications/OxED.app
2. Hex Fiend - http://ridiculousfish.com/hexfiend/
a. /Applications/Hex Fiend.app
3. xxd Command — Native command-line utility on OS X

2. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.

3. Mount the Dade Murphy forensic (dademurphy.E01) image

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Usc the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR518) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in -Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o --out -Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount Point — Newly created specifically for this image.
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Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.
o -—7j =—lgnore the journal
o -o —Options:
= rdonly —Mountinread-only mode.
* noexec — Do not allow execution of binaries on mounted system.
" noowners -—lgnore ownership onthe mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.EO1l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount _hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/

e Method 2:

Use the mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.
Use the mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.
Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.
Use the 1n —s command to create a symbolic link for the ewf1 file, name the link
dadeimage.dmg. (A DMG file is needed for hdiutil to recognize the file.)
Uses the hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.
Use the mount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -3 -—lgnore the journal

o -0 —Options:

= rdonly —Mountinread-only mode.
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= poexec - Donotallow execution of binaries on mounted system.

« noowners - lgnoreownershipon the mounted volume.

mes /dademurphy_mounted/ .

Y .
ou can access this newly created mounted drive on /Volu

mkdir /Volumes/dademurphy image /

mkdir /Volumes/dademurphy mounted/

ewfmount ~/FOR518/dademurphy.E01 /Volumes/ dademurphy image/

ln -s /Volumes/dademurphy image /ewfl ~/FOR518/ dadeimage .dmg

®»n w» N o W»

hdiutil attach -nomount ~/FOR518/dadeimage. dmg

$ mount hfs -j -o rdonly, noexec,nooOWners /dev/disk#

/Volumes/dademurphy mounted/

e e

4. Sanity Check
e Using the Finder or the cd command in Terminal, ac
(ljJ'SG the 1s -1 command to view the contents in th
irectory structure. You should see an account for ‘zerocoo

ted mounted volume.

e terminal to (hopefully) view the OS X
1’ in this directory.

cess your newly crea

FMedt W oiinEs 7 dademurphy_mounted/Users/

R

$ 1s -1

=22

Exercise — Questions

1. iCloud - iCloud Accounts
e Use the cd command to explore the iCloud acc
o
Usethe 1s -1 command to wiew the associate

ounts directory.
d iCloud accounts.

$ cd /Volumes/dad e ol
: emurph mouanted/ Users/zerocool /Library/X lication\
Support/ 1Cloud/Accounts¥— TR

$ 1s -1

1. What is zerocool’s iCloud Persora 1D?
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2. What two email accounts are associated with this account number?

2. iCloud - Review the iCloud Preference Settings
* Usethe cd command to explore zerocool’s Preferences directory.
® Use the open command to review the contents of the MobileMeAccounts -plistfile.

$ ed /Volumes / dademurphy_mounted/ Users/zerocool/ Library/ Preferences

$ open MobileMeAccounts.plist

1. What email address s setup with this iCloyd account?

2. What is the numeric iCloud account ID?

3. Is the Photo Stream iCloud service enabled?

4. Are documents synced to iCloud?

3. iCloud- Review the iCloud Mobile Documents

® Usethe cd command to explore zerocool’s Mobile Documents directory.
® Usethels -15 command to view the contents of this directory.

Documents/
$ 1s -1a
$ cd com~apple~TextEdit/Documents

$ cat Shopping\ List.txt

1. How many items are on 2erocool’s shopping list?
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4. iCloud - Review the iCloud Ubiquity Directory

e Use the cd command to explore zerocool’s Ubiquity directory.

e Usethe 1s —1 command to view the contents of this directory.

e Use the cd command to explore the peer-D623D7FE-793F-CE66-30A9~
5CB6CO1FBE61-v23 directory.

e Usethe 1s -1 command to view the contents of this directory. Note the contents of this
directory.

e Open the current directory using the open command.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application\
Support/Ubiquity/

$ 1s -1
$ cd peer-D623D7FE-793F-CE66-30A9-5CB6CO1FBE61-v23/
$ 1s -1

$ open

e Open the SQLite Database Browser file located in
/Applications/sglitebrowser.app.
e Gotothe “File” menu and open the “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the peer-D623D7FE-793F-CE66-30A9-5CB6C01FBE61-v23 directory that you
have just opened and drag it to this selection window to select the item-info.db file.

e Reviewthe peer names table.

1. What iDevice does iCloud appear to sync with?

e Reviewthe item table table.
e Look for the item named “The Cuckoo's Egg.pdf”.

2. What is the size of this file?

3. When was the file last modified?

5. iCloud - Review the iCloud Photo Stream
e Use the cd command to explore zerocool’s iLifeAssetManagement directory.
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e Usethe 1s -1 command to view the contents of this directory. Note the contents of this
directory.

e Open the current directory using the open command.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application)\
Support/iLifeAssetManagement/

$ 1s -1

$ open

e Open the SQLite Database Browser file located in
/Applications/sqglitebrowser.app.

e Gotothe “File” menu and open the “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
filein the iLifeAssetManagement directory that you have just opened and drag it to this
selection window to select the i1.i feAssetManagement . db file.

e Review the AMAsset table.

1. How large is IMG_0001.jpg?

2. What is the height and width of this photo?

3. When was this file downloaded?

4. What is the iCloud Person ID?

5. What are the first few characters of the photo UUID?

6. What are the first few characters of the Device ID that this photo was taken with?

e Use the cd command to explore zerocool’s assets directory.

e Usethe 1s -1 command to view the contents of this directory. Note the sub and sub-shared
directories.
e Use the cd command to explore the sub/ directory. This directory contains the user’s own
photo stream.
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e Use the open command to view the photo we saw the metadata for in the
iLifeAssetManagement.db database file.
i. In Preview, click Tools | Show Inspector (or Command-+l) to view the EXIF data.

ii. Youmayalsouse exiftool.

$ cd /Volumes/dademurphy mounted/ Users/zerocool/Library/Application)\
Support/iLifeAssetManagement/assets/

$ 1s -1
$§ cd sub/
$ open 017£5adf70881a3a98c973b6aB84b3d3419743e815¢c/IMG_0001.JPG

8 cd . ./sub=-shared/

7. What kind of phone was this photo taken with?

e Use the cd command to explore the sub-shared/ directory.
e Review the photos from a shared photo stream.

$ ed ../sub-shared/

6. Versions - Review the Document Versions Directory

e Use the cd command to explore the system’s Document Versions directory.

e Use the sudo —s command to get a privileged shell.

e Usethe 1s —-1acommand to view the contents of this directory.

e Use the cd command to explore the
PerUID/501/3/com.apple.documentVersions directory.

e Usethe ls -1Trt command to view the contents of this directory. Note the contents of this
directory.

e Use the open command to view all these files in TextEdit.app. (Note: 10.10 users may not be
able to open these files due to permissions issues, please skip the following questions.)
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cd /Volumes/dademurphy mounted/.DocumentRevisions-V100
sudo -s

ls -1la

$
$
$
$ cd PerUID/501/3/com.apple.documentVersions/
$ 1ls -1Trt

$

open *

1. What item was added to the list from Dec 14 22:07 to Dec 14 22:08 (EST/EDT)?

2. What happened to this file around Dec 14 22:11 (EST/EDT)?

3. What is the original name of this file?

7. Versions - Review the Document Versions Database
e Use the cd command to explore the systems’ Document Versions database directory.
e Usethe 1s -1 command to view the contents of this directory.
e Use the open to this directory.

o

cd /Volumes/dademurphy mounted/.DocumentRevisions-V100/db-v1/

<

ls -1

Rz 4

open .

e Open the SQLite Database Browser file located in
/Applications/sqlitebrowser.app.

e Gotothe “File” menuand openthe “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the dh-V1 directory that you have just opened and drag it to this selection window to
select the db.sqglitefile.

i. NOTE: IF you get an error, copy out the db.sglite,and db.sglite-wal database
files to your FOR518 directory, and then open the file. (cp db.sglite
db.sgqlite-wal ~/FOR518/)

e Reviewthe generations table.
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e Findthe “generations path” thatlooks familiar —you should see the three files we just
saw.

e Review the files table.

e Find our “Shopping List” file; review the information in this tuple.

8. Versions - Review the Versions Chunk Store Database
e Use the cd command to explore the systems Versions Chunk Store database directory.
e Usethe 1s -1 command to view the contents of this directory.
e Use the open to this directory.

$ cd /Volumes/dademurphy mounted/.DocumentRevisions-V100/.cs/
$ 1s -1

$ open .

e Open the SQLite Database Browser file located in
/Applications/sglitebrowser.app.

e Gotothe “File” menuand openthe “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the db-V1 directory that you have just opened and drag it to this selection window to
select the ChunkStoreDatabase file.

i. NOTE: If you get an error, copy out the ChunkStoreDatabase database file to your
FOR518 directory, and then open the file.
ii. (cp ChunkStoreDatabase ~/FOR518/)

e Review the CSChunkTable table.

e Keeping the ChunkStoreDatabase open for reference, change directories to the Chunk
Storage file — “3”.

e Using the open command, open this file in your favorite hex editor.

$ cd /Volumes/dademurphy mounted/.DocumentRevisions-
V100/.cs/ChunkStorage/0/0/0/

$ open -a OxED 3

Chuck Storage Record Format

4 bytes Size of chunk record
21 bytes Chunk ID
Remaining Chunk Contents
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1. At offset O, calculate the size of the first chuck record. What is the size of this record?

2. At offset 4, what is the chunk ID?

3. At offset 25, review the data contained in the next 510 bytes.
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Exercise — Step-By-Step

1. iCloud -iCloud Accounts
e Use the cd command to explore the iCloud accounts directory.
e Usethe 1s -1 command to view the associated iCloud accounts.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application\
Support/iCloud/Accounts/

$ 1s -1

1. Whatis zerocool’s iCloud Person ID?
a. 1488584776

2. Whal lwo emadil accounts are associaled wilh Lhis accounl number?
a. z3r0cool95@gmail.com
b. z3r0cool95®@icloud.com

2. iCloud - Review the iCloud Preference Settings
o Use the cd command to explore zerocool’s Preferences directory.
e Use the open command to review the contents of the MobileMeAccounts.plist file.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Preferences

$ open MobileMeAccounts.plist

1. What email address is setup with this iCloud account?
a. z3r0cool95@gmail.com
2. What is the numeric iCloud account ID?
a. 1488584776
3. Is the Photo Stream iCloud service enabled?
a. Yes—the “Enabled” key under the PHOTO STREAM item is set to “YES”.

4. Are documents synced to iCloud?
a. Yes-—the “Enabled” key under the MOBILE DOCUMENTS item is set to “YES”.

3. iCloud - Review the iCloud Mobile Documents

e Use the cd command to explore zerocool’s Mobile Documents directory.
e Usethe 1s -1a command to view the contents of this directory.
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$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Mobile\
Documents/

$ 1s -1la
$ cd com~apple~TextEdit/Documents

$ cat Shopping\ List.txt

1. How many items are on zerocool’s shopping list?
a. Nineitems

4. iCloud - Review the iCloud Ubiquity Directory
e Use the cd command to explore zerocool’s Ubiquity directory.
e Usethe 1s -1 command to view the contents of this directory.
e Use the cd command to explore the peer-D623D7FE-793F-CE66—-30A9-
5CB6CO1FBE61-v23 directory.

e Usethe 1s -1 command to view the contents of this directory. Note the contents of this
directory.

e Open the current directory using the open command.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application\
Support/Ubiquity/

$ 1s -1
$ cd peer-D623D7FE-793F-CE66-30A9-5CB6C01FBE61-v23/
$ 1s -1

$ open

e Open the SQLite Database Browser file located in
/RApplications/sqglitebrowser.app.
e Gotothe “File” menuand openthe “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the peer-D623D7FE-793F~CE66-30A9-5CB6CO01FBE61~v23 directory that you
have just opened and drag it to this selection window to select the item—info.db file.

e Review the peer names table.

1. What iDevice does iCloud appear to sync with?
a. Dade’s iPhone
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e Reviewthe item table table.
e Look for the item named “The Cuckoo's Egg.pdf”.

2. What is the size of this file?
a. 925,853 bytes
3. When was the file last modified?
a. 1387077280 =2013-12-1503:14:40 Sun UTC

5. iCloud - Review the iCloud Photo Stream
e Use the cd command to explore zerocool’s i1.ifeAssetManagement directory.
e Usethe 1s -1 command to view the contents of this directory. Note the contents of this
directory.
e Open the current directory using the open command.

$ cd /Volumes/dademurphy mounted/Users/zerocool/Library/Application)\
Support/ ilifeAssetManagement/

$ 1s -1

$ open

e Open Lhe SQLite Database Browser file localed in
/RApplications/sglitebrowser.app.

e Gotothe “File” menuand open the “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the iLifeAssetManagement directory that you have just opened and drag it to this
selection window to select the 1LifeAssetManagement . db file.

e Review the AMAsset table.

1. How large is IMG_0001.jpg?
a. 2881470 bytes
2. What is the height and width of this photo?
a. 3264,2448
3. When was this file downloaded?
a. 408849634 =2013-12-16 01:20:34 Mon UTC
4. What is the iCloud Person ID?
a. 1488584776
5. What are the first few characters of the photo UUID?
a. 017f5adf70881a3a98c973b6a84b3d3419743e815c
6. What are the first few characters of the Device ID that this photo was taken with?
a. aeef53bab5a329288af8d5513a077¢913a12a1d0

e Use the cd command to explore zerocool’s assets directory.
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e Usethe 1s -1 command to view the contents of this directory. Note the sub and sub-shared
directories.

e Use the cd command to explore the sub/ directory. This directory contains the user’s own
photo stream.
e Use the open command to view the photo we saw the metadata for in the
iLifeAssetManagement.db database file.
i. In Preview, click Tools | Show Inspector (or Command+l) to view the EXIF data.
ii. Youmay alsouse exiftool.

$ cd /Volumes/dademurphy mounted/ Users/zerocool/Library/Application\
Support/ ilifeAssetManagement/assets/

$ 1s -1
$ cd sub/
$ open 017£5adf70881a3a98c973b6a84b3d3419743e815¢c/IMG_0001.JPG

$ cd ../sub-shared/

7. What kind of phone was this photo taken with?
a. iPhone 4S

e Use the cd command to explore the sub-shared/ directory.
e Review the photos from a shared photo stream.

$ cd ../sub-shared/

6. Versions - Review the Document Versions Directory
e Use the cd command to explore the system’s Document Versions directory.
e Use the sudo —s command to get a privileged shell.
e Usethe 1s -1a command to view the contents of this directory.
e Use the cd command to explore the
PerUID/501/3/com.apple.documentVersions directory.

e Usethels —-1Trt command to view the contents of this directory. Note the contents of this
directory.

e Use the open command to view all these files in TextEdit.app. (Note: 10.10 users may not be
able to open these files due to permissions issues, please skip the following questions.)
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cd /Volumes/dademurphy mounted/.DocumentRevisions-V100
sudo -s

1s -la

cd PerUID/501/3/com.apple.documentVersions/

ls -1Trt

“v» v »n v v »n

open *

1. What item was added to the list from Dec 14 22:07 to Dec 14 22:08 (EST/EDT)?

a. Ultra Duster 100z.
2. What happened to this file around Dec 14 22:11 (EST/EDT)?

a. It was changed to a plaintext file from an RTF file.
3. What is the original name of this file?

a. “Shopping List”

i. View the extended attributes using xattr —-x1 command, view the
com.apple.genstore.origdisplayname attribute.

7. Versions - Review the Document Versions Database
e Use the cd command to explore the systems’ Document Versions database directory.
e Usethe 1s -1 command to view the contents of this directory.
e Use the open to this directory.

$ cd /Volumes/dademurphy mounted/.DocumentRevisions-V100/db-V1/
$ 1s -1

$ open

e Open the SQLite Database Browser file located in
/Applications/sglitebrowser.app.

e Gotothe “File” menuand openthe “Open Database”.

e This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the db-V1 directory that you have just opened and drag it to this selection window to
selectthe db.sqglite file.

i. NOTE: IF you get an error, copy out the db.sqglite, and db.sglite-wal database
files to your FOR518 directory, and then open the file. (cp db.sglite
db.sglite-wal ~/FOR518/)

e Review the generations table.

e Findthe “generations path” that looks familiar — you should see the three files we just
saw.
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e Reviewthe files table.
¢ Find our “Shopping List” file; review the information in this tuple.

8. Versions - Review the Versions Chunk Store Database
e Use the cd command to explore the systems’ Versions Chunk Store database directory.
e Usethe 1s -1 command to view the contents of this directory.
e Use the open to this directory.

$ cd /Volumes/dademurphy mounted/.DocumentRevisions-V100/.cs/
$ 1s -1

$ open

e Open the SQLite Database Browser file located in
/Bpplications/sglitebrowser.app.
e Gotothe “File” menu and openthe “Open Database”.
¢ This will open a selection window. Due to the Library being a hidden directory, we can select a
file in the db-V1 directory that you have just opened and drag it to this selection window to
select the ChunkStoreDatabase file.
i. NOTE: If you get an error, copy out the ChunkStoreDatabase database file to your
FOR518 directory, and then open the file.
ii. (cp ChunkStoreDatabase ~/FOR518/)
e Review the CSChunkTable table.
e Keeping the ChunkStoreDatabase open for reference, change directories to the Chunk
Storage file — “3”.
e Using the open command, open this file in your favorite hex editor.

$ cd /Volumes/dademurphy mounted/.DocumentRevisions-
V100/.cs/ChunkStorage/0/0/0/

$ open -a OxED 3

Chuck Storage Record Format

4 bytes Size of chunk record
21 bytes Chunk ID
Remaining Chunk Contents

1. At offset 0, calculate the size of the first chuck record. What is the size of this record?
a. 0x00000217 (535 bytes)

2. At offset 4, what is the chunk ID?
a. 0x012D1449115117051F0A1CAE83493F58C93A133BFF7B

3. At offset 25, review the data contained in the next 510 bytes.
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Exercise — Key Takeaways

e Understand how iCloud documents, photos and preferences are stored.

e Understand how Chunk Storage is implemented in Document Versions.
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Exercise 4.3 - Memory Analysis

Objectives

e  Understand the various tools used to conduct memory analysis on Mac memory.
e Understand the capability of these tools and what you can expect to extract from Mac memory.

Exercise Preparation

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. You will be using the native OS X Terminal application for this lab.
ii. Locate and open the Terminal.app from /Applications/Utilities/
¢ Volatility
i. You will be using the Vvolatility 2.4 directory from the Exercise Files directory on
your FOR518 USB drive. This directory already has the Mac overlays required for this
classinthe /volatility/plugins/overlays/mac/ directory.
1. Specifically MountainLion 10.8.5 AMD.zip and
MacLion 10 7 5 Intelx86.

2.  Memory Image — Copy the dademurphy memory.001 memory image to your local host system
to make some of the memory commands run faster. Remember where you put this file; you need to
point to that file and path in this exercise.

3. Exercise File Preparation — Locate the Exercise Files/Exercise 4.4 - Memory
Analysis directory on your FOR518 USB drive.

4. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.
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Exercise — Questions

1. Volatility - Documentation
e In the Terminal, use the cd command to enter the volatility-2.4 directory where you
have unpacked your tools from the FOR518 USB drive.
e Runthe vol.py with the ——info parameter to view the tool documentation.

$ python vol.py --info | less

1. Reviewthe “Profiles” Section. What two profiles will we likely be using in this class? These
profiles were pre-loaded in the overlays directory for you. You may add more profiles when
needed, but for processing speed considerations, only the profiles needed for this class were
placed in this directory (/volatility/plugins/overlays/mac).

e Review the “Plugins” Section. Note the plugins named with the “mac_*”. We will be using
these in this class.
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mac_arp
mac_check_syscalls
mac_check_sysctl
mac_check_trap_table
mac_dead_procs
mac_dmesg
mac_dump_maps
mac_find_aslr_shift
mac_ifconfig
mac_ip_filters
mac_list_sessions
mac_list_zones
mac_1lsmod

mac_lsof
mac_machine_info
mac_mount
mac_netstat
mac_notifiers
mac_pgrp_hash_table
mac_pid_hash_table
mac_print_boot_cmdline
mac_proc._maps
mac_psaux
mac_pslist
mac_pstree
mac_psxview
mac_route

mac_tasks
mac_trustedbsd
mac_version
mac_volshell
mac_yarascan
machoinfo

Prints the arp table

Checks to see if system call table entries are hooked
Checks for unknown sysctl handlers

Checks to see if mach trap table entries are hooked
Prints terminated/de-allocated processes

Prints the kernel debug buffer

Dumps memory ranges of processes

Find the ASLR shift value for 10.8+ images

Lists network interface information for all devices
Reports any hooked IP filters

Enumerates sessions

Prints active zones

Lists loaded kernel modules

Lists per-process opened files

Prints machine information about the sample

Prints mounted device information

Lists active per-process network connections
Detects rootkits that add hooks into 1/0 Kit (e.g. LogKext)
Walks the process group hash table

Walks the pid hash table

Prints kernel boot arguments

Gets memory maps of processes

Prints processes with arguments in user land (**argv)
List Running Processes

Show parent/child relationship of processes

Find hidden processes with various process listings
Prints the routing table

List Active Tasks

Lists malicious trustedbsd policies

Prints the Mac version

Shell in the memory image

Scan memory for yara signatures

Dump Mach-0 file format information

e Runthe vol.py with the —h parameter to view the tool usage documentation.

$ python vol.py -h | less
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Usage: Volatility - A memory forensics analysis platform.

Options:
-h, --help list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)

~--conf-file=/Users/sledwards/.volatilityrc
User based configuration file

-d, --debug Debug volatility
--plugins=PLUGINS Additional plugin directories to use (colon separated)
--info Print information about all registered objects

--cache-directory=/Users/sledwards/.cache/volatility
Directory where cache files are stored
--cache Use caching

--tz=TZ Sets the timezone for displaying timestamps
-f FILENAME, --filename=FILENAME

Filename to use when opening an image
--profile=WinXPSP2x86

Name of the profile to load
-1 LOCATION, --location=LOCATION

A URN location from which to load an address space

-w, --write Enable write support

--dtb=DTB DTB Address

--output=text Qutput in this format (format support is module
specific)

--output-file=OUTPUT_FILE
write output in this file
-v, --verbose Verbose information
--shift=SHIFT Mac KASLR shift address
-g KDBG, --kdbg=KDBG Specify a specific KDBG virtual address
-k KPCR, --kpcr=KPCR Specify a specific KPCR address

2. Volatility — System Information
* Runthe vol.py withthemac version parameter to view the system kernel information.
o ***NOTE: These Volatility command lines can be long. These commands are meant to be
executed as a single line. (They appear as two lines in this exercise.)

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac_version

1. What Kernel version does this system use?

FORb518 - SANS ©2015 4.3 — Memory Analysis 4



e Runthe vol.py withthemac machine info parameter to view the system information.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_ 10_8 5 AMDx64 mac machine info

2. How much RAM does this system have?

3.  How many physical CPUs does this system have?

e Runthe vol.py withthe mac dmesg parameter to view the kernel message buffer.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac dmesg | less

e Review the output of this command.

¢ Runthe vol.py withthemac mount parameter to view mounted volumes on this system.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_mount

4. How many volumes are mounted on /Volumes?

5. Whatformatis /dev/disk2s1?

3. Volatility — Network Information
e Runthevol.pywiththemac ifconfigparameterto view the system network
configuration.

$§ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_ifconfig

1. What IP does this system have?
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2.  Whatis the MAC address of the primary network card?

e Runthevol.pywiththemac arpandmac route parameters to view ARP and routing
tables. Review the output of these commands.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10_8 5 AMDx64 mac_arp

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8_5 AMDx64 mac_route

e Runthevol.pywiththemac netstat parameterto view the system network connections
and UNIX sockets.
i. To filter only TCP and UDP connections, pipe the output to the egrep -w
'"TCP|UDP' command.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 _8 5 AMDx64 mac_netstat

3.  What two remote IP addresses does the Mail program have connections to?

4. Perform a whois on these IP addresses. Whom do they belong to?

4. \Volatility - Processes

e Runthevol.pywiththemac pslist parameter to view system processes by walking the
process list.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac pslist

o Note the start time for PIDs 0 and 1.

FOR518 - SANS ©2015 4.3 — Memory Analysis 6



1. How many processes are shown in this output? (Pipe the output to the “grep -c 0x”
command to count the lines containing each process)

e Runthevol.pywiththemac pgrp hash table parameterto view the system processes
by enumerating the process group hash table.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac pgrp hash table

2. How many processes are shown in this output? (Pipe the output to the “grep -c¢ 0x”
command to count the lines containing each process)

e Runthe vol.py withthemac pstree parameter to view system processes in a tree
formation.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_pstree

3. What processes were performed using the sudo command?

e Runthevol.py withthemac 1lsof parameter to view the open file handles for each
process.

$ python vol.py -f dademurphy memory.001l
--profile=MacMountainLion 10 8 5 AMDx64 mac_lsof

4. What process has the db . sglitc file open?

5. Volatility — Kernel Extensions
e Runthevol.py withthemac 1smod parameter to view kernel extensions.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_lsmod
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1. How many kernel extensions were found? (Pipe the output to the “grep -c 0x” command to
count the lines containing each process)
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Exercise — Step-By-Step

1. Volatility - Documentation

e Inthe Terminal, use the cd command to enter the volatility-2.4 directory where you
have unpacked your tools from the FOR518 USB drive.

e Runthe vol.py with the ——info parameter to view the tool documentation.

$ python vol.py --info | less

1. Reviewthe “Profiles” Section. What two profiles will we likely be using in this class? These
profiles were pre-loaded in the overlays directory for you. You may add more profiles when
needed, but for processing speed considerations, only the profiles needed for this class were
placed in this directory (/volatility/plugins/overlays/mac).

a. Maclion_10_7_5_Intelx86
b. MacMountainLion_10_8 5 AMDx64

¢ Review the “Plugins” Section. Note the plugins named with the “mac *”. We will be using
these in this class.
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mac_arp
mac_check_syscalls
mac_check_sysctl
mac_check_trap_table
mac_dead_procs
mac_dmesg
mac_dump_maps
mac_find_aslr_shift
mac_ifconfig
mac_ip_filters
mac_list_sessions
mac_list_zones
mac_lsmod

mac_lsof
mac_machine_info
mac_mount
mac_netstat
mac_notifiers
mac_pgrp_hash_table
mac_pid_hash_table
mac_print_boot_cmdline
mac_proc_maps
mac_psaux
mac_pslist
mac_pstree
mac_psxview
mac_route

mac_tasks
mac_trustedbsd
mac_version
mac_volshell
mac_yarascan
machoinfo

Prints the arp table

Checks to see if system call table entries are hooked
Checks for unknown sysctl handlers

Checks to see if mach trap table entries are hooked
Prints terminated/de-allocated processes

Prints the kernel debug buffer

Dumps memory ranges of processes

Find the ASLR shift value for 10.8+ images

Lists network interface information for all devices
Reports any hooked IP filters

Enumerates sessions

Prints active zones

Lists loaded kernel modules

Lists per-process opened files

Prints machine information about the sample

Prints mounted device information

Lists active per-process network connections
Detects rootkits that add hooks into I/0 Kit (e.g. LogKext)
Walks the process group hash table

Walks the pid hash table

Prints kernel boot arguments

Gets memory maps of processes

Prints processes with arguments in user land (**argv)
List Running Processes

Show parent/child relationship of processes

Find hidden processes with various process listings
Prints the routing table

List Active Tasks

Lists malicious trustedbsd policies

Prints the Mac version

Shell in the memory image

Scan memory for yara signatures

Dump Mach-0 file format information

e Runthe vol.py with the —h parameter to view the tool usage documentation.

$ python vol.py -h | less
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Usage: Volatility - A memory forensics analysis platform.

Options:
~-h, --help list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)

--conf-file=/Users/sledwards/.volatilityrc
User based configuration file

-d, --debug Debug volatility
--plugins=PLUGINS Additional plugin directories to use (colon separated)
--info Print information about all registered objects

--cache-directory=/Users/sledwards/.cache/volatility
Directory where cache files are stored
--cache Use caching
--t2=TZ Sets the timezone for displaying timestamps
-f FILENAME, --filenome=FILENAME
Filename to use when opening an image
--profile=WinXPSP2x86
Name of the profile to load
-1 LOCATION, --location=LOCATION
A URN location from which to load an address space

-w, --write Enable write support

--dtb=DTB DTB Address

--output=text Output in this format (format support is module
specific)

--output-file=QUTPUT_FILE
write output in this file
-v, --verbose Verbose information
--shift=SHIFT Mac KASLR shift address
-g KDBG, --kdbg=KDBG Specify a specific KDBG virtual address
-k KPCR, --kpcr=KPCR Specify a specific KPCR address

2. Volatility — System Information
e Runthevol.pywiththemac version parameter to view the system kernel information.
***NOTE: These Volatility command lines can be long. These commands are meant to be
executed as a single line. (They appear as two lines in this exercise.)

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_ 10 8 5 AMDx64 mac_version

1. What Kernel version does this system use?
a. 12.5.0

e Runthevol.pywiththemac machine info parameter to view the system information.
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$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac_machine info

2. How much RAM does this system have?
a. 8589934592 (bytes) or 8GB

3.  How many physical CPUs does this system have?
a. Two

e Runthevol.py withthemac dmesg parameter to view the kernel message buffer.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_dmesg | less

e Review the output of this command.

e Runthe vol.py withthemac mount parameter to view mounted volumes on this system.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10_8 5 AMDx64 mac_mount

4. How many volumes are mounted on /Volumes?

a. Seven
5. Whatformatis /dev/disk2s1?
a. ExFAT

3. Volatility — Network Information

e Runthevol.pywiththemac ifconfig parameterto view the system network
configuration.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainlLion_10 8 5 AMDx64 mac_ifconfig

1.  What IP does this system have?
a. 192.168.2.102

2.  Whatis the MAC address of the primary network card?
a. 7c:d1:c3:df:64:67 (en0)

e Runthe vol.py withthemac arpandmac route parameters to view ARP and routing
tables. Review the output of these commands.
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$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac_arp

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac_route

¢ Runthevol.py withthemac netstat parameter to view the system network connections
and UNIX sockets.
i. Tofilter only TCP and UDP connections, pipe the output to the egrep -w
'"TCP|UDP' command.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainlLion 10_8 5 AMDx64 mac netstat

3.  What two remote IP addresses does the Mail program have connections to?
a. 17.151.237.9
b. 173.194.68.108
4. Perform a whois on these IP addresses. Whom do they belong to?
a. 17.151.237.9 (Apple)
b. 173.194.68.108 (Google)

4. Volatility - Processes
e Runthevol.py withthemac pslist parameter to view system processes by walking the
process list.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac_ pslist

e Note the start time for PIDs 0 and 1.

1. How many processes are shown in this output? (Pipe the output to the “grep -c¢ 0x”
command to count the lines containing each process)
a. 112

e Runthevol.pywiththemac pgrp hash table parameter to view the system processes
by enumerating the process group hash table.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion 10 8 5 AMDx64 mac pgrp hash table
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2.  How many processes are shown in this output? (Pipe the output to the “grep -c 0x”
command to count the lines containing each process)
a. 114

e Runthe vol.py withthemac pstree parameter to view system processes in a tree
formation.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_ 10 8 5 AMDx64 mac_pstree

3.  What processes were performed using the sudo command?
b. MacQuisition -> bash -> dc3dd

e Runthevol.pywiththemac 1lsof parameter to view the open file handles for each
process.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10 8 5 AMDx64 mac_lsof

4. What process has the db. sglite file open?
c. 51 =revisiond (Document Revision Daemon)

5. Volatility — Kernel Extensions
e Runthevol.py withthemac 1lsmod parameter to view kernel extensions.

$ python vol.py -f dademurphy memory.001
--profile=MacMountainLion_10_8 5 AMDx64 mac_lsmod

1. How many kernel extensions were found? (Pipe the output to the “grep -c 0x” command to
count the lines containing each process)
a. 104

Exercise — Key Takeaways

e Get comfortable with Volatility and Mac Memoryze command-line utilities for Mac memory analysis.

e Understand what each tool is capable of and the differences of output between each. Multiple tools
may be needed to accomplish analysis.
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Exercise 4.4 - Password Cracking &

Encrypted Containers

Objectives

e  Use Dave Grohl and John the Ripper to crack passwords for a user account, a keychain, and an
encrypted DMG file.

Exercise Preparation

1. Software Preparation — The following tools will be used in this exercise:
e Terminal.app
i. You will be using the native OS X Terminal application for this lab.
ii. Locate and open the Terminal.app from /Applications/Utilities/
e Dave Grohl
i. Usethefilesinthe Exercise 4.2 Files directory on your USB drive.
ii. This file can also be downloaded from: http://davegrohl.org/downloads.html

2. Exercise File Preparation — Locate the files located in the Exercise Files/Exercise 4.2 -
Password Cracking & Encrypted Containers directory on your FOR518 USB drive.
3. FOR518 Reference Sheet — Locate the FOR518 Reference Sheet provided to you in your class material
and books. The PDF format of this sheet is available on your FOR518 USB drive.
4. Compile John the Ripper
e Usethe filesinthe Exercise 4.2 Files directoryonyour USB drive.
e This file can also be downloaded from: https://github.com/magnumripper/JohnTheRipper

1. Locate and open the Terminal.app from /Applications/Utilities/
2. Usethe unzip command to unzip the JohnTheRipper-bleeding-jumbo. zip archive.
3. Use the cd command to enter the src directory of the JohnTheRipper-bleeding-jumbo/
directory.

4. Use the make command below to compile JTR. This will take a minute or two.
5. Use the following commands to test your JTR installation.

a. Use the cd command to go back up to the run directory.

b. Runthe command, . /john test

i. You should see “Benchmarking” tests being run. Only let this run for about 10
seconds.
¢. Use Control+C to exit the test.

$ unzip JohnTheRipper-bleeding-jumbo.zip
$ cd JohnTheRipper-bleeding-jumbo/sxrc/

$ make clean macosx-x86-64
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$ cd

../run/

$ ./john —test

Exercise — Questions

1. User Password Cracking — Dave Grohl

A sample user property list is located on your FOR518 USB drive. This file has been extracted
from a OS X Lion (10.7) system from the /Macintosh
HD/private/var/db/dslocal/nodes/Default/users/ directory. The user account
property list is named “emmanuelgoldstein.plist”.

Use the cd command to enter the DaveGrohl directory.

Run the dave program by itself and review the documentation.

Use the dave program to crack the password for this user account.

i. The —d parameter allows the program to intake a dictionary file for use in cracking the
password. A dictionary was created using the strings program against a memory
image of the system. This dictionary is located in the Dave Grohl “wordlists”
directory as emmanualgoldstein memory strings.txt.

1. This file is not a requirement, however it may make password cracking faster.

ii. The —p parameter allows the program to intake a property list (which contains the
password hash) to crack the password.

$ cd DaveGrohl/
$ ./dave

$ ./dave -d -p ../FILES\ TO\ CRACK/emmanuelgoldstein.plist

1. What kind of hash is being cracked here?

2. What s the password for the emmanuelgoldstein user account?

2. User Password Cracking — John the Ripper (JTR)

Using the same property list as the previous example, we’ll crack it again using another
program — John the Ripper.

Use the cd command to enter the JohnTheRipper-bleeding-jumbo/run/ directory.
Using the per1 utility, and JTR’s 1ion2john.pl script to extract the hash from the user’s
property list file in the input file format that JTR requires. Save this file to your FOR518
directory using the name jtr EM hash.txt.

Run the john program by itself and review the documentation.

Use the john program to crack the password for this user account.
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i. The ——wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.

1. This file is not a requirement; however, it may make password cracking faster.

$ cd ../JohnTheRipper-bleeding-jumbo/run

$ perl lion2john.pl ../../FILES\ TO\ CRACK/emmanuelgoldstein.plist >
~/FOR518/jtr EM hash.txt

$ ./john

$ ./john --wordlist=.,/../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr_EM hash.txt

nibble:run sledwards$ perl lionZjohn.pl ../../FILES\ TO\ (RACK/emmanuelgoldstein.plist > ~/FOR518/jtr_EM_hash.txt
nibble:run sledwards$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein_memory_strings.txt ~/FORS18/jtr_EM

Whash. txt
Loaded 1 password hash (Mac 0S X 18.7+ satted SHA-512 [64/64 CommonCrypto])
hackerl1984 (emmanuetgoldstein)

guesses: 1 time: 0:00:06:05 DONE (Wed Jan 22 20:26:85 2014) c</s: 1264K trying: AVSH - LWNSWhite
Use the "--show" option to display all of the cracked passwords reliably

* Note: If you would like to re-run this hash crack again, remove the john.pot file from the
run/ directory.

3. User Keychain Cracking — John the Ripper (JTR)
e Next, we'll crack (or at least start) Emmanuel’s login keychain using John the Ripper.
e Use JTR's keychain2john script to extract the hash from the user’s login keychain file in the
input file format that JTR requires. Save this file to your FOR518 directory using the name
jtr EM keychain.txt.
e Use the john program to crack the password for this user account.
i. The -—wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.
1. This file is not a requirement, however it may make password cracking faster.

$ ./keychain2john ../../FILES\ TO\ CRACK/login.keychain >
~/FOR518/jtr_ EM keychain.txt

$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr_EM keychain.txt

1. What kind of hash is heing cracked here?
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e This will take a while to run, even with the dictionary file. This is due to the PBKDF2
encryption.

e Press the Spacebar to show the status of the password cracking process.
e You may use Control+C to kill the process. You do not need to continue crack this password.
i. This process took about an hour and a half on a Macbook Pro laptop.

¢ Note: If you would like to re-run this hash crack again, remove the john.pot file from the
run/ directory.

e You can now try to open the login.keychain file from the “FILES TO CRACK” directory using
Keychain Access.app located in Applications/Utilities/ directory. Double-click the keychain file
or using File | Add Keychain.

e Unlock the keychain using the password that you cracked (Hint: hacker1984) by selecting the
locked login keychain and clicking “Click to unlock the login keychain.” lock above.

2. What email address was used to login to accounts.google.com?

3. What is the password for this account?

4. Encrypted DMG Cracking — John the Ripper (JTR)
e Next, we'll crack (or at least start) an encrypted DMG file.
e UseJTR’s dmg2john script to extract the hash from the encryption key from the file in the
input file format that JTR requires. Save this file to your FOR518 directory using the name
jtr EM dmg.txt.
e Use the John program to crack the password for this user account.
i. The -—wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.
1. This file is not a requirement, however it may make password cracking faster.

$ ./dmg2john ../../FILES\ TO\ CRACK/protected.dmg >
~/FOR518/jtr EM dmg.txt

$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr_EM dmg.txt

nibble:run sledwards$ ./dmg2john ../../FILES\ TO\ CRACK/protected.dmg > ~/FOR518/jtr_EM_dmg.txt

protected.dmg (OMG v2) successfully porsed, iterations count 196078

nibble:run sledwards$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein_memory_strings.txt ~/FOR518/jtr E
M_dmg. txt

Loaded 1 password hash (Apple DMG PBKDF2-HMAC-SHA-1 3DES / AES [32/647)

guesses: @ time: 1:14:36:40 15.02% (ETA: Sut Feb 1 11:25:06 2014) c¢/s: 7.81 +trying: ion" id="prevent-prompting-for
~location™ onclick="PrivacyView.al

Session aborted
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e This will take a while to run, even with the dictionary file. This is due to the PBKDF2 encryption.
This screenshot example estimates it would have taken approximately 12-13 days to crack using
the dictionary file provided.

e Press the Spacebar to show the status of the password cracking process.

e You may use Control+C to kill the process. This cracking process will take much longer than the
keychain. This is due to the “iterations” count. To learn more about why this takes much longer
from a humorous article - read is this one: blog.whitehatsec.com/cracking-aes-256-dmgs-and-
epic-self-pwnage/.

e Note: If you would like to re-run this hash crack again, you may need to remove the john.pot
file from the run/ directory.
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Exercise — Step-By-Step

1. User Password Cracking — Dave Grohl

e A sample user property list is located on your FOR518 USB drive. This file has been extracted
from a OS X Lion (10.7) system from the /Macintosh
HD/private/var/db/dslocal/nodes/Default/users/ directory. The user account
property list is named “emmanuelgoldstein.plist”.

e Use the cd command to enter the DaveGrohl directory.

e Runthe dave program by itself and review the documentation.

e Use the dave program to crack the password for this user account.

i. The —d parameter allows the program to intake a dictionary file for use in cracking the
password. A dictionary was created using the strings program against a memory
image of the system. This dictionary is located in the Dave Grohl “wordlists”
directory as emmanualgoldstein memory strings.txt.

1. Thisfile is not a requirement, however it may make password cracking faster.

ii. The —p parameter allows the program to intake a property list (which contains the
password hash) to crack the password.

$ cd DaveGrohl/
$ ./dave

$ ./dave -d -p ../FILES\ TO\ CRACK/emmanuelgoldstein.plist

1. What kind of hash is being cracked here?
a. Salted SHA512, default user account hash for 10.7 systems.

2. What s the password for the emmanuelgoldstein user account?
a. hacker1984

nibble:DaveGrohl sledwards$ ./dave -d -p ../FILES\ TO\ (RACK/emmanuelgoldstein.plist
-- Loaded Salted SHA512 hash. ..
-~ Starting attack

~-- Found password : 'hackerl9g4'
-- (dictionary attack)

Finished in 7.672 seconds / 9,394,258 guesses...
1,224,482 guesses per second.

2. User Password Cracking — John the Ripper (JTR)

e Using the same property list as the previous example, we’ll crack it again using another
program — John the Ripper.

e Use the cd command to enter the JohnTheRipper-bleeding-jumbo/run/ directory.

e Usingthe perl utility, and JTR’s 1ion2john.pl script to extract the hash from the user’s
property list file in the input file format that JTR requires. Save this file to your FOR518
directory using the name jtr EM hash.txt.
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e Runthe john program by itself and review the documentation.
e Use the john program to crack the password for this user account.

i. The -—wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.

1. This file is not a requirement; however, it may make password cracking faster.

$ cd ../JohnTheRipper-bleeding-jumbo/run

$ perl lion2john.pl ../../FILES\ TO\ CRACK/emmanuelgoldstein.plist >
~/FOR518/jtr EM hash.txt

$ ./john

$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr EM hash.txt

nibble:run sledwards$ perl lion2john.pl ../../FILES\ TO\ CRACK/emmanuelgoldstein.plist > ~/FOR518/jtr_EM_hash.txt
nibble:run sledwards$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuetgoldstein_memory_strings.txt ~/FOR518/jtr_EM

_hash.txt
Loaded 1 password hash (Mac 0S X 18.7+ salted SHA-512 [64/64 CommonCrypto])
hackerl984 (emmanuelgoldstein)

guesses: 1 time: 0:00:00:@05 DONE (Wed Jan 22 20:26:05 2014) c¢/s: 1264K trying: AVSH - LWNSWhite
Use the "--show” option to display all of the cracked passwords reliably

e Note: If you would like to re-run this hash crack again, remove the john.pot file from the
run/ directory.

3. User Keychain Cracking — John the Ripper (JTR)
e Next, we'll crack (or at least start) Emmanuel’s login keychain using John the Ripper.
e Use JTR's keychain?2john script to extract the hash from the user’s login keychain file in the
input file format that ITR requires. Save this file to your FOR518 directory using the name
jtr EM keychain.txt.
e Use the john program to crack the password for this user account.
i. The --wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.
1. This file is not a requirement, however it may make password cracking faster.

$ ./keychain2john ../../FILES\ TO\ CRACK/login.keychain >
~/FOR518/jtr EM keychain.txt

$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr EM keychain.txt

1. What kind of hash is being cracked here?
a. “PBKDF2-HMAC-SHA-1 3DES”
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nibble:run sledwards$ ./john --wordlist=,./../DaveGrohl/wordlists/emmanuelgoldstein_memory_strings.txt ~/FORS18/jtr_EM
_keychain. txt

Loaded 1 password hash (Mac 0S X Keychain PBKDF2-HMAC-SHA-1 3DES [32/64])

Note: This format may emit false positives, so 1t will keep trying even after

finding a possible candidate.

hacker1984 (login.keychain)

uesses: 1 time: 0:01:31:50 DONE (Tue Jan 21 18:52:36 2014) c</s; 1528 trying: {A_]

e This will take a while to run, even with the dictionary file. This is due to the PBKDF2
encryption.
e Press the Spacebar to show the status of the password cracking process.
e You may use Control+C to kill the process. You do not need to continue crack this password.
i. This process took about an hour and a half on a Macbook Pro laptop.
e Note: If you would like to re-run this hash crack again, remove the john. pot file from the
run/ directory.

e You can now try to open the login.keychain file from the “FILES TO CRACK” directory using
Keychain Access.app located in Applications/Utilities/ directory. Double-click the keychain file
or using File | Add Keychain.

e Unlock the keychain using the password that you cracked (Hint: hacker1984) by selecting the
locked login keychain and clicking “Click to unlock the login keychain.” lock above.

2. What email address was used to login to accounts.google.com?
a. emmanualgoldstein2600@gmail.com
3. What is the password for this account?
a. Cerealkiller1337
1. Double-click the item of interest and check the box to “show password” and
input the password.

4. Encrypted DMG Cracking — John the Ripper (JTR)
e Next, we’ll crack (or at least start) an encrypted DMG file.
e UseJTR’s dmg2john script to extract the hash from the encryption key from the file in the
input file format that JTR requires. Save this file to your FOR518 directory using the name
jtr EM dmg.txt.
e Use the John program to crack the password for this user account.
i. The ——wordlist parameter allows the program to intake a dictionary file for use in
cracking the password. We'll use the same dictionary located in the Dave Grohl
“wordlists” directory as emmanuelgoldstein memory strings.txt.
1. This file is not a requirement, however it may make password cracking faster.

$ ./dmg2john ../../FILES\ TO\ CRACK/protected.dmg >
~/FOR518/jtr_EM dmg.txt

$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory strings.txt
~/FOR518/jtr EM dmg.txt
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nibble:run sledwards$ ./dmgZjohn ../../FILES\ TO\ CRACK/protected.dmg > ~/FOR518/jtr_EM_dmg.txt

protected.dmg (OMG v2) successfully parsed, iterations count 196078

nibble:run stedwards$ ./john --wordlist=../../DaveGrohl/wordlists/emmanuelgoldstein memory_strings.txt ~/FORS18/jtr.E
M_dmg. txt

Loaded i password hash (Apple DMG PBKDFZ-HMAC-SHA-1 3DES / AES [32/64])

guesses: @ +time: 1:14:36:4@ 15.02% (ETA: Sat Feb 1 11:25:86 2014) c/s: 7.B1 trying: ion" id="prevent-prompting-for
-lacation" onclick="PrivacyView.al

Session aborted

e This will take a while to run, even with the dictionary file. This is due to the PBKDF2 encryption.
This screenshot example estimates it would have taken approximately 12-13 days to crack using
the dictionary file provided.

e Press the Spacebar to show the status of the password cracking process.

e You may use Control+C to kill the process. This cracking process will take much longer than the
keychain. This is due to the “iterations” count. To learn more about why this takes much longer
from a humorous article - read is this one: blog.whitehatsec.com/cracking-aes-256-dmgs-and-
epic-self-pwnage/.

e Note: If you would like to re-run this hash crack again, you may need to remove the john.pot
file from the run/ directory.

Exercise — Key Takeaways

e Get familiar with Dave Grohl and John the Ripper password cracking utilities.

e Understand the speed differences when using a dictionary file as well as speed differences of
different encryption methods.
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Exercise 5.1 — Decoding iOS Artifacts

Objectives

Examine and decode an iOS backup file recovered from a Mac.

Gain experience with examining PLists and database files from iOS backup files.
Learn how to utilize BlackLight and iBackupBot for forensic examinations.
Learn how to utilize keyword searching to aid in your investigation.

Exercise Preparation

Exercise File Preparation — Locate the files located in the Exercise Files/Exercise 5.1 -
Decodiny 10S ArlLilfacls direclory on your FOR518 USB drive. Unarchive Lhe Lab5.1.7, file prior Lo
starting the lab exercise.

Starting with question 2 BlackLight and iBackupBot can be used for this lab. The answer section will
highlight the tool that provides the best support for that question. The first question should be answered
without the use of a forensic tool.

To load a backup file into BlackLight:
1. First select Case Info and create a new case. Next, select Add.

¥ DEVICES

* ACTIVITY
]Iﬁ Export Status
#B Device Status

2. Select Add i0S Backup...
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€T Add Disk Image... i
' Add USB Attached Appfe iOS Device...
Add Encrypted iOSPisk image...
~ Add iOS Backup...
l Add Folder...
. Add Attached Device...
€  Add Selected [mage File...

3. Check the box for the highest level of the Directory Disk. Change the Presets to “Comprehensive
(Slow — Full Processing). Determine which hashing you would like to have enabled and select Add.

Evidence Selection:

Partition Type Name Evidence ID
v+ ™  7e58167c2.. Directory Disk <Click to Edit>

o i0SBackup 7e58167c218962767c59a239b7678ee74bcf...

Processing Options Presets: | Comprehensive (Slow - Fuli Processing)

File Analysis: [ Signature Ana

File Hashes: ¥ MDS ) sHA1 || SHA256

o Identify Known Files |  Settings... o
Unallocated Space: ‘V Lacate Files | Settings...

Thess processing options can be run later from the Device Status screen.

~ Cancel | m

4, The iOS backup file will parse and be loaded into BlackLight for your examination.
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Artifacts

o SUMEAREY - History

Device: Liz Lemon's iPhone # Evidence ID:  7e58167c218962767¢59aa39b7678ee74bc.. &
Last Backup: Wednesday, December 18, 2013 6:42 PM (UTC)
iPhone 4S Extracted By: BlackLight 2013 Release 3

Extracted Time: 2014-01-08 16:50:06 (UTC)

(339) 223-5842
6.1.3
DNTGX672DTF9

Phione Number:
Software Version:
Serial Number:

Extended Information Accounts

Name: Liz Lemon's ifhone

Phone Number: (339) 223-5842 Accourt Ty- @cmunt ID Password Created Last Connect
Device Type: iPhone 45 Yahoo! lizzlelemon@yahno...

Software Version: 6.1.3

Serial Number: DNTCX672DTF9

UDID: 7ES8167C21896276 7CSOAA3YRIE 78EENS...

IMEL: 950001078884145

ICCID: 85931440880635185243

To load into iBackupBot go to File>Open>Backup Directory and navigate to your backup file in Lab
5.1,

To move your backup to the correct location follow the steps below.
1. Click on your user profile and select Go in the Finder.
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Finder File Edit View JI00) Window Help
' Back ]
) 1 el e, i Forward ’ : 1
| | Sefect Startup Disk on Desktop 0871 |
SRRl i Al My Files oxr ||
@ FAVORITES g& bir ¥ Documents 0 %0
5 All My Files | i de Desktop %D
@ AirDrop De¢ O Downloads L
i Dropbos s pg (O Home 0 3H
[ Desktop W Dn I,Cf}mputer o #C
“isa @ AirDrop D%R
i} hmahalik SRRV, 08K
¥\ Applicati... | g iPh  Applications T %A
% Documents i‘: % Utilities o®U
SHARED :l. Recent Folders >
== Pic
i ; pu  Go to Folder... i e
® Red @@ SA  Connect to Server... 8K
B MNennnan =

2. Type Library in Go to the folder
to the user by default.
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FAVORITES il bir
E) All My Files | 18 ge! Go to the folder:

e
@ AirDrop ' il Do | Library
(] Dropbox | @ Da

B Desktop ED" | Cancel | [iiGo

: - iBa
72} hmahalik &3 iPhoned COMA v
A rr— .

3. Navigate to the MobileSync folder and copy the backup file into the Backup folder.

a00D (i MobileSync
FAVORITES E bin * E Accounts " . CFES"IREPFTEF = g Backup
) All My Files fi deps » f§ill Address Baok Plug-Ins " @il Dashcode »
? ok Desktop L | Application Scripts d @ Dock 3
rop | Documents * (. Application Support " [ ovO Player >
(] bropbox @E Downioads * [ Assistants " Bl Ez7z-QuickLook r
0 Desktop E Dropbox il Audic " Y Ez7z.prefs
. D " iBackupBot @ Autosave Information » @ Firefox >
FRLSENIN 3 iPhones_CDMA " [l Caches " @ GarageBand :
#\ Applicati... @] Phones_GSM * [l Calendars " fll Genieg »
% Documents lib d ColorPickers " @ Google Earth "
[ ‘Ubrary i Colars " @l MandBrake ’
SHARED @1 Movies > [l ColorSync " @ Mewlett-Packard >
= i music »; il Compasitions - " ga ovp »
i @ Fictures > [l Containers " @@ iLifeMediaBrowser »
i Public * [l Cookies " [ iLifeSlideshow 4
©) Orange {3 SANS_Dropbox » [l Dictionaries " @l Lantern L
Yellow Sites > il Documentation " Gl Microsoft »
; @l Favorites » T »
o Green Lo et all L

4. Launch iBackupBot and the backup files in the folder will be added automatically. Note, all
backups will be added!

wl R A A RE 98 W ¢
Backups 'y
v [§ Liz Lemon's iPhone {(Wednesday, December 1

» [&F System Files == .
. Liz Lemon's iPhone (Wedn
» (& User App Files 18, 2013 'PMY’ 01:42:50 P

& User information Manager ]
- |
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Exercise — Questions

1. Prior to loading the backup file into a tool, answer the question below. Then, load the backup into
your tool of choice and verify that all of the questions were answered by your tool!
A. What is the device name?

B. What are three applications installed on the device?

C. What type of iOS device is this backup from?

D. Was the backup encrypted?

E. Did the device contain a passcode?

2. Were location coordinates found for IMG_0012 . JPG? If so, where was this photo taken?

3. What was the last Email address used for the Facebook account in this backup file? How can you
manually verify the tool results?

Exercise — Answers

1. Prior to loading the backup file into a tool, answer the question below. Then, load the backup into
your tool of choice and verify that all of the questions were answered by your tool!

A. What is the device name?

a. LizLemon’s iPhone
Name three applications installed on the device?

a. RunKeeperPro, Waze, Myfitnesspal, Yourcompany, Orbitz, Facebook, Dropbox
C. What type of iOS device is this backup from?

a. iPhone 4s

D. Was the backup encrypted?

=

a. No
E. Did the device contain a passcode?
a. No

The Info.plist tile can be examined to answer some of the questions above. The device name,
installed apps, and device type can be determined from examining this property list.
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' 1 Info.plist

Key Value
¥ information Property List (19 jtems}
Build Versiog

99BCCOBC3I3IDERSRGTZ592F2F38594942"
8931440880635185243
990001076884145

| com.myfitnesspal.mip
|com.yourcompany.PPClient
|com.orbitz.iphoneprod

|com facebook.Facebook
[com.gezdropbox.or :

| 7 Info.plist

Key. i\falue
Bulld Version % |I0B329
Device Name 4 |Liz Lemon's iPhone
Display Name 4 |Uiz Leman's iPhone
CGUID N | 998CCOBC33DEBIB672592F2F9B594942
ICCiD 4 |8931440880635185243
IMEI 4 |990001078884145

» Installed Applications 3 |(7 tems)
Last Backup Date s |
MEID 4 |9900010788B414
Phone Number 4 [(339) 223-5842
—— Product Type 4 |iPhoned,1

Product Version 4 1613
Serial Number + |DNTGX672DTF9
Target Identifier 4 |7e58167c218962767c59an3957678ee7 4bcf34c]
Target Type 4 |Device
Unique Identifier N [7E58167C218962767C59AAIIRTE7BEE74BCFI4L]

The Product Type above can be searched on the Internet using the keyphrase iPhone 4,1 represents

or iPhone 4s.
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P 4S (45* BOO MHz* Apple AS

Intro Date: October 4, 2011* Disc Date: N/A*

Order No: MCO18LL/A™ Model No: A1387 (EMC 2430)
Subfamily:  iPhone 45 (4s) Model ID: iPhone4,1

Std RAM: 512 MB* Std VRAM: N/A

Std Storage: B, 16, 32, 64 GB Std Optical: N/A

Complete iPhone 4S (4s*) Specs

The Manifest.plist will answer the remaining questions. The device was not encrypted and the
device did not contain a passcode as shown below (the checkbox is empty).

®06 | 1 Manifest.plist

Key Type [Value

¥ Root Dictionary | (8 items)
» Applications Dictionary  [(9 items}

BackupKeyBag Data {«56455253 90000004 00600003 54555045 00000004 0
Darg ; sk fe2013, 1:39:55 PM

BuildVersion | String | 108329

» com.apple.Accessibility | Dictionary |1 item)
» com.apple.Tunes.backup | Dictionary  |(2 items)
» com.apple.mobile.data_sync ‘ Dictionary |(1 item)

» com.apple.mobile.iTunes.accessorie| Dictionary  |(0 items)
» com.apple.moblie.wireless_fockdaw! Dicticnary (0 items)
> com.apple.MoblleDeviceCrashCopy | Dictlonary (1 ltem)

» com.apple. TerminalFiashr | Dictlonary  |(0 items)
DeviceName | string [Liz Lemon's iPhone
ProductType | string [IPhones,1
Product¥ersion String 16.1.3
SaralNumber String [DNTGXE72DTF9
UnlgueDevicelD String | 7e58167c218962767¢59aa39b7678ee74bcf34cl
SystemDomatnsVersion | string [16.0

WasPasscodeSet | Boolean 15} :

2, Were location coordinates found for IMG_0012 . JPG? If so, where was this photo taken?

A quick look at LMG 0012.JPG does not reveal coordinates, however, they are present in the
metadata of the file and can be found by examining the raw data in BlackLight. This data cannot be
found in iBackupBot. Below, BlackLight is being used to examine the image file. Click on Media in the
toolbar to access the images.
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L Add | Pictures/Videos :]
I Liz Lemon's iPhone j
ACTIVITY : :
[ﬁ Export Status
I Device Status
v CONTENT SEARCHES
¥ TAGS

The bottom left pane will show the Field and Value for the metadata.

reveal coordinates.

———Tdie e a s, SRR e
Fo i ™ e i iy eedny e by
LT e -

Scrolling down on this file will

Field | Value
bubject Area: [1631, 1223, 881, 881)
Flashpix versi... 1.
Color Space: sRGB

Width: 32e4

Height: 2448
bensing Method: One-chip color area sen
Fxposure Mode: Auto Exposure
ite Balance:  Auto white balance
RSmm Foral L. 35
~ North or Sout...
Latitude:
Fast or West L.,
Longitude:

Altitude Refere..,
Altitude:

[40, 45.55, Q)
w

(73, 58.09, 0]
Sea level
36.99

[21, 20, 26.19]
. True direction
yrection of im... 110.66

The coordinates can be mapped using the Internet as shown below. This image was taken on

115 5" Ave, NY, NY.
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prueepes e soe_Guce 545 St Ave; New-York, NY 10011, USA-

Manitoba \ CRtsas P N
. - 1 - e #%" Newfoundland |
SR 3 ] ' -and Labrador
YRR T . '
o L - ; Ontario wh YQuebec ]
- W I ) 4 -
Winnipeg - T i - GUITONSE 1
O ki A - A0 Lawetice .
= < e g '
North v N oLl
Dakota o’ “'E Mew_:k Prince’
SoUth Wisconstll R Montreal " Maine 3 Scotia
k 2 o Sk A - L
AL 1 Michiganiy Tor_omo \mVefm'onl
'Ch":' VE New York A New
oW e w A~ ~ Hampshire
Nebiaska g " Pennsylvani \Ma
{lfinais Ohio™ 4 ¥ lek\ ssachuselts
id States ldia)a ' .\ Rhode rsland
P
Kensas ti ol Vm AR S Connecticut

As shown below, iBackupBot does not provide access to this metadata.

ks User App Files

& User information Manager ditle S

2 & IMG_0091 Thursday, Septem ..
L IMG_0082 Thursday, Septem ...

A IMC_0003 Thursday, Septern ...

sl EMG_0004 Wednesday, Septe ..

u MG_boos Wednesday, Septe ...

< IMG_0009 Friday, September ...

o (MG_0010 Friday, September ...

o IMG_0011 friday, September ...

vt IMG_0012 friday, September ...

-4 IMG_0013 Friday, September ...

< cal IMG_0014 Wednesday, Septe ...

T - P " IMG_o037 Friday, September ...
&l IMG_0044 Sunday, Septembe ...

s 0 iBackupBot
] @ | 3 F d ‘%i\ L
Back
- z . Camera Rolt  Voice Mall  Veice Memo  Other Multimedia files
¥ H iz Lemon's iPhune (Wednesday, December 10 .
B L2 System Files 3 L 4
Open Delete Export Restore

Size

29 M8
2.6 MB
2.8 MB
2.1 MB
2.6 MB
2.5 MB
L7 M8
1.8 MB
2.1 M8
2.0 M8
92.8 k
386.6 k8
601.2 k@

IMG_C013

Filename: CameraRoliDomain/Madia/DCHA100APPLEAMG_0013.JPG
Date: Friday, September 20, 2013 'AMI‘ 01:20:30 AM

Size: 2.0 MB

Width: 3284

Helght: 2448
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3. What was the last Email address used for the Facebook account in this backup file? How can you
manually verify the tool results?

The Email address last used to access Facebook in this i0S backup file was “lizzlelemon@yahoo.com.”
This Email address can easily be recovered using BlackLight and examining the profile under Social.

£ Twitter

LinkedIn
&4 Foursquare
€3 Facebook

Property Value

Last Login Email: lizzlelemon@yahoo.com
Facebook ID: 100006546010684

The Email address can be manually recovered in iBackupBot by examining the PList associated with Facebook

as shown below:

OOV - d T— e = o ... iBackupBot
:'_. G ) AL y ‘} M
Backups ) 2 - o 4 4
¥ & User App Files Backward Open Delete Export Import  Restore
> & RunKeeperPro : Namne Slze Permission i Date M
» & com.apple.WebViewService ) com.appie.PeoplePicker.plist O lrwxr-xr-x  Wedne|
» Z¥ com.apple.weather _1 .GlobalPreferences.plist 0 lrwxr-xr-x  Wednel
¥ £ com.facebook.Facebook J 100006546010684.plist 8.1 kB —rwe———ewe Wedne
& Documents _J 100006546010684.session.plist 25.4 kB —rw—-=aa— W’edﬂ
v & Library . ) com.facebook.Facebook.plist 5.2 k8 -rw-———— Wed
¥ @ Application Support "
v 2 com.facebook Facebook i AppDomain-com.facebook.Facebaok/Library/Praferences /com.facebook face
& cacheddata d ol S0 | 2 be L EL e =
& stickers | XML View .
@i Cookies Key Type Value
= APNSLastFBReglstrationTinreal 1379622188.6624992
— - APNSPushRegistrationAtte:boolean trize
Davites APNSRemoteNotificationTyinteger 7

DieviceAttributionObjectsK dict
DevicetnsightsAttributiont date
DevicelnsightsAttributiontistring
FBApplicationStateKey integer
F8BackgroundCrashCountiinteger
FBForegroundCrashCounthinteger

FBLastLoginEmail string

2013-09-18707:25:542
100006546010684_1C1F44AF-8EC
0

0

0

lizzlelemon@yahoo.com
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In BlackLight, the Email address can be manually verified by sorting on the path within the Email address
search hits and then narrowing it down to Facebook, or by using the Browser feature and navigating to the
com.facebook.Facebook.plist file as shown below.

D | Name Path Keywo!
192 tomgetdropbox.Dropboxplist  fobile/Applicatiors f com.gerdropbox Dropbox/Library/Preferences fcom.getdropho... [A-Za-z{]
204 Accounts3.sqlite {mobile/Library/Accounts /Accounts3.sqlite [A-Za-2(
217 app.log Jmobile Applications /RunKeeperPro /Documents fapp.log (A-Za-2(]
218 IMG_0012 PG /Media/DCIM/ 1LO0DAPPLE/IMG_0012.)PG [A-Za-
241 RunKeeperPro.plist Jmohile /Applications [RuniCee perPro/Library/ Preferences [RunKeeperPro.plist [A-Za-z(
129 comtacehock Facelhooid glist fmalie s
Position  Context
3473 3ATE~@ @ _ SBEORSZA4-DSED-4191-9EED-6AS76ES360CA_ lizzlelémon@yahoo.com-|
 Data Fork t) [(Sihex] =suings | Bl preview QGPs | (@ @ Preview Video Thum
Key Type | Value T
FForegroundCrashCount...| Number 1]
FBLastLoginEmail String lizzlelemon@yahoo.com _ E
FBLoginUUID String B69852A4-D3ED-4131-9EED-6AS76E8360CA
FBStareupCrashCountKey | Number lo o ' ]

Navigate to the plist file to for manually verify the Email address.
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W PTTOMES BaCR g
W @® &0l B
B File Filter Media SOdal lmmg W Coml_:ig m m A=
et = i g s 100 1) L
AREESN
Name Date Created Date Modified
¥ %rﬂﬁbﬂ& 2014-01-G8 {UTC} 2014-01-08 (UT
v g Apptications 2014-01-08 {(UTC) 2014-01-08 (UT|
¥ (i com.facebook Facehook 2014-01-08 {UTQ) 2014-0E-08 (UT
v ;ui Library 2014-01-08 (UTQ) 2014-01-08 (UT
» @Apptication Support Z014-01-08 {UTC) 2014-01-08 (UT]
| 4 ECGDkies 2014-01-08 (UTC) 2014-01-08 (UT]
) v [ Preferences 2014-01-08 {UTC) 2014-01-08 {UT|
7 1000806546010684.plist 2013-09-18 (UTC) 2013-09-18 (UT]
- HO0006546010684. sessipn.plist 2013-09-18 (UTC) 2013-09~18 (UT|
" com.facebook.Facebook.plist 2013-09-18 (UTC) 2013-09-18 (UT}
¥ E&@com nardranhnx Deanbox 2N14-DT-0R HITCY 2{114-01-DR (1T
| Data Fork s =:Hex =Strings @MN OGPS © [Q] Pre
Key Type Value
¥  Root Dictionary (41 ems)
APNSDeviceToken Data 7590 2.8LK. F... R. D
APNSLastFERegistrationTl... | Numbee 1379622188, 66299206955
APNSPushRegistrationAtte...| Eoolean True
APNSRermaoteNotificationT... | Number 7
appFirstLaunchedWithExis...| Boclean False
IIIIIIII com.facebook.anaitics.d... | Daze 2013-05-318 18:25:52
L F DeviceAttributionObjecsK.. | Dictionary (0 iten B
__ DevicelnsightsAttributionE...| Date 2013-09-18 07:25:54
Mc‘ehs&jiﬂ.&mhnm String 100006546010684 1C1F44AF- BECH-4C46-A844 -FIg
FBApplicationStateKey | Numbar ]
| FEBackgroundCrashCount..) Number 0
FEForegroundCrashCount, .| Number ]
’ FBLastLoginEmail ) String lizzleleman@yahoo.com
F8LoginUUID String B69852A4-D5SED-4191-3EED-6AS5 7HESIGHCA

Exercise — Key Takeaways

¢ You must manually examine the raw metadata associated with image files to uncover data relevant to
the investigation. The tools are not created equally and different results may be attained. It is best to
manually examine the raw data when possible.

e Being able to parse a file system by hand can help when automated tools fail, or if tool validation is

necessary.
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Exercise 5.2 - i0S Artifacts and Third-party

Applications

Objectives

e  Examine the iOS backup image that was created using iTunes.

e  Review Native i0OS applications and Third-party applications for user-related data.

e  Re-enforce the use of BlackLight as a complementary toolset to existing tools on the Mac to aid in
forensic investigations.

e Compare the data contained in the iTunes backup to the File System dump of the same device and
determine differences in the content available from different acquisition methods.

Exercise Preparation

Exercise File Preparation — Locate the files located in the Exercise Files/Exercise 5.2 - 1i0S
Artifacts and Third-party Applications directary onyour FOR518 LISB drive.

An iTunes backup of an iPhone 4 has been provided. First, expand the archive file,
f0a408ad93f5f3be5cc169273cc8a037aed16b18.zip [The Mac archiving utility will work fine for this file].
Load the uncompressed backup file into BlackLight and answer the questions below. In addition to using
BlackLight, iBackupBot can be used to examine the backup.

To load the iTunes backup file into BlackLight:
1. First select Case Info and create a new case. Next, select Add.

v DEVHCES
CACTIVITY

:Eg Export Status
Bl Device Status

2. Select Add iOS Backup...
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w 'Add Disk Image...
. Add USB Attached Ap
Add Encrypted iOS

iOS Device... i
k Image...

Add i0S Backup..
§  Add Folder...

Add Attached Device...

At Sei
3. Navigate to the uncompressed iTunes backup file la?eled:
“f0a408ad93f5f3be5cc169273cc8a037aed16b18”.

e e y i o
selied imayg

™ f0a408ad93f5f3be5cc169273ccB8a037aed16b18 »
- f0a408ad9315f3be5cc.. 3ccB8al37aedlbblg zip
For518_Exercise_5.2_1..._Third_Party_apps.docx
@l iPhone4_FSDump P
© iPhone4_FSDump.zip

4. Check the box for the highest level of the Directory Disk. Change the Presets to “Comprehensive
(Slow — Full Processing)”. Determine which hashing you would like to have enabled and select Add.

Evidence Selection:

- Partition Type Name Evidence |ID
* & f0a408ad9.. Directory Disk «Click to Edit>
S i0SBackup 0a408ad93f5f3beSac169273ac8a03 7aed16...

Processing Options

File Analysis: ™ Signatur ™ Process Pictures ™ Process Videos

™ SHA1

File Hashes: (¥ MDS M SHA256
™ Identify Known Files | __Settings...
Unallocated Space: 'V Locate Files ~ Settings...

These processing options can be run later from the Device Status screen.

| Cancel

C EeAdd—]
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4. The image will parse and be loaded into BlackLight for your examination.

¥ DEVICES €I | « | » || iRoot)
E Ron's iPhone Name
¥ ACTIVITY v sd
o 7 Manifest.plist
JJ’ < S“ﬂus ¥ ﬁMedia
B8 Device Status » [l DCIM
¥ CONTENT SEARCHES » |l PhotoData
¥ TAGS m . maobile
» [l Applications
+ [ Library
» [l Media
» [ preferences
» [ root
;s Status.plist

Date Created

2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014~02-13 (UTC)
2014-02-13 (UTC)

2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTQ)
2014-02-13 (UTC)

Date Modified

2014-02-13 (UTC)
2014-02-13 {UTC)
2014-02~13 (UTQ)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 {UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTO
2014-02-13 (UTC)

5. To begin viewing the file system of the device, click on “Browser”. Expand the sub-directories

nested under the Data directory until you reach the “mohile” directory.

a0

¥ DEVICES

B8 Device Status
¥ CONTENT SEARCHES
¥ TAGS

»
[

+ [l DCOIM
b+ [ PhotoData
™ mobile

[ Ron's iPhane Name
¥ ACTIVITY » llsd
- 1 Manifest.plist
il = -
.9 Export Status v {5 Media ~02-13 (UTC)

14-02-13 WTC)

2014-02-13 WUTC)

2014%02-13 (UTC)

» Appiications 2014-02-13 (UTO)
v (@ Library 2014-02-13 WTO)
» ([ Media 2014-02-13 (WTQ)
(il preferences 2014-02-13 &JTC)
Cdnnr 2014-02-13 (LITCY

Date Modified

2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (UTC)
2014-02-13 (TO)
2014-02-13 WTC)
2014-02-13 (UTQ)
2014-02-13 {UTQ)
2014-02-13 (ITC)

In addition to the iTunes backup, a File System acquisition of the same device has been provided for

comparison. To Load the folder containing the File System image, follow the steps outlined below.

Start by unzipping the image file, “iPhoned4_FSDump.zip. [The Mac archiving utility will work with this file.]

To load Lhe File Syslem image inlo BlackLight:
1. Inyour existing case, click to “Add” another device. Choose to “Add Folder...”

@

Add Disk Image...

Add iOS Backu
Add Folder...
Add Attached Device...

Add Selected image File...

For518 - SANS ©2015 Exercise — 5.2 iOS Artifacts and Third-party Applications



2. Navigate to the uncompressed File System acquisition labeled, “iPhone4_FSDump”.

f0a408ad9...16b18.zip
For518_Ex..._apps.docx
#m iPhoned4 FSDump >

iPhones4 FSDump.zip

3. Check the box for the highest level of the Directory Disk. Change the Presets to “Comprehensive

(Slow — Full Processing)”. Determine which hashing you would like to have enabled and select Add.
Evidence Selection:

Partitigg Type Name Evidence ID
v iPhoned _FS... Directory Disk <Click to Edit>
o Fiie Directory iPhoned4_FSDump
Processing Options Presets: | Comprehensive (Siow - Full Processing) 5

File Analysis: (¥ Signature Analysis

@ Process Pictures @ Process Videos

File Hashes: (¥ MD5 MsHA1 M 5HA256
(4 Identify Known Files

Unallocated Space:  Locate Files

Settings...

) Set_ting_s...

These processing options can be run later from the Device Status screen.

| Cancel | Add |
You will need to view the files from both the backup as well as the File System Acquisition in order to

answer all of the questions below. (Hint: Some tool features will work on the File System Dump and
not the iTunes Backup.
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Exercise — Questions

1. Did the user configure any email accounts set up on the device? If yes:
A. In which file did you find this information?

B. Can you identify the email address/addresses configured?

C. What protocol was used?

2. Were GEO location services enabled for images taken with the iPhone camera? If yes, how do you
know? Was the device setup for Photo Stream data?

3. Were any movies created using the iPhone camera? How can you verify?

This section focuses on the use of third-party applications and how they store data.

4. The following questions are based on the third-party application, Kik:
A. What is the Kik username on the device?

B. What email address and phone number was used to register?

C. Did the user setup a profile picture? If yes, what is it?

5. Canyou locate any Facebook messages on the device?
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Exercise — Answers

1. Did the user configure any email accounts set up on the device? If yes:

One email account was set up to PUSH to the iPhone. This information can be located in the path:
private/var/mobile/Library/DataAccess/IMAP-ron.burgandy20@yahoo.com@apple.imap.mail.yahoo.com

The email address configured is ron.burgandy20@yahoo.com and this was configured using the
Internet Message Access Protocol (IMAP).

v il mobile 2014-01-14 {UTC)
» Applications 2014-01-14 (UTC)
_§ keychain-backup.plist 2014-01-14 (UTC)

v [l Library 2014-01-14 (UTC)
» i Accounts 2014-01-14 (UTC)
» gl AddressBook 2014-01-14 (UTC)
» [ BulletinBoard 2014-01-14 (UTC}
» @il Caches 2014-01-14 (UTC)
» [l Calendar 2014-01-14 (UTC}
» il CallHistory 2014-01-14 (UTC)
> gl com.apple.itunesstared 2014-01-14 (UTC}
» ﬁConﬁgurationProﬁ!es 2014-01-14 (UTC)

» fll Cookies 2014-01-14 {(UTC}
v il DataAccess 2014-01-14 (UTC)

g L} Accountinformation.plist 2014-01-14 (UTC)

8 I0AAF-ronburgandyZiiiyabioo conviappie ., Z014-01-14 (UTC)

| | .mboxCache.plist 2014-01-13 (UTC)

2. Were GEO location services enabled for images taken with the iPhone camera? If yes, how do you
know? Was the device setup for Photo Stream?

You could click on the Media Tab in BlackLight to view all of the images captured from the iOS device.
This view will supply many images for review.

B BlackLight Case Blackbight

] . =

» CONTINT SEARCHES
¥ TAGS

Fiold Valus : i . ) s e walletini
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Navigating to the folder where images taken with the device are stored, Media/DCIM/100APPLE,
shows that there are a total of 45 files available for review. First, sort by the file extension to filter
out those images that were saved to the device (PNG) and not taken using the device camera. Next,
examine the JPG images for EXIF data indicating the GPS was enabled.

¥ DEVICES

[§ 1Phones Name Date Created Date Moditied Date Accessed
@ Cawvin 2014-01-12 UTCH 2014-01-12 UTC) 2014-01-13 {UTC)
=014-01-124UTC 201401 -13UTCY 20140113 (AUTCI .01
@ irhones /
i IMG_0032 PG 2014-01-12 UTQ) 2014-01-12 (UTC) 2014-01~13 (UTC) L5
LY 0 catin . | IMG_0033PG 2014-01-12 UTC) 2014-01-12 (UTC) 2014-01-13 (UTC) 2.29
(Rl Ron's Phone  IMG_0034.1PG 2014-01-12 UTCy 2014-01-12 UTC) 2014-01-13 (UTC) 171
v ACTOVITY _‘ IMG_0035.4PG 2014-01-12 (UTC) 2014-01-12 (UTCQ) 2014-01-13 (UTC) 877.6
IMG_0036.0PG 2014-01-12 (UTC} 2014-01-12 WTC) 2014-01-13 (UTC) 1.6
I"b sy i i IMG_0037.JPC 2014-01-12 WTC) 2014-01-12 WTQ) 2014-01-13 (UTQO) 149
B8 Device Status IMG_0038JPG 2014-01-12 dTCS 2014-01-12 UTC) 20614-01-13 (UTQ) L2
¥ CONTENT SEARCHES 1 IMG_0039 4PG 2014-01-12 (UTC) 2014-01-12 (UTC) 2014-01-13 UTQ) 16
v TAGS [ Add- | IMG_0N40.IPG 7014-01-12 (TCY 2014-01-12 (TC} 2614-01-13 {TC} 1S
IMG_0041)PG 2014-01-12 (WTO 2614-01-12 (UTCY 2814-01-13 (UTC) 158
= | IMG_aD42 JFG 2014-01-12 WTC) 2014-01-12 (UTC) 2014-01-13 (UTC} 701.8
Field Vatue " IMG_D043 JPG 2014-01-12 @UTC) 2014-01-12 (UTC) 2014-01-13 UTC) 403.6
F Number: 2.8 MG _0D44.3PG 2014-01-12 (UTC) 2014-01-12 @UTC) 2014-01-13 (UTCY L5
[Expasure Pmg_ Normal Peogram IMG_0045 JPG 2014-01-12 (UTO 2314-01-12 (UTC) 2014-01-13 UTCY 1919
o0 Sperdd Rl 80 R = -
Exif Version: 2.21 ! : ; 4 preview Video Thumbnalls
[Origingl Date: 2014-0%-12 G5:25:51 -

IExgiticed Date: 2014-01-12 052551 S : e : ' i ey
[Componenis . YCbCr L. . K b .
s Speedt. 9,62
Aprrriire 297
Brightress. R.65
PMetenieyy Mode: Pattern
Flash: Fash Fired, Compuisery flash
Jrocal Length: 3.85 mm
[fulbject Avea: {1295, 967, 699, 636]
rlashpor Vierst
Color Space. sRGR
Widthe 2552
Haight: 1936
[Sensing Method: One -chip colar area sensor
JExposure Mode: Auto Exposure
[Whie Balance:  Austo white balance
e bocal L. 35
[Seene Capture . Standard
(3
Poorthor S N
Latitude (38, 52.35, 0]
e oz WestL., W
Longitude: (77, 6.83, 0)
JMaitucke Refere.. Sea level
Altitude: 97
KPS bmetato..  [14, 25, 51.09]
Feforence for . True direction
e of . 0.62

—-

By reviewing the EXIF data in the image above, you can see that coordinates have been stored in the
metadata of the JPG. In total, six images contain GPS coordinates. These files are:

IMG_0011.JPG

IMG_0012.JPG

IMG_0013.JPG

IMG_0014.JPG

IMG_0029.JPG

IMG_0031.JPG

It is important to note that many times the tool that was used to acquire the device does a better job
of analyzing the data. The screenshot below is of the “Breadcrumbs” feature in Lantern 3.0.6.
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Breadcrumbs

Time i Type Summary Where tatitude Longlude
01/11/2014 16:48:04 EST Camera {image) fhoto IMG_0011,JPC i Ballston, VA ‘38,8798 N -77.1062 ¥
01/11/2014 16:51:21 EST Camera (image) Photo IMG_0012.JPC Ballston, VA 38.8797 N -77.1062
01/11/2014 16:53:08 EST Camera (image) Photo IMG_0013.JPC Buckingham, VA 3B.8763 N ~77.1082 |

Camera (image) Photo IMG_0014.)PG [Buckingham, VA |38.8763 N |.77.1082
01/11/2014 20:55:41 EST facebook (message) Facebook msg to Ronny Burgandy: | missed you soo... Ariington Forest... 38.8719 N -77.1115
01/11/2014 20:57:01 EST Facebook (message) Facebook msg to Ronny Burgandy: | was drinking na... Ariington Forest. 38.8719 N -77.1114
01/12/2014 09:25:39 EST Camera {image) ‘Pheoto IMG_0029,JPC Brandon Viliage,... 38.8725 N -77.1138
01/12/2014 09:25:52 EST Camera (image) Photo IMG_0031.JPG Brandon Village,... 38.8725 N -77.1138
01/12/2014 10:55:47 EST Facebook (message) ‘facebook msg to Lee Crognale: It was nice to get aw... | Ariington Forest... 38.8719 N -77.1115

To verify whether or not the device was configured for Photo Stream, you can examine the Media
Directory. This directory is lacking the PhotoStream sub-directory and therefore it was not
configured on this device.

1 Media 2014-02-13 (UTC) 2014-02~13 {UTC) 2014-02-13
» (@ DCIM 2014-02-13 (UTC) 2014-02-13 {UTQ) 2014-02-13
> mPthDData 2014-02-13 (UTQ) 2014-02-13 (UTC) 2014-02-13
v @l maobile 2014-02-13 (UTC) 2014-02-13 (UTC) 2014-02-13
» (g Applications 2014-02-13 (UTQ) 2014-02-13 (UTC) 2014-02-13
hd ibrarv 2014-02-13 (UTC) 2014-02-13 (UTC) 2014-02-13

3. Were any movies created using the iPhone camera? How can you verify?

The same directory was examined for the evidence of videos created with the iPhone camera,
MEDIA/DCIM/100APPLE. This directory was examined for video files, which will utilize the extension
MOV. There are no MOV files in this directory. In your examination, you may have noticed another
file extension indicative of a movie file in this folder.
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3
I Media
v Q@ocm
» [l misc
v [l 10DAPPLE
' IMG_0001.PNG
" MG_0002.)PG
_71IMG_0003 JPG
7 IMG_0004.JPG
1 IMG_0005 JPG
1 IM&_0006 JPG
7 IMG_0007 JPG
1 IMG_0008 JPG
" IMG_0009.JPG
' IMG_DULDJPG
- IMG_0011)PG
L IMG_002 JPG
" IMG_0013.JPG
7 IMG_0014 JPG
" IMG_0015.PNG
' IMG_0015 XMP
" IMG_0016.PNG
1 IMG_0016.XMP
" IMG 0017.PNG
| IMG_0017 XMP
" IMG_0018JPG
1 IMG_0QL9PG
" IMG_0020JPG
© IMG_DD21JPG

- IMG_0026.PNG
| IMG_0026.XMP
7 IME_A027.PNG
IMG_0027.XMP
T IMG_0029.1PG
" IMG_0031.JPG

]
'm

]
;X

Date Created

2014-01-11 (UTC)
2013-0%-26 (UTC}
2014-01-11 (UTC)
2014-01-11 (UTC}
2014-01-11 (UTC)
2014-01-E1 {UTC}
2014-01-11 (UTQ)
2014-01-11 {UTC}
2014-01-11 (UTQ)
2014-01-11 {UTCY
2014-01-11 (UTC)Y
2014-01-11 (UTC}
2014-01-11 (UTQ)
2014-01-11 {UTC}
2014-01-11 (UTC)
2014-01-11 UTO)
2014-01-11 (UTQ)
2014-01-11 {UTCY
2014-01-11 (UTC)
2014-01-12 (UTCY
2014-01-11 (UTC)
2014-01-22 (UTC)
2014-01-11 (UTC)
2014-01-1L (UTC}
2014-01-12 (UTC)
2014-01-12 (UTC}
2014-01-12 (UTC)
2014 01 12 tlJTCJ

2014—01 12 (UTCJ
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 (UTC)

=i Hex = strings | [REl Preview.| QCPs | (O

Date Modified

2014-01-11 (UTC)
2014-01-11 {UTC)
2014-01-11 (UTC)
2014-05-12 {UTC
2014-01-11 (UTC)
2014-0E-11 {UTC}
2014-01-11 (UTC)
2014-03-11 TC}
2014-01-11 (UTQ)
2014-05-11 {JTC}
2014-01-11 (UTC)
2014-01~-11 {UTC)
2014-01-11 UTC)
2014-01~11 {UTCH
2014-01-11 (UTC)
2014-01-11 UTC)
2014-01-11 (UTC)
2014-0F-114UTC)
2014-01-11 UTC)
2014-01-12 JTCH
2014-01-11 WTC)
2014-01-12 {UTC}
2014-01-11 (/ITC)
2014-01-11 {14}
2014-01-12 (UTC)
2014-01-12 UTCH
2014-01-12 (UTCQ)
2014-01-12 {UTC)
2014-01-32 LTE)
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 QUTC)
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 UTC)

Date Accessed

2014-01-13 (UTC)
2014-01-13 {ITC)
2014-01-13 (UTC)
2014-01-13 (UTC)
2014-01-13 (UTC)
2014-01-13 {UTC)
2014-01-13 (UTC}
2014-01-13 UTO)
2014-01-13 (UTQ)
2014-01-13 {UTC)
2014-01-13 @UTC)
20(114-01-13 (UTC)
2014-01-13 (WTQ)
2014-01-13 (UTC)
2014-01-13 (UTC)
2014-0%-13 (UTC)
2014-01-13 (UTC)
2014-01-13 (UTO)
2014-01~-13 (UTC)
2014-01-13 (UTC)
2014-01-13 (UTC)
2014-01-13 (UTCY
2014-01-13 (WTC)
2014-0%-1% (U1
2014-01-13 UTC)
20110113 (UTC)
2014-01-13 (UTC)
2{;14,.(]1 13 (UTC)

2014 01 13 {UTC}
2014-01-13 [UTC)
20014-01-13 (1I7C)
2014-01-13 (UTC)
2014-01-13 (UTT)
2014-01-13 (UTC)

g Preview Video Thumbnails

Size Extens

83.7 KB PNG
1.7 MB JPG
797.9 KB JPG
1.4 MB JPG
1.4 MB JFG
1.6 ME JPG
1.4 MB PG
632.4 KB JPG
1.4 MB JPG
1.3 MB JPG
1.2 MB JFG
1.4 MB JPG
1023.1 K8 JPG
L1MB JPG
1.3 MB PNG
L2 KB XMP
559.3 KB PNG
1.2 KB XMP
705.8 KB PNG
1.2 KB XMP
1.3 M8 JFG
293.6 KB JPG
1.3 MB JFG
255.1 KB JPG

L1ME PNG
1.2 KB XMP
S9R 7 KR PNG
1.2 KB XMP
L5 ME PG
2.0 MB JPC

Additional review of this MP4 file reveals that it was created using a third-party application named
Flipagram, not with the built-in iOS camera.

v @ com.flipagram flipagram

¥ [ail Documents

" Flipagram.salite

2014-02-13 {UTC}
2014-02-13 (UTC)
2014-01-11 (UTC)
2014-02~13 (UTC)

2014-02-13 (UTC)

flipagram

2014-02-13 (UTC)
2014-01-12 {UTQ)
2014-02-13 (UTC)

36.0 KB sglite

v @l flipagrams
55380“7-%7—41%&.‘ 2014-02-13 {UTC}
EFBSO\W DAS7-41C0-8... 2014-01 12 {UTC})
LR B A B L Leborfi b 2 2 {UTC)

2014-02-13 (UTC) -
2014-01-12 (UTC)
20140132 (UTC)

This section focuses on the use of third-party applications and how they store data.
4. The following questions are based on the third-party application, Kik:

e Data was found in mobile/Applications/com.kik.chat/Library/Preferences/com.kik.chat.plist
e What is the Kik username on the device? Ronnyburgandy
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e What email address and phone number was used to register? Ron.burgandy20@yahoo.com,

7032458651
_ com.kik.chat.plist 2014-01-12 (UTCY 2014-01-12 (UTC) 2014-0
" com.lumaslabs.Lumosity.plist 2014-01-12 (UTQ) 2014-01-12 (UTC) 2014-0
.: cam.midasplayer.apps.farmhercessaga.phist 2014-01-331 {UTCY 2014-D1-11{UTC) 2014-0
" com.okl.iphone.plist 2014-01-12 (UTCQ) 2014-01-12 (UTC) 2014-0
L cam.squarenp cardcase, pist 2014-01-12 {UTC) 2014-01-12 {UTC) 2014-0
_: com.starbucks. mystarbucks.plist 2014-01-12 (UTQ) 2014-01-12 (UTO) 2014-0
" cam.timeing.ntte.plist 2014-01-12 {(UTO) 2014-01-12 {UTC) 2014-0
" com.vendini.walletini.plist 2014-01-12 (UTO) 2014-01-12 (UTC) 2014-0
| tom.vine.ighone. plist 2014-01-12 (UTC) 2014-01-12 (UTC) 2014-0
| com.zumobi.Dwell.plist 2014-01-12 (UTC} 2014-01-12 (UTQ) 2014-0
i csidata 2014-01-12 (UTC) 2014-01-12 {UTC) 2014-0
7 net.whatsapp.WhatsApp.plist 2014-01-12 (UTC) 2014-01-12 (UTC) 2014-0
(Gl safari

Py s s

2014-01-11 {UTC)

2014-01-12 {UTC)

2014-0

Fork a | =iHex = Strings | EPW . chS Q] @ Preview Video Thumbnails
Type Value
fastSavedLocalDate Date 2014-01-12 19:39:57

lastSavedsenverDate Date 2014-01-12 19:39:55

listenByDefaut Boolean True

matchingOptedin Baoolean True

myvAddressBookinfotlploadedAtleastOnce Boolean True

phoneMumbes String 7032458651

PrevjiDiUserDefauhts Key String rennyburgandy di7@talk.kik.com

profilefetched Baolean True

profifePicUr String hitp: //profilepics Kik.com ¢ 5cCOOCpyymM2ZNADBEES 1WE|
pushPreviewEnabled Baolean True

rostervVersion String E3859498104033

savedVerificationstring String kSmUCCSgBYVCPAD0bOD HNgrub/ $92ar6+ s Hu9xDI(pYZ]

serverDeviceToken

USETNama

String
String

rennyburgandy

e?ﬁasgdechﬂedSc?d?faiafc STf50adii12537e14f140fcc
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L com.kik.chat.plist

| 7 com.lumoslabs.Lumosity.plist

| 7| com.midasplayer.apps.farmheroessaga.plist
j‘ com.okl.iphane.plist

,__:'; com.sguareup.cardcase plist

| com.starbucks.mystarbucks.plist

,‘ com.timeinc.attc.plist

| com.vendini.walletini.plist

| ] cam.vine.iphane.plist

| | com.zumobi.Dwell.plist

T T

2014-01-12 (UTC)

2014-01-12 (UTC)
2014-01-11 {UTC)
2014-01-12 (UTC}
2014-01-12 {UTC}
2014-01-12 (UTC)
2014-01-12 (UTC)H
2014-01-12 (UTC)
2014-01-12 {UTC)
2014-01-12 (UTC)

2014-01-12 (UTO)
2014-01-12 (UTC)
2014-01-11 (UTC}
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01-12 (UTC)
2014-01~12 (UTC)
2014-01-12 (UTC)
2014-01-12 {UTL})
2014-01-12 (UTC)

-__". csidata 2014-01-12 UT) 2014-01-12 UTC)
| ] net.whatsapp.WhatsApp.plist 2014-01-12 (UTC) 2014-01-12 (UTC)
Safari 2014-01-11 {UTC} 2014-01-12 (UTEC)
Fork 2] :. =: Hax | = Strings | EMW | QGPS ‘ [QJ gPrevEew Video Thui
Type | Value
Root Dictionary
atceptedEULA Number 1
addressBookAccessGranted Boolean True
aliStickerPackDownloaded Boolean True
autoAddOnReply Baolean True
cartificateRevalidationDate Date 2014-01-18 21:23:35
certificateUrl String https:/ /kikcerts.s3.amazonaws.com/ cerns {user
com.crashiyiics iuuid String SFRIADE L -DCAA-4950-5304- 01950663 1A5D
dataModelVersion Nureibiee 9
did_app_trash Boolean False

doAddressBookMatching Boolean
croal ] : Si'trmg ren, 1:L|.rq3nad'y-'
emailConfirmed Boplean False
firstName String Ronny

. Flse

e Did the user setup a profile picture? If yes, what is it? Yes, “hasProfilePic” is “True”.
The image is located in two sub-folders in the Kik application directory,
mobile/Applications/com.kik.chat/Documents/profilePictureStorage and profpix

¥ [l profilePictureStorage 2014-01-12 (UTC} 2014-01-12 UTO) 2014-01-13 (UTC) —

© picture_kikteam@nalk kik.com

Nerure_ronnyburgandy 4l Tl kKik.com
b V ] Y.

v [ profpix

| thumb_kikteam@atk. kik.corm

themb_ronnyburgandy_4i7@talk.kik.com

2014-01-12 (UTC)
2014-01-12 UTQ)
2014-01~E2 (UTCY
2014-01-12 (UTC)
2014-01-12 {UTLY

=:Hex =—Strings .-gﬂw-j ?(Efi QI

For518 - SANS ©2015 Exercise — 5.2 iOS Artifacts and Third-party Applications

2014-01-12 (UTC)
L4031 -12 UTTH
20114-01-12 UTOY
2014-01-12 WTCY
2014-01-12 {UTC)

2014-01-13 (UTC)

2014-01-13 (UTC)
2014-01-13 (UTC)
2014-01-13 (UTC)

g Preview Video Thumbnails
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5. Canyou locate any Facebook messages on the device?

Yes, multiple Facebook messages were recovered but you must be reviewing the file system
acquisition of the iPhone 4 in order to find them. Locate the application folder for Facebook in the
iPhone4_FSDump. Within this folder you will find a large amount of user data, but the messages will
be stored in a SQLite database in the path:
mobile/Applications/com.facebook.Facebook/Library/Caches/orca2.db

v @com.facebuokfacebook 2014-01-14 (UTC)
» [l Facebook.app 2014-01-14 (UTC}
] MunesArtwork 2014-01-11 UTC)
v (@ Library 2014-01~14 (UTC}
v (L] Caches 2014-01-14 (UTC)
» (@l _store_3CA1ABF2-A76A-41CF-BD55-BBCR67C2049A, 6.1 iphone_c.. 2014-01~14 (UTC)
» [ analytics 2014-01-14 (UTC}
» [l com.facebook.Facebook 2014-01-14 (UTC)
|| fb.run 2014-01-14 (UTC)
_ FRAPISessiont oggedinUseriDCache 2014~031-11 {UTC)
'] FBDNSCache-v4 2014-01-13 (UTC}
| | FBGraphQLQuerylDStore-v1 2014-01-12 {UTC)
| FBPlatformModule.manifest 2014-01-12 (UTC)
» [l FBPublisherManager 2014-01-14 (UTC}
| fosyncstore.db 2014-01-12 (UTC)
.| https_m.facebook.com_0.localstorage 2014-01-12 {UTC}
» (@ ImageCache : 2014-01-14 (UTC)
| last_exception 2014-01-11 (UTC}
' orca2.db 2014-01-12 (UTC)
— W 0. B T )
[ Data Fork < | | =:Hex = Strings @Pre\liew { QGPS | @ @ Preview V
Tables sender text type
store_version {"user_id":"100007534683329"} Ron, you passed out...and you're snoring! 0
app_state
threads
messages

You can also utilize the “Social” Tab in BlackLight. This will take you directly to the Facebook
Application and provide easy access to Profiles, Contacts, Messages, and Posts.

(Hint: You will not see the Facebook messages because you are only examining the iOS backup. The
image below is from the File System Dump of the same iPhone 4.)

. - - ; == | Messages }
™ Linkedin  Profile Contacts [RSEISTLEES Posts |
oursquare # Date Thread Na...  Content Theead Member Addr...  Thread Member Names
il Facebook S 2014-01-12 {TC) Liz temonr Rom, you passed out...and yau're sporingl . 100007534683329¢¢.. Ronny Burgandy, Liz Lemq
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If you only searched the path indicated above, you would have missed the fifteen messages located in
the SQLite database associated with the Facebook Messenger application.
mobile/Applications/com.facebook.Messenger/Library/Caches/_store_184AC25D-BC59-4D9C-88D9-
F63BA23C2B1C/orca2.db

.....

¥ [ com.facebook. Messenger Z2014-01-14 (UTC) 2014-01-14 (UTT) 2014-01-14 (UTC)
Y iTunesArtwork 2014-01-11 (UTC) 2014-01-11 WTC) 2014-01-14 (UTC)

v (i Library 2014-01-14 (UTC) 2014-01-14 (UTC) 2014-01-14 (UTC)

> E@Application Support 2014-01-14 (UTT) 2014-01-14 (UTT) 2014-01-14 (UTC)

v ({FHCaches 2014-01-14 (UTC) 2014-01-14 (UTC) 2014-01-14 WUTE)

v @_s(ore_lMACZSD-BC59-4D9C—BBDB-F5MA13C281C
+ 4z FBDiskCache

2014-01-14 WTC)
2014-01-14 (UTC)

2014-01-14 (UTO)
2014-01-14 (UTC)

2014-01-14 (UTC)
2014-01-14 WTC)

* fhsyncstore.db
B orcasido

2014-01-13 (UTT)

ZUT4-01~13 IWUTC)

2014-01-13 (UTC)
2014-01-13 (UTC)

2014-01-14 (UTC)
20140114 [UTC)

Data Fork ol =:Hex =Sirings Praview QE}PS (o} (V] Preview Video Thumbnails

Tables sender ext NIV tags

coordinates

store_version | {‘user_id” 1000065460 10684 name’ "Liz Lemon’, ‘emalt’.... ..J'm freezingi [inbox!"read”....
app_state (‘user_id*” 1000065460 10684" "name™"Liz Lemon” "emaf”.. And you're a slow typer ['inbox’ yea" ...
threads H'user_id"100007534683329" "name’ Ronry Burnandy”,"... How was your irig? Glad to be back?  ['inbox’,"mess..

messages {user_id""100006546010684°,name" Liz Lemon”"emall™... | don't snore. [inbox",“read”_..

USErs i+ {'user_id™” 100007534683329" name™ Ronry Burgandy”.".. | missed you sonoaoo much

I [inbox",'mess... {‘longitude”-77.311514967574997, attude™ 38.57 14
protile_pic_urls  {'user id*"100007534683329" "name” "Ronny Burgandy’,”... | was drinking natty and didn't see you all

['inbax"mess... Mongitude”-77.111447359218005 \atitude™ 38.4719

Idents {'user_id7 I00007534683329" “name™ Ronny Burgandy””... I'm starving [inkbiox'mess...
members {'uses 1™ 10978291157, name™ Lee Crognate” "emaii’;"10... It was nice to get anary, Back tothe grind t.,  ['inbax’"sourc... Mongitude™-77,111468951364003, Yatitude™ 38.87 14

sglite_starl . {user_id" 1000065460 10684", name”"Liz Lemon''emad... No, ran... you passed out ['inbox’, read"....

I (‘ser |ef""100006546010684° "rame™ "Lz Levnan',"emal™... Of course you are [Inbox""vead" ..

{"user_id"*100007534683329" "name” Ronryy Burgandy”,”... Ror, you passed out..and yoe'ne snoring! ['inbox"‘ress...

| ' Yuser id* 100007534683329" ‘name""Ronry Burgandy™"... Scotch cures everything ['inbox",‘mess._

| {'user_id™"1000065460310684° name’“Liz Earnan’ "emaf”... What do want 1o ear? [Yinbox’"read”, .

| {"user_{d™"100006546010684", name™"Liz Lemon”‘email™.. What? ("inbox”,read"....

{'user id™" 100006546016684" "name” "Liz Lamon"email... You're also ridicuious ['inbox', read",~.

It is important to note that some of the Facebook messages include Geo-location data. These
coordinates can be viewed by examining the SQLite database.

Exercise — Key Takeaways

o Knowing where to look for application data can greatly expedite your examination.

Know how third-party applications store their user-related content.

o Use the tools built in “evidence finders”, but continue to validate your results by manually
examining Lhe [ile system.

o Compare and contrast the data that is provided by different acquisition methods.

O
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Exercise 6.1

SANS FOR518 - Mac Forensic Analysis Challenge
Preparation

Objectives
e  (Create and organize your group.
e  Decompress the images and data used for the Mac Forensic Challenge.
e  Start preparing your data.
e  Getready to put your new Mac forensic analysis skills to the test!

Challenge Preparation

1. Challenge Rules
e This exercise is intended to help you PREP ONLY, please do not start conduct analysis.
e If a group decides to start analysis before the start of Day 6 the group will be penalized.
e You may strategize with your group, but DO NOT start analyzing the images.
e You will receive an additional exercise with specific tasks for you to accomplish at the beginning
of Day 6.
e You may ask the instructor about the tools and techniques you learned this week.
You may not ask the instructor for hints or answers.
Your team is expected to draft a presentation; your instructor will let you know what time the
challenge will end.
i. The most complete, innovative, and accurate presentation will win the challenge
ii. Voting: Each team will vote for another team (not themselves).
1. Inthe case of a tie, the instructor will be the tiebreaker.

2. Form a group of four, you and three of your fellow students.
e Students leaving early should be on one team.
e [f there are an odd number of students, one team may have a group of five.
e Depending on the class size this group may be smaller or larger; your instructor will advise you
if this is the case.

3. Determine who in your group is going to work on what evidentiary items:
e You may want to break this up by suspect (i.e.: Dade, Kate, Eugene, or Margo)

e Dade Murphy (Washington, DC Metro Area)
o FOR518flash drive - Exercise Images/Exercise Images.7z—The same
images you’'ve seen all week!
= System Image
= RAM Capture
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= Time Machine Backup
e Kate Libby (Washington, DC Metro Area)
o FOR518 flash drive— Final Challenge Images/ Kate.7z
= System Image
= RAM Capture
o iPhone (Physical) - FOR518 flash drive - Final Challenge
Images/KateLibby iPhone.7z
o iPhone (BlackLight Logical) - FOR518 flash drive - Final Challenge
Images/BlackLight Backup iPhones.BlackLight.7z
e Eugene Belford (Las Vegas, NV)
o FOR518flash drive - Final Challenge Images/Eugene.7z
= System Image
= RAM Capture
= |ncident Response Data
o iPhone (Physical) - FOR518 flash drive - Final Challenge
Images/EugeneBelford iPhone.7z
o iPhone (BlackLight Logical) - FOR518 flash drive - Final Challenge
Images/BlackLight Backup iPhones.BlackLight.7z
e Margo Wallace (Las Vegas, NV)
o FOR518 flash drive- Final Challenge Images/Margo.7z
= System Image
=  RAM Capture
= |ncident Response Data
=  Time Machine Backup

4, Copy and un-archive evidence archives.
e On your FOR518 flash drive, locate the “Final Challenge Images and Data”.
e Determine which evidentiary items need to be copied and/or un-archived. | would not

recommend copying and un-archive everything. This could take a while and will take up ~137GB
of disk space.

e Your instructor will provide you with the password for the archives.
e Be patient, this will take a while.

5. Create a method of communication and finding documentation for your team:
e Online documentation (Google Docs) and chat applications have been used successfully in the
past to silently communicate your findings to the rest of your team.
¢ Find a conference room or other private space where you can speak freely with your team.
e Be sure to document your findings, you will need to present these to the class.

6. Software Preparation — Please prepare and install any tools you think may help you in your analysis.
Please feel free to use tools, scripts, etc., NOT used in this class. Creativity is a plus!

7. Two BlackLight case files have been created and provided to you:

e BlackLight Backup iPhones.BlackLight -This BlackLight Case File includes
logical backups of Kate and Eugene’s iPhones. These backups were acquired by BlackLight. (Full
physical, system and data partitions have also been included, separately.)
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e FinalChallenge.BlackLight — This BlackLight Case File includes all system, time
machine backup, and physical phone images. This backup has been pre-processed for you.
i. You may need to “relocate” forensic images. You can do this by “right-clicking” the
evidentiary item and choosing “Relocate Drive Image”. The correct mapping is shown in
the screenshot below.

v DEVICES [ Add )]
v 3 dademurphy.EQ1
8l Macintosh HD
v 3 dade_timemachine.EO1
& TIMEMACHINE
¥ 3 eugenebelford_ellingsoncorp.E01
& Recovery HD--
i} untitled
v S katelibby.EO1
i@ Recovery HD
{8l ACIDBURN
v 5| margowallace_ellingsoncorp.E01
& Recovery HD
&l Macintosh HD
v 3} Margo's Mac.sparsebundle
&) Time Machine Backups
¥ E eugeneiphone_system.dmg
i@ System
A 4 3 eugeneiphone_user-decrypted.dmg
4 Data
v 3 kateiphone_system.dmg
il Telluride9A334.N3405
v (3 kateiphone_user-decrypted.dmg

, &) Data

8. You may also choose to mount them using the same techniques you used in class.
e *** Be sure to name your mount points unique to the volume you are reviewing. For example:
i. /Volumes/dademurphy image, /Volumes/dademurphy mounted
ii. /Volumes/katelibby image, /Volumecs/katclibby mountcd
iii. /Volumes/eugenebelford image,
/Volumes/eugenebelford:mounted/
iv. /Volumes/margowallace image, /Volumes/margowallace mounted
® You may also choose to rename multiple volumes, once mounted using Finder. You may also
use the command: diskutil rename /Volumes/Untitled/ EUGENE.
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9. Mount the forensic image; remember to create uniqgue mount points for each image!

e Using Terminal.app, follow the commands below for Method 1 and Method 2. Choose which
method you prefer.

e Method 1:

e Use the mkdir command to create a mount point for the xmount output. In this class the
directory name dademurphy image is used because it will just host the image file.

e Use the mkdir command to create a mount point for the mounted drive. The directory
dademurphy mounted is used in this class to represent the mounted disk image.

e Uses xmount to mount the dademurphy.e01 image (where you have your image
located, the example shows ~/FOR51 8) as a DMG file. This command requires you to use
the sudo command, thus it will ask you for your administrator password when executed.

o --in - Tells xmount what input file type to expect, our images are in a compressed
EWF format.
o --out - Tells xmount what output format you want, we want a DMG file so we can

mount it in Finder.
o Input File —Where the image file is located.
o Mount Point — Newly created specifically for this image.

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the —nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.

e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -7 -—lgnore the journal

o -0 —Options:
= rdonly —Mountinread-only mode.
» noexec — Do not allow execution of binaries on mounted system.
= noowners - lgnore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

$ mkdir /Volumes/dademurphy image/
$ mkdir /Volumes/dademurphy mounted/

$ sudo xmount --in ewf --out dmg ~/FOR518/dademurphy.E01l
/Volumes/dademurphy image/

$ hdiutil attach -nomount /Volumes/dademurphy image/dademurphy.dmg

$ mount hfs -j -o rdonly,noexec,noowners /dev/disk#
/Volumes/dademurphy mounted/
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e Method 2:

e Usethe mkdir command to create a mount point for the ewfmount output. The directory
name dademurphy image is used in the example.

¢ Usethe mkdir command again to create a mount point for the mounted disk image, the
example dademurphy mounted in used the example above.

e Use ewfmount to mount the dademurphy.e01 image to the
/Volumes/dadmurphy image/ mount point.

e Usethe In -s command to create a symbolic link for the ewf1 file, name the link
dadeimage.dmg. (A DMG file is needed for hdiutil to recognize the file.)

e Usesthe hdiutil command with the “attach” verb to mount the newly created DMG
volume so it is available in Finder and Terminal application. Use the ~-nomount argument to
suppress mounting (for now). The output from this command will display a /dev/disk#,
use the appropriate disk device in the next command.

e Usethemount hfs command with the following parameters to mount the /dev/disk#
(from the previous command) to the /Volumes/dademurphy mounted/ mount point.
This drive will now be available in the Finder or Terminal applications.

o -7 =—Ignore the journal

o =-o —Options:
= rdonly —Mountinread-only mode.
* noexec - Do not allow execution of binaries on mounted system.
= noowners -Ignore ownership on the mounted volume.

You can access this newly created mounted drive on /Volumes/dademurphy mounted/.

mkdir /Volumes/dademurphy image/
mkdir /Volumes/dademurphy mounted/

ewfmount ~/FOR518/dademurphy.E01 /Volumes/dademurphy image/

v ©“» I N

1n -s /Volumes/dademurphy image/ewfl ~/FOR518/dadeimage.dmg
hdiutil attach -nomount ~/FOR518/dadeimage.dmg

mount hfs -j -o rdonly,noexec,noowners /dev/disk#
Volumes/dademurphy mounted/

~N »

10. Sanity Check
e Using the Finder or the cd command in Terminal, access your newly created mounted volume.
Use Lhe 1s —1 command to view the contents In the terminal to (hopefully) view the OS X
directory structure. You should see an account for ‘zerocool’ in this directory.
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$ cd /Volumes/dademurphy mounted/Users/

$ 1s -1
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