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Exercise 1: Virtual Machine Setup

Objectives

e Install and prepare your Ubutu SIFT lab workstation for digital memory forensic analysis for the week.
e  Setup and activate the Windows 8.1 workstation virtual machine
e  Gain experience with the FOR526 memory forensics weapons arsenal and platforms.

What is on the USB?

The course USB drive contains several subdirectories. A brief summary of these is below:

/netwars/ Data files for the NetWars Memory Forensics Tournament
[exercises/ Evidence files for each exercise in the class, contained in subdirectories
Jutilities/ Just in case your machine didn’t come to class fully-loaded, this directory has the

basic essentials (VMWare Player, 7zip, etc.)

/FOR526_vms/ Compressed archives containing the VMWare appliances you will need for this
course. (1) Customized Ubuntu SIFT VM (1) Win8.1x64 VM

[live analysis/ Triage tools for live audit collection and memory analysis

Part 1: Preparation for the Ubuntu SIFT Setup

e Copy“SIFT FOR526_ VM.zip” to your local system and unzip using 7zip (located in the utilities
directory on the USB) or a comparable archive utility (other than the native Windows archive tool).

e Ensure that you have a working copy of VMWare Workstation, VMWare Fusion or VMWare Player. A
copy of VMWare Player is located in the utilities directory on the FOR526 USB.

Exercise — Setting up your Ubuntu SIFT Lab Environment

e Start VMWare environment and open the “SIFT_FOR526_VM.vmx”. Before powering on the VM, do
the following:

e Adjust Memory -> Select “Edit Virtual Machine Settings” -> Select Memory
e Adjust Processors -> Select Processors and Assign more Cores and/or Processors
NOTE: Do not give your VM more than % of your machines memory. If your machine slows down

as a result, reduce the amount of memory/processors allocated to the VM.
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e Click the “Power on this virtual machine” link or “Play” icon to start the virtual machine.

NOTE: If you get an error stating you must enable “Intel VT” technology, boot into your system’s BIOS and
enable the feature there. If upon opening your SIFT VM, you have a black screen, shut it down and disable
3D Graphics in the VM Settings in VMWare and attempt to boot the VM again.

e Depending on your software version, VMWare may prompt you to “upgrade this virtual machine”.
Click “Upgrade” if you see this dialog.

e When asked if you “moved or copied” the virtual machine, click “I copied it”.

ie' This virtual machine may have been moved or copied,

In order to configure certain management and networking features, YMware
Waorkstation needs to know if vou moved this virtual machine or if you copied it.

If you don't know, answer T copied it".

I moved it

@ 1 copiad it

e After the system boots to the login screen, use the following credentials and click “Log In”.
o Username: sansforensics

o Password: forensics
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| Search
| Junction

Terminal ™

i Bless Hex
| Bditor

e Click the terminal icon in the toolbar on the right side of the desktop to launch a terminal instance.
o Change directories by typing the following:

cd /cases

o Extract the files in the bootcamp.rar archive located at /cases.

rar x bootcamp.rar
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Part 2: Preparation for the Win8.1 VM Setup

Copy “Win8.1_ x64 FOR526.zip” to your local system and unzip using 7zip (located in the utilities
directory on the USB) or a comparable archive utility (other than the native Windows archive tool). After a

long extraction process (maybe up to 20-30 min), you should now see a folder in your directory called
“Win8.1_x64_FOR526”.

e Ensure that you have a working copy of VMWare Workstation, VMWare Fusion or VMWare Player
(also located in the utilities directory on the USB).

Exercise — Setting up your Windows 8.1 VM Environment

e Start VMWare environment and open the “Win8.1_x64_FOR526.vmx”. DO NOT START THE VM YET.

e Tweak the settings of your VMware configuration to allow for more memory and processor power as
your system will allow. Note: Do not ever increase it beyond the maximum recommended settings.

o Adjust Memory -> Select “Edit Virtual Machine Settings” -> Select Memory

¢ Adjust Processors -> Select Processors and Assign more Cores and/or Processors

NOTE: Do not give your VM more than % of your machines memory. If your machine slows down as a
result, reduce the amount of memory/processors allocated to the VM.

Virtual Machine Settings [
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130 4 TIESVE

512 ME

rankay Autp pebect :sE

44 e 1 Aecormmenasd memery
15 g Liza Mg
540p
7 ME
16 N
5mE
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e Click the “Power on this virtual machine” link or “Play” icon to start the virtual machine. Press “Power
on virtual machine” and select “I copied it”. (Note: If upon opening your SIFT VM, you have a black
screen, shut it down and disable the “Accelerate 3D Graphics” option in the VM Settings in VMWare
and attempt to boot the VM again.)
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i 9 This wirtual machine may have been moved or copied.

In order to configure certain management and networking features, VMware
Workstation needs to know if you moved this virtual machine or if you copied it.

If you don't know, answer I copied it”,

_ Imoved it
@ [ copied it

If you get an error on boot please read or skip to 10 -> Some may get this error: "Binary translation is
incompatible with long mode on this platform. Disabling long mode. Without long mode support, the
virtual machine will not be able to run 64-bit code. For more details seehttp://vmware.com/info?id=152."

The first thing to try is to verify that VT technology is enabled in the BIOS, as described in this VMware
guide on 64-bit (http://www.vmware.com/pdf/processor_check.pdf).

Input your Windows 8 License Key.
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e Accept License Agreement.

e Personalize your desktop install. Choose any color that you like and choose a proper system name
such as Win8.1-SIFT.
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e Select “Use Express Settings” option.

Settings

e Select Create a New Account when prompted to login using your Microsoft Live account.
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e Then select “Login without Microsoft Account” and create a new user.

e Signin to your PC. Create a username and a password.

© Sign in to your PC

want a password, choose something that will be easy for you to remember but hard for others to guess.

f\am pie: John
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o Your system will now finalize the settings for the install.

Finalizing your settings

e Logout of the current user.

Start

Change account picture

Lock
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e Log in as sansforensics using the password “forensics”.

e If VMware asks you to upgrade “VMware Tools” feel free to do so.

e When the desktop loads, you should see a similar setup to that shown below.

NANN COMPUTER

ot RCRCNT PO
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Exercise 2 - Spotting Hidden Processes

Objectives

e  Practice Volatility syntax and create “muscle memory” by running through some basic plugins
e Analyze the output from two different plugins to enumerate processes
e  Detect processes that have been obfuscated through direct kernel object manipulation

Exercise Preparation

Start a terminal and change into the /cases/exercise2 directory in your SIFT 3.0. Unzip
processfu.zip.

$ cd /cases/exercise?2
$ unzip processfu.zip

Detecting Hidden Processes Exercise - Questions

Overview: Analyze the processfu.img memory image file to detect signs of hidden processes.

1. Detecting the Correct System Profile

a. Using the imageinfo profile, determine what version of Windows the target system was running.

b. Launch Bless Hex Editor inyour Ubuntu SIFT and open processfu. img. Select “Find”
from the Search menu and enter the signature for the KDBG, selecting as “hexadecimal” for value
type.

00 00 00 00 00 00 00 OO0 4B 44 42 47

(8 null bytes followed by KDBG)

What are the two bytes that follow this signature that imageinfo uses in its system profile
identification process?
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2. Enumerating Process by List Walking

Using the pslist plugin, enumerate the number of actively running svchost . exe processes.
Who is the parent of these processes and is that normal?

There are 3 cmd . exe processes seen in the pslist output. Do any of them have actively
running child processes?

3. Enumerating Process by Scanning

a.

Using the psscan plugin, how many EPROCESS structures are identified for cmd . exe processes?
Why are there duplicate entries for the same PID?

Of these three unique cmd . exe processes, which are shown to have (or had in the past) child
processes, based on psscan output? Are the child processes actively running? Do they have an
exit time? What might explain the difference in your answers for 2b & 3b?

4. Extra Credit.

Determine the cause of the anomalous behavior (hidden process). Try using the “vol.py —h” to get
some ideas of other plugins to run. Identifying commands that were entered in the command shell
is an excellent way to find out what might have caused this anomaly. (Hint: cmdscan and
consoles plugins)

What was the IP address of the remote system that connected to our target? What port did the
remote system connect to and what process was responsible for binding that port on the local
system?
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Exercise - Questions with Step-by-Step

For526 - SANS ©2015

Part I. Detecting Hidden Processes

1. Detecting the Correct System Profile

a. Using the imageinfo profile, determine what version of Windows the target system was running.

vol.py -f processfu.img imageinfo

According to the imageinfo output, the target system was a Windows XP SP2 x86.

$ vol.py -f processfu.img imageinfo
Volatility Foundation Volatility Framework 2.4
Determining profile based on KDBG search...

Suggested Profile(s)
2x86)

AS Layer1

AS Layer2 :

PAE type :

DB :

KDBG :

Number of Processors :
12
KPCR for CPU 0 :
KUSER_SHARED_DATA :

Image date and time :

Image local date and time :

Image Type (Service Pack)

¢ 1

:|WinXPSP2x86, WinXPSP3x86

. IA32PagedMemoryPae (Kernel AS)
FileAddressSpace (/cases/exercise2/processfu.img)

PAE
0x323000L
0x80544160

Oxffdffooo
Oxffdf0000

(Instantiated with WinXPSP

2014-01-13 03:09:21 UTC+0000

b. Launch Bless Hex Editor in your Ubuntu SIFT and open processfu. img. Select “Find” from the
Search menu and enter the signature for the KDBG, selecting as “hexadecimal” for value type.

00 00 00 00 00 00 00 00 4B 44 42 47

(8 null bytes followed by KDBG)

What are the two bytes that follow this signature that imagein£o uses in its system profile

identification process?
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Fie Edit

o b
S G —

processfu.img x

Signed B bit: |-112

Unsigned 8 bit: {144
Signed 16 bit: 656
Unsigned 16 bit: 656

& Show little endian decoding

View Search Tools

Search for: | 00000000000000004B444247

Offset: 0x544174 | Ox 1

[cases/processfu.img - Bless
Help

oo | t: (2\ c;k

30 FF FF F

as  Hexadecimal v

Signed 32 bit: 656 -
Unsigned 32 bit: [656
Float 32 bit: [9.192518E-43
Float 64 bit: |-3.27503058549055E-307 |
Show unsigned as hexadecimal

Selection:

FF FF FF

60

F FF| 41 5.

20| .oF

90 08 00 00| R uvam e svwens
G0 00 00 00|, 0uaaunn TeOuvens
GO B0 B0 001 v fasms o vpnw
ehedll £ oo G 2 ) R ¢ CIRRERPRNS, | SER e
ik piznee B pUIOT v IR & R o fer s

4 Find Next o Find Previous

Hexadecimal: 90 02 00 00

Decimal: | 144 002 000 000

gctak [220 002 000 000
Binary: | 10010000 00000010 00|
ASCHl Text: |76

0x544168 to 0x544173 (0xc by

ING

The two byte signature after “KDBG” is 90 02, indicative of Windows XP.

2. Enumerating Process by List Walking

a.
Who is the parent of these processes and is that normal?

Using the pslist plugin, enumerate the number of actively running svchost . exe processes.

vol.py -f processfu.img --profile=WinXPSP2x86 pslist| grep -i svchost

There are six svchost.exe processes running on this system (that are in the doubly linked list) when

the image was acquired. The parent process for all of these instances is the legitimate parent pid,

696, the services.exe process.

S vol.py -f processfu.img --profile=WinXPSP2x86 pslist jgrep -1 svchost jwc -1
uzjlatility Foundation Volatility Framework 2.3.1
vol.py -f processfu.img --profile=WinXPSP2x86 pslist |grep -1 svchost

Volatility Foundation Volatility Framework 2.3.1

BxB82204c88 svchost.exe 880 696 17 196 [} 9 2614-01-11
BxB2362978 svchost.exe 964 696 11 261 @ 6 2614-61-11
IﬁxszzﬁaaSB svchost.exe 1880 696 61 12606 a8 6 2014-01-11
Ox8230edad svchost.exe 1148 696 5 16 6 6 2014-01-11
8x82225328 svchost.exe 1228 696 13 i74 8 6 2814-81-11
0x8240ddad svchost.exe 1504 696 5 96 <] 6 2814-01-11

22:04:21
22:084:21
22:84:21
22:04:21
22:84:21

22:04:29

uTC+00008

uUTC+0800

UTC+00800

uTC+0000

uTC+0600

uTC+0008
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b. There are 3 cmd . exe processes seen in the pslist output. Do any of them have actively
running child processes?

xB8247a978
xB822106da®
x8232a6280
x8225d936
x82361768

cmd.exe
cmd.exe
cmd.exe
wmiprvse.exe

winpmem_1.4.exe

3792

044

84e
840
840

4692 IBGSQ

o e e

o000

@ 2014-061-13 02:51:83
@ 2014-91-13 63:02:50
@ 2614-01-13 03:06:30
6 2014-01-13 63:87:25
8 2614-81-13 03:89:21

UTC+0600
UTC+0000
UTC+86606
UTC+0000
UTC+06080

Of the three cmd.exe processes, only one, PID 3680, has an actively running child processes, PID
4092, winpmem.exe.

3. Enumerating Process by Scanning

a. Using the psscan plugin, how many EPROCESS structures are identified for cmd . exe processes?
Why are there duplicate entries for the same PID?

vol.py -f processfu.img --profile=WinXPSP2x86 psscan| grep -i cmd.exe

Volatility
6x82218daé
8x08232a626
6x0247a978
8x085221978
8x085686dab
Gx8f460020
8x13bed828
8x1997bdab

Foundation Volatility Framework 2.3.1

cmd.
cmd .
cmd .
cmd .
cmd.
cmd .
cmd .
cmd .

axe
exe
exe
exe
exe
exe
exe
exe

1944 84e
36860 8486
3792 848
3792 848
1944 848
3680 840
3688 848
1944 840

Bx08ac02co
Bx8Bachled
BxB8BacB3ge
BxB8ach3Be
0x08acB2ch
Ox88acB2eb
6x68acB2eb
8x88ac62¢cB

26814-61-13
2014-01-13
2614-081-13
2914-01-13
2614-901-13
20814-81-13
2814-81-13
2014-081-13

83:
83:
82:
82:
83:
83:
83:
83:

82:58
66:38
51:83
51:083
02:58
66:30
86:30
82:58

uTC+00080
uTC+0008
uTC+00080
UTC+00680
UTC+0000
uTC+60680
uTC+0068
uTC+0000

sansforensics@SIFT-Workstation:/cases$ vol.py -f processfu.img --profile=WinXPSP2x86 psscan |grep -i cmd.exe

Psscan scans for pattern matches based on the presence of process pool tags. The duplicates exist
due to the highly fragmented and constantly changing nature of physical memory. Objects are
commonly copied and moved, with old structures not being overwritten. Therefore, psscan was able
to identify more than one structure for these processes, with one only EPROCESS block actually
active per running process.

b. Of these three unique cmd. exe processes, which are shown to have (or had in the past) child
processes, based on psscan output?

vol.py -f processfu.img ——profilemﬁinXPSP2x86 psscan| grep
'1944\ | 3680\ | 3792

sansforensics@SIFT»workstation:/casess vol.py -f processfu.img --profile=WinXPSP2x86 psscan [grep '1944\|3688\|3792"

Volatility Foundation Volatility Framework 2.3.1

8x01f72da® nc.exe
0x02218da® cmd.exe
-+ {-4

0x8232a020
0x082361768 winpmem_1.4.exe

0x8247a978 cmd.exe
0x085221978 cmd.exe

0x0529b768 winpmem_l.4.exe

0x05686da0 cmd.exe

0x0b983392 winpmem 1.4.exe
0x8dch7daq nc.exe

0x07466020 cmd.exe

0x12fa6398 winpmem_1.4.exe

0x13be4020 cmd.exe
8x1997bda® cmd.exe

3284 1944 AxB8acH280 2014-01-13 03:05:08 UTC+06000
1944 840 O0xbBacBchb 2014-81-13 ©3:02:50 UTC+0000
3638 440 6x08ac02ed 2014-01-13 03:06:30 UTC+0000
4092 3680 Px&&ac&BaB 2814-91-13 83:09:21 UTC+0060
3792 0x08ac0380 2014-61-13 02:51:083 UTC+0000
3792 846 O6x@8B8ac6380 2014-01-13 82:51:83 UTC+0000
4092 3682 0x6B8acB3ad 2614-01-13 83:09:21 UTC+0606
1944 848 0x688acH2c@ 2614-61-13 03:02:50 UTC+0000
2056 3792 Bx0BBacB280 20814-61-13 02:51:53 UTC+6008
3284 1944'91983:9238 2814-61-13 03:05:088 UTC+0000

©x6B8acf2ed 20814-01-13 03:06:30 UTC+06666
2856 3792 Ox08acB286 2014-81-13 62:51:53 UTC+8888
3688 846 0x@BacO2e® 2014-01-13 83:06:30 UTC+0H08
1944 846 B6x6BacB2cHd 2014-81-13 63:02:58 UTC+0000
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Psscan has identified an additional child process, nc.exe PID 3284, that was not seen in pslist
output. While it is possible that additional terminated child processes could still have EPROCESS
structures in memory that psscan would hit on, we can easily rule this out due to the absence of an
exit time (far right column).

Another possibility exists that this nc.exe process existed in a previous boot. Previous boot
processes are ended abruptly and no exit time is written to their EPROCESS structure, though the
structure may still exist in memory after reboot. We can again rule this out, because the creation
time of the nc.exe process is after the current smss.exe creation time.

4. Extra Credit.

a. Determine the cause of the anomalous behavior (hidden process). Try using the “vol.py —h” to get
some ideas of other plugins to run. ldentifying commands that were entered in the command shell
is an excellent way to find out what might have caused this anomaly. (Hint: cmdscan and
consoles plugins)

vol.py -f processfu.img --profile=WinXPSP2x86 cmdscan

SansTorensics@SIFT-Workstatlon:/casess Vol.py -f Processfu.img --profile=WinkPSP2x86 cmdscan
Volatility Foundation Volatility Framework 2.3.1

EEXREXEEER T EEAREREEREST R A RS SR A F R ha bRk kR Rk R

CommandProcess: csrss.exe Pid: 628

CommandHistory: 8xfc4848 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 21 LastAdded: 20 LastDisplayed: 20

FirstCommand: 0 CommandCountMax: 50

ProcessHandle: 6x166

Cmd #0 @ 0xftbB8668: ipconfig

Cmd #1 @ Oxfcd4766: tasklist

Cmd #2 @ Oxdedc68: cd Desktop

Cmd #3 @ Oxfcdadd: dir

Cmd #4 @ Ox4edc8B: cd Rootkits

Cmd #5 @ Oxfb8658: dir

Cmd #6 @ Oxd4edcf®: cd FU

Cmd #7 @ Oxfd4e50: dir

Cmd #8 @ Ox4eddBB: cd FU_Rootkit

Cmd #9 @ Oxdedd38: dir

Cmd
Cmd
Cmd
Cmd #.

#10 @ Oxd4edd4B:
#11 @ Ox4edd58:
#12 @ Oxd4edd68:
Dx4edd88

cd EXE
dir
tasklist
fu.exe /7

|

Cmd #14 @ Oxdedeb8:

fu.exe -ph 3284 |

x4edeed:

taskiist

b. What was the IP address of the remote system that connected to our target? What port did the
remote system connect to and what process was responsible for binding that port on the local
system?

vol.py -f processfu.img --profile=WinXPSP2x86 connections

sansforensics@SIFT-Workstation:/cases$ vol.py -f processfu.img --profile=WinXPSP2x86 connections
Volatility Foundation Volatility Framework 2.3.1
Offset(V) Local Address Remote Address

Bx82375¢c38 192 .168.80.166:4444 197.168.89.160:58033 3284 |

sansforensics@SIFT-Workstation:/cases$ vol.py -f processfu.img --profile=WinXPSP2x86 psscan |grep 3284
Volatility Foundation Volatility Framework 2.3.1

0x01f72dad nc.exe 3284 1944 0x08acH6280 2014-01-13 63:05:08 UTC+0BB8

0x0dcb7da® nc.exe 3284 1944 O0x08ac6280 2014-01-13 ©3:05:68 UTC+0000
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Exercise: Key Takeaways

1. Thepslist plugin walks the doubly-linked list of processes, similar to the volatile data collection tools, Sysinternals pslist or
the native Windows tasklist. This way of enumerating processes can be evaded through direct kernel object manipulation.
Malicious code with access to the kernel can change the values of the EPROCESS structures that are in front and behind of the
target process so they no longer point to this process structure — no longer including it in the pslist process enumeration.

2. Psscanenumerates processes through brute-force scanning, identifying process pool allocation based on pool tags. In this
exercise, we saw that this output contains duplicates. In addition, we should expect to see EPROCESS structures from
terminated or previous boot processes that have not yet been overwritten in physical memory.

3. In comparing the outputs of both plugins, we can detect hidden processes that have been unlinked from the active process list
but are still running in memory. Later in the class, we will introduce a plugin, psxview, that will automate this comparison for
us, as well as bring in process data from other sources in Windows memory.
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Exercise 3: Live Memory Analysis with Rekall

| Objectives

e (Capture a memory image of a target system using an open-source free memory acquisition tool
e Introduce different memory acquisition methods (\\Device\Physical Memory & PTE remapping) and output

formats offered by winpmem

e Validate the resultant memory image by scanning for Windows memaory structures using the Volatility

framework plugins

Live System Triage and Memory Analysis

Mandiant’s Redline is an excellent audit and memory capture parsing tool, but the End User License
Agreement for Redline prohibits its use for commercial purposes. The accepted interpretation of this EULA
is that you may use this product for investigations if you are working on an internal security team. You
may not use the software “to provide paid services to third parties without written permission from
Mandiant”™ Therefore, in this lab, we offer an alternative live system triage and memory acquisition
techniques using the free open-source winpmem tool written by Michael Cohen (@scudette) and the

Rekall Memory Forensic Framework.

1. Launch your Windows 8.1 VM with VMware Workstation/Player/Fusion. If needed, login to the

Windows 8.1 VM with the credentials below:

2. Openthe Exercise 3. txt file located onthe sansforensics desktop with Notepad.

3. Openacommand shell with Administrative privileges by right-clicking on the emd icon and

User: sansforensics
Password: forensics

select “Run as Administrator”.
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4. Change directories via command line to the C: \Program Files\Rekall directory.

C:\Windows\System32\> cd C:\Program Files\Rekall

Winpmem allows an incident responder to manually load a kernel driver, allowing for live physical memory
analysis using the Rekall Memory Forensic Framework.

e Type the following command in the command window to see the available options you can use with
winpmem:

C:\Program Files\Rekall> winpmem 1.6.2.exe -h

c:\Program F11es\Reka11jwinpmem 1.6.2.exe -h
wWinpmem - A memory 1imag

Copyright Michael Cohen (scudette@gma11 com) 2012-2014.

version 1.6.2 Nov 1 2014
Usage:
winpmem_1.6.2.exe [option] [output path]

Option:
- Load the driver and exit.
-U Unload the driver and exit.
-d [filename]
Extract driver to this file (Default use random name).
~h Display this help.
-W Turn on write mode.
-0 Use MmMapIoSpace method.
-1 Use \\Device\PhysicaliMemory method (Default for 32bit 0S).
-2 Use PTE remapping (AMD64 only - Default for 64bit 0S).
-3 Use PTE remapping with PCI instrospection (AMD64 Only).
-8 Produce an ELF core dump.
-p Also acquire the pagefile.
This flag may be followed by the pagefile path.

e We will be manually loading the winpmem driver using the “-I” option and running Rekall for live
memory analysis.

|
| C:\Program Files\Rekall> winpmem 1.6.2.exe -1

c:\Program F1'Ies\Reka't“ltw1npmem 1.6. 2 exe -1
Extracting driver to C: \Local\Temp\pmeDB1F.tmp

Driver Unloaded.
Loaded Driver C:\Users\SANSFO~2\AppData\Local\Temp\pmeDB1F.tmp.
Deleting C:\Users\SANSFO~2\AppData\Local\Temp\pmeDB1F.tmp
CR3: 0x00001AA000
5 memory ranges:
Start 0x00001000 - Length Ox0009E000
Start 0x00100000 - Length 0x00002000
Start 0x00103000 - Length OXBFDDDOOO
Start OxBFFOO000 - Length 0x00100000
Start 0x100000000 - Length 0x40000000
Acquitision mode PTE Remapping
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Live Memory Analysis with Rekall

1. Now that the winpmem driver is loaded on the target system, we can begin to analyze current system
state of the running system using a Rekall interactive session. Type the following command to invoke a
Rekall interactive session referencing the loaded winpmem kernel driver and using notepad as a paging
tool scroll buffer.

C:\Program Files\RekaliS Rekal -f \\.\pmem --pager=notepad

2. Begin your triage of the live system with the imageinfo plugin. This plugin is clearly not necessary to
find the target system’s profile, but provides us with insight into many aspects of the system itself.
What is the value for “Sec Since Boot? (Yours will be different from what is shown below.)

In what timezone is your target system operating?

[1] pmem 16:52:10> imageinfo

3. Next, enumerate running processes using pslist. With Rekall’s pslist plugin, you can specify the
methods in which processes are enumerated: PsActiveProcessHead, CSRSS, PspCidTable, Session and
Handles.

a. Firstrun pslist using the PsActiveProcessHead method, shown below.

[1] pmem 16:52:10> pslist method="PsActiveProcessHead”

What is the PID of your system’s notepad.exe process? (Note: It will be different from those shown in
the Step-by-Step review).

b. Nextrunpslistin its default mode, using all five methods of process enumeration. Note the
additional processes shown in this output, due to the additional parsing methods invoked by

Rekall. Note any false positives that pslist generates below.
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4. Enumerate the dlls of the “notepad.exe” process using Rekall'sdl1llist.

[1] pmem > dlllist proc regex="Notepad.exe”

What is the command line with which notepad.exe was instantiated?
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Live Memory Analysis with Rekall Step-by-Step

1. Now that the winpmem driver is loaded on the target system, we can begin to analyze current system
state of the running system using a Rekall interactive session. Type the following command to invoke a
Rekall interactive session referencing the loaded winpmem kernel driver.

C:\Program Files\Rekall> Rekal -f \\.\pmem --pager=notepad

C:\Program Files\Rekall>rekal -f \\.\pmem --pager=notepad

M W WD W S S e e e e e e e A A G G M S A MR e S R e e e e e e e e e e e S e e

The Rekall Memory Forensic framework 1.2.1 (Col de la Croix).
"We can remember it for you wholesale!"

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License.

See http://www.rekall-forensic.com/docs/Manual/tutorial.htm] to get started.

17 :12 134>

2. Begin your triage of the live system with the imagein£o plugin. This plugin is clearly not necessary
to find the target system’s profile, but provides us with insight into many aspects of the system itself.
What is the value for “Sec Since Boot? (Yours will be different from what is shown below.)

In what timezone is your target system operating? UTC.

21:25:55> imageinfo
wwwwwwwwwwwwwwwww > imageinfo()

Fact value
Kernel DTB 0x1aa000
INT Build 9600 .winblue_r3.140827-1500
NT Build EX 9600.17328.amd64fre.winblue_r3

_ .140827-1500
Signhed Drivers

Time (UTC) 2015-03-24 19:44:20+0000
| [rime (Local) 2015-03-24 19:44:20+0000 |
SeCc Since Boot 907.953125
NtSystemRoot C:\Windows
b e e e o e e i phﬁsiCa'] Layoljt dedede il dee e el
Phys Start Phys End Number of Pages

0x000000001000 0x00000009f000 158
0x000000100000 0x000000102000 2
0x000000103000 0x0000bfee0000 785885
0x0000bff00000 0x0000c0000000 256
0x000100000000 0x0001b8800000 755712
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3. Next, enumerate running processes using pslist. With Rekall’s pslist plugin, you can specify the
methods in which processes are enumerated: PsActiveProcessHead, CSRSS, PspCidTable, Session and

Handles.

a. Firstrunpslist using the PsActiveProcessHead method, shown below.

[1] pmem 16:52:10> pslist method="PsActiveProcessHead”

253

_EPROCESS

0xe0003563900

Oxe00037792380

Oxe00037aali80

19:34> pslist method="PsActiveProcessHead"

System

Oxe0003775e040 smss.exe

Oxe00037788900 csrss.exe

Oxe00037750080 csrss.exe

wininit.exe

svchost. exe

PID

448
456
460

PPID

376
376
440
532

~~~~~~~~~~~~~~~~ -» pslist(method="PsActiveProcessHead")

Name Thds

oo e

24

]
m
-]
oty
A
n

o o O O
n
=1
—d
(Rl
i

2015-01-03 15:09:52
2015-01-03 15:09:52
2015-01-03 15:09:53
2015-01~03 15:09:53
2015-01-03 15:09:53
2015-01~03 15:09:55

b. Nextrunpslistin its default mode, using all five methods of process enumeration. Note the

additional processes shown in this output, due to the additional parsing methods invoked by

Rekall..
[1] pmem 16:52:10> pslist

P<e000b26bFI00 TabTip.exe 1716 992 11 - 0 False 2015-03-23 23:18:46+0000 -
[xe000b2 56900 rekal.exe 1732 592 2 - 0 False 2015-03-24 03:16:23+40000 -
DxeQ00b25cB900 notepad.exe 2000 1484 1 1 False 2015-03-24 03:16:18+0000 J
Pxe000b497c900 svchost.exe 2032 560 18 - 0 False 2015-03-23 23:15;28+0000 -
Dxe000b52%92080 WUDFHOST.exe 2084 992 9 - 0 False 2015-03-23 23:15:28+0000 -
[xe000b3c30900 svchost,exe 2468 560 3 - 0 False 2015-03-23 23:15:2B+0000 -
Dxe000b3c2c900 msdtc. exe 2484 560 18 0 False 2015-03-23 23:15:28+0000 -
[xe000b3c4f300 svchost, exe 2528 560 7 - 0 False 2015-03-23 23:15:28+0000 -
D2000b2672300 TabTip.exe 2580 992 0 = 0 False 2015-03-23 23:19:22+0000 2015-03-23 23:19
ii%ggEgEF?QOO TahTipi2.exe 2948 1716 1 - 0 True 2015-03-23 23:18:46+0000 -
[%e000b53ec300 dllhost. exe 3164 628 3 - 0 False 2015-03-23 23:15:4240000 -
Dx2000b26ad300 vmtoolsd.exe 3176 1484 6 - 0 False 2015-03-23 23:18:56+0000 -
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4. Enumerate the dlls of the “Notepad.exe” process using Rekall’'s d11list.

What is the command line with which notepad.exe was instantiated?

[1] pmem > dlllist proc_regex="Notepad.exe”

| :44> d111ist proc_regex="notepad.exa" |

------- e A i T4 " Tl L o R
R R T I T

notepad. exe pid: 2000

Command line : "C:\Windows\system32Z\NOTEPAD.EXE" C:\Users\sansforensics408\Desktopi\Exercise_3.txt
Base Size Load Reason/Count Path
Ox7 FF7eadb0000 0x3a000 LoadReasonstatichependency C:iwindows \swstemlZ \NOTEFAD . EXE
Ox7FF9076b0000 0x1a6000 LeadReasonStatichependency C: \Windows \SYSTEM3IZ\ntd11.d1]
Ox7 FESO6F00000 0x13a000 LoadReasonDynamicload C1\W1ndows\systemﬂ?\KERNEL??.DLL
Ox7 FFI04220000 0x10F000 LoadReasonStaticDependency Ci\Windows \svstem3? \KERNELBASE . d1]
Qu7 £F906a00000 0xa5000 LoadReasonsStatichependency C:\wWindows \system3Z\ADVAPI32.d11
O 7 FEO0T70RGOO0N 02144000 LoadReasonStaticlhependency CiiwWindows\systemi2\GDI12.d1]
Ox7EFI07 270000 0«171000 LoadReasonStaticDependency C:\Windows \system3Z\USERIZ.d11]
Qw7 FE906dd0000 0xa7000 LoadReasonStatichependency C:wwindows\system3Z\msveort. dll
0«7 FFS07140000 0x9e000 LoadReasonStaticDependency C:h\windows \systemI2\COMDLG32 . d11
Ox7 ££9053F0000 0x140f000 LoadReasonStaticbDependency C:\windows\system3Z\SHELL3IZ2.d1]
Ox7 FEEFRTS0004 0x7b000 LoadreasonstaticDependency C: \Windows \system32 \WINSPOOL . DRV
Ox7EEG04F30000 0x17B000 LoadReasonStaticDependency C:\Windows\systemiZ\olel? d11
Ox7 FFO062a0000 0x51000 LoadReasanStatichependency T \Windows \system3? VSHLWART. d11
Ox7 FFI02850000 0x2%a000 LoadReasonStatichDependency C Wi ndows \WinSxShamdb4_microscoft. windows . common-c
5950h4144 =F1df _6.0.3600.17031 _none_624ZadblecbbS5al \coMcTL32 . d11
FO05 brﬂ“ﬂ 0xcl000 LoadReasonStatichDependency Ci\windows \system32 \OLEAUTIZ.d11
000G 0x57000 LoadReasonStaticDependency C:WWindows \SYSTEM3I2 \sechost.d1]
FI06 0x137000 LoadieasonsStaticDependency C:\windows \system3I2\RPCRT4.d1]
0x7ff906a ] O0=1dB000 LoadReasonstatichependency € \Windows \SYSTEM3Z \combase.d11
0x7FF203040000 0x3F000 LoadReasonStaticForwarderDepen C:\Windows\systemi? \SHCORE.DLL

Exercise: Key Takeaways

e Live memory analysis is a bleeding-edge technique that offers the examiner workarounds for situations
were full physical memory acquisition is not possible or practical. Rekall Memory Forensic Framework
offers this functionality by making use of the winpmem kernel driver.

e Rekall Memory Forensic Framework shares many of the same plugin names as the Volatility framework,
but it is important to recognize that the methods employed by Rekall are often very different in nature in
parsing of these memory structures and artifacts.

References:

[1] Rekall Memory Forensic Framework Documentation. http://www.rekall-forensic.com/docs.html
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Exercise 4 - Memory Acquisition with winpmem

|Objectives ]

e Capture a memory image of a target system using an open-source free memory acquisition tool

e Introduce different memory acquisition methods (\\Device\Physical Memory & PTE remapping) and output
formats and methods offered by winpmem

e Validate the resultant memory image by scanning for Windows memory structures using the Rekall Memory
Forensic Framework plugins

Capture memory image

The Rekall development team continues to push the capabilities of their memory acquisition tool,
winpmem, that we just used to perform live system memory analysis. In addition to being able to send the
captured image outbound to a network share, winpmem can acquire the pagefile during memory
acquisition. If run on a host system running virtualization software, winpmem acquires the memory in
such a way that allows Rekall to analyze the virtual machines in their own virtualized memory ranges.

1. Launch your Windows 8.1 VM with VMware Workstation/Player/Fusion.

2. If needed, login to the Windows 8.1 VM with the credentials below:

User: sansforensics
Password: forensics

3. Launch your Windows 8.1 VM with VMware Workstation/Player/Fusion.

4. Open acommand shell with Administrative privileges by right-clicking on the cmd icon and
select “Run as Administrator”.

5. Change directories via command line to the C: \Program Files\Rekall directory.

C:\Windows\System32\> cd C:\Program Files\Rekall
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e Type the following command in the command window to see the available options you can use
with winpmem:

C:\Program Files\Rekall> winpmem 1.6.2.exe -h

c:\Program F1?es\Reka1Tjw1npmem 1.6.2.exe -h
wWinpmem - A memory imag

Copyright Michael Cohen (scudette@gma11 com) 2012-2014.

Version 1.6.2 Nov 1 2014
Usage:
winpmem_1.6.2.exe [option] [output path]

Option:
=1 Load the driver and exit.
-U Unload the driver and exit.

-d [filename]
Extract driver to this file (Default use random name).
-h Display this help.
-w Turn on write mode.
-0 Use MmMapIoSpace method.
=% Use \\Device\PhysicalMemory method (Default for 32bit 0S).
-2 Use PTE remapping (AMD64 only - Default for 64bit 0S).
instrospection (AMDG64 Only).

y the pagefile path.

6. We will be making use of the “-e” and “-p” options. Type the following command to create an elf
memory dump and send it to your SIFT 3.0 workstation, seen on the network as “SIFTWORKSTATION":

C:\Program Files\Rekall> winpmem 1.6.2.exe -p -e
\\SIFTWORKSTATION\cases\image.elf

C:\Program Files\Rekall>winpmem_1.6.2.exe -p -e \\SIFTWORKSTATION\cases\image.elf
Will write an elf core dump.
Extractin? driver to C:\Users\SANSFO~2\AppData\lLocal\Temp\pmel885. tmp
Driver Unloaded.
Loaded Driver C:\Users\SANSFO~2\AppData\Local\Temp\pmel885.tmp.
Deleting C:\Users\SANSFO~2\AppData\Local\Temp\pmel885.tmp
i1l write an e1f coredump.
CR3: O0x00001AADOOQ
5 memory ranges:
Start 0x00001000 - Lenath 0x00Q9EQOQ
Start 0x00100000 - Length 0x00002000
Start 0x00103000 - Length OxBFDDDOOO
Start OxBFFO0000 - Length 0x00100000
Start 0x100000000 - Length OxB8800000
Acquitision mode PTE Remapping

00% 0x00001000 .
00% 0x00100000 .
OO OXOUTO3000 . i covommn momnvmn smis sor monn sosass savsings susin tos foss gomores e sace s
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Analyze the ELF Captured file with Rekall in the SIFT 3.0 VM

For analysis of our newly created memory dump, we will use the Rekall Memory Forensic Framework
v.1.2.1 on the SIFT 3.0 virtual machine.

1. Verify the Captured EIf file exists in your SIFT 3.0 VM /cases directory

e Inaterminal window, navigate to the /cases directory and list contents.

s cdm/cases
$ 1s -al *.elf

sansforensics@siftworkstation:/cases$ 1ls -al *.elf

-rwxrwxr-x 1 sansforensics sansforensics 14381191876 Dec 25 15:25
-rwxr--r-- 1 sansforensics sansforensics 4294431333 Jan 3 13:58
-rwxrwxr-x 1 sansforensics sansforensics 12884366020 Jan 3 13:27 1ma

2. Launch an interactive Rekall analysis session referencing the captured .elf file, invoking less as a
“pager” to handle output that overruns the length of a page of output.

$ rekal -f image.elf --pager=less

sansforensics@siftworkstation:/cases$ rekall -f image.elf --pager=less

The Rekall Memory Forensic framework 1.2.0 (Col de la Croix).
"We can remember it for you wholesale!"

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License.

See http://www.rekall-forensic.com/docs/Manual/tutorial.html to get started.

o Fr

If the above command is run with the “-v” option, you are able to see the profile selection and the
identification of both the pagefile that is a part of the image file and the elf image format itself.

INFO:root:Loading pagefile into physical offset Ox140010000
DEBUG:root:Succeeded instantiating E1f64CoreDump
DEBUG:root:Uoting round with base: E1f64CoreDump
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3. Enumerate the Page Files being referenced by the target system using Rekall

[1] image.elf > pagefiles

15:02:49> pagefiles
] i e o TR e A - pageflles()
_MMPAGING_FILE Number Size (b) Filename
Oxe001d1aae130 0 8589934592 \??\(:\pagefile.sys
Oxe001d2456150 1 268435456 \?7\C:\swapfile.sys
15:03:21>

4. Run the following commands and observe how the plugins with large output launch scite for easier
analysis: pslist, handles, filescan

5. Since we have run all of these plugins in the same interactive shell using Rekall, we can now print out
the saved session information that Rekall uses to speed subsequent plugin runs. Type the following
and note the specific details that are retained specific to this memory image:

[1] image.elf > print session

print session
Rekall Memory Forensics session Started on Sat Jan 3 15:00:17 2015,

Config:
{
__dummy = False
autodetect = <rekall.utils.JITIterator ohject at Ox2aedc30-
autedetect_threshold = 1.0
base_filename = image.elf
buffer_size = 20971520
cache = {
ObjectTypeMap = <Array 0 x Pointer @ OxF80374747740>
ObplnfoMaskToOffset = [0, 32, 32, 64, 16, 4B, 48, B0, 32, 64, B4, 96, 48, BO, BO, 112, 16, 48, 48, B8O, 32, 64, 64, 96, 48, 80, 80,
8, 80, 32, 64, 64, 96, 48, B0, BO, 112, 64, 96, 96, 128, 32, 64, 64, 96, 4B, BO, B8O, 112, 64, 96, 96, 12B, RO, V12, 112, 144, 4, 35, 3

8, 100, 52, 84, 84, 116, 20, 52, 52, B4, 36, 68, 68, 100, 52, 84, 84, 116, 68, 100, 100, 132, 20, 52, 52, 84, 36, 68, 68, 100, 52, 84,
68, 68, 100, 52, B4, 84, 116, 68, 100, 100, 132, 84, 116, 116, 148, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,0, 0, 0, ¢, 0,0, 0, 0, 0, 0, 0,
3, 0,00 0,0 00,020,000 0,0,0090000000000000%002900900000000.790000,

,9,0,0, 0,0, 0,00,0¢090,0,0,¢0, 0,04040,0,090,¢0,010¢0,00,0¢0290,00,0 00,0 0...
debug = False
dtbh = 1744894
ept = None
filename = image.elf
help = False
kernel_base = 18446735292452335712
logging = warn
max_collector_cost = 4
name_resolution_strategies = ('Module’, 'Symbol', 'Export']
nocolors = False
notebook_dir = /home/sansforensics
pagefile = []
plugin = []
profile path = [ 'https://raw.githubusercontent.com/googlesrekall-profiles/master', ‘http://profiles.rekall-forensic.com')
quiet = False
renderer = text
session_id = 1
session_list = [<rekall.session.InteractiveSession object at Ox2b5%950>]
session_name = Default session
timezone = UTC
verbose = False
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Exercise: Key Takeaways

e Great work acquiring memory from a target Windows system. Rekall had no problem parsing the
Windows 8.1 x64 system memory image. Gaining familiarity with winpmem for acquisition as you
have adds to your tools arsenal - those that you KNOW will work.

e We will continue to discover the differences that currently exist between the Volatility Framework
and Rekall as the course goes on. We, as examiners, win when we have more than one tool that
gets the job done.
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Exercise 5 — Unstructured Memory Analysis

Objectives
e  Conduct a forensic memory analysis using both unstructured and structured parsing techniques
e |nvestigate extracted network packets for relevant forensic artifacts
e Apply file system forensics to artifacts recovered from system memory
e Identify key aspects of malware through the use of Bulk Extractor and Volatility
[

Practice Registry Analysis to identify forms of persistence used by the malware

Exercise Part 1: Preparation

1. Priorto starting your SIFT VM, consider adding additional memory and CPU cores via the VMWare
Settings to enhance tool performance during this exercise.

2. Startaterminal and change into the /cases directory and create the output directory.

$ cd /cases
$ mkdir output

3.  Using Bulk Extractor, run the default scanners with the additional wordlist scanner against the first
memory image we will be analyzing win7crypto . vmem.

$ bulk_extractor -e wordlist -o /cases/output/ben /cases/win7crypto.vmem

|Exercise Part 1: Applications of Memory Analysis to a Criminal Investigation- Questions |

Part I. Overview: Ben Bitdiddle’s wife has disappeared and he is a suspect. We suspect Ben was having an
affair with "Jess". We have obtained a memory image of his computer, win7crypto.vmem. Run bulk
extractor on this memory image and use the BEViewer to view the results and answer the following
questions.

$ BEViewer &

1. Bulk_Extractor Output Analysis
Using the Bulk Extractor output, answer the following questions. Remember your weapons arsenal
includes BEViewer and Wireshark (and whatever command-line kung fu you choose to wield).
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a. Viewingthe email histogram.txt reportvia BE Viewer, determine Jess’ email address,
based on frequency of occurrence.

b. Viewing theurl facebook-id.txt reportvia BE Viewer, determine Jess’ Facebook page,
based on frequency of occurrence. (This may require that you visit the urls to resolve id to
username.)

c. The password to Ben's account was "keSha". Search through the wordlist via BE Viewer, find
any related candidate passwords in the memory image?

d. Did Ben perform any web searches pertinent to this investigation? If so, what did he search for?

e. What was most likely Ben’s IP address? (Verify this by viewing the packets . pcap in Wireshark.)

f. Extract a jpg image from the tcp stream referenced in or around packet 283 from host 23.15.7.10
with a frame length of 380 bytes in the packets . pcap file using Wireshark’s export function,
saving as a jpg file to your local directory. What is the size of this image file?

g. What were the MAC addresses of Ben’s computer and his router? (Extra Credit. There is a MAC
address present in the memory image for a non-VMware device. What'’s the MAC address and who
made the device?)

h. Using the windirs. txt file, find the creation time for mysecretdata. tc, a TrueCrypt
volume being actively accessed at the time this memory image was created.
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Exercise Part 2: Preparation |

Part Il. Overview: Cridex is a financial banking Trojan capable of credential stealing, remote access and screen
captures. It typically infects its hosts via malicious attachments and embedded URL links in spam emails. In
March 2012, over one hundred financial institutions were hit by this Trojan, which has capabilities similar to
Zeus and SpyEye.

1. Startaterminal and change into the /cases directory and ensure the output directory in this directory.

$ cd /cases
$ 1s -1

2. Using Bulk Extractor, run the default scanners against the first memory image we will be analyzing
cridex.vmem. For faster processing of the image, we will NOT be invoking the wordlist scanner.

$ bulk _extractor -o /cases/output/cridex /cases/cridex.vmem

Exercise Part 2: Applications of Memory Analysis in Malware Investigations: Questions

1. Unstructured Analysis
Using the Bulk Extractor output, answer the following questions. Remember your weapons arsenal
includes BEViewer and Wireshark (and whatever command-line kung fu you choose to wield).

a. Viewingtheurl histogram. txt reportvia BE Viewer, list the banking urls that appear in the
top 20 most frequently occurring hits.

b. Use Virus Total to check the reputation of some of the urls that include IP addresses with the port
8080. What are these IPs associated with?

c. Open the packets.pcap file from the Bulk Extractor output with Wireshark. Which remote
system is shown sending data to the local host via port 8080?
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2. Image Identification

e Using Volatility, run the imageinfo plugin against the cridex . vimem.
a. When was the memory image created?

b. What profile should be specified when analyzing this image?

3. Check for Persistence via the Registry
e Though this persistence technique has been around for many years, modern malware makes use of the
“Run” key in the Software and User hives frequently. Dump the “Run” key values by using the printkey
plugin from Volatility using the below command:

$ vol.py —f cridex.vmem --profile=WinXPSP3x86 printkey
-K “Software\Microsoft\Windows\CurrentVersion\Run”

(Although we haven’t covered the printkey plugin in class yet, we will be covering this plugin and more in
greater detail in upcoming modules.)

a. When was this key last updated?

b. Based on the values of this key, what program will be executed when the user account “Robert” logs in?

4. Tying Network Activity to a Process

e Basedon the packets.pcap file carved by Bulk Extractor, this system was actively communicating with a
malicious remote system. Let’s attempt to tie that activity to a specific process.

a. Enumerate network connections (walking the singly linked list using connections and scanning for
specific TCP connection pool structure using connscan). What process (name and PID) is associated

with the remote connection?

b. By running malfind against this process, are there any clear indications of code injection? Dump the
identified memory sections and upload to Virustotal for further analysis.
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Exercise Part 1: Applications of Memory Analysis to a Criminal Investigation- Questions with Step-by-Step

1. Bulk_Extractor Output Analysis

a. Viewing the email histogram. txt report via BE Viewer, determine Jess’ email address,
based on frequency of occurrence.

~ ben L
aes_keys.xt Feature File email_histogram.txt
domain.txt # UTF-8 Byte Order Marker: 3

domain_histogram.txt
email. txt

\ n
rjessica®91 @gmail.com

emaill nistot L <3 nﬁ@h‘ at

ether.txt n=36  imagepath@pptbgx.pn
ether_histogram.txt n=34 imagepath@onenotebgx.pn
exif.tat n=27  imagepath@wordbgx.pn

Ben’s address, benbitdiddle, is at the top of the list with 460 references. Just below that is the
second most common e-mail address, rjessica991@gmail.com, with 139 references. Given that we’re
looking for “Jess”, it’s quite probable that Jess’ e-mail address is rjessica991@gmail . com.

b. Viewing the url facebook-id. txt report via BE Viewer, determine Jess’ Facebook page,
based on frequency of occurrence. (This may require that you visit the urls to resolve id to
username.)

l\uFll.l"\-
tcp_histogram.txt
url.tx
url facebook-addres
url facebook-id.txt
url_histogram.txt |
Ml searchesbd BN
https:/ /www.facebook.com/profile.php?id=100001686984806
facebook

Feature File url facebook-id.txt

# UTF-8 Byte Order Marker;
n=35 100001686984806
1000035222835861

Jessica Runner

Although we could look through the complete list of URLs, Bulk Extractor helpfully pulls them out
into a separate file, url facebook-id. txt.
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We find two id numbers in that file. Appending each to a Facebook URL,
https://www.facebook.com/, we are able to find the two Facebook pages. Ben is 100003522283861
and Jessica is 100001686984806. As an aside, we note that Ben remains a fan of KeSha, even on
Facebook.

c. The password to Ben's account was "keSha". Search through the wordlist via BE Viewer or CLI,
find any related candidate passwords in the memory image?

Feature

(kesha

Filter @ Match case Navigation
S - & X winZcrypto.vmem, 953892903, ke $hadlife
F ypto.vmem

Feature File wordlist.txt

-

The password to my Hotmail account 1s: kefhadlife...

d. Did Ben perform any web searches pertinent to this investigation? If so, what did he search for?

The file url _searches. txt lists the URLs that appear to be search queries found in the memory
image.

Keep in mind these weren’t necessarily searched for. They could have just appeared on a web page
as links to a search query. (For example, the instructors never searched for anything related to Lady
Gaga.) But the repeated queries which end up being “murder for hire” are rather suspicious in a
missing person’s case. Notice how the query was repeated, with one letter being added at a time,
until the full string was apparent. What you’re seeing is the Google search client sending the query
string, over and over, as the user typed it. The results of these repeated sends were the search

suggestions.
ether_histogram.txt, Feature File url searches. txt
exif. bt N S —
$pt}<'t i =1 g
ip_histogram.bd [ 1<) mur
json.txt : |‘] =1 raurd
packets.pcap B n=l murde
rfc8_22.t}<t M n=) murder
tep.int I n=1 murder%20
tcp_histogram.txt | =l murder%20f
url.t_:a.t | n=1 murder%20for
url_facebook-addres F8 |, _; murdert2oforwan
url_facebook-id.tx n=1 rmurder%z20for%z0h
url_histogram.txt 1=1 murder®%20for¥%z0hi
url_searches.vd Nl murder’20for%20hire
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e. What was most likely Ben’s IP address? (Verify this by viewing the packets . pcap in Wireshark.)

The file ip_histogram.txt shows that far and away the most common IP address carved from the
win7crypto.vmem file was 172.16.246.144. This is a private IP address and is often used by VMware
machines.

Jes_REYS.TRT

domain.txt Histogram File ip histogram.txt
domain_histogram.tx Lﬂ=5-35 172.16.246.144
email txt A=71 BD.00. To. 287
57 69.63.180.26
email_histogram.txt =22 22 ;’; %,889 e
ether.txt =33 172.16.246.2
ether_histogram.txt n=33  172.16.246.255
exif. txt =25 23:15,7.10
ip.txt n=26  69.16.175.10
r—— n=22  $5.55.239.188
ip_histogram.txt n=21  65.54.81.175
jpeg_carved.txt =18  64.4.61.35

This IP address can also be seen as the top talker in Wireshark Statistics on endpoints. From the
toolbar, select Statistics>Endpoints. Then select the IPv4 tab. As you can see, the 172.16.246.144
has 535 packets, 490 of them with it as the destination.

‘ Ethernel: 132 Fibre Channel: 12 IPv4: 38 TCH, B2 UDP: 47

Addces< I T N7 LeBacket D R i Riebibes Mptitude Longitude
3¢ 4093 :

o
[,
£
o
Y
w
u
0
a
-
w
y
]

e YT - -4

[ TIU T, R

T - T
65.55.33.50 18 5571 18 5571 0 0
69.63.189.26 52 43784 52 43784 o o
172.16.246.2 i3 4 855 23 4858 4] O
23.15.7.8 38 375 as 3475 o ]
G4.4.61.85 18 44532 18 4452 i3 o
T74.125.226.219 4 2904 4 2904 o o
68.67.155.192 8 3624 8 3624 o 1]
172.16.246.254 4 1368 4 1368 o ]
74.125.220.187 17 19884 17 19 884 ¢ 0

| Name resolution Limit to display filker
Help Copy Map L Chose

f.  Extract the jpg image from the tcp stream referenced in or around packet 283 from host
23.15.7.10 with a frame length of 380 bytes in the packets . pcap file using Wireshark’s export
function, saving as a jpg file to your local directory. What is the size of this image file?

Select packet 283 and navigate within the details pane to the JPEG File Interchange

Format. Right click on this header and select Export Selected Packet Bytes and save as
a jpg file.

For526 - SANS ©2015 Exercise 5 - Unstructured Memory Analysis 7



1:85), Dst: Vmware 21:93:08 (B@:8c:29:21:93:08)
Internet l'rotocol Src: 23. 15 ? 10 (23.15.7.18), Dst: 172.16.246.144 (172.16.246.144)
Transmission Control Protocol, Src Pert: http (B8), Dst Port: 49367 (49367}, Seq: 7253, Ack: 1, Len: 326
[Reassembled TCP Segments (7578 bytes): #197(1448), #199(1448), #201(1448), #203(1448), #205(1460), #207(326)]
Hypertext Transfer Protocol
JPEG File Interchange Format
© 48 54 54 58 2f 31 2e 31 20 32 30 38 20 4f 4b 8d HTTP/1.1 208 OK.
816 0a 43 6 6e 74 65 6e 74 2d 54 79 78 65 3a 20 69 .Content -Type: i
820 6d 61 67 65 2T 6a 70 65 67 &d Ba 43 6f 6e 74 65 mage/jpe g..Conte
836 6e 74 2d 4c 65 6e 67 74 68 3a 20 37 33 31 31 8d  nt-Lengt h: 7311.
840 @a 4c 61 73 74 2d 4d 6f 64 69 66 69 65 64 3a 28  .Last-Mo dified:
858 54 68 75 2c 20 32 36 28 4a 61 6e 20 32 30 31 32 Thu, 26 Jan 2612
aae 2931333331313631 33294?4!154%3341 18:11:1 3 GMT. A

tm I:rrttﬂ Reassembled TCP (7578 bytes)

v o v v oy i

Expand Subtrees
Expand All
Collapse All

Apply as Filter b -
Prepare a Filter >
Colorize with Filter > B

Follow TCP Stream

In order to obtain the size of the exported jpg image file, change to your destination directory and
type 1s —1h <imagefile>.

sansforensics@ubuntu:~$ cd win7crypto/
sansforensics@ubuntu:~/win7crypto$ ls -1h image.jpg
-rw-r--r-- 1 root roof{ 72K Pan 11 10:54 image.jpg

g. What were the MAC addresses of Ben’s computer and his router? (Extra Credit. There is a MAC
address present in the memory image for a non-VMware device. What’s the MAC address and who
made the device?)

Looking at the histogram of MAC addresses found, we see that far and away the two most common
were 00:0C:29:21:93:08 and 00:50:56:FF:81:85. Both of those are Vmware devices. There are lots of
web-based lookups for MAC addresses, such as hitp://www.coffer.com/mac find/.

email_histogram.txt Feature File ether_histogran|
ether, th il ' | # UTF-8 Byte Order
h=541  00:0C:29:21:93:08
exif. txt B n=487 00:50:56:FF:81:8
iptt . n=4 00:50:56:E0:38:41
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coffer.com

Search results for "7C:6D:62° (Total: 2)

Match your MAC address to its vendor.
Match a vendor to the MAC addresses it uses.
MAC Address or Vendor to look for: stnng

Saarch by vendor Forsexampie “apnie® ar “allaed’
Search by MAC Address. For example 00 13 A9" o7 "00-BO-U7 or 0004207

1F you wast to lookup MAC address 05 0069 02 01 FU° | enter First 6 characters "08.00 59°, or Tull MAC address “05 0069 02 08 FC°

*** We're Back! After a long datab pdate pause,

pd are back. More changes coming|

Oatabase fast updated july 10, 2003

Prafis Vandor
- Pl et
TCeD62 Apple, Ing
7CEDE2 Apple, Ing

Extra Credit. The MAC address that is not related to VMWare is the 7C:6D:62, seen above as

belonging to Apple.

h. Using the windirs. txt file, find the creation time for mysecretdata. tc, a TrueCrypt
volume being actively accessed at the time this memory image was created.

$ cd /cases/output/ben
$ cat windirs.txt |grep -i mysecretdata

ject src="mft'><atime>2012-02-16T712:06:00Z</atime><attr_flags>8224</attr_flag
[time>2012-02-10T716:56:24Z</ctime><filename>mysecretdata.tc</filenames<files
loc>1048576</filesize_alloc><lsn>168615081</lsn><mtime>2012-02-10T16:56:24Z<

fmtlmeucnltnk»4cin11nk>¢par ref>376<fpar ref><par_seq>2</par_seq><seq>2</seq></fileobject>

Exercise Part 2: Applications of Memory Analysis in Malware Investigations: Questions with Step-by-Step

1. Unstructured Analysis

Using Bulk Extractor, run the default scanners against the first memory image we will be analyzing
cridex.vmem. For faster processing of the image, we will NOT be invoking the wordlist scanner.

a. Viewingtheurl histogram. txt report via BE Viewer, list the banking urls that appear in the
top 20 most frequently occurring hits.

The Cridex Trojan contains the structure of the banking organizations websites, as seen in the data
content pane of the Bulk Extractor, if you select one of these banking site url hits. This “website
templating” allows for easier identification of valuable fields to send back to the C&C server.
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eports Feature Filter B Match case
[ cridex
aes_keys.txt L I
domain. txt m
domain_histogram.txt 16 - b 4.2 query.min.
email txt .
email_histogram.tx=t
ether.tx
ether_histogram.txt
Ip.tut
ip_histagram. txt
packets. pcap
feg22.tut
tep.tut
top_histogram.txt
telephona.tet
telephone_histogram.t-
url.txt "
g ¥
onhnebanking. tdhank. conyim:

“url histogram.tat
url_services txt
wordlist.txt
wordlist_split_000.txt

httpsschernas xrlsoap.org/soaprenvelops/
it L mIcrosoft

c
a3
5
c

fey

b. Use VirusTotal to check the reputation of some of the urls that include IP addresses with the port
8080. What are these IPs associated with?

2 total

Mormalized it 41.168.5 140705 _01_a'm

URL

Detection [ R ]

ratic

Analysis 201307 00 16 35:08 UTC 0 minutes ago

date

File scan The UL responge contant could not be retieved or i s some text lormal (HTRL

AML, CHY TXT. el | henee. i was nol engueuea for antivirs scanning

Virustotal allows you to scan a url using the multiple AV software products, in addition to allowing
you to gain a historical view on whether the urls have been seen associated with past malware. In
this case, only 6 of 39 associate this url with malware at the time of publishing.

c. Open the packets.pcap file from the Bulk Extractor output with Wireshark. Which remote system is
shown sending data to the local host via port 80807?

Remote IP - 41.168.5.140
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Note that the packets shown in Wireshark from the pcap file do not have time/datestamps.
Recreation of a “conversation” would need to be based on sequence number. One tool that does
this is TCPflow, also written by Simson Garfinkel.

' ko . Tima Source Deest inakion Protacal Irefin

H B T R B AV LLL. LiD (N UL ATMEL AL G BT L R
92 B.0060GE 41.168.5.148 172.16.112.128 HTTR Continuation or non-HITP traffic
93 0. 00bete 41.158.5.148 172.16.112.128 HTTP Continuation or non-HTTP traffic
4 B.000008 41.168.5.148 172.16.112.128 HTTR Continuation or non-HTTP traffic
95 8.000088 41.168.5.140 172.16.112.128 HITP Continuation or non-HITP traffic
96 8.00p000 41.168.5.140 172.16.112.128 HITR Continuation or non-HTTP traffic
97 8.008060 .168.5.148 172.16.112.128 HTTP Continuation or non-HTTP traffic

'} Frame 129 (92 bytes on wire, 92 bytes captured)
iy Ethernet II, Src: Vmware 47:7a:al (88:8c:29:47:7a:a1), Dst: Broadcast (ff:ff:ff.Ff:fF:-10)
Internet Protocol, Src: 172.16.112.128 (172.16.112.128), Dst: 172.16,132.255 (172.16.112.255)
¢ User Datagram Protocol, Src Port: nethios-ns (137), Dst Port: netbios-ns (137)
HelBIDS Name Service

50000 ff ff ff ¥f ff 7 88 6c 29 47 7a al B8 80 45 8@

¥6z. . .E.
llea1e @8 d4e 00 Bf 60 60 BE 11 80 76 ac 16 78 B ac 1@ M PaaPisas
0620 76 ff 06 89 66 89 00 3a ¢4 20 86 1c 81 1800 B  p......: ........
0636 60 00 00 00 0D 0O 208 46 48 45 S50 46 43 45 4c 45 «sssy F HEPFCELE
BE40 48 45 43 45 50 46 46 46 41 43 41 43 41 43 41 43 HFCEPFFF ACACACAC

058 41 43 41 43 41 42 4c 00 66 20 B8 01 ACACABL

2. Image Identification
e Using Volatility, run the imageinfo plugin against the cridex. vmem.
a. When was the memory image created?

07/22/2012 02:45:08 UTC
b. What profile should be specified when analyzing this image?

WinXPSP3x86

olatile Systems Volatility Fraweunrk 2.2
etermining profile based on KDBG search...

Suggested Profile(s) : Nin)(l-‘spzxss,(Instant:i.ated with Win

AS Layerl : JKIA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/mnt/hgfs/Desktop/FOR526_6520
[i3/Additional_Exercises/cridex.vmem)
PAE type : PAE
DTB : 8x2feB00L
KDBG : ©Ox80545ae0L
Number of Processors : 1
Image Type (Service Pack) : 3
KPCR for CPU 8 : @xffdffeeelL
KUSER_SHARED_DATA : 8xffdfooeeL
Image date and time : 2812-.07-22 62:45:88 UTC+e860
Image local date and time : 2012-07-21 22:45:08 -0400

KPSP2x86)

3. Check for Persistence via the Registry
e Though this persistence technique has been around for many years, modern malware makes use of the
“Run” key in the Software and User hives frequently.

Dump the “Run” key values by using the printkey plugin from Volatility using the below command:
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$ vol.py —f cridex.vmem --profile=WinXPSP3x86 printkey
~K “Software\Microsoft\Windows\CurrentVersion\Run”

(Although we haven'’t covered the printkey plugin in class yet, we will be covering this plugin and more in
greater detail in upcoming modules.)

a. When was this key last updated?

07/22/2012 02:31:51 UTC

b. Based on the values of this key, what program will be executed when the user account “Robert” logs in?

Subkeys:

=
EG SZ KB0B207877.exe : (S) "C:\Documents and Settings\Robert\Application Data\KB0©287877.exe"

C:\Documents and Settings\Robert\Application Data\KB00207877.exe
4. Tying Network Activity to a Process

Based on the packets . pcap file carved by Bulk Extractor, this system was actively communicating with a
malicious remote system. Let’s attempt to tie that activity to a specific process.

a. Enumerate network connections (walking the singly linked list using connections and scanning for
specific TCP connection pool structure using connscan). What process (name and PID) is associated
with the remote connection?

$ vol.py —f cridex.vmem --profile=WinXPSP3x86 connscan

Offset(P) Local Address Remote Address Pid
0x02087620 172.16.112.128:1038 41.168.5.140:8080 1484
6x023a8008 172.16.112.128:1037 125.19.1063.198:8080 1484
Dffset(V) Name PID PPID Thds Hnds Sess Wowb64 Start Exit
Bx823c89c8 System 4 ;] 53 240 ----n- e
Bx822f1828 smss.exe 368 4 3 19 ------ 6 2012-087-22 82:42:31
DxB822a0598 csrss.exe 584 368 9 326 e 0 2012-07-22 02:42:32
Px82298788 winlogon.exe 608 368 23 519 9 0 2012-67-22 02:42:32
BxB8le2ab28 services.exe 652 608 16 243 0 0 2012-687-22 02:42:32
PxB8le2a3b8 lsass.exe 664 608 24 336 0 0 2012-07-22 02:42:32
0x82311360 svchost.exe 824 652 20 194 ] @ 28612-07-22 82:42:33
Bx8le29ab8 svchost.exe 908 652 9 226 ] 8 2012-067-22 02:42:33
0x823001d0 svchost.exe 1604 652 64 1118 ] 0 2012-07-22 02:42:33
@x821dfda@® svchost.exe 1056 652 5 68 0 @ 2012-67-22 02:42:33

svchost.exe 652 15 187 (3] 8 2012-87-22 82:42:35

§ expLorer.exe 364 17 415 ] 0 2012-07-22 02:42:36 :]

FPRTERT TR shanley =3 sy 2z X I3 i | MR NPV A VY VIO | — |
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b. By running malfind against this process, are there any clear indications of code injection? Dump the

identified memory sections and upload to Virustotal for further analysis.

$ vol.py —-f cridex.vmem --profile=WinXPSP3x86 malfind -p 1484

Volatile Systems Volatility Framework 2.2

Process: explorer.exe Pid: 1484 Address: 0x1460000

Vad Tag: VadS Protection: PAGE_EXECUTE READWRITE

Flags: CommitCharge: 33, MemCommit: 1, PrivateMemory: 1, Protection: 6
0x01460000 4d 5a 96 66 63 60 06 00 04 00 00 00 ff ff 00 00 MZ..............
0x01460010 b8 60 0O 00 0O 60 OO 6O 40 00 06 00 00 69 00 88  ........ @oiaie s
06x01460020 00 60 00 60 0O 60 66 BO 60 00 6O 00 00 09 060 60  ................
9x01460030 0©00 00 60 00 0O 60 00 OO 00 60 OO 0D 0 00 6O 60  ................
|0x1468000 4d DEC EBP

iexl468001 5a POP EDX

10x1460002 98 NOP

|Bx1459903 6003 ADD [EBX], AL

|8x1466005 0000 ADD [EAX], AL

|311469007 000400 ADD [EAX+EAX], AL

|0x1460080a 0000 ADD [EAX], AL

|8x146000c T DB Bxff

6x146000d ffee INC DWORD [EAX]

0x146060f 06b2000ODOOO ADD [EAX+0x0], BH

0x14668015 6066 ADD [EAX], AL

0x1460617 004600 ADD [EAX+8x0], AL

Exercise: Key Takeaways

1. Through the use of unstructured memory analysis, we were able to isolate specific remote IP addresses previous associated
with other banking Trojans. In viewing carved packets from the memory image, we show active communication between this
local host and a malicious site.

2. By taking the information gained in unstructured memory analysis, we parsed process structures and network connections to
determine the presence of code injection in the Explorer.exe process. If we examine this injected code further, we can see

based on its function calls that is has Internet communication and credential stealing capabilities. More on this from a write up

can be found here at M86 Security Labs blog: http://labs m&Geecurity com/ /03 /the-cridex-trojan-targets-137 financia

organizations-in-one-go/
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Exercise 6 — Page File Analysis and YARA Rules

Objectives

e Learn to use page_brute to analyze the paging file in Windows
e Gain experience using YARA
e Learn to create YARA signatures to perform custom carving of memory

Exercise Preparation

e Start a terminal and change into the /cases/exerciseé6 directory and unzip
insider pagefile.zip.

$ cd /cases/exerciseéb
$ unzip insider-pagefile.zip

Exercise Part I: Analyze Page File

1. Page File Identification

Open a terminal and change directory to ~/page_brute. The page_brute tool is still in beta. As such,
it does not operate well from outside of its own directory. Technically, this would just require you
to specify the location of the default YARA rules file, but we’re anti-typo and this is a much easier
option.

Ensure that the sample page file in /cases/exercise6 has been unzipped. The target file is
insider-pagefile.sys.

Run the Linux £ile command against insider-pagefile.sys. What is the type of the file?

Based on this identification, do you think Linux will be any help in parsing this file directly? Does it
appear to have any underlying file structure?

2. Page File Examination

Try dumping out a portion of the page file using the hexdump command. Using the hex dump is a
good way to examine unstructured data. Run the following command to dump the first 4096 bytes
(4k) of the page file. You want to examine the page file 4k at a time since this is the default page
size in Windows.

hexdump -C -n 4096 /cases/exercise6/insider-pagefile.sys
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= Does the hex dump contain any notable data?

e You can examine additional portions of the page file from the command line 4k at a time by adding
the —s switch to skip some number of bytes (the number to skip should be a multiple of 4 bytes).

hexdump -C -n 4096 -s 4096 /cases/exercise6/insider-pagefile.sys

Exercise Part II: Analysis Using page_brute

1. Run page_brute with default yara signatures
e Use page_brute with the following options to parse the insider’s paging file.

./page_brute-BETA.py -f /cases/exercise6/insider-pagefile.sys
-0 ~/insider-case

The —f option specifies the input file while the —o option specifies the output directory.

NOTE: This command can take considerable time to complete. If you are working on this live in
class, you'll want to use the pre-cooked data provided in /cases/insider-pageBrute-
precooked.zip. Change directory back to your home directory and unzip this file to analyze the
output data. You can do this with the following two commands:

cd ~
unzip /cases/exercise6/insider-pageBrute-precooked.zip

e One annoyance with page_brute is that is creates all directories with 777 permissions. This causes the
Ubuntu terminal to display the directory names in an odd fashion. Use the following command to fix
that. In the example command below, you are running this from the directory containing the insider-
case directory (your home directory in this case). Every directory found in that directory will now be
755 permissions (yielding better security and a normal display).

find insider-case -type d ~exec chmod 755 {} \;

2. Review Output/Precooked Data
e Change directory into ~/insider-case/. What types of data did the default parsers for page_brute

discover?
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e Change directory to the ~/insider-case/webartifact_javascript directory and run the Il command. What
size are the files?

e Examine the file 274286.block. You could open it in the Bless hex editor or simply use the hexdump
command to dump the file. How would you characterize the file contents?

hexdump -C 274286.block

e Could exploited web pages or other malicious file types be located in the page file?

e Change directory to ~/insider-case/webartifact_html and run the |l command. Note that the files are all
again 4096 bytes.

e Examine the data in the file 70488.block using the hexdump command. How would you characterize this
data? How might this be useful in an investigation?

hexdump -C 70488.block

iExercise Part II: Examine and Create YARA rules

In this section, we’ll learn more about the structure of YARA rules by dissecting the rules written by another
author. YARA is a complex and powerful language. This lab will only scratch the surface of its capabilities. You
are highly encouraged to continue exploring YARA on your own outside of class.

1. Examine default_signatures.yar

e Change directory back to the ~/page_brute directory. Examine the YARA rules defined by default for
page_brute using the grep command (shown below). The default rules are stored in
default_signatures.yar. This should give you some idea of the types of artifacts that page_brute can
detect.

grep rule default signatures.yar
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e Examine the structure of a rule by opening the file in scite. In this exercise, we'll only consider the first
rule, administrative_share_abuse.

scite default signatures.yar &

rule administrative share abuse
{
meta:
author="@matonis"
description="syntax for accessing adminstrative shares"
strings:
$s0 = /(copy|del|psexec|net)/ nocase
$s1 = "\\c$\\windows\\system32\\" nocase
$s52 = "\\c$\\system32\\" nocase
$s3 = "\\admin$\\" nocase
condition:
$s0 and (any of ($s1,$52,$53))
}

e The meta portion of the rule should be fairly self-explanatory. This section is completely optional and
contains fields for the rule author as well as a short description of the rule.

e Examine the $sO portion of the rule. Which commands does the rule author look for?
Note: the nocase modifier is used to indicate that the string should be parsed case insensitive.
Note: the | symbol is a symbolic OR. It allows many strings to be expressed in a single variable.

e Examine strings Ss1, $s2, and $s3. Which directories does the author look for the commands identified
above to be run in? Note: the double backslash is required because the backslash is an escape
sequence in the YARA rule language.

e Finally, examine the condition statement. Under which conditions will this rule be matched?

2. Building a new YARA rule.

e In this case, you’'ll build a YARA rule to detect executable files in the page file. This is sometimes
indicative of a downloaded or copied executable. When executables are run from a local drive, they are
not paged to disk (since they are already on the disk). Interesting indeed!
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We could signature on something interesting like the string “This program cannot be run in DOS mode”.
However, this string will not provide additional information about the file, such as the filename.

Instead, we'll focus on two pieces of data that should be part of the file VERSION INFO. The two strings
you want to match are ‘FileVersion’ and ‘InternalName’. Both of these strings are Unicode, so we’ll
have to use the ‘wide’” modifier to the YARA rule.

In the page_brute directory, use scite to create a new rule file called paged_exes.yar using the following
command:

scite paged exes.yar &

In the new file, enter this text to create the shell for the new rule:

rule paged exes {
meta:
author="FOR526 student"
description="find paged exes using data from the VERSION_INFO structure"

strings:
$SO o LN
$s1 =""
condition:

# Enter your own condition here

Populate $s0 and $s1 with the appropriate strings to search for. Then, write a condition string that can
be used to detect the VERSION_INFO structure in executable files paged to disk. Since the strings are
stored as Unicode, don’t forget to apply the ‘wide’ modified after each string. If you are finding this too
difficult, check out the solutions for the lab to get the exact syntax.

When you are done, save the file and exit scite.

Exercise Part IV: Run page_brute with the New Rule

1.

2.

In the page_brute directory, run the following command to parse the page file, this time looking for
paged executable files:

./page_brute-BETA.py -r paged exes.yar -o ~/insider-exes \

-f /cases/exercise6/insider-pagefile.sys Note:

If

page_brute tells you that the rule did not compile, carefully check the syntax of the rule in
paged_exes.yar before continuing. Ask an instructor for help if needed.

Examine results obtained with new YARA rules
e Change directory to the output directory, ~/insider-exes. Inside this directory there should be a
single directory (because you only had one rule matched). Change directory to paged _exes. Run
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the following command to determine the number of files present. How many results were
obtained?

is -1] we -1

e Examine one of the output files to ensure that it contains what you expected. Since this page
file fragment contains binary data, a hex viewer is preferred over a text editor. Run the
following command to examine the file ‘454286.block’.

hexdump -C 454286 .block

e The file stored in this page fragment had the internal name Classpnp.sys. That doesn’t sound
too bad. But rootkit.sys sure would. Or maybe a randomly named exe file... Unfortunately, this
process seems way too manual to perform by hand. Let’s use some shell-fu to analyze this
better. Type the following command into the command prompt:

Note: The switch following the letter e in each strings command is the letter L, not the number
1. The character following the capital A in the grep commands is the number 1.

for i in "1ls’; do echo; echo $i; strings -e 1 $i | grep -Al
InternalName; strings -e 1 $i | grep -Al OriginalFilename;
done

e Note that the OriginalFilename and InternalName attributes don’t need to match, but they
should be very similar. Another addition might be to add the strings for ProductVersion or
Description. Most commercial software populates these fields in the VERSION_INFO structure,
but malware tends not to.

Optional Homework: If you have additional time, consider adding additional fields to the output of the shell
script above. This would require examining the fields available in the hexdump output and adding grep
lines to the for loop. This type of information is useful in real world investigations and should be part of
your arsenal going forward. After adding fields to output, consider creating a shell script that you can run
so you don’t have to copy (or remember) the long for loop.
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Exercise Part I: Analyze Page File - Step-by-Step

1. Page File Identification

e Open a terminal and change directory to ~/page_brute. The page_brute tool is still in beta. As
such, it does not operate so as well from outside of it's own directory. Technically, this would
just require you to specify the location of the default YARA rules file, but we’re anti-typo and this
is @ much easier option.

e Ensure that the sample page file in /cases/exercise6 has been imported and unzipped. The
target file is insider-pagefile.sys.

e Run the Linux file command against insider-pagefile.sys. What is the type of the file?

e data

sansforensics@SIFT-Workstation$ file /cases/insider-pagefile.sys
/cases/insider-pagefile.sys: data

e Based on this identification, do you think Linux will be any help in parsing this file directly? Does
it appear to have any underlying file structure?

e This is unstructured data. Linux will be of no help in parsing the data.

2. Page File Examination
e Try dumping out a portion of the page file using the hexdump command. Using the hex dump is
a good way to examine unstructured data. Run the following command to dump the first 4096
bytes (4k) of the page file. You want to examine the page file 4k at a time since this is the
default page size in Windows.

" hexdump -C -n 4096 /cases/exercise6/insider—-pagefile.sys
= Does the hex dump contain any notable data?

= No, the data is all zeros.

sansforensics@SIFT-Workstations hexdump -C -n 4896 /cases/insider-pagefile.sys
00000000 ©O 00 00 00 0O 0O 00 OO ©O 00 60 00 0O 66 60 80 |.........v.00000]
*

00601600

e You can examine additional portions of the page file from the command line 4k at a time by
adding the —s switch to skip some number of bytes (the number to skip should be a multiple of 4

bytes).

hexdump -C -n 4096 -s 4096 /cases/exercise6/insider-pagefile.sys
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Exercise Part II: Analysis using page_brute - Step-by-Step

: P

Run page_brute with Default_signatures.yar.

Use page_brute with the following options to parse the insider’s paging file.

./page brute-BETA.py -f /cases/exerciseé6/insider-pagefile.sys -
o ~/insider-case

The —f option specifies the input file while the —o option specifies the output directory.

sansforensics@SIFT-Workstation$ ./page_brute-BETA.py -f /cases/insider-pagefile.sys
-0 ~/insider-case

[+] - PAGE_BRUTE processing file: /cases/insider-pagefile.sys

[+] - Ruleset Compilation Successful.

[+] - PAGE_BRUTE running with the following options:

- FILE: /cases/insider-pagefile.sys

- PAGE_SIZE: 4096

RULES TYPE: DEFAULT

- RULE LOCATION: default_signatures.yar

- INVERSION SCAN: False .

- WORKING DIR: /home/sansforensics/insider-case

s

Mo b ] il Bt st |
]

[-
[-
[=-
{-
[-
[-

[!] FLAGGED BLOCK 70488: webartifact_html
[!] FLAGGED BLOCK 71556: webartifact html
[!'] FLAGGED BLOCK 72452: webartifact_javascript
[!] FLAGGED BLOCK 72455: webartifact_javascript

NOTE: This command can take considerable time to complete. If you are working on this live in
class, you’ll want to use the pre-cooked data provided in /cases/insider-pageBrute-
precooked.zip. Change directory back to your home directory and unzip this file to analyze the
output data. You can do this with the following two commands:

==
sansforensics@SIFT-Workstation$ cd ~
sansforensics@SIFT-Workstation$ unzip /cases/insider-pageBrute-precooked.zip
Archive: /cases/insider-pageBrute-precooked.zip

inflating: insider-case/webartifact_javascript/72457.block
inflating: insider-case/webartifact_javascript/274284.block

creating: insider-case/
creating: insider-case/webartifact_javascript/

ad =
unzip /cases/exercise6/insider-pageBrute-precooked.zip

One annoyance with page_brute is that is creates all directories with 777 permissions. This
causes the Ubuntu terminal to display the directory names in an odd fashion. Use the following
command to fix that. In the example command below, you are running this from the directory
containing the insider-case directory (your home directory in this case). Every directory found in
that directory will now be 755 permissions (yielding better security and a normal display).
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find insider-case -type d -exec chmod 755 {} \;
2. Review Output/Precooked Data

e Change directory into ~/insider-case/. What types of data did the default parsers for page_brute
discover?

webartifact_html
webartifact_javascript

e Change directory to the ~/insider-case/webartifact_javascript directory and run the Il command. What size
are the files?

4096 bytes
sansforensics@SIFT-Workstation$ cd ~/insider-case/webartifact javascript
sansforensics@SIFT-Workstation$ 11
total 6@
1073893 -rw-rw-rw- 1 sansforensics sansforensics 4696 2014-81-11 19:44 168494.block
1073900 -rw-rw-rw- 1 sansforensics sansforensics 4096 2614-01-11 19:44 168497.block
1073899 -rw-rw-rw- 1 sansforensics sansforensics 4696 2014-81-11 19:44 168498.block
1073901 -rw-rw-rw- 1 sansforensics sansforensics 4096 2014-01-11 19:44 168499.block
1073897 -rw-rw-rw- 1 sansforensics sansforensics 4096 2014-61-11 19:44 168588.block
1073898 -rw-rw-rw- 1 sansforensics sansforensics 4096 2014-61-11 19:45 274281.block
1073891 -rw-rw-rw- 1 sansforensics sansforensics 4096 2014-81-11 19:45 274284,.block

e Examine the file 274286.block. You could open it in the Bless hex editor or simply use the hexdump
command to dump the file. How would you characterize the file contents?

hexdump -C 274286.block

This appears to be part of an antivirus definition file. This appears to be the case because of
the number of small script elements and the names of various viruses and malicious software
in the file as well.

sansforensics@SIFT-Workstation$ hexdump -C 274286.block

00000000 16 03 60 10 6e 8c d7 ¢5 29 79 60 66 66 680 66 60 |....n...)y...... |
66600610 ©0C 00 60 060 60 60 60 08 34 02 06 06 60D 60 86 60 |........4..... o5 )
00e0e6828 3c 73 63 72 69 76 74 73 72 63 3d 22 68 74 74 78 |<scriptsrc="http|
600800838 3a 2f 2f 25 37 31 25 37 61 25 36 38 25 32 65 25 |://%71%7a%68%2e%|
06000840 37 34 25 37 38 25 37 33 25 36 38 25 36 39 25 32 |74%78%73%68%69%2|
60006858 65 25 36 33 25 36 66 25 36 64 2f 25 36 32 25 33 |e%63%67%6d/%62%3|
608006860 32 25 32 65 25 36 31 25 37 33 25 37 30 90 00 21 |2%2e%61%73%70..!|
006060870 23 53 43 56 54 3a 45 78 70 6¢c 6f 69 74 3a 57 69 |#SCPT:Exploit:Wi|
06080888 6e 33 32 2f 56 64 66 66 69 72 2e 41 5Ff d4e 65 77 |n32/Pdffir.A New|

e Could exploited web pages or other malicious file types be located in the page file?
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Yes, exploits or other malicious file artifacts could be located in the page file. This is a great
use for unstructured analysis of the page file.

e Change directory to ~/insider-case/webartifact_html and run the Il command. Note that the files are all
again 4096 bytes.

e Examine the data in the file 70488.block using the hexdump command. How would you characterize this
data? How might this be useful in an investigation?

hexdump -C 70488.block

This data can best be characterized as the manifest for .Net assembly. This means that there is
likely some executable code or resource data stored in the remainder of the page file
fragment.

sansforensics@SIFT-Workstation$ hexdump -C 70488.block

00000066 15 64 0a 00 15 34 68 60 15 52 11 c@ 4c 42 60 66 .d...d...R LB
00000670 ©1 60 060 60 f3 20 60 66 ©4 21 66 00 20 48 66 00 |..... ..

pooooope ©d 68 B8c 58 8b 36 86 86 11 11 66 88 11 74 11 60 i. POt
00000010 11 64 10 00 11 d2 8d c8 4c 42 06 00 01 60 66 86 |.d...... LB.vvn.]
90000020 ec 1f 60 080 3f 26 00 00 dc 47 60 60 80 00 60 00 |....7 ...G......|
00000030 19 1b 63 80 89 61 5e 60 ©2 30 80 00 40 44 60 80 |...... ..0..@D..|
50000040 01 00 89 80 8e 22 80 8O c7 22 08 08 cB 47 80 80 |....."..."...G..|
e s ol

.

- |

I
00000050 ©6 60 60 00 e2 62 60 60 11 15 68 80 15 74 6b 60 |.

I

I

0000030 20 20 3c 64 65 76 65 6e 64 65 Ge 74 41 73 73 65 | <dependentAsse]

00000240 6d 62 6¢ 79 3e 6d 6a 20 26 26 20 26 28 20 28 3c |[mbly>.. <]
00080e50 61 73 73 65 6d 62 6c 79 49 64 65 6e 74 69 74 79 |assemblyIdentity|
00000e60 ©6d 6a 26 20 26 20 20 26 20 20 20 26 20 20 74 79 |.. tyl
00860e70 78 65 3d 22 77 69 6e 33 32 22 6d Ba 20 206 20 20 |pe="win32".. i
60060280 28 20 20 20 206 20 206 26 6e 61 6d 65 3d 22 4d 63 | name="M1i |

66088e38 63 72 6f 73 6f 66 74 2e 57 69 6e 64 6f 77 73 2e |crosoft.Windows. |
660660ea8 43 6f 6d 6d 6f 6e 2d 43 6f 6e 74 72 6f 6¢c 73 22 |Common-Controls™|

6e6e6eb8 ©Od 6a 206 26 20 26 26 286 20 20 20 26 20 26 76 65 |.. ve|
80000ecd 72 73 69 6f 6e 3d 22 36 2e 38 2e 30 2e 38 22 6d |rsion="6.08.0.0".|
00000edd ©Ba 20 20 20 26 206 26 20 20 28 26 28 26 70 72 6f |. proj

00000eed 63 65 73 73 6f 72 41 72 63 68 69 74 65 63 74 75 |cessorArchitectu]
pooeoefo 72 65 3d 22 61 6d 64 36 34 22 6d 68a 26 20 286 280 |re="amd64™.. |
pooeofee 20 20 26 20 206 20 20 26 78 75 62 6¢c 69 63 4b 65 | publicKe]
gooeefle 79 54 6f 6b 65 6e 3d 22 36 35 39 35 62 36 34 31 |yToken="6595b641|
00000f20 34 34 63 63 66 31 64 66 22 6d 6a 20 20 20 28 26 |44ccfldf”.. |
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r[:'xercise Part III: Examine and Create YARA rules - Step-by-Step

l

e In this section, we’ll learn more about the structure of YARA rules by dissecting the rules written

by another author. YARA is a complex and powerful language. This lab will only scratch the
surface of its capabilities. You are highly encouraged to continue exploring YARA on your own

outside of class.

e Change directory back to the ~/page_brute directory. Examine the YARA rules defined by

default for page_brute using the grep command (shown below). The default rules are stored in
default_signatures.yar. This should give you some idea of the types of artifacts that page_brute

can detect.

grep rule default signatures.yar

rule administrative share_ abuse
rule remote_system_ syntax
rule http_request_header
rule http_response header
rule webartifact_html

rule webartifact javascript
rule cmdshell

rule webartifact gmail

rule social_security_syntax
rule smtp fragments

rule irc

rule ftp

sansforensics@SIFT-Workstation$ grep rule default_signatures.yar

e Examine the structure of a rule by opening the file in scite. In this exercise, we’ll only consider

the first rule, administrative_share_abuse.

scite default signatures.yar &

rule administrative_share_abuse
{
meta:
author="@matonis"
description="syntax for accessing adminstrative shares"
strings:
$s0 = /(copy|del|psexecinet)/ nocase
$s51 = "\\c$\\windows\\system32\\" nocase
$s52 = "\\c$\\system32\\" nocase
$s3 = "\\admin$\\" nocase
condition:
$s0 and (any of ($51,$52,$53))
}
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e The meta portion of the rule should be fairly self-explanatory. This section is completely
optional and contains fields for the rule author as well as a short description of the rule.

e Examine the $s0 portion of the rule. Which commands does the rule author look for?
Note: the nocase modifier is used to indicate that the string should be parsed case insensitive.
Note: the | symbol is a symbolic OR. It allows many strings to be expressed in a single variable.

The author looks for copy, del, psexec, and net.

e Examine strings Ss1, $s2, and $s3. Which directories does the author look for the commands
identified above to be run in? Note: the double backslash is required because the backslash is
an escape sequence in the YARA rule language.

The author looks for commands to be run in these directories:
o \cS\windows\system32\
o \cS\system32\
e \admin$\

e Finally, examine the condition statement. Under which conditions will this rule be matched?

The rule will be matched when any of the commands specified in $s0 are found in the same
page fragment as any of the directories specified in S1, S2, or $s3.

3. Building a new YARA rule.
= |n this case, you’ll build a YARA rule to detect executable files in the page file. This is sometimes
indicative of a downloaded or copied executable. When executables are run from a local drive,
they are not paged to disk (since they are already on the disk). Interesting indeed!

= We could signature on something interesting like the string “This program cannot be run in DOS
mode”. However, this string will not provide additional information about the file, such as the
filename. Getting results like that can be interesting, but sometimes feels like a tease. Instead,
we’ll focus on two pieces of data that should be part of the file VERSION_INFO. The two strings
you want to match are ‘FileVersion’ and ‘InternalName’. Both of these strings are Unicode, so we’'ll
have to use the ‘wide’ modifier to the YARA rule.

= |nthe page_brute directory, use scite to create a new rule file called paged_exes.yar using the
following command:

e scite paged exes.yar &

= |nthe new file, enter this text to create the shell for the new rule:
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rule paged_exes {
meta:
author="FOR526 student"”
description="find paged exes using data from the VERSION_INFO structure"
strings:
%$s0 ="~
$s1 = "
condition:
# Enter your own condition here

e Populate $s0 and $s1 with the appropriate strings to search for. Then, write a condition string that
can be used to detect the VERSION_INFO structure in executable files paged to disk. Since the
strings are stored as Unicode, don’t forget to apply the ‘wide” modified after each string. If you are
finding this too difficult, check out the solutions for the lab to get the exact syntax.

rule paged_exes {
meta:
author="FOR526 student”
description="find paged exes using data from the VERSION INFO structure”

strings:
$s0 = "FileVersion” wide
$s1 = “InternaiName” wide
condition:
$s0 and $s1

e When you are done, save the file and exit scite.

Exercise Part iV: Run page_brute with the new rule - Step-by-Step I

1. Inthe page_brute directory, run the following command to parse the page file, this time looking for
paged executable files:

./page _brute-BETA.py -r paged exes.yar -o ~/insider-exes \
-f /cases/exercise6/insider-pagefile.sys

Note: If page_brute tells you that the rule did not compile, carefully check the syntax of the rule
in paged_exes.yar before continuing. Ask an instructor for help if needed.
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sansforensics@SIFT-Workstation$ ./page brute-BETA.py -r paged_exes.yar
-0 ~/insider-exes -f /cases/insider-pagefile.sys
[+] - PAGE_BRUTE processing file: /cases/insider-pagefile.sys
[+] - YARA rule of File type provided for compilation: paged_exes.yar
««+s. Ruleset Compilation Successful.

[-] - FILE: /cases/insider-pagefile.sys

[-]1 - PAGE_SIZE 4096

[-]1 - RULES TYPE: FILE

[-]1 - RULE LOCATION: paged exes,yar

[-]1 - INVERSION SCAN: False

[-] - WORKING DIR: /home/sansforensics/insider-exes

1 FLAGGED BLOCK 61747: paged exes
1] FLAGGED BLOCK 61851: paged exes
] FLAGGED BLOCK 61879: paged exes
] FLAGGED BLOCK 61896: paged_exes

2. Examine results obtained with new YARA rules
e Change directory to the output directory, ~/insider-exes. Inside this directory there should be a
single directory (because you only had one rule matched). Change directory to paged_exes. Run
the following command to determine the number of files present. How many results were
obtained?

lg =1] we =1

628 pages were discovered containing the pattern specified in the YARA rule.

sansforensics@SIFT-Workstation$ 1s -1|wc -1
628

e Examine one of the output files to ensure that it contains what you expected. Since this page file
fragment contains binary data, a hex viewer is preferred over a text editor. Run the following
command to examine the file ‘454286.block’.

hexdump -C 454286.block

sansforensics@SIFT-Workstation$ hexdump -C 454286.block

66866668 77 55 6e 72 65 67 69 73 74 65 72 86 9b 82 49 6f |wUnregister...Io]
600080816 57 4d 49 57 72 69 74 65 45 76 65 6e 74 00 41 82 |wWMIWriteEvent.A.|
600606286 49 6f 52 65 67 69 73 74 65 72 44 65 76 69 63 65 |IoRegisterDevice]|
0000068386 49 6e 74 65 72 66 61 63 65 00 48 02 49 6f 52 65 |Interface.H.IoRe|
00000648 67 69 73 74 65 72 58 72 69 6f 72 69 74 79 43 61 [gisterPriorityCa}

For526 - SANS ©2015 Exercise 6 — Page File Analysis and YARA Rules 14



00000b10 01 60 49 00 6e 00 74 00 65 00 72 0O 6e 00 61 00 |..I.n.t.e.r.n.a.|
00000b20 Gc 00 de 00 61 00 6d 60 65 00 00 00 43 06 6¢c 80 |l.N.a.m.e...C.1.]|
00000b30 61 00 73 86 73 00 70 00 6e 60 70 66 2e 60 73 00 |a.s.s.p.n.p...s.|
00000b40 79 00 73 60 00 60 60 00 80 00 2e 00 61 00 4c 00 |y.S...........L.|

e The file stored in this page fragment had the internal name Classpnp.sys. That doesn’t sound too
bad. But rootkit.sys sure would. Or maybe a randomly named exe file... Unfortunately, this process
seems way too manual to perform by hand. Let’s use some shell-fu to analyze this better. Type the
following command into the command prompt:

Note: The switch following the letter e in each strings command is the letter L, not the number
1. The character following the capital A in the grep commands is the number 1.

for i in "1s ; do echo; echo $i; strings -e 1 $i | grep -Al
InternalName; strings -e 1 $i | grep -Al OriginalFilename; done

sansforensics@SIFT-Workstation$ for i in "ls’; do echo;echo $i; strings -e 1 $i |
grep -Al InternalName; strings -e 1 $i |grep -Al OriginalFilename; done

16816858.block
InternalName
FileVersion

114944 .block
InternalName
mouclass.sys
OriginalFilename
mouclass.sys

117077.block
InternalName
swenum. sys
OriginalFilename
Swenum. sys

e Note that the OriginalFilename and InternalName attributes don’t need to match, but they should
be very similar. Another addition might be to add the strings for ProductVersion or Description.
Most commercial software populates these fields in the VERSION_INFO structure, but malware
tends not to.

Optional Homework: If you have additional time, consider adding additional fields to the output of the shell
script above. This would require examining the fields available in the hexdump output and adding grep
lines to the for loop. This type of information is useful in real world investigations and should be part of
your arsenal going forward. After adding fields to output, consider creating a shell script that you can run
so you don’t have to copy (or remember) the long for loop.
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Exercise — Key Takeaways

e Since the much of the contents of a system’s physical memory can and in many cases, will be, sent to
the hard disk’s page file for temporary storage, the page file contains a wealth of data that holds
investigative value for forensic analysis.

e The page_brute tool contains default YARA rules that are useful for parsing some types of data.

e YARA rules are easy to create and highly customizable.
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Exercise 7 - Dumping Memory with volshell

Objectives

e  Gain experience enumerating modules using the Volatility framework
e  Learn to examine OS structures in memory using volshell
e  Learn to use volshell to extract arbitrary contents of a memory image and write them to disk

Exercise Preparation

Start a terminal and change into the /cases/exercise7 directory. Unzipevil driver.zip.

$ cd /cases/exercise?7
$ unzip evil driver.zip

Verify that your evil_driver.img file has the appropriate md5sum. We’ve seen some cases where copying and
extracting large files (such as these memory images) can cause errors.

# mdS5sum evil driver.img
l4ac99e2e6980d6a962f0ac2alcb65¢c8 evil driver.img

Exercise - Questions I

1. Image Identification
e Runthe imageinfo plugin against the evil_driver.img image.
i. When was the memory image created?

ii. What profile should be specified when analyzing this image?
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2. Driver Enumeration
In the first Volatility exercise, we started our analysis by enumerating processes via two different
methods- by walking linked lists and scanning for pool allocations marked with the process pool tags.
In this exercise, we will focus on enumerating drivers. When drivers are loaded into memory, a
LDR_DATA_TABLE_ENTRY structure is created. We can walk the linked list of LDR_DATA_TABLE_ENTRY
structures to enumerate drivers using the modules plugin.

Using the modules plugin on the evil_driver.img, enumerate loaded drivers.

e What is the full path of the irykmmww.sys binary?

e What is the base address of the irykmmww.sys binary?

e What is the size of the irykmmww.sys binary?

e |dentify the offset of the irykmmww.sys binary’s _LDR_DATA_TABLE_ENTRY structure.

3. Extract Rogue Driver

e Run the moddump plugin to dump the irykmmww.sys driver from memory. What is the size
of the resulting file?

e Analyze strings for the use of the loCreateSymbolicLink API. This APl is normally used for to
create a device file that is accessible from user space. Once the device file can be accessed
from user space, easy coordination between user and kernel space code can be accomplished.
This API is therefore very often used in rootkit drivers. Note that it is also often used in
legitimate drivers as well, so this by itself cannot be used to identify rootkit related drivers. This
check will also verify that the file was successfully extracted. What is the offset of the
loCreateSymbolicLink string?
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4. Use volshell to Extract the Driver

Run the volshell plugin to enter the volatility shell.
Note: For this portion of the exercise, you will be provided step by step in this portion of the
guide. You are not expected to already know this (that’s what the lab is about).

vol.py -f evil driver.img --profile=WinXPSP3x86 volshell

In volshell, run the command hh () to see help output. This shows some (but not all)
functions available in volshell.

In volshell, run the command modules () to list the modules. Record both the offset and
the base of the irykmmww.sys module.

Offset:

Base:

In volshell, run the command db (0x£836£000) to display a hex dump of memory at the
virtual address listed as the base of irykmmww.sys. This step is a sanity check to verify that the
familiar ‘MZ’ header (0x45da) is present as expected at the base address in memory.

The ‘MZ’ header is present as expected. Before we can manually dump the driver to a file, we
need to determine how much memory is allocated for it. To do this, you’ll need to examine the
_LDR_DATA_TABLE_ENTRY structure for the driver. In volshell, run the following
commands to dump the structure. Note that the address used for this command is the offset
field we found earlier in the output of the modules () command. Record the memory
allocated for the module, as located in the SizeOflmage field.

dt (' LDR DATA TABLE ENTRY', 0x81d1c7d0)

Allocated Memory Size :

In volshell, run the following commands to instantiate a new object representing the
address space of the memory file.

addrspace = self. proc.get process address space ()

In volshell, run the following commands to read the contents of the loaded module into
memory and store them in a variable we’ve named ‘data’. Note that the size of the image is
16384. We will use the hex representation of the number as this is probably more familiar
when dealing with the size of sections in memory.

data = addrspace.read(0x£f836£000, 0x4000)
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In volshell, run the following commands to create a handle to the output file. In this case the
output file is ‘/tmp/f836f000.dmp’ and the file mode is set to write (w) and binary (b). On Linux
platforms, the ‘b’ option is superfluous, however excluding it will cause problems on Windows
systems.

outfile = open('/tmp/£836£000.dmp', 'wb')

In volshell, run the following command to write the data read from the virtual memory
space to the output file opened in the last step.

outfile.write (data)

In volshell, run the following command to close the file. Depending on a number of factors,
the file will still have a zero length on the file system until the file is closed (or the data is
flushed). Since we'll be closing the file immediately anyway,

outfile.close ()

5. Examine the output file from volshell

Use the 1s —1 command to examine the file created by volshell. What is the file size?

Why is the file size different between the volshell and moddump techniques?

6. Compare the output files

Use the ssdeep command to compare the output files. The ssdeep command uses a fuzzy (or
piecewise) hashing algorithm to identify how much content multiple files have in common.

Change directory to /tmp

cd /tmp

Create a signature file from the dump file created by the moddump plugin.
ssdeep /tmp/driver.f836f000.sys > sigs

Now compare the vol shell output to the file created with moddump.
ssdeep -m sigs /tmp/£f836f000.dmp

Even though the size is different, are the files similar according to the fuzzy hashing algorithm?
What is the matching score?
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7. Optional Homework #1: Use the volshell plugin to dump other areas of memory. Using the
techniques described above, it is possible to dump arbitrary sections of memory. This is sometimes
preferable to using the moddump and d11dump plugins. That is because these plugins try to validate
the executable headers, which may be corrupted. Further these plugins do not offer the ability to
dump arbitrary sections of allocated memory, which may not belong to a module (heap memory for
example).

e One potential pitfall with the steps shown above is that volshell’s read function may fail if the
memory being read is paged to disk (or otherwise not in the physical memory image). For this
reason, it may be preferable to use the zread function in place of read. The zread function
operates identically except that it fills in inaccessible areas with zeroes. The reason this is not
the first choice function is that using it does not make it obvious when memory has been paged
out.

data = addrspace.zread(0xf836£f000, 0x4000)

Note that if you are looking for modules to dump for the optional homework, try using the
dlllist command to find a suspicious DLL with a name very similar to the suspicious driver.
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Exercise — Questions with Step-by-Step

1. Image Identification

e Run the imageinfo plugin against the evil_driver.img image
i. When was the memory image created?

2009-05-05 19:28:57 UTC

ii. What profile should be specified when analyzing this image?

WinXPSP3x86

user@SIFT$| vol.py -f evil driver.img imageinfo |

Suggested Profile(s)
AS Layer1
AS Layer2

pTB
KDBG

Image Type (Service Pack)
KPCR for CPU O
KUSER_SHARED_DATA

Image date and time

Image local date and time

PAE type ;

Number of Processors :
il

: Oxffdffooo
: Oxffdfo000
: 2009-05-05 19:28:57 UTC+0000
: 2009-05-05 15:28:57 -0400

Determining profile based on KDBG search...

: WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)

IA32PagedMemoryPae (Kernel AS)
FileAddressSpace (/cases/evil_driver.img)

PAE

: Ox319000L
. 0x80545b60

1

2. Driver Enumeration

e What is the full path of the irykmmww.sys binary?

C:\WINDOWS\system32\drivers\irykmmww.sys

user@SIFTS vol.py -f evil driver.img --profile=WinXPSP3x86 modules]

Offset(V) Name Base Size File

0x81e09670 mrxsmb.sys 0xf698e000 0x70000 “SystemRoot\system32\DRIVERS\mrxsmb.sys
0x8219ae70 hidusb.sys 0xf82ba000 0x3000 \SystemRoot\system32\DRIVERS\hidusb.sys
Ox81ed1bd0 HIDCLASS.SYS 0xf877a000 0x9000 \SystemRoot\system32\DRIVERS\HIDCLASS.5YS
0x82198038 HIDPARSE.SYS 0xf89fa000 0x7000 \SystemRoot\system32\DRIVERS\HIDPARSE .SYS
0x82197c18 mouhid.sys 0xf8167000 0x3000 \SystemRoot\system32\DRIVERS\mouhid.sys
0x81dbd970 mrxdav.sys 0xf649b000 0x2d000 \SystemRoot\system32\DRIVERS\mrxdav.sys
0x81d1¢c7d0 irykmmww.sys 0xf836f000 0x4000 \??\C:\WINDOWS\system32\drivers\irykmmww.sys

e What is the base address of the irykmmww.sys binary?

0xf836f000

e What is the size of the irykmmww.sys binary?
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0x4000
e Identify the offset of the irykmmww.sys binary’s _LDR_DATA_TABLE_ENTRY structure.
0x81d1c7d0
3. Extract Rogue Driver
e Runthemoddump plugin to dump the irykmmww.sys driver from memory. What is the size of

the resulting file?

14592

# vol.py -f evil driver.img --profile=WinXPSP3x86 moddump
-b 0x£f836£f000 -D /tmp

# 1s -1 /tmp/driver.f£836£000.sys

user@SIFT${vol.py -f evil driver.img --profile=WinXPSP3x86 moddump -b Oxf836f000 -D /tmp|
Module Base Module Name Result

0x0f836f000 irykmmww.sys OK: driver.f836f000.sys
user@IFTS 1ls -1 /tmp/driver.f836f000.sys
-rw-r--r-- 1 sansforensics dfircon 14592 Dec 23 10:31|/tmp/driver.f8367000.sys |

e Analyze strings for the use of the loCreateSymbolicLink API. This APl is normally used to create
a device file that is accessible from user space. Once the device file can be accessed from user
space, easy coordination between user and kernel space code can be accomplished. This API is
therefore very often used in rootkit drivers. Note that it is also often used in legitimate drivers
as well, so this by itself cannot be used to identify rootkit related drivers. This check will also
verify that the file was successfully extracted. What is the offset of the loCreateSymbolicLink
string?

0x3586

# strings -atx /tmp/driver.f836£f000.sys

# strings -atx /tmp/driver.f836f000.sys | grep
IoCreateSymbolicLink
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sansforensics@SIFT-Workstation:/cases/bootcamp$ strings -atx /tmp/driver.f8367080.sys
4d !This program cannot be run in DOS mode.
b8 Rich
1c8 .text
lef h.data
218 INIT

TRUNCATED OUTPUT

353c IoDeleteSymbolicLink
3554 IofCompleteRequest

356a KeServiceDescriptorTable
3586 IoCreateSymbolicLink
35%e IoCreateDevice

4. Use volshell to Extract the Driver
e Runthe volshell plugin to enter the volatility shell.
Note: For this portion of the exercise, you will be provided step by step in this portion of the
guide. You are not expected to already know this (that’s what the lab is about).

vol.py —-f evil driver.img —--profile=WinXPSP3x86 volshell

user@SIFT$[vol.py -T evil driver.img --profile=WinXPSP3x86 volshell |
Current context: System @ Ox823c8830, pid=4, ppid=0 DIB=0x319000
Python 2.7.3 (default, Feb 27 2014, 19:58:35)

Type "copyright", “credits” or "license" for more information.

IPython 2.0.0 -- An enhanced Interactive Python.

? -> Introduction and overview of IPython's features.
%quickref -> Quick reference.

help -> Python's own help system.

object? -> Details about ‘object', use 'object??' for extra details.

In [1]: l

e Involshell, run the command hh () to see help output. This shows some (but not all)
functions available in volshell.

e Inwvolshell, run the command modules () to list the modules. Record both the offset and
the base of the irykmmww.sys module.

Offset: 0x81d1c7d0

Base: 0xf836f000
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6x81dbda70
0x81e901ce
8x821665b8
0x8219f328
0x81dfb8c8
0x81d1c7de

exf64sboee
exfécqennn
oxf8c56068
8xf6359000
gxf6116060
oxf836fo08

8x822e9c88

oxT8a’7a000

\SystemRoot\system32\DRIVERS\mrxdav.sys
\SystemRoot\System32\Drivers\ParVdm.SYS
\??\C:\Program Files\VMware\VMware Tools\Driu
\SystemRoot\system32\DRIVERS\srv.sys

\SystemRoot\System32\Drivers\HTTP.sys

\??2\C:\WINDOWS\system32\drivers\irykmmww.sys
\??\C:\Program Files\Mandiant\Mandiant Intell]

e Involshell, run the command db (0x£836£000) to display a hex dump of memory at the
virtual address listed as the base of irykmmww.sys. This step is a sanity check to verify that the

familiar ‘MZ’ header (0x45da) is present as expected at the base address in memory.

>>> db(exf836f006
exf836f000 |4d 5a
exf836fe1e bs 6o

exfa36fe20
exfa36fe3e
oxfa36fe4e
oxf836fese
oxf836fo60
oxfa3efe7e

86 6@
66 68
e 1f
69 73
74 28
6d 6f

90
8o
(1]
B8
ba
28
62
64

0e
8o
e
08
Ge
78
65
65

83
68
ee
ae
ee
72 6fF
28 72
2e od

ee
ee
8e
8o
b4

ee
ee
ee
08
89
67
75
ed

ge
1]
]}
ee
cd
72
6e
ga

a4
48
68
a8
21
61
28
24

1
ae
oe
ee
b8
6d
69
L]

e
88
08
68
e1
26
Ge
ee

ge ff
T
06 o8
66 do
4c cd
63 61
20 44
86 68

ff
68
8e
: 1]
21
be
4f
0o

€8
o8
0o
08
54
Ge
53
ee

ee
0o
a8
00
68
6f
28
6o

llllllll!llLl !Th
is.program.canno
t.be.run.in.DOS.

e The ‘MZ’ header is present as expected. Before we can manually dump the driver to a file, we
need to determine how much memory is allocated for it. To do this, you’ll need to examine the

_LDR_DATA_TABLE_ENTRY structure for the driver. In volshell, run the following

commands to dump the structure. Note that the address used for this command is the offset

field we found earlier in the output of the modules () command. Record the memory
allocated for the module, as located in the SizeOfimage field.

dt (' LDR DATA TABLE ENTRY',

Allocated Memory Size : 16384
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>>> dt('_LDR_DATA_TABLE_ENTRY', 8x81d1lc7de)

[ LDR_DATA TABLE_ENTRY _LDR_DATA_TABLE_ENTRY] @ ©6x81D1C7D0
ox0 : InLoadOrderLinks 21768069048

8x8 : InMemoryOrderLinks 2178809048

0x10 : InInitializationOrderLinks 21786809056

0x18 : DllBase 4164349952

fxlc EgtrvPo;gt 4164358350

0x20 : SizeOfImage 16384|

8x24 : FullDlIiName \77\C: \WINDOWS\system32\drivers\irykmmww.sys
8x2c : BaseDllName irykmmww . sys

8x34 : Flags 152859904

0x38 : LoadCount 1

gx3a : TlsIndex 73

Ox3c : HashLinks 2178669180

0x3c : SectionPointer 4294967295

0x40 : CheckSum 18833

0x44 : LoadedImports 4294967294

0x44 : TimeDateStamp -

0x48 : EntryPointActivationContext e

8x4c : PatchInformation 7471209

In volshell, run the following commands to instantiate a new object representing the
address space of the memory file.

addrspace = self. proc.get process_address_ space ()

In volshell, run the following commands to read the contents of the loaded module into
memory and store them in a variable we've named ‘data’. Note that the size of the image is
16384. We will use the hex representation of the number as this is probably more familiar
when dealing with the size of sections in memory.

data = addrspace.read(0x£836£f000, 0x4000)

Involshell, run the following commands to create a handle to the output file. In this case
the output file is //tmp/f836f000.dmp” and the file mode is set to write (w) and binary (b). On
Linux platforms, the ‘b’ option is superfluous, however excluding it will cause problems on
Windows systems.

outfile = open('/tmp/£f836£000.dmp', 'wb')

In volshell, run the following command to write the data read from the virtual memory
space to the output file opened in the last step.

outfile.write (data)

In volshell, run the following command to close the file. Depending on a number of factors,

the file will still have a zero length on the file system until the file is closed (or the data is
flushed). Since we’ll be closing the file immediately anyway,
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outfile.close()

5. Examine the output file from volshell

Usethe 1s -1 command to examine the file created by volshell. What is the file size?
16384

user@SIFT$|ls -1 /tmp/f8361000.dmp |
-rw-r--r-- 1 sansforensics dfircon 16384 Dec 23 10:43 /tmp/f836f000.dmp

Why is the file size different between the volshell and moddump techniques?

Because the moddump command parses the PE header, it recreates the file as it was found on
disk. The windows loader allocates memory sections on page boundaries, while the compiler
strives to create a file as small as possible. This causes the “in memory” representation of an

executable to almost always be larger than the on disk version.

6. Compare the output files

Use the ssdeep command to compare the output files. The ssdeep command uses a fuzzy (or
piecewise) hashing algorithm to identify how much content multiple files have in common.
Change directory to /tmp

cd /tmp

Create a signature file from the dump file created by the moddump plugin.
ssdeep /tmp/driver.f836f000.sys > sigs

Now compare the volshell output to the file created with moddump.
ssdeep -m sigs /tmp/f836£000.dmp

Even though the size is different, are the files similar according to the fuzzy hashing algorithm?
What is the matching score? 100

Optional Homework #1:
Use the volshell plugin to dump other areas of memory. Using the techniques described above, it is
possible to dump arbitrary sections of memory. This is sometimes preferable to using the moddump and
d11ldump plugins. That is because these plugins try to validate the executable headers, which may be
corrupted. Further these plugins do not offer the ability to dump arbitrary sections of allocated memory,
which may not belong to a module (heap memory for example).

One potential pitfall with the steps shown above is that volshell’s read function may fail if the
memory being read is paged to disk (or otherwise not in the physical memory image). For this
reason, it may be preferable to use the zread function in place of read. The zread function
operates identically except that it fills in inaccessible areas with zeroes. The reason this is not
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the first choice function is that using it does not make it obvious when memory has been paged
out.

data = addrspace.zread (0xf836f000, 0x4000)

Note that if you are looking for modules to dump for the optional homework, try using the
dlllist command to find a suspicious DLL with a name very similar to the suspicious driver.

Exercise — Key Takeaways

e Using volshell isn’t scary at all.
o It can be used to examine and extract values from memory structures at a granular level.
o It can be used to dump arbitrary sections of memory — a useful skill when memory parsing tools
fail or return errors.
e Volshell can be used to dump memory sections with corrupt PE headers or sections that never had PE
headers. Corrupt PE headers can foil other plugins in like procexedump and procmemdump, so having
a backup technigue can save the day when your standards fail.
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Exercise 8 - Find All the Malware!

Objectives
e  Conduct a forensic memory analysis of a compromised system utilizing the Rekall framework
e  Recognize the similarities between Rekall and Volatility™
e Identify malicious DLLs and injected processes in a Windows memory image
e  Complete malicious DLL extraction in order to conduct further binary analysis
L

Recover evidence of batch file execution and the file itself from a memory image

Exercise Preparation

1. Startaterminal and change into the /cases/exercise8 directory. Unzip the archived memory image
farietl.zip.

$ cd /cases/exercise8
$ unzip farietl.zip

Exercise - Questions

You receive report of a machine functioning strangely. The admin believes that it is infected with malware.
The admin obtained a memory image as part of the newly implemented triage procedures. You have been
asked to identify what, if anything, is on the machine. The helpdesk unfortunately reloaded the machine

(contrary to SOP) so this memory capture is your only hope for analyzing the malware that targeted your
organization.

1. Image Ildentification

e Runthe imageinfo plugin against the farietl.vmem.
a. When was the memory image created?

b. What profile should be specified when analyzing this image?
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2. Rogue Process Analysis

e Runthepslist & pstree commands and check to see if there are any suspiciously named

processes.

a. Are there any system processes that are spawning user processes?

b. What other processes are running on the system that are commonly used by attackers to

execute tools?

3. Analyze Suspicious Process Objects
a. List the DLLs for the iexplore process PID 3340.

i. What is the command line with which this process was run?

ii. List any suspicious DLLs shown based on file path analysis.

b. What DLL and export are being executed by the rundll32.exe process with a PID 3276?

DLL:

EXPORT:

c. What DLL and export are being executed by the rundll32.exe process with a PID 34167

DLL:

EXPORT:
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4. Extract suspicious DLL for further analysis

a. Extract the suspicious DLL seen in PID 3416 d111ist output: “colcs.DLL”. What are some notable
API function calls, identified by using strings?

b. Upload this PE file to Virustotal, a third-party antivirus scanning service, for further analysis. How
many AV software vendors identify this DLL?

5. Analyze CMD.exe Process for Attacker Activity
a. With what command line was the cmd.exe process with PID 2088 started?

b. Based on the command line alone, what is the probable purpose of the cmd.exe command with
process ID 20887 Is there anything odd about the cmd.exe arguments?

c. Determine whether the cmd.exe process has a handle to the batch script it is executing. Was this
expected or not? Why or why not?

d. Itis still possible that the batch script is resident in a memory section of the cmd.exe process.
Follow the steps below to view its contents. Record your findings.

o Dump the cmd.exe process to a local directory using the memdump plugin.

o Use the strings command to extract the strings (batch files are strings after all) from the
process’ memory space.

o Finally, search through the strings for the contents of the batch file using grep for the del
command or less to view output page by page.

6. Extra Credit (if you have time): Repeat the exercise using Volatility™ and compare the results.

For526 - SANS ©2015 Exercise 8: Find All the Malware! 3



Exercise — Questions with Step-by-Step

1. Image Identification
e Runthe imageinfo plugin against the farietl.vmem.

a.

When was the memory image created?
06/21/2013 20:54:43 UTC
What profile should be specified when analyzing this image?

Win7SP0x86

$ rekall -f /cases/farietl.vmem imageinfo

user@sIfFT${rekall - farietl.vmem imageinfo |

Kernel DTB
7600.win7_rtm.090713-1255|

NT Build

NT Build Ex 7600.16385.x86fre.win7_rtm.090
713-1255

Signed Drivers True

Time (UTC) } 2013-06-21 20:54:43+0000 |

Time (Local) 2013-06-22 00:54:43+0000

Sec Since Boot 6278.515625

NtSystemRoot C:\Windows

s et e e i e e ke ok R e Physical LayOUt hhhhhddhhhdhddd
Phys Start Phys End Number of Pages

0x00001000 0x0009f000 158
0x00100000 0x3fee0000 261600
0x3ff00000 0x40000000 256

Fact Value

2. Analysis for Rogue Processes

e Runthepslist & pstree commands and check to see if there are any suspiciously named

processes.

d.

Most notably, we see 2 iexplore.exe processes being spawned from svchost.exe, a system process. Though
this is seen in some normal instances, it almost always warrants further investigation when a system process

Are there any system processes that are spawning user processes?

Spawns a user process.
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user@SIFTS rekall -f farietl.vmem pstree
__EPROCESS PPid Thds Hnds Time
0x86847530 c¢srss.exe (360) 352 9 489 2013-06-20 19:01:14+0000
0x86853530 wininit.exe (400) 352 3 78 2013-06-20 19:01:15+0000
0x868fa030 services.exe (504) 400 7 200 2013-06-20 19:01:16+0000
Ox86ccT8e0 svchost.exe (020) 504 11 356 2013-06-20 19:01:30+0000
0x85619030 iexplore.exe (3336) 620 19 418 2013-06-21 20:54:01+0000
0x853d8850 iexplore.exe (3244) 3336 11 219 2013-06-21 20:54:04+0000
0x856184e8 iexplore.exe (3340) 620 21 460 2013-06-21 20:54:12+0000
0xB8561e9a8 iexplore.exe (1892) 3340 18 352 2013-06-21 20:54:15+0000
0x85611d40 WmiPrvSE.exe (4008) 620 8 122 2013-06-21 20:52:50+0000

The dllhost.exe and rundli32.exe processes may or may not be suspicious, but should always be examined.
Additionally, the taskhost.exe command may be of interest.

b. What other processes are running on the system that are commonly used by attackers to
execute tools?

0x85638d40 cmd.exe 2456 2188 1 22 1 False 2013-06-21 20:53:13+0000 -
0x8537a9b8 conhost.exe 2528 408 2 31 1 False 2013-06-21 20:53:06+0000 -
0x85302030 VMwareTray.exe 2560 2420 4 70 1 False 2013-06-20 19:37:07+0000 -
0x85302770 vmtoolsd.exe 2572 2420 6 175 1t False 2013-06-20 19:37:07+0000 -
0x85647158 SearchProtocol 2940 1832 7 316 0 False 2013-06-21 20:54:03+0000 -
0x853d8850 iexplore.exe 3244 3336 11 219 1 False 2013-06-21 20:54:04+0000 -
0x85212030 rundll32.exe 3276 2960 5 89 1 False 2013-06-21 20:53:59+0000 -
0x85619030 iexplore.exe 3336 620 19 418 1 False 2013-06-21 20:54:01+0000 -
0x856184e8 iexplore.exe 3340 620 21 460 1 False 2013-06-21 20:54:12+0000 -
0x856203e0 rundll32.exe 3416 2960 6 110 1 False 2013-06-21 20:54:05+0000 -
0x85304030 audiodg.exe 3668 732 % 116 0 False 2013-06-21 20:51:59+0000 -
0x8567fa08 SearchProtocol 3688 1832 4 206 1 False 2013-06-21 20:54:37+0000 -
0x8686db20 conhost.exe 3932 408 2 34 1 False 2013-06-21 20:52:36+0000 -
0x85196778 cmd.exe 3976 2420 1 22 1 False 2013-06-21 20:52:36+0000 -

3. Analyze Suspicious Processes for lllegitimate Dlis
a. Listthe DLLs for the iexplore.exe process with PID 3340.

i.  Whatis the command line with which this process was run?

$ rekall -f farietl.vmem dlllist --pid=3340
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user@SIFT$ rekall -f farieti.vmem dlllist --pid=3340

A A A AR AT AR A A A AN A AR AN A A A A Ak AN AR A kA A b ek d &

iexplore.exe pid: 3340
fommand line : "C:\Program Files\Internet Explorer\iexplore.exe” -Embedding |

Base Size Load Reason/Count Path
0x013d0000 0xa6000 65535 C:\Program Files\Internet Explorer\iexplore.exe
0x76e10000  Ox13c000 65535 C:\Windows\SYSTEM32\ntdll.dll
0%76a40000 0xd4000 65535 C:\Windows\system32\kernel32.dll
0x75100000 0x43000 65535 C:\Windows\system3Z\KERNELBASE.d11l
0x75a50000 0xa0000 65535 C:\Windows\system32\ADVAPI32.dll

ii.  List any suspicious DLLs shown based on file path analysis.

0x73000000 0x38000
0x72860000 0x2d000
0x74120000 0x5000
0x70f10000 0x5a000
0x10000000 0x5¢c000
0x728a0000 0x2b000
0x706c0000 0x8000
Ox734a0000 0x32000
0x73c40000 0x40000

C:\Windows\System32\fwpuclnt.dll
C:\Windows\system32\IEUI.dll
C:\Windows\system32\MSIMG32.d11
C:\Windows\System32\netprofm.dll
lc:\Users\user\AppData\Roaming\colcs.dll]
T\Program Files\lnternet Explorer\ieproxy.dll
C:\Windows\System32\npmproxy.dll

C:\Windows\system32\winmm.dl1
C:\Windows\system32\UxTheme.dll

(7% [T Sl T I % e )

b. What DLL and export are being executed by the rundll32.exe process with PID 3276?
DLL: C:\Users\user\AppData\Roaming\tsxfas.DLL

EXPORT: DelltemString

rekall -f farietl.vmem dlllist --pid=3276

user@SIFTS rekall -f farietl.vmem dlllist --pid=3276

kA A A A AT A A A A A A A A b b hd bbb d b A b dd bbb dddd

Eundll32.exe pid: 3276
ommand line :Fundll32.exe "C:\Users\user\AppData\Roaming\tsxfas.dl1”,DelItemString |

Base Size Load Reason/Count Path
ExOOeaODO{) 0xe000 65535 C:\Windows\system32\rundll32.exe
x76e10000  Ox13c000 65535 C:\Windows\SYSTEM32\ntdll.dll
0x76a40000 0xd4000 65535 C:\Windows\system32\kernel32.dll
[ox75100000 0x4a000 65535 C:\Windows\system32\KERNELBASE.dl1l

c. What DLL and export are being executed by the rundll32.exe process with PID 34167
DLL: C:\Users\user\AppData\Roaming\colcs.DLL

EXPORT: get_user_height_max
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rekall -f farietl.vmem dlllist --pid=3416

user@SIFT$ rekall -f farietl.vmem dlllist --pid=3416

kA r AR kbbb b dd A kA A A h bk h bk dhd kb s
rundll32.exe pid. 3416
Command line : jrundll32.exe "C:\Users\user\AppData\Roaming\colcs.dll“,get_user_height_maxl

Base Size Load Reason/Count Path
0x00ea0000 0xe000 65535 C:\Windows\system32\rundl132.exe
0x76e10000 0x13c000 65535 C:\Windows\SYSTEM32\ntdll.dll
0x76a40000 0xd4000 65535 C:\Windows\system32\kernel32.dll

4. Extract suspicious DLL for further analysis

a. Extract the suspicious DLL seen in PID 3416 d111ist output: “colcs.DLL”. What are some notable
API function calls, identified by using strings?

.$ rekall -f farietl.vmem dlldump --pid=3416 --regex=colcs
 --dump_dir=/cases

user@SIFTS frekall -f fariet1.vmem dlldump --pid=3416 --regex=colcs --dump_dir=/cases |
_EPROCESS Name Base Module Dump File

0x856203e0 rundlli32. exe 34168 rundlliz exe Ox10000000 colcs.dll module.3416.3f6203e0.10000000.colcs.dll
user@SIFTS 1s -1 /cases/module.3416.3f6203e0.10000000.colcs.dll

-rw-r--r-- 1 sansforensics dfircon 376832 Dec 23 12.07 /cases/module.3416.3f6203e0.10000000.colcs.dll

$ strings /cases/module.3416.3£6203e0.10000000.colcs.dll

S8 ﬁtringn -e 1 /cases/module.3416.3f6203e0.10000000.coles.dll
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b. Upload this PE file to Virustotal for further analysis. What is identified as by the majority of AV

software vendors?

b total

SHAZ256: 893714819d3196e141108127cad873a691864039f 1 0d5805eae050987fabf4c 1

File name: medule. 3416.3f6203e0. 10000000411
Detection ratio: 4/ 47

Analysis date: 2013-07-08 03:18:15 UTC { 6 minutes ago )

5. Analyze CMD.exe Process for Attacker Activity
a. With what command line was the cmd.exe process with PID 2088 started?

$ rekall -f farietl.vmem dlllist --pid=2088

user@®SIFTS rekall -f farietl.vmem dlllist --pid=2088
LR e R R R R R e R R a R R R

cmd.exe pid: 2988

Command line :|cmd /C ““C:\Uﬁers\user\AnuData\LocaL\Tgmp\61310]5.Qgt“ “C:\Windows\System32\DllCaches\svchost . exe"” 4
Base Size Load Reason/Count Path

0x4a9d0o00o 0x4c000 65535 C:\Windows\system32\icmd.exe

Ox76210000  Ox13c000 65535 C:\Windows\SYSTEM32\ntdll.dl1l

b. Based on the command line alone, what is the probable purpose of the cmd.exe command with
process ID 2088? |s there anything odd about the cmd.exe arguments?

Using batch files for the deletion of malicious executable files is very common by sophisticated

adversaries. This is apparent in this instance because the file targeted for deletion, an executable, is

the argument to the batch file being executed. Note that the attacker has placed the svchost.exe

malware in the C:\Windows\System32\DlICaches directory. This is probably meant to blend in with

the legitimate dllcache directory.

¢. Determine whether the cmd.exe process has a handle to the batch script it is executing. Was this

expected or not? Why or why not?

$ rekall -f farietl.vmem handles --pid=2088 -t File
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No, there is no longer a handle in the cmd.exe process to the batch file.

A batch file is convenient for deleting an executable piece of malware because batch files can be self-
cleaning. Executables in memory are backed by their on-disk counterparts, sort of like a mini
pagefile for each executable image loaded. However, a batch file is not considered an executable
module. A batch file’s contents are read by the command interpreter and the handle to the file is
closed.

d. Itis still possible that the batch script is resident in a memory section of the cmd.exe process.
Follow the steps below to view its contents. Record your findings.

o Dump the cmd.exe process to a local directory using the memdump plugin.

$ mkdir /cases/cmd dump
$ rekall -f farietl.vmem memdump --pid=2088 -D /cases/cmd dump/

o Usethe strings command to extract the strings (batch files are strings after all) from the
process’ memory space.

$ cd /cases/cmd_dump
$ strings cmd.exe 2088.dmp > strings.txt

$ strings -e 1 cmd.exe 2088.dmp >> strings.txt

o Finally, search through the strings for the contents of the batch file using the search feature
in less to view output page by page. (Run the command below and press ‘/’ to invoke the
search feature. Type your keyword ‘del’ or ‘goto’ and hit enter. Go to the next hit by press

ot

n.

$ less strings.txt

[02CV
02CvV
:KtK
del %1
if exist %1 goto
ktk
del %0 0 %0 0

6. Extra Credit (if you have time): Repeat the exercise using Volatility™ and compare the results.
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Exercise - Key Takeaways

1. In walking through the analysis of the Fariet memory image, we were able to use the PID
relationship analysis to spot rogue iexplore.exe processes spawned by an svchost.exe process.

2. Compare the usage of Rekall and Volatility™ memory forensics platforms.
In analyzing this memory image, we examined how rundll32.exe can be used to call DLLs and how
that is shown using Rekall and Volatility™.

4. Becoming familiar with such plugins as dlllist, dlidump and handles will speed analysis and allow for
further investigation of suspicious DLLs outside of the memory image.
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Exercise 9 - Stuxnet Deep Dive

Objectives

e Conduct a forensic memory analysis using the outlined memory analysis steps
e Identify evidence of dll injection in use by Stuxnet by utilizing the Volatility framework
e Upload identified rogue dlls for further analysis by a third-party AV software scanner.

Exercise Preparation

$ cd /cases
$uls -al

1. Start aterminal and change into the /cases directory.
2. Ensure that the stuxnet.vmem image is located in this directory by performing a directory listing.

Exercise - Questions

At the time of its first discovery in July 2010, Stuxnet was acknowledged as one of the most sophisticated
pieces of malware ever created. It is a large, complex piece of code, with many different components of
varying capabilities. Some of its most notable features include zero-day exploits and privilege escalations, a

Windows rootkit, complex process injection and hooking techniques, network lateral movement mechanisms
and a Command and Control interface.

Through this exercise, you will be able to identify the process injection that Stuxnet exhibits through a
“Process Hollowing” technique of legitimate instances of Isass.exe processes.

1. Image ldentification

e Run the imageinfo plugin against the stuxnet . vmem.
a. When was the memory image created?

b. What profile should be specified when analyzing this image?

2. Identify Rogue Processes

e Usethe pslist plugin to walk the doubly-linked list of EPROCESS structures.
a. Identify the two suspicious Isass processes based on process start time analysis.
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b. What is the parent process for the rogue LSASS processes? What is the normal parent process of a
legitimate instance of LSASS?

c. Note the number of threads and handles identified for each.

3. Enumerate Dlls for Suspicious Processes
e Enumerate the dlls of each suspicious Isass.exe process by walking the linked list.
a. Compare how many dlls the rogue LSASS processes have to that of the legitimate Isass.
(Hint: Use wc —I for line count function.)

b. Validate the legitimate number of dlls of the legitimate LSASS process of stuxnet.vmem by comparing it
to the LSASS process running in the xp-laptop-2005-07-04-1430 . vmem image.

4. Identify injected Dlls in a Rogue Lsass Process.
a. Run the vaddump plugin against PID 868, specifying an output directory.
b. By running the £ile command against the vaddump output, identify how many PE (portable
executable) files were extracted from the VAD of PID 868. (Hint: Use wc —I for line count function.)

¢. ldentify the number of exe/dlls that are mapped to disk (not injected) in Process 868 through the use of
the vadinfo plugin.

d. Identify the injected dlls that are not mapped to disk through the use of the vadinfo plugin. Compare
the vaddump .dmp files identified by the £ile command as PE32 files to output of vadinfo.

5. Upload Injected Dlis to Virustotal for further analysis.
a. How many antivirus software programs hit on these injected dlls?

b. By evaluating the “Additional Information” provided by VirusTotal for the dll identified as Stuxnet, when
was this sample first submitted?

For526 - SANS ©2015 Exercise 9: Stuxnet Deep Dive 2



Extra Credit.

Using the Volatility framework’s yarascan, find the unique pdb path of the mrxnet driver associated with
the Stuxnet malware that includes the keyword “myrtus”. What is the full path of this pdb file?

Exercise — Questions with Step-by-Step

1. Image Identification

e Run the imageinfo plugin against the stuxnet.vmem.
a. When was the memory image created?

06/03/2011 04:31:36 UTC
b. What profile should be specified when analyzing this image?

WinXPSP3x86

$ vol.py -f /cases/stuxnet.vmem imageinfo

user@sSIFT$ vol.py -f stuxnet.vmem imageinfo
Determining profile based on KDBG search...

Suggested Profile(s) : WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)
A8 Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/cases/stuxnet.vmem)
PAE type : PAE
DTB : Ox319000L
KDBG : OxB80545ae0
Number of Processors : 1
Image Type (Service Pack) : 3
KPCR for CPU 0 : Oxffdff000
KUSER_SHARED DATA : Oxffdf0000
Image date and time : 2011-06-03 04:31:36 UTC+0000
Image local date and time : 2011-06-03 00:31:36 -0400

2. ldentify Rogue Processes
e Usethe pslist plugin to walk the doubly-linked list of EPROCESS structures.
a. ldentify the two suspicious lsass processes based on process start time analysis.

PID 868 Start Time 2011-06-03 04:26:55 UTC
PID 1928 Start Time 2011-06-03 04:26:55 UTC

b. What is the parent process for the rogue LSASS processes? What is the normal parent process of a
legitimate instance of Isass?

PID 668 Services.exe

On a normal Windows XP system, the Winlogon process creates Isass when the system boots. On Windows
Vista and higher, the Wininit process creates it.
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c. Note the number of threads and handles identified for each.

Legitimate LSASS Process
PID 680 Thds 19 Hndls 342

Rogue LSASS Processes
PID 868 Thds 2 Hndls 23
PID 1928 Thds 4 Hndls 65

$ vol.py —f /cases/stuxnet.vmem --profile=WinXPSP3x86 pslist

0x81£fa5390 j xe 1872 856 5 134 0
Ox81c498c8|lsnss.exe l 868 668 2 23 0
0x81cd47c00|1lsass.exe 1928 668 4 65 0
0x8lclOcdal cmd.exe 968 1664 0 e 0
0x81£f14938 ipconfig.exe 304 968 0 ——————— 0

3. Enumerate Dlls for Suspicious Processes
e Enumerate the dlls of each suspicious 1sass . exe process by walking the linked list.
a. Compare how many dlls the rogue LSASS processes have to that of the legitimate Isass.

Legitimate LSASS Process PID 680 — 64 DLLs
Rogue LSASS Process PID 868 — 15 DLLs
Rogue LSASS Process PID 1928 — 35 DLLs

b. Validate the legitimate number of dlls of the legitimate LSASS process of stuxnet . vmem by comparing
it to the LSASS process running in the xp-laptop-2005-07-04-1430.vmem image.

Legitimate Stuxnet Image LSASS Process PID 680 — 64 DLLs
Legitimate xp-laptop-2005-07-04-1430 image LSASS Process PID 536 — 65 DLLs

user@SIFTS vol.py —-f stuxnet.vmem ——profile=WinXPSP3x86 dlllist -p 680 |wc -1

Ser@sIFT$ vol.py -f stuxnet.vmem ——-profile=WinXPSP3x86 dlllist -p 868 |wc -1

er@SIFT$ vol.py -f stuxnet.vmem ——-profile=WinXPsSP3x86 dlllist -p 1928 |wc -1

user@SIFTS vol.py -f xp-laptop-2005-07-04-1430.vmem pslist |grep lsass
0x821d8248 lsass.exe 536 480 20 369 0 0 2005|
ser@SIFTS vol.py -f xp-laptop-2005-07-04-1430.vmem dlllist -p 536 |wc -1
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4. ldentify injected Dlls in a Rogue Lsass Process.
a. Run vaddump against PID 868, specifying an output directory.
b. By running the £ile command against the vaddump output, identify how many PE (portable
executable) files were extracted from the VAD of PID 868. (Hint: Use wc —I for line count function.)

Total of 9 PE32 files

$ vol.py —f /cases/stuxnet.vmem --profile=WinXPSP3x86 vaddump -p 868
--dump-dir=/cases/output/ lsass_rogue

sansforensics@SIF?-Horkstation:/cases/output/lsass_rogues file *.dmp
lsass.exe.1e498c8.0x00010000-0x60010Fff.dmp: data

lsass.exe.1e498¢8.0x00020000-0x00020fff.dmp: data

lsass.exe.le498c8.0x00030000-0x0006ffff.dmp: data

1sass.exe.1e498c8.0x00070000-0x00072fff.dnp: data

lsass.exe.1e498c8.0x00080066-0x000fafff.dmp: PE32 executable for MS Windows (DLL) (GUI) Intel 86386 32-bit
lsass.exe.le498c8.0x00166060-0x861fffff.dmp: data

lsass.exe.1e498c8.0x00200000-0x0020ffff.dmp: data

lsass.exe.le498c8.0x00216000-0x0021ffff.dmp: data

lsass.exe.1e498c8.0x00220666-0x80235fff.dmp: data

lsass.exe.1e498c8.6x00240000-0x602801ff.dmp: data

lsass.exe,1e498c8.0x00290866-0x002d0Tff.dmp: data

Lsass.exe.le498c8.0x002e0000-0x002e5fff.dmp: DBase 3 index file

lsass.exe.le498c8.6x00270000-0x003b7fff.dmp: data

Lsass.exe.le498¢8.0x003c0000-0x004c2fff.dmp: data

lsass.exe.le498c8.0x004d0000-0x004dofff.dmp: data

lsass.exe.le498¢8.0x004e0008-0x0055ffff.dmp: data

lsass.exe.1e498c8.0x00560000-0x00560Fff.dmp: data

lsass.exe.1e498c8.0x00570000-0x0066ffff.dmp: data

lsass.exe.le498c8.0x01000608-0x01065fff.dmp: PE32 executable for MS Windows (GUI) Intel 86386 32-bit
lsass.exe.1e498c8.0x77dd0000-0x77e6afff.dmp: PE32 executable for MS Windows (DLL) {console) Intel 86386 32-bit
lsass.exe.1e498c8.0x77e70000-0x77f0Lfff.dmp: PE32 executable for MS Windows (DLL) (console) Intel 86386 32-bit
lsass.exe.1le498cB.0x77f16000-0x77f587ff.dmp: PE32 executable for MS Windows (DLL) (console) Intel 80386 32-bit
lsass.exe.1e498c8.0x77fe0006-0x77ffofff.dmp: PE32 executable for MS Windows (DLL) (console) Intel 88386 32-bit
lsass.exe.1e498c8.0x7c800000-0x7c8f5fff.dmp: PE32 executable for MS Windows (DLL) (console) Intel 86386 32-bit
lsass.exe.1e498¢8.0x7c900006-0x7c9aefff.dmp: PE32 executable for MS Windows (DLL) {console) Intel 80386 32-bit
lsass.exe.1e498c8.6x7e410008-0x7ed4adfff.dmp: PE32 executable for MS Windows (DLL) (GUI) Intel 88386 32-bit
lsass.exe.le498¢8.0x7f610080-0x7f7effff.dmp: data

lsass.exe.1e498¢8.0x7ffbo0BE-0x7TFd3fff.dmp: data

lsass.exe.le498c8.0x7ffdcoo8-0x7ffdcfff.dmp: data

lsass.exe.1e498¢8.0x7ffddeee-ex7ffddfff.dmp: DOS executable (COM)

lsass.exe.1e498c8.0x7ffded00-0x7ffdefff.dmp: data

sansforensics@SIFT-Workstation:/cases/output/lsass_rogue$ file *.dmp|grep PE32 |wc -1

9

c. ldentify the number of exe/dlls that are mapped to disk (not injected) in Process 868 through the use of
the vadinfo plugin.

$ vol.py -f /cases/stuxnet.vmem --profile=WinXPSP3x86 -p 868 vadinfo |
grep -Bl -A9 -i Imagemap | grep -i dll | wc -1
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user@SIFT$ vol.py —-f /cases/stuxnet.vmem --profile=WinXPsSP3x86 -p 868 vadinfo
| grep =Bl -A9 -i Imagemap | grep -i dll | wc -1

d. Identify the injected dlls that are not mapped to disk through the use of the vadinfo plugin. Compare
the vaddump .dmp files identified by the £ile command as PE32 files to output of vadinfo.

$ vol.py -f /cases/stuxnet.vmem --profile=WinXPSP3x86 vadinfo -p 868

VAD node @ 0x822e7e70 |Start 0x00080000 End 0x000F9fff |Iag Vad

Flags: Protection: 6
Protection: PAGE_EXECUTE_READWRITE

ControlArea @81de9890 Segment e2b7dbfe

Dereference list: Flink 00000000, Blink 00600000
NumberOfSectionReferences: ® NumberOfPfnReferences: e
NumberOfMappedViews: 1 NumberOfUserReferences: 1
WaitingForDeletion Event: ©06000000

Control Flags: Commit: 1, HadUserReference: 1

First prototype PTE: e2b7dc30 Last contiguous PTE: e2b7dff8

Flags2: Inherit: 1

AD node @ 0x81flef08 |Start ©x01000000 End 6x01005fff| Tag Vad
Flags: CommitCharge: Z, Protection: ©

Protection: PAGE_EXECUTE_READWRITE

ControlArea @81fbeee® Segment e24b4cl®

Dereference list: Flink 00000000, Blink 00000000
umberofSectionReferences: 1 NumberOfPfnReferences:
umberOfMappedViews: 1 NumberOfUserReferences:
aitingForDeletion Event: 00000000

Control Flags: Commit: 1, HadUserReference: 1

irst prototype PTE: e24b4c50 Last contiguous PTE: e24b4c78
Flags2: Inherit: 1

N @

5. Upload the Injected Dlis to Virustotal for further analysis.
a. How many antivirus software programs hit on this injected dlls.

¥2 total

SHAZGE 2b2845i 700 Tl 5h30ccdi 37 2adbb2 36554 2084091 3300 a56I57 7o D0 ebd $
Flie name process Ox81c47c00. 0x80000.amp —
Detection ratio 40/ 48 t O @ G

Analysis date: 2013-04.03 10:40.21 UTC ( & months age )
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b. By evaluating the Additional Information provided by VirusTotal for the dll identified as Stuxnet, when
was this sample first submitted?

12/29/2011 17:59:57 UTC

Flle names

First submission

Last submission

4 VirusTotal metadata

2011-12-29 17:49:57 UTC ( 1 year, 6 months ago )

2013-01-03 10:40:21 UTC ( 6 months ago |

process.0x81c47c00.0x80000.dmp
process.0x81c498c8.0x80000.dmp
1926__ SystemMemory%5c0x00080000-0x000f9tif. VAD

Extra Credit.
Using the Volatility framework’s yarascan, find the unique pdb path of the mrxnet driver associated with
the Stuxnet malware that includes the keyword “myrtus”. What is the full path of this pdb file? (Note that
yarascan will show the 256 bytes from the keyword hit. To view the drive letter of the pdb path, run
yarascan with the “-R 256" option, which will show the 256 bytes prior to the keyword hit.)

$ mkdir stuxnet

$ vol.py -f /cases/stuxnet.vmem yarascan -Y “myrtus” -D /cases/stuxnet -K

Rule: r1

0xb21d9dgb
0xb21d9dab
0Oxb21d9dbb
0xb21d9dch
0xb21d9ddb
0xb21d9deb
0xb21d9dfh
0xb21d9e0b
Oxb21d%e1b
Oxb21d9e2b
0xh21d%e3b
0xb21d%edb
0xb21d9e5b
0xb21d9e6h
0xb21d9%e7b

0xb21d9e8b_

6d
65
75
00
£f

Owner: mrxnet.sys

79
5f
61
00
00

72
77
76

74
32

75

73
5f
70
30
d8
cf
d8
25
do
a2

5¢

73
38
62
00
ff
1d
ff
1d
ff

sansforensics@siftworkstation:/cases/stuxnet/myrtus$ vol.py -f /cases/stuxnet.vm|
em yarascan -Y "myrtus" -D /cases/stuxnet/myrtus -K
Volatility Foundation Volatility Framework 2.4

e_w2k_x86\1386\g
uava.pdb........

................

................

................

................

................

................

................

-R 256

$ vol.py -f /cases/stuxnet.vmem yarascan

-Y “myrtus” -D /cases/stuxnet -K
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sansforensics@siftworkstation:~% vol.py -f /cases/stuxnet.vmem yarascan -Y “myrt

us" -D /cases/stuxnet -K -s 256 -R 256

Volatility Foundation Volatility Framework 2.4

Rule: r1

fOwner: mrxnet.sys

0xb21d9d9b 00 74 00 65 00 6d 00 5c 00 63 00 64 00 66 00 73 JE e,

0xb21d9dab 00 00 00 00 00 5c 00 46 00 69 00 6¢ 00 65 00 53  ..... Vi

Oxb21d9dbb 00 79 00 73 00 74 00 65 00 6d 00 5¢ 00 66 00 61 .y

0xb21d9dch 00 73 00 74 00 66 00 61 00 74 00 00 00 5c 00 46 iS5
1
m

-
o —h D —h
o ML nwn

0xb21d9ddb 00 69 00 6¢c 00 65 00 53 00 79 00 73 00 74 00 65
Oxb21dSdeb 00 6d 00 5c 00 6e 00 74 00 66 00 73 00 00 00 00 ; R i
Oxb21d9dfb 00 03 00 00 00 QO 00 00 00 00 00 00 Q0 00 01 00  .....vuniiernnnn
0xb21d9e0b 00 00 00 00 00 00 00 00 00 00 00 00 Q0 01 01 01 ... uivuniinrrnns
Oxb21d9e1b 00 00 00 00 00 00 00 00 00 00 00 00 Q0 01 01 01 .. viivinirenrnnn
Oxb21d9%e2b 00 00 00 00 00 00 01 01 O1 00 00 Q0 00 48 00 00  .....ovvurnnn H..
Oxb21d9e3b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ...vvvirnrenrnns
f0xb21d9ed4h 00 00 00 00 00 QO 00 00 00 00 00 00 00 00 00 00 ... .oiimunnunnns
Oxb21d9e5h 00 00 00 00 00 00 00 00 00 00 00 00 OO OO0 00 Q0  .....cvvvvnnnnnn
Oxb21d%e6b 00 00 00 00 00 00 00 00 00 Oc 9f 1d b2 d0 9d 1d ........ccvvunnn
0xb21d9e7b b2 02 00 00 00 52 53 44 53 87 9a 86 de d& 5f d9  ..... RSDS.....

7 7 47 1 5¢ 0..c..G.(, .. .b:\

[Exercfse: Key Takeways

1. By using knowledge of Windows Internals and “what normal looks like”, we were able to spot the rogue Isass
processes instantiated by stuxnet malware components.

2. Through further analysis, we isolated the injected dlls in one of the rogue lsass processes and verified our findings by
uploading our samples to Virustotal.

3. This memory image provided an excellent example of “process hollowing”, the technique malware uses to create a
legitimate process and take it over.

Additional Resources for Stuxnet

e  Mark Russinovich's Analyzing a Stuxnet Infection with the Sysinternals Tools, Part | Part il Part Il

e MNIN Security Blog: Coding, Reversing, Exploiting: Stuxnet's Footprint in Memory with Volatility 2.0

e Symantec's W32.Stuxnet Dossier
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Exercise 10 - Recovering Login Passwords

Objectives

e  Through the use of the mimikatz Windows Debugger extension, extract Windows user credentials
from the LSASS process

e  Apply extracted credentials to gain access to a suspect user’s password-protected zip file

Exercise Preparation

1. Open the Windows 8.1 VM provided with the course. Open a command prompt and change directory to
C:\Tools where the standalone Volatility framework is located.

> ed C:\Tools

2. Note thatin this lab, there are many command line options that contain zeroes. These are sometimes
confused for the capital letter ‘O’. As a helpful tip for this lab, the commands entered in Windows
Debugger will only make use of the number zero.

3. Because this lab introduces several new concepts, there is only a “step by step” portion.

Exercise — Questions with Step-by-Step

1. Image ldentification

e Onthe Win8.1 VM, run the imageinfo plugin using the standalone Volatility 2.3.1 framework
found in the C:\Tools directory against the encryptedDocs.vmem memory image in
C:\cases\exercise10.

i. When was the memory image created?

2013-12-31 23:28:08 UTC

ii. What profile should be specified when analyzing this image?

Win7SP0x86

C:\Tools> volatility-2.3.1.standalone.exe -f
C:\cases\exerciselO\encryptedDocs.vmem imageinfo
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Determining profile based on KDBG search...

Suggested Profile(s) : Win7sPOx86, Win7SP1x86
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Lavyer2 : FileAddressSpace (C:\cases\exerciselO\encryptedDocs.vmem)

PAE type : PAE
DTB : Ox185000L
KDBG : Ox82970be8L
Number of Processors : 1
Image Type (Service Pack) : 0O
KPCR for CPU D : Ox82971cO0L
KUSER_SHARED_DATA : Oxffdfoo00L
Image date and time : 2013-12-31 23:28:08 UTC+0000
Image local date and time : 2013-12-31 18:28:08 -0500

2. Convert the encryptedDocs.vmem file to a crashdump using Volatility’s plugin raw2dmp.

C:\Tools> volatility-2.3.1l.standalone.exe -f
C:\cases\exerciselO\encryptedDocs.vmem --profile=Win7SP0x86
raw2dmp -O C:\cases\exerciselO\encryptedDocs.dmp

c:\Tools>volatility-2.3.1.standalone.exe -f c:\cases\exerciselO\encryptedDocs.vmem --profi
le=Win7SPOx86 raw2dmp -0 c:\cases\exerciselO\encryptedDocs.dmp

volatility Foundation volatility Framework 2.3.1

Writing data (5.00 MB chunks): |

------------------------------------------------------------------------------------------

..........................................................

3. Load the crash dump in Windbg

e Open the x86 instance Windbg.
e Use the “File -> Open Crash Dump” menu option (or press CTRL-D) to open the crash dump.

File | Edit View Debug Window Help

Open Source File... Ctrl+0O
Close Current Windov Ctri+F4
Open Executable... Ctrl+E
Attach to a Process... F&
Open Crash Dump... Ctrl+D
Connect to Remote Session... Ctri+R
Connect to Remote Stub...

Kernel Debug... Ctrl+K
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You should see the following output:

* XK Type referenced:. nt!_KPRCBE HHH
IEIEH I
I NN NN NN R AR NN RN NI EN R RN NN IEEIFE NI

Probably caused by : ntkrpamp.eze ( ntkrpamp.e=ze!unknown _error in process )

Followup: MachineOwner

kd> ||

3. Load Symbols

e You will need symbols loaded to get the appropriate output. Run the following two commands
in the Windbg prompt.

.sympath SRV*C:\symbols*http://msdl.microsoft.com/download/symbols

.reload

e Alternatively, you can use the menu prompts to add symbols as shown below:

¥

File | Edit View Debug Window Help

Open Source File... Ctrl+0
Close Current Window Ctrl+F4
Cpen Executable.. Ctrl+E
Attach to a Process... F&
Gpen Crash Dump... Ctri+ I
Connect to Remote Session.., Ctrl+R
Connect to Remote Stub...
Kernel Debug... Cirl+ K
| Symbol File Path ... Ctrl+S
Source File Path ... Ctri+P
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Symbol Search Path

Symbol path: [
| SRY"C:\symbols http://msdl microscft com/download/symbols eaiiiae.d
Cancel
Help
2 Browse
[VIReload

4. Load the mimikatz DLL
e Note that you must load the appropriate mimikatz DLL for the architecture of the memory
image you are investigating. This will also be the same as the architecture Windbg you have

launched (in this case x86).

.load C:\Tools\mimikatz 2.0RC\win32\mimilib.dll

**|f using the x64 version of WinDbg when analyzing other memory images outside of
class, you would type the following to point to the x64 mimikatz extension:

Joad C:\Tools\mimikatz_2.0RC\x64\mimilib.dll

\kd> . load C:“Toolsmimikatz_2. 0RChwin3d2mimilib.dll

| e mimikatz 2.0 alpha (286) release "Kiwi en C" (Dec 30 2013 01:32:59)
¢ © ¥, Windows build 7600
IE -~ FE e ox x
Tt N o R Benjamin DELPY “gentilkiwi® ( benjamnin@gentilkiwi.com )
B & http:~ blog.gentilkiwi com mimikatz (o2, . =20)
CEERRE WinDBG extension | #* % 3%/

;# Search for LSASS process

(0: kd> !process 0 0 lsass. exe

|# Then switch to its context

0: kd>» .process “r /p <EPROCESS address:
1# And finallwy

0 kd: Imimikatz
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5. Determine the EPROCESS address for Isass.exe

e To switch into the context of the Isass.exe process you will first need to identify the address of the
EPROCESS structure of the Isass.exe process. You are concerned with the address of the Isass.exe
process because this process handles authentication (and as such will have the passwords you
seek).

e Type the following command into the Windbg prompt:

'process 0 0 lsass.exe

kds lorocres L lsa=s=s.exe
PROCESS B868729c8| SessionlId: 0 Cid: 01c0 Peb: 7f££dd000 ParentCid: 0150

TITES=EET 9885200 ObjectTable: 88220438 HandleCount: 564
Inage: lsass exe

6. Switch context to the Isass.exe process

e Next, using the address of the EPROCESS block identified in the last step, switch context to the
Isass.exe process. Switching contexts will load the appropriate DTB and page tables to access the
Isass.exe process memory space.

ikd> .process “r /p 868729c8
Imnplicit process is now 8687298

7. Dump the logged in user passwords from Isass.exe

e Use the mimikatz plugin to dump passwords for logged on users. These passwords will usually be
stored in plaintext due to requirements for backward compatibility and HTTP basic authentication.

Imimikatz

e Note that there are four users logged into the machine. User ‘rob’ (a prime suspect in the case)
has a password that is fairly long and would be difficult to otherwise brute force. Because we

know that users often reuse passwords, this is a golden find for an investigator trying to decipher
encrypted files.
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Authentication Id : 0 : 351411 (00000000:00085cb3)
Se==10on : Interactive from 3
Uzer Hame © rohb
Domain . win7_en_=86
SID : 5-1-5-21-1736815449-3557616216-3605033955-1003
m=w
[00000003] Prlmary
# [Jzername . rob
#* Domain . owin?_en_x=86
# LM : 2l6bd2725b58cBaslbsc593590135a1f
* NTLM : 7347077440acdfbaaillcldciafefbab
* SHAL : bdadlcz0%ed30ebitbe83452242146193c52£9639
t=plkg
#* [Jzername : rob
* Domain : win?_en =86
* Password : ezxudegreatness
wdigest
# Username : rob
#* Domain : win7_en_=86
* Paz=word | exudegrestness
kerberos
# [=zername @ rob
# Domain © win7_en_=86
# Pazsword . exudegreatness
==p
nasterkey
[O000O0000]
*® GUID {5f011561-2091-4e06-817e-7£8%abban0z29}
* Time J1-12,2013 23:27:09.3758
# Key 35 1d al 7c af 2d 86 d9 15 ce 2d 70 9a dl1 09 35 4

e User ‘jake’ apparently uses his Twitter handle as his password. This is obviously bad for security.

Authentication Id : 0 ; 241494 {(00000000:00032£56)
Session . Interactive from 2
UTzer Hamne : jake
Domain . win7_en_=86
SID : 5-1-5-21-1736B15449-3557616216-3605033955-1001
ns=v
[oooooooz] Prlmarv
* U=zernamne jake
#* Domain : win7_en_x=86
* LM . 2ca53154f74775c£3073307915d12a29
* NTLM . BhB02lechtbb2bdabn?1244d0aaz98laaa
* SHal  e7080fcl316e8f7a2329be358£97454da732550a
t=pkg
#* [lzername : jake
#* Domain : win?_en_=86
#* Passyord : @malwarejaks
wdigest
#* Uzername : jake
#* Domailn . win?7_en_=86
* Password : @malwarejake
kerberos
#* [Jzernamne : jake
* [Domain . win7_en_ =86
#* Password | @malwarejake
s==p
mnazterkey
[0oooo00o0)
* GUID {elf5cdde-d42bbt—-4fdl-bace-99% eda29862}
* Time 3171272013 23.26:44 ., 406
* Key 79 02 cd 0 73 78 4f cd dc 75 85 90 d5 ea ec bb 2 75
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e User ‘alissa’ also uses her Twitter handle as her password. Obviously some users need training to
choose better passwords. Of course the key of this lab is not to pick on password selection, but to
identify the fact that mimikatz can recover the plaintext passwords of logged in users.

Authentication Id : 0 ; 119396 (00000000:0001d264)
Ses=ion : Interactive from 1
User Hame o alissa
Domain . win7_en_=86
SID : 5-1-5-21-1736815449-3557616216-3A05033955-1002
nEw
[oooooD0n3)] Prlmary
# Usernans alis=a
* Domain . win?_en =86
#* LM ; fdaedd7d7597e0£69b%a28282c300b2e
#* HTLH ; 2229d54e058d40a6682455c8fEchb148
* SHAL : 778cdd95e23b210e91b3a%9432feS5abb034£2£804
t=pkg
#* Uzername ;| alissa
# Domain : win?_en =86
# Paszsword : @sibertor
wdigest
# [Isername : alissa
# Domain © win7_en_ =86
# Paszsyord : @=ibertor
kerberos
#* Username @ alissa
* Domain © owin7_en =86
# Passyord : @=ibertor
==p
nasterkey
[OoOoO0000]
* GUID {ebbe2d24-3b25-4826-ab9d-5c4bf500da28}
* Tine 31122013 23:26:14,812
* Hey bc ea 8f 75 14 &b 56 56 57 32 20 4c 7f ad 41 4b 15

8. Use the passwords you've recovered to open the zip file C:\cases\exercise10\Secrets.zip.
e The passwords recovered with mimikatz can be used to decrypt the encrypted zip file.

9. If you have extra time, try to recover the passwords used on other memory images provided for the
course.
e Try an x64 memory image as well.

Exercise — Key Takeaways

e Recovery of plaintext passwords is possible for logged in users.
Four users were logged in, with at least one using a fairly strong password.

e Due to password reuse by the user “Rob”, you were able his Windows password to decrypt the zip
file and get the secret data. In this instance, brute forcing the zip file password would have been
prohibitively difficult.
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Exercise 11-Memory Forensics and Insider Cases

Scenario

You have been retained by Better Widgets Inc. (BW) to investigate a potential insider case. A rival company,
Even Better Widgets Inc. (EBW), is suspected of planting an insider to smuggle information from the company.
The insider is believed to have stolen archives containing customer data from the company’s database. These
archives may contain credit card numbers. BW estimates that thousands of credit cards were stolen.
However, disk-based forensics have not turned up any good leads. Because BW produces e-voting machines,

they have personal information for many millions of voters. If this information were released, the damage
would be huge.

The suspect was terminated and removed from the building where he was working. HR says that there is no
reason for this user to have accessed any customer records. Customer records at BW may contain social

security numbers and credit card numbers (complete with CV2 values). If these are found on the suspect’s
machine, it would be a clear indication of wrongdoing.

Lucky for you, shortly after the suspect was removed from the premises, a memory capture of his machine
was obtained. However, because the company’s internal forensics analyst hasn’t been through FOR526 yet,
he didn’t know what to do with the memory. That's where you come in. Use the skills you’ve learned up to
this point to process this memory image.

Objectives

e  Conduct a forensic memory analysis of a case involving a potential insider
e  Gain experience using Bulk Extractor

e  Use unstructured memory analysis to provide investigative findings

[Exercise Preparation ]

1. Startaterminal and change into the /cases/exercisell directory. Unzip the archived system
memory image insider-case. zip.

$ cd /cases/exercisell
$ unzip insider-case.zip
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Exercise — Questions

1. Image Identification

Although this exercise focuses largely on unstructured analysis, structured analysis tools are still
useful to confirm the date and time that the image was taken. Run the imageinfo plugin
against the insider-case.vmem image to determine the OS, architecture, and when the image
was obtained.

cd /cases/exercisell
vol.py -f insider-case.vmem imageinfo

i. When was the memory image created?

ii. What profile should be specified when analyzing this image?

2. Process Image with Volatility

Run the ps1ist plugin. Are there any exited processes listed? Are there any web browser
processes listed?

vol.py —-f insider-case.vmem --profile=Win7SP1x64 pslist

Run the netscan plugin against the image. Does the netscan plugin show any evidence that
the user was running a web browser? If so, what?

vol.py —-f insider-case.vmem --profile=Win7SP1x64 netscan

Run the shellbags plugin and examine the output. Is there evidence that the suspect may
have accessed a network share?

vol.py -f insider-case.vmem --profile=Win7SP1x64 shellbags
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e Runthe userassist plugin. Isthere any evidence that the suspect used an anti-forensics
tool (or evidence eliminator)?

vol.py -f insider-case.vmem --profile=Win7SP1x64 userassist

3. Run Bulk Extractor
e Based on the information you have been provided, the suspect may have sold customer’s credit
card numbers and used anti-forensic tools on his workstation. Run bulk extractor to determine
what evidence can be extracted from the memory image.
e Create a new directory for the output named /cases/insider.

mkdir /cases/exercisell/insider

e Run bulk extractor using the default options. Because this may take a long time to perform,
simply start the run and then terminate it. Instead of waiting for bulk extractor to finish, unzip
the data in the file bulkExtractor-insider-precooked.zip.

bulk_extractor -o insider insider-case.vmem

unzip bulkExtractor-insider-precooked.zip

4. Review Bulk Extractor Output
e Open a terminal window in the SIFT VM and type:

BEViewer &

e From BEViewer’ toolbar, select File -> Open Report. These actions are shown in the
screenshots below.

SN Edit View Tools Help

= Open Report...

e Inthe Open Report dialog, select the report file /cases/exercisell/insider/report.xml and press
Ok. If Because Bulk Extractor was run with a relative path for the image file, you will have to
manually specify the memory image location. Note that the ‘Select Image File’ dialog has a
display filter that will normally exclude .vmem files.
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QOpen Report

Report Fite (report. xml) ases/exerciset1/inside

Image File
Use path From Report
@ Selecr custom path ases/exercisel1 /insider
Mo lmage File
B cencel
Select Image File
| New Folder Rename File
Jcases/exercisel1 w
Folders Files
/
inslder/

Selection foases/everiiset]

Filter:

e Highlight the ccn.txt field in BEViewer. In the Feature File tab, click on the first result. Examine
the Image pane. Does this appear to be a false positive or did the suspect have a list of credit
card numbers on his machine?

e Click on the ip_histogram.txt report in BEViewer. What two IP addresses have the most
entries?

e Assuming that 192.168.221.131 is the IP of the suspect machine, the destination IP being
communicated with most is 173.194.46.47. Run nslookup to determine what domain the IP

belongs to.

nslookup 173.194.46.47
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e What type of activity might you expect to be attributed to this domain? Use the search engine
of your choice to research the answer.

e Examine the packets carved from memory by opening the file /cases/insider/packets.pcap in
wireshark. After a quick examination of the packets, what is dominant protocol of the packets
carved? What implications does this have for forensics?

wireshark /cases/exercisell/insider/packets.pcap &

e To make the packet capture easier to analyze, remove all HTTPS traffic using a display filter. In
the Filter tab enter the following and click Apply:

! (tcp.port == 443)

e Examine the remaining packets. Based on the packet capture, what was the hostname of the
machine that this memory image was collected from?

5. Optional Homework #1:
e There are many additional artifacts of CCleaner that can be recovered through the use of the
mftparser. Try using this plugin to recover additional artifacts.

6. Optional Homework #2:
e Although page_brute was originally written to parse page files, it can also be useful for parsing
a memory image. Try running page_brute against this suspect image and see what forensics
artifacts you can recover. Don’t forget to also try running page_brute with the new YARA
signature you created in the earlier exercise.
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Exercise — Questions with Step-by-Step

1. Image Identification

e Although this exercise focuses largely on unstructured analysis, structured analysis tools are still
useful to confirm the date and time that the image was taken. Run the imageinfo plugin

against the insider-case.vmem image to determine the OS, architecture, and when the image

was obtained.

i. When was the memory image created?

2013-11-23 22:08:57 UTC

ii. What profile should be specified when analyzing this image?

Win7SP1x64

Suggested Profile(s)

AS Layerl

AS Layer2

PAE type

DTB

KDBG

Number of Processors
Image Type (Service Pack)
KPCR for CPU 0

KPCR for CPU 1
KUSER_SHARED_ DATA

Image date and time

Image local date and time

.
-

-

user@SIFTS vol.py -f insider-case.vmem imageinfo
Determining profile based on KDBG search...

Win2008R2SP0x64, Win7SP1x64, Win7SPOx64, Win2008R2SP1x64

AMD64PagedMemory (Kernel AS)
FileAddressSpace (/cases/insider-case.vmem)
No PAE

Ox187000L

Ox£f800029£fa0al

2

1

Oxf££££800029fbd00L
Oxff£ff£88000929000L
Ox£££££78000000000L
2013-11-23 22:08:57 UTC+0000
2013-11-23 17:08:57 -0500

2. Process Image with Volatility

e Runthe pslist plugin. Are there any exited processes listed? Are there any web browser

processes listed?

vol.py -f insider-case.vmem --profile=Win7SP1x64 pslist

There is one exited process (soffice.bin). There are no web browser processes running.

user@SIFTS vol.py —f insider—case.vmem ——profile=Win7SP1x64 pslist

Offset (V) Name PID PPID Thds Hnds Sess Wow6d Start

Oxff£ffaB0018ael40 System 4 4] 93 548 ————ww 0 2013-11-23 21:30:56 UTC+0000
Oxff£f£a8001eb6670 smss.exe 252 4 2 30 == 0 2013-11-23 21:30:56 UTC+0000
Oxf££££aB002048060 csrss.exe 344 328 8 433 0 0 2013-11-23 21:30:59 UTC+0000
Oxffff£faB002d8bb30 wininit.exe 400 328 3 77 0 0 2013-11-23 21:31:03 UTC+0000
Oxff£f£fa8002d8eb30 csrss.exe 408 392 10 431 1 0 2013-11-23 21:31:03 UTC+0000
Oxfffffa8002df1b30 services.exe 452 400 7 207 0 0 2013-11-23 21:31:03 UTC+0000
Oxfff£fa8002e03b30 lsass. exe 460 400 € 594 0 0 2013~11-23 21:31:03 UTC+0000
0xff£f£fa8002e0ab30 lam.exe 468 400 11 146 0 0 2013-11-23 21:31:03 UTC+0000
Oxff£fffa8002e4ab30 winlogon.exe 516 392 5 128 1 0 2013-11-23 21:31:03 UTC+0000
Oxfff£ffaB0031b7060 svchost.exe 616 452 13 362 0 0 2013-11-23 21:31:04 UTC+0000
Oxff££faB003200b30 svchost.exe 700 452 9 304 0 0 2013-11-23 21:31:04 UTC+0000
Oxff£££aB003231b30 svchost .exe 780 452 22 538 0 0 2013-11-23 21:31:04 UTC+0000
Oxf££££a800327b8%0 svchost .exe 828 452 16 390 0 0 2013-11-23 21:31:05 UTC+0000
Oxfff£fa80032aab30 svchost.exe 880 452 31 207 0 0 2013-11-23 21:31:05 UTC+0000
OxfEf£ffaB8003325b30 svchost . exe 112 452 18 707 0 0 2013-11-23 21:31:05 UTC+0000
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Run the netscan plugin against the image. Does the netscan plugin show any evidence that
the user was running a web browser? If so, what?

vol.py -f insider-case.vmem --profile=Win7SP1x64 netscan
Multiple closed network connections show the process iexplore.exe. This offers evidence of

browser use. If no browser history is present, then this may indicate that the suspect has
intentionally cleared it or used private browsing.

O0x7ed473bel TCPvi -:49213 173.194.115.16:80 CLOSED 1768 iexplore.exe
0x7ed4d5010 TCPvd -:49221 173.194.115.17:80 CLOSED 1768 iexplore.exe
Ox7ed4£aB50 TCPv4 -:50763 63.63.63.63:80 CLOSED 5 LX????ZJ? "sD
O0x7e51d4010 ™CPvd -:49222 173.194.115.19:80 CLOSED 63966

0x7e51lecf0 TCPvd -:49230 23.63.226.106:80 CLOSED 1768 iexplore.exe
Ox7e52e770 TCPvd -:49232 23.63.226.106:80 CLOSED 1768 i.xplo:n,ax-—

Run the shellbags plugin and examine the output. Is there evidence that the suspect may
have accessed a network share?

vol.py -f insider-case.vmem --profile=Win7SP1x64 shellbags

Yes, it appears that the suspect may have accessed a network share based on the Z:\fileshare
entry in the shellbags output. Z: is not a standard drive letter for a local drive and other
examination can confirm that the system drive was c:. Further examination of the registry
(left as an exercise for the student) can confirm whether this was actually a network share.

File Attr Path

2013-08-15 22:45:44 UTC+0000 DIR Z:fileshare

Run the userassist plugin. Is there any evidence that the suspect used an anti-forensics
tool (or evidence eliminator)?

vol.py —-f insider-case.vmem —--profile=Win7SP1x64 userassist

Yes, the userassist output clearly shows that the CCleaner was installed on the machine. If
this is not used by systems admins, this would point to the use of anti-forensics tool use.

REG_BINARY {6D809377-6AF0-444B-8957-A3773F02200E}\CCleaner\uninst.exe :
Count: 1

Focus Count: 0

Time Focused: 0:00:00.500000

Last updated: 2013-11-23 22:08:25 UTC+0000

0x00C00000 CCOD0C00010000000000000000000000  ...covvnnennnnn.
0x00000010 OO OD 80 bfOO OO0 B0 BFRO OO B0 BFOO DD 8O BF ..o ...
Ox00000020 Q0 OD B0 DBfOOOD BODFOO OO 8O BFOOOD 8O DBE ...
Ox00000030 0000 80 LfOO OO BODFfAAfFFFff3088cd87 ............0...
0x0COO00040 98e8ceQiODOOOQOOD L.
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3. Run Bulk Extractor
e Based on the information you have been provided, the suspect may have sold customer’s credit
card numbers and used anti-forensic tools on his workstation. Run bulk extractor to determine
what evidence can be extracted from the memory image.
e Run bulk extractor using the default options. Because this may take a long time to perform,
simply start the run and then terminate it. Instead of waiting for bulk extractor to finish, unzip
the data in the file bulkExtractor-insider-precooked.zip.

sansforensics@SIFT-Workstation:/cases$ bulk_extractor -o insider insider-case.vmem
bulk extractor version: 1.4.1

Hostname: SIFT-Workstation

Input file: insider-case.vmem

Output directory: insider

Disk Size: 2147483648

Threads: 4

7:31:14 0ffset 67MB (3.12%) Done in ©:82:57 at 87:34:11
7:31:20 0ffset 158MB {7.83%) Done in 8:082:32 at 67:33:52
7:31:26 Offset 234MB (16.94%) Done in ©:82:24 at ©87:33:50
7:31:31 Offset 318MB (14.84%) Done in ©:82:16 at ©87:33:41
7:31:39 0ffset 482MB (18.75%) Done in ©:82:14 at @7:33:53

bulk extractor —¢ ingider insider-case.vmem
unzip bulkExtractor-insider—-precooked.zip

4. Review Bulk Extractor Output
e Open aterminal window in the SIFT VM and type:

BEViewer &

e From BEViewer’ toolbar, select File -> Open Report. These actions are shown in the
screenshots below.

Edit View Tools Help

& Open Report...

e |Inthe Open Report dialog, select the report file /cases/exercisell/insider/report.xml and press
Ok. If Because Bulk Extractor was run with a relative path for the image file, you will have to
manually specify the memory image location. Note that the ‘Select Image File’ dialog has a
display filter that will normally exclude .vmem files.
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Open Report

Report File (report.xmi) yses/exercise!

image File
Lise path from Report

@ Select custompath lcases/exer

Nemage File

Cancel

nsider/report aml

Ise11/Insider-c ase vmem

Select Image File

New Folder Rename File
jcases/exercise1l | =
Folders Files
A - -
of
insider/
Selection: /cases/exercise1t
finsider-case vmenm|
Filter:
Image Files (raw .img .000.001 001.vindk .E01 .aff /dev) '«
Image Files (.-raw .img .000 .001 001.vmdk .E01 .aff /dev)

e Highlight the ccn.txt field in BEViewer. In the Feature File tab, click on the first result. Examine
the Image pane. Does this appear to be a false positive or did the suspect have a list of credit

card numbers on his machine?

Based on the output, it appears that the suspect had a list of credit card numbers and other
personally identifiable information open in memory at some point.

—
I-'-.-;'-. s Faature Eiltar Match case S Navigation
bulk_extractor | | w X Insidercase.wvmem, 35078148, 5318179036009130
< Insider T e A e pr— — Image File ngider-case. vmem

aes keys.txt Feature Flle contst

- 1 570036006130 | -
3 aTS 4816843010090370 (9
45568821 76530860 |
R4164051 78221060

ccn_hustogram,
domain.txt
domain_histog

emaiktxt BHE821 87856406460

email_histagras 4558783010744320

ethar.t«t L 45300115590

sther_histogra 53 1835040 " wand. 7/4/1969 tL)

exf.ot 5457863076675532  Mar-14. 1975, fenale. Ma, . Susan. E

Featura File  contxt

Festurs Path 35079148
Featurs

5318179036008130

e Click on the ip_histogram.txt report in BEViewer. What two IP addresses have the most

entries?
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192.168.221.131
173.194.46.47

Reports Feature Filter @ Match case
bulk_extractor [ -

= insider bgrmrerpy s : =
aes_keys.txt Histogram File ip_histogram.txt
contut =513 162.168.221.131
cen_histogram. L 73.194.46.47
domain.txt in=4 162,158.221.255
domain_histogl -2 192.168.221.1
email.txt n=1 224.0.0.252
email_histogral
ether txt
ether_histogra
thf txt '

histogram.

Assuming that 192.168.221.131 is the IP of the suspect machine, the destination IP being
communicated with most is 173.194.46.47. Run nslookup to determine what domain the IP
belongs to.

nslookup 173.194.46.47

ord08s10-in-f15.1e100.net

sansforensics@SIFT-Workstation:/cases$ nslookup 173.194.46.47
server: 192.168.25.2
Address: 192.168.25.2#53

Non-authoritative answer:
47.46.194.173.in-addr.arpa name = ord@8s18-in-f15.1e160.net.

What type of activity might you expect to be attributed to this domain? Use the search engine
of your choice to research the answer.

This domain is associated with Google application services. This may indicate that the
suspect used some Google application (gmail, chat, etc.).

Examine the packets carved from memory by opening the file /cases/insider/packets.pcap in
wireshark. After a quick examination of the packets, what is dominant protocol of the packets
carved? What implications does this have for forensics?

wireshark /cases/exercisell/insider/packets.pcap &

The vast majority of packets are HTTPS (TCP port 443). Unless the suspect’s traffic passed
through an SSL stripping proxy, these communications will be unrecoverable.
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e To make the packet capture easier to analyze, remove all HTTPS traffic using a display filter. In
the Filter tab enter the following and click Apply:

! (tcp.port == 443)

Filter: | I{tcp.port == 443) ~ || Expression... || Clear | Apply
No. . Time Source Destination Protocol
1 0.000000 192.168.221.131 224.0.0.252 LLMNR
62 0.000000 192.168.221.1 192.168.221.255 upp
163 0.806000 192.168.221.1 192.168.221.255 upp
251 ©.6000000 192.168.221.131 192.168.221.255 NBNS
252 0.0060006 192.168.221.131 192.168.221.255 NBNS

e Examine the remaining packets. Based on the packet capture, what was the hostname of the
machine that this memory image was collected from?

WIN-8TVPOGNMA4H3

5. Optional Homework #1:

e There are many additional artifacts of CCleaner that can be recovered through the use of the
mftparser. Try using this plugin to recover additional artifacts.

6. Optional Homework #2:
e Although page_brute was originally written to parse page files, it can also be useful for parsing
a memory image. Try running page_brute against this suspect image and see what forensics
artifacts you can recover. Don’t forget to also try running page_brute with the new YARA
signature you created in the earlier exercise.

Exercise — Key Takeaways

1. This poor suspect is guilty!
a. ldentified credit card numbers and Pl in the suspect’s memory image. There was no legitimate
business use for this data.
b. The suspect installed CCleaner, an anti-forensics tool. At the very least this is an acceptable use
policy violation.
c. Based on network data, it is possible that the suspect used some type of service with Google.
d. The suspect used Internet Explorer previously (based on volatility netscan output).
2. Both structured and unstructured memory analysis were useful in this case. Unique artifacts were
found using each technique.

3. Although disk and network forensics might add to the investigation, you were able to uncover many
findings using only memory forensics.
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EXERCISE 12 - BLACK ENERGY

Objectives
e  Conduct a forensic memory analysis using the six memory analysis steps
e  Gain experience using Volatility and Rekall
e  Examine the advanced variant mal£find plugin
[

Practice extracting a suspicious driver from a memory image for further analysis

Exercise Preparation

1. Startaterminal and change into the /cases/exercisel2 directory. Unzipbe2. zip.

$ cd /cases/exercisel?2
$ unzip be2.zip

|Exercise - Questions |

Overview: The Black Energy rootkit is one of the earliest known examples of cyber-warfare. Its use for DDOS
dates to late 2008 when it was employed by Russia during the Russian-Georgia war. It provides a good test
piece to analyze output from some of the more complicated Volatility plugins. Dell published an excellent
malware analysis report on the Black Energy malware which can found here:
http://www.secureworks.com/cyber-threat-intelligence/threats/blackenergy2/

The walkthrough for this lab utilizes both rekall and Volatility™. Try using both frameworks throughout the lab
to perform your analysis. This is one lab where there are definitely some differences that can be observed.

1. Enumerate processes of the be2 . vmem. Identify “zombies” that are terminated but have not yet been
reaped from the doubly-linked list of processes.

2. Display the command line of the “1e0f1b9b697ab49(...).exe” process using one of the techniques taught in
the class. Why is the command line that was used to instantiate the process not parsable?
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3. Utilizing any of the other plugins or methods discussed in this class, determine the full path of the
“1e0f1b9b697ab49(...).exe” process.

4. Runthemalfind plugin (specifying a dump directory) to search for injected memory pages. Which
process shows the highest likelihood of code injection (include name, PID, and Address)?

5. Review your malfind dump directory and find the output file that relates to the injected memory
section. (Hint: The filename contains the section memory address.)

6. Start your rootkit analysis by running the ssdt plugin -- remember to filter out legitimate SSDT entries by
piping your results to egrep —-v ‘(ntoskrnl|win32k)’. How many instructions were hooked and
by what module?

7. Use the modules or modscan plugin to better identify the hooking driver found in the ssdt output
(search for the module name). Write down the base address.

8. Use moddump to extract the suspicious driver. Submit the driver and the memory section identified by
malfind to VirusTotal to confirm your findings (Hint: anti-virus has a harder time identifying static
malware samples and thus often will use a generic hit descriptor).
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Exercise — Questions with Step-by-Step

1. Enumerate processes of the be2 . vmem. Identify “zombies” that are terminated but have not yet been
reaped from the doubly-linked list of processes.

$ rekall -f be2.vmem pslist

user®sSIFTS rekall -f be2.vmem pslist

EPROCESS Hame PID PPID Thds Hnds Sess  WowG4 start Exit

Ox810b1660 System 4 1] 59 179 - False - =
oxff3802c8 VMip.exe 180 212 0 - 0 False 2010-08-15 19:22:11+0000 2010-08-15 19:22:11+0000
0xff3b1d78 cmd.exe 212 1668 0 - 0 False 2010-08-15 19:22:11+0000 2010-08-15 19:22:11+0000
0xff25a7e0 alg.exe 216 676 F 110 0 False 2010-08-11 06:06:39+0000 -
Oxff3667e8 VMwareTray.exe 432 1724 1 49 0 False 2010-0B-11 06:09:31+0000 -
0xff374980 VMwaretser.exe 452 1724 8 203 0 False 2010-08-11 06:09:32+0000 -

auclt exe AK8 1028 5 134 O .False  2010-08-11 _06°09:37+0000 -
Oxffif6dad 1e0f1b%b697abq9 476 1724 0 - 0 False 2010-08-15 19:21:25+0000 2010-08-15 19:21:2?*0000}
Oxff2ab020 smss.exe 544 4 3 21 - False 2010-08-11 06:06:21+0000 -
oxfftecdad c¢srss.exe 608 544 11 400 0 False 2010-08-11 06:06:23+0000 -
Oxff1ec978 winlogon.exe 632 544 22 519 0 False 2010-08-11 06:06:23+0000 -
Oxff247020 services.exe 676 632 16 268 0 False 2010-08-11 06:06:24+0000 -
Oxff255020 lsass.exe 688 632 23 348 0 False 2010-08-11 06:06:24+0000 -
Oxff218220 vmacthlp.exe 844 676 1 24 0 False 2010-08-11 06:06:24+0000 -
OxB80ffB8dE svchost.exe a56 676 19 an 0 False 2010-08-11 06:06:24+0000 -
Oxff364310 wscntfy.exe 888 1028 1 27 0 False 2010-08-11 06:06:49+0000 -
oxff217560 svchost.exe 936 676 9 261 0 False 2010-08-11 06:06:24+0000 -
0x80fbf910 svchost.exe 1028 676 87 1394 0 False 2010-08-11 06:06:24+0000 -
Oxff3ab5f2 TPAutoConnect.e 1084 1968 1 61 0 False 2010-08-11 06:06:52+0000 -
Oxff22d558 svchost.exe 1088 676 7 B1 0 False 2010-08-11 06:06:25+0000 -
Oxff203b80 svchost.exe 1148 676 15 212 0 False 2010-08-11 06:06: 26+0000 -

alsy. exe 1432 76 15 137 0 False 2010-0R-11 06 06" 26+0000 -

Ox80f1b020 cmd.exe 1572 476 0 - 0 False 2010-08-15 19:21:27+0000 2010-08-15 19:21:27+0000
OxTf1b8b28 vmtoolsd.exe 1668 676 6 222 0 False 2010-08-11 06:06:35+0000 -
Oxff3865d0 explorer.exe 1724 1708 13 309 0 False 2010-08-11 06:09:29+0000 -
0x80f60da0 wuauclt.exe 1732 1028 7 178 0 False 2010-08-11 06:07:44+0000 -
Oxff1fdc88 VMUpgradeHelper 1788 676 5 100 0 False 2010-08-11 06:06:38+0000 -
Oxff143b28 TPAutoConnSvc.e 1968 676 ] 100 0 False 2010-08-11 06:06:39+0000

Processes 476, 1572, 212, 180 have no running threads or handles, yet are still included in the
doubly-linked list. This occurs in some cases, due to another process having a handle open to
these processes, disallowing the kernel from removing and destroying them.

The process “1e0f1b9b697ab49(...).exe” PID 476 that was spawned from a command shell, PID

1572, should raise suspicions due to its odd name and suspicious parent.

2. Display the command line of the “1e0f1b9b697ab49(...).exe” process using one of the techniques taught in
the class. Why is the command line that was used to instantiate the process not parsable?

user@SIFT$ vol.py -f be2.vmem --profile=WinXPS$P2x86 dlllist -p 476

dhkddhhhdddbhddbhb bbbt hdhbdbbdrdrhdbtdddrdidih

Note that rekall does not show the same level of detail in the error message:
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user@SIFTS rekall -f be2.vmem dlllist --pid=476

A A A AR AR A TR AR AR A A A A AR R h bRk Ao AR R A Rk i Aok o o o

1e0f1b9b697ab49 pid: 476
Command line : -

user@sIFTs

Although the EPROCESS block still exists and is linked to the active process list via flinks and
blinks, the process no longer has a Process Environment Block. Without access to the PEB, we
cannot determine the command line of the process.

3. Utilizing any of the other plugins or methods discussed in this class, determine the full path of the
“1e0f1b9b697ab49(...).exe” process.

user@®SIFTS rekall -f be2.vmem userassist

Registry: \Device\HarddiskVolumel\Documents and Settings\Administrator\NTUSER.DAT @ Oxe1da4008

Key path: $$S$PROTO.HIV/Software/Microsoft/Windows/CurrentVersion/Explorer/UserAssist/{SE6GAB780-7743-11CF-A12B-
ount

Last updated: 2010-06-10 16:11:44+0000

Subkeys:
Values:
... SNIpP ...
REG_BINARY UEME_RUNPATH:C:\Documents and Settings\Administrator\Desktop\1e0fi1b9b697ab498833f5951b2a01b2f exe :
ID: 2
Count. 1
Last updated: 2010-08-15 19:21:25+0000

Offset Hex Data

Ox0 02 00 00 00 06 00 00 00 70 aa d3 0d af 3c cb 01 ........ P 5

With our knowledge of that fact that this process has executed in the past, we can anticipate
that there will be evidence of execution in the NTUser.dat of the user currently logged in. By
running the userassist plugin, we can extract the full path of this process from the
userassist key and determine how many times this user has run
“1e0f1b9b697ab49(...).exe”.

4. Runthemalfind plugin to search for injected memory pages. Which process shows the highest
likelihood of code injection (include name, PID, and Address)?
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ser@IFT$ rekall -f be2.vmem malfind -D output
Fhkhkdkhkkhhibbbdbb bbb bbb b bbb b bbb bbb td bbb dbd bkt di
rocess:lsvchost.exe Pid: 856]Address: 0xc30000

ad Tag: VadS Protection: EXECUTE_READWRITE

lags: CommitCharge: 9, MemCommit: 1, PrivateMemory: 1, Protection: 6

Oxc30000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 MZ..............
0xc30010 b8 00 00 00 0O 00 00 00 40 GO 0O 00 Q0 00 00 00 ........ e
Oxc30020 00 00 00 00 00 00 00 OO0 CO ©CO 00 Q0D 00 Q0 00 00  .........cuivvn...
Oxc30030 00 00 OO 00 00 00 00 00 00 00 00 00 f8 00 QO OO0 ................

0xc30000 - 4d DEC EBP

Oxc30001 - 5a POP EDX

0xc30002 - 90 NOP

0xc30003 - 0003 ADD [EBX], AL
0xc30005 - G000 ADD [EAX], AL
0xc30007 - 000400 ADD [EAX+EAX], AL
0xc3000a - 0000 ADD [EAX], AL

The svchost.exe process with PID 856 and section address Oxc30000 is the most likely
candidate for injection due to it containing a legitimate PE32 portable executable header
(“MZx90x00”). The disassembly snippets from other processes do not appear to represent
legitimate code.

5. Review yourmalfind dump directory and find the output file that relates to the injected memory
section. (Hint: The filename contains the section memory address.)

The name of the output file is: process.0x80ff88d8.0xc30000.dmp
6. Start your rootkit analysis by running the ssdt plugin -- remember to filter out legitimate SSDT entries by

piping your results to egrep —v ‘(ntoskrnl|win32k)’. How many instructions were hooked and
by what module?

$ vol.py -f be2.vmem --profile=WinXPSP2x86 ssdt | egrep -v
‘ntoskrnl |win32k’

user@sSIFT$ vol.py -f be2.vmem --profile=WinXPSP2x86 ssdt |egrep -v 'ntoskrnl|win32k’
[x86] Gathering all referenced SSDTs from KTHREADs...
Finding appropriate address space for tables...
SSDT[0] at ff3aab90 with 284 entries
Entry 0x0041: Oxff0d2487 (NtDeleteValueKey) owned b
Entry 0x0047: 0xff0d216b (NtEnumerateKey) owned by 00004A2A
Entry 0x0049: Oxff0d2267 (NtEnumerateValueKey) owned by 00004A2A
Entry Ox0077: Oxff0d20c3 (NtOpenkKey) owned by 00004A2A
Entry Ox007a: OxffO0d1e93 (NtOpenProcess) owned by 00004A2A
Entry 0x0080: OxffodifOb (NtOpenThread) owned by 00004A2A
Entry 0x0089: Oxff0d2617 (NtProtectVirtualMemory) owned by 00004A2A
Entry Ox00ad: OxffOodida0 (NtQuerySystemInformation) owned by 00004A2A
Entry 0x00ba: Oxff0d256b (NtReadVirtualMemory) owned by 00004A2A
Entry 0x00d5: Oxff0d2070 (NtSetContextThread) owned by 00004A2A
Entry 0x00f7: Oxff0d2397 (NtSetValueKey) owned by 00004A2A
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Note that in this case, rekali does not detect the SSDT hooks appropriately.

Entry Target

Entry Target

user@SIFT$ rekall -f be2.vmem ssdt |egrep -v 'nt!|win32k!’

dhkkhhddkhibdd Table 0 @ 080501030 #***hkhdhdhdhhds
Symbol

dhkkkkhdbkhbhdik Table 1 @ Oxbf997600 e ol o o o ok o o e o o o ek
Symbol

7. Use the modules or modscan plugin to better identify the hooking driver found in the ssdt output
(search for the module name). Write down the base address.

# vol.py —-f be2.vmem --profile=WinXPSP2x86 modules

user@sSIFTS rekall -f be2.vmem modules

0x81003510 mrxsmb.sys

0x80f0c050 rasacd.sys 0xfc174000 0x3000 \SystemRoot\system32\DRIVERS\rasacd.sys

Ox80fb6¢88 hidusb.sys Oxfbf42000 0x3000 \SystemRoot\system32\DRIVERS\hidusb.sys

0x810d6a08 vmscsi.sys 0xfc8b7000 0%x3000 vmscsi.sys

0x80fa4618 usbuhci.sys 0xfc77b000 0x5000 \SystemRoot\system32\DRIVERS\usbuhci.sys

0x80fba140 usbhub.sys Oxfc64b000 0xf000 \SystemRoot\system32\DRIVERS\usbhub.sys

0x80f72418 usbhcegp.sys 0xfc7e3000 0x8000 \SystemRoot\system32\DRIVERS\usbccgp.sys

0x80fa67f0 cdrom.sys 0xfc56b000 0xd000 \SystemRoot\system32\DRIVERS\cdrom.sys

0x80fedbb8 mssmbios.sys 0xfc967000 Ox4000 \SystemRoot\system32\DRIVERS\mssmbios.sys
M. SYS oxf3swmgjt\system32\DRIVER5\mrxdav.sys

xff375b08 00004A2A oxff0od1000 0x8361 00004AZA
0xt13d87e0 msgpc.sys 0xTc5Tb000 0x9000 \SystemRoot\system32\DRIVERS\msgpc.sys

0xf3aab000 0x6T000 \SystemRoot\system32\DRIVERS\mrxsmb.sys

0x810d6a08 vmscsi.sys
0x80fa6770 cdrom.sys
0xff3d87e0 msgpc.sys
0x80fedbb8 mssmbios.sys
0x80f0c050 rasacd.sys
0x80efc0c8 dump_vmscsi.sys
0xff375b08 CO004AZA

user@sIFTS vol.py -f be2.vmem --profile=WinXPSP2x86 modules

0xfc8b7000 0x3000 vmscsi.sys

Oxfc56b000 0xd000 \SystemRoot\system32\DRIVERS\cdrom.sys
oxTc53fb0oo0 0x9000 \SystemRoot\system32\DRIVERS\msgpc.sys
0xfc967000 0x4000 \SystemRoot\system32\DRIVERS\mssmbios.sys
0xfc174000 0x3000 \SystemRoot\system32\DRIVERS\rasacd.sys
0xfbf36000 0x3000 \SystemRoot\System32\Drivers\dump_vmscsi.sys
0xff0d1000 Ox8361 00004A2A

The base address of module 00004A2A is Oxff0d1000

8. Use moddump to extract the suspicious driver. Submit the driver and the memory section identified by
malfind to VirusTotal to confirm your findings. (Hint: anti-virus has a harder time identifying static
malware samples and thus often will use a generic hit descriptor)
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# mkdir moddump-output
# vol.py —f be2.vmem --profile=WinXPSP2x86

moddump -b 0xf£f0d41000 --dump-dir=./moddump-output

user@SIFT$ mkdir moddump-output

user@IFT$ vol.py -f be2.vmem --profile=winXPSP2x86 moddump -D moddump-output/ -b 0xffod1000

Module Base Module Name Result
0x0ff0d1000 00004A2A OK: driver.ff0d1000.sys
SHAZLR 1200407d9298e 127 1546 196db4aT 16052ca2acc T00ecl2d 548 efd 15MGe Sech $
File name drvear FO41000 sys
} o
I Detection ratio 25145 I .{ 1 ’.\‘-:' O
Analysis date 20130313 16 13 30 UTC { 2 maonths 3 weeks ago |
=A | @ oA i ® Comment L
Antivirus Result Update
Agritum -] 20136313
AhnLag-Y3 TrganWin32 Gen 20136313
Antii TRiRzotkit Gen 20136213

[Exercise: Key Takeaways

1. Aswe might expect, the more memory images we look through, the more anomalies we will encounter. In
this image for example, we see evidence of “zombie” processes, terminated processes that linger in the
doubly-linked list of active processes. Their presence is not indicative of malicious activity but occurs

naturally in the wild.

2. Through the use of advanced analysis Volatility plugins, such as malfind and ssdt, we were able to isolate
an injected dll in a svcshost.exe process and dump it for further analysis.

3. In addition, we identified a driver responsible for hooking 14 different functions in the System Service
Descriptor Table (SSDT). Using moddump, we isolate this driver and uploaded it to Virustotal for further

analysis and identification.
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Exercise 13 - Linux Memory Acquisition

Objectives

e  Capture a memory image from a Linux system

Analyze capture memory image with Rekall Memory Forensics Framework to assess system state

Identify key aspects of Linux process enumeration and system triage through the use of Rekall
Memory Forensics Framework

Exercise Preparation

e Inthe Ubuntu SIFT VM, start a terminal and change to root by running “sudo su -“.

Change to the /cases/exerciseld directory and unarchive the linux pmem 1.0RCl.tgz usingthe

command below, creating the 1inux subdirectory.

$ sudo su -

# cd /c;;es/exerciselé
# tar vxzf linux pmem 1.0RCl.tgz

|Exercise Part 1: Linux Kernel Profile Creation

The Rekall Memory Forensic Framework includes acquisition tools for Windows, Linux and OSX. There are two

acquisition tools provided by Rekall for Linux, pmem and Imap. PMem is a traditional Linux memory imaging

tool that follows similar steps to that of LIME, first requiring the build of the target specific driver to be then
loaded into the target system’s kernel. These steps are shown below:

1. Change into the /cases/exercisel4/linux directory and compile the kernel specific driver to
gain access to your target Linux system.

# cd /cases/exerciseld/linux
# make
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root@siftworkstation:/cases/exerciseld/linuxs make

make[1]: Entering directory "/usr/src/linux-headers-3.11.0-26-generic'
CC [M] /cases/exerciseld/linux/module.o
CC [M] /cases/exercisel4/linux/pmem.o
Building modules, stage 2.
MODPOST 2 modules

cC /cases/exerciseld/linux/module.mod.o
LD [M] /cases/exerciseld/linux/module.ko
cC /cases/exerciseld4/linux/pmem.mod.o

LD [M] /cases/exercisel4/linux/pmem.ko
make[1]: Leaving directory "/usr/src/linux-headers-3.11.0-26-generic’
cp module.ko module_dwarf.ko
make -C /usr/src/linux-headers-3.11.0-26-generic M="pwd  modules
make[1]: Entering directory "/usr/src/linux-headers-3.11.0-26-generic’
CC [M] /cases/exerciseld/linux/module.o
CC [M] /cases/exercisel4/linux/pmem.o
Building modules, stage 2.
MODPOST 2 modules

cC /cases/exerciseld4/linux/module.mod.o
LD [M] /cases/exerciseld/linux/module.ko
cC /cases/exercisel4/linux/pmem.mod.o

LD [M] /cases/exercisel4/linux/pmem.ko
Imake[1]: Leaving directory "/usr/src/linux-headers-3.11.0-26-generic’
zip "‘uname -r’.zip" module_dwarf.ko /boot/System.map- uname -r’
adding: module_dwarf.ko (deflated 66%)
adding: boot/System.map-3.11.0-26-generic (deflated 79%)

make -C /usr/src/linux-headers-3.11.,0-26-generic IG_DEBUG_INFO=y M="pwd’

modules

1. In order to gain access to physical memory of the target Linux system, the examiner must load the
newly created kernel driver “pmem. ko” using the insmod command. “Insmod” installs a loadable

module in the running kernel.
Note: Be sure that you are loading the driver as root.

# insmod /cases/exercisel4/linux/pmem.ko

root@siftworkstation:/cases/exerciseld/linux# 1ls

3.11.0-26-generic.zip module_dwarf.ko module.o pmem. ko README
ko_patcher.py module. ko modules.order pmem.mod.c
Makefile module.mod.c Module.symvers pmem.mod.o
module.c module.mod.o pmem. C pmem. o
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I Third Step: Ensure Driver is Running —‘

e List loaded modules and search for the pmem.ko module to verify it has successfully loaded.

‘ # lsmod |grep pmem

root@siftworkstation:/cases/exercisel4/linux# lIsmod |grep pmem
pmem 12680 0

I Fourth Step: Acquire Memory

1. Acquire physical memory of the target Linux system using the dd tool. (This should take a few minutes
and depending on how much RAM you have assigned your Linux VM.)

# dd if=/dev/pmem of=/cases/linux.raw conv=noerror,sync

root@siftworkstation:/cases/exercisel4/linux# dd if=/dev/pmem of=/cases/exercisel4
/linux.raw conv=noerror,sync

4194303+1 records in

4194304+0 records out

2147483648 bytes (2.1 GB) copied, 13.5586 s, 158 MB/s

e Convert the profile created by pmem located in the /cases/exercise14/linux directory to a usable
profile that Rekall Memory Forensic Framework can use to parse the Linux memory image. (Note: Your
profile name could be different from that shown below due to your version of Ubuntu.)

# cd /cases/exerciseld/linux
# rekal convert profile 3.11.0-26-generic.zip Ubuntu3.11.0.26-generic.zip

root@siftworkstation:/cases/exercisel4/linux# ls

3.11.0-26-generic.zip module_dwarf.ko module.o pmem. ko README
ko_patcher.py module. ko modules.order  pmem.mod.c
Makefile module.mod.c Module.symvers pmem.mod.o

module. ¢ Jnoduyle mod.o _ pmem.c pmen.o

root@siftworkstation:/cases/exercisel4/linux# rekall convert_profile 3.11.0-26-gener
ic.zip Ubuntu_3.11.0-26-generic.zip

root@sittworkstation:/cases/exercise 1nux# 1S

3.11.0-26-generic.zip module.ko Module.symvers pmem.o

ko_patcher.py module.mod.c  pmem.c README

Makefile module.mod.o  pmem.ko Ubuntu_3.11.0-26-generic.zip
module.c module.o pmem.mod. c

module_dwarf.ko modules.order pmem.mod.o
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I Sixth _.S‘téﬂ,ﬂti;_Umﬁidaad 5:% Module

# rmmod pmem.ko

[Ana!yzl'ng a Linux Memory Image with Rekall Memory Forensics Framework

The Rekall Memory Forensics Framework has plugins specifically for Linux systems that target process
enumeration, listing open files and network connectivity. In order to get a list of analysis modules that you
can use in Rekall, type rekal -h. See the expected output below and note the version of Rekall we will
be using.

# rekal -h

root@siftworkstation:/usr/local/src# rekal -h

usage: rekal [--autodetect_threshold AUTODETECT_THRESHOLD]
[--buffer_size BUFFER_SIZE] [--debug]
[--ipython_engine IPYTHON_ENGINE]
[--logging {debug,info,warning,critical,error}] [--no_autodetect]
[--output OUTPUT] [--plugin PLUGIN [PLUGIN ...]]
[--profile_path PROFILE_PATH] [-f FILENAME] [-h] [-r RUN] [-v]
[--dtb DTB] [-p PROFILE] [--nocolers] [--pager PAGER]
[--paging_limit PAGING_LIMIT] [--renderer RENDERER]
[--timezone TIMEZONE] [--ept EPT]
Plugin ..

The Rekall Memory Forensic framework 1.0rcif.

"We can remember it for you wholesale!"

Type the following to enter an interactive framework within Rekall using your target Linux memory image
as the current context:

# rekal --profile Ubuntu3.11.0-26-generic.zip -f /cases/linux.raw

A. Process Enumeration (pslist)

il dd ©7:59:16> pslist
____________________ > pslist()
offset (V) Name PID PPID UID GID DTB

0x88003dbdoene init 1 0 0 0 0x000036484000
0x88003dbd1776 kthreadd 2 ) 0 B s A
©x88003dbd2eed ksoftirqd/e 3 2 ) - O
©0x88003dbd5dce kworker/6:0H 5 2 ) B s s
0x88003d4097760 migration/0 7 2 0 B o
0x88083d40aeed rcu_bh 8 o 0 B msmss s
0x88003d40c656 rcuob/e g 3 o) .
0x880603d40ddce rcuob/1 10 2 ) s .
Ox88003d4180060 rcuob/2 11 2 ) f somrsss
Ox880603d419770 rcuob/3 12 2 6 B s e
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B. Open Files List (Isof)

06:52:52> lsof
1sof()
Name Pid User FD Size Offset Node  Path
init 1 0 0 0 0 5862 /dev/null
init 1 0 1 0 4] 5862 /dev/null
init 1 0 2 0 0 5862 /dev/null
init 1 0 3 0 0 8516 pipe:[8516)
init 1 0 4 0 0 8516 pipe:[8516]
init 1 0 5 0 0 5825 anon_inode: if
otify
init 1 0 6 0 0 5825 anon_inode: i
otify
C. Network Configuration (ifconfig)
08:085:10> ifconfig
Interface Ipv4Address MAC Flags
127.0.0.1 00:00:00:00:00:00 IFF_LOOPBACK, IFF_UP
thoe 172.16.158.149 00:0C:29:BE:F1:6A IFF_BROADCAST, IFF_MULT
ICAST, IFF_UP i

Exercise: Key Takeaways

1. With the Rekall Memory Forensic Framework’s Pmem Memory Acquisition tool and the imaging tool “dd”,
we can create a Linux kernel-specific loadable module and create a memory image of a target Linux
system.

2. Rekall offers many of the Linux memory parsing plugins that have the same functionality as those for
Windows systems, and in some cases, uses the same syntax, as well as platform-specific plugins unique to
Linux.
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FOR526 Memory Forensics Tournament

Objectives

e  Provide participants hands-on unguided challenges in analyzing sample memory images.
e  Unlike the labs throughout the course, these do not have explicit instructions and require participants
to apply analysis skills you have learned throughout the course.

Exercise Preparation

For the tournament, you will need both the SIFT 3.0 Ubuntu and Windows 8.1 VMs we have used throughout
the course. You will be provided an IP address for your host machine, but the IP configurations of your VMs
do not need to be changed for the tournament.

$ ed /cases
$ cp -r /media/FOR526/netwars /cases
$ cd netwars

Tournament Rules

The Memory Forensics Netwars Tournament is three levels of multiple “missions” per level. Each mission focuses on
specific memory images provided to you on the FOR526 USB in the “netwars” directory.

New levels will be unlocked when sufficient points have been acquired. Completion of all questions on a level is NOT
required in order to move to the next. Participants will continue solving missions until time expires or they have
exhausted the supply of missions.

Incorrect Answers
One free wrong answer is allowed per question. After that, you lose one point per wrong answer attempted.

Hints
Hints can be used to solve missions. If you use one of the hints, 50% of the value for that question will be deducted from
your score. The second hint, if available, 50% of the remaining points for that question will be deducted from your score.

Feedback

If you feel that a question is incorrect, consult the instructor. We welcome feedback on the questions, hints and
answers. Although we will not make changes to the game in progress, we will incorporate feedback into future iterations
of the game at other events.

Ground Rules

Don’t attack student machines. Don’t attack the scoring server. DoS attacks are absolutely off-limits during this
tournament. Failure to comply will result in dismissal from the class.
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[Account Registration

* Open a browser and navigate to the scoring server at the address below:
— https://10.10.10.20
* (Create an account
— No inappropriate usernames please
» Please register for an account, but note that you will not be able to log in until the instructor starts the

tournament.

Welcome to Netwars!

Account Creation

Register

e When you first log in, level one has been unlocked. Notice that level two and level three show a lock
button meaning that they are currently not accessible. When you gain enough points, levels two and

three will be unlocked.
e The screen also displays links to the scoreboard and a link to your customized tournament progress.
The tournament progress link allows you to examine which questions you’ve already answered and

your progress through the tournament.
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Success!
o Cengratulations! You have uniccked level 11

Scoreboard Game Progress Level One

Game Progress

e After clicking on the level one button, all level one questions are accessible. A description of the
module is provided above the module questions, as well as the total number of questions answered
and points gained from the module.

e To access the module questions, click the “Show Module Questions” link as indicated by the arrow
above.

* FORS26 Memory Trivia

e Any Final Questions?

Barring any questions, the instructor will now start the tournament
The tournament server will run for at least six hours

Lunch and breaks on your own

g @ 0 o

Winners get lethal forensicator coins

e Game On! Enjoy the Tournament!
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Challenge Exercise: APT Compromised Host

Objectives

e  Conduct a forensic memory analysis applying concepts acquired throughout the FOR526 course

e  Examine a system, applying the 6 step investigative methodology without the aid of guided questions

e  Gain experience using Volatility, Bulk_Extractor, windbg, Redline and all tools contained in the
memory forensics weapons arsenal.

Exercise Preparation

Start a terminal and change into the /cases directory. Unzip the APT . zip file.

$ cd /cases
$ unzip APT.zip

APT Exercise — Questions

Not much about this memory image is known at this point. However, this image is contains malware from an actual
APT case found in the wild. Your goal is to investigate the memory image and detect the malicious code and some of
its unique behaviors. This is a very realistic scenario, as when you are working a real case, you will not have questions
guiding your analysis back in your work environment.

Accept the challenge by utilizing the step by step investigative methodology taught to you in FOR526 to detect the
malware and signature some of its behaviors for further detection through your enterprise.

Your instructor will hand out and review the solution once you discover the malware found in this image. There are
various techniques that can used to find the malware. Record your methods as you work through this analysis and
we will discuss during the review.
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