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e Strings
e Bulk Extractor
e Page_Brute

net Evidence Finder (FOR408)

e Inter

Memory Forensics In-Depth

There is an adage in computer forensics that when in doubt, we carve. That is, if you don't know where to start
your examination, try carving out known file types of data. You can carve anything looking for data, of course.
File systems, slack space, swap space, and especially memory images.

Most file carvers work on headers and footers, and you could search memory images for headers and footers.
But such a search probably would not be fruitful. As we noted earlier the default page size for most
architectures is 4KB. Few file types take up so little data, and so most files in memory will span multiple
pages. Unlike file systems, memory pages tend to be heavily fragmented. Attempting to carve full files is not
worth your time.

But when the data we looking for is smaller than 4KB, carving memory can be beneficial indeed. We're going
to take a closer look at several different carving techniques in the next section to include page brute, a special
stream-based parsing tool that allows us to implement YARA rules. In addition, we will make use of several
plugins in the Volatility framework that perform unstructured data carving.



Strings Utility

BE = -

e Qutputs runs of 4+ characters in length
— Default - ASCII 8 bit characters
$ strings -e 1 (little endian) Unicode
$ strings -e b (big endian) Unicode
- n # - specify a different length character run

- tx - print the offset within the file before each
string in hexadecimal (or decimal -td)

Memory Forensics In-Depth

The strings utility is a native tool that prints character sequences that are at least four characters long by
default. We commonly use strings against extracted memory sections or portable executable files to determine
functionality based on functions or unique strings. For the forensics examiner, having mastery over the strings
and grep (on the next slide) tools is essentially. Although quite basic in use and function, strings output can be
used to expand the scope of an investigation based on the mere presence of a mutant string in a system’s
memory image or page file.

Strings, by defaull, searches for 8 bit ASCII characters. Windows memory images invariably contain Unicode
AND ASCII strings, so having the capability of extracting both is imperative. In order to extract Unicode
strings, use the -e option and specify whether you wish the tool to search for characters occurring in little
endian or big endian format (-e 1 = little endian, -e b = big endian). The length of contiguous characters that
strings prints can be modified as well with the -n <desired length> option.

Often, it is beneficial to include the offset of where the character string was found in the target file. By using
the -t option, an examiner may include the offset in the strings output, with a h for hexadecimal or a d for
decimal offset values.



¢ Pattern Matching tool
e Use to search with the following syntax:
$ grep -i <pattern> filename

(case insensitive search)
$ grep -v <pattern> filename

(show everything that does not match pattern)

Once we have our strings output, the next step in unstructured analysis is to search based on pattern matching
for strings of interest. To do this, we can use the native GREP (Global Regular Expression Print) tool on
your SIFT Workstation. GREP scans a target file and identifies pattern matching, printing to standard out the
line in which the match occurs. We will be using GREP in many different ways in FOR526 as we scan
through process memory dumps attempting to identify mutant strings, subverted table entries and notepad text

files.

Two options that are quite useful when using grep include the -1 option for case-insensitive pattern matching
and -v for doing a “reverse” search - “show me lines that do NOT contain this pattern”, To obtain a count of

the number of matches that occur, the -c option can be included in the grep command.




GREP Pattern Matchlng (2)

e Pattern Matching Optlons

Sgrep -A# <pattern> filename
show # of lines after match

Sgrep -B# <pattern> filename
show # of lines before match

$grep -C# <pattern> filename
show # of lines before & after match

There are ways to manipulate GREP’s oulput, having it print surrounding lines proximate to the pattern match.
Using -A#, GREP will print # many lines after the pattern match. With -B#, GREP prints # lines before the
pattern match. And finally, the most used option in this class is -C#, with GREP printing # lines before AND
after the pattern match.

This is especially useful when parsing Volatility plugin output that dumps values from a kernel object.
Viewing context surrounding a keyword like “Running” when attempting to identify the thread(s) that were
active while the memory was being acquired will allow you to spot the TID and P1D when looking at the
enormous amount of output from the threads plugin, for example.



Applications of Unstructured Analysis
in Memory

e Memory Images
— unique strings (mutants, file paths)
— urls, ips, mac addresses, e-mail addresses
— pe files, prefetch, mft records
e Specific Process Memory Sections
— csrss (WinXP and earlier), conhost (Vista+)

e Page File
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When does unstructured analysis apply in memory forensics?

Investigators can use unstructured analysis quile effectively against all different data types, across entire
memory images (hard drive images, too), the system page file, hibernation file or extracted process memory
sections.

In fact, many incident response service providers dump the memory sections from specific Windows processes
that handle terminal sessions in order to detect attacker commands in intrusion cases. In Windows XP and
earlier, the csrss process is responsible for tracking terminal windows and if the memory sections of this
process are dumped and strings is run against it, commands entered in cmd.exe processes, whether active or
terminated, can be seen. For Vista and later, the conhost process assumed this function and should therefore
be dumped and have strings run against it to search for terminal window commands. Conhost processes are
spawned, one per cmd.exe, and are deallocated and overwritten with much greater speed than the csrss
process, so not as much historical data is retained on Vista and later systems.

Another forensic use for unstructured analysis is the system page file. We will discuss the page file in
upcoming slides, but notably it is a wealth of unstructured data that may pertain directly to your investigation.



. Memory Forensics Arsenal

Ubuntu SIFT Workstation
The Volatility Framework

Rekall Memory Forensic Framework

Mandiant’s Redline

Bulk Extractor
Page_Brute

windbg - Windows Debugger

Memory Forensics In-Depth

Redline is one of our “go to” tools for memory analysis in FOR526. Much like the conlrast between early
version of EnCase and FTK, Redline does its preprocessing of audits and memory images upfront while
Volatility, as we have just seen, works in a more granular, modular fashion. Each tool has different strengths,
with Redline providing a more guided walk-through of memory analysis, great for those new to memory
forensics. Additionally, its ability to generate a live audit collector and triage a system without requiring a full
memory acquisition sets it aside from most other memory parsing tools.



Bulk Extractor

Stream-based forensics tool

Written by Simson Garfinkel

Included in Kali & SIFT

Processes data segments in parallel — FAST!

Automatically detects & decompresses
compressed data (hiberfil.sys, zip, etc.)

Ignores file system structure (sector
boundaries)

Memory Forensics In-Depth =

One of the most impressive, efficient free open-source tools for unstructured data analysis is Bulk Extractor,
written by Simson Garfinkel, an Associate Professor at the Naval Postgraduate School in Monterey, CA. Bulk
Extractor can be run against any data, regardless of file system type, or even if there is no file system at all, as
is the case with our physical memory images. It is multi-threaded so can make use of multiple cores at the
same time. It parses data based on pattern matching, detecting (and extracting in some cases) network packets,
e-mail addresses, credit cards and AES keys out into separate report files. Another unique feature is its ability
to decompress files that it finds on the fly, adding back into its stream for analysis. So hibernation files, which
use the Windows XPRESS format, are easily parsed as well as zip, gzip, rar and the compressed xml format
seen in Office files as of Office 2007.11

Bulk Extractor was first publicly released in April 2010 and have been through several revisions since then,
recently increasing its functionality with the inclusion of a portable executable carver, prefetch file parser and

mft record parser.

[1] Bulk Extractor User Manual, dated July 8 2014,
hitp://digitalcorpora.org/downloads/bulk_extractor/BEUsersManual.pdf
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E-mail

addresses headers

Network
IP MAC Phone Credit card
addresses addresses numbers numbers

FAT32/NTFS Windows
Entries LNK files

Prefetch

files ELF/PE Files

Wordlists

Bulk Extractor is a multi-threaded carving program that accepts a disk image, file or directory of files as data input.
Rather than look for headers and footers, however, the program is designed to look for small shards of data. These
shards have their own structure which can be validated. Credit card numbers, for example, have a distinct pattern of
sixteen digits. Only certain values can be found in the first digit. Other values have a format which can be found via
a regular expression. A US telephone number, for example, is three digits, a dash, three digits, another dash, and
four digits.

The program uses a number of targeted scanners to parse whatever kind of data is present. The program makes no
attempt to utilize filesystem structures for its parsing. That’s one of its strengths. This means that the program
works even if the filesystem has been damaged, corrupted, or partially deleted or in the case of a memory dump,
does not exist at all.

The wordlist bulk extractor recovers, invoked using the “-e wordlist” option™ is a fantastic resource for finding
passwords. It’s equivalent to running “strings’ on the memory image. Often times programs will not clear the
buffers which contain a user’s password. Their carelessness is our gain! For convenience, bulk extractor oulputs a
wordlist that can be searched using BE Viewer, the GUI report viewing tool included in the bulk extractor
installation. In addition, a version of the wordlist can be directly used with password crackers. Other scanners
which are not included by default but may be invoked include:

-¢ basel 6 - enable scanner basel6

-e facebook - enable scanner facebook

-e outlook - enable scanner outlook

-e sceadan - enable scanner sceadan

-e Xor - enable scanner xor

Bulk Extractor now includes a Windows PE scanner, “scan_winpe”, that extracts portable executable files and a
ELF executable scanner, “scan_elf”, that extracts “Executable and Linkable Format™ files found largely in
Unix/Linux systems. With the latest version of Bulk Extractor, it is also possible to pull FAT32 and NTFS file and
directory entries from the target data with the “scan_windir” scanner, carve for rar, zip, jpeg, GPS coordinates and
Windows LNK files.

11



Recursive Processing

Blocks to Examine

One of the most powerful features of bulk extractor is its ability to recursively process fragments.

The program can recognize fragments which are compressed. For example, parts of a Windows hibernation
file or ZIP file. These files can’t be carved directly. A compressed phone number, for example, may not be
recognizable. A traditional carver, or regular expression matching system, would not detect such a compressed
phone number. The examiner would miss that. When Bulk Extractor detects compressed data, it decompresses
it and then recursively examines the now decompressed data. This program will keep recursing down,
decompressing data as needed, down to five levels by default.

The picture above shows an example of what happens when bulk extractor encounters a zip file fragment, for
instance. The fragment is decompressed, and the resulting data is added back into the chunks of data to be
examined. The output from the data carved from this zip file will include a

Note that although recursive processing works well on disk images, it does not tend to work as well on
memory images where files in memory are much less likely to be contiguous across physical memory.

12



Histogram Output

n=841 benbitdiddle@hotmail.com
n=512 benswife@hotmail.com
n=442 coworker@company.com
n=350 collegefriend@site.net
n=341 ben_mother@aol.com
n=306 pokerbuddy@yahoo.com

Along with searching for and recovering all of these features, bulk extractor also computes a histogram of the
features it finds. A histogram is a count of how many times a feature occurs. The program then sorts the
features, listing those which were found most oflen at the top. With e-mail addresses, for example, the most
frequently encountered address is the address for the computer’s owner. The same thing generally applies to
memory images, but because there’s less data in the input, the owner’s e-mail address doesn’t always stand out
as much.

This picture shows a sample histogram of e-mail addresses. The number after the ‘n’ is the number of times
the feature was found in the input file. The e-mail address benbitdiddle@hotmail.com was found 841 times,
the most of any address. Because it was found the most, it is likely this address was the primary address used
to send and receive mail on this computer.

Remember, specificity counts in forensics. All we’ve done is count how many times this address was found.
We can’t say anything about who owns that address. 1t’s possible that the user of this computer was using a
stolen username and password. Maybe it’s their secret e-mail address which none of their friends know about.
When you write, describe *exactly* what you find. No more, no less. Unless you’re going (o be an expert
witness or are specifically asked for your opinion, just report the facts.

13



Bulk Extractor

You can add features to search for

e Regular expressions

Distributed for *nix (such as SIFT)

e Windows version lags

Don't forget it also works on disk images!

Users can also add their own regular expressions to look for, but it's a complicated process.

The program is intended for *nix and works best on platforms like OS X and Linux. It is updated frequently
with new features and bug fixes. If you become a regular bulk extractor user, you should check the web site
for updates often, https:/github.com/simsong/bulk extractor. There is a pre-compiled version for Windows,
but it lags behind the *nix version. That is, the Windows release is usually one or more versions behind the
current source code.

As mentioned at the beginning of this section, bulk extractor was originally intended 1o work on disk images,
not memory images. If you're running a case with disk images, you should consider using this powerful
artifact carver!

14



Bulk Extractor Options

$ bulk extractor -e wordlist -o
/cases/output/handson /cases/win7crypto.vmem

Extract wordlist

e -@ wordlist

Set output directory
e -0 [output directory]

Stop list (file that contains keywords to exclude)
e -w stoplist.txt

Input File to process
o [FILEL

The help screen we saw on the previous page details a LOT of command line options. In this course we will
only be using one of them. Specifically we want the program to extract a wordlist for us. The option is enabled
using:

Extracting wordlist:
-e wordlist

We will also need to set an output directory as before using the -o flag. Note: This directory must not
currently exist. Bulk Extractor will create it.

Set output direclory:
-o output

In order to reduce false positives (embedded e-mail addresses for example), a “stop list” can be included.
Keywords (ssns, cens, e-mail addresses, URLs, etc.) included in this file will be excluded from the Bulk
Extractor output reports.

Include a stop list:
-w stoplist. txt

Assign number of analysis threads (processor cores) to use (default is one per core, up to 8):

-3 #

15



Bulk Extractor Hands-on

sansforensics@siftworkstation:~$% bulk_extractor -e wordlist
-0 /cases/output/handson /cases/win8sp1x64.img

bulk_extractor version: 1.5.5

Hostname: siftworkstation

Input file: /cases/win8sp1x64.img

Output directory: /cases/output/handson

Disk Size: 2147483648

Threads: 4

Attempt to open /cases/win8spix64.img

12:08:42 Offset 67MB (3.12%) Done in 0:02:09 at 12:10:51

12:08:47 Offset 150MB (7.03%) Done in 0:01:58 at 12:10:45

12:08:53 Offset 234MB (10.94%) Done in 0:02:01 at 12:10:54

12:08:58 Offset 318MB (14.84%) Done in 0:01:55 at 12:10:53

Invoking Bulk Extractor with defaults +

wordlist scanners
n Meémory Forensics ln-l.legtﬁ

We are now going to run Bulk Extractor on a memory image and look through the results together. This
memory image came from a Windows XP system and was captured in 2005. Although it’s a little old, it’s still
perfectly valid. The output will be written to the output/bulk_handson directory.

Here's the command line you want to type:
$ mkdir cd /cases/output

$ bulk_extractor -o /cases/output/handson -e wordlist
/cases/win8splx64.img

As you can see, Bulk Extractor is very verbose and make show errors as it attempts to carve things from
memory. This is normal. We should expect that due to the fragmented nature of physical memory, some of
the carving of portions of files will fail.

The program’s run time depends on how many threads it is using and how much data per run you are parsing.
sansforensics(@siflworkstation:~$ bulk extractor -e wordlist -o /cases/output/handson /cases/win8sp1x64.img
bulk extractor version: 1.5.5

Hostname: siftworkstation

Input file: /cases/win8sp1x64.img

Output directory: /cases/output’handson

Disk Size: 2147483648

Threads: 4

Attempt to open /cases/win8sp1x64.img

16



12:09:59 Offset 1073MB (50.00%) Done in
12:10:05 Offset 1157MB (53.91%) Done in
12:10:11 Offset 1241MB (57.81%) Done in
12:10:19 Offset 1325MB (61.72%) Done in
12:10:27 Offset 1409MB (65.62%) Done in
12:10:33 Offset 1493MB (69.53%) Done in
12:10:39 Offset 1577MB (73.44%) Done in
12:10:46 Offset 1660MB (77.34%) Done in
12:10:55 Offset 1744MB (81.25%) Done in
12:11:02 Offset 1828MB (85.16%) Done in
12:11:08 Offset 1912MB (89.06%) Done in
12:11:15 Offset 1996MB (92.97%) Done in
12:11:22 Offset 2080MB (96.88%) Done in

0:01:21 at 12:11:20
0:01:14 at 12:11:19
0:01:08 at 12:11:19
0:01:02 at 12:11:21
0:00:57 at 12:11:24
0:00:50 at 12:11:23
0:00:43 at 12:11:22
0:00:37 at 12:11:23
0:00:31 at 12:11:26
0:00:25 at 12:11:27
0:00:18 at 12:11:26
0:00:11 at 12:11:26
0:00:05 at 12:11:27

All data are read; waiting for threads to finish...

Time elapsed waiting for 4 threads to finish:

(timeout in 60 min.)
All Threads Finished!

Producer time spent waiting: 155.73 sec.

Average consumer time spent waiting: 0.237036 sec.

sk ok ko ok ok sk ok ok sk k ok ok ok ok ks ko sk sk ok k ok ook ok sk ok

** bulk extractor is probably CPU bound. **

Hok

*% *ok

to get betler performance.

Run on a computer with more cores **

ddkdkkkkkkkkk sk kb ok kkk ko kR kkkkkkkkk Rk kkk

MDS35 of Disk Image: ba625dcc991126¢6¢395¢8daabl8e4f5

Phase 2. Shutting down scanners

Phase 3. Uniquifying and recombining wordlist

Phase 3. Creating Histograms
Elapsed time: 173.059 sec.
Total MB processed: 2147

Overall performance: 12.409 MBytes/sec (3.10225 MBytes/sec/thread)

Total email features found: 139
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e |

Eaes_keysa

. ether_histogram.txt

pii_teamviewer bxt

url_microsoft-tive.txt

alerts.txt L exif.axt rartxt url_searches.txk
contxt find.txt report.xmil . url_services.txt
con_histograrm.txt find_histogram.txt  §| sfcB22.txt veard.txt
cen brack2.bxt gps.txt sqlite_carved.txt L windirs.bxt
con_track2_histogram,txt httplogs.txt . telephone.txt C L winlnk tet

. domain.txt a1 ip.txt i | telephone_histogram.txt 41 winpetst

: | domain_histogram.txt L ip_histogram.txt unrar_carved bxt winprefetch.txt
elf.txt jpeg_carved.ixt unzip_carved.txt © . wordlist txt

%1 email.bxt L jsontxt ¥1 urlbxt wordlist_split_oo0.txt

. . email_domain_histogram txt kmltxt url_facebook-address.txt | zip.txt

. email_histogram.bxt = packets.pcap urt_facebook-id.txt

. ethertxt pil.txt «1 url_histogram.txt

Memory Forensics In-Depth

Bulk extractor has finished! Let's look through the dala we found together.

First, we change the current directory to the output directory we specified in the bulk extractor command line:

$ cd /cases/output/handson

We then do a directlory listing using the Is command.

$ 1s -1

The -1 flag displays more details about each file, in particular the file's size. There's no sense looking at files
where the program didn't recover any data.

The first file we'll look at is the AES keys file. You can view this file using the cat command.

$ cat aes_keys.txt

18



Here is the carved AES data from our Win8SP1x64 image:

BULK EXTRACTOR-Version:

Filename:

/cases/winB8splx64.img

# Feature-File-Version:

85200332
118067888
588100272
771858524
1048867504
1831727196
1833054300
2115793568

5f
oh
53
91
b5
91
91
3f

2l
76
76
46
76
46
46
4a

74
da
da
22
da
22
22
50

&
d6
dé
b2
dé
b2
b2
1b

1.1

75
£5
f5
ee
f5
ee
ee
b6

67
fb
tb
34
fb
34
34
69

T5&ah

#
# Feature-Recorder: aes keys
i

ba
81
81
3
81
S Fia
3
Da

ad
89
89
f6e
89
fé
£6
76

($Rev:

Oa
96
96
00
96
00
00
Oa

10844

te
50
50
13
50
13
13
36

19

da
cz
0P
3a
s
3a
3a
dd

$)

84
09
09
9f
09
9E
9f
bf

95
28
28
4f
28
4f
4f

ac

33
33
33
64
33
64
64
Oa

55
3b
3b
41
3b
41
41
dd

5a
68
68
4c
68
4c
dc
cd

AES128
AES128
AES128
AES128
AES128
AES128
AES128
AES128



# Feature File Version: 1.1
22495  u]fSfQ

23344  fSFQRW

23481  _ZfYf[

23615  UfPSQRW
24659  program

24667  cannot

Memory Forensics In-Depth

The first file we are going to examine is the file wordlist.txt. The results of this file are similar to running the
program ‘strings’ on the input file. It finds every ASCII strings from 6 -14 characters in length in the inpul file.

$ less wordlist.txt

This starts a paging program which lets you scroll through the file. The spacebar advances to the next page,
and the page-up, page-down keys do what you’d think they do. To get out of less, press the ‘q” key. See the
command line cheat for more details, such as searching.

The first column in this file is the offset where the string was found and the second is the string.

The wordlist file is usually quite large, and is not extracted by bulk extractor by default. Y ou must explicitly
tell bulk extractor to pull it out for you. As a convenience, bulk extractor creates a second version of the
wordlist, called, wordlist_split_000.txt, which contains deduplicated, sorted and alphabetized extracted strings.

Because the wordlist file is so large, you probably don’t want to review the whole thing by hand. Searching it
with other tools is highly recommended. Grep, in particular, can be a huge help. Let’s do an example together.
Oflen, in memory, we can recover the strings of environment variables passed to programs. One variable in
particular is USERNAME, which contains the login name of the current user. We’re going 1o search for the
string “USERNAME=" (without the quotes) in the wordlist file. The equals sign is a special character, and
needs to be escaped on the command line. Thus, the command line will be:

$ grep USERNAME\= wordlist.txt

20



Running the output, we get something like:

434033808 USERNAME=Sarah
434645328 USERNAME=Sarah
448696112 USERNAME=Sarah
456152741 USERNAME=LOCAL
456154472 USERNAME=LOCAL
456730431 USERNAME=Sarah
456732376 USERNAME=Sarah

Some of these entries are probably for the user LOCAL SERVICE, but we definitely see the login name on
this system was ““Sarah”.

The grep program is case sensitive by default. If you want to do case insensitive searching, use the -i flag. You
can see this in action by searching for sarah with and without the -i flag.

$ grep sarah wordlist.txt
$ grep -i sarah wordlist.txt

21



E-mail Addresses

S less email.txt

20297198
webmaster@espn.go.com

<managingEditor>webmaster@espn.go.com</
managingEditor

Memory Forensics In-Depth

Let’s now look at the e-mail addresses which bulk extractor was able to recover. First, let’s look at the list of
addresses. You can view them by typing:

$ less email.txt

There are a lot of e-mail addresses in this file! Each line in the file contains three attributes. The first is the
offset in the file where this feature was found. The second is the feature itself, and the third is the context in
which the feature was found.

In the example on the slide, the program found the e-mail address “webmaster@espn.go.com” at offset
20297198. That address was in the context of some kind of tag for “Managing Editor”.
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You will immediately notice that the most common e-mail addresses in the memory image were probably not
ones which the user typed, or even saw. These addresses can be excluded through the use of a stop list. A
comprehensive “stop list” is available for download from
http://digitalcorpora.org/downloads/bulk_extractor/bel 5-stoplists.tar.gz as a reference of default/generic
artifacts loaded by programs, drivers, or other operating system components. For example, the presence of the
domain: trustcenter.de was most likely due to certificate signing for web traffic. The user never typed, and
probably never saw this process occurring.

The same limitation applies to the other kinds of data we’re about to examine. The URLs, including search
string URLSs, may not have been typed by the user. Proceed with caution!
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BEViewer

GUI for navigating Bulk Extractor output

Provides a detailed view pane for context

Allows for keyword searching

o Highly applicable against the wordlist data
e Can be used to create a new extraction job

Memory Forensics In-Depth

For those analysts who prefer to use a GUI, Bulk Extractor has a easy-to-use user interface tool called
BEViewer. The BEViewer is included in the SIFT workstation and is accessed from the command line by
lyping BEViewer.

More information can be obtained on Bulk Extractor and BE Viewer from
https://github.com/simsong/bulk extractor . There is also an active Google Group for BEUsers:
http://groups.google.com/group/bulk _extractor-users
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BEViewer - Open a Report
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By opening the report.xml file found in the output directory of a bulk extractor job, the BEViewer tool can be
used to view and parse through the data and histogram reports of the target image file. Upon loading the
report.xml, ensure that the path to the image file is correct or the tool will be unable to load the details pane
with the data pointed to by the associated bookmarks.
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BEViewer Context (1)
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B Memory Forensics In-Depth

The BEViewer reports pane displays the results of a Bulk Extractor job that can include default, wordlist, and
net scanners, in addition to the default output files. By using the viewer, an analyst can search through the
output for specific keywords, viewing the data in hexadecimal or text view in the far right details pane. In
addition, the Filter pane offers a “Match case” that provides case sensitive keyword search functionality.

The BEViewer tool has recently added a copy function for highlighted data in the active pane. Note that
BEViewer also has a “bookmark” feature that enables a user to capture the entire contents of the details pane
and save the data to a file. In order to create a bookmark file, click the star icon in the toolbar and then go to
File=Export Bookmarks.
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Using BEViewer, it is easy to see that one of the e-mail addresses that was seen over 35 times in the xp-laptop-
2005-07-04-1430.vmem memory image is clearly not a reference to an e-mail address that was being used by a
mail client, but contact information for a Mozilla contributor. Having visibility of the data surrounding a
keyword hit in the detailed view pane allows for further analysis and data deduction of false positives. In
addition, by using the stop list (or whitelist) feature of Bulk Extractor, these benign hits can be removed from
feature file output. To create a stop list, compile all keywords that should be ignored into a text file and
include the —w <stop _

$ bulk extractor -o /cases/output/handson -e wordlist -w stoplist.txt

list.txt> option,

/cases/win8splx64.img
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url_histogram.txt

url_services.txt
url_facebook-id.txt
url_searches.txt

url_microsoft-live.txt

Memory Forensics In-Depth

There are several pertinent files related to URLs. First, the url.txt contains a complete listing of every URL
found in the input file. As with the other types of data, there are a LOT of entries in this file. Parsing it by hand
can be difficult. You may wish to start with the histogram of URLs. Remember, with memory images these are
the URLs which were found in the memory image. This may mean the URLs appeared in a web page, or even
Just in a program, but not necessarily that they were visited!

The last four URL files are special values which bulk extractor has highlighted for you. The url services.txt is
a histogram of the URLSs, but instead of comparing the entire URL, only looks at the domain name involved in
the search.

The file url_facebook-id.txt contains any Facebook id numbers which were found in URLs. They are listed in
the form “id=[number]”. To view the profile associated with that id number, go to
https://www.facebook.com/[number]. This will redirect your browser to the person’s username page.

The url_searches.txt file contains potential search terms found in URLSs. This can be useful for examining what
a user has searched for on the Internet. Again, the presence of a search term in this file doesn’t mean the user
actually searched for it! It could have been found in a link on a web page, but the user didn’t click on it.

The Microsofl Live file refers to ids for the Microsofl Live service.
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- Memory Forensics In-D

Network packets are the data being sent or received via the network. Those data are wrapped into TCP and IP
packets before they can be put on the wire. Those structures live in memory. And just like the disk, those
structures stay in memory until they are overwritten. This means we can capture them in a memory image!

The number of network packets in a memory image depends on how much memory was being used on the
system and how much the network was being used. If the operating system needed to create and send lots of
packets, the memory used to store those packets will be reused more often, and the history of network traffic
won't go back very far. But if the system was lightly loaded, a memory image may capture several minutes of
full network content.

The network scanner is now included in the default scanners of Bulk Extractor. It carves network packets and
create the file “packets.pcap”, a PCAP formatted file. These are generally not found in disk images, but a
wealth of them are usually in a memory image.

There are several programs you can use to view or parse these data. The program Wireshark, included on your
SIFT workstation, is a great graphical program for doing so. To run Wireshark, at the command prompt type:

$ wireshark packets.pcap

The window you see now is a listing of all of the potential packets found. There may be invalid data in here,
along with duplicate packets, and things will almost certainly be out of order. That’s just what the program
found in the memory image. Note that the "Time" field is zero for all packets. The timestamps are not
preserved in the memory image. Normally this field corresponds to the start of the capture. But since all of
these packets were captured together, there is no difference in the time.
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You can scroll up and down the list of packets and examine the traffic. To highlight some pertinent data, try
using the Wireshark filters. The filter toolbar is at the top of the screen. Some filters you may find helpful are
http and dns. In the screenshot above, we are filtering on DNS packets. We can see the DNS requests made
and some of the responses. What domains were requested? What were the responses?

Request: www.sportsfanmagazine.com
Regponse: 204.9.172.100
Request: news.com.com

Response: 216.239.115.140

Request: rssnewsapps.ziffdavis.com
Response: 63.87.252.162

Request: gizmodo.net

Response: 209.11.51.41

We are barely scratching the surface of Wireshark here. It is a powerful program and covered extensively in
SANS 572, Advanced Network Forensics, http://computer-forensics.sans.org/training/course/advanced-
network-forensics-analysis#
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MAC addresses are a globally unique identifier for a network card. They are assigned by the manufacturer and
cannot be changed. Each MAC encodes which company made the device and a serial number for that device.

Being able to uniquely identify the source of network traffic can be critical for an investigation!

Looking at the file ether.txt, we can see the MAC addresses found in the memory image. There certainly are a
lot of them! To make sense of them, it's often easier to look at the histogram of MAC addresses. Looking at the
histogram, ether _histogram.txt, we can clearly see two MAC addresses were found quite often. The rest were
found rarely. We can't tell which of the two most common belonged to whom, but almost certainly one of
these belonged to the computer from which we got this memory image. The other almost certainly came from
the router it was communicating with.

Ethernet addresses may be used to infer proximity to a wireless access point, which may be useful for placing
the user at a particular location (e.g. a coffee shop that offers public wireless).
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TCP Histogram
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Memory Forensics In-Depth

# Histogram-File-Version: 1.1
172,
132 .
iz,

49340 ~> 23:15.7:8:80 (ICP)
489338 ¥ BY9.63.189.26580 [(TEPR)

: 137 =2 172.,16.246.2:137 {UDP)
:49341 ->» 23.15.7.8:80 (TCP)
:49378 ->» 65.55.75.247:80 (TCP)
:49409 -> 65.54.81.175:80 (TCP)

One of the options in Bulk Extractor’s net scanner is the TCP histogram report. Disabled by default, it can be
invoked using the “-S carve_net memory=YES” command line parameters. The TCP histogram contains a
summary, ordered by frequency, of all extracted UDP and TCP packets. In examining this data, we see that
the “top talkers” are the target system, 172.16.246.144, and a remote system, 23.15.7.8. With this inclusion of
the port numbers, we can ascertain that the target system was communicating to the remote host via http. False

positives are possible with this data and it does not indicate a full list of connections.
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Page File Analysis (1)

o If it's in the paging file, it was in memory at
some lime
— But maybe not this boot

e Contents can't be associated to a specific
process or boot time
— Lack of context may hamper investigations
— Still better than having nothing

Memory Forensics In-Depth

In addition to analyzing memory dump files, we can also analyze the page file. Everything in the page file was
in memory at one time or another and is not directly backed by another on-disk file. It is important to note that
Windows does not track entries in the page file with the a specific process on disk (only in memory, at run
time). This means thal an interesting entry in the page file cannot be associated with a specific process of
interest. This lack of context may hamper investigations. Additionally, because the default page size is 4kb,
you may find interesting information spread across non-contiguous blocks.

However, note that sometimes just the existence of a specific artifact may be enough to aid in an investigation.
For instance, some machines should never process regulated data (PCI, PII, HIPAA, etc.) and the mere
existence of such data is indicative of a policy violation.
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Page File Analysis (2)

o R - T TR

» A tool called page_brute is useful for analyzing
unstructured page files

e The tool breaks pagefile.sys into 4k blocks and
runs YARA rules against each block
— Default signatures are included
— Users may specify their own

The page_brute tool breaks a larger file (such as a pagefile.sys) into 4KB chunks and runs a set of YARA rules
against the file. While this tool is fairly simplistic in operation, it is sufficient to discover a number of artifacts
in the page file due to it’s default set of YARA signatures.

Users can write their own signatures, but the default signature set includes the following categories:
administrative_share abuse
remote system_syntax
http_request header
http_response header
webartifact html
webartifact javascript
cmdshell

webartifact _gmail
social_securily syniax
smtp fragments

irc

fip
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Ubuntu SIFT Workstation

The Volatility Framework

Rekall Memory Forensic Framework

Mandiant’s Redline

Bulk Extractor
Page_Brute
windbg - Windows Debugger

Page Brute is the first tool we will introduce in this course that supports the use of YARA rules, allowing the
examiner Lo incorporate signatures based on malware or behavioral indicators easily into current
investigations.
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page_brute Usage (1)

e The page_brute tool should be run from your
home directory

e Change directory into the directory where it is
located

— Failure to do so requires you to specify the location
of the Yara rules file

The page brute tool by Michael Matonis - @matonis (https://github.com/matonis/page brute) is a fairly
simple python script that breaks a pagefile into 4k chunks and runs yara signatures against each chunk.

Because of the way the tool is written, you should use the copy locally in your home directory. You should
change into the page brute directory before executing the tool or you will have to specity the location of the
yara rules.

roct@SIFT-Workstation:~/page_brutef# page_brute-BETA.py
usage: page_brute-BETA.py [-h] [-f FILE] [-p SIZE] [-o SCANNAME] [-i]
[-r RULEFILE]

Checks pages in pagefiles for YARA-based rule matches. Useful to identify forensic
artifacts within Windows-based page files and characterize blocks based on regular
expressions.

optional arguments:
-h, --help show this help message and exit
-r RULEFILE, --rules RULEFILE

File/directory containing YARA signatures (must end with
.yvar}

-f FILE, —--file FILE Pagefile or any chunk/block-based binary file
-p SIZE, --size SIZE Size of chunk/block in bytes (Default 4096)
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-0 SCANNAME, --scanname SCANNAME

Descriptor of the scan session - used for output
directory

-i, --invert Given scan options, match all blocks that DO NOT match a
ruleset
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page_brute Usage (2)

DT tiieta S i ome ]

sansforensics@SIFT-Workstation$python page brute-BETA.py -f /cases/insider-pagefile.sys
[+] - PAGE_BRUTE processing file: /cases/insider-pagefile.sys

[+] - Ruleset Compilation Successful.

[+] - PAGE_BRUTE running with the following options:

- FILE: /cases/insider-pagefile.sys

- PAGE_SIZE: 4896

- RULES TYPE: DEFAULT

- RULE LOCATION: default_signatures.yar

- INVERSION SCANM: False

- WORKING DIR: PAGE_BRUTE-2614-91-07-18-14-37-RESULTS

(-1
(-]
[-1
[-]
[-1
[-]

[!] FLAGGED BLOCK 78488: webartifact_html
[!] FLAGGED BLOCK 71556: webartifact_html
[!] FLAGGED BLOCK 72452: webartifact_javascript

In our case, we'll just invoke page brute with default signatures and an output directory of “insider case”. If
the output directory isn't specified, page brute will simply output in a directory formatted with the run time
(e.g. PAGE BRUTE-2013-12-13-20-52-11-RESULTS). Note that this directory name does not include the
name of the file from which results were obtained. This can cause confusion if multiple runs of the sofiware
are made against different page files. This may also cause confusion if multiple runs are made against the
same page file but different Yara signatures are used on each run.
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YARA (1)

e YARA is a pattern matching & logic tool
commonly used for malware detection
— Well structured language patterns
— Fairly complex logic
— Large existing rule base
— Good community support

From the YARA user’s manual:
YARA is a tool aimed at helping malware researchers to identify and classify malware
families. With YARA you can create descriptions of malware families based on textual or
binary information contained on samples of those families. These descriptions, named
rules. consist of a set of strings and a Boolean expression which determines the rule logic .
Rules can be applied to files or running processes in order to determine if it belongs to the

described malware family.

For more details on how to build YARA signatures, see the yara website’s most recent user manual at
hitp://yara.readthedocs.org/en/v3.2.0/
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» Although most YARA rules focus on malware,
it can be used to discover other artifacts
— SSNs
— Credit card numbers
— Pool tags (kernel memory allocations)
— Data structures with well known headers

Memory Forensics In-Depth

YARA has traditionally been used to discover previously unknown malware and to group malware into
families. However, YARA can also be used for other data discovery. If you’ve ever wanted 1o search for lext
or binary patterns that couldn’t be accomplished with a simple grep, YARA is for you! No programming
required, so the old (and frustrating for some) advice of “you should write a script to do that” doesn’t apply.

As long as the data you are searching for is defined, YARA can be used to find it. This includes SSN’s, Credit
Card Numbers, Pool Tags, and other data structures that have some predictable content to match on.
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e Every Yara rule has three components
- meta

- strings
— condition
e The meta section is technically optional

— Provides miscellaneous information such as rule
author and description

Memory Forensics In-Depth

The most basic Y ARA rules contain only one or more strings to search for and conditions that specify how
many of the strings must be matched. The rules range from basic to insanely complex. They support ASCII
and unicode, byte patterns, regular expressions, and a number of complex conditional options. Additionally,
conditions can specify that strings can be at related offsets (i.e. stringl is found 20 bytes from string2).
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Spot an Elevated Command Prompt

rule cmdshell
{
meta:
author="@matonis”
description="Command prompt syntax to identify potential priv escalation®
strings:
$emd@ = "C:\\Documents and Settings\\Administrator”
semd2 = "Ci\\Users\\Administrator®
condition:
any of them
b

Memory Forensics In-Depth

Let’s examine this simple rule. This rule seeks to discover memory sections which may indicate that a process
is using an elevated command shell. We won’t debate whether this rule may have false positives (it does) or
whether an elevated command prompt might be open that isn’t caught by the rule (it might). This rule was
taken directly from those included with the page brute tool, which you’ll use in the course.

The first section, meta, contains two directives which are fairly obvious in their usage. We won’t examine
them further here. As mentioned previously, the meta section is optional.

The next section, strings, lists one of more strings that may be matched by the rule. Although many complex
options are supported, this rule doesn’t use any of them. It simply matches literal strings.

The final section, condition, specifies the conditions under which the rule will be considered a match. In this
case, it simply says that if any strings are matched, then the rule is considered a match. Again, more complex
options are available (but we wanted to start out with a trivial rule).

If a rule is matched, (according to the strings and condition) then the name of the rule (cmdshell in this
example) is displayed on the command line.
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YARA Signature Creation (1)

T ——————— ]

e Let’s create a simple Yara rule that locates
executable file fragments in the paging file

— These may indicate a downloaded file since
executables running on the local disk don't get
written to the page file

In this hands on exercise, you’ll create a signature to find executable file fragments in the page file using the
page_brute tool. Because of the way Windows memory management works, executable files on the local
filesystem loaded in memory are not usually paged to disk. This means that any executable file fragments
found in the page file may have been downloaded, extracted from a zip file, or run from a network share. Any
of these cases may be interesting for the forensic examiner.
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e Executables can be found by locating the
familiar string “This program cannot be run in
DOS mode”

e Using the example provided, build a Yara rule
name “executable_file_fragment”

Anyone who has looked at a Windows executable knows that in the beginning of the header, there’s an ASCII
string that says “This program cannot be run in DOS mode”™. This string is part of the DOS stub, designed to
be run when the Windows program is run under DOS. It’s a backward compatibility thing... butit’s also a
potential signature.

Of course we could add lots of other conditions, but the goal here is to get you up and running quickly with
easy YARA rules.

46



YARA Signature Creation (3)

e Example YARA rule to find executable file
fragments

rule executablie_file_fragment {

strings: ) i
$D0Ssig = "This program cannot be run in DOS mode"

condition:
$D0OSs1g

Memory Forensics In-Depth

This slide shows the rule created to detect executable file fragments. This rule may have false positives, but
again, this is only designed to be a trivial (though useful) example. This rule would be effective at scanning
the page file, but would also be useful for scanning PDF or other document files for embedded executables.

rule executable file fragment {
strings:
$DOSsig = "This program cannot be run in DOS mode"
condition:
$DOSsig
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Exercise b

Unstructured Memory Analysis
Page_Brute with YARA

Memory Forensics In-Depth
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Signature Detection
yarascan (1)

Purpose

e Scans processes or kernel memory with Yara signatures

Important Parameters

s -p PID Operate on these Process IDs

e -n NAME, --name=NAME Operate on these process names (regex)
-K, --kernel Scan kernel modules
-W, --wide Match wide (Unicode) strings

o -Y YARA_RULES, --yara-rules=YARA_RULES (as a string)

¢ -y YARA_FILE, --yara-file=YARA_FILE (as a file)

I

Investigative Notes

e Yara offers investigators a powerful way to search for known
indicators in a target system image, simplifying attribution

The yarascan plugin scans memory for known signatures. This is extremely useful in performing attribution.
Even if specifics of an attack group are not known (country of origin, motivation, etc.), attributing multiple
attacks to a single group through similarities in attack tools can be hugely useful. The yarascan plugin
simplifies this operation.

Insider investigations may benefit from searching through memory for keywords that would be of interest in a
case. For instance, yarascan could be used with a list of engineering terms that should not be present on the
janitorial staff’s computer to detect possible insider threats.

Note that the yarasean plugin can be used to search all of physical memory or can search in a specific process’s
virtual memory by using the memdump plugin to first dump individual memory regions before scanning. The
advantage of this method is that any matches found with yarascan have some context around them. However,
the disadvantage is that only currently allocated memory will be searched. Searching a physical memory image
will locate matches for both allocated and unallocated memory.
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Signature Detection
yarascan (2)

rule https_urls

{

strings:

$a = https:// ascii
condition:

any of them

Memory Forensics In-Depth

This slide shows a very simple yara rule used to find https URLs in a memory capture. One can imagine how
it could be easily extended to locate URLs for particular web services in memory images as well.

rule https_urls
{
strings:
$a = "https://" ascii
condition:

any of them

50



Signature Detection
yarascan (3)

usereSIFTslvol.gx -f w:n?crz%to.umem ——2rofile=win?SP!xBG yarascan -p 2652,2756 -y https.yar
Volatility Foundation VolaTlilltTy Framework 2.4
Rule: https_urls
Owner: Process iexplore.exe Pid 2652
0x002561e8 6B 74 74 70 73 3a 2f 2f 69 65 6f 6e 6c 69 6e 65 https://ieonline
0x002561f8 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2 66 .microsoft.com/f
0x00256208 61 76 69 63 6f Ge 2e 6% 63 6f 00 de 66 61 76 63 avicon.ico..favi
0x00256218 63 6f 6e 5b 31 5d 2e 69 63 6f 00 de 48 54 54 50 con[1].ico..HTTP
0x00256228 21 31 2e 31 20 32 30 30 20 47 4b 0d 0a 43 6f 6e  /1.1.200.0K..Con
0xD0256238 74 65 6e 74 2d 4c 65 Ge 67 74 68 3a 20 38 39 34  tent-Length:.894
0x00256248 0d 0a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 ..Content-Type: .
0x00256258 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 0d 0a 0d 0a  image/x-icon....
0x00256268 7e 55 3a 73 61 6e 64 79 0d Da 00 de ef be ad de  ~Uisandy........
0x00256278 ef be ad de ef be ad de 55 52 4c 20 03 00 00 00 Fana e URL.....
0x00256288 00 00 00 00 00 00 00 00 50 Va 6¢ de a2 ec cc 01 ........ |- R,
0x00256298 00 00 00 00 00 00 00 00 06 61 00 00 00 00 00 00 R
0x002562a8 08 40 00 00 00 QC 00 00 60 00 00 00 68 00 00 00 .&. ..... ...h..
0x002562b8 02 00 10 10 94 00 00 00 45 20 00 00 a4 00 00 OO e s S S "
0x002562¢8 bd 00 00 00 00 00 00 00 50 40 52 60 01 00 00 00 revesses PBR ...,
0x002562d8 00 00 00 00 50 40 52 60 00 00 00 00 ef be ad de womior TR s mm
Rule: https_urls
Owner: Process iexplore.exe Pid 2652
0x002566e8 68 74 74 70 73 3a 2f 2f 73 65 63 75 72 65 2e 73  https://secure.s
Dx0D02566T8 68 61 72 65 64 2e 6c 69 76 65 2e 63 6f 6d 2f 7e  hared.live.com/-
0xD0256708 4c 69 76 65 2e 53 69 74 65 43 6f 6e 74 65 6e 74  Live.SiteContent
0x00256718 2e 49 44 2f 7e 21 36 2e 32 2a 39 2f 7e 2f e 2f

ADS~16.2.97~7~1 I

Memory Forensics In-Depth

This slide shows example output from a run of the yarascan plugin.

user@SIFTS vol.py -f win7crypto.vmem --profile=Win7SP1x86 yarascan -p 2652,2756 -y htlps.yar
Volatility Foundation Volatility Framework 2.4

Rule: https_urls

Owner: Process iexplore.exe Pid 2652

0x002561e8 68 74 74 70 73 3a 2f 2 69 65 6f 6¢ 6¢ 69 6e 65 hitps://iconline

0x00256118 2e 6d 69 63 72 673 6f 66 74 2¢ 63 6f6d 2f 66 .microsoft.com/f

... output truncated ...
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Starting Memory Analysis

NTFS Volume

00000000: EB 52 90 4E 54 46 53 20 .R.NTFS
00000008: 20 20 20 00 08 00 00 S—

(]

Memory Image
00000000: 00 00 00 00 OO0 00 00O 0O
00000008: 00 00 00O 00 OO0 00 00 00

Memory Forensics In-Depth

Although we can get data from a memory image by treating it as unstructured data, there is far more
information to be had by parsing the operating system structures. Unfortunately memory images are not like
disk images and cannot be parsed in the same manner. Every disk image has a defined structure which can be
used for parsing it. There’s a volume header, which points to a Master File Table or inode structure, or some
other easy starting point for analysis. Memory images, however, have no such starting point. They were not
intended to be parsed by any program, and thus do not follow any convention regarding their layout. The
operating system and processor chose where to store their data when the system is booted. So long as they
remain consistent during that boot, their choices of location can be arbitrary.

To get started with memory forensics, we need some kind of starting point. An anchor upon which we can base
our analysis. For starters, we don’t even know which operating system we’re examining. Much of our later
memory analysis will depend on our knowing what operating system we’re examining. Kernel variables,
which lead us to offsets in the memory image, contain valuable pieces of data. To know those offsets, which
change between OS releases, service packs, and sometimes even patches, we need to know what OS we’re
looking at.

The structure and operation of Windows has changed from version to version. It’s important to know if we’re
looking at a system running 32-bit Windows 2000 or 64-bit Windows Server 2008.

To find our starling point, we need to do a brute force search of the memory image. There are multiple ways to
find our anchor, but in this course we're going to discuss only two of them. These methods are searching for
individual processes and searching for the Kernel Debugging Data Block (KDBG). Both of these methods will
yield information about the operating system and give us the data we need to start our analysis.
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Kernel Debugging Data Block

.................... ;

e The KDBG is a kernel structure that holds
variables used in debugging
— Different for each Windows release

e Defined by the structure
_KDDEBUGGER_DATA64

— MmUserProbeAddress - specifies the highest user
space address

— PsLoadedModuleList — loaded kernel modules
— PsActiveProcessHead — running processes

W Memory Forensics In-Depth .

The Kernel Debugging Data Block or KDBG structure is stored in kernel memory and used for debugging
purposes. If the system crashes, the data kept in the KDBG is used 1o create the crash dump file. But the
KDBG is also tremendously useful for memory forensics. Not only does the structure have a distinct signature,
but the signature is distinct for each operating system. Thus, by searching for the KDBG, not only can we
determine which operating system we’re examining based on the signature found, but we can get all kinds of
useful information about the target operating system.

The contents of the KDBG include a large number of kernel variables, or symbols. These are values used by
the operating system which detail where important struclures are stored. These values are normally defined in
the symbols for each operating system. But particular hotfixes or patches from Microsoft can alter those
values. For that reason, it’s always better to get these variables directly from the operating system. For
example, the KDBG contains the address of the list of active processes running on the system,
PsActiveProcessHead. Although we should be able to determine this address by looking at the process
structures, why bother computing it when we can simply look it up?
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KDBG Magic Values

Operating System KDBG Magic Value

Windows XP 00 00 00 00 00 00 00 00 4b 44 42 47 90 02
Windows Server 2003 |00 00 00 00 00 00 00 00 4b 44 42 47 18 03
Windows Vista SP0 00 00 00 00 00 00 00 00 4b 44 42 47 28 03

Windows Vista SP1 00 00 00 00 00 00 00 00 4b 44 42 47 30 03
Windows Server 2008 | 00 00 00 00 00 00 00 00 4b 44 42 47 40 03
Windows 7 00 00 00 00 00 00 00 00 4b 44 42 47 40 03
Windows 8 22 77222 72 02 F8 FF FF 4b 44 42 47 60 03

The KDBG starts with a magic value, which is different for each operating system. Each magic value starts
with eight bytes of zeros, the ASCII string KDBG, and then a two-byte size of the KDBG structure. The
KDBG started out at 0x290 bytes in Windows XP, and has grown to 0x340 bytes in Windows 7. (Yes,
technically it's a four byte representation of the size, so you could append each of the magic values above with
two extra zero bytes.) Windows 8 proves to be a bit different in its KDBG signature, without the eight bytes of
ZEros.
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Searching for KDBG

| e

Offset 0 1 2 3 465 67 8 9 A BCUDEF !
02966BD0 00 EO 83 82 FF FF FF FF 10 68 98 82 FF FF FF FF AL y¥yy hL. ¥y
B o RPN S
02966EF0 | 00 00 00 00 00 00 00 00 4B 44 42 47 40 03 00 00 KDEGR |
UL 70000 UU U ©J CL UU UU UU UD J8 Jo Oa UL UU UD U0 UU (=1 1™ =29
02966C10 00 00 00 00 00 00 00 00 30 0L 08 00 18 00 01 00 0
02966C20 D& DE 8A 82 00 00 D0 00 00 00 00 00 00 00 00 00 @PS,

02966C30 10 68 98 82 00 00 00 00 98 EE 97 82 00 00 00 00 hi. 1i-,
02966C40 B4 EE 97 82 00 00 00 00 98 86 97 82 00 00 00 00 “i-, i’t-,
02966CS0  EO 8A 97 82 00 00 00 00 14 60 % 82 00 00 00 00 a%5-, ‘&,

Memory Forensics In-Depth

In this slide you can see the start of a KDBG structure at 0x2966bf0). There are the eight zero bytes, the ASCII
bytes for "KDBG" and then the bytes 40 03. Using the table on the previous slide, we can tell this is a potential
KDBG block from a Windows 7 or Windows Server 2008 system.
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Data Gleaned from the KDBG

PSActiveProcessHead
e Points to the Doubly Linked List of Processes

PsLoadedModuleHead

i
H
i
|

¢ Points to the Loaded List of Drivers

MmPfnDatabase
¢ Points to the PFN database

CmNtCSDVersion
¢ Maintains Service Pack Info

Memory Forensics In-Depth

Here is just a small sample of the kernel variables which we can get from the KDBG. We get the following
kernel variables, which are the virtual addresses of:

PsActiveProcessHead points to the list of active (running) processes on the system. This lets us see what
processes the operating system knew about.

PsLoadedModuleHead points to the list of active (running) drivers on the system. Again, this lets us see what
drivers the operating system knew aboult.

MmPfnDatabase is the Page Frame Number database. It’s a record of how every frame of physical memory is
being used.

CmNICSDVersion is a representation of the Service Pack number of the current operating system.

There are also pointers to the list of unloaded drivers, free frames of memory, offsets of values inside
important data structures, and more.

Although the magic value is useful for finding KDBG structures, your forensics tool should do some sanity
checking on the values it finds in the structure. For example, the virtual addresses listed above should all be in
kernel space. That is, greater than 0x8000000.
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KDBG Identification
kdbgscan (1)

Purpose

» Detects all KDBG signature matches found in memory

Important Parameters

* None

Investigative Notes

e May be required if imageinfo incorrectly identifies the
KDBG, based on first hit
e Be patient! This plugin can take some time.

The kdbgscan plugin may be very useful if there are multiple hex values that exist in a Windows memory
image that match the KDBG signature. Imageinfo scans for a KDBG signature and stops once it locates its first
match and parses the structure based on known offset. Imagine if the same pattern existed natively in the wild
(8 null bytes followed by KDBG and two size byles).
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KDBG Identification
kdbgscan (2)

user@SIFTS'uol.Ex -f APT.img kdbgscan l

Volatility Foundation Volatility Framework 2.4

Fhkk ki kA A bbb b dd bR hhbdddrbdd o dddkhrr bk dhdddhd
Instantiating KDBG using: Kernel AS WinXPSP2x86 (5.1.0 32bit)
offset (V) 1 Ox80545b60

offset (P) : 0x545b60

KDBG owner tag check True

Profile suggestion (KDBGHeader) WinXPSP3x86

Versionb4 : OxB0545b38 (Major: 15, Minor: 2600)
Service Pack (CmNtCSDVersion) @ 3

Build string (NtBuildLab) 1 2600.xpsp_sp3_gdr.080814-1236
PsActiveProcessHead : 0x8055a1d8 (24 processes)
PslLoadedModulelist © Ox80554040 (114 modules)
KernelBase : 0x804d7000 (Matches MZ: True)
Major (OptionalHeader) : 5

Minor (OptionalHeader) 1

KPCR 1 oxffdffooo (CPU 0)

Memory Forensics In-Depth

The first hands-on exercise we’re going to do with Volatility is to do a brute force search for the kernel
debugging data block (KDBG) structures we talked about in the last section. Here’s the command line we're
going 1o run;

Note that the output gives, on each line, after KDBG, whether this is a virtual (V) or physical (P) address, the
address or offset, and the profile for which this is valid. In our case we see really only one offset, 0x54c060,
which is either a Windows XP Service Pack 2 or 3 system. The Volatility framework found the magic value
for the Windows XP KDBG header, 00 00 00 00 00 00 00 00 4b 44 42 47 90 02, at those addresses.

user@SIFTS vol.py -f APT.img kdbgscan

Volatility Foundation Volatility Framework 2.4

Sk ook ok koo ok ko ok ok ok s ok lokok sk kb ok ok sk ok bk ok sk ok ke sk ok ok R g
Instantiating KDBG using: Kernel AS WinXPSP2x86 (5.1.0 32bit)
Offset (V) : 0x80545b60

Offset (P) : 0x545b60

KDBG owner tag check : True

Profile suggestion (KDBGHeader): WinXPSP3x86

Version64 : 0x80545b38 (Major: 15, Minor: 2600)
Service Pack (CmNtCSDVersion) : 3

Build string (NtBuildLab) :2600.xpsp sp3 gdr.080814-1236
PsActiveProcessHead : Ox8055a1d8 (24 processes)
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PsLoadedModuleList : 0x80554040 (114 modules)
KernelBase : 0x804d7000 (Matches MZ: True)
Major (OptionalHeader) ¢

Minor (OptionalHeader) i

KPCR : Oxfdff000 (CPU 0)

oot b o e o e s ok ok o ok e stk s ok ok ok kol sk ok ok R sk kR ko R R R kK

Instantiating KDBG using: Kernel AS WinXPSP2x86 (5.1.0 32bit)
Offset (V) : 0x80545b60

Offset (P) : 0x545b60

KDBG owner tag check : True

Profile suggestion (KDBGHeader): WinXPSP2x86

Version64 : 0x80545b38 (Major: 15, Minor: 2600)
Service Pack (CmNICSDVersion) : 3

Build string (NtBuildLab) : 2600.xpsp_sp3_gdr.080814-1236

PsActiveProcessHead : 0x8055a1d8 (24 processes)
PsLoadedModuleList : 0x80554040 (114 modules)
KemelBase : 0x804d7000 (Matches MZ: True)

Major (OptionalHeader) e
Minor (OptionalHeader) : ]
KPCR : Oxfdffoo0 (CPU 0)
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Encrypted KDBG (1)

while running

e However, the KDBG is decrypted when a crash
dump is written to disk
— Probably so windbg can read it

e Volatility can decrypt the KDBG and it can be
located using the kdbgscan plugin

Windows 8 and later (x64) encrypt the KDBG while running. However, the KDBG is decrypted when a crash
dump is written to disk. This is probably so windbg can read it. Volatility can decrypt the KDBG and it can
be located using the kdbgscan plugin.
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Encrypted KDBG (2)

sansforensics@siftworkstation:/cases$fvol.py -f wing.1.vmem kdbgscan |
Volatility Foundation Volatility Frameéwork 2.4

ER e e L e s T

Instantiating KDBG using: Unnamed AS Win2012x64 (6.2.9201 64bit)
offset (V) . 0xf803a671ca20

Offset (P) : Ox211ca20

KdCopyDataBlock (V) . 0xf803a665e6d8

Block enceded : Yes

Wait never : 0xeD69575c2ed2ecsd

Walt always 1 Ox166f0cafb3ifodaze

KDBG owner tag check : True

Profile suggestion (KDBGHeader) Win2012x64

versiontd 1 0xf803a671cd80 (Major: 15, Minor: 9600)
service Pack (CmNtCSDVersion} : O

Build string (NtBuildLab) 1 9600.17085.amd64fre.winblue_gdr.
PsActiveProcessHead : OxfffffB03a67350a0 (75 processes)
PsiLoadeddodulelist . Dxfffffe03a674f2d0o (158 modules)
KernelBase . Oxfffffeo3a6485000 (Matches MZ: True)
Major (OptionalHeader) 16

Minor (OptionalHeader) 3y

KPCR ; OxfffffB03a676b000 (CPU 0)

KPCR : oxffffdo017b167000 (CPU 1)

Memory Forensics In-Depth "

Note that volatility can located the KDBG, even though it is encrypted. This can be verified by using volshell
as seen on the next slide.
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Encrypted KDBG (3)

L A A

user@sIFT$ hexdump -C -n 256 -s 0x211c%e0 win8.1.vmem

0211c%e0 02 00 00 00 00 00 00 00 <cO 66 72 a6 03 f8 ff ff |......... Trie i |
0211c9f0 20 b8 75 a6 03 f8 ff ff 01 00 00 00 00 00 00 00 | .U.............

0211cal0 88 13 00 00 10 04 00 00 01 00 00 OO 03 00 00 80 |..........cvnnunn |
0211cai0 00 00 00 00 01 00 00 00 a0 Of 00 00 00 00 00 00 |...........cnunn |
0211ca20 ea 54 f1 24 1d de 59 b4 ea 54 f1 24 1d de 59 b4 |.T.$..Y..T.$..vV.|
0211ca30 el f3 d8 fd e0 21 86 ab ea a4 78 a5 1a de 59 b4 |..... Daernatoen ¥
0211ca40 ea Oc 20 20 le de 39 b4 da el fa a7 e2 21 9e ab |.. ..Y...... Fov
0211cas0 da el fa a7 e2 29 9e ab ea Oc c8 a1 1f de 59 b4 |..... Fincwnwsgeaops ¥
0211ca60 da el fa a7 e2 21 %9e ab ea 44 69 20 1c de 59 b4 |..... R QT
0211ca?0 ea 7c 79 a5 1f de 59 b4 ea O0c 71 e3 1d de 59 b4 |.|y...Y...q...Y.]
USer@siFTs hexdump -C -n 256 -5 0x545b30 APT.img

00545b30 b8 at 57 80 00 00 00 0C Of 00 28 0a 06 00 02 00 |..W....... Conienan |
00545b40 4¢ 01 Oc 03 2d 00 00 00 00 70 4d 80 ff ff ff ff |L...-....pM..... |
00545b50 40 40 55 80 ff ff ff ff 74 7f 67 80 ff ff ff ff |eeu..... t.g..... |
00545b60 74 7f 67 80 74 7f 67 80 00 00 00 00 00 00 00 00 |t.g.T.@...cvuunn |
00545b70 4b 44 42 47 90 02 00 0O 00 70 4d 80 00 00 00 00 |KDBG..... PM..... |
00545b80 ec 7b 52 80 00 00 00 00 00 00 00 00 00 00 00 00 |.{R............. |
00545b90 2c¢ 01 08 00 18 00 01 00 9c f6 4f 80 00 00 00 00 |,....... ol SN

00545ba0 40 e4 90 7c 00 00 00 00 40 40 55 80 00 00 0D 00 |@..|....€80..... |
j00545bb0  d8 a1 55 80 00 00 00 00 e0 a2 55 80 00 00 00 00 |..U....... s visiei |

Memory Forensics In-Depth

Notice that dumping the location of the KDBG specified in the x86 XP image shows the typical KDBG
signature. However, the Windows 8.1 x64 image shows that the KDBG signature is encrypted.



Hands-on volshell (1)

We can see all of the values in the EPROCESS structures, and, in fact, any structure, using a special plugin in
Volatility called volshell. This plugin opens a Volatility overlay on top of a standard Python shell. You can
then do anything you can in regular Python, but with some extra functionality for memory forensics. We are
now going to look at volshell, using the knowledge of Windows structures we talked about earlier. We can’t
use the Windows debugging tools on memory images, but we can use Volatility to explore them.

Volshell was intended to help researchers explore Windows memory structures. 11 is an interactive shell and
somewhat mimics the commands of kd and WinDBG. Not all of the commands are implemented, but a few of
them are. The result is a powerful tool for learning about your memory images.
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Hands-on volshell (2)

ser@sIFTs]vol. -f Win7x64.vmem --profile=Win75P1x64 volshell |
olatility Fou Z.4

urrent context: System @ Oxfffffa8001852b30, pid=4, ppid=0 DTB=0x187000
Python 2.7.3 (default, Feb 27 2014, 19:58:35)

ype “copyright®, “credits” or "license" for more information.

IPythcn 2.0.0 -- An enhanced Interactive Python.

? => Introduction and overview of IPython's features.
Pequickref -> Quick reference.

elp -> Python's own help system.

object?  -> Details about ‘object', use 'object??' for extra details.

hh()

se addrspace() for Kernel/Virtual AS

se addrspace().base for Physical AS

se proc() to get the current process object

and proc().get_process_address_space() for the current process AS
and proc().get_load_modules() for the current process DLLs

addrspace() : Get the current kernel/virtual address space.
c(offset=None, pid=None, name=None, physical=False) : Change current shell context.
db(address, length=128, space=None) : Print bytes as canonical hexdump.

dd(address, length=128, space=None) : Print dwords at address.
dis(address, length=128, space-ﬂone mode=None) : Disassemble code at a

given address.

Memory Forensics In-

Starting the volshell plugin is similar to starting other plugins. We specify a memory image and profile along
with the volshell command.

user@SIFTS vol.py -f Win7x64.vmem --profile=Win7SP1x64 volshell
Volatility Foundation Volatility Framework 2.4

Current context: System @ Oxfffffag8001852b30, pid=4, ppid=0 DTB=0x187000
Python 2.7.3 (default, Feb 27 2014, 19:58:35)

Type "copyright", "credits" or "license" for more information.

IPython 2.0.0 —— An enhanced Interactive Python.

? -> Introduction and overview of IPython's features.
tquickref -> Quick reference.

help -> Python's own help system.

object? -> Details about 'object', use 'object??' for extra details.

Im [1] z =k}

Use addrspace() for Kernel/Virtual AS

Use addrspace () .base for Physical AS

Use proc() to get the current process object
and proc().get process address space() for the current process AS
and proc()}.get load modules() for the current process DLLs

addrspace () : Get the current kernel/virtual
address space.
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cc (of fset=None, pid=None, name=None, physical=False) : Change current
shell context.

db (address, length=128, space=None) : Print bytes as canonical
hexdump.

dd (address, length=128, space=None) : Print dwords at address.
dis(address, length=128, space=None, mode=None) : Disassemble code at a
given address.

dg(address, length=128, space=None) : Print gwords at address.

dt (objct, address=None, space=None, recursive=False, depth=0) : Describe
an object or show type info.

getmods () : Generator for kernel modules
(scripting) .

getprocs () : Generator of process objects
(scripting) .

hh (cmd=None) : Get help on a command.

list entry(head, objname, offset=-1, fieldname=None, forward=True) :
Traverse a _LIST_ ENTRY.

modules () : Print loaded modules in a table
view.

proc () : Get the current process object.
ps{) : Print active processes in a

table view.
sc() : Show the current context.

For help on a specific command, type 'hh(<command>)'"

There is a lot going on here! First, volshell has displayed some details about the current process which it is
examining. We can examine any process using volshell, but this is the one it's started with. In this run it's
started with the System process, pid 4, which has a parent pid (ppid) of zero. The directory table base for this
process is 0x39000.

Volshell is also reminding us that the command hh() will display a help message. We'll get to that on the next
page.

The three greater than signs at the bottom of the output are a Python prompt. We can now type any valid
Python commands and the interpreter will execute them (e.g. 2+3, len([1,2,3]), [X ** 2 for X in [1.2,3]], etc.)
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Hands-on volshell (3)

ps() Display a list of processes

cc() Change the process and directory table base being
used. Can be specified by name, pid, or EPROCESS
offset

dd() Display DWORDS

db() Display hexdump

dt() Display type information, optionally with values

list() Traverses a LIST_ENTRY structure

dis() Disassembles assembly code

sc() Show the current context

. .Memnry Forensics In—-Deg_ﬂ; po.

Let's start with the help command in volshell to see what we can do:

>>> hh ()

Use self.addrspace for Kernel/Virtual AS

Use self.addrspace.base for Physical AS

Use self.proc to get the current EPROCESS object
and self.proc.get process address_space() for the current process AS
and self.proc.get load modules() for the current process DLLs

cc({offset=None, pid=None, name=None) : Change current shell context.
db (address, length=128, space=None) : Print bytes as canonical
hexdump.

dd (address, length=128, space=None) : Print dwords at address.

dis (address, length=128, space=None, mode=None) : Disassemble code at a
given address.

dg(address, length=128, space=None) : Print gwords at address.

dt (objct, address=None, space=None) : Describe an object or show type
info.

hh (cmd=None) : Get help on a command.

list_entry(head, objname, offset=-1, fieldname=None, forward=True)
Traverse a _LIST_ENTRY.

modules () : Print a module listing.
ps () : Print a process listing.
sc() : Show the current context.
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For help on a specific command, type 'hh(<command>)'

Each command can take some required and optional arguments. The defaults for these arguments are shown in
the help message. You can change the defaults by overriding them on the command line. This is easier to show
than explain, and we'll start on the next page.
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Hands-on volshell (4)

Ii!iiiiiliiiiiiiiiiiii

r— e —
I ps()
Name PID PPID Offset
System 4 Q OxfIfffagno1852b30
SMSS . exe 276 4 oxfffffasnozbebbio
CSrss.exe 368 344 oxfffffag00362b060
jwininit.exe 412 344 Oxfffffag003974650
CSrss.exe 432 420 oxfffffago03go79b30
services.exe 500 412 oxfffffano039d2330
jwinlogon.exe 516 420 Oxfffffat0039d7800
lsass.exe 528 412 oxfffffagn039e0060
lsm.exe 536 412 oxfffffago039ds7o0
svchost.exe 656 500 Oxfffffagn03a35910
svchost . exe 7386 500 Oxfffffad003a7a360
svchost.exe 792 500 axfffffagoolaciogso
svchost.exe 908 500 oxfffffagonsavfian
svchost.exe 852 500 oxfffffag002b4a98al0
svchost.exe 344 500 oxfffffago03boab3o
svchost.exe 1112 500 oxfffffagoo3b96b3o
spoolsv.exe 1212 500 0xfffffag003céeb30
svchost.exe 1256 500 oxfffffagoosdiosfo
vmtoolsd. exe 1400 500 Oxfffffag003dhaoso
TPAutoConnSvc. 1684 500 oxfffffagno3e6a220
msdtc.exe 1144 500 oxfffffa8003f574e0
svchost . exe 2040 500 0xTTfffagoo3e04b3o
svchost . exe 1752 500 oxfffffagooafeibio
Searchindexer. 1592 500 oxfffffag0019¢c2390
2240 500 Oxfffffag001adbb30

Memory Forensics In-Depth

R

Let's start with the ps() command. This command takes no arguments, but displays a list of processes.

In [2]: ps()
Name

System
SmMSS.exe
CSrss.exe
wininit.exe
csrss.exe
services.exe
winlogon.exe
lsass.exe
lsm.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

svchost.exe

PID

276
368
412
432
500
516
528
536
656
736
792
908
25s
344
L1122

PPID

344
344
420
412
420
412
412
500
500
500
500
500
500
500

Offset

OxfffffaB001852b30
OxfffffaB002bbbb30
Oxfffffa800362b060
OxfffffaB003974650
Oxff£££faB003979b30
OxfffffaB0039d2330
Oxfffffa80039d7800
Oxfffffa80039e0060
OxfffffaB80039d5700
Oxff£££faB8003a55910
Oxfffffa8003a7a360
Oxfffffa8003ac3960
Oxfffffa8003a0f4a0
Oxfffffa8003b498al
Oxfffffa8003b%ab30
Oxfffffa8003b96b30
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spoolsv.exe
svchost.exe
vimtoolsd.exe
TPAutoConnSve.
msdtc.exe
svchost.exe
svchost.exe
SearchIndexer.
taskhost.exe
TPAutoConnect.
dwm.exe
conhost.exe
explorer.exe
vmtoolsd.exe
cmd.exe
conhost.exe
idaqg.exe
firefox.exe
chrome.exe
chrome.exe
chrome.exe
notepad.exe
taskhost.exe
taskhost.exe
audiodg.exe
cmd.exe
conhost.exe

ipconfig.exe

Here we can see the name, pid, parent pid, and EPROCESS offset for every process on the system.

1212
1256
1400
1684
1144
2040
2
1992
2240
2324
2332
2344
2364
2508
1408
904

1452
3240
1040
3640
1032
2496
2784
624

2116
1100
2608
3200

500
500
500
500
500
500
500
500
500
1684
908
432
2308
2364
2364
432
2364
2880
1732
1040
1040
2364
500
500
792
1400
368
1100

Oxfff£ffaB003cbeb30
OxfffffaB003d103f0
Oxff££ffa8003db8060
OxfffffaB003e6a220
OxfffffaB8003f574e0
OxfffffaB003e04b30
OxfffffaB002£81b30
Oxftf££ffab0019¢c2390
OxfffffaB00ladbb30
Oxfffffa8001alchb30
OxfffffaB001a0ds810
OxfffffaB001ab64320
OxfffffaB001al17920
Oxfff£ffa8001b91b30
Oxfffffa8001bl46b0
Oxfffffa80039a0970
Oxfffffa8001de6b30
Oxfffffa8003fdlb30
OxfffffaB800lead670
Oxfff£ffaB00397cb30
Oxfffffa8003c37060
Oxfffffa8001f04560
OxfffffaB00369p060
Oxfff£f£faB8004028920
Oxfffffa80036ebd70
Oxfffffa8002c58060
Oxff£ffa8002a77b30
Oxfff£fag80021b0760
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dt ("_EPROCESS")

' _EPROCESS® (1232 bytes)

ox0

0x168

0x188
0x198
Ox1a8
0x1b8
0ox1co
Ox1c8

0x1d8

L peh
0x160
. CreateTime
ox170 :
Ox178 :
0x180 :

Processlock

ExitTime
RundownProtect
UniqueProcessld

. ActiveProcessiinks
: ProcessQuotalsage
: ProcessQuotaPeak

: CommitCharge

¢ QuotaBlock

: CpuQuotaBlock
0x1do

PeakVirtualSize

: WirtualSize
Ox1eQ :
ox1f0
ox1f8

SessionProcesslLinks
DebugPort
ExceptionPortData

[ '_KPROCESS']

[ _EX_PUSH_LOCK']

{'WinTimeStamp', {'is_utc': True})

[ "WinTimeStamp', {'is_utc': True}]

{ ' _EX_RUNDOWN_REF']

['unsigned int']

["_LIST_ENTRY']

[rarray', 2, [‘'unsigned long long']]
['array', 2, ['unsigned long long']]
['unsigned long long']

['pointer64’, ['_EPROCESS_QUOTA_BLOCK']]
['pointers4’, ['_PS_CPU_QUOTA_BLOCK']]
[ 'unsigned long long'l

['unsigned long long']

['_LIST_ENTRY']

[*pointer64’, ['void']]

['pointer64', ['void']]
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Next, let's explore a structure. The dt() command can be used to display a process structure much like it does
in the Windows kernel debuggers, kd and WinDBG. Let's look at the EPROCESS structure. Because of a quirk
in how Volatility is buill, structure names are preceded by an underscore and are case sensitive! Thus, to see
the EPROCESS structure, we call:

>>> dt ("_EPROCESS")
' EPROCESS' (608 bytes)

0x0 : Pcb [' KPROCESS']

0x160 ProcessLock ['" EX PUSH LOCK']

0x168 : CreateTime ['WinTimeStamp', {'is_utc': True}]
0x170 ExitTime ['WinTimeStamp', {'is utc': True}]
0x178 RundownProtect [' EX RUNDOWN REF']

0x180 UnigueProcessId ['unsigned int']

0x188 ActiveProcessLinks ['_LIST_ENTRY']

. output truncated ..
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Hands-on volshell (6)

s ; : —
in [2]: ps()

Name PID PPID Offset

System 4 0 oxfffffaso01852b30

SMsSs.exe 276 4 Oxfffffago02b6bb30

csrss.exe 368 344 Oxfffffa800362b060

wininit.exe 412 344 oxfffffag003974650

In [4]: dt("_EPROCESS", Oxfffffa800362b060)
[_EPROCESS _EPRCCESS] @ OXFFFFFA800362B060

0x0 : Pcb 18446738026452398176

0x160 : ProcesslLock 18446738026452398528

0x168 : CreateTime 2014-11-21 04:31:43 UTC+0000
0x170 : ExitTime 1970-01-01 00:00:00 UTC+0000
0x178 : RundownProtect 18446738026452398552

0x180 : UniqueProcessId 368

0x188 : ActiveProcessLinks 18446738026452398568

0x198 | ProcessQuotaUsage o
Ox1a8 : ProcessQuotaPeak =
0x1b8 . CommitCharge 558
0x1¢0 : QuotaBlock 18446735277662739456

Memory Forensics In-

Finally we get to the real power of Volshell. We can populate this listing with the values from data on the
system. We add an optional parameter to the dt command, an address to use as the base of the structure, and
now gel the structure populated by the data from that offset. Let's use the offset of the EPROCESS block from
the dd.exe process. You can get this offset by using the ps() command.

In [3]: ps()

Name PID PPID Offset

System 4 0 Oxftfffa8001852b30
Smss.exe 276 4 Oxfffffa8002b6bb30
CcSIss.exe 368 344 Oxfffffa800362b060

... output truncated ...

In [4]: dt(" EPROCESS", Oxfffffa800362b060)
[_EPROCESS _EPROCESS] @ OxFFFFFA800362B060

0x0 : BPeh 18446738026452398176
0x160 : ProcessLock 18446738026452398528
0x168 : CreateTime 2014-11-21 04:31:43 UTC+0000
0x170 : ExitTime 1970-01-01 00:00:00 UTC+0000

. output truncated ..
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Hands-on volshell (7)

[ S - e AN i i =g
Pcb.ReadyListHead.Flink val & 0x80000000 > 0 && val & 0x8 ==
Token.Value val & 0xe0000000 == 0xe0000000
GrantedAccess val & 0x1f07fb == 0x1f07fb
AddressCreationLockCount val ==
Vm.VmWorkingSetList Val & 0xc0003000 == 0xc0003000 && val %

0x1000 ==
Pcb.DirectoryTableBase val % 0x20 ==

>>> (2035711 & 0x1£f07fb) == 0x1£07fb
True

Memory Forensics In-Depth

Let's put this work with the volshell plugin into practice. Above you should see the constraints that moyix,
Brendan Dolan Gavitt, found for Windows XP Service Pack 3 processes. In particular, let's focus on the
constraint for the GrantedAccess field in the EPROCESS structure.

Looking back at our previous output, we can see that the GrantedAccess field for the dd.exe process was
2035711. That number is in decimal, while the value specified above, 0x1{07fb, is in hexadecimal. We can use
the power of the Python interpreter to help us determine if these values are equal. We could convert one
number to the other;

>>> hex(2035711)
'Ox1f0fff!

Or we could just ask the interpreter to do the comparison for us. Note that we're using a double equals sign. A
single equals sign in Python means assignment.

>>> (2035711 & 0x1£f07fb) == 0x1£f07fb

True

The values are equal! This means that the block in question could be a valid EPROCESS block for a Windows
XP Service Pack 3 system. (Yes, this memory image is from a Service Pack 2 system.) This is research in
action!
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Searching for Processes

Interested in the System Process

» Operating system has links to other structures
e Rough sense of what the machine was doing

Magic values depend on operating

system

Memory Forensics In-Depth

Searching for processes allows an examiner to quickly get a sense of what was running on the computer
system. Depending on the nature of the investigation, this could be the most important feature. Was the
machine running the malware in question? Is there a full-disk encryption program which needs to be
examined? A list of the running processes can start to answer those questions.

Because the process structures changed between each version of the operating system, searching for processes
can help the examiner determine what operating system was running on the system. Every legitimate process
begins with some magic values which can be used to recognize them. These magic values are generally the
Pool Header, which will talk about in the next section, or the Dispatcher Header. The former is used by the
operating system to efficiently reserve small chunks of memory. In this case, the process information we’re
looking at is the Executive Process, or EPROCESS structure. The Dispatcher Header is the first item in the
EPROCESS structure®.

* If you want to be really technical, the first item in the EPROCESS structure is a KPROCESS, and the first
item in the KPROCESS is the Dispatcher Header.
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0x00000000 Ox7fffffef

Previously we described a process as a container for many types of data. We're now going to do a more in-
depth look at what a process contains. A process contains executable code, which you are most familiar with
as a file on the disk like notepad.exe. But a process also contains a Process Environment Block (PEB), a set of
Process Parameters, environment variables, one or more heaps, one or more stacks, and a set of DLLs. Heaps
are blocks of allocated memory, which we will cover later. Stacks are related to the state of threads, which will
also come later.

In this section we're going to focus on the PEB, process parameters, and environment variables. Using these
pieces we can get a feel for what was running on the system and whether it was legitimate or not, We're doing
this before looking at any of the code or DLLs which were used in this process. That will be in the next
section. For now we're looking at, for lack of a better term, metadata. But don't let the name fool you. The
details surrounding a process are a rich source of data!
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0x00000000

* Process Parameters

Code

Ox7ftffffe
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Syslnternals’ VMMap Tool:
Process Address Space

E
i
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‘Stcky Notes Stckyhotes ani |

An effective tool for visualizing the virtual address layout of a process, VMMap, is included in your SIFT 8.1
Workstation as part of the SysInternals Suite. Shown in the screen capture above, we see the virtual address
space of the StickyNotes process on a x64 system to include the memory range containing the .snt file itself as
seen in the VMMap tool process view.
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EPROCESS

Process Environment Block

Process Parameters

EPROCESS

Environment Screen Layout
Loaded
Modules

Object Table

Thread List

Here's another view of the EPROCESS structure. Although we've been working with these structures, we have
yet to fully explore them. Until now we have been looking solely at data conlained within the EPROCESS
structure. These include things like the Directory Table Base, the Active Process Links, the pid and parent pid,
and the Image File Name (the 16 character representation of the executable name). Now we're going to
examine some of the structures which the EPROCESS points to, and the structures which they in turn point to.

The EPROCESS has pointers to many structures. We are going to start with the Process Environment Block
(PEB), which in turn points to several other structures. Then we'll discuss the object table, thread list, VAD,
Section object, and a few others later in the course.
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Process Environment Block

Was the process OS Version,
being debugged? Service Pack

Pointer to list of .
Pointer to
loaded modules ety

» Executable and DLLs Parameters

Memory Forensics In-Depth

The Process Environment Block (PEB), contains information about the process and the operating system as a
whole. Lel's examine some of the more interesting fields in the PEB. The first is the field "BeingDebugged".
This one-bit value is normally set to zero unless the program is being monitored by a debugger. Debuggers are
used not only to debug legitimate programs, but also by reverse engineers Lo closely monitor what a piece of
software is doing. Many malicious programs will check if this bit has been set. If it has, the malware author
may alter the behavior of the program. They could make their software not run at all, or more insidiously,
make it behave differently.

In addition to debugging and reverse engineering, some malicious programs will set up a process and then
connect a "debugger" to it. That is, another piece of software will monitor the first one. This is part of a
technique designed to defeat reverse engineering. The important thing to note is that during normal operation,
almost no legitimate process should be being debugged. That is, for a legitimate process, the BeingDebugged
field should always be zero.

Next, there are a few fields related to the operating system and its service pack. These fields include
OSMajorVersion and OSMinorVersion, which correspond to the host operating system. The major and minor
version numbers are defined by Microsoft at http://msdn.microsoft.com/en-
us/library/windows/desklop/ms724833(v=vs.85).aspx. Here's a quick summary of our supported OSes:

Windows XP: 5.1
Windows Server 2003: 5.2
Windows Vista: 6.0
Windows Server 2008: 6.0
Windows 7, 2008R2: 6.1
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There is also a field for the build number, OSBuildNumber, which gives a little more granularity into which
release of the operating system was running. The Service Pack is indicated by two fields. First, there's a
number, OSCSDVersion, which is the service pack number multiplied by 0x100. That is, for Service Pack 2,
OSCSDVersion would be set to 0x200. This value is also represented as a string, called CSDVersion, with
values such as "Service Pack 2". When Volatility's imageinfo plugin reports the Service Pack used in the
operating system, it is counting the most common of the strings found in the CSDVersion strings in the PEBs.

Finally, the PEB has pointers to two other important structures. There is a pointer to the list of loaded modules
for this process. Modules are blocks of executable code, including the original executable (e.g. Notepad.exe)
and any DLLs used by the program (e.g. ws2_32.dIl). The other pointer is to the process parameters.

The PEB is partially documented by Microsoft at hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa813706(v=vs.85).aspx. They only document a few fields and the rest they being
"Reserved". That's their term for "undocumented". There is a little bit more documentation, oddly enough, on
the Wikipedia page for the PEB, http://en.wikipedia.org/wiki/Process Environment_Block.
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Unicode String

typedef struct
{

USHORT Length;
USHORT MaximumLength;
PWSTR Buffer;

} UNICODE STRING;

On the last page we mentioned the field CSDVersion as being a string. Although this is true, it is technically a
structure called UNICODE_STRING, and, as you might guess, refers to a Unicode string. Thankfully you will
not need to parse this structure by hand, but you should understand that this structure does not contain the
string data directly. Instead it contains pointers to the actual string data, along with the string's length. When
you are looking at a memory image, don't be surprised when you don't see the readable characters in the
UNICODE_STRING structure.

The structure has three parts: A length value, a maximum length value, and a pointer to the buffer where the
data lives. (As a sanity check, your forensics tool should check that the actual length is shorter than the
maximum length!) In the picture above, USHORT stands for 'unsigned short', which in Microsoft's view of the
world is a 16-bit unsigned value. It can take on values between zero and 216-1 = 65535. The prefix 'P' in the
line for Buffer denotes a pointer. In this case, a pointer to a WSTR, or a wide string.

An important gotcha for programmers working with UNICODE_STRING structures is that the buffer should
be 'Length' bytes long. That buffer may contain NUL characters, or \0 characters. In standard C strings a NUL
character signifies the end of the string. But these special structures can contain NULs which aren't the end of
the string. This is especially important when reading the command lines for processes, for example. Several
legitimate Windows system processes have command lines which contain such NUL characters.

As a final note, modern Windows systems encode the buffer using UTF-16. Prior to Windows XP, the data
was encoded with UCS-2.
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Thread
| Environment
Block

Process Parameters

e r——

So far, we have discussed the significance of many of the parameters maintained within the Process
Environment Block. This diagram above gives you a general overview of process structures and how they
relate to one another. As you can see, the EPROCESS structure is in kernel memory and the PEB is in user
space. There is a similar relationship between the ETHREAD and Thread Environment Block structures. We
will be discussing the VAD structures, Virtual Address Descriptors, and the significance of process Handles
later in this course.
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Methods of Process
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Scanning is like carving

o Start at the beginning
e Look for a magic value
» Report all valid entries

Listing is walking the known values
e Like parsing a directory structure

=y

; Memory Forensics In-Dep

Until now we’ve been using brute force techniques to do memory analysis. We are now going to start looking
at data structures maintained by the operating system. The technique we've been doing so far, scanning, starls
at the beginning of the data and searches through to the end. Listing starts at a specified offset and parses the
operating system structures. It's like walking the directories of an NTFS volume.

Listing is faster than scanning. When listing, ideally we only parse data which is valid and the operating
system knew about. (We do have to be careful about finding invalid data, especially in memory images, which
are not usually acquired cleanly like a disk image.) Of course, as with looking at file systems, listing misses
any deleted or hidden data. Scanning is slower, but finds the data in question.

In this module we’ll discuss how we get started with listing data used by the operating system, what we find
there, and comparing the results to what we found with scanning.
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Listing vs. Scanning (2)

Which is better,
listing or

scanning?

Memory Forensics In-Depth

Which is the better technique to use in your investigations? 1t completely depends on what you’re trying to do.
If you want to see things as the operating system did, you want to do listing. If you want a low-level view of
what was in memory, regardless if the operating system knew about it or not, you want to do scanning.
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How to Find the First Process?

Brute Force Search for Any Process

e Use first result to find others
* May not be an active process

Use PsActiveProcessHead

e Get it from Kernel Data Debugging Block

Get PsActiveProcessHead from operating system
profile

In order to walk any list of operating system structures, we have to start *somewhere*. Unfortunately we
usually don't have a good place to start. There is no volume header like there is on a disk. Instead we have to
find a first structure and then use it to find the others. There are several methods to do this.

We could use brute force searching, or scanning, to find a process--any process. That process could serve as
the starting point for a walk of operating system processes. Unfortunately we don't know if the process we
found was active. That is, it might be a leftover from a previous boot. Following the pointers from such a
process would quickly lead us into potentially invalid data. As such, choosing a random process at the start of
a process walk is not advised.

We could use the kernel variable PsActiveProcessHead. This variable, found in the Kernel Data Debugging
Block, should point into the list of active processes. As this variable was maintained by the operating system, it
should still be valid. Using the found value of PsActiveProcessHead is a good choice for doing the walk.

Without doing any kind of search, we could use the value for PsActiveProcessHead associated with an
operating system and service pack profile. Although some kernel variables change as the result of hotfixes, this
is a good fallback method.
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Singly Linked List
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 List Head

Data

Data Data j END |
_ Next
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To talk about listing and list walking we need to talk about linked lists. A linked list is a data structure used to
hold a variable number of items. The list starts with a pointer to the head of the list. Usually a pointer gives the
address in memory where the first item of the list is stored, but it could also point to an offset in physical
memory. Each item in the list contains some data, and then a pointer to the next item in the list. The last item
in the list points to a special piece of data which indicates that there are no more items.

A program can enumerate all of the items in the list by starting at the head, examining each datum, and then
proceeding to the next datum, and repeating until there are no more items left to process.

This picture shows a singly linked list. Each item in the list has some data and a pointer to the next item. It's
called singly linked, because each item in the list has only one link. This is different from a doubly linked list,
as shown on the next page.
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In a doubly linked list, each item has a pointer to both the next item in the list, and also the previous item in the
list. This way a program can traverse the list by starting at the list head, but can then go forward or backward
along the list. Each end of the list has the special pointer to denote the end of the list. These special pointers
are not actually required. We could make the list entirely circular by having the end of the list point back to the
beginning, as you'll see on the next slide.
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Linked Lists in Windows (1)

List Head

Structure
Structure
Structure
Structure
Structure

Microsoft likes to use not only doubly linked lists, but circular doubly linked lists. These are similar to doubly
linked lists, but there is no 'end' value to denote the last item in the list. A program examining the list would
just end up back where it started. The "start" of the list is a special value, the list head. Note that all of the
pointers in the list exist in the middle of the structure, and point to the pointers in the middle of the next
structure. The list head is not part of any element in the list. It's just a set of pointers to other values. A program
walking the list should start at the list head, and keep reading values until it gets back to and reads the list head

again.
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EPROCESS
EPROCESS

Here’s an example of a real doubly linked list in Windows. We've been talking about processes, so let's look at
the Active Process Links. The list head for the list of processes is a kernel variable called PsActiveProcessHead.
It's one of the values found in the KDBG. The forward and backward pointers of PsActiveProcessHead point
into the EPROCESS structures, which in turn describe the processes on the system. Again, note that these
pointers are in the middle of the EPROCESS structure. In fact, the offset of these pointers varies slightly
between operating systems.

A good way to test the integrity of any step in the list walking procedure is to follow a link, and then check that
the link from the new data structure going the other way points to where we just were. For example, lel's say we
were starting the list parsing at PsActiveProcessHead, above. We follow the forward link and go one process (o
the right. The backward link in that process should point at PsActiveProcessHead, If it doesn't, something has
gone wrong,

Y ou may be thinking that rather than search for the KDBG, we could just find any random process on the
system, using scanning, and then follow the pointers in that process to find the other processes on the system.
This could work, but only if we were lucky enough to find a process which was in the list of active processes
during our scan. If we start on a process which isn't in the list, such as a terminated process or a leftover from a
previous boot, we might follow a pointer into invalid memory.
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Process Enumeration via List Walking
Using Volatility

$ vol.py —f /cases/win7crypto.vmem pslist
1. Locate Kernel Debugging Data Block

2. Use Offset to find “PSActiveProcessHead"” pointer
3. Walk linked *_EPROCESS” blocks

I |- [dt(" KDDEBUGGER DATA64") |
' _KDDEBUGGER_DATAG4' (832 bytes)

0x0 : Header

Ox18 : KernBase

0x20 : BreakpointwWithStatus

0x28 . SavedContext

0x30 : ThCallbackStack

0x32 : NextCallback

0x34 : FramePointer

0x38 : KiCallUserMode I

0x40 : KeUserCallbackDispatcher

0x48 : PsLoadedModulelist

0x50 : PsActiveProcessHead

0x58 : PspCidTable

[7s]
n
M

J

EPROCESS

ER
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Shown above is the method of EPROCESS block list-walking employed by the Volatility Framework. When
an examiner runs pslist, Volatility first locates the KDBG, and based on the profile specified in the pslist
command, goes to the offset specific to the Windows version that maintain the psActiveProcessHead, the
pointer to the beginning of the doubly-linked list of EPROCESS blocks. In the Windows 7 SPOx86 KDBG
structure shown above, the PsActiveProcessHead is found at offset 0x50.

Inability to identify the KDBG is an obvious point of failure for many Volatility plugins that walk lists (to
include pslist, modules, dlllist and connections). Without finding the KDBG, these plugins are unable to parse
the linked kernel objects. Below is the output from a failed run of pslist after the system’s KDBG structure
signature was been modified to evade detection.

sansforensics@siftworkstation:/cases$ vol.py -f ds futz.img --profile=WinXPSP2x86
pslist

Volatility Foundation Velatility Framework 2.4

Dffset (V) Name PID PPID Thds Hnds Sess Wow6d Start
Exit

sansforensics@siftworkstation:/cases$ vol.py -f ds_futz.img --profile=WinXPSP2x86
kdbgscan

Volatility Foundation Volatility Framework 2.4

sansforensics@siftworkstation:/casess
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Process Enumeration via List Walking

PsActiveProcessHead
CSRSS

il e e e

PSpC|dTab|e _EPROCESS Name PID  PPID Thds Hnds  Sess
el;‘-o'-ﬂdiﬁc[} System 4 0 89 508 -
0xB61376a8 smss.exe 264 4 2 29 -
0xB6847530 csrss.exe 360 352 9 489 0
0x86853530 wininit.exe 400 352 3 78 0
0xB6B34530 csrss.exe 408 332 10 325 1
0xB6839530 winlogon.exe 444 392 3 116 1

Memory Forensics ln-DePLl__:_.

The pslist module in Rekall makes use of five methods of list walking to perform process enumeration:
PsActiveProcessHead, CSRSS, Sessions, PspCidTable and Handles. These additional resources for
enumerating processes will be covered in the upcoming section. An examiner can specify a single method for
Rekall’s pslist module to use by invoking the plugin with method="PsActiveProcessHead” for example. Ina
default run of Rekall’s pslist, all of these enumeration methods are included - therefore the output will be more
comprehensive than that of Volatility’s pslist. In addition, Rekall’s pslist output will not be in chronological
order.
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Who Keeps Tabs on Processes? (1)

B S = -

° What OS entities track processes?
— EPROCESS (obviously)

— ETHREAD - threads have pointers back to the
containing process

— Csrss.exe — handles some setup and tear down of
memory spaces

EPROCESS - The doubly linked list of EPROCESS structures is obviously a good place to start looking for
processes. So good in fact, that it’s the default that is used with built-in Windows commands such as tasklist
or the task manager. Even if malware removes an entry from the doubly linked list, it may be discovered by
scanning (psscan).

ETHREAD — Each ETHREAD has a pointer to a KTHREAD structure. This in turn points to a structure

KAPC STATE. This then turns to a KPROCESS structure for the process. Wow, that was a lot of pointers!
But think about it, if we can scan for threads on the system, we may find processes that were unlinked from the
EPROCESS list and for whatever reason were missed in the psscan.

Csrss.exe — All processes have handles. They maintain a table of handles to OS objects they are using.
Usually these objects are things like files or registry keys. Csrss.exe is special however. It has in it’s handle
table a handle to all other processes on the system. This is because it is responsible for handling some setup
and tear down of processes when they start and stop. For example, csrss.exe is responsible for notifications to
the desktops that processes have attached or are detaching.
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Who Keeps Tabs on Processes? (2)

e More OS entities tracking processes:
— PspCidTable — used by the scheduler

— Sessions — Most processes are attached to a
session (whether system or interactive logon)

— Desktop Threads — to deal with desktop
maintenance, each desktop maintains a list of
threads allocated to it

PscpCidTable — this structure is used by the scheduler, We discuss it in more detail on the next slide. There’s a
good reference to the PspCidTable here:

http://uninformed.org/index.cgi?v=3&a=7&p=6

Sessions — with the exception of System and smss.exe, processes will be associated with a session. Per the
technet blog, “a session consists of all of the processes and other system objects that represent a single user’s
logon session.” (http://blogs.technet.com/b/askpert/archive/2007/07/24/sessions-deskiops-and-windows-
stations.aspx). Each session has a LIST_ENTRY member called ‘ProcessList’ that points to the processes
associaled with the session. By finding one process in a session, (and locating it’'s MM _SESSION_SPACE
object), we can easily locate other processes belonging to the same session. No rootkit is safe*!

Desklop Threads — Desktlops have Window Stations. These are transparent to the user, but they are there (even
for invisible desktops). Each Window Station has a pointer to a list of threads that are associated with the
station. Since we already know that threads point back to processes, we are able to locate otherwise hidden
processes. You can hide, but you must run!

* Actually, rootkits might be safe, it just requires a LOT more work.
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PspCidTable

The PspCidTable value pointed to by the KDBG
is a pointer to a list of _HANDLE_TABLE
structures

Each entry contains an entry UniqueProcessld
which points back to the process

Unlinking from the EPROCESS linked list is not
enough!

' Memory Forensics In-Depth

The PspCidTable is pointed to by the KDBG. It contains a pointer to a listof HANDLE TABLE structures
(definition shown below). Note that one member of the HANDLE TABLE structure is UniqueProcessld,
which holds the process 1D of the process. Clearly, simply unlinking the process from the doubly linked list of
EPROCESS structures is not enough. The process will not be hidden if we can enumerate the PspCidTable.

typedef struct HANDLE TABLE {

[

PVOID p _hTable;

PEPROCESS QuotaProcess;

PVOID UniqueProcessld;

EX PUSH LOCK HandleTableLock [4];
LIST ENTRY HandleTableList;

EX PUSH LOCK HandleContentionEvent;
PHANDLE TRACE DEBUG INFO Debuglnfo;
DWORD ExtralnfoPages;

DWORD FirstFree;

DWORD LastFree;

DWORD NextHandleNeedingPool;
DWORD HandleCount;

DWORD Flags;
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Find HiddenuﬁFﬂ’Fbcesses

[

Purpose

¢ Identify hidden processes using cross-view detection
methods

Important Parameters

Investigative Notes

¢ Hidden processes are a clear and present danger

e Just because it isn't in the pslist column, doesn’t mean it's
hidden

» Consider exited processes or those from a previous boot

Memory Forensics ln—Dm

The psxview plugin locates hidden processes by using cross view detection. What is cross view detection? It’s
just like what the police do when questioning a suspect: ask lots of questions and hope that the suspect gets
caught up in a lie (if they are lying to begin with). Psxview tries to enumerate processes using multiple methods.
It then outputs for each of these methods whether a given process was found.

The methods used for detection are:
Pslist

Psscan

Thrdproc

Pspcid

Csrss

Session

Desktop thread
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psxview (2)
—
user@SIFTSI;oL.Ex -1 APT.imE --ErofilezwinXPSP3x36 psxview |
Volatility Toundalion Voiatlillly Framiewdik 2.4
offset(P) MName PID pslist psscan thrdproc pspcid csrss session deskthrd
0x02163020 winlogon.exe 660 True True True True True True True
0x02122020 services.exe 704 True True  True True True True True
0x02112650 ctfmon.exe 2020 True  True  True True  True True True
OxD1fa71a8 explorer.exe 1672 True True True True  True True True
0x0252¢020 svchost.exe 1140 True True True True True True True
0x0204d648 omd.exe 840 True True  True True  True True True
0x01fc1a78 VMwareuUser.exe 2004 True True True True True True True
0x02054da0d svchost.exe 884 True True True True  True True True
0x02196220 wscntfy.exe 1260 True  True  True True True True True
0x021739b0 svchost.exe 1088 True True  True True True True True
0x01fa4590 svchost.exe 968 True True True True True True True
O0x02361558 MIRAgent.exe 456 True True True True  True True True
0x02364da0 lsass.exe 716 True  True  True True True True False
Ox02711c7ed VMwareTray.exe 1984 True True True True True True True
0x02091da0 svchost.exe 1212 True True True True True True True
0x01fbddat iexplore.exe 796 True True True True  Trug True True
0x024ch458 vmacthlp.exe B72 True True True True  True True True
0x0239h630 spoolsv.exe 1512 True  True True True  True True True
0x0251edal msiexec.exe 1464 True True True True True True True
Ox01133628 alg.exe 464 True True True True True True True

user@SIFTS$ vol.py -f APT.img --profile=WinXPSP3x86 psxview
Volatility Foundation Volatility Framework 2.4

Offset(P) Name

PID pslist psscan thrdproc pspeid csrss session deskthrd ExitTime

0x02163020 winlogon.cxe 660 True True True True  True
0x02122020 services.exe 704 True True True True  True
0x0211a650 ctfmon.exe 2020 True True True True  True
0x01fa71a8 explorer.cxc 1672 True True True True  True
0x0252¢020 svchost.exe 1140 True True True True  True
0x0204d648 cmd.exe 840  True True True True  True

... output truncated ...
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This slide shows the output of running the psxview plugin against a sample memory image.




0x02091da0 svchost.exe
0x01fbdda0 iexplore.exe
0x024cb458 vmacthlp.exe
0x0239b630 spoolsv.exe
0x0251edal msiexec.exe
0x01f33628 alg.exe

0x01fc2570 VMwareService.e

0x0250aad8 smss.exe
0x025c8830 System
0x024ca2c0 csrss.exe
0x03178220 wscntfy.exe
0x0c605020 svchost.exe
0x0ad69da0 iexplore.exe
0x0edd0628 alg.exe
0x032b3da0 svchost.exe
0x0Oeed3628 alg.exe
0x10b54628 alg.exe
0x15934830 System
0x1b217da0 iexplore.exe
0x04097020 svchost.exe
0x035¢1590 svchost.exe
0x07blada0 iexplore.exe
0x0edd59hb0 svchost.exe
0x12f3dda0 svchost.exe

1212
796
872
1512
1464
464
1032
564

636
1260
1140
796
464
884
464
464

796
1140
968
796
1088
884

True
True
True
True
True
True
True
True
True

True
True
True
True
True
True
True
True
True
True True
False True
False True
False True
False True
False True
False True
False True
False True
False True
False True
False True
False True
False True
False True

True
True
True
True
True
True
True
True
True
True
False
False
False
False
False
False
False
False
False
False
False
False
False
False
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Find Hidden Processes

Walking Walking
CSrss.exe csrss.exe list
process list CsrRootProcess

Walking Active
Process Links

Brute force Brute force Walking

search for search for :
EPROCESS ETHREAD PspCidTable

Walking Walking

Session
Processes DesktopThrds

The psxview plugin displays information about each process on the system found using a variety of list walks
and brute force searches. The information is designed to help you find hidden processes. The potential
processes are found by:

«  Walking the list of processes found in the Client/Server Runtime Subsystem (csrss.exe).

»  Walking the list of handles in the csrss.exe list, CsrRootProcess, and following them back to their
owning process. This is a completely undocumented structure inside of the csrss.exe. It's a great
example of how, if you do enough research on Windows kernel structures, eventually all of the
references you find on the web are in Chinese.

«  Walking the list of processes found via the PsActiveProcessHead variable (i.e. the Active Process
links).

* A brute force search for EPROCESS objects.

= A brute force search for ETHREAD objects and following them back to their owning process.

«  Walking the PspCidTable. This is a table of handles which point back to processes. It’s used by
the scheduler.

+ Session - enumerates Session processes

»  DesktopThrd - enumerates processes from Desktop threads

For each of these resources, the plugin displays a “True’ if the process found via that method. If the process
was not found via that method, the plugin displays a ‘False’. There is a complete command reference at
http://code.google.com/p/volatility/wiki/CommandReferencefipsxview. The reference notes, “On Windows
Vista and Windows 7 the internal list of processes in csrss.exe is not available. It also may not be available in
some XP images where certain pages are not memory resident.”
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Also note that the csrss process doesn’t hold information about processes which started before it did. You'll
see some zeros in the output for this--don’t be alarmed!

The PspCidTable is a handle table for process and thread ids.

105



Hands-on psxview (1)

| = s |
user@sIFT$ IN75P1x64 psxview
Volatility Foungation VOlatility 2.9
offset{P) Name PID pslist psscan thrdproc pspoid csrss session deskthrd
0x000000007dfd7800 winlogon . exe 516 True True True True  True True True
0x000000007dTdS700 lsm.exe 536 True True True True True True False
0x000000007d9d1b30 firefox.exe 3240 True True True True  True True True
0x000000007dd498a0 svchost.exe 952 True True  True True True True True
0x000000007d628920 taskhost.exe 624 True True True True True True True
0x000000007dc55910 svchost.exe 656 True True True True True True True
0x000000007dcc3960 svchost.exe 792 True True True True  True True True
0x000000007fbe6b30 ldag.exe 1452 True  True True True  True True True
0x000000007e0eb470 audiodg.exe 2116 True True True True  True True True
0x000000007 fcOd910 dwm.exe 2332 True True True True True True True
0x000000007dc0f4a0 svchost.exe 908 True True True True True True True
0x000000007e981b30 svchost.exe 1752 True True  True True True True True
[0x000000007fc17920 explorer . exe 2364 True True True Trug  True True True
0x000000007fc0chb30 TPAutoConnect. 2324 True True Trus True True True True
0x000000007dfd2330 services.exe 500 True True Truse True True True False
0x000000007dabeb30 spoolsv.exe 1212 True True True True True True True
0x000000007dfe0060 lsass.exe 528 True True True True True True False
0x000000007fd91b30 vmtoolsd.exe 2508 True  True True True  True True True
0x000000007f904560 notepad.exe 2496 True  True True True  True True True
0x000000007dbb8060 vmtoolsd.exe 1400 True True True True True True True

Memory Forensics In-Depth

Let’s try out psxview by using our old friend the xp-laptop memory image. Here’s the syntax to execute the
plugin:

user@SIFTS vol.py -f Win7x64.vinem --profile=Win7SP1x64 psxview

You should get the following output:
Volatility Foundation Volatility Framework 2.4

Offset(P) Name PID pslist psscan thrdproc pspeid csrss session deskthrd ExitTime

0x000000007dfd7800 winlogon.exe
0x000000007dfd5700 lsm.exe
0x000000007d9d1b30 firefox.exe

... output truncated ...

516 True True True
536 True True True
3240 True True True

True True True True
True True True False

True True True True

106



= e —— TrT——
Hands-on psxview (2)
L - = RN
user®sIiFTS vol.py -f ds_fuzz hidden_proc.img --profile=WinXPSP3x86 psxview
Volatility Foundation Volatility Framework 2.4
offset{P) Name PID pslist psscan thrdproc pspcid csrss session deskthrd
0x01a2b100 winlogon.exe 620 True True True True True True True
0x01a3d360 svchost.exe 932 True True True True True True True
0x018ai3c0 Viwareservice.e 1756 True  True  True True  True True True
0x018e75e8 spoolsv.exe 1648 True True True True True True True
0x019dbc30 lsass.exe 684 True True True True  True True True
0x0184e3a8 wscntfy.exe 560 True True True True  True True True
0x018af860 VMwareTray.exe 1896 True True True True  True True True
{00 Ta36cI0 e twor k_T1stene ToUb False False] True True True True True
0x01843b28 wuauclt.exe 1372 True True True True True True True
0x01a59d70 svchost.exe 844 True True True True  True True True
Ox018af448 VMwareUser.exe 1204 True True True True True True True
0x01977dad svchost.exe 1164 True True  True True True True True
0x018557e0 alg.exe 512 True True True True True True True
0xD1a3ba78 services.exe 672 True True True True True True True
0x019cad478 explorer.exe 1516 True True True True True True True
0x01a0e6T0 svchost.exe 1264 True True True True True True True
0x01832300 svchost.exe 1064 True  True  True True  True True True

Memory Forensics In-Depth

Now let’s run the psxview plugin on a memory image which does have some hidden processes in it. Specifically, the
ds_fuzz hidden proc.img memory image, which we mentioned when we discussed Direct Kernel Object Manipulation
(DKOM). There is a hidden process in this memory image, called network_listene. This process has been munged so that
it’s not found via traditional brute force means.

We can run the psxview plugin on this memory image like this:

user@SIFTS vol.py -f ds fuzz hidden proc.img --profile=WinXPSP3x86 psxview

Which generates a lot of output:

Volatility Foundation Volatility Framework 2.4

Offset (P) Name PID pslist psscan thrdproc pspcid csrss session deskthrd ExitTime
0x01a2b100 winlogon.exe 620 True True True True True True True
0x01a3d360 svchost.exe 932 True True True True True True True
0x012al3cl VMwareService.e 1756 True True  True True True True True
0x018e75e8 spoolsv.exe 1648 True True True True True True True
0x019dbc30 lsass.exe 684 True True  True True True True Trus
0x0184e3a8 wscntfy.exe 560 True True  True True True True True
0x018af860 VMwareTray.exe 1896 True True True True True True True
0x0ladbeZ0 network listene 1696 False False True True True True True
0x01843b28 wuauclt.exe 1372 True True  True True  True True True

Some of these processes with zeros in their fields are perfectly legitimate, just terminated or leflovers from a previous
boot.
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We can run down each of the processes noted by pslist and psscan and resolve them as being either terminated,
duplicates or leftovers. For example, in viewing the pslist output, one can clearly identify that
PluckUpdater.exe (PID 368) is a zombie process that has not been reaped from the doubly-linked list of
processes based on the presence of an Exit Time . And there are several duplicate EPROCESS structures
identified in the psxview output, for example, mqtgsvc.exe (PID 712) which is an active process with three
duplicate EPROCESS structures enumerated by psxview.

But one process does remain and cannot be ruled out due to zombie, duplicate or previous boot data reduction!
The network _listene process, pid 1696, shows up clear as day in the psxview output. We wouldn’t have seen it
in either the pstree or psscan plugins. That process was protected via DKOM and thus made more difficult to
see. But we found it!
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Concealed Processes (1)

Going to have gaps from csrss.exe

Found by brute force
* Not in process list

Found in internal OS list
e Not in process list

Looking at the output of the psxview plugin can be more of an art than a science.

First, remember that csrss.exe isn’t going to have any entries from processes which started before it. You will
see “holes™ in its entries.

Second, look for any process which was found by a brute force method but was not in the list of known
processes. They are good candidates for hidden processes.

Third, look for processes which are in one or more of the operating system’s internal lists of processes.

In all of these cases there can certainly be false positives. In general, if you see a process which was only
found by one detection method, has no name, and a wacky PID, it’s most likely a false positive. That is,
random data which tripped the tool’s methods for detecting processes.
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Concealed Processes (2)

—— . . . e
vol.py -f d

s_fuzz_hidden proc.img --profile=WinXPSP3x86 psxview
TR L.
PID pslist psscan thrdproc pspcid csrss

,0x01a2b100 winlogon.exe 620 True  True  True True True True
0x0133d360 svchost.exe 932 True True True True True True
0x018a13c0 VMwareService.e 1756 True  True True True  True True
0x018e75e8 spoolsv.exe 1648 True  True  True True  True True
0x019dbc30 lsass.exe 684 True True True True  True True
|0x0184e3a8 wscntfy.exe 560 True True True True  True True
0x018afR60 VMwareTray.exe 1896 True  True  True True  True True

retwork_listene 1696 False False True True True True
user@SIFTS]vol. -f ds_fuzz hidden proc.img --profile=wWinXPSP3x86 procdum

-0 0x01a4bc20 -D /tmp
Volatility Foundation Volatility Framework 2.4
Process(V) ImageBase Name Result

OK: executable.1696.exe

For any processes, when you are unsure, dump out a sample and examine. Don’t assume!

To dump out a sample of a hidden process, you have to use the physical offset of the process’ EPROCESS block. You
can’t use the P1D. The process dumping tools generally use the operating system’s list of processes. But by definition a
hidden process isn’t in the list of processes! So we need that physical offset.

You can get the physical offset of the EPROCESS block, which can then be passed to procexedump or procmemdump,
using the -p flag.

$ vol.py -f /cases/ds_fuzz_hidden proc.img --profile=WinXPSP3x86 psxview -P
Volatility Foundation Volatility Framework 2.4

Offset (P) Name PID pslist psscan thrdproc pspcid csrss session
deskthrd ExitTime

0x0ladbc20 network_listene 1696 False False True True True True True

user@SIFTS vol.py -f ds fuzz hidden proc.img --profile=WinXPSP3x86 procdump -o
0x0la4bc20 -D /tmp

Volatility Foundation Volatility Framework 2.4

Frocess (V) ImageBase Name Result

0x8184bc20 0x00400000 network listene OK: executable.l1696.exe
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Interpreting psxview Output (1)

e Normal operation

— System and smss.exe not tracked by csrss, have
no session or desktop

user@sIFTs vol.py - APT.img --profile=WinXPSP3x86 psxview

Volatility Foundation Volatility Framework 2.4

Offset(P) Name PID pslist psscan thrdproc pspeid csrss session deskthrd
0x0204d648 cmd.exe 840 True True True True True True True
0x0239b630 spoolsv.exe 1512 True True  True True True True True
0x0250aad8 smss.exe 564 True True True True |False False False
0x025¢8830 System 4 True True True True |[False False False
0x024calcl csrss.exe 636 True  True True True False True True
0%15934830 System 4 False True False False False False False

The output shown about is completely normal. The System process starts first, followed by smss.exe, followed
by csrss.exe. It stands to reason that smss.exe and System won’t be tracked by a process that starts afier they do.
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Interpreting psxview Output (2)

e Lsass.exe has a session, but does not have
any desktop threads

— This is expected output

user@siFT$ vol.py -f APT.img --profile=WinXPSP3x86 psxview
Volatility Foundation Volatility Framework 2.4

0x0204d64¢ cmd.exe 840 True True True True True True True
0x02364da0 1sass.exe 716 True True True True True True
0x0239b630 spoolsv.exe 1512 True  True  True True True True True
0x01133628 alg.exe 464 True True True True True True True
Ox0edd0628 alg.exe 464 False True False False False False False
Ox0eed3628 alg.exe 464 False True False False False False False
0x10b54628 alg.exe 464 False True False False False False False

Memory Forensics In-Depth

Note that although Isass.exe is tracked by csrss.exe and has an associated session (the system session), it does
not have any desktop threads. There is nothing funny going on here, this is completely expected.
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Interpreting psxview Output (3)

e Entries that are only present in psscan may be
exited or from a previous boot
— Run psscan to confirm

user®sIFTS vol.py -T APT.img --profile=WinXPSPix86 psxview | egrep "False\s+True\s+False|pslist”
Volatility Foundation Volatility Framework 2.4

Offset(P) Name PID pslist psscan thrdproc pspcid ¢srss session deskthrd Exit
Ox03178220 wscntfy.exe 12600 False True False False False False False
0x0c605020 svchost.exe 1140 False True False False Ffalse False False
Ox0ad6é3dad iexplore.exe 796 False True False False False False False
Ox0edd0628 alg.exe 464 False True False False False False False
0x032b3da0 svchost.exe 884 False True False False False False False
OxOeed3628 alg.exe 464 False True  False False False False False
0x10b54628 alg.exe 464 False True False False False False False
0x15934830 System 4 False True False False False False False
Ox1b217dad iexplore. exe 796 False True False False False False False

Memory Forensics In-Depth

Unfortunately, in the current version of volatility, there is no field in the psxview output that denotes whether a
process has exited. Processes that appear only in the psscan output may either be exited processes or they may
be present from a previous boot.

Note that to find processes that only exist in psscan, a good quick method is to pipe to egrep
"False\s+True\s+False|pslist” — this gives both the column headers and the processes only in psscan.

Is the svchost.exe process with PID 1140 from a previous bool or has it exited on the current boot? Let’s run
psscan to find out.
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Interpreting psxview Output (4)

e Checking PID 1212 for termination vs. last
boot remnants

user@sIifFTs vol.py -f APT.img --profile=WinXPSP3x86 psscan

Volatility Foundation Velatility Framework 2.4

0x0000000001fa4590 svchost.exe 968 704 0x08c00100 2009-04-16 16:10:07 UTC+0000
0x0000000002054da0 svchost.exe 884 704 Ox08c000e0 2009-04-16 16:10:07 UTC+0000
0xD000000002091da0 svchost.exe 1212 704 nxosc0018012009~9446 16:10:09 UTC+0000]
0x00000000021739b0 svchost.exe 1088 704 Ox08c00120 2009-04-16 16:10:07 UTC+0000
0x0000000002508ad8 smss.exe 564 4 OXOSCBOOZOIEDO‘?-{M—M 16:10.:01 UTC*-OOOG!
0x000000000252¢c020 svchost.exe 1140 704 OX08c00140 2009-04-16 16:10:08 UTC+0000
0x00000000025c8830 System 4 0 0Ox00319000

Examining the oulput of psscan and looking at smss.exe, we can see that the boot time for the machine was
2009-04-16 16:10:01 UTC+0000’. Because our target process, PID 1212, has a create time of ‘2009-04-16
16:10:09 UTC+0000" we can conclude that the process was created on the current boot and is not a remnant
from a previous boot.

Also note that the System process (PID 4) has no time created. This is normal for the System process.

114



User and System Processes

= e —— > _ Lo

User

e Manually run by users

e Have Explorer as an ancestor
System

e Part of the operating system
o Have System as an ancestor

Memory Forensma In- Depxh

In this section we are going to talk about processes being either "user" or "system" processes. These are not
precise definitions, but instead reflect a difference between operating system components and programs run by
and for users. For example, Microsoft Word would be a user process. But svchost.exe would be a system
process. Both of these processes run in userspace, the lower 2GB of the virtual memory model. But we want to
draw a distinction between programs which a user would normally start and those which happen behind the

scenes.
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PID Relationships (1)

e System
— smss.exe ~ SmEs e
e CSIss.exe
[ ]
cs.rss.exe ¢ winlogon.exe
- services.exe — services.exe
» svchost.exe » svchost.exe
» spoolsv.exe 7 sf’m'sv'e"e
» alg.exe
o alg.exe - |sass.exe
—lsass.exe - ——

Memory Forensics In-Depth

On an XP Windows system, you should see a set of processes as shown in left list above:

System
smss.exe
CSTSs.exe
winlogon.exe
services.exe
svchost.exe
spoolsv.exe
alg.exe
Isass.exe

This is the tree of System processes, or operating system components specific to Windows XP. Note that they all have
"System" as a common ancestor.

For Vista and beyond, the sequence of system processes is slightly difference (see right list), with wininit.exe launching
services, Isass and lsm.
System
smss.exe
csrss.exe
winlogon.exe
wininit.exe
services.exe
svchost.exe
spoolsv.exe
alg.exe
lsass.exe
lsm.exe
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These are the names of legitimate system processes. Now, finding those names does not mean these processes
haven't been compromised, of course. But we're more interested in finding parent child relationships which
break these structures.

On any system there will always be other processes in here too. Services.exe, for example, will ofien be the
parent of a wide variety of drivers, services, and other low-level programs. You have to do some searching and
check some references to determine if the program name you're looking at is legitimate or not. The Windows
Internals book, as well as MSDN online library, are excellent resources for this type of research. If you are
uncertain of what a process is, for example, PluckSvr.exe, as it appears in the pslist output of the ? You've seen
it several times now in the XP laptop image. As il turns out, it's part of an RSS program which worked in the
background to gather RSS feeds. (That's also why you found RSS traffic in the XP laptop memory, too!)
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PID Relationships (2)

run by an end user (like an intruder).

There are notable exceptions to this rule. For example, some VMware systems have a process in the System

tree which spawns a command shell. That's perfectly normal.

But for the most part, if you see a user process being spawned by a system process, that's a red flag that

something is wrong.
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Name Pid PPid
0x825C8830:System 4 0
0x824803C0:smss.exe 536 4
0xB824FB638:csrss.exe 600 536
0x8226BAF0:winlogon.exe 624 536
0x8247D020:services.exe 668 624
0x824A6DA0:1lsass.exe 680 624
0x851f0bd0: cmd. exe 666 680

The one thing you should never see in the tree of System processes is any user process. If you see a user
program in the tree of system processes, it generally means the system has been compromised. Programs like
svchost and Isass, for example, shouldn't be running browsers, command shells, or any other program normally




Name Pid PPid
0x82252DA0:explorer.exe 124 2000
Ox81EDF418:iexplore.exe 1040 124
O0x81F872F0:firefox.exe 2316 124
OxB1F5D2F0:cmd. exe 3360 124

User processes should also follow their own standard of behavior. User processes should not spawn system
processes.

We can see the user processes running on a system by looking for the children of the Explorer process. As
shown above, here's Explorer running some legitimate programs.

When a user logs in, the winlogon.exe spawns a process userinit.exe, which is responsible for setting up the
user's environment. If you capture a memory image immediately afier a user logs in, you should be able to see
userinit in the list of processes, but because it terminates right afier it's finished, we normally don't see it.
Because userinit no longer exists, explorer.exe, the main process started by userinit, appears to be an orphaned
process.
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PID Relationships (4)

[ -nni s e ]

Name Pid PPid

0x82252DA0:explorer.exe 124 2000
0x8lEDF418:iexplore.exe 1040 124
0x81FFD7C0:1lsass.exe 6660 1040
0x81lF872F0:firefox.exe 2316 124
0x81F5D2F0:cmd. exe 3360 124

Memory Forensics In-Depth

Among the children of explorer.exe you should see user processes—things users would run: browsers, editors,
games, you name it. This is where they belong. It's possible to find legitimate orphan processes for a variety of
reasons. Some programs have a launcher which sets up an environment and then terminates when the main
program launches.
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Display Process Relationships
pstree (1)

Purpose

» Display process relationships in a tree structure

Important Parameters

e -v verbose output

Investigative Notes

 Analyzing pid relationships can help unearth obvious
mawlare (e.g. svchost.exe running under explorer.exe)

» The v option can be used to get command line params

Memory Forensics In-Depth

The pstree plugin is used to display process relationships graphically in a tree format. Sure you could do this
yourself by analyzing parent/child relationships, but the tree output really helps with this. Note that there is no
requirement for a process in Windows to have a parent process 1D (unlike in Linux). Therefore, it is normal to
see processes in the pstree output that are “orphaned” or have no parent.

The —v option adds three new fields to the output: audit, cmd, and path. Audit is the path to the binary starling
with the actual *\Device” nomenclature. Cmd is the full command line. This includes arguments but may not

include the path (depending on how the process was executed). Path shows the full path to the executable,
starting from the logical drive letter, e.g. “C:”.

The pstree plugin is implemented in volatility/plugins/pstree.py.
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Display Process Relationships
pstree (2)
| e R ——— 115w PR " - A s et ] g
user@SIFTslvﬁl.E! -f APT. 1mg --profile=WinXPsP3x86 Estreg
Volatility Foundation Volatility Framework 2.
Name pid PPid Thds  Hnds Time
Ox823c8830 :System 4 o 55 254 1970-01-01 00:00:00
. DxB230aadB:smss. exe 364 4 3 19 2009-04-16 16:10:01
. Dx81f63020:winlogon.exe 660 564 16 502 2009-04-16 16:10:06
. OxB1f22020:services.exe 704 660 15 254 2009-04-16 16:10:06
c... 0x811739b0:svchost.exe 1088 704 70 1445 2009-04-16 16:10:07
..... 0xB1796220 wsentfy. exe 1260 1088 1 39 2009-04-16 16:10:22
vo.. 0x81dad590:svchost.exe 368 704 10 241 2009-04-16 16:10:07
I{.... 0x81dc2570:VMwareService.e 1032 704 3 175 2009-04-16 16:10:16
. OxBi3ledald:msiexec.exe 1464 To4 ] 294 2009-04-16 16:11:02
.... 0x81e54da0:svchost.exe 884 704 17 208 2009-04-16 16:10:07
‘‘‘‘‘ Ox81dbddad: iexplore . exe 796 8B4 8 152 2009-05-05 19:28:28
.. Dx8tedidal:svchost  exe 1212 704 14 208 2009-04-16 16:10:09
.. Ox81d33628:alg.exe 464 704 6 105 2009-04-16 16:10:21
. 0x8219b630:spoolsv.exe 1512 704 10 129 2009-04-16 16:10:10
. Ox822cb458:vmacthlp.exe 872 704 1 25 2009-04-16 16:10:07
vo.. Ox8232c020:svchost.exe 1140 704 5 60 2009-04-16 16:10:08
.. OxB2164da0:lsass.exe e 660 21 342 2009-04-16 16:10:06
. Dx82icazchicsrss.exe 636 564 10 356 2009-04-16 16:10:06
Ox&1daiag explorer.exe 1672 1624 15 586 2009-04-16 16:10:10
. OxBIfic7eB:VMwareTray.exe 1984 1672 1 37 2009-04-16 16:10:11
. Ox81ed4d648:cmd. exe 840 1672 1 33 2009-05-05
. OxB82161558 :MIRAgent.exe 456 8240 2009-05-

= ——— — - p—

Memory Forensics In-Depth

This slide shows an example of the pstree output. Note the periods on the lefi-hand side. These periods
denote the indentation level. For instance, this output makes it obvious that the smss.exe process is the parent
of the winlogon.exe process. One quick check you want to make is to ensure that all svchost.exe processes
have services.exe as a parent process.

user@SIFTS$ vol.py -f APT.img --profile=WinXPSP3x86 pstree
Volatility Foundation Volatility Framework 2.4

Name Pid PPid Thds Hnds Time

0x823c8830:System 4 0 55 2541970-01-01 00:00:00 UTC+0000

. 0x8230aad&:smss.exe 564 4 3 192009-04-16 16:10:01 UTC+0000

.. 0x81163020:winlogon.exe 660 564 16 502 2009-04-16 16:10:06 UTC+0000

... 0x81122020:services.exe 704 660 15 254 2009-04-16 16:10:06 UTC+0000
.. 0x81f739b0:svchost.exe 1088 704 70 1445 2009-04-16 16:10:07 UTC+0000
.. 0x81196220:wscntfy.exe 1260 1088 1  392009-04-16 16:10:22 UTC+0000
.. 0x81da4590:svchost.exe 968 704 10 241 2009-04-16 16:10:07 UTC+0000

. 0x81dc2570:VMwareService.e 1032 704 3 175 2009-04-16 16:10:16 UTC+0000
.. output truncated ....
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Display ProcéSs‘mRﬁéulmationships
pstree (3)

user@SIFT$|vol.py -f APT.img --profile=WinXPSP3x86 pstree -v |
Volatility Foundation volatility Framework 2.4

Name Pid PPid Thds Hnds Time
OxB23cB830:5ystem 4 0 55 254 1970-01-01
audit:
. Dx82308ad8:smss.exe 564 4 3 19 2009-04-16

audit: \Device\HarddiskVolume1\WINDOWS\system32\smss.exe
cmd: \SystemRoot\System32\smss.exe
path: \SystemRoot\System32\smss.exe
. 0x81f63020:winlogon.exe 660 364 16 502 2009-04-16
audit: \Device\HarddiskVolumel\WINDOWS\system3Z\winlogon.exe
cmd: winlogon.exe
path: \?2\C:\WINDOWS\system32\winlogon.exe
. Ox81722020:services.exe 704 660 15 254 2009-04-16
audit: \Device\HarddiskVolumel\WINDOWS\system32\services.exe
cmd: C:AWINDOWS\system32\services.exe
path: C:\WINDOWS\system32\services.exe
. 0x81f733%b0:svchust .exe 1088 704 70 1445 2009-04-16
audit: \Device\Harddiskvolumel\WINDOWS\system32\svchost.exe
cmd; C:\WINDOWS\System32\svchost.exe -k netsvcs
path: C:A\WINDOWS\System32\svchost.exe
..... 0x81f96220:wscntfy.exe 1260 1088 i 39 2009-04-16
audit: \Device\HarddiskVolumel\WINDOWS\system32\wscntfy.exe
cmd: C\WINDOWS\system32\wscntfy.exe

path: C:\WINDOWS\system32\wscntfy.exe
TEECTITCr T O T CTII T ITY e ﬁ

This slide shows the output of the pstree plugin using the —v option. Again, note the extra fields: audit, cmd, and
path. Recall that these are defined as follows: Audit is the path to the binary starting with the actual “\Device”
nomenclature. Cmd is the full command line. This includes arguments but may not include the path (depending
on how the process was executed). Path shows the full path to the executable, starting from the logical drive

S PCE]

letter, e.g. “C:”.

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 pstree -v
Volatility Foundation Volatility Framework 2.4

Name Pid PPid Thds Hnds Time

0x823c8830:System 4 0 55 254 1970-01-01 00:00:00 UTC+0000
audit:

. 0x8230aad8:smss.cxc 564 4 3 192009-04-16 16:10:01 UTC+0000

audit: \Device'\Harddisk Volume 'WINDOWS\system32\smss.exe
cmd: \SystemRoot\System32ismss.exe
path: ‘SystemRoot\System32\smss.cxe
.. 0x81163020:winlogon.exe 660 564 16 502 2009-04-16 16:10:06 UTC+0000
audit: \Device'\HarddiskVolume I'WINDOW Sisystem32iwinlogon.cxe
emd: winlogon.exe
path: \?NCAWINDOWS'system32\winlogon.exe

... output truncated ...
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Process Parameters

ImageFileName in EPROCESS

 notepad.exe

CommandLine in Process Parameters

* notepad.exe -m ddos andrews.af.mil

ImageFilePath in Process Parameters

e C:\evil\bin\notepad.exe

We can follow a pointer from the PEB to the process parameters. The process parameters contain all kinds of
interesting data. There are Unicode strings for the command line used to start the process, the image path
name, the current working directory, and the current window title. The image path name is the full name of the
executable for this process, which is not necessarily in the command line. For example, if the user typed
"notepad" on the command line, the image path name would be something like "C:\Windows\Notepad.exe".
The current window title may be blank for processes which don't display a window.

The process name we obtained from the EPROCESS block was not only limited to 16 characters, but provided
very little information about the process in question. A process which sounds innocuous, like notepad.exe, is
not necessarily trustworthy. Seeing the command line, which may include the path, but certainly includes the
command line arguments, can shed more light on the situation. There are no hard and fast rules about what
makes a command line suspicious. Sometimes searching the Internet for information about a process can help
you gather more information. Sometimes, as with the example above, you just kind of have a sense that it
might not be on the up and up. The ImageFilePath helps even further as it provides the exact location of the
executable in question, even if it wasn't specified on the command line.

The process parameters structure is a type called "RTL _USER PROCESS PARAMETERS", which is
documented on Microsoft's web site at http://msdn.microsoft.com/en-

us/library/windows/desktop/aa81374 1(v=vs.85).aspx. Again, the vast majority of Microsoft's documentation is
blank.
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Suspicious Processes (1)

Process Tree (pstree)

e Run pstree once to see the tree to identify
hierarchical anomalies

e Run pstree again to spot anomalous
command lines and execution paths

When looking for suspicious processes, we recommend starting with the process tree. With the Volatility
framework you can see it using the pstree plugin. The process tree lets you see several details. First, we can
see the PID relationships we talked about. Look for user processes being spawned by system processes. In
particular, look for “‘cmd.exe” being spawned by svchost.exe or services.exe. It’s a common technique of
malware. Of course, not all of those are malware. Sometimes it’s legitimate.

Running the pstree plugin a second time with the -v flag enabled lets you see the command lines and original
executable location for each process. Examining these fields is more of an art than a science, but here are some
tips. Obviously everything here will be superseded by what’s normal for your enterprise.

» Sane Program Names - Programmers choose “logical” names for their programs. Logical is in
quotes because what’s logical to them may not make sense to you, of course. But in general they
are human readable names. Short acronyms are common, but lookout for a truly random series of
letter and numbers. That’s a good indicator of malware.

* Ending in .exe - Legitimate programs have a valid extension. Malware often leaves a blank
extension.

¢ More than one or two characters in the filename - This is a sure sign of malware. Legilimate
programs have a name, not just an 1D number.

¢ Spelling mistakes - Malware authors may not be native English speakers.

» Correct file locations - Which programs start in C:\Windows and which start from
C:\Windows\System32. When in doubt, look it up on a known good system. But in general
programs start from the Windows directory or from Program Files. Finding an executable starting
from any other directory is a sign of trouble.

* Sane command line arguments
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Suspicious Processes (2)

Extract a sample of any suspicious

process

e Executable vs. Full Memory
e Indicators of Packing and Persistence
e Strings, Virus Total, Cymru MHR

Memory Forensics In-Depth

When you find a process which piques your interest for any reason, go ahead and extract a sample of it. With
the Volatility Framework you can do this with the procexedump and procmemdump plugins. Use the latter
especially if you suspect the program has been packed, encrypted, or obfuscated in any way. Remember that
procmemdump dumps out the entire memory of the executable, which could include the unpacked code you
are most interested in.

Once you have that sample, you can examine it however you'd like. A good basic starting point is to look at
the strings in an executable. Don’t forget about Unicode strings, too! On the SIFT you can search for regular
strings like this:

$ strings -a [FILE]

And for Unicode strings:

§ strings -a -e | [FILE]

Be on the lookout for any indicators of packing. These usually are found at the start of the file with the section
names, If you see “UPX" anywhere, suspect a packed program! Most malware will contain a persistence
mechanism of some kind--a registry key, startup item, etc. Installing that mechanism should be a part of the
program. Be on the lookout for such mechanisms.

You can always submit the file, or even just its hash, to services like Virus Total or the Cymru Malware Hash
Registry (MHR), http://www.team-cymru.org/Services/MHR/.
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Expected Paths .
Expected Users
Expected Arguments

Memory Forensics In-Dej

Mandiant’s Redline Memory and Audit Analysis tool makes use of its own Malware Risk Index that it relies

on to evaluate processes for indications of malware. It is based on, among other things, specific process
criteria that include Process Owners and Process Commandline and Arguments. It relies on a database of
conditions that it expects to exist for well known Windows processes, which coincidentally are common
targets for malware attempting to “blend in” with normal processes. By evaluating whether svchost.exe is

running from the expected directory, Redline is able to assign a higher risk index score 1o svchost processes
that deviate from normal (which would be \Windows\system32. Investigators can make use of this default
database to become familiar with process evaluation, and may also add to the database with addition processes

and their expected details.
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Strange Process Anomalies

e Watch carefully for processes that are
singletons (only one copy)

e Validate proper paths
e Validate command line parameters

e Check process lineage
— Parent/child relationships

Memory Frenic Lo Dept

There are a number of ways to get quick wins and find malicious processes. The four easiest ways are lo:

*  Walch carefully for processes that are singletons (only one copy)
e Validate proper paths
¢ Validate command line parameters

*  Check process lineage

We’ll discuss each of these in an upcoming slide.
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Check Process Singletons

e Some system processes are singletons
— Lsass.exe
—Smss.exe
— Services.exe

e Malware may use these names to fool
investigators
— Stuxnet created new instances of Isass.exe

Memory Forensics In-Depth

There are some processes that are singletons, meaning there should never be more than one copy of the
process executing at any given time. Some good examples of singleton processes are lsass.exe, smss.exe, and
services.exe. Stuxnet is one example of malware that created additional copies of singletons. It created
additional copies of the Isass.exe process. Investigators who know which processes should be singletons
immediately knew something was wrong on infected systems.

A partial list of processes that should be singletons are:
Lsass.exe

Smss.exe

Services.exe

System

Interestingly, csrss.exe (on later versions of Windows) is not a singleton, Additional copies are created for
new user sessions.
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Validate Proper Paths

e Most system
%systemroot%)\system32

* Windows Explorer (the desktop) is a notable
exception to this
— Runs from %systemroot%
— Usually C:\Windows

Ensure that processes are running from the expected paths. Attackers want to blend in, and how better to do
that than to run malware using the name of a legitimate process. To detect this, you should validate that the
process is running from the expected path. Most often, this path will be %systemroot%'system32 for most
system processes. One notable exception to this rule is Explorer.exe (the user’s desktop). This process runs
from %systemroot%. On multiuser systems, expect to see one explorer.exe process per user logon. Multiuser
logons to a single machine are more common with fast user switching and RDP servers.
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Validate Command Line Params

e Csrss.exe has command line params on later
versions of Windows

e All svchost.exe processes have a —k
argument

e The --Embedding parameter is used when a
child of svchost.exe is used for the Outlook
preview pane
— Winword.exe, Excel.exe, etc.

You should examine command line parameters and validate that they make sense as well. Many system
processes don’t have command line parameters. However, others should always have command line
parameters. Closely examine command line parameters of processes. Do any processes have arguments that
make it look like a netcat process in disguise? For example “svchost.exe -1 —p 4444”,

Speaking of svchost.exe, all svchost.exe processes should have a —k parameter. This parameter tells
services.exe which service group (and service DLLs) should run under the svchost process.

The csrss.exe process on later versions of Windows will also have command line parameters. For example:

%SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768
Windows=On SubSystemType=Windows ServerDll=basesrv,1
ServerDIll=winsrv:UserServerDllInitialization,3 ServerDll=winsrv:ConServerDllInitialization,2
ServerDll=sxssrv.4 ProfileControl=0Off MaxRequestThreads=16

Stepping through each of these parameters is beyond the scope of this course, however be aware that finding a
csrss.exe process with no command line arguments on Windows 7 or later is a giant red flag.
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Parent/Child Relationships (1)

- e

* All svchost.exe processes should be a child of
services.exe
— Anything else is malicious

e User processes will usually be a child of
explorer.exe

e Some svchost.exe spawn office processes to
support Outlook Preview

Check your process parent/child PID relationships carefully. These are useful in identifying malware. The
most common name for malware is svchost.exe. One thing that most attackers screw up is that they forget to
re-parent their fake svchost.exe process to run as a child of services.exe. Every single legitimate instance of
svchost.exe that has ever been created has the parent svchost.exe. 1f you EVER find one that does not have a
parent of services.exe, you have malware running on the system. This is true even if the process is running
from the proper path (%systemroot%\system32) and has an expected command line parameter (e.g. -k
netsvcs).

Most desktop processes should be children of explorer.exe.

If Outlook is installed, it is not uncommon to see desktop processes running as children of explorer.exe.
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Parent/Child Relationships (2)

= - B = ==

e Watch for cmd.exe processes

e Always check the parent process
— Normally this will be explorer.exe

e Processes that should never parent cmd.exe:
— iexplore.exe
— Acroread.exe

Memory Forensics In-Depth

You should always check for cmd.exe processes. When one is found, ensure that the parent process makes

sense. Usually the parent process will be explorer.exe. However, just as important are processes that don’t
make sense as parents of cmd.exe. Is there ever a reason where winword.exe, acroread.exe, or iexplore.exe
should spawn a cmd.exe? 1t’s doubtful that this will be legitimate. Most often, this is a sign of an exploited
user service.

Once you find cmd.exe processes, use the emdscan and consoles plugins (discussed later) to gain greater
detail. You may also find out what the cmd.exe is doing based on any child processes it has.

Note that the Outlook preview pane creates child processes under svchost.exe for viewing word documents,
excel documents, and more. The svchost.exe will spawn the child process with the --Embedding command
line option.
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Redline MRI Criteria
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Remember Redline? Redline has a signature that checks for handles to cmd.exe from insider of iexplorer.exe.
While the method of enumerating the handle table is not the same as checking parent/child P1D relationships,
the result is the same. When a process creates a child process, it receives a handle to the child process. This
handle is what Redline is looking for to enumerate parent/child relationships.

134



" - et = e

PID Relationships Exercise (1)

For this exercise we will use the

labyrinth-05.vmem memory image.

e This was Ben Bitdiddle's work computer
e He says it's running slow
e He opined it may have a virus!

Use the pslist, psscan and pstree plugins
to answer the following questions.

This page intentionally left blank.
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PID Relationships Exercise (2)

that normal?

2. Which process spawned jgs.exe? Is that
normal?

3. Which process spawned iexplore.exe? Is
that normal?

Memory Forensics In-Depth

This page intentionally left blank.
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PID Relationships Exercise (3)

1. explorer.exe. Yes, this is the MSN
Messenger client, a userland process

2. services.exe. Yes, this is the Java Quick
Start service, a system process

3. java.exe. No. Internet Explorer should not
generally be spawned by Java, but in this
case ... (Go to the next page)

. Ben appears to have been running MSN messenger. Whether that's an approved activity on his work

computer is a policy question, not a technological one.

. The Java Quick Starl service is a legitimate system process.

But a browser being spawned by Java is not generally a good sign. But in this case, it's actually legitimate.
Go on to the next page.
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PID Relationships Exercise (

4)

Name
Ox81lFF1020:12Psvc.exe
0x820D4290:java.exe

12Pii.:

O0x81F68020:iexplore.exe

pid

3316
3244
1736

found a program engaging in a potentially malicious manner. That's still a victory.
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PPid

668
3316
3244

As with most things, the answer to question number three is a little more complicated than it would first
appear. The program in question 12Psvc, is part of a legitimate program called i2p, htip://www.i2p2.de/. This is
a proxy for outbound and inbound traffic through an anonymization service. It’s current implementation is
done in Java. In this case, the user deliberately installed this program. It's legitimate. But looking at the larger
picture, this is an installed program which is gathering and processing all outbound network traffic. That's
certainly something a malicious program would try to do! Although we didn't find malware in this case, we
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Investigative Methodology:
Use Case: Identifying Malwar_e

« Identify rogue processes

» Analyze process DLLs and handles

* Review network artifacts

« Look for evidence of code injection

» Check for signs of a rootkit

* Dump suspicious processes and drivers

Memory Forensics In-Depth,

In reviewing our progress through the 6 step Investigative Methodology for Identifying Malware through
memory analysis, we have sufficient covered Step 1. Identifying Rogue Processes. There are numerous ways to
enumerate processes as we have seen using both Volatility and Rekall. This next section, focused on Step 2,

will dive deeper into the handles and dynamic link libraries (DLLs) of these suspicious processes, furthering our
insight into the functionality and capabilities of the malicious code.
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What is a DLL?

Dynamic Link Library

« Portable executable containing
shared libraries of code

« Many dlls are native to Windows
and provide common Windows |=======
functions to running processes | :—:

Memory Forensics In-Depth

Dynamic Link Libraries, or DLLs, are shared libraries of code. They contain functionality which can be used
by multiple programs. Some of them are provided by Microsoft for the functionality of the operating system,
but many come from third-party developers. Separating functionality from a program is a long standing
technique in computer science. It allows application programmers to rely on third party libraries of established,
tested, and proven code, especially for difficult operations like cryptography, graphical interfaces, or
networking.

Like traditional Windows executables, Windows DLLs are PE files. (The PE file format, or Portable
Executable, is a standard Windows executable file format.) DLLs have the same format as traditional PE files,
but cannot be executed directly. They have to be called from another program.

Every legitimate process loads some DLLs into memory when it runs. For example, ntdll.dll, shown above,
provides some basic functionality necessary for the process to start. Not only are DLLs loaded when a process
starts, but they can also be dynamically loaded as needed while the process 1s running. Let’s say a process does
some work with cryptography. Rather than loading all of the crypto code into memory when the process starts,
the operating system may indicate that the code is available in memory, but not actually load anything until the
code is actually called.

Going one step further, a program can manually load DLLs during execution. This technique, although
perfectly valid, is more often used by malicious programs. They hide which DLLs they import by not
including them in the original list of DLLs to load when the process starts. After the process is already
running, they manually call the functions necessary to load and execute the code in o
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Inferring Functionality
: from DLLs (1)

Name Functionality

ntdil.dll Basic Windows services
kernel32.dll Memory management

advapi32.dil Advanced Windows services
gdi32.dll Graphics driver

user32.dll User interface

comdig32.dll Common dialog boxes

msver??.dll Microsoft Visual C runtime libraries

Memory Forensics In-Depth

Windows system DLLs are divided by functionality. There are DLLs related to networking functions,
cryptography functions, application frameworks, and so on. By looking at the list of DLLs which are used by a
process, we can get a (very) rough sense of what that program does. Admittedly, just because a program loads
a DLL doesn’t mean it actually *uses* it. "Furthermore, we can't tell what functions in a DLL a program uses
just by seeing that it's loaded. The specific list of imported functions can be determined statically during
reverse engineering by examining the program’s import table.

Here are just a few common DLLs used by many programs on Windows. There are many more. You’'ll see
these often:

*  Windows kernel basic services. These are low-level services necessary for processes to start and talk to
the operating system.

* The Windows APIs for things like memory management, input/output, etc., are found in kernel32.dll.
* Advanced kernel services, such as accessing the registry, are in advapi32.dil.
* (di32.dll provides control of the graphics interface.

* Functions for creating and manipulating the user interface, such as scroll bars, buttons, mouse and
keyboard input, are in user32.dll.
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* Dialog boxes for opening and saving files, etc., are in comdlg32.dll.

* The Microsoft Visual C Runtime Libraries — These DLLs are distributed by Microsoft as part of
their Visual C and C++ development tools. Software authors either need to link their programs
statically or include these DLLs to ensure their programs run correctly. The DLLs have filenames
of the format msver[version].dll. For example, you will see msver70.dll, msver71.d1l, msver80.dll,
msver90.dll, and the current version, msver100.d1l. There are more details on this DLL at
http://msdn.microsoft.com/en-us/library/abx4dbyh(v=vs.100).aspx.
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. Propery Value
i Description
| | Flle descrption  Windows Socket 2.0 32-Bt DLL
[ | Type Application extension

| File version 6.1.7601.17514
Product name  Microsoft® Windows® Operating System
Product version €.1.7601.17514
5 Copyright @ Microsoft Comporation Al nights reserv
Size 202 KB
Date modfied 1172072010 7:21 AM
.| Language English {Unted States)
|| Ondgnal flename ws2_32.d1

Though these are all widely used and legitimate DLLs, some of them may be of interest in your investigations.
For example, ws2 32.dll is a DLL from Microsoft used for low-level networking functionality. These
functions, also called raw sockets, are used by legitimate programs to access the network. Many functions use
higher-level functionality by Windows. In general most programmers don’t want to deal with the full
complexity of network programming.

But many malicious programs *do* want to use raw sockets. They don’t want to garner the attention of the
operating system, and thus do all of the work themselves. (That, or they *can’t* invoke the operating system’s
functionality.) So many malicious programs will use ws2 32.dll. Finding that DLL is not, in and of itself,
suspicious. But if you see ws2 32.dll being used by a program called “Notepad.exe”, for example, there may
be something strange going on. The legitimate Notepad does not use the network, and does not import any
functions from ws2 32.dll.
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File description Windows Socket 2.0 32-Bit DLL

Type Application extension

File version 6.1.7601.17514

Product name  Microsoft® Windows® Operating System
Product version 6.1.7601.17514

Copyright @ Microsoft Corporation. All rights reserv ...
Size 202 KB

Date modified  11/20/2010 7:21 AM

Language English (United States)
Original flename ws2_32dll



Determining Functionality

The filename of a DLL is only the first step in figuring out what it does. To get more information on any
particular DLL, you are limited only by your imagination (and resources). You can view the properties of a
DLL in Windows by right-clicking on it and choosing "Properties”. Running a web search on the DLL name
can give you information about other files encountered with that name. Note that such information may not
apply to the DLL on the system you're examining! A common trick for malware authors is to name their
programs identical to legitimate system files! You can use dedicated PE analysis tools to look at the properties
of a DLL. What functions does import? What functions does it export? These names could give you clues.
Finally, if resources allow, you can do a full reverse engineering of the DLL. This is a time-consuming
process, and should only be a last resort.
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Display Executable Version Info
verinfo (1)

Purpose

» Display the version information from an executable

Important Parameters

» -0 offset of module to dump version info from
o -r regex to dump info from
e - ignore case in regex

Investigative Notes

» Used to examine process memory allocations

¢ Can help locate injected code, including executable code
not in the loaded modules list

Memory Forensics In-Depth

One Volatility plugin that may provide additional information on a suspicious dll is verinfo. The verinfo plugin
is used to display the version information from an executable found in memory. This data may be useful for
attribution of malware to a specific adversary. Additionally, it may be used to determine the lineage of a
particular file (higher version numbers were probably developed later). Obviously, malware authors may try to
forge version information, so that is something to be mindful of.

Why would an attacker put version information in a piece of malware? Simple: the compiler does it for them.
Visual Studio embed version information in the binary. Some malware authors simply don’t know that it’s
there. Others know it’s there, but forget to strip it out before deploying the malware. Either way, it’s a treasure
trove of information. Currently the plugin only works on user space DLL’s and EXE’s but may later be
expanded to cover kernel modules.

Note: because the verinfo plugin is located in the contrib directory, you must specify the plugins directory on the
command line Lo access it.

The code for this plugin is located in the file contrib/plugins/verinfo.py.
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info (2)

E——

sansforensics@siftworkstation:/casess|vol.py -f APT.img verinfo |

Molatility Foundation Volatility Framework 2.4
SystemRoot\System32\smss,exe

£ \WINDOWS\system32\ntdll.dll

ZZNCIAWINDOWS \system32\Ccsrss. exe

- \WINDOWS\system32\ntdll.dll

£ AWINDOWS\system32\CSRSRV. d11

|- \WINDOWS\system32ibasesrv.dll

- \WINDOWSAsystem32\winsrv.dll
File version : 5.1.2600.5512
Product version : 5.1.2600.5512
Flags :
0s : Windows NT
File Type ¢ Dynamic Link Library
File Date t

CompanyName : Microsoft Corporation
FileDescription @ Windows Server DLL

InternalName : winsrv
OriginalFilename : winsrv.dll
ProductVersion : 5.1.2600.5512

CAWINDOWS\system32\GDI32.d11
C:AWINDOWS\system32\KERNEL32.dll

FileVersion : $.1.2600.5512 (xpsp.0B0413-2105)
LegalCopyright :© \xa9 Microsoft Corporation. All rights reserved.

ProductName : Microsoftixae Windows\xae Operating System

Wiy ==

Memory Forensics In-Depth

Example output follows:
sansforensics@sifiworkstation:/cases$ vol.py -f APT.img verinfo
Volatility Foundation Volatility Framework 2.4
\SystemRoot\System32\smss.exe
CAWINDOW S\system32\ntdll.dll
VNCAWINDOWS\system32'csrss.exe
CAWINDOW Sisystem32'ntdll.dll
CAWINDOW S S\system32\CSRSR V.l
CAWINDOW SS\system32\basesrv.dll
CAWINDOW S\system32\winsrv.dll

File version :5.1.2600.5512

Product version : 5.1.2600.5512

Flags

oS : Windows NT

File Type  : Dynamic Link Library
File Date

CompanyName : Microsoft Corporation
FileDescription : Windows Server DLL
FileVersion : 5.1.2600.5512 (xpsp.080413-2103)

InternalName : winsrv
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LegalCopyright : 'xa9 Microsoft Corporation. All rights reserved.

OriginalFilename : winsrv.dll

ProductName : Microsoft\xae Windows'xae Operating System

ProductVersion : 5.1.2600.5512
CAWINDOWS\system32VGD132.d11
CAWINDOWS'system32\KERNEL32.dll
CAWINDOWSisystem32\USER32.d11

File version :5.1.2600.5512

Product version : 5.1.2600.5512

Flags

(O : Windows NT

File Type : Dynamic Link Library
File Date

CompanyName : Microsoft Corporation
FileDescription : Windows XP USER AP1 Client DLL
FileVersion : 5.1.2600.5512 (xpsp.080413-2105)
InternalName : user32
LegalCopyright : \xa9 Microsoft Corporation. All rights reserved.
OriginalFilename : user32
ProductName : Microsoftixae Windows\xae Operating System
ProductVersion : 5.1.2600.5512

.... Output truncated ...

File Date
CompanyName : Microsoft Corporation
FileDescription : Generic Host Process for Win32 Services
FileVersion : 5.1.2600.5512 (xpsp.080413-2111)
InternalName : svchost.exe
LegalCopyright : \xa9 Microsoft Corporation. All rights reserved.
OriginalFilename : svchost.exe
ProductName : Microsoft\xae Windows'xae Operating System
ProductVersion : 5.1.2600.5512
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Imported/ Exborted Functions

T —— —

BN Purpose B
» Display functions imported and exported by executables
and DLLs

Important Parameters

» -5 scan for objects

-P show only process imports/exports
-K show only kernel imports/exports
-I show only imports

-E show only exports

Investigative Notes
o Primarily useful for malware analysts
 Can be used for preliminary capability analysis

s

Volatility can give us deeper visibility into a dII’s functionality as well, with the enumfune plugin. The
enumfunc plugin is used to display the imported and exported functions present in a memory dump. It
enumerates across all processes and kernel modules loaded in the memory dump.

Note that this plugin can be used to find stealthy injected code. For instance, we all know that the process
notepad.exe (built into windows) doesn’t import any networking capability. However, if we see exports from
networking DLLs in notepad.exe’s process space, this is clear sign that something was injected into notepad’s
address space. Using the impscan plugin (covered separately) you may be able to discover which memory
addresses the injected code is located at.

NOTE: enumfunc will not enumerate imported or exported functions from hidden processes and modules.

The code for this plugin is also located in the file contrib/plugins/enumfunc.py
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Importéd/uExp_)_orted Functions

enumfunc (2)

| amsemesem— T o
userFSIFT$|vol,py --plugins=/usr/local/src/vol2.4/contrib/plugins -f /cases/APT.img enumfunc -P -1 I
Volatility Founoad Tty Work I.9

Process Type Module ordinal Address Hame
SMSS  exe Import gMsS.exe 00 memdessees 0x000000007c30de30

SMSS . exe Import sMss.exe 000 0@ eeessesses 0x000000007¢9%0d9a0

SMSS . exe Import SmSs.exe 0000000 sermeeees - 0x000000007¢201295
SMSS.exe Import SM55.exe 00 ssssesass - Dx000000007¢929a4d
SMSS.exe Import SMSS.exe 0 essseeo-ee 0x000000007c30ffod
SMSS.exe Import SMSS.&X8 =000 ossemesa--- 0xG00000007c%103c0

SMS5 . exe Import Sm55.8Xe =0 sssesee-e- 0x000000007c91ae71
SMSS.exe Import Smss.exe 0 se------s - 0x000000007¢2100a4

SMSS . exe Import smss.exe 000000 —--------- 0x000000007C910446

SmMSS . exe Import SESSLENE: 0 eeewweesnE 0x000000007c91eads

SMSS . exe Import SMSS.exe 0000 seereseees 0x000000007¢90313a

SmSS . exe Tmpaor t SHSS.exe 0 meseeseses 0x000000007¢90d370

SMSs . exe Import SMES.@xR 000 semenmewen 0x000000007¢90d580

SMSS . exe Import SEES-6X8. =0 smmeeseses 0x000000007c90c fdo

SMSS . exe Import SMSS.exe 000 o =seseeo--- 0x000000007c90fe2a

SMSS . exe Import Sm5S.exe 00 ssssmeee---a 0x000000007¢912140

SMSS . exe Import SMS5.exe 0 eseseeeses 0x000000007c90d7e0

SMSS . exe Import smss.exe 00000000 e--------o 0x0 007c50d110

Memory Forensics [n—Dep;}:g

NOTE: because enumfunc is a contributed plugin, you must specify the --plugin directory for it to execute correctly. It
may still emit some errors due to other plugins in non-standard locations. These errors can be safely ignored.

Note that it is not currently possible to specify a process ID to obtain imports and exports from. However, liberal use of
the grep command can trim the output to a particular process name of interest.

user@SIFTS$ vol.py --plugins=/usr/local/src/vol2.4/contrib/plugins -f /cases/APT.img enumfunc -P -1 | head -40

Volatility Foundation Volatility Framework 2.4

Process Type  Module Ordinal Address Name
smss.exe Import smss.exe = ---m---ee- 0x000000007¢90de50
SmMss.exe Import  smss.exe ~  memmemeee- 0x000000007¢90d9a0
SMSS.exe Import smss.exe = eememeee- 0x000000007¢901295
SMSS.exe Import smss.exe =~ smmemeeee- 0x000000007c¢929a4d
SIMSS.exe Import smss.exe ~  smmemmeee- 0x000000007c90ft0d

SIMSS.exe Import smss.exe =~ -eemeemee 0x000000007c9103c0
SMSS.exe Import smss.exe = - 0x000000007c91ae71

smss.exe Import smss.exe = --------—- 0x000000007¢9100a4
smss.exe Import  smss.exe =mmmmmamm= 0x000000007¢910446
smss.exe Import smss.exe = --------—- 0x000000007c91ead5
smss.exe Import  smss.exe --mmeeeee- 0x000000007c90313a
smss.exe Import  smss.exe semmeeeee- 0x000000007¢90d970
smss.exe Import  smss.exe  ---e-eeeee 0x000000007¢90d580
smss.exe Import smss.exe = ---------- 0x000000007c90ctd0

smss.exe Import smss.exe = -emmemeee- 0x000000007c90fe2a

smss.exe Import smss.exe = emmeeee- 0x000000007c912f40

... output truncated ...
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Im[:m)'orted/Eiﬁorted Functions

mm Purpose

» Displays detailed process details, including PE info,
imported and exported functions

Important Parameters

¢ pid=(process id)

Investigative Notes

e Primarily useful for malware analysts
» Can be used for preliminary capability analysis

[1] stuxnet.vmem 16:24:39> procinfo pid=1928
> procinfo(pid=1928)

Feddedkdok ok sk ok ok ok ok kR Rk ok ok sok kR R kR Rk Rk ok sk ok ok skokok ok sk sk ok ok

Pid: 1928 Isass.exe

Process Environment
ALLUSERSPROFILE=C:\Documents and Settings\All Users
CommonProgramFiles=C:\Program Files\Common Files
COMPUTERNAME=JAN-DF663B3DBFI
ComSpec=C:\WINDOW S'system32\cmd.exe
FP_NO HOST CHECK=NO
NUMBER OF PROCESSORS=]
OS=Windows NT

Path=C:\Perl\site\bin;C:\Perl\bin;C:\WINDOW S\system32;C:\WINDOWS;C:\WINDOWS\System32\Wbem;C:\
Python26;C:\Program Files\TortoiseSVN\bin

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE; WSF;.WSH
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 6 Model 37 Stepping 5, Genuinelntel
PROCESSOR LEVEL=6

PROCESSOR_REVISION=2505

ProgramFiles=C:\Program Files
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SystemDrive=C:
SystemRoot=C:\WINDOWS
TEMP=C:\WINDOWS\TEMP
TMP=CAWINDOWS\TEMP
USERPROFILE=C:\Documents and Settings\LocalService
VS100COMNTOOLS=C:\Program Files\Microsofl Visual Studio 10.0\Common7\Tools\
windir=C:\WINDOWS

PE Infomation

Attribute Value
Machine IMAGE FILE MACHINE 1386
TimeDateStamp 2010-01-13 10:00:53+0000
Characleristics IMAGE FILE 32BIT MACHINE, IMAGE FILE EXECUTABLE IMAGE
GUID/Age -
PDB -

MajorOperatingSystemVersion 5
MinorOperatingSystemVersion

MajorlmageVersion 0
MinorImageVersion 0
MajorSubsystemVersion 5
MinorSubsystemVersion 0

Sections (Relative to 0x01000000):
Perm Name VMA Size

xrw .verif  0x00001000 0x00000000
xrw .text  0x00002000 0x00001c00
-rw .bin  0x00004000 0x00000200
-r- .reloc  0x00005000 0x00000200

Data Directories:

VMA Size
IMAGE_DIRECTORY_ENTRY_EXPORT 0x00000000 0x00000000
IMAGE _DIRECTORY_ENTRY_IMPORT 0x010038fc 0x00000050

IMAGE DIRECTORY_ENTRY_RESOURCE 0x00000000 0x00000000
IMAGE DIRECTORY ENTRY EXCEPTION  0x00000000 0x00000000
IMAGE DIRECTORY ENTRY SECURITY 0x00000000 0x00000000
IMAGE DIRECTORY ENTRY BASERELOC  0x01005000 0x000000f4
IMAGE DIRECTORY ENTRY DEBUG 0x00000000 0x00000000
IMAGE_DIRECTORY_ENTRY_COPYRIGHT  0x00000000 0x00000000
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IMAGE DIRECTORY_ENTRY_GLOBALPTR

IMAGE _DIRECTORY_ENTRY TLS

IMAGE DIRECTORY_ENTRY LOAD CONFIG
IMAGE _DIRECTORY_ENTRY BOUND IMPORT

IMAGE_DIRECTORY ENTRY IAT

IMAGE_DIRECTORY ENTRY DELAY IMPORT

0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000

IMAGE_DIRECTORY ENTRY_COM _DESCRIPTOR 0x00000000 0x00000000

IMAGE DIRECTORY ENTRY RESERVED 0x00000000 0x00000000
[mport Directory (Original):

Name Mapped Function Ord
KERNEL32.d1l!OpenProcess 819
KERNEL32.dllI!ExitProcess 260
KERNEL32 dIl!WaitForSingleObject 1124
KERNEL32.d1l!SetUnhandledExceptionFilter 1045
KERNEL32.dll'SetErrorMode 978
KERNEL32.dll!CloseHandle 67
KERNEL32.dI1!GetCurrentProcess 425
KERNEL32.dll!CreateThread 163
KERNEL32.dll!TerminateProcess 1069
KERNEL32.dll!VirtualProtect 1114
KERNEL32.dll!GetModuleHandleW 505
KERNEL32.dlI!GetCurrentThreadld 429
KERNEL32.d1l!GetTickCount 614
KERNEL32.dll!Istrepy W 1200
KERNEL32.dIl!Istrlen W 1206
KERNEL32.dl1!GetProcAddress 544
ADVAPI32.d11!LookupPrivilegeValueW 401
ADVAPI32.d1l!AdjustTokenPrivileges 30
ADVAPI32.d1I!OpenProcessToken 497
USER32.dI'wsprintfW 776

Export Directory:
Entry Stat Ord Name
Version Information:
key value
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Imported/Exported Functions
Using Rekall’s prociqf

e cupeees IR

Import Directory {(Original):

Name Mapped Function Ord
KERNEL32.d11!OpenProcess 819
KERMEL32.d11'!ExitProcess 260
KERNEL32.dll!'WaitForSingleObject 1124
KERNEL3Z.d1l1l!SetUnhandledExceptionFilter 1045
KERNEL32.dl1!SetErroridode 978
KERNEL32.dll!CloseHandle 67
KERMNEL32.d11 {GetCurrentProcess 425
KERNEL32.dl1 !CreateThread 163
KERNEL32.dll1!TerminateProcess 1069
KERNEL3Z.d11l!VirtualProtect 1114
KERNEL32.d11!GetModuleHandlevi 505
KERNEL32.d11!GetCurrentThreadid 429
KERNEL32.d11!1GetTickCount &14
KERNEL32.dlilistrcpyWw 1200
KERNEL32.dl1!1strlens 12086
KERNEL32.d11!GetProcAddress 544
ADVAPIZZ.dll!lookupPrivilegevValueyl 40

This page intentionally left blank.
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DLL Search Order Hijacking (1)
o Appllcatlons load DLLs by name only
— The path isn't specified in the import table
e In most cases, the directory from which the
application is loaded is checked for a DLL
before the system directory
— The KnownDLLs key changes this

Memory Forensics In-Depth

Malicious programs have used a technique called DLL Search Order Hijacking to gain execution on a system. In
this technique, the malicious soflware does not attempt to compromise a program on the system directly. Rather,
the malware places a DLL in one of the directories Windows searches for requested DLLs. Windows maintains a
list of knowndlls, in a registry key of the same name

(HKEY _LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager\KnownDL Ls), that it
populates with some native Windows dlls that will always launch from a set location (System32)!'! for easier
loading. When a DLL is needed and it is NOT in the knowndlls list, Windows searches, in order, the directory
where the application is stored, the system directory, the windows directory, the current directory, and then
directories listed in the PATH environment variable!?l, 1f the malware can place a DLL into one of those
directories which is searched before the location of the legitimate DLL, the program will load the malware
author’s DLL instead of the legitimate one.

DLL search order:
1. The directory from which the application loaded.
2. The system directory. Use the GetSystemDirectory function lo get the path of this directory.

3. The 16-bit system directory. There is no function that obtains the path of this directory, but it is
searched.

4. The Windows directory. Use the GetWindowsDirectory function to get the path of this directory.
The current directory.

6. The directories that are listed in the PATH environment variable. Note that this does not include the
per-application path specified by the App Paths registry key. The App Paths key is not used when
computing the DLL search path.

One of the easiest techniques for identifying search order hijacking is to look at DLLs which were loaded out of
any directory *other* than C:\Windows\System32. There should only be a few per process, and those should all
be out of the directory where the application was stored.
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For more details on DLL search order hijacking, see http://isc.sans.edu/diary.html?storyid=9445.

[1] Harbour, Nick. Malware Persistence without the Windows Registry.
hitps://www.mandiant.com/blog/malware-persistence-windows-registry/

[2] Dynamic-Link Library Search Order. http://msdn.microsoft.com/en-
us/library/ms682586%28VS.85%29.aspx
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e A real life example of Exploitation mvolves MS
Office (MS11-071)

— Triggered fake control panel applet ‘deskpan.dil’

714-76D4-1101

« Local Disk (C:) » {42071714-76D4-1101-8B24-D0A0COD6BFF3) - Search 142071

L Include in hbrasy « Share with « Bum New folder =38
sktop o MName ‘ Date madified ype
rwnloads - .
deskpan.dil 9/20/2011 5:36 PM Applcat
«cent Places

ImportantDacument.doc 9/20/2011 5:36 PM  Micrasoft Word 9

Memory Forensics In—Depth_

The MS11-071 vulnerability involves the use of a specially crafied deskpan.dll that loads because of its
position in the same directory as a specially crafted word document. Because the deskpan.dll file is in the
same folder as the winword.exe process, the attacker’s deskpan.dll is loaded when the document is opened.
This attack required that the current directory of the process be the directory where deskpan.dll is located.
Also note the GUID directory name. This GUID essentially tricks Windows into opening the deskpan.dll
control panel applet (which is not loaded by default).

Although exploitation of this vulnerability may seem complex, note that many DLL Hijacking vulnerabilities
are exploited using trivial techniques. This example was used to emphasize that even Microsoft, who should
know better, still gets it wrong. When Microsoft falls under fire, what chance do others have?

This attack works because the present working directory is checked for DLLs (deskpan.dll) before system
directories are checked. Due to the implementation of SafeDIISearchMode this attack would not work on a
default configured Windows system, though many systems do not use default configurations.

See also:
http://technet.microsofl.com/en-us/security/bulletin/MS11-071
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Using DLLs to Bypass Signed Code

e Security products (such as AppLocker) can be
used to restrict execution to signed code only

— Attackers can use DLL Hijacking to bypass these
restrictions by loading their DLLs into signed
applications

e This has been observed in the wild with
numerous PlugX installations

Memory Forensics In-Depth

Not only can DLLs be used to hijack programs, but they can also be used to bypass restrictions on signed code.
A signed program is allowed to load and execute unsigned DLLs. Malware authors have used this trick in the
real world to bypass security protections. For example, a malware author could find a signed application which
loads and executes a DLL. The malware author writes their own DLL, gives it the same name as the legitimate
DLL, and even writes functions with the same names as are loaded by the legitimate DLL. These functions,
however, do the bidding of the malware author. The malware author then distributes the legitimate program
and their own DLL.

When this program is installed and executed on a victim system, the operating system validates the signed
executable and allows it to run. This executable then loads and executes the unsigned (and malicious) code in
the DLL. For example, DriverVendor Inc writes and signs a program called “DisplayDriver.exe”. They sign
this program with their encryption key. Run run, this program looks for and executes DriverHelper.dIl.
Specifically, there is a function “SetupDriver”, which is called. A malware author could write their own
function, SetupDriver, saved in a DLL called DriverHelper.dll, and distribute it with the legitimate
DisplayDriver.exe. This program passed signature verification, but when run, executes the evil SetupDriver
function!

Note that although AppLocker has DLL Rules, they are considered Advanced properties. A warning screen
appears when the admin attempts to enable DLL Rules noting that “DLL rules can affect system
performance.” DLL rules do indeed impact system performance. For this reason, they are rarely seen enabled
in production.
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e

e The PlugX RAT uses DLL search hijacking to
load a malicious DLL into a signed executable

» The signed executable is registered as a
service, starting at boot

e The digitally signed process starts new
malware processes using code injection
techniques and then exits, making discovery
more difficult

The PlugX RAT uses DLL search hijacking to load a malicious DLL into a signed executable. The signed
executable is registered as a service, starting at boot. The digitally signed process starts new malware
processes using code injection techniques and then exits, making discovery more difficult.

This type of search order hijacking relies on the directory of the application being checked before the system
directories. This type of search order hijacking is not impacted by SafeDlISearchMode.

AlienVault has an outstanding writeup of the PlugX malware using this technique at
hitps://www.alienvault.com/open-threat-exchange/blog/tracking-down-the-author-of-the-plugx-rat
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dlllist (1)

e List the DLLs loaded into each process

Important Parameters

 -p <pids, comma separated>

. Investigative Notes

e The DLLs loaded into a process can be used to infer
functionality

¢ Networking DLLs in processes that don’t do networking
may indicate code injection

* Verbose output, redirect to a file!

The dlllist plugin lists the DLLs loaded into each process. The dlllist plugin walks the list of processes and for
each process enumerates its loaded modules list. Each entry in this list represents a loaded DLL.

Memory Forensics In-Depth

Examining the output of dlllist can help an investigator get a handle on the purpose of an unknown process. For
example, processes that don’t do any networking shouldn’t have networking DLLs loaded (think calc.exe).
Some processes like web browsers may implement plugin functionality using DLLs. Pay special attention to the
DLLs loaded into iexplore.exe.

Also note that some security products load DLLs into all (or selected) processes. These DLLs are often the
target of malicious software. Some security products combat this by randomizing the name of the DLLs loaded
into processes. Usually randomly named DLLs are malicious, but these are legit. Later, you’ll learn how to
dump these DLLs and inspect their contents.
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user@SIFTS [vol.py -f APT.img --profile=WinXPSP3x86 dlllist -p 1140 |
Volatility Foundation VOlatility Framework 2.3
e e e ke e e e e ok ke e e e e e el e ke o o o e o o ok o o o o o o o v o e o o ol o e ol ok ok e o ke o o o o i o o o o o o e o e b e e o o ok
svchost.exe pid: 1140
Command line : C:\WINDOWS\system32\svchost.exe -k NetworkService
Service Pack 3
Base Size LoadCount Path
0x01000000 0Ox6000 Oxffff C:\WINDOWS\system32\svchost.exe
0x7c900000 Oxafooo Oxffff C:\WINDOWS\system32\ntdll.dll
0x7c800000 0xf6000 Oxffff C:\WINDOWS\system32\kernel32.dll
0x77dd0000 0x9b000 Ox¥fff C:\WINDOWS\system32\ADVAPI32.dli
0x77e70000 0x82000 Oxffff C:\WINDOWS\system32\RPCRT4.dll
0x77fe0000 O0x11000 Oxffff C:\WINDOWS\system32\Secur32.dll
0x5cb70000 ox26000 Ox1 C:\WINDOWS\system32\Shimeng.dll
0x6f880000 0x1ca000 Ox1 C:AWINDOWS\AppPatch\AcGenral.DLL
0x7e410000 0x91000 Ox1a CI\WINDOWS\system32\USER32.d11
0x77f10000 0x49000 0x15 C:\WINDOWS\system32\GDI32.d11
0x76b40000 0x2d000 Ox2 C:i\WINDOWS\system32\WINMM.d1l
0x774e0000 0x13d000 0x2 C:\WINDOWS\system32\ole32.dll
0x77¢10000 0x58000 Oxf C:\WINDOWS‘\system32\msvcrt.dll
0x77120000 0x8b000 Ox1 C:\WINDOWS\system32\0OLEAUT32.d11
Ox1 C:\WINDOWS\system32\MSACM32.d11

Memory Forensics In-Depth

Displayed below is the output of the dlllist plugin. To save space, the plugin was only run against the selected
process 1D (-p 1140).

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 dlllist -p 1140
Volatility Foundation Volatility Framework 2.4

R T T ettt '™
svchost.exe pid: 1140
Command line : C:A\WINDOWS\system32\svchost.exe -k NetworkService

Service Pack 3

Base Size LoadCount Path

0x01000000  0x6000  Oxffff C:\WINDOW Sisystem32\svchost.exe
0x7¢900000 0xatfD00  Oxffff C:\WINDOW S S\system32\ntdll.dll
0x7¢800000  0xf6000  Oxffff C:\WINDOW Sisystem32\kernel32.dll
0x77dd0000  0x9b000  Oxffff C:A\WINDOWS S\system32\ADVAP132.dll
0x77e¢70000 0x92000  Oxffff C:A\WINDOWS\system32\RPCRT4.dll
.... Output truncated ...

163



0x77£10000 0x49000  0x15 CAWINDOW Sisystem32\GDI32.dll
0x76b40000 0x2d000 0x2 C:AWINDOW S'\system32\WINMM.dII
0x774e0000 0x13d000 0x2 C:A\WINDOWS\system32'ole32.dll
0x77c¢10000 0x58000 Oxf C:\WINDOW S\system32\msvert.dll
0x77120000 0x8b000 0x1 C:A\WINDOW S\system32\OLEAUT32.dll
0x77be0000  0x15000 0x1 CAWINDOW S\system32\MSACM32.d1l
0x77c¢00000  0x8000 0x1 C:\WINDOW Sisystem32\VERSION.dII
0x7¢9c¢0000 0x817000 0x1 CA\WINDOWS S\system32\SHELL32.dl1
0x77(60000 0x76000 0x3 C:AWINDOW S\system32\SHLWAPL.dI
0x769¢0000  0xb4000 0x1 CA\WINDOW S S\system32\USERENV .dlI
0x5ad70000 0x38000 0x1 C:A\WINDOW S S\system32\UxTheme.dll
0x76390000 0x1d000 0x2 CAWINDOWS S\system32\IMM32.DLL

0x773d0000 0x103000 0x1 CAWINDOWS\WinSxS'x86 Microsoft. Windows.Common-
Controls_6595b64144ccfldf 6.0.2600.5512 x-ww 35d4ce83\comctl32.dl

0x5d090000  0x9a000 0x1 C:\WINDOW S S\system32\comctl32.dll
0x76770000  0xd000 0x1 c:‘\windows\system32\dnsrslvr.dll
0x76f20000 0x27000 0x1 c\windows\system32\DNSAPIL.dII
0x71ab0000  0x17000 0x3 c:\windows'\system32\WS2 32.dll
0x71aa0000  0x8000 0x2 ¢:\windows\system32\WS2HELP.dll
0x76d60000  0x19000 0x2 c:\windows'system32\iphlpapi.dll
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DLL Details

Name

Base Address

e Preferred Address Compiled in
» Affected by ASLR

Load Count

For any DLL we can recover its name and the path on disk where the DLL was loaded from. As mentioned earlier,
it's a great lead for determining what the DLL does.

We can also get the base virtual address for the DLL. This is the virtual address where the DLL would prefer to be
loaded into memory. Although DLLs are relocatable, they can loaded to any base address, the relocation process
takes time. For performance reasons, when DLLs are compiled a base address is chosen and the code is set to run
from that address. 1f there's another module already loaded at that address, however, the DLL is relocated, moved,
to another virtual address. When this happens a number of pointers must be changed in the DLL. That's the
relocation process.

In addition, the dlllist plugin provides the size of the DLL in memory in bytes and the “load count” of the dll within
the process. The Load Count refers to the number of references made to the specific d1l within the process, with
each time the dll is loaded, the count increments by one. Likewise, when a dll is freed, the load count decrements
by one.

*dkEkERCView Source

Lists dll modules loaded into a process by following the doubly linked list of LDR DATA TABLE ENTRY stored
inin_EPROCESS.Peb.Ldr.InLoadOrderModuleList. DLLs are automatically added to this list when a process calls
LoadLibrary (or some derivative such as LdrLoadDIl) and they aren’t removed until FreeLibrary is called and the
reference count reaches zero.

All the usual process selectors are supported.
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Note:

Wow64 processes (i.e. 32-bit binaries running on 64-bit windows) load dlls through a different mechanism.

Since the InLoadOrderModuleList is maintained in the process address space, it is simple to manipulate from
Ring 3 (without kernel access). This means that this plugin may not show all the linked in DLLs.

A better plugin to use is the ldrmodules plugin, which uses the VAD to enumerate dlls. The VAD is
maintained in kernel memory and therefore can only be accessed through Ring 0 access.”*****

166



[ s e

dlllist

user@S1FTS|vol.py -f APT.img --profile=WinXPS5P3x86 dlllist |grep Command |
Volatility Foundation Volatility Framework 2.4

iCommand line : \SystemRoot\System32\smss.exe

[Command line : C:\WINDOWS\system32\csrss.exe ObjectDirectory=\Windows SharedSection=102
temType=Windows ServerDll=basesrv,61 ServerDll=winsrv:UserServerDllInitialization,3 Sery
tialization,2 ProfileControl=0ff MaxRequestThreads=16

[Command line : winlogon,exe

[Command line : C:\WINDOWS\system32\services.exe

ICommand 1ine : C:\WINDOWS\system32\lsass.exe

[Command line : "C:\Program Files\VMware\VMware Tools\vmacthlp.exe"

[Command line : C:\WINDOWS\system32\svchost -k DcomLaunch

[Command line : C:\WINDOWS\system32\svchost -k rpcss

ICommand line : C:\WINDOWS\System32\svchost.exe -k netsvcs

iCommand line : C:\WINDOWS\system32\svchost.exe -k NetworkService

iCommand line ! C:\WINDOWS\system32\svchost.exe -k LocalService

ICommand line : C:\WINDOWS\system32\spoolsv.exe

iCommand line : C:\WINDOWS\Explorer.EXE

Command line ; “C:\Program Files\VMware\VMware Tools\VMwareTray.exe"
[Command line : "C:\Program Files\VMware\Viware Tools\VMwareUser.exe"
ICommand line : “C:\WINDOWS\system32\ctfmon.exe"

Command line : “C:\Program Files\VMware\VMware Tools\VMwareService.exe”
iCommand line : C:\WINDOWS\System32\alg.exe

a¥eRalalaEala]

Memory Forensics In-Depth

The dlllist plugin also lists the complete command line of a process. This can be used to find out what that
cmd.exe was really doing or whether that svchost.exe is really legit. The command line usually contains the
full path to the executable, but this isn’t *always* the case.

To get command line arguments for processes, just implement some grep-fu as shown below:

user@SIFT$ vol.py -f APT.img --profile=WinXPSP3x86 dlllist |grep Command
Volatility Foundation Volatility Framework 2.4
Command line : \SystemRoot\System32\smss.exe

Command line : C:A\WINDOW S\system32\csrss.exe ObjectDirectory=\Windows
SharedSection=1024,3072,512 Windows=0n SubSystemType=Windows ServerDll=basesrv,1
ServerDIll=winsrv:UserServerDIlInitialization,3 ServerDIll=winsrv:ConServerDllInitialization,2
ProfileControl=0Off MaxRequestThreads=16

Command line : winlogon.exe

Command line : C:A\WINDOWS\system32\services.exe

Command line : C:\WINDOW S S\system32\lsass.exe

Command line : "C:\Program Files\VMware\VMware Tools\vmacthlp.exe"
Command line : C:\WINDOW S\system32\svchost -k DcomLaunch
Command line : C:\WINDOWS\system32\svchost -k rpcss

... output truncated ...
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Hands-on DLLs (1)

user@SIFT$ vol.pv -f Win7x64.vmem --profile=win7sP1x64 dilllist ]
Volatility Foundation Volatility Framework 2.4

e e e e L e e e e e L)
System pid: 4

Unable to read PEB for task.

L e e e e e s s e e e e s R st s
smss.exe pid: 276

Command line : \SystemRoot\System32\smss.exe

Base Size LoadCount Path

0x0000000047a200000 Hx20000 Oxffff \SystemRoot\System32\smss.exe
0x 000000007 7500000 Ox1a9000 Oxffff C:\Windows\SYSTEM32\ntdll.dll
R s s e e e e e e I e e s sl

csrss.exe pid: 368

Command line : %SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024
e=Windows ServerDll=basesrv,1 ServerDll=winsrv:UserServerbDllInitialization,3 ServerDll=win
erverDll=sxssrv,4 ProfileControl=0ff MaxRequestThreads=16

Base Size LoadCount Path
0x00000000492e0000 0x6000 oxffff C:\Windows\system32\csrss.exe
0x0000000077500000 0x1a9000 Oxffff C:\Windows\SYSTEM32\ntdll.dll

Memory Forensics In-Depth

We’re going to take a look at the DLLs loaded in each process in a memory image. Let’s start with analyzing a
Windows 7 SP1 x64 memory image with the dlllist plugin in Volatility. This plugin parses a list, referenced by the
process parameters, called InLoadOrderModuleList. This list contains a list of all of the modules loaded into a
process’ address space, their size, and virtual address where they were loaded. This list is a series of structures called
LDR_DATA TABLE, which are also used to hold information on drivers. Note that the original executable is
considered a module loaded into the process too!

Here's the command line to run the dlllist plugin:

user@SIFT$ vol.py -f Win7x64.vmem --profile=Win7SP1x64 dlllist
Volatility Foundation Volatility Framework 2.4

XSS EA R R RS SRR R R R E R E R R R R SRR R R R RS S R R R R SRR R R R R R R R
System pid: 4

Unable to read PEB for task.

S S SRS RS EEE S SR EEEEREEEEEEEEEEEREEEEEEREEEEEEEEREEEEEEEEEESEEEREE S S 5E3
smss.exe pid: 276

Command line : \SystemRoot\System32\smss.exe

Base Size LoadCount Path
0x0000000047a00000 0x20000 Oxf£ff \SystemRoot\System32\smss.exe
0x0000000077500000 0x1a9000 Oxffff C:\Windows\SYSTEM32\ntdll.dll

it SR A RS SRR R EEEER SRS TS EEE R RS EEE R RS R R R RS SRR SRR TR SRR EEREEE R RS

. output truncated ..
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Hands-on DLLs (2)
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user@SIFTS vol.py -f Win7x64.vmem --profile=win75P1x64 dlllist -p 1452

Volatility Foundation Volatility Framework 2.4

LA A R b b b A b R e e e e e e eI Ty

idaq.exe pid: 1452

Command line : "C:\Program Files (x86)\IDA 6.4\idag.exe" C:\Users\rendition\Desktop\9.exe
ote? Use Tdrmodules for Iisting ] processes

Base Size LoadCount Path

0x0000000000bc0000 0x2e5000 Oxffff C:\Program Files (x86)\IDA 6.4\1dag.exe
0x0C0000007 7500000 0x1a%000 Oxffff CiavWindows\SYSTEM32\ntdll.dll
0x0000000074<a0000 ox3f000 0x3 C:\Windows\SYSTEMIZ \wow64.d1l
0x0000000074¢40000 0x5¢000 0x1 C:A\Windows\SYSTEM3IZ \wowbdwin. dl1
0x0000000074d10000 028000 0x1 C:vWindows\SYSTEM32\wowb4cpu.dll

e The dlllist plugin cannot list DLLs in WoW64 processes (32
bit processes running on x64 systems)
e Use ldrmodules instead

W Memory Forensics In-Depth

Let’s look at the end of the output, at the DLLs for the idaqg.exe process. You can add a command line option, --pid
(or -p), to the Volatility command line to restrict it to a single process. Here we get the DLLs for the idaq.exe, pid
1452.

user@SIFT$ vol.py -f Win7x64.vmem --profile=Win7SP1x64 dlllist -p 1452
Volatility Foundation Volatility Framework 2.4

L Y e e T S T e e o T 3
idag.exe pid: 1452

Command line : "C:\Program Files (x86)\IDA 6.4\idag.exe"
C:\Users\rendition\Desktop\9.exe

Note: use ldrmodules for listing DLLs in Wow64 processes

RBase Size LoadCount Path

0x0000000000bc000D 0x2e5000 Oxffff C:\Program Files (x86)\IDA
6.4\idaqg.exe

0x0000000077500000 0x1a9000 Oxffff C:\Windows\SYSTEM32\ntdll.dll
0x0000000074ca0000 0x3£000 0x3 C:\Windows\SYSTEM32\wow64.d1l1l
0x0000000074c40000 0x5c000 Ox1
Cr\Windows\SYSTEM32\wow6dwin.dl1

0x0000000074d10000 0x8000 0x1

C:\Windows\SYSTEM32\wow6dcpu.dll
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Hands-on DLLs (3)

e

B . =i ==

notepad.eéxe pid:
Command line :

0x00000000f fcb00DO
0x000000007 7500000
0x0000000077320000
0x000007fefd5e0000
0x000007feff190000
0x000007fefd820000
0x000007feff170000
0x000007feff580000
0x000007feff6b0000
0x0000000077 220000
0x000007feffB00000
0x000007fefd980000
0x000007 fefeaat00o0
0x000007feff 780000

0x35000
0x1a%000
0x111000
0x6b000
Oxdb000
ox9foon
0x1fooo
0x12d000
Ox67000
oxfaooo
Oxe000
0xc9000
0x97000
0x71000

“C:yWindows\system32\notepad.exe”

Loa

dCount

oxffff
oxffff
oxffff
oxffff
oxffff
oxffff
Oxffrf
Oxffff
oxffff
oxffff
oxffff
oxffff
oxffff
oxffff

user@sIFTS vol.py -f Win7x64.vmem --profile=Win75P1x64 dlllist -p 2496
Volatility Foundation Volatility Framework 2.4

R T

JAWindows\system32inotepad.exe
IAWindows\SYSTEM32\ntdll.dll
(\Windows\system32ikernel3z.dll
DAWindows\system32\KERNELBASE .d11
t\Windows\system32\ADVAPI32.dll
(\Windowshsystem32i\msvert.dll
I\Windows\SYSTEM32\sechost . dll
iWindows\system32\RPCRT4 . d11
t\Windows\system32\GDI32.d11
sAWindows\system32\USER32.d11
s\Windows\system32\LPK.dll
SAWindowshsystem32\USP10.dl1
S\Windows\system32\COMDLG32.d11
wWindows\system32\SHLWAPI.d11

user@SIFTS$ vol.py -f Win7x64.vmem --profile=Win7SP1x64 dlllist -p 2496

Volatility Foundation Volatility Framework 2.4
e o st ke e ok ol ok ol o ok ol e ok ok ook ok ok b kR ok ok R s R lok ok s kol Rk ok ok sk R sk R Rk Rk R sk kR R Rk Rk sk sk sk ko Rk ok ok

notepad.exe pid: 2496

Command line : "C:\Windows'\system32\notepad.exe"

Base Size LoadCount Path
0x00000000ffch0000 0x35000 Oxffif
0x0000000077500000 0x1a9000 Oxfftf
0x00000000773e0000 0x111000 OxfIff
0x000007fefd5e0000 0x6b000 OxFref
0x000007fcff190000 0xdb000 Oxfff
0x000007fefd820000 0x91000 Oxffff

... output truncated ...

C:\Windows\system32inotepad.cxc
C:\Windows\SYSTEM32\ntdlLdll
C:iWindows\system32'kernel32.d11
C:\Windows'system32\KERNELBASE I
C:\Windows'system32'\ADVAPI32.dll
C:\Windows\system32\msvert.dll

You can see ntdll and kernel32 at the top of the list. These two DLLs came from the Windows system directory,
which is where the legitimate copies live. We then see the program loaded two DLLs which were in the same
directory as the executable, getopt.dll and msver70.d1l. The latter is the Microsoft Visual C runtime library. The
former is probably some version of the *nix function getopt, used for parsing command line arguments. After
these we see a number of Windows system DLLs, which this program needed to get its work done.
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user@SIFT$ vol.py -f Win7x64.vmem --profile=win7SP1x64 dlllist -p 528
Volatility Foundation Volatility Framework 2.4
LA R R R R e L T T e T
lsass.exe pid: 528
Command line . C:\Windows\system32\lsass.exe
Base Size LoadCount Path
0x000000007 550000 0xc000 Oxffff C:\Windows\system32\lsass.exe
0x000000007 7500000 0%1a9000 OxffT C:uwindows\SYSTEM32\ntdll.dll
0x00000000773e0000 ax111000 OxfFFf C:\Windows\system32\kernel32.dll
0x000007fefdSe0000 0x6b000 Oxffff CaWindows\system32\KERNELBASE .d1l
0x000007 fefda20000 0x9f000 Oxffff C.\Windows\system32imsvert.dll
0x000007 feffS80000 0x12d000 Oxffff C:\Windows\system32\RPCRT4.d11
0x000007 fefdidoooo 0xbooo Oxffff C:\Windows\system32\SspiSrv.dll
0x000007 fefd060000 0x167000 0x13 Ci\windows\system32\1sasrv.dll
[ox000007 fef 170000 ox1f000 Oxaa C:\Windows\SYSTEM32\sechost.dll
0x000007fefd2b0000 0x25000 Ox14 C:\Windows\system32\SspiCli.dll
0x000007feff190000 0xdb000 Oxta Ci\Windows\system32\ADVAPI32.dl1
0x00000000772e0000 0xfaooo 0x40 C:\Windows\system32\USER32.d11
0x000007 feff6b0000 0x67000 0x33 C:vWindows\system32\GDI32.dl1

Memory Forensics In-Depth

e

Every legilimate system process has a number of DLLs which it normally uses during its operation. When
malware atlempts to masquerade as a legitimate system process, one of the ways it gives itself away is that
such programs load a different set of DLLs. Usually malware loads far fewer DLLs than the legitimate
processes. While Windows system utilities are attempting to do everything the right way and keep the system
running, malware is designed to have a small footprint and only do a few things.

For example, look at the output of our hands on command above. If you want, you can re-run it with an extra
flag, --pid, to limit the output to a single process. In this example we've limited the output to pid 536, or
Isass.exe. You can see there are a lot of DLLs loaded by this process. With a little command line kung-fu we
can have the computer count for us. We run the command limiting the results to Isass.exe, then select only the
lines with "0x" in them, or the lines which are DLLs, and then count them:

user@SIFTS vol.py -f Win7x64.vmem --profile=Win7SP1x64 dlllist -p 528
|grep Ox|wc -1

Volatility Foundation Volatility Framework 2.4
63

This version of Isass.exe loads 63 DLLs. The exact number loaded by this program can certainly vary. It would
not be surprising if Isass only loaded 50 or as many as 70 DLLs, for example. But if you encounter a program
called "lsass", which only loads four DLLs, give that a second look!
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Listing DLLs with Rekall
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o o] dlllist(pid=3288)] |

tiiitiii*iiii!‘iil-'lii“**i‘-ttt***f***ttittl‘*itii
nc.exe pid: 3284

Command line @ nc.exe -1 -p 4444

Service Pack 2

Base Size Load Path

0x00400000 0x10000 65535 C:\Documents and Settings\Administrator\My DocumentsiNetCat\nc,exe
0x7c900000 Dxb2000 65535 C:\WINDOWS\system32\ntdll.dll
0x7¢800000 0xf5000 65535 C:AWINDOWS\system32\kernel32.dll
0x71abQ000 0x17000 65535 C:AWINDOWS \system32\WS2_32.d11
0x77c10000 0x58000 65535 C:AWINDOWS \system3Zimsvert.dll
0x71aa0000 OxB000 65535 C:AWINDOWS v system32\WSZHELP .dl]
0x77dd0000 0x9b000 65535 CAWINDOWS Vsystem32\VADVAPI32 .d1]
0x77e70000 0x92000 65535 CIAWINDOWS\system32\RPCRT4 . d1]
0x77Te0000 0x11000 65535 C:\HINOGHS\5ystem32\$ecur32.dl]
0x7 1250000 0x3f000 CWWINDOWS\System32\mswsock . dll
0x76f 20000 0x27000 CAWINDOWS \system32\DNSAPI . d11
0x76fb0000 0x8000 C:AWINDOWS\System32\winrnr . dll
0x 76760000 0x2c000 Ci\WINDOWS system32VWLDAP3Z .dl]
0x76fc0000 Ox6000 C:\WINDOWS\system32hrasadhlp.dll
0x662b0000 0x58000 CoAWINDOWS \system32\hnetcfg. dll
0x77f10000 0x48000 C:\WINDOWS\system32\GDI32.d11

[T B Y

Memory Forensics In-Depth

Running a dlllist plugin in Rekall can be done in the interactive shell, as shown above using dlllist and
specifying which process identifier to filter on, or in a separate command as seen below. Since walking dll
lists requires first enumerating processes, Rekall includes the five different options of listing processes seen in
the pslist plugin:

--method {Handles,CSRSS,PsActiveProcessHead,PspCidTable,Sessions}
[{Handles,CSRSS,PsActiveProcessHead,PspCidTable,Sessions} ...]

Method to list processes (Default uses all methods)

sansforensics@siftworkstation:/cases/exercise2$ rekall -f processfu.img dlllist --pid 4092
dckkkckkckokkokkkkkkohkkk ok ks k ko kkkokk ok ok ok k ok sk kok ok kok ok ok kR ok k

winpmem_1.4.exe pid: 4092

Command line : winpmem_1.4.exe processfu2.img

Service Pack 2

Base  Size Load Reason/Count Path
0x00400000 0x25000 65535 C:\Documents and Settings‘\AdministratoriDesktop\winpmem-
l.4\winpmem_1.4.exe
0x7¢900000  0xb2000 65535 CAWINDOW Stsystem32\ntd1l.dll
0x7c¢800000 0xf5000 65535 CAWINDOWS'system32tkernel32.d11
0x77dd0000 0x9b000 65535 CAWINDOWSisystem32\ADVAPI32.dll
0x77€70000 0x92000 65535 CAWINDOWSisystem32'RPCRT4.dl1
0x77fe0000 0x11000 65535 CAWINDOWSisystem32\Secur32.dll
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Extract a DLL
- dlldump (1)

e Extract a DLL from a memory image

- Important Parameters

¢ -p PID to dump dlls from

e -D dump directory

e -u supress safety checks

¢ -r regex for DLLs to match

¢ -i make the regex case insensitive

-0 offset (dump DLLs with this physical offset)

« -b offset (dump DLL with this virtual base address)

The dlldump plugin is used to dump DLLs from a given process (or all processes if the —p option is not
specified). The extracted DLLs can be scanned with online virus scanners or other file scanners. Additionally,
strings can be run against the extracted DLLs to provide context to the potential purpose of the DLLs.

Note that in many cases the base address of the DLL is paged out (not present in the memory dump). When this
happens, the PE header is not present. Because the PE header is not present, the layout of the file on disk cannot
be determined. Further, without a PE header, file checkers that depend on the header would not be able to parse
the file. For this reason, if the base of the DLL is paged out of main memory, dlldump will not output the file.
You’ll need to use the volshell method we discussed earlier if you REALLY need the portions of the file still
paged into main memory.

Even if the DLL Base is paged in, dlldump may still have a problem dumping the DLL. The plugin checks to
ensure that the DLL has a valid signature at the beginning of the file. If the signature is invalid, dlldump will not
extract the DLL. Use the volshell manual dumping technique discussed earlier to dump the DLL.

The dlldump plugin is implemented in volatility/plugins/dlldump.py.

173



Extract a DLL
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user@IFTS vol.py -f APT.img --profile=WinXPSP3x86 dlldump -D /tmp -p 1140 -r kern -i
Molatility Foundation Volatility Framework 2.4
Process(V) Name Module Base Module Name Result

0x8232¢020 svchost.exe 0x07¢B800000 kernel32.dll OK: module.1140.252¢020.7¢800000.411

e Dump DLLs matching the regex ‘kern’ (case
insensitive) from process ID 1140 to the /tmp
directory

This command dump DLLs matching the regex ‘kern’ (-r kern), case insensitive (-i), from process ID 1140 (-p
1140) to the /tmp directory (-D dump).

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 dlldump -D /tmp -p 1140 -r kern -i
Volatility Foundation Volatility Framework 2.4
Process(V) Name Module Base Module Name Result

0x8232¢020 svchost.exe 0x07¢800000 kernel32.dll OK: module.1140.252¢020.7¢800000.d11

174



Extract a DLL
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e Errors with dlidump

user@sIFT$ vol.py -f APT.img --profile=winXPSP3x86 dlldump -D /tmp

-p 716 -r msprivs

Volatility Foundation Volatility Framework 2.4

Process(V) Name Module Base Module Name Result
0x82164da0 lsass.exe 0x04d200000 msprivs.dll Error:
le_magic 5025 is not a valid DOS signature.

user@siFTs vol.py -f APT.img --profile=WinXPSP3x86 dlldump -D /tmp

-p 660 -r REGAPI

Volatility Foundation Volatility Framework 2.4

fProcess(V) Name Module Base Module Name Result
0x81f63020 winlogon.exe 0x076bc0000 REGAPI.d11 Error:
DllBase is wnavailable (possibly due to paging)

This slide shows two potential errors that you may experience using dlldump. The first error shown occurs
when there is a bad file header located at the base address for the DLL. The second error occurs when the
DLL base address is paged oul.

Error when the DLL does not have the appropriately formatted file header:
user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 dlldump -D /tmp -p 716 -r msprivs
Volatility Foundation Volatility Framework 2.4

Process(V) Name Module Base Module Name Result

0x82164da0 Isass.exe 0x04d200000 msprivs.dll Error: e_magic 5025 is not a valid DOS signature.

Error when the DLL Base address is paged out of physical memory:

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 dlldump -D /tmp -p 660 -r REGAPI

Volatility Foundation Volatility Framework 2.4

Process(V) Name Module Base Module Name Result

0x81163020 winlogon.exe 0x076bc0000 REGAPLAII Error: DIIBase is unavailable (possibly due to
paging)
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Pool Memory (1)

T Ve Forcsics 100

The first subject we'll tackle is pool memory. The operating system needs to allocate memory lo hold data
structures. There are lots and lots of these little data structures which need to be kept in memory. They are
created and destroyed frequently, and to keep the system running responsively, they may need to be kept in
physical memory (i.e., not paged out). These structures hold information on processes, threads, file handles,
network connections, and so on. For efficiency, all of these structures are “pooled” together.
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Pool Memory (2)

S~
“"II Memory Pages
\

Data to Store

IKerneI memory is a finite resource shared between
all processes. Some parts of the kernel must never
be paged out to disk.

Both virtual and physical memory are allocated as whole pages. Allocating a whole page for each of these
little structures would be wildly inefficient. Some of these structures are as small as 16 bytes. The standard
memory page is 4KB. Allocating a 4KB page to hold just 16 bytes would be ridiculous. Along with the wasted
space, there would be the overhead of constantly allocating and deallocating memory, which takes both time,
and memory.

This picture shows a set of memory pages and some chunks of data the kernel would need to store. The data is
much smaller than a page of memory.
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Pool Memory (3)

Each datum gets own page

Using shared pool memory

Kernel pools allow more efficient use of kernel memory

The top figure shows what would happen if the operating system allocated a whole page for each of the small
structures we saw on the previous page. To avoid this kind of waste and the overhead of constantly dealing
with memory allocations, the Windows memory stores data in pools. These pools are regions of virtual
memory which are allocated by the kernel at boot. The pools start at a fixed size, but can grow if necessary.
The bottom figure shows the same data structures as the top figure, but with them stored together in a shared
pool. There is only a small amount of “wasted” space in there, which is the overhead necessary for
administering the pool memory.
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Nonpaged Pool Paged Pool

Physical Memory
and Disk

Physical Memory

The Windows kernel has two kinds of pool memory, paged and non-paged. Data stored in the paged pool can
be paged oul to the disk if necessary. Data in the non-paged pool never gets paged out to the disk.

Some kernel structures can be paged out without a problem, but some cannot. For example, the operating
system can’t page anything in when dealing with a hardware interrupt (e.g., receiving a network packet, a
keystroke has been typed, etc.) The structures which need to be available at all times are thus stored in the non-
paged pool. This includes the basic structures for processes, threads, file objects, and mutexes. The secondary
structures for these processes can be paged out.

processfu.img 19:20:47> plugins.pools

> plugins.pools()

Type Index Size Start End Comment
NonPagedPool 0 2949120 0x813ed000 0x893ed000
PagedPool 0 0 0xe1000000 0xf1000000
PagedPool ] 3571712 0xe 1000000 0x£1000000
PagedPool 2 3485696 0xe1000000 0xf1000000
PagedPoolSession 0 0 0xbb800000 0xbbbfffff Session [D 0
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Pool Data Format (1)

D570 20" 8 | 8 20| ["20 1
Proc_ _TCPT Proc Mmldl

Memory Forensics In-Depth

The pool data format allows the operating system to store data of various sizes. Each item in the pool has a
header. The header contains a tag which identifies the type of data, the size of the previous block of pool

memory, and the size of the current block of pool memory.

In the example above, we see a representation of five entries in pool memory. Each of them has a tag which
identifies the type of data being stored. The number of the lefl side of each header is the size of the previous
entry, and the number of the right side of each header is the size of the current entry. For the first entry in the

pool, the previous size is zero.

Looking at this picture, we can see that it represents a page of pool memory. In each pool header, the size of

the previous entry matches the previous pool header's size of the current entry.
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Pool Data Format (2)

| 0.5 2 8 | 056/ 64 1/[3 16

AMfblc  zzz1 . 000  NARR

Not equal, therefore not pool memory!

We can use these size values to help us identify frames which are part of pool memory. For any frame we
examine, we can assume it was part of a pool unless proven otherwise. To lest that assertion, we begin at the
start of the frame and get the value for the next block of pool memory. We skip that many bytes ahead, and
assume we've landed on another pool header. But if the value in that header for previous size is not the same as
the value we just saw for the next size, then the frame cannot possibly be part of pool memory.

In the picture above, we see some potential pool headers. The next' value of the first entry is 16. But looking
ahead that many byles, we find the 'previous’ value of the next potential header is two. These values should be
the same, but they're not, which means that this frame cannot possibly be part of pool memory.

Doing this kind of validation on every frame in the memory image would allow us to find more frames of pool
memory than a direct walk. That is, we could find the start of the pools in the memory image and follow them
from beginning to end. But by examining each frame manually, we could find frames which were once part of
the pool but have been set aside, or pages which were hidden from the operating system. We'll discuss this
more in the next section, searching vs. scanning.
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Pool Tag

Four byte identifier for data being stored

Supposed to be unique

» Not enforced

Pool tag needed to allocate and free memory

Each pool header has a four byte tag which is used to identify the type of data being stored in the entry. They
are supposed to be unique. That is, if the block of pool memory has been tagged for process information, it
should contain process information. But this restriction is not enforced. An operating system component, or a
driver, can allocate a block of pool memory and request any tag it wants.

Calling functions can request any pool tag they want, or none at all. This goes for operating system
components and third party code. If the calling function does not request a pool tag, Windows instead uses the
space for a pointer. In particular, Windows puts a pointer to the EPROCESS block of the process which owns
that chunk of pool memory.

If there is a pool tag associated with a block of pool memory, the calling function must submit that pool tag to
both the function to allocate the memory and the function to release that memory. This is done as a safeguard,
to help driver developers avoid accidently releasing memory which belongs to somebody else. Because a bug
in a driver can bring down the whole system, it is vitally important to make sure drivers are free of bugs.
Memory allocation bugs can be difficult to track down, so any help to those developers is quite welcome.

As a side note, once a driver is loaded, there are no restrictions on what memory it can free. If a third-party
driver was programmed to do so, it could free the memory being used by the operating system. This would, of
course, immediately crash the system, but it's an important reminder that at the operating system level, there
are no safeguards against that kind of attack.
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* struct _POOL _HEADEER {

union |
struct |
unsigned PreviousSize : 2;
unsigned FoolIndex T Ty
unsigned BlockSize 9:
unsigned Pool Type 5 S
1:
Uint4B Ylongl;
b
union |
Ptr32 ProcessBilled;
Uint4B PoolTag:
struct |

Uint2B RllocatorBackTracelndex;
Uint2B PoolTagHash;

Memory Forensics In-Depth

Here is the structure of a pool tag header. This is the definition of a structure in the C programming language.

(The kernel is wrillen in

C)

struct _POOL_HEADER {

union {
struct {
unsigned
unsigned
unsigned
unsigned
&
Uint4B
}i
union {
Ptr32
Uint4dB
struct {
Uint2B
Uint2B

PreviousSize :
PoolIndex :
BlockSize :
PoolType p

=1 W =] o
ma e ma

-

Ulongl;
ProcessBilled;
PoolTag;

AllocatorBackTracelndex;
PoolTagHash;

The structure starts with a union, or the clumping together of two different structures. The first two bytes of the
structure can either be viewed as a Uint4B--a single 32-bit number--or a series of bitfields. The first nine bits
correspond to the size of the previous entry, the next seven to a pool index, the next nine bits for the size of the
current entry, and the last seven bits for the type of pool (e.g. paged, non-paged, etc.).
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Both the previous and next size are given in units of pool memory allocation. On 32-bit operating systems, this
is eight bytes. So if the pool size was 0x50 (i.e. 0b0 0101 0000), the actual size of the pool allocation would be
0b10 1000 0000. (To multiply by eight, shift the bits three places to the left. Each shift left represents a
multiple by two.) The result is 0x280, which is the size of the pool memory in bytes.

The next field in the pool tag header is another union. This one contains either the virtual address of the
EPROCESS for the process which requested the pool memory, or a pool tag. The process billed is used if no
pool tag was requested.
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pooltag.txt included in Windows Driver Kit (WDK)
e http://msdn.microsoft.com/en-us/windows/hardware/gg487428

Lists online

e http://blogs.technet.com/b/yongrhee/archive/2009/06/24/pool-
tag-list.aspx

Driver developers and forensic examiners need to know which operating system component is responsible for
any given pool lag they find in memory. Microsofl maintains a Windows Driver Kit (WDK) to help
programmers write drivers. It contains many tools, debuggers, and lots of documentation. (The WDK used to
be called the Windows Driver Development Kit and sometimes is referred to by the old acronym, Windows
DDK.) The WDK includes a file, pooltag.txt, which lists the known pool tags used by Windows operating
system components. The file is stored in the \triage directory of the installed WDK.

The WDK is *huge*. Microsoft recommends you download the installer, burn it to a DVD, and then install it.

If you'd rather not go through that hassle, there are some versions of the pooltag.txt online. There’s a version
from 2009 at

http://blogs.technet.com/b/yongrhee/archive/2009/06/24/pool-tag-list.aspx.

Why didn't we include a copy of the pooltag.ixt file in these materials? Although the WDK doesn’t cost
anything, it is still copyrighted by Microsoft. Publishing their copyrighted material, to include a copy of
pooltag.txt, could make Microsoft (and their lawyers) very angry. Don’t do it.
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e Proc — Process

e File — File Object

e Thre — Thread

e Driv — Driver

e MmLd — Loaded modules (exe, dll)
e Muta — Mutant

Memory Forensics In-Depth

Although we’re not going to test fate (or our legal team) by listing all of the available pool tags, we will walk
you through some of the tags which are most interesting for forensics.

We’ve already mentioned Proc, for processes, but there is also "File" for file objects, "Thre" for threads,
"Driv" for drivers, and "MmLD" for loaded modules. Modules are blocks of executable code, like executables
and drivers. The MmLd is short for the structure which holds information about modules, which is
LDR_DATA TABLE ENTRY. The name MmLd follows a Windows convention of naming things for the
Kernel component which uses them, which in this case is the memory manager, Mm.

The last entry on this slide, mutant, is how the Windows kernel refers to mutexes. Mutuxes are a way for
legitimate programs to share a resource on the system. For example, let's say that only one process can use
some shared resource at a time. Each process can check if the mutex for that resource is available. If so, the
process grabs it, If not, the process waits until it becomes available. Malicious programs also use mutexes,
oflen to ensure that they don’t install themselves more than once on a machine. For example, the Poison Ivy
remote administration tool creates a mutex, " }'VoqA.I14 ". When Poison Ivy executes, it checks for the
presence of that mutex. If it finds it, it does not install itself. (Reference:
http://www.microsofl.com/security/portal/threat/Encyclopedia/Entry.aspx?Name=Backdoor%3AWin32%2FPo
isonivy.gen!A)
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— TCPT
— TCPA

e Windows Vista, 2008, 7
— UdpA, TcpE
- Tcpl
— RawE

Here are some pool tags related to network activity. TCPT and TCPA were used in Windows XP for
connection objects and socket objects, respectively. The former were used for aclive network connections and
the latter denotes processes which were bound to particular ports. Please note that although all of the pool tags
are case sensitive, it's particularly important with networking pool tags. There were also pool tags Tept, TePt,
and TcpA.

Microsotl changed how networking worked with Windows Vista. The pool tags associated with networking
functions changed too. UdpA and TcpE refer to UDP endpoints and TCP endpoints, respectively. TepL refers
to things which are listening for TCP connections, and RawE refers to raw socket endpoints—network
connections not done through the kernel's interface.
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Third-party Pool Tags

¢ MSFT recommends searching
C:\Windows\System32\Drivers\*.sys for the
string
— http://support.microsoft.com/kb/298102

e With malware, you may have to search
everything for the pool tag!

Memory Forensics In-Depth

During your analysis you will find pool tags from third-party drivers in memory images. Some of these will be
legitimate data from hardware vendor drivers, anti-virus engines, and so on. But you will probably also encounter
pool tags created by malicious software. How can you determine which driver created which pool tag?

Microsoft recommends searching the files in \Windows\System32\Drivers for the pool tag in question. That's a
good start for legitimate drivers. That's where they should be installed, so, yes, by all means start there. But in the
case of malware, you may have to do some digging to find the driver file!

There are more details on how to do this kind of searching at http://support.microsoft.com/kb/298102.
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We've lefl out a small detail which has a big impact on searching for pool tags. This picture is the same one we
used in the last section, showing the pool tag for the Firefox process in the xp-laptop memory image. The pool
tag, or magic value, as we called it then, is at offset 0x133d710, where we see "Prod".

Wait a second! A few pages ago we said the pool tag for processes was "Proc". What is "Proa" doing in there?

Pool memory is allocated with the function ExAllocatePoolWithTag. That function takes several arguments,
including one to indicate which kind of pool memory to use. The calling function can request paged pool, non-
paged pool, and several other options. One of those options is flag, PROTECTED POOL. If this flag is
requested, Windows will set the high bit of the last character in the requested pool tag. Generally that bit is
going to be zero by default. The pool tags are supposed to be readable ASCII characters, and readable ASCII
characters are below 128, making the high bit a zero.

This bit, called the protection bit, does not actually offer any protection. Any driver can still free the memory
stored in a block of pool memory with a protected pool tag. The only restriction is that the function to free pool
memory, ExFreePoolWithTag, requires the calling function to submit the pool tag found with that block of
pool memory. Because the function can just copy the tag in the block, it's not a problem at all.

References:
htip://msmvps.com/blogs/windrvr/archive/2007/06/15/tag-you-re-it.aspx
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Pool Tag Protection Bit

‘Proc’ = 50 72 6f 6
'c’ = 0x63 = 0b0110 0011

Set the high bit, 0b1110 0011
Ob1110 0011 = Oxe3

Pool tag in memory is 50 72 6f e3

Here's the math on how the PROTECTED POOL flag turns "Proc" into "Prod".

The ASCII string "Proc" is made up of the hex bytes 50 72 6f and 63. We're going to focus on that last byte,
0x63. When written in binary, we can plainly see that the high bit is zero. The high bit is always zero for
printable ASCII characters. When the ExAllocatePoolWithTag function is called with the
PROTECTED_POOL flag set, the function sets the high bit of the last character in the pool tag to one. We can
see that changes the byte 0x63 to Oxe3.

Thus the pool tag returned by this function, and thus what we find in memory images, is "Prod".
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Original Protected Hex Bytes

(English)
Process Proc Prod 50 72 6f e3
File File Fild 46 69 6c e5
Driver Driv Dri6 44 72 639 f6
Mutex Muta Mutd 4d 75 74 el
Thread Thre Thrd 54 68 72 e5

Memory Forensics In-Depth

There are several protected pool tags used by Windows. Here is a partial list of the ones which are protected
and what they look like, When doing our searches, we have to search for the protected versions of these pool
tags. Windows always uses the protected pool tags.

It is important to note that the string 50 72 6f e3 appears the way it does as lext because we are viewing the
memory image on a system using English. With other languages and code pages the character €3 appears as a
different letter. When you are searching for pool tags, you should always search for the hex values!
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But don't take our word for it!

The screenshot above came from the win7crypto.vmem image at offset 0x3d632000. You can see the File

object pool tag at offset 0x3d632004.

You can see this for yourself by firing up the Bless hex editor on your SIFT workstation. It's under the

Applications menu, under the Programming section. Choose "Bless Hex Editor". From the File menu in that

program, choose "Open", and then use the dialog box to open /cases/win7crypto.vmem. From the Search

menu, choose "Go to offset", and enter 0x3d632000. Note that Bless does not show you the 'a' character, but
you can see the byte sequence 49 69 6¢ e5. (Unfortunately GHex, the other hex editor on SIFT doesn't show

the character to you either, nor does xxd, the command line hexdumper.)
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Volatility Pool Tag Scanners
[ 5 T

psscan Processes All

connscan Network connections Windows XP, 2003
driverscan Drivers All

filescan File objects All

hivescan Registry hives All

modscan Modules (exe, DLL) All

mutantscan Mutants All

netscan Network connections and sockets Windows Vista, 2008, 7
sockscan Network sockets Windows XP, 2003
thrdscan Threads All

Memory Forensics In-Depth =

The Volatility framework contains several plugins for scanning for pool objects. These are all brute force
scanners, and, as described earlier scan the entire memory image for potential frames of pool memory.

There are some definite 'gotchas' to using these plugins. First, some of the names don't correspond to what
they're searching for. Searching for threads, for example, could be 'threadscan’, but it's not. The letters 'thrd'
also don't correspond to the pool tag for threads, which is 'Thre' before being protected to be "Thra'.

The next goicha is that most of these plugins require the user to specify not only an input filename, but also a
‘profile’, detailing the operating system, service pack, and architecture used in the target system. You can get
those details from the imageinfo plugin.

Assuming the user does specify the correct profile, there are times when the plugins just ignore it. The
connscan plugin, for example, only supports Windows XP and Windows 2003 memory images. But the
original (and as of press time, current) Volatility framework does not complain if you attempt Lo run connscan
on a Windows 7 memory image. Running connscan, netscan, or sockscan on an unsupported system can lead
to real problems, soaking up all of the available memory and not terminating. To prevent this the Volatility
developers have added a check to ensure the user specified profile is supported by the plugin. If not, the plugin
terminated with an error message. You can override this check if necessary, but Volatility does not, by default,
prevent the user from doing something blindly stupid.

Finally, from the perspective of a programmer attempting to maintain, modify, or extend these plugins, their
organization is a nightmare. Some of them are relatively self-contained. The sockscan plugin is in sockscan.py.
But the process scanner, psscan, is in the file for scanning for file objects, filescan.py. You might think that
searching for threads would be in there too. Nope, searching for threads is in the file for searching for modules,
of course, modscan.py.
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Kernel Objects

ﬁemory Forensics In-Depth .

Kernel objects are an operating system construct intended to provide a single interface for allocating, using,
tracking, and disposing of system resources. They can hold many different kinds of data, some of which we
have already covered, but some of which are brand new to us. In this section we'll explore the different kinds
of data which are stored in kernel objects, what the operating system uses them for, how we can use them, and
then the tools with which we can analyze those objects.
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Types of Kernel Objects

Section

Semaphore

There are in fact 37 types of Windows kernel objects. Many of them are not accessible outside of the kernel
components which define them, however. Here are the types of objects which you can access via the Windows
APL. We've already spent plenty of time talking about processes, but the rest are new.

Process — A container for executable code, DLLs, threads, etc.

Thread — An executable context inside of a process.

Job — Multiple processes grouped together for management purposes.

Section — A region of shared memory, also known as a file mapping object.

File — An opened file from the disk.

Token — A security profile for a process or thread. This includes the rights the process or thread has and limits
on what it can do.

Event — Used for synchronization.

Semaphore — A counter used to control how many threads can access a resource simultaneously. These are
sometimes implemented in hardware too, but here is a sofiware construct for them.
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Mutex — A counter used to ensure only one thread is using a resource at a time. A single mutex is called a
Mutant.

Timer — Notifies a thread after a specified period of time.

loCompletion — Used to let threads know when 1/O operations have completed. For example, when data has
been read from the disk and is now available in memory.

Key — Refers to data in the registry.

Directory — Virtual directory to hold other objects.

Window Station — Contains a clipboard and desktop objects.

Desktop — Contains windows, menu, elc., to be displayed.
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Object Header
Handle Count

Pointer Count
Open Handles List

Object Body
(E.g. EPROCESS or
FiLE OBIRCT)

& ‘Memory Forensics In- th

Every object has a header, which holds information common to all objects, and a body, which is specific to
that type of object. The header contains things like the object's name and which directory it is stored in.
(Objects don't have to have a name, and many don't.) The header also has a security descriptor, describing
what can be done with the object and by whom.

Other useful fields in the object header are the handle count, which holds the number of how many open
handles there are to this object. The handle count is used to ensure that an object is not destroyed while there
are open handles to it. Handles are used by user-mode processes. For example, when a program like Notepad
opens a file on the disk, that program is creating a handle to that file. If another process opens that file,
Windows can reuse the existing handle for the second process. In such an example, the handle count of that
file would now be two. If Notepad closes its file handle, the handle count drops to one. Windows still keeps
the file object, however, until the second process closes its handle too. At that point the handle count drops to
zero and il's safe to destroy the object.

There's also a pointer count in the object header. Kernel mode components don't use handles, but instead
reference kernel objects directly with pointers. Windows still keeps track of these pointers, however, so that it
doesn't get rid of an object which is still in use. Handles serve as an abstraction barrier so that usermode
programs don't mess around with kernel data structures. Kernel mode code has no such restrictions.
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Type Objects

Process Type Object

EPROCESS
EPROCESS
EPROCESS
EPROCESS | -

B i i

Every object of the same time points Lo a single object, a type object, which describes the objects of that type.
For example all Process objects point to a single type object for processes. The type object contains a pointer
to the list of kernel objects of that type. Continuing our example, the Process Type Object contains a pointer o
the list of active processes. There are some standard usage numbers, such as the number of objects of that type
which currently exist, the maximum number of this type of objects which have existed, how many handles
there are to all of those objects, and so on.

But more importantly there is a pointer to another structure, an Object Type Initializer, which contains pointers
to functions for handling how create, destroy, and engage in some low-level functionality with these types.
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Open Handles List

Legitimate process

The open handles list is an optional field in the header which contains a list of the processes which have open
handles to this object. It can be a method for finding hidden processes. Let's say that a process has been
unlinked from the list of active processes. That process still has plenty of open handles to objects. We can find
these objects, either through a brute force search or by following the handle tables from legitimate processes to
them. (More on handle tables in a few pages.) If we follow the list of open handles from each object, we
should end up a process we found during the walk of active processes. If we find a process which wasn't in that
list, we have definitely found a hidden process! Terminated process or leftovers from a previous boot should
not be pointed to by any active structure. If we find a pointer to a previously unknown process in an active
structure, it means that something is definitely amiss.
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\
Handle tables
Handle tables

e

Handle tables

Mermory Forenic 1o et

Each process has a table of the handles which it holds. But, of course, it's not that simple. To maximize the
number of handles a process can hold, the handle tables are built as a three-stage lookup process. Oh, you
thought you got away from those messy three stage lookup processes when we moved on from virtual to
physical address translation? Actually, if a design works in one area, operating system programmers are likely
to use it again. In a world where even small errors can crash the system, it pays to reuse working code.

A pointer to the handle table is stored in the EPROCESS for each process. That table has entries, which can
point to the top of another table of pointers, and so on down to the third level. The original handle number is
split up into segments which are used as the indices into these tables. These tables are only created as needed.
If a process is using fewer handles, there will be fewer handle tables.

All told this scheme allows each process to hold about 224, or 16 million handles.
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Find Open Handles

e List the handles open in the system

-p <pids, comma separated>

-P (use physical offsets)

-t <types, comma separated>

-5 suppress results that are “less meaningful”

» May help discover unknown relationships between
processes via common use of identical handles

» For most investigations, -s should be used as a default
» Verbose output, redirect to a file!

Memory Forensics In-Depth

The handles plugin enumerates the handles open on the system. The output of this plugin is VERY verbose.
You should probably redirect it to a file unless you are filtering on a single PID (and possibly even then). This
plugin walks the handle tables with each process, it does not scan for open processes.

The —t parameter allows you to filter on one or more types of objects. This is useful for instance if you only
want to see open files or open registiry keys but want to ignore everything else.

Valid types:

File — show file objects

Key — show open registry keys

Process — show open process handles. When a parent process launches a child process, it usually receives a
handle to the child. Also, injecting processes often have an open file handle to victim processes.

Thread — Processes have handles to their threads. This is a good way to get an idea of how many threads a given
process has. In general, multiuser network servers tend to have a LOT of threads.

The —s option isn’t magic. It doesn’t do any real fillering of results. It just filters out unnamed handles. These
are useful in some cases, but require manual follow up. If you won’t be following up with your results manually
in volshell or a debugger, use the —s option.
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Find Open Handles
handles (2) :
oo e e X = o
user@IFT$|vol.py -f Win7x64.vmem --profile=Win75P1x64 handles -p 1452 |
Volatility Foundation Volatility Framework 2.4
Offset(v) Pid Handle access Type Detalls
Oxfffffaa0n7144d10 1452 Dx4 ax3 Key MACHINE\SOFT)
|5 NTACURRENTVERSIONA\IMAGE FILE EXECUTION OPTIONS
Oxfffff8ad028cH7bO 1452 Ox8 0x9 Key HMACHINE\SOFTY
S NTACURRENTVERSTON\IMAGE FILE EXECUTION OPTIONS
OxfIfff8ac002ch2c0 1452 Oxc 0x3 Directory Knownil1s
Oxfffffsa000becc7o 1452 0x10 0x3 Directory KnownDl1ls32
Oxfffffagooaohaie0 1452 Oxt4 0x100020 File \Device\Hard
Oxfffifagsonzoelcso 1452 Ox18 Ox1f0003 Event
Oxfffifgad00becc7o 1452 oxic 0x3 Directory KnownD11s32
oxfffffagootfes990 1452 Gx20 0x10002¢ File \DevicesHard
dition\Desktop
OxfTffT8a006ce3060 1452 Ox24 0x1 Key MACHINEVSYST
ROL \NLS\CUSTOMLOCALE
oxfffffag002c5d6a0 1452 0x28 0x100020 File \Device\Hard
insxs\x86_microsoft . windows. common-controls _6595b64144ccfidf_6.0.7601.17514_none_41e6975e2bd6f2b2
oxfffffaBoo2es53d0 1452 Ox2c 0x1f0001 ALPC Port
OxfffffBa006b46790 1452 0x30 0x20019 Key HACHINE Y SYST

Memory Forensics In-Depth

Thankfully Volatility contains a plugin to walk those handle tables for you. The plugin is called 'handles' and will display
all of the open handles for each process. This can generate a LOT of output. You may find it useful to limit the output to a
single process or set of processes using the --pid flag. You can specify a single pid, or a comma separated list. Here's an
example using our xp-laptop memory image. If you run the command on the image, you'll get more than 9,000 lines
output. But if you restrict the output to just pid 3276, the firefox.exe command, you'll see the following 190 lines:

user@SIFT$ vol.py -f Win7x64.vmem --profile=Win7SP1x64 handles -p 1452
Volatility Foundation Volatility Framework 2.4

Of fset (V) Pid Handle Access Type

Details

Oxfffff8a007144d10 1452 Ox4 0x9% Key
MACHINEASOFTWAREAMICROSOFTA\WINDOWS NT\CURRENTVERSIONMIMAGE FILE EXECUTION OPTIONS
Oxfffff8a0028c67hH0 1452 0x8 0x9 Key
MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\IMAGE FILE EXECUTION OPTIONS
Oxfffff8a0002cb2cD 1452 Oxc 0Ox3 Directory
KEnownDlls

Oxfffff8a000becc70 1452 0x10 0x3 Directory
KnownDl1s32

OxfffffaB0029p23e0 1452 Ox14 0x100020 File
\Device\HarddiskvVolumel\Windows

OxfffffaB0020elci0O 1452 0x18 0x1£f0003 Ewvent

. output truncated ..
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Find Open Handles

e
user@SIFT$|vol.py -f APT.img --profile=WinXPSP3x86 handles -p 1140 -s |

Volatility Foundation Volatility Framework 2.4

offset(V) Pid Handle Access Type Details

Oxe10096e0 1140 Ox4 0x20003 KeyedEvent CritSecOutOfMemor yEvent
Oxel5a%e98 1140 Ox8 0x3 Directory KnownDlls

0xB82325980 1140 Oxc  Ox100020 File \Device\HarddiskVolume 1 \WIND|
OWS\system32

loxe172a%40 1140 ox14 oxfooof Directory Windows

Oxe1741030 1140 0x20 0x2000f Directory BaseNamedObjects

oxg22f2108 1140 Ox24  Ox1f0001 Mutant SHIMLIB_LOG_MUTEX

0xe1877540 1140 0x28 0x2020019 Key MACHINE

0xB2333818 1140 Ox2c 0xfoo6e WindowStation Service-0x0-3e4$

ox81eafids 1140 ox34 0xfoocf Desktop Default

0xB2333818 1140 0x38 0xfo06e WindowStation Service-0x0-3e4s

OxelBc2dd8 1140 Ox48 0x20019 Key MACHINE\SOFTWAREVMICROSOFT \W]
INDOWS NTACURRENTVERSIONADRIVERS32

0x81f07450 1140 Ox50  Ox100001 File ‘\Device\KsecDD

Oxel18875e8 1140 0x58 0%20019 Key MACHINE\SOF TWAREVMICROSOFT\W
INDOWS NT\CURRENTVERSION\DRIVERS32

0x81f5ae28 1140 Ox5¢ 0x100002 Semaphore shell. (A4BF1A32-A340-11D1-BC
6B-00ADC30312E1}

mory Forensics In-Dep

This slide shows the output of the handles plugin. Note that the —s option was specified to filter extraneous
results.

Also note that the results have been filtered by process 1D. By default, the plugin lists handles for all
processes, but here we only want to examine the svchost.exe process with PID 1140 (what *is* that
svchost.exe process doing anyway??7).

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 handles -p 1140 -s
OffietV)  Pid Handle Access  Tipe Detatls

Orel00%6e0 1140 x4 0x20003  KeyedEvent  CrifSecOutOfMemoryEvent
Oxelda%98 140 (xf 083 Diectory  KnownDlls

(x82329980 1140  fxc  0x100020  Fike Device HarddiskVolumel WINDOWS system 32
(xel72940 1140 Ox14  Ox@OOF  Diectory  Windows

Onel741030 1140 Ox20  0x2000f  Dimctoy  BaseNamedObjects

80008 1140 Ox24 OxI001  Mutant SHIMLIB LOG MUTEX

Oxel§T7540 1140 On28  Dx2020019 Key MACHINE

023818 140 O Oxf06e  WindowStation Servieedind-3e4§
(ndleallds 140 O34 (xf0cf  Deskiop Default

949

DeE3B8I8 1140 0038 Oxf006e  WmndowStation Service-(x(-3e48

(relSc2dds 1140 Oxd8 020019  Key MACHINESOFTW ARE MICROSOFT-WINDOWS NTCURRENTVERSION DRIVERS3.
(e8LEO7450 1140 xS0 Ox100001  Fike DeviceKsecDD

Mel8875e8 [0 0338 620019 Ke MACHINESOFTW ARE' MICROSOFT WINDOWS NT.CURRENTVERSION DRIVERS32
(810528 1140 Oxfe Oxl0000)  Semaphore  shell JA4RFIAS2-A340-1IDI-BCEB-H0ADCHIILE L]

.. Output trumcated ...
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Volatility Kernel Object Scanners

[ = —— — E——

Name Function

filescan Search for FILE_OBIJECTs, or file
objects

mutantscan |Search for KMUTANT structures, or
mutant objects

psscan Search for EPROCESS structures, or
process objects

thrdscan Search for ETHREAD structures, or
thread objects

Along with the handles plugin for list walking, Volatility comes with four scanners for kernel objects. All of
these scanners are pool scanners, searching pool memory for pool tags and then attempting to do validation on
the data they find. As usual, any object which shows up in the brute force scanners but not the list walker is
worthy of further investigation. Maybe it's just data which isn't being used anymore but hasn't been overwritien
yet. Maybe it's a leftover from a previous boot. But maybe it's an object which has been unlinked from the list.

How can we tell? An object which has been unlinked should have a non-zero count for the number of handles
or pointers to it. *Somebody* should be using it! Now, of course, it's possible that the malware authors have
also co-opled the mechanisms for loading and maintaining kernel objects. But hopefully those counts are non-
zero. Even better, in those objects the open handles list may point us back to a hidden process!

The first plugin is filescan, used for scanning for FILE OBJECT structures. These correspond to File objects
in the kernel, or open files on the disk. Obviously these are handy for seeing which files a process was using.

The next is mutant scan, which searched for KMUTANT objects, or kernel Mutant objects.

We've already discussed psscan and thrdscan. The former searches for EPROCESS structures, which in turn
are kernel Process objects. The latter searches for ETHREAD structures, which in turn are kernel Thread
objects.
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Scan for FILE E)bjects
filescan (1)

Purpose

» Scan kernel pool memory for FILE objects

Important Parameters

e None

Investigative Notes

e FILE objects found may have been closed already (often
the case when the number of handles field is 0)

» Verbose output, redirect to a file!

Memory Forensics In-Depth

The filescan plugin scans kernel pool memory for FILE OBJECT structures. These structures are allocated
with the pool tag “Fil\xe5”. When these are found in memory, the scanner reports on these items. Note that
these may be files that were previously opened but have since been closed. For this reason, you should expect to
obtain more output with this plugin than with the handles plugin filtered for only file objects.

Investigators may want to use the filescan plugin to locate evidence that files were opened at some time on the
system. Although previously opened files cannot be tied to the file that opened them, sometimes simply
knowing that a file was opened on the system by some process is enough to jumpstart an investigation. Of
course, investigators should consider that the file may have been opened by security software (for antivirus
scanning for instance).

The filescan plugin is implemented in volatility/plugins/filescan.py.
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filescan (2)

kiser@sIFTS lvol.py -f APT.img --profile=WinXPSP3x86 filescan |
Volatility Foundation Volatility Framework 2.4

o

jof fset(P) #Ptr #Hnd Access Name

j0x0000000001F1c310 1 0 -W-r-d \Pevice\Harddiskvolume 1\WINDOWS\system32\wbem\Logs whem
core.log

|0x0000000001f1c5b0 1 0 -W-r-- \Device‘HarddiskVolumel??ystem Volume Information\_rest

jore{8B337767-13BD-4FBF-9F1B-DBBD616CBBOTV}\RP 15\ snapshot\_REGISTRY_USER_USRCLASS_S-1-5-21-583907
252-1123561945-1606980848-1003

j0x 0000000001 f1C650 3 0 RWD--- ‘\Device\HarddiskVolumel\$Directory

|0x0000000001 f1ccBg 1 0 R--r-- ‘DevicevHarddiskVolume1??ystem Volume Information\ _rest
jore{8B337767-138D-4FBF -9F 1B-DBBDG16CBRO

jox0000000001f1cd20 ¥ 0 -W---- \Device\HarddiskVolume1??2??UME~1\demo\LOCALS~1\Tempiiry
kmmww . Log

|0x 0000000001 f20c80 1 0 R--=--- \DevicetHarddiskvolume1?777D0WS \system32\whem\Repositor
[y \ $WinMgmt . CFG nmL
j0x0000000001f20d20 1 0 R--r-d \Device\HarddiskVolumel\WINDOWS\system32\driversi\iryk
wwi . sy's

j0x 0000000001 20790 1 0 R--r-- \Device\HarddiskVolumei\Documents and Settings\demo\Des
ktop\Agent-1.3.900-UNSTGNED\discovery.xml

j0x 0000000001 21440 1 0 R--r-- \Device\Harddiskvolume1????tem Volume Information\_rest
jore {88337767-1380-4FBF -9F 1B-DBBD6 16CB8AT7 }\RF7\rp. log

joxooo0000001f24318 1 0 R--rwd \Device\Harddiskvolumeil\Program Files\Mandiant\Mandiant

Intelligent Response Agent\AcquireFileRaw.Batch.xml

e -

Memory Forensics In-Depth o

The text below shows an example of the filescan plugin run against a sample memory image. The access mask field
data comes from the OBJECT_HEADER object, not the FILE OBJECT itself.

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 filescan
Volatility Foundation Volatility Framework 2.4
Offset(P) #Pir #Hnd Access Name

0x0000000001f1e310 1 0-W-r-d \Device\Harddisk Volume N"WINDOWS\system32\wbem'\Logs\wbemcore.log

0x0000000001f1e5b0 1 0 -W-r-- \Device\HarddiskVolume1??ystem Volume Information\ restore{8B337767-
13BD-4FBF-9F 1 B-D8BD616CB807}\RP15\snapshott. REGISTRY USER USRCLASS S-1-5-21-583907252-
1123561945-1606980848-1003

0x0000000001f1c690 3 0 RWD--- \Device\Harddisk VolumeI\$Directory

0x0000000001f1cc88 1 0 R--r-- \Device\HarddiskVolume1??ystem Volume Information\ restore {8B337767-
13BD-4FBF-9F 1B-D8BD616CB80

0x0000000001€1cd20 I  0-W-—-
\Device\Harddisk Volume1???7?UME~1\demo\LOCALS~1\Temptirykmmww.log

0x0000000001f20¢80 1 0 R-----
\Device\Harddisk Volumel?7??7?7DOWS\system32iwbem'Repository\$ WinMgmt.CFG

0x0000000001f20d20 1 0 R--r-d \Device\Harddisk Volume [\WINDOW S S\system32'\drivers\irykmmww.sys
... output truncated ...
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Find Memory Mapped Files

1) . AI11E
e -D dump_directory
* -S <name of file to write summary of dumped files>
e -p <pid> dump memory mapped files for these PIDs
» -Q dump the FILE_OBJECT at physical offset

 -u bypass sanity checks

e -F filters to apply

Investigative Notes
» Not all open files are mapped into memory

* Files that are mapped into memory may only be partially
present

The dumpfiles plugin identifies memory mapped files for each process. The plugin then writes the contents of
the files mapped into memory out to the dump directory. Note that not all files are opened as memory mapped
files. Even for those that are, the entire contents of the file may not be present in memory. Sometimes, only
sections of a file are memory mapped. Other times, the whole file is memory mapped, but portions of the file
are paged oul.

Memory mapped files can be a potential gold mine when profiling an attacker, particularly if you only have a
memory image. Later we’ll talk about how to extract data from a hibernation file. Hibernation files
(particularly those in volume shadow copies) may contain file data from files no longer present on disk.

The dumpfiles plugin is implemented in volatility/plugins/dumpfiles.py.

212



Find Memory Mapped Files
dumpfiles (2)

user@SIFTS [vol.py -f APT.img --profile=WinXPSP3x86 dumpfiles -D /tmp -p 1140 |

Volatility Foundation Volatility Framework 2.4

ImageSectionObject OxBle052e8 1140  \Device\HarddiskvVolumel\WINDOWS\system32\svchost, exe
DataSectionObject Ox81e052e8 1140  \Device\HarddiskVolume1\WINDOWS\system32\svchost.exe
DataSectionObject 0xB233a5d0 1140  \Device\Harddiskvolumel\WINDOWS\system32\sortkey.nls
DataSectionObject 0x81e08d90 1140  \Device\HarddiskVolumel\WINDOWS\system32\unicode.nls
DataSectionObject O0x81e08900 1140  \Device\HarddiskVolume1\WINDOWS\system32\locale.nls
DataSectionObject Ox81e9ea80 1140  \Device\HarddiskVolume T\WINDOWS\system32\sorttbls.nls
DataSectionObject Ox8ie3da6d 1140  \Device\HarddiskVolumel\WINDOWS\system32\ctype.nls
ImageSectionObject 0x8233e630 1140  \Device\HarddiskVolumel\WINDOWS\system32intdll.dll
DataSectionObject Ox8233e630 1140  \Device\HarddiskVolume1\WINDOWS\system32intdll.dll
ImageSectionObject 0x82314028 1140  \Device\HarddiskVolumel\WINDOWS\system32\kernel32.dll
DataSectionObject Ox82314028 1140 wDevicevHarddiskVolume 1\WINDOWS\system32 kernel32. dll

ImageSectionObject - File mapped as an executable (.img)
DataSectionObject - File mapped as Data (.dat)
SharedCacheMap - Mapped as cached memory regions (.vacb)

Memory Forensics In-Depth -

This slide shows some output from the dumpfiles plugin. In this use, we are writing data out to the previously
created directory named “dump.” Memory mapped files will only be dumped for our suspect svchost.exe
process, PID 1140.

user@SIFTS$ vol.py -f APT.img --profile=WinXPSP3x86 dumpfiles -D /tmp -p 1140

Volatility Foundation Volatility Framework 2.4

ImageSectionObject 0x81e052e8 1140 ‘\DevicelHarddiskVolume "WINDOW S\system32\svchost.exe
DataSectionObject 0x81e052e8 1140 ‘\Device\HarddiskVolume I\WINDOW S\system32\svchost.exe
DataSectionObject 0x8233a5d0 1140 ‘Device\HarddiskVolumel\WINDOW S\system32\sortkey.nls
DataSectionObject 0x81e08d90 1140 ‘Device\HarddiskVolumel'\WINDOW S\system32\unicode.nls
DataSectionObject 0x81e08900 1140 ‘Device'\HarddiskVolume '"WINDOW S\system32\locale.nls
DataSectionObject 0x81¢9e¢aB0 1140 ‘\Device\HarddiskVolume\WINDOW Sisystem32\sorttbls.nls
DataSectionObject 0x81e3da60 1140 ‘\Device\HarddiskVolume'\WINDOW S S'system32\ctype.nls
ImageSectionObject 0x8233e630 1140 ‘Device\HarddiskVolume 'WINDOWS\system32'\ntdll.dll
DataSectionObject 0x8233e¢630 1140 ‘Device\HarddiskVolume "\WINDOW S\system32\ntdll.dll
ImageSectionObject 0x82314028 1140 ‘Device\HarddiskVolume '"WINDOW Sisystem32'\kernel32.dll

... output truncated ...

Extracted data is categorized by the type of object from which it was sourced: an ImageSectionObject (file
mapped as an executable),that ends in an .img extension or a DataSectionObject (file mapped as data), ending
with .dat or SharedCacheMap (used to track the state of cached regions) with a .vacb extension.
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Find Memory Mapped Files
dumpfiles (3)

== LS —=m

¢ Decoding summary file information

"name”: "\\Device\\HarddiskVolumel\\WWINDOWS\\system32\\svchost.exe”,

"ofpath®: “dump/file.1140.0x81dfb008.img",

"pid”: 1140, "fobj": 2178962152,

“pad": [],

"type”: "ImageSectionObject”,

“present”:
{{104886272, 0, 40961,
{119918592, 1024, 4096],
{119922688, 5120, 4096],
{119926784, 9216, 4096],
{119668736, 12288, 4096],
[119672832, 12800, 4096]]

Memory Forensics In-Depth

Below, we have a portion of the excerpt from the summary file. It is recommended that you always write a
summary file so that you can reconstruct what holes (zero filled) may exist in files that have been dumped via the
memory map. Further, these show an easy mapping between filenames in memory and the output file name from
the plugin.

In this case the whole file is in memory. However, if it was not, the pad element would be filled in. Looking at this
example is very illustrative. In the “present” field, there are a number of 3-tuples. For each 3-tuple, the key to
decoding it as follows:

[ physical offset in mem dump, offset_in_file_originally on_ disk, length in_memory ]

Note that the first and second entries here overlap. The first memory mapped segment in memory is bytes 0-4095
in the file. The second memory mapped segment represents bytes 1024-5119 in the file. This is means that 3k
worth of the file is mapped into memory in two different locations. This is an artifact of interaction between the
memory and [0 managers, but is interested. Better to have mulliple copies of portions of the file in memory than
none at all!

{
"name": "\Device\\Harddisk Volume 1\\WINDOW S\isystem32\isvchost.exe”,

"ofpath": "dump/file.1140.0x81dfb008.img",

"pid": 1140, "fobj": 2178962152,

"pad": [l,

"type": "ImageSectionObject",

"present":
[[104886272, 0, 4096],
[119918592, 1024, 4096],
[119922688, 5120, 4096],
[119926784, 9216, 4096],
[119668736, 12288, 4096],
[119672832, 12800, 4096]]
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mutantscan (1)

Purpose

¢ Scan kernel pool memory for _KMUTANT objects

Important Parameters

* -5 Silent mode, suppress “less meaningful” results

Investigative Notes

« FILE objects found may have been closed already (often
the case when the number of handles field is 0)

* Verbose output, redirect to a file!

The mutantscan plugin scans kernel pool memory for  KMUTANT structures. These structures are allocated
with the pool tag "Mut\xel". When these are found in memory, the scanner reports on these items. Note that
mutants are only present in memory while the process that opens the mutex is running (or until it is closed when
no longer needed).

Malware oflen use Mutexes to prevent multiple reinfection. This is a critical mistake made by the authors of the
first version of Conficker. It exploited a zero day vulnerability (MS 08-067) and dropped it’s payload. The
problem was that the malware couldn’t detect that it was already running on the machine it just exploited.
Machines exploited each other repeatedly and installed multiple instances of Conficker on each system. A
mutex would have solved this problem easily.

In SILENT mode, “less meaningful” simply means an unnamed mutex. Since we are usually looking for
mutexes with names that are well known (for malware), we don’t really care about those unnamed mutexes.

The mutantscan plugin is implemented in volatility/plugins/filescan.py.
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Scan for _KMUTANT Objects

e e T e ISR
user@SIFTY vol.py -f APT. img --profile=WinXPSP3x86 mutantscan -s |egrep -v_"0x00000000\s*$*|
Volatility Foundation Volatility Framework 2.4
Of fset(P) #PLr #Hnd Signal Thread CID Name
0x0000000001F243c8 2 1 0 Ox81e875a8  456:500 Intelligent Response Agent Manager
0x00000000011312e8 2 1 1 0x00000000 TermService_Perf_Library_Lock_PID_J
0x0000000001 32518 2 1 1 0x00000000 746bbf356%adEncrypt
0x0000000001 faas80 2 1 1 0x00000000 pork_bun
0x0000000001 fac510 2 1 1 Ox00000000 PerfDisk_Perf_Library_Lock PID_408
0x0000000001 facadt 2 1 1 0x00000000 RemoteAccess Perf Library Lock PID
0x0000000001 fb7350 2 1 1 0x00000000 ¢ lwindows [system32|config!systenp
gs!temporary internet fileslicontent.ie5!
0x0000000001fb7abs 2 1 1 0x00000000 RAS_MO_01
0xD0O00000001fbga18 2 1 1 0x00000000 WMSCTF.Shared MUTEX . EIH
0x0000000001 fhbadn 2 1 1 0x00000000 ASP.NET_Perf _Library_Lock PID_408
0x0000000001 Fhedso -] 3 1 0x00000000 CTF.TMD . MutexDefaults-1-5-21-58330]
6980848-1003
0x0000000001 Thfeas 3 2 1 0x00000000 ZonesCounterMutex
0x0000000001fc0ead 5 4 1 0x00000000 ZoneAttributeCacheCountertlutex
0x0000000001FC1238 2 1 1 0x00000000 VMwar eGuestCopyPastedutex
0x00000000017c1288 2 1 1 0x00000000 VitwareGuestDnDDataMutex
0x0000000001fc2278 2 1 1 0x00000000 Per fDisk_Perf_Library_Lock_PID_5b8
0x0000000001fc3b20 2 1 1 0xQ0000000 238FAD2109D3473aB4764820B3731840

—

Memory Forensics In-Depth -

This slide shows some output of the mutantscan plugin. Note that in Volatility 2.4, the —s switch is broken in mutantscan.
However, the same effect can be achieved with the following command:

vol.py -f APT.img --profile=WinXPSP3x86 mutantscan -s |egrep -v "0x00000000\s*§"

user@SIFT$ vol.py -f APT.img --profile=WinXPSP3x86 mutantscan -s |egrep -v "0x00000000\s*$"
Volatility Foundation Volatility Framework 2.4

Offsct(P) #Ptr  #Hnd Signal Thread CID Name

0x0000000001243c8 2 1 00x81e875a8 456:500 Intelligent Response Agent Manager

0x00000000011312¢8 2 1 10x00000000 TermService_Perf Library_Lock PID_5b8

0x0000000001f32518 2 1 10x00000000 746bbf3569adEncrypt

0x0000000001 faa580 2 1 1 0x00000000 pork bun

0x0000000001 fac510 2 1 1 0x00000000 PerfDisk Perf Library Lock PID 408

0x000000000 1 faca40 2 11 0x00000000 RemoteAccess Perf Library Lock PID 5b8

0x00000000011b7350 2] 1 1 0x00000000 c:!windows!system32!config!systemprofile!local settings!temporary internet
files!content.ie5!

0x0000000001fb7abg 2 1 10x00000000 RAS MO 01

0x0000000001fb%al & 2 1 10x00000000 MSCTEF.Shared MUTEX.EIH
0x000000000 1 fbbad0 2 1 1 0x00000000 ASP.NET_Perf Library Lock PID 408

... output truncated ...
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Scan for _KMUTANT Objects

mutantscan (3)

e The mutantscan plugin can be used to identify
currently logged on users

— And those already logged out if KMUTANT
structures remain in memory!

e Consider the mutex named:
— c:!documents and settings!demo!cookies!
e Which user does this signify a login for?

Memory Forensics In-Depth

- .

Note that we can use the mutantscan plugin to identify currently logged in users just by looking at the mutexes.
There are a number of cases as well where previously logged in users have been discovered by examining
_KMUTANT structures that remain in memory even after the user logged out. Consider this output from the
mutantscan plugin where a grep command was run for documents (as in ‘Documents and Settings”). Based on
this output, we can infer that the user ‘demo’ has logged in at some point since the machine was powered on
(but it may be from a previous boot).

# vol.py -f APT.img --profile=WinXPSP3x86 mutantscan -s |grep -i documents
Volatility Foundation Volatility Framework 2.3.1

0x01fca030 3 2 1 0x00000000 c¢:!documents and settings!demo!cookies!

0x02061a00 2 1 1 0x00000000 c:!documents and settings!localservice!local
seltings'history'history.ie5!

0x0210e448 3 2 1 0x00000000 c:!documents and settings!demollocal settings!history'history.ie5!
0x02121a48 2 1 1 0x00000000 c¢:!documents and settings!localservice!local settings!temporary

internet files!content.ie5!

0x02395450 3 2 1 0x00000000 c:!documents and settings!demo!local settings!temporary internet
files!content.ie5!

0x024faa70 2 1 1 0x00000000 ¢:!documents and settings!localservice!cookies!
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Poison Ivy

Poison Ivy (PI) is a well known RAT family

«  Well-known Mutexes

» Two specific plugins exist for extracting specific
information from a PI infected machine
* poisonivyscan
 poisonivyconfig

Along with searching for open files, we can now start searching for evidence of truly malicious soflware. Poison
Ivy is a "Remote Administration Tool" (RAT), which is another way of saying a program designed to open
backdoors in a computer so that other people can connect to it and do things. PI can manipulate files, open a
remote shell (i.e., let a remote user enter commands on the system), and so on. It's freely available on the
Internet and even has a support system online.

How can you tell if your system is infected with Poison Ivy? In order to prevent multiple installations on the
same system, Poison Ivy creates a mutex when it runs. When the program is run, it checks for the presence of
this mutex. If PI finds the mutex already exists, it immediately shuts down. There's no point in running two
instances of the same program on one system. To avoid problems, the program uses a mutex to ensure that only
copy is running.

This is a common mechanism amongst malware. Malware authors don't want to be detected, and so don't want to
bog down a system with multiple copies of the same program. Not every malicious program uses a static name
for their mutex, however. Some malware uses variable names to avoid detection. Stuxnet, for example, would
create:

<quote>

a randomly-named mutex such as "FJKIKK" or "FIGIJK". The trojan also opens or creates one or more of the
following mutexes:

(@ssd<random hex number>
Global\Spooler Perf Library Lock PID O1F
Global\{4A9A9F A4-5292-4607-B3CB-EE6A87AO08A3}
Global\{5EC171BB-F130-4a19-B782-B6E655E0918B2}
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Global\{85522152-83BF-41{9-B17D-324B4DFC7CC3}
Global\{B2FAC8DC-557D-43ec-85D6-066B4FBCO5SAC)
Global\{CAA6BD26-6C7B-4af0-95E2-53DE46FDDF26}
Global\{E41362C3-F75C-4ec2-AF49-3CB6BCASO1CA}

<end quote>

Source: Microsoft Malware Protection Center,
http://www.microsoft.com/security/portal/threat/Encyclopedia/Entry.aspx ?Name=Worm%3A Win32%2FStuxnet. A
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Kernel Objects Hands-on

|useresIFTd vol.py -T labyrinth-05,vmen ~-prof L1e=WinXPSP3x86 mutantscan |grep VOGA|
olatility Foundation Volatility Framework 2.4
x00000000023c9aal 2 1 1 0x00000000 }1VogA. T4

e The mutantscan plugin returns verbose output

e Best results are achieved when searching for a
known mutex

Here is another way to find the Poison Ivy mutant. Rather than modify Volatility, we can use the standard
output of the mutantscan plugin, searching for the mutant directly. Using the labrynith-05.vmem memory
image, you should see the following:

$ vol.py —-f /cases/labyrinth-05.vmem --profile=WinXPSP3x86 mutantscan |

grep VogA
0x023c%aal 0x825c55el 2 1 1 0x00000000 "y IVogh.I4"
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Conclusion

We've covered a lot of ground in this section! We started with introducing kernel objects. Although we've seen
some of them before, we discussed what makes a kernel object and how they are managed. User processes can
hold handles to these objects, while kernel structures keep pointers. Both are tallied in the objects, which can
also help us find which processes are holding the handles to the objects. It's yet another way to find hidden
processes! After experimenting with Volatility's built in plugins for walking the list of handles and searching
for objects, we modified them to search for objects of particular interest. Volatility isn't just a static forensics
tool. You can and should modify it to suit your needs!
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Neo:Why do my eyes hurt?
Morpheus: You've never used them before.

I e ——— et

Any additional questions:
atorres@sans.org

malwarejake(@gmail.com
http://twitter.com/sibertor
http://twitter.com/malwarejake

—a==S

Memory Forensics In-

[1] The Matrix. Dir. Andy Wachowski and Larry Wachowski. Warner Bros. Pictures, 1999, DVD.

223






	SANS 526.Day2.1
	SANS 526.Day2.2
	SANS 526.Day2.3

