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Interrupts & Exceptions

e Interrupts - Signal from
device to CPU indicating an
event that needs immediate
attention (ex. key stroke or a
network packet arriving)

- Exceptions - Caused when instructions
asking CPU to do something it doesn’t
know how to do (ex. divide by zero)
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No matter what you plan on doing today, there will be interruptions. The same thing happens with your
computer's operating system. Along with the normal flow of processing instructions, there are constant
interruptions to the computer's activity. In this section we are going to discuss some of those interruptions, how
the processor and operating system normally handle them, and how programs can affect the process, both
legitimately and otherwise.

We are also going to cover how the operating system deals with calls from userland programs to services
provided by the operating system. Although different from interrupts, the same kind of mechanisms, and
subversions, are possible with system services.



Interrupt Descriptor Table

The Interrupt Descriptor Table (IDT) is used to handle both interrupts and exceptions. Interrupts are things
which happen externally to the processor, such as the user hitting a key on the keyboard or a network packet
arriving. Exceptions are things which happen internally to the processor, such as an instruction to divide by
zero. Exceptions can be repeated by executing the same sequence of instructions, but interrupts cannot. In
either case, the operating system has to stop what it's doing--literally, interrupt it—save the current state,
handle the interrupt, and then resume normal operation.

When an interrupt occurs, the processor looks up the function which will handle it using the IDT. The physical
address of the IDT is stored in a processor register called idtr. Each entry in the IDT points to a function for
handling the interrupt. Let’s use the example of the user hitting a key on the keyboard. When this happens the
keyboard sends a signal to the computer on /O bus. A chip listening on the bus receives the signal and
interrupts the processor. The processor then has to have the operating system figure out how to handle this
keystroke. The processor could have any valid thread as the active thread at that instant. The processor saves
the state of the current thread, looks up the interrupt number in the table and finds the appropriate function to
handle this interrupt. If there is no function defined for this interrupt, the processor halts (crashes). The
function referenced in IDT, in this case, would examine the keystroke (Was it CTRL-ALT DEL? An ordinary
letter?), figure out which process should receive that keystroke (which window had *focus’?), and pass the
input along to that program (“Hey notepad.exe, the user typed letter “a’).



Exceptions
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Partial List of x86 Exceptions

pae LJe DLIO
0 Division by zero

1 Debug (single step)
© Breakpoint
4

6

Overflow

Invalid Opcode

13 General Protection
14 Page Fault

Memory Forensics In-Depth

Exceptions are caused by software instructions which ask the processor to do things it doesn’t know how to complete.
For example, if you ask the processor to divide by zero, there is simply no right answer*. Like interrupts, exceptions
are handled by looking up a handling function in the IDT. The first 32 entries at the start of the IDT are reserved by
the processor for exceptions. That is, they are dictated by the x86 specification. A partial list of them is shown above.

The exceptions for “single step debugging” and a breakpoint are used for debugging a program. The former is used for
single-stepping through a program. The user can have the processor execute a single instruction and then stop,
returning control of the processor to the debugging program. The user can then view the effect of that single
instruction and decide what to do next—single step again, change something, or simply continue execution
unimpeded. It’s a wonderful technique for seeing exactly what your program is doing. Likewise, when debugging a
program the user can set a breakpoint in the code. The debugger will execute instructions up to the breakpoint, and
then, as above, return control to the debugging program.

Some exceptions can be handled gracefully. For example, there is an exception generated when a page of virtual
memory is unavailable. This condition, called a page fault, means that Windows must do the work necessary to make
that page valid. The page may be backed by the disk—for example, if the processor is seeking part of an executable.
Or it may be stored in the paging file. The processor doesn’t know where that data is stored. Only Windows knows
where the data is stored, and thus Windows has to make the page valid again.

The list above is incomplete. There are many references for the full list of x86 exceptions, including Microsoft’s,
http://support.microsoft.com/kb/1 17389.

* Oftficially mathematicians will tell you that the result is “undefined,” which they consider to be valid and correct.
Like most results obtained from mathematicians, however, it is useless if you are trying to get something done in real
life. This is why we keep mathematicians confined to academia and let engineers get on with building skyscrapers.



Hooking the IDT

IDT Entries Virtual Memory

__)
—> ntoskrnl.exe

somedriver.sys

A malicious program could hook an entry in the IDT. When the interrupt occurs or the exception is generated,
the processor would execute the new function pointed to by the IDT entry. This would be done, for example,
to capture all of the keys typed on the keyboard, or all of the network packets received by the host.

Of course, changing a value in the IDT would be easily detectable. Every entry in the IDT should point into
virtual address space of the Windows kernel, ntoskrnl.exe. 1f an entry did not point into the ntoskrnl.exe
address space, we could immediately flag it as being suspicious.



IDT Entries Virtual Memory

ntoskrnl.exe

A

somedriver.sys

To avoid being detected as hooking the IDT directly, malicious programmers can hook the IDT in-line. With
an in-line hook, the malicious program does not modify the IDT itself. Instead it modifies the function which is
referenced by the IDT. Usually this is in the form of adding a jump from that function to their own code.
Again, this kind of technique can be detected. The code in ntoskrnl.exe should not jump into the code in any
other module. 1t’s more subtle, and thus requires more work to detect it, but still can be automated.

We’re not going to dump out the IDT and have you look through it by hand, however. Instead we're going lo
do a hands-on exercise in the next section where we parse the IDT automatically and flag any suspicious
values,



o Analyze functions called when interrupts are delivered to
the OS

Important Parameters

* None

Investigative Notes

» Useful for discovering system wide hooks

» IDT hooks have fallen out of favor due to easy detection
by security software

The idt plugin is used to enumerate the entries of the Interrupt Descriptor Table (IDT). The IDT is a table,
maintained by the OS (and referenced by the CPU) that contains the addresses of functions to call when
interrupts are delivered to the OS by the CPU. Historically, the IDT has been a favorite target of attackers due
to the systemwide implications of a single hook. However, more recently hooking the IDT has fallen out of
favor as hooks there are very easily detected by security software.

The idt plugin can detect hooks where pointers are replaced in the table itself. However, it is not useful in
detecting inline hooks where code is replaced in the target module (such as ntoskrnl.exe). Most entries in the
IDT should point to either ntoskrnl.exe or hal.dll.

The idt plugin is implemented in volatility/plugins/malware/idt.py



user@sIFTs vel.py -f farieti.vmem --profile=win7SP0Ox86 idt
CPU  Index  Selector Value Module Section

0 0 Ox8 0x82856200 ntoskrnl.exe .text
4] 1 0x8 0x82856390 ntoskrnl.exe .text
4] 2 0x58 0Ox00000000 UNKNOWN

[§] 3 0x8 0x82856800 ntoskrnl.exe .text
4] 4 0x8 Ox82856988 ntoskrnl.exe .text
0 5 Ox8 OxB82856ae8 ntoskrnl,exe .text
0 6 0x8 0xB82856c¢5Cc ntoskrnl.exe .text
] T OxB OxB2857258 ntoskrnl.exe .text
0 8 0x50 0xQ0000000 UNKNOWN

[¢] ] 0x8 0x828576b8 ntoskrnl.exe .text
0 A 0Ox8 0x828577dc ntoskrnl . exe .text
0 B 0Ox8 0x8285791c ntoskrnl.exe .text
0 C Ox8 O0xB82857h7c ntoskrnl . exe Ltext

Memory Forensics In-Depth

This slide shows the output of the idt plugin. Note that some entries (0x2, 0x8) have a module UNKNOWN,
At first glance this might seem suspicious, however, note the address (Value field) of the entries marked
UNKNOWN. They are all zeroes! This explains why volatility is unable to detect the module, there isn’t one!

user@SIFTS$ vol.py -f farietl.vmem --profile=Win7SP0x86 idt

CPU Index Selector Value  Module Section

0 0 0x8 0x82856200 ntoskrnl.exe text
0 1 0x8 0x82856390 ntoskrnl.exe Atext
0 2 0x58 0x00000000 UNKNOWN

0 3 0x8 0x82856800 ntoskrnl.exe lext
0 4 0x8 0x82856988 ntoskrnl.exe Aext
0 3 0x8 0x82856ae8 ntoskrnl.exe text
0 6 0x8 0x82856¢5¢ ntoskrnl.exe text
0 7 0x8 0x82857258 ntoskrnl.exe text

.. output truncated ...



Structured Exception Handling (1)
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try {
set result(do calculation());

}

catch {
print error ("Unable to compute");
set result(0) ;

Memory Forensics In-Depth

Windows also offers Structured Exception Handling (SEH). With this technique, programmers can creale a
block of code which they try to execute. If an exception is generated while executing the block, it can be
caught by an exception handler written into the program. This is a great technique for legitimate programmers.
1t helps them catch errors and handle them gracefully without the program crashing. For example, let’s say the
program calc.exe, a graphical calculator program, is attemplting to do division. The user inputs five divided by
zero. Our programmer could wrap the block which does the work of this division operation in a try statement.
Immediately following that block is an exception handler, which tells the computer, that if an exception is
generated, to catch it and display the value “ERROR™ as the result. (You could argue that it might be better to
check the arguments being passed to the processor to calculate, but this could get messy. For example, if the
user submits (4 * 2) divided by (6"2 - 36). Might just be easier to pass the whole thing to the processor can

catch any exceptions, regardless of how they’re generated.)

10



Structured Exception Handling (2)
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try {
x = 5 / func returns zero();
} catch {
launch attack();

As with all technologies, however, exception handling can be used maliciously. As you saw on the last page,
the code to handle an exception is generally written, in the source code, immediately after the code which
could generate the exception. When compiled, however, the code to handle exceptions is found in another part
of the program. With SEH, the exceptions are still handled using the IDT. Eventually control is transferred
back to the program, but not at the same location where it lefi.

Malicious programmers can use this behavior to frustrale reverse engineering. During RE, the user is
attempling to determine the program’s flow. They can set up a condition which reliably generates an
exception, and then use the exception handler to hide some part of what they’re doing. For example, here’s a
bit of pseudo code:

initialize();

try {
x = 5 / func returns_zero() ;
} catch {
launch _attack() ;
}
cleanup () ;

When this code is compiled, the attack code may not be anywhere near the main flow of the program’s
execution, which could look like this, in pseudo-assembly-code:

CALL initialize

CALL function_which returns_zero
PUSH 5

PUSH result

CALL divide

CALL cleanup

11



The code to launch the attack will be elsewhere in the program. The RE will have to take the extra time to
figure out what each of these functions does, that an exception is generated, track down the SEH functions,

and *then* reverse engineer the attack. Anything which slows downs or befuddles the reverse engineer helps
the attacker.

12
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The System Service Descriptor Table (SSDT) is used to look up the addresses of functions for kernel support
to userland function calls. The operating system provides a number of basic services to programs which
require kernel level code to execute. For example, when the user requests o open a file using the API function
CreateFile, the operating system must eventually create a kernel object, a FILE_OBJECT structure, and add it
to the set of active kernel objects. The userland program calls the API function CreateFile in the ntdll.dll, but
eventually that DLL must call up a kernel routine to do its work. In this case, the ntdll.dll calls the function
NtCreateFile. The ‘Nt prefix denotes that it’s part of the kernel but exposed to the outside world. (Other
prefixes denote other levels of the kernel.)

On Windows there should be two SSDTs. One of the SSDTs is maintained by the kernel directly, either
ntoskrnl.exe or ntkrnlpa.exe. (The latter denotes that PAE was running on the system.) This SSDT contains the
basic functions used by the operating system, such as opening and closing files, reading and writing data to
files, and so on. The other SSDT is used for the graphical user interface, and contains functions from
win32k.sys.

14



SSDT

NtClose
NtCreateEvent
NtCreateFile
NtCreateKey
NtCreateMutant

NtCreateProcess
NtCreateThread

To get the addresses of these kernel functions, the kernel builds a list of functions, called the System Service
Descriptor Table (SSDT). When one of these functions is needed, the userland code uses an instruction called
SYSENTER. SYSENTER is a special instruction which transfers control of the system from the user program
to the operating system. Arguments passed along with the SYSENTER instruction include which system call
to execute.

When the SYSENTER instruction is executed, control of the processor is transferred to the operating system.
Specifically, control goes to a kernel function, KiSystemService. That function figures out which system call
was requested, looks it up in the SSDT, and executes the correct function.

15



SSDT Viual Memory

NtClose
NtCreateEvent
NtCreateFile ntoskrnl.exe
NtCreateKey
NtCreateMutant

NtCreateProcess
NtCreateThread

antivirus.sys

On a default Windows installation, every entry in the SSDT should point into one of the two legitimate
modules. These are the kernel, ntoskrnl.exe, or win32k.sys.

Many programs, both legitimate and otherwise, will hook the entries in the SSDT. For example, an anti-virus
program might want to hook the system call for starting a thread’s execution. The A/V program could examine
the code of that thread, compare il to known signatures of malicious software, and so on. Seeing hooks in the
SSDT is normal; but be wary of where those hooks go! Each hook will lead to a function in another kernel
module. (Well, ok, it *should* lead to a hook in a kernel module. If not, a call to that system call would crash
the system.)

16



Hooking the SSDT (2)

SSDT Vi rt_ual Memory

. ntoskrnl.exe
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cateThreac ~ | EVILEVIL.SYS

Memory Forensics In-Depth

Malicious programmers, of course, would love to hook functions in the SSDT. For example, they could hook
the system call to the NtCrealeFile function. This function is used to open and read files on the disk. To hide
files, a malicious programmer could hook this function in the SSDT. If the user attempted to open one of the
malicious programmer’s chosen files, they could program the machine to tell the userland program that the file
does not exist. For any other request, the malicious code could just call the original function listed in the
SSDT.

For example, let’s say our programmer creates a function in the EVILEVIL.SYS driver called
EvilNtCreateFile. This function takes the same arguments as the legitimate NiCreateFile. They then hook the
value in the SSDT for NtCreateFile so that it points to EVILEVIL.SYS:EvilN(CreateFile. When a userland
program calls CreateFile, the KiSystemService looks up the value in the SSDT for the address of NiCreateFile.
That function finds the address of EVILEVIL.SYS:EvilNtCreateFile and calls it. When EvilN{CrealeFile is
called, it examines the filename requested to be opened. If that file is under the directory “C:\hidden”, or
whatever the malware author chooses, the function returns “File Not Found.” If the file is not under that
directory, this function calls the real NtCreateFile and returns the result of that function. In other words, calls
which don’t involve the hidden directory are allowed to proceed.

17



Finding the SSDT
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Pointers to the SSDTs are stored in the kernel structures for threads. When a userland program needs to make
system calls, it’s going to be done by a thread. Pointers to the SSDTs needed are stored in the KTHREAD
structure, which is in turn part of the ETHREAD structure.

To find the SSDTs during memory forensics, we must examine every thread on the system and look at their
KTHREAD structures. Each structure should point to one or both of the SSDTs. (It’s possible to have a
program which doesn’t involve any system calls, but it wouldn’t be very useful.)

18
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System Service Descriptor Table

» List entries in the system service descriptor table (SSDT)

Important Parameters

* None

Investigative Notes

» Useful for discovering SSDT hooks

e Hooks in the SSDT impact all processes run on the
system, often used with rootkits to hide kernel objects

The ssdt plugin is used to enumerate the address of System Service Dispatch Table (SSDT) functions. These
functions are the kernel APIs that are ultimately called when user space applications call APls. Normally,
entries in the SSDT should map to ntoskrnl.exe and win32k.sys. However, sometimes antivirus programs
replace some entries in the SSDT to perform monitoring. Because this technique is often used by rootkits, you
should carefully examine all SSDT hooks.

It should be noted that malware authors have previously implemented hooks using drivers with legitimate
sounding names (particularly those of security sofiware). Always cross reference the module name with the
path on disk to ensure that the hooking module is legit.

The ssdt plugin is implemented in volatility/plugins/ssdt.py

19



System Service Describtor Table

Ox805999c8
0xBO5e6ed42
0x805ea688
0x805e6e74
0xB05eabc2
0xB05ebeaa
0x805ea706
0xB05eaT4a
0xB060beBa
0x8060chdc
0x805e2240
0x805e1e98
0xB05cae?2
0xB05cae22

user@SIiFT$ vol.py -T APT.img --profile=WinXPSP3x86 ssdt

[x86] Gathering all referenced SSDTs from KTHREADs...

Finding appropriate address space Tor tables...

SSDT[0] at 80501b9c with 284 entries
Entry 0x0000:
Entry 0x0001:
Entry 0x0002:
Entry 0x0003:
Entry 0x0004:
Entry Ox00035:
Entry 0x0006:
Entry 0x0007:
Entry 0Ox0008:
Entry 0x0009:
Entry 0x000a:
Entry 0x000b:
Entry 0x000c:
Entry 0x000d:

(NtAcceptConnectPort) owned by ntoskrnl.exe
(NtAccessCheck) owned by ntoskrnl.exe
(NtAccessCheckandAuditAlarm) owned by ntoskrnl.exe
(NtAccessCheckByType) owned by ntoskrnl.exe
(NtAccessCheckByTypeAndAuditAlarm) owned by ntoskrnl.exe
(NtAccessCheckByTypeResultlist) owned by ntoskrnl.exe
{NtAccessCheckByTypeResultListAndAuditAlarm) owned by nitq
(NtAccessCheckByTypeResultlListAndAuditAlarmByHandle) owng
(NtAddAtom) owned by ntoskrnl.exe

{NtAddBootEntry) owned by ntoskrnl.exe
(NtAdjustGroupsToken) owned by ntoskrnl.exe
(NtAdjustPrivilegesToken) owned by ntoskrnl.exe
(NtAlertResumeThread) owned by ntoskrnl.exe
(NtAlertThread) owned by ntoskrnl.exe

Memory Forensics In-Depth

The following shows the output of the ssdt plugin.

user@SIFTS vol.py -f APT.img --profile=WinXPSP3x86 ssdt
[x86] Gathering all referenced SSDTs from KTHREAD:...
Finding appropriate address space for tables...
SSDT[0] at 80501b9¢ with 284 entries
Entry 0x0000: 0x805999c8 (NtAcceptConnectPort) owned by ntoskrnl.exe
Entry 0x0001: 0x805e6e42 (NtAccessCheck) owned by ntoskrnl.exe
Entry 0x0002: 0x805ea688 (NtAccessCheckAndAuditAlarm) owned by ntoskrnl.exe
Entry 0x0003: 0x805e6e74 (NtAccessCheckByType) owned by ntoskml.exe

... output truncated ...

20




System Service Dispatch Table
S6dE (B)

user@SIFTS vol.py -f farietl.vmem --profile=Win7SPOx86 ssdt | egrep -iv 'win32k|ntoskrnl’
[x86] Gathering all referenced SSDTs from KTHREADs...

Finding appropriate address space for tables...

SSDT[0] at 828816f0 with 401 entries

SSDT[1] at 918c¢5000 with 825 entries

Memory Forensics In-Depth

Because entries in the SSDT should be in ntoskrnl.exe or win32k.sys, a common technique is to grep out these
entries (as shown below). Note in this case that output has not been truncated. There are no entries in either
SSDT that are not handled by ntoskrnl.exe or win32k.sys.

user@SIFTS vol.py -f farietl.vmem --profile=Win7SP0x86 ssdt | egrep -iv 'win32k|ntoskrnl'
[x86] Gathering all referenced SSDTs from KTHREADs...

Finding appropriate address space for tables...

SSDT[0] at 82881610 with 401 entries

SSDT[1] at 918¢5000 with 825 entries

21



System Service Dispatch Table
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user@sifFTs vol.py -f xp-laptop-Z005-07-04-1430.vmen --profile=WinXPSP2x86 ssdt jegrep -v 'windZk|ntoskrnl’
[#B6] Gathering all referenced SSDTs from KTHREADs...
Finding appropriate address space for tables, ..
SSDT[0] at B04eZbal with 284 entries
Entry 0x0011: 0xf8743b30 (NtAllocateVirtualMemory) owned by wpsdrvnt. sys
Entry 0x0035: 0xT8743610 (NtCreateThread) owned by wpsdrvnr.sys
Entry Ox006¢: Oxf8743470 (MiMapViewOfSection) owned by wpsdrvnt.sys
Entry Ox0089: Oxf8743c50 (NTProtectVirtualMemory) owned by wpsdrvnt.sys
Entry 0x00f%: 0xf8743990 (NtShutdownSystem) owned by wpsdrvnt.sys
Entry 0x0101: 0xf87438d0 (NtTerminateProcess) owned by wpsdrvnt.sys
Entry Ox0115: 0xf8743d60 (NtWriteVirtualMemory) owned by wpsdrvnt.sys
S50T[1] at bf997780 with 6867 entries

Memory Forensics In-Depth

Now let's look at a memory image which has hooked functions, but hooked by a legitimate process. The XP
laptop memory image has some hooked functions from an anti-virus program. Let's see what that looks like in
the SSDT. We are going to immediately use the grep command to hide any entries which contain ntoskrnl or

win32k. We're just looking for the entries which point outside of those modules—the entries which have been
hooked.

Here's the command line:

user@SIFTS vol.py -f xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
ssdt |egrep -v 'win32k|ntoskrnl'

[x86] Gathering all referenced SSDTs from KTHREADs...

Finding appropriate address space for tables...

SSDT[0] at 804eZ6aB with 284 entries
Entry 0x0011: 0xf8743b30 (NtAllccateVirtualMemory) owned by wpsdrvnt.sys
Entry Ox0035: 0xf87436f0 (NtCreateThread) owned by wpsdrvnt.sys
Entry Ox006c: 0Oxf8743470 (NtMapViewOfSection) owned by wpsdrvnt.sys
Entry 0x0089: O0xf8743¢50 (NtProtectVirtualMemory) owned by wpsdrvnt.sys
Entry 0x00£f9: 0xf8743990 (NtShutdownSystem) owned by wpsdrvnt.sys
Entry 0x0101: 0xf87438d0 (NtTerminateProcess) owned by wpsdrvnt.sys
Entry 0x0115: 0xf8743d60 (NtWriteVirtualMemory) owned by wpsdrvnt.sys

SSDT[1] at bf99%7780 with 667 entries

22



There are seven functions which have been hooked, all by the module wpsdrvnt.sys. If that module name is
familiar to you, that's great, but remember that just because the driver has the name of a legitimate driver, it
doesn't make it legitimate! We can do two kinds of analysis on the driver names we get from the SSDT. First,
we can search the web (or any other resource you have) for background on the name. If the name is associated
with something automatically evil (e.g. EVILEVIL.SYS), you've found something suspicious. If the name is
associated with something legitimate, you can test whether or not this driver actually is that legitimate thing.
The second type of analysis is to dump out a sample of the driver and examine it yourself. You can run strings
on it, submit it to Virus Total, reverse engineer it with IDA Pro, etc., etc.

23



e —— S

user@SIFT$ vol.py -f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86 moddump
-D /cases/output/xplaptop -b Oxf8741000
Module Base Module Name Result

0x0fB8741000 wpsdrvnt.sys OK: driver.f8741000.sys

Memory Forensics In-Depth

Take a minute to search the web for the name "wpsdrvnt.sys". What do you find?

Hopefully you should find that the file wpsdrvnt.sys was associated with the Sygate Personal Firewall. That gives us a target
to look for. The sample we're about to recover should match a legitimate firewall driver.

Let's grab a sample of this driver using the moddump command. To use that command, however, we'll need to know the
module's base address in memory. We can get that using the modules plugin:

$ vol.py -f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86 modules |
grep wpsdrvnt

Which gives us the following output, with the header included as well:

Offset (V) File Base Size Name
0xB820d3398 A\?2\C:\WINDOWS\System32\drivers\wpsdrvnt.sys 0x00f8741000 0x009000 wpsdrvnt.sys

As a reminder, the values we are seeing are the virtual address of where information about the module is stored,
0x820d3398, then the base address of where the actual module is stored, 0xf8741000. When we call moddump, we need the
base address, or 0x{8741000.
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Here's the command line to dump the module:

$ vol.py —-f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
moddump --dump-dir=/cases/output/xplaptop -b 0x£8741000

This will create the file driver.f8741000.sys, which we can examine.
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g =21

File name: driver.f8741000.sys
Detection ratio: 0/ 43

W Memory Forensics In-Depth

Go ahead and submit this file to VirusTotal. Run strings on it. It certainly has the names of several kernel
functions and system processes in there. This is a kernel driver, so it makes sense it would need these kinds of
functions.

You can see the output of the VirusTotal scan at
https://www.virustotal.com/file/ad49f1bedc94b0fcbh3958d 1714 1¢2db897612215972b930¢8f46f0b1 1aeb92e/an
alysis/. You should find that zero of the VirusTotal engines report this file as being suspicious.

Of course, a negative result of a VirusTotal scan doesn't mean a file isn't malicious. But it is a data point in the
analysis. (Especially when the memory image in question is so old. Presumably any malware from 2005 would
be known by now!)
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Finding Hooked APIs
apihooks (1)

o Locate APIs which have been hooked

-p PID (scan only this PID for hooks)

¢ -\ no whitelist

 -R do not check kernel modules for hooks

» -P do not check user mode processes for hooks

» -Q only check critical processes and DLLs for hooks

T T Y T

e Takes a LONG time to run
» Very verbose, send output to a file
» Use of whitelist may hide some evil hooks

The apihooks plugin is used to enumerate hooked API functions. The plugin accepts the following options:
-p PID, --pid=PID  Operate on these Process 1Ds (comma-separated)

-N, --no-whitelist No whitelist (show all hooks, can be verbose)

-R, --skip-kernel ~ Skip kernel mode checks

-P, --skip-process ~ Skip process checks

-Q, --quick Work faster by only analyzing critical processes and dlls

The plugin uses a whitelist (embedded in the apihooks.py code) to ignore certain hooks. This is probably what
you want, as the whitelist is the result of a wealth of experience of DFIR pros. However, malware might hook
some function and obscure it using the whitelist. For this reason, the —N option is offered. However, be advised
that the apihooks module output is normally very verbose. With the —N option, the output is almost unusable
(except by Windows internals experts), even on a clean system.

The apihooks plugin is implemented in volatility/plugins/malware/apihooks.py
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Findincj Hooked APIs
apihooks (2)

# When the --quick option is set, we only scan the processes

# and dlls in these lists. Feel free to adjust them for

# your own purposes.

self.critical_process = ["explorer.exe”, "svchost.exe", "lsass.exe",
"services.exe”, "winlogon.exe”, "csrss.exe", "smss.exe",
"wininit.exe", "iexplore.exe”, "firefox.exe", "spoolsv.exe"]

self.critical_dlls = ["ntdll.d11", "kernel32.dl1", "ws2 32.d11",
"advapi32.dll”, "secur32.d11", "crypt32.d11”, "user32.d11",
"gdi32.d1l1", "shell32.d1l1", "shlwapi.dll”, "lsasrv.dll",
"cryptdll.dil”, "wsock32.d11", "mswsock.dll”, "urlmon.dll”,
“csrsrv.dll”, “winsrv.dll®, *wininet.dl1"}

As of Volatlity 2.3.1, the DLLs and processes deemed critical to check for hooks are listed below. These are
used with the —Q flag to perform quick checks of only those modules listed (rather than all processes and
DLLs on the system). To change this list, you must perform a source code modification. The relevant portions
to change are shown in the slide. Simply add the process or DLL name to the appropriate list (don’t forget to
enclose the name in quotes and add a comma).

Critical processes for apihooks (used with the —Q option):

explorer.exe, svchost.exe, lsass.exe, services.exe, winlogon.exe, csrss.exe, smss.exe, wininit.exe, explore.exe,
firefox.exe, spoolsv.exe

Critical DLLs for apihooks (used with the —Q option):

‘ntdll.dll, kernel32.d1l, ws2 32.dll, advapi32.dll, secur32.dll, crypt32.dll, user32.dll, gdi32.dll, shell32.dIl,
shlwapi.dll, Isasrv.dll, cryptdlldll, wsock32.dll, mswsock.dll, urlmon.dll, csrsrv.dll, winsrv.dll, wininet.dll'
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Finding Hooked APIs
apihooks (3)

M

Hook mode: Usermode

Hook type: Import Address Table (IAT)

Process: 1892 (iexplore.exe)

Victim module: VERSION.dII (0x74460000 - 0x74469000)
Function: kernel32.dll!LoadLibraryExW

Hook address: 0x72351ed3

Hooking module: IEShims.dll

Disassembly(0):

0x72351ed3 6a2c PUSH 0x2c

0x72351ed5 b84b873672 MOV EAX, 0x7236874b
0x72351eda e8e92e0100 CALL 0x72364dc8
0x72351edf 33db XOR EBX, EBX

0x72351eel 391ddcd63672 CMP [0x7236d6dc], EBX

Memory Forensics In-De

This slide shows sample output from the apihooks plugin.

Hook mode: Usermode

Hook type: Import Address Table (IAT)

Process: 1892 (iexplore.exe)

Victim module: VERSION.dII (0x74460000 - 0x74469000)
Function: kernel32.d1l!LoadLibraryExW

Hook address: 0x72351ed3

Hooking module: IEShims.dll

Disassembly(0):

0x72351ed3 6a2c PUSH 0x2c

0x72351ed5 b84b873672 MOV EAX, 0x7236874b
0x72351eda e8e92e0100  CALL 0x72364dc8
0x72351edf 33db XOR EBX, EBX

0x72351eel 391ddcd63672 CMP [0x7236d6dc], EBX
0x72351ee7 7423 JZ. 0x7235110c

0x72351ee9 ff
0x72351eea 35

DB 0xff
DB 0x35
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Finding Hooked APIs
apihooks (4)

° When LoadLibraryExW is called by VerS|on dli
in iexplore.exe (pid 1892), code from
IEShims.dll is executed instead

e To see what the code does, examine address
0x72351ed3

— The first several instructions are disassembled for
immediate inspection

i Memﬂr)’ Forenslcs In: M

Making sense of apihooks plugin output.

Hook mode: Usermode

Hook type: Import Address Table (IAT)

Process: 1892 (iexplore.exe)

Victim module: VERSION.dII (0x74460000 - 0x74469000)
Function: kernel32.d1l!LoadLibraryExW

Hook address: 0x72351ed3

Hooking module: IEShims.dll
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Drivers are modules, like DLLs or executables, but which run in kernel space. Their code executes as part of
the system process and in the system's memory space. Some of them are used to communicate with hardware
on the system, such as keyboards, mice, USB devices, or network cards. Others deal with parsing the
information passed in from hardware. For example, the code to parse NTFS filesystems is in a driver. Full disk
encryption tools use drivers to do the extra work of encrypting and decrypting data. These drivers can work in
layers, each one passing data from one layer to the next. For example, the filesystems driver passes data Lo the
NTFS driver, which passes it to the FDE driver, which passes it to the ATAPI driver for talking to the disk,
and so on.

Along with these legitimate functions, however, malicious programs use drivers too. They are used to intercept
communication with hardware devices (e.g. keyloggers or network monitors), create hidden storage areas on a
disk, and hide processes, for example. Some progress has been made against malicious drivers through
enhancements to Windows. Sixty-four bit versions of Windows since Vista, for example, require that all
drivers be signed in order to run. Admittedly, advanced malware such as the Stuxnet worm *was* signed, but
it's a step in the right direction. On 32-bit platforms, however, malicious drivers definitely remain a concern.

Windows maintains a list of loaded drivers. This doubly-linked list contains structures of the type
LDR_DATA_TABLE _ENTRY. The kernel variable PsLoadedModuleList points to the head of this list. That
variable, in turn, is found in the KDBG structure. The Volatility framework can parse the list of loaded
modules using the plugin 'modules'. There are also two plugins for doing brute force searches for drivers and
their associated device objects. As with processes, walking the list of drivers will only show us the drivers the
operating system knew about. Any drivers which were unloaded or hidden will not be displayed. We'll have to
use the brute force searching plugins for that.
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Driver Stacking (1)

Notepad.exe

NTFS '4 Input/Output
Manager

Disk
Driver

Windows drivers have their operations stacked. While some drivers do talk to hardware devices, many do not.
Instead these middleware drivers serve to interpret instruction from the layers above and below. When a user
process, like notepad.exe, wants to read data from a file, it makes a request to the operating system. That
request is handed over to the kernel, which passes it to the input/output manager, which in turn talks to the
drivers. The request to read a particular file is handled by the driver which supports the filesystem in question.
Let's say, for this system, that's the NTFS driver. That driver translates the read request from a filename into
the logical block numbers on the disk. This request is then passed down the chain, going through the 1O
manager to the disk driver, which can translate the request for logical block numbers into the hardware specific
calls necessary to load data via the ATA or lower level interface.
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Driver Stacking (2)

Notepad.exe

4 Input/Output

TrueCrypt ‘ Manager

Disk
Driver

Memory Forensics In-De

If a new driver is loaded, it can be inserted into this stack. Continuing our example, if the user then loaded the
TrueCrypt driver for doing full-disk encryption, that driver would be stacked between the NTFS driver and
disk driver. From the perspective of the NTFS driver, nothing changes. It receives request from the operating
system to read and write data. The requests for files are translated into read and write requests for logical
blocks on the disk. Those requests are then passed down to the next driver in the stack. The TrueCrypt driver
ensures that the data being passed up is decrypted before being presented to the NTFS driver. Similarly, on the
way down, the TrueCrypt driver ensures that data being written are encrypled before being sent to the disk.
The encryption and decryption process is transparent to the file system driver and to the user application.
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Driver Dispatch Table

Dispatch Routine Address Name

IRP_M]_CREATE Oxeflcb304 | mydriver!MyDriverCreate
IRP_MJ]_CREATE_NAMED_PIPE | 0x81c63fef | ntlIopInvalidDeviceQuest
IRP_M]_CLOSE OxeflcdfS0 | mydriver!MyDriverClose
IRP_MJ_READ Oxeflcd088 | mydriver!MyDriverRead
IRP_MIJ_WRITE 0x81c63fef | nt!lopInvalidDeviceRequest

Memory Forensics In-Depth

Every driver has to follow a set format in order to fit into the layered system. They all must have a function for
being initialized and a function for adding a device. For example, the driver which handles USB devices will
need to be called each time a USB device is connected to the system. This function is used to create the device
objects, one for each device connected to the system, which are also maintained by the operating system.

Each driver must then have a table of the 28 possible dispatch routines. These routines cover the operation of
what user programs and other drivers could ask this driver to do. For example, there are routines to create or
open, read, wrile, control the power, and close. The driver must specify what function in the driver to execute
when such a request is presented to it. The driver doesn't have lo implement every function, however. The
driver can refer requests it does not support to a special function in the kernel, loplnvalidDeviceQuest, which
justreturns an error message.

The example above shows a hypothetical driver, MyDriver.sys, which has been loaded into the system. The
leftmost column contains five of the 28 dispatch requests. The middle column shows the address of the
function which handles that request. Using the symbols provided by Microsoft and our driver's author, we can
then compute the name of the function at that address, which is shown in the right-hand column. For example,
our driver can handle a request to create or open a resource, using the function in the mydriver.sys code called
MyDriverCreate. But a request to creale a named pipe gets directed back to the kernel and the function
lopInvalidDeviceRequest.

These 28 functions all require an Input/Output Request Packet (1RP) to be passed along with the command.
The IRP is a standard form for handling such requests. The 28 dispatch routines are also called the IRP
handlers. When a thread makes an 1/O request, it generates an IRP, passes it up to the kernel, and adds the IRP
to a list it maintains of IRPs it is waiting for. Since the thread can't do anything until the IRP is resolved, it
goes inlo a wait state until it gets a response. We'll talk more about threads and their states in section 12,
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There is other functionality a driver can implement, such as a system for "fast" dispatches which don't use
IRPs. They instead rely on the caching system of Windows. For example, when Notepad needs to read part of

a file from the disk, and that data has already been read by the operating system, a fast /O request will grab
the data from the cache rather than going out to the disk again.
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Driver Details

We can get several details about each driver loaded into the operating system. We get the name of the driver,
which is sometimes different the filename on the disk. (We also get the full path to the driver, too). We also
get the base virtual address where this driver would prefer to be loaded into memory. Like DLLs, drivers can
be relocated in virtual memory. Finally, we get the size, in bytes, of the driver in memory.
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Driver Structures

PsLoadedModulelist

LDR _DATA TABLE_ENTRY

LDR_DATA_TABLE_ENTRY
LDR_DATA TABLE_ENTRY
LDR DATA TABLE ENTRY
LDR_DATA_TABLE ENTRY

When we look at the list of loaded drivers, we slarting with the PsLoadedModuleList kernel variable from the
Kernel Data Debugging Block. This variable in turn points to a list of structures called

LDR DATA TABLE _ENTRYs. (The list is actually doubly-circularly linked, like the list of processes. 1l's
shown simplified above for clarity.) Each of these structures contains the base virtual address for the driver,
where the code lives in memory.
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PsLoadedModuleLlist

379Vv.L 319VL v.iva dal

379gv. 319Vv.L viva Hdl

379v. 319vLl viva ¥al

37gv.Ll 319Vl viva dal

3719v.L 319Vl v.iva dal
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Driver Information vs. Base Address

Driver Code

MZ
This program
cannot be run in
DOS mode.

PE

PsloadedModuleList
LDR_DATA TABLE ENTRY

When we talked about processes, we were generally only concerned with the virtual and physical addresses of
the EPROCESS blocks. When it comes to drivers, however, we will be discussing the location of the driver
information in memory and the base address of the driver. That is, the driver information is the

LDR DATA TABLE ENTRY structures. But the base address of the driver is where the actual code lives.

In the picture above, the driver information is in the center of the picture. The driver base address would be on
the right-hand side--where the code lives. When we go to recover samples of drivers from memory, we will
need the latter.
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Walking List of Kernel Modules
modules (1)

Purpose

e List kernel modules loaded in memory

Important Parameters

e None

Investigative Notes

e Lists loaded kernel modules by walking the doubly linked
list of loaded modules

e Some kernel modules are not device drivers, but all device
drivers are kernel modules*

Memory Forensics In-Depth

The modules plugin works by locating the head of the doubly linked list of LDR_DATA_ TABLE ENTRY
structures maintained by the kernel. Malware may hide from this plugin by unlinking a module from this list.
Note that all device drivers are loaded as kernel modules®*. However, not all kernel modules have associated
driver or device objects. Therefore, to get the most complete list of kernel code loaded, you should use the
modules plugin (as opposed to driverscan or devicetree).

The modules plugin is implemented in volatility/plugins/modules.py

* Okay, well there are “user mode device drivers” written with UMDEF. These are not typically seen in malware
investigations. They also use a kernel module on the back end. If you are interested in these, read the MSDN
documentation on UMDF.
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Walking List of Kernel Modules
modules (2)

p — g
user@siFis vol.py -T APT.img --profilesWinXPSP3x86 modules
Offset(Vv) MName Base Size File
0x823fc3b0 ntoskrnl.exe 0xB04d7000 Ox1fB8680 \WINDOWS\system32\ntkrnlpa.exe
|IOx823fc343 hal.dll 0x806d0000 0x20300 \WINDOWS\system32ihal.dll
0x823fc2e0 kdcom.dll 0xT8b%a0t00 0x2000 \WINDOWS\system32\KDCOM.DLL
0x823fc270 BOOTVID.d1l Oxf8aaanong 0x3000 \WINDOWS\system32\BOOTVID.d1l
0x823fc208 ACPI.sys 0xfa56b000 0x2e000 ACPI.sys
0x823fc198 WMILIB.SYS 0xf8b9c000 0x2000 \WINDOWS\system32\DRIVERS\WMILIB.SYS
0x823fc130 peci.sys 0xf855a000 0x11000 pci.sys
0xB8237c0cO 1sapnp.sys 0xfB69a000 0xa000 isapnp.sys
0x823fc050 compbatt.sys 0xf8aae000 0x3000 compbatt.sys
0xB823ed008 BATTC.SYS 0xf8ab2000 0x4000 VWINDOWS\system32\DRIVERS\BATTC.SYS
0xB23edf98 intelide.sys 0xfahe000 0x2000 intelide.sys
0x823edf28 PCIIDEX.SYS 0xf891a000 0x7000 \WINDOWS\system32\drivers\PCIIDEX.5YS
0xB23edeb8 MountMgr.sys 0xf86aa000 0xb000 MountMgr.sys
OxB23eded48 ftdisk.sys DxT853b000 0x17000 ftdisk.sys
The Base offset is the virtual address
where the actual driver exists in memory

Memory Forensics In-Depth

This shows the partial output of the modules plugin run against the APT.img memory capture. Note that when
the full path to the file is not displayed (as is the case with ACPLsys shown below), the path is
Y%systemroot%'\system32\drivers.

# vol.py -f APT.img —profile=WinXPSP3x86 modules
Offset(V) Name Base Size File

0x823fc3b0 ntoskrnl.exe  0x804d7000  Ox1f3680 "WINDOWSisystem32intkrnlpa.exe

0x823fc348 hal.dll 0x806d0000  0x20300 \WINDOWS\system32\hal.dll

0x823fc2e0 kdcom.dll 0xf8b9a000  0x2000 \WINDOWSisystem32\KDCOM.DLL
0x823fc270 BOOTVID.dIl 0xf8aaa000  0x3000 \WINDOWS'system32\BOOTVID.dII
0x823fc208 ACPLsys 0xf856b000  0x2c¢000 ACPLsys

0x823fc198 WMILIB.SYS  0xf8b9¢000 0x2000 \WINDOWS!system32\DRIVERS\WMILIB.SYS
0x823fc130 pei.sys 0xf855a000  0x11000 pci.sys

0x823fc0c0 isapnp.sys 0xf869a000  0xa000 isapnp.sys

0x823fc050 compbatt.sys  0xf8aac000 0x3000 compbatt.sys
0x823ed008 BATTC.SYS  0xf8ab2000 0x4000 ‘WINDOWS'system32\DRIVERS\BATTC.SYS
... output truncated ...
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Offset(V) Virtual address of the LDR_DATA_TABLE_ENTRY structure
File File on the disk where this driver was loaded from

Base Virtual address where the module starts

Size Size of the module, in bytes

Name Name presented by the module to the system

T oy Forenicn iDepn

Now let's talk about how our tools display that information. The fields returned by the modules plugin are
shown above. By default the plugin provides the virtual address of each LDR_DATA TABLE _ENTRY, but
you can have it provide the physical offset in the memory image by adding the -P flag. The
LDR_DATA_TABLE ENTRY structure contains information on each driver. The filename on the disk may
not include a full path. Other paths may refer to the SystemRoot environment variable. But the vast majority of
these entries will refer to C:\Windows\System32, where drivers are supposed to be stored.
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user@SIFT$ vol.py -T xp-laptop-2005-07-04-1430.vmem --profile=wWinxP5P2x86 modules
offset{Vv) Name Base Size File

0x823fc3b0 ntoskrnl.exe 0x804d7000  0x214100 \WINDOWS\system32\ntoskrnl. exe
0x823fc348 hal.dll Ox806ec000 0x13d80 \WINDOWS\system32\hal.dll

0x823fc2e0 kdcom.dll 0xf8a51000 0x2000 \WINDOWS\system32\KDCOM.DLL
0x823fc270 BOOTVID.d1l 0x 8961000 0x3000 \WINDOWS\system32\BOOTVID.d1l
0x823fc208 ACPL.sys 0xf8502000 0x2e000 ACPI.sys

0x823fc198 WMILIB.SYS 0xf8a53000 0x2000 \WINDOWSA\System32\DRIVERS\WMILIB.SYS
0x823fc130 pci.sys oxfa4f1000 0x11000 pci.sys

0xB23fcOcO isapnp.sys 0xT8551000 0x8000 isapnp.sys

0x823fc050 compbatt.sys 0x 8965000 0x3000 compbatt.sys

0x823ed00B BATTC.SYS 0xf8969000 0x4000 \WINDOWS\System32\DRIVERS\BATTC.S5YS
0x823edf98 Intelide.sys 0xf8a55000 0x2000 intelide.sys

0x823edf28 PCIIDEX.SYS Oxf87d1000 0x7000 \WINDOWS\System32\DRIVERS\PCIIDEX. 5Y5S
0x823edeb8 pcmcia.sys 0xf84d3000 0x1e000 pcmcia.sys

0xB823ede48 MountMgr.sys 0xf8561000 0xb000 MountMgr.sys

0xB23eddd8 ftdisk.sys 0xf84b4000 0x1f000 ftdisk.sys

Memory Forensics In-Depth

Let's take a look at some legitimate drivers. We are now going to use Volatility to walk the list of loaded drivers
indicated by the PsLoadedModuleList variable using the 'modules’ plugin. Along with the memory image filename,
we need to specify the profile for the input memory image. Remember, if you don't know the profile, use the
'imageinfo’ plugin to help you select the correct one.

Here's the command line for the modules plugin:

$ vol.py —f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
modules

You should see output which starts with:

Offset (V) File Base Size Name
0x823fc3b0 \WINDOWS\system32\ntoskrnl.exe 0x00804d7000 0x214100 ntoskrnl.exe
0xB823fc348 \WINDOWS\system32\hal.dll 0x00806ec000 0x013d80 hal.dll
0x823fc2e0 \WINDOWS\system32\KDCOM.DLL Ox00£f8a51000 0x002000 kdcom.dll

0x823fc270 \WINDOWS\system32\BOOTVID.dll 0x00£8961000 0x003000 BOOTVID.d1l
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Modules plugin Output (2)

Dffset V) File Base Size Name
OxEZEfcn0 \WINDOWS\system32\ntoskxrnl.exe 0x00204d7000 0x214100 ntoskrnl.exe
OuBZ37 0048 \WINDOWS\system32\hal.dl1l Ox00R0GecDOD Ox013d80 hal.dll
DxBlZedasl sr.sys 0x00fE46b000 0x012000 sr.sys

Memory Forensics In-Depth

Offset (V) File Base Size Name
0x823fc3b0 \WINDOWS\system32\ntoskrnl.exe 0x00804d7000 0x214100 ntoskrnl.exe
0x823fc348 \WINDOWS\system32\hal.dll 0x00806ec000 0x013d80 hal.dll
0x823edael sr.sys 0x00£846b000 0x012000 sr.sys

Looking at the output of 'modules’ on the XP laptop image, you should see that the kernel itself is the first module in
the list. The kernel is considered a module, just like all of the other drivers. You can even see which file on the disk
contains the kernel. The next entry is the driver for the Hardware Abstraction Layer, or HAL, in hal.dll. This driver
does the work of dealing with the processor and low-level system bus so that the operating system doesn't have to.
You can read all about the other drivers in the Windows Internals book, or by doing searches on the Internet. You may
find it helpful to restrict your searches to pages on microsoft.com.

For example, what is sr.sys?

Hopefully, after searching, you can find that it's part of the Windows System Restore service, which allows users to
return to an earlier state of the machine (e.g. http://msdn.microsofl.com/en-
us/library/bb5216 13(v=winembedded.51).aspx)
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LDR_DATA_TABLE_ENTRY

[ e

e Where execution begins as

Entry Point specified in the PE header of
loaded module

: e Compile time of the loaded
Time/Date module

Stamp  Can be altered by malware
author

Along with the information which is displayed by the 'modules' plugin, the LDR_ DATA TABLE ENTRY
structure contains a few other pieces of data. The structure includes the entry point of the code, or the first
instruction to be executed when the driver is run. This address is crucial for reverse engineering the driver. It
tells us where to start disassembling code. The structure also contains the compile time/date stamp of the
loaded module, but this field can be altered by the compiler. A malware author, especially, could alter this
timestamp to throw you off the case. But maybe they *didn't* alter the timestamp. Maybe the bad guy always
changes the timestamp to the same wacky value. It could be an indicator of a particular person or actor. But
don't bet the farm on it.
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user@sIFTS vol.py -f xp-laptop-2005-07-04-1430.vmem --profile=winXPSP2x86 modules|grep -vi system3z

Offset(V) Hame Base Size File
0x823fc208 ACPI.sys 0xf8502000 0x2e000 ACPI.sys
0x823fc130 pci.sys 0xf84f1000  0x11000 pci.sys
0x823fc0c0 isapnp.sys 0xf8551000 0x9000 isapnp.sys
0x823fc050 compbatt.sys Oxf8965000 0x3000 compbatt.sys
0x823edf98 intelide.sys 0xf8a55000 0x2000 intelide.sys
0x823edeb8 pemcia.sys 0xf84d3000 0x1e000 pimcia.sys
0x823eded8 MountMgr .sys 0xf8561000 0xb000 MounthMgr .sys
0x823eddd8 ftdisk.sys 0x784b4000 0x1f000 fTrdisk.sys
0xB823edd68 PariMgr.sys 0x fE7d9000 0x5000 Parthgr.sys
0x823edcf8 VolSnap.sys 0xfE571000 0xdeD0 VolSnap.sys
0x823edc90 atapi.sys Ox f849c000 0x18000 atapil.sys
0xB23edc28 disk.sys 0xf8581000 0x9000 disk.sys
0x823edb4B fltmgr.sys 0x7847d000 0x1f000 fltmgr.sys
0x823edaed sr.sys 0xf846b000 0x12000 sr.sys
0x823eda70 PxHelp20.sys Ny fRTe1nnn 0x5000 PuHelpl0.sys

Memory Forensics In-Depth

Looking through the output some more, we can see there were a few drivers loaded from outside the System32
directory. You can get an easier look at these entries by running the plugin again, but this time using grep to
remove any line which doesn't contain the string system32. Repeat the same command line, but add a pipe and

'grep -vi system32',

like this:

$ vol.py —f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
modules | grep -vi system32

The -v flag to grep causes it to display any line which does not match the specified pattern.
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Modules plugin Output (4)

0x820ddlds8 \2??\C:\Program
Files\Symantec Client Security\Symantec AntiVirus\NAVAPEL.SYS
Ox00£63d4000 0x011000 MAVAPEL.SYS

0x8215cde8 \?27\C:\Program Files\Symantec\SYMEVENT.SYS
Ox00E5£0a000 0x011000 SYMEVENT.SYS

0x82141548 \72\C:\PROGRA~1\SYMANT~1\SYMANT~1\NAVAP.sys
0x00f5ecc000 Ox032e000 NAVAP.sys

0x82175p20
7 20\C: \PROGRA~1\COMMON~1\ SYMANT~1\VIRUSD~1\20050603.035\NAVEX1
5.sys 0x(00£5e33000 0x099000 NAVEX1S5.sys

UxB8Zl6esch
\270\C: \PROGRA~1\COMMON~1\ SYMANT~1\VIRUSD~1\20050603 . 035\NAVENG

e

.sys 0x00£5e22000 0x0110C0 NAVENG.sys

You should get the following:

Volatile Systems Volatility Framework 2.3

Offset (V) Name Base Size File
0x823fc208 ACPI.sys 0x£8502000 0x2e000 ACPI.sys
0x823fcl130 pci.sys 0x£84£1000 0x11000 pci.sys
0x823fc0c0 isapnp.sys 0x£8551000 0x9000 isapnp.sys
0x823fc050 compbatt.sys O0xfB8965000 0x3000 compbatt.sys
0x823edf98 intelide.sys 0xf8a55000 0x2000 intelide.sys
0x823edeb8 pcmcia.sys 0xf84d3000 0x1e000 pcmcia.sys
OxBZ3eded48 MountMgr.sys Ox£8561000 0xb000 MountMgr.sys
0x823eddd8 ftdisk.sys 0x£f84b4000 0x1f000 ftdisk.sys
0xB823edd68 PartMgr.sys 0x£87d9000 0x5000 PartMgr.sys
0xB823edcfB8 VolSnap.sys 0x£8571000 0xd000 VolSnap.sys
0xB823edcB90 atapi.sys 0x£849c000 0x18000 atapi.sys
0x823edcZ28 disk.sys 0x£8581000 0x9000 disk.sys
0x823edbd48 fltmgr.sys 0xf847d000 0x1f000 fltmgr.sys
0x823edael sr.sys Oxf846b000 0x12000 sr.sys
0x823eda70 PxHelpZ0.sys 0x£87e1000 0x5000 PxHelp20.sys
0x823edal00 KSecDD.sys 0xf8454000 0x17000 KSecDD.sys
0x823ed998 Ntfs.sys 0x£83c7000 0x8d000 Ntfs.sys
0x823ed930 NDIS.sys 0x£839%a000 0x2d000 NDIS.sys
0x823ed8c0 Teefer.sys 0x£837d000 0x1d000 Teefer.sys
0x823ed858 Mup.sys 0x£8362000 0x1b000 Mup.sys
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0x823ed7e8 agp440.sys 0xf85al1000 0xb000 agpd440.sys

0x820dd1d8 NAVAPEL.SYS 0xf63d4000 0x11000 \??\C:\Program
Files\Symantec Client Security\Symantec AntiVirus\NAVAPEL.SYS
0x8215cdc8 SYMEVENT.SYS 0xf5£f0a000 0x11000 \??\C:\Program
Files\Symantec\SYMEVENT.SYS

0xB21df548 NAVAP.sys Oxf5ecc000 0x3e000

\?2\C: \PROGRA~1\SYMANT~1\SYMANT~1\NAVAP.sys

0x82175b20 NAVEX15.sys 0x£5e33000 0x99000
\22\C:\PROGRA~1\COMMON~1\SYMANT~1\VIRUSD~1\20050603.035\NAVEX15.5ys
0xB821l6eec8 NAVENG.sys 0xf5e22000 0x11000

\2?\C: \PROGRA~1\COMMON~1\SYMANT~1\VIRUSD~1\20050603.035\NAVENG. sys

Along with some basic system drivers for things like NTFS and ATAPI disks, we can also see five entries
related to Symantec anti-virus.

We can also see that these drivers were loaded out of the Symantec directory in the Program Files directory.
These drivers are intercepting calls to open and run executables, for example, searching for viruses. These are
legitimate entries. But don't think some piece of malware might not try to camouflage itself by looking like one
of these!
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Scanning for Kernel Modules
modscan (1)

Purpose

e Scan for kernel modules loaded in memory

Important Parameters

* None

Investigative Notes

¢ Will locate kernel modules (LDR_DATA_TABLE_ENTRY
structures) that are unlinked from the loaded modules list

Memory Forensics In-Depth

When a driver is loaded, it creates a number of device objects which correspond to resources it controls. These
could be hardware devices, filesystems objects, and so on. If all of these objects go away, however, Windows
will automatically unload the driver. This is done to reclaim the space in both virtual and physical memory.
There is only so much room in the kernel's virtual address space, regardless of how much physical memory is
present on the system!

If a driver is unloaded, it is removed from the list of loaded kernel drivers on the system, and thus will no longer
be visible in the output of the modules plugin. Just because it's been unloaded, however, doesn't mean that the
LDR_DATA TABLE_ENTRY structure will be destroyed. Such structures, like process information, will stay
in memory until overwritten,

Because they're still in memory, we can scan for them and find them!

The modscan plugin searches kernel memory for pools with the tag “MmLd’. Because is scans memory for
these pool tags (rather than walking the LDR DATA TABLE ENTRY list). Because some malware may
unlink itself from this list, the loaded kernel module would not be present in the output of the modules plugin.

Because this module scans memory, duplicate entries are possible. This happens when a

LDR DATA TABLE ENTRY object is assigned to memory that is paged out and then paged back in ata
different physical address and the old physical memory is not overwritten. Recently unloaded modules may also
be located using modscan.

It 1s implemented in volatility/plugins/modscan.py
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modscan (2)

B Gt e ]
user@sIFTS vol.py -T xp-laptop-2005-07-04-1430.vmem -—prnfilezwiniﬁspzxso modscan

offset(P) Name Base Size File

0x0000000001358%e8 kmixer.sys 0xf5786000 0x22000 [HE???=7222227022222272222727222727228s
0x0000000001f71228 pwd 2k.5YS 0xf73b0000 0x19000 \SystemRoot'\System32\Driversipwd 2k, SYS
0x0000000001f73228 RDPLDD. sys Oxfaardono 0x2000 \SystemRoot\System32\DRIVERS\RDPCDD.sys
0x0000000001ff96e8 atildrab.dil Oxbfad3000 0x56000 \SystemRoot\System32iatildrab.dll
0x000000000200ee78 cdudf_xp.SYS axf7356000 0x3a000 \SystemRoot\System32\Driversicdudf xp.SYS
0x0000000002020110 raspti.sys 0xfa8c 1000 0x5000 \SystemRoot\System32\DRIVERS\rasptl.sys
0x000000000203ab58 mssmbios. 5ys 0xfaa3soon 0x4000 \SystemRoot\Systemi2\DRIVERS\mssmbios. sys
0x000000000203e7c0 update.sys 0xfapesnon 0x34000 \SystemRoot\System32\DRIVERS\update.sys
0x000000000203Fced swenum.sys oxfBa?1000 0x2000 \SystemRoot\System32\DRIVERS\swenum. sys
0x0000000002066260 termdd.sys OxfE691000 0xadD0 \SystemRooT\System3i2\DRIVERS\termdd.sys
0x000000000206C 340 raspptp.sys 0xfE641000 0xc000 \SystemRoot\System32\DRIVERS\raspprp. sys
0x000000000206C548 raspppoe. sys oxfgs3itoon 0xb000 \SystemRoot\System32\DRIVERS\raspppoe.sys
0x000000000206d6b8 ndiswan.sys 0xT8194000 0x17000 \SysremRoot\System32\DRIVERS \ndiswan.sys
0x000000000206e640 psched.sys 0xf8183000 Ox11000 \SystemRoot\System32\DRIVERS\psched.sys
0x0000000002067390 ndistapi.sys 0xT8219000 0x3000 \SystemRoot\System32\DRIVERS\ndistapl.sys
0x000000000206Tbd8 raslztp.sys 0xT8621000 0xd000 \SystemRoot\System32\DRIVERS\rasl2tp.sys
0x0000000002084e78 ptilink.sys 0xf8ahS000 Ox5000 \SystemRoot\System32\PRIVERS\ptilink. sys
0x0000000002086b18 rasacd.sys 0x fE9e9000 0x3000 \SystemRoot\System32\DRIVERS\rasacd.sys

Memory Forensics In-Depth

Below is example output from the modscan plugin. Unlike the pslist and psscan plugins for processes, there is
no psxview like plugin for modules. You're left to find differences between the output lists yourself.

user@SIFTS$ vol.py -f xp-laptop-2005-07-04-1430.vimem —profile=WinXPSP2x86 modscan
Offset(P) Name Base Size File

0x00000000013589¢8 kmixer.sys 0xf5786000 0x2a000 ?227=272777222792707977772722777277Bs
0x0000000001171228 pwd 2k.SYS 0xf73b0000  0x19000
\SystemRoot\System32\Drivers\pwd 2k.SYS

0x0000000001£73228 RDPCDD.sys 0xf8a7d000  0x2000
\SystemRoot\System32\DRIVERS\RDPCDD.sys

0x0000000001196e8 ati2drab.dll 0xbf9d3000 0x56000 \SystemRoot\System32\ati2drab.dll

0x000000000200ee78 cdudf xp.SYS 0xf7356000 0x3a000
\SystemRoot\System32\Driversicdudf xp.SYS

... output truncated ...
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Modscan plugin Output

Field Description

Offset(P) Physical address of the LDR_DATA_TABLE_ENTRY structure
Name Name presented by the module to the system

Size Size of the module, in bytes

File File on the disk where this driver was loaded from

The output of modscan is almost identical to the output of modules. The only difference is that the offset field
is always the physical offset in the memory image. Because we're doing a brute force scan, the plugin does not
see the virtual addresses of these structures.
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user@SIFrslvul.py -f xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86 modules |wc -1]
128
user@sIfFTS hol.py -f xp-laptop-2005-07-04-1430.vmem --profile=winXPSP2x86 modscan |wc -1|
202
user8SIFTS jecho 202-128 |be
74

user@sIFTS fvol.

em --profile=WinXPSP2x86 modscan

Ox00000000020a8050 wgon. sys 8 U000 \SystemAoat oY Ea\Drivers wgbn.sys
0x00000000020b8T00 webn.sys Oxf8ad7000 0x2000 \SystemROOEA\SYSTEM3I2\Driversiwgsn.sys
Ox000000000218b388 wp3n.sys 0xfBad3000 0x2000 \SystemRoot\SYSTEM32\Driversiwg3n.sys
0x000000000218e8d0 wgdn.sys 0xfBads000 0%2000 A\SystemROOLNSYSTEMI2\Dr iversiwgdn. sys
0x0000000003e53100 wgsn.sys 0xf8ad7000 0x2000 \SystemRoot\SYSTEMI2\Dr iver s\wgsn.sys
Ox0000000003F0a388 wgldn.sys Oxf8ad3000 0x2000 \SystemRoot\SYSTEM3I2\Drivers\wgin.sys
0x000000000239bb90 WE6N. Sys 0xf8ado000 0x2000 \SystemRoot\SYSTEM3I2\Drivers\wgén.sys
0x000000000eT7bTO0 wpsn.sys 0xfaad7000 0x2000 \SystemRoot\SYSTEMI2\Driversi\wgsn.sys
0x0000000014058b90 wgbn. sys Ooxf8ad9000 0x2000 \SystemRoOtA\SYSTEM32\Drivers\wgbn.sys
0x000000001e671b90 wgén.sys Oxf8ad2000 0x2000 \SystemRoot\SYSTEM32\Drivers\wgbn,sys
0x000000001f235f00 wgsn.sys Oxf8ad7000 0x2000 \SystemRoot\SYSTEM32\Drivers\wgsn.sys

userasIfTs I

Memory Forensics In-Depth

Along with unloaded and hidden drivers, we're also going to find some duplicate entries in the module scan.
Oflen times, a lot of them. We're going to do a hands on exercise to demonstrate just how many duplicates
there can be. First we're going to run the modules plugin again, but this time piping it through we, a program to
count the number of lines in the output. (The -1 flag is what makes this program count lines). It's the same
command line we used before, but with an extra pipe at the end:

$ vol.py -f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
modules | wc -1

127

We can see there are 127 lines of output in the list of loaded modules.

We then repeat the process with modscan, like this:

$ vol.py —-f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
modscan | we -1

202

And this time we see there 201 lines in the output. Doing a scan instead of walking the list yielded an
additional 74 possible drivers!

(The be program is a calculator program for *nix systems.)
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Before we get too excited about all of those extra results, we have to look for and weed out the duplicate
values. And there are lots of them. For example, let's look for all of the drivers which have wg in the name:

$ vol.py -f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
modscan | grep wg

You should get the following output:

0x020a8b90 "\SystemRoot\\SY STEM32\\Driverst\\wg6n.sys' 0x00f8ad9000 0x002000 'wgbn.sys'
0x020b8f00 "\SystemRoot\\SY STEM32W\Drivers\\wg5n.sys' 0x00f8ad7000 0x002000 'wg5n.sys'
0x0218b388 "\SystemRoot\SY STEM32\\Drivers\iwg3n.sys' 0x00f8ad3000 0x002000 'wg3n.sys'
0x0218e8d0 "\SystemRootW\SY STEM32\\Driverstiwg4n.sys' 0x00f8ad5000 0x002000 'wgdn.sys'
0x03e53100 "\SystemRoot'\\SYSTEM32\\Drivers\\wg5n.sys' 0x00f8ad7000 0x002000 'wg5n.sys'
0x0310a388 "\SystemRoot\SY STEM32\\Drivers\\iwg3n.sys' 0x00f8ad3000 0x002000 'wg3n.sys'
0x0e89bb90 "\SystemRoot\\SY STEM32\\Drivers\\wgbn.sys' 0x00£8ad9000 0x002000 'wgbn.sys'
0x0ef7bf00 "\SystemRootW\SYSTEM32\\Drivers\\wg5n.sys' 0x00f8ad7000 0x002000 'wg5n.sys'
0x14058b90 "\SystemRoot\\SY STEM32\\Drivers\\wgon.sys' 0x00£8ad9000 0x002000 'wgbn.sys'
0x1e671b90 "\SystemRoot\\SY STEM32V\Drivers\iwgén.sys' 0x00f8ad9000 0x002000 'wgbn.sys'
0x 1235100 "\SystemRootW\SY STEM32\\Drivers\\wg5n.sys' 0x00£8ad7000 0x002000 'wg5n.sys'

There are really only four distinct entries here, but several copies of each. These four drivers account for
eleven entries in the modscan output. For example, wg3n.sys, which has identical virtual offsets 0x00{8ad3000
and size of 0x2000, can be found at offsets 0x21b8388 and 0x3f0a388. In memory images, duplicates happen.
Don't be alarmed when you see them.
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Now that we've talked about legitimate drivers, let's focus on how malicious drivers can fit into the picture.

A favorite technique of malware is to insert itself in the driver layers. There are many existing techniques to do
this, and more are being invented all the time. The simplest method is to insert a malicious driver between two
legitimate drivers. For example, if a piece of malware wanted to hide files on the disk, it could insert a driver
between the NTFS driver and the operating system. When a user process, say notepad.exe, requests to read
files on the disk, the resulting data from the NTFS driver can be intercepted and edited before being presented
to the user. The "hidden" files will still be stored on the disk, but won't be viewable by the user.

55



Finding Device Objects

devicetree (1)

Purpose

¢ Find device objects associated with loaded drivers

Important Parameters

e None

Investigative Notes

o Locate device objects and device hierarchy
e Device hierarchy may help infer a driver’s purpose

Memory Forensics In-Depth

The devicetree plugin enumerates drivers and their associated device objects. Additionally, it shows the
hierarchy of device objects. Some device objects have attached drivers, These drivers are the next layer.

The devicetree plugin inherits from the driverscan plugin as it’s base class. It is implemented in
volatility/plugins/malware/devicetree.py .

Note that the HidUsb driver has an unnamed device. This device in turn has an attached driver ‘mouhid’.
Finally, the mouhid driver has an attached driver Mouclass. This output shows the relationships between these
drivers that might not otherwise be obvious simply by running the modules command.

DRV 0x023577e0 \Driver\HidUsb

---| DEV 0x822¢0658 00000062 FILE_DEVICE UNKNOWN

------| ATT 0x81f71020 -‘\Driver'mouhid FILE_DEVICE_MOUSE

--------- | ATT Ox81f111d0 PointerClass3 - \Driver\Mouclass FILE DEVICE MOUSE

vol.py -f APT.img --profile=WinXPSP3x86 modules |egrep -i 'mouclass|hidusb/mouhid'

Volatility Foundation Volatility Framework 2.3.1

0x8233 1¢50 mouclass.sys 0xf895a000  0x6000 \SystemRoot'system32\DRIVERSimouclass.sys
0x8219ae70 hidusb.sys 0xf82ba000  0x3000 \SystemRoot\system32'\DRIVERS'hidusb.sys
0x82197¢18 mouhid.sys 0xf8167000  0x3000 \SystemRoot'system32\DRIVERS\mouhid.sys
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Finding Device Objects

[ s S A TR e

user@SIFT$ vol.py -f APT.img --profile=WinxXP5P3x86 devicetree
DRV 0x01fab5f0 \FileSystem\Cdfs
---| DEV 0x82155030 Cdfs FILE_DEVICE_CD_ROM_FILE_SYSTEM
DRV 0x01facf38 \FileSystem\MRxDAV
---| DEV OxBle6lae8 WebDavRedirector FILE_DEVICE_NETWORK_FILE_SYSTEM
DRV Ox01fc0978 \Driver\WS2IFSL
---| DEV 0x82301a68 WS2IFSL FILE_DEVICE_NAMED_PIPE
DRV 0x01fc3458 \Driver\RDPCDD
---| DEV 0x82305cal Video4 FILE_DEVICE_VIDEO
DRV Ox01¥c4978 \Driver\Wanarp
---| DEV 0x81f1£860 WANARP FILE_DEVICE_NETWORK
DRV 0x01fc4dad \Driver\NetBT
---| DEV 0x81f6ed30 NetBT_Tcpip_{5BODABCE-DAD3-46B2-9C5D-5618273C35F6} FILE DEVICE_NETWORK
---| DEV 0x81df2a58 NetBt Wins_Export FILE DEVICE _NETWORK
---| DEV OxB1f72hc8 NetbiosSmb FILE_DEVICE_NETWORK
DRY 0x01fc5b10 \DriverhIPSec
---| DEV O0x81dc56C8 IPSEC FILE_DEVICE_NETWORK
DRV 0x01fc5f38 \FileSystem\vmhgfs
--| DEV Ox81dca2e0 hgfsInternal UNKNOWN
--| DEV 0xB2304030 HGFS FILE_DEVICE NETWORK_FILE_SYSTEM

W"'" - Memory Forensics In-Depth M

Below is sample output for the devicetree command. The devicetree command enumerates driver objects. For
each driver object located, it then checks for associated device objects. ldentifying the device object may be
useful for inferring the purpose of an unknown driver. Additionally, an attacker may change the name of a
device driver (and it’s signature) to hide from security software. However, sometimes attackers reuse code
and continue to use the same device name. Because the devicetree plugin enumerates device objects, it gives
investigators a view into this type of attack.

# vol.py - APT.img —profile=WinXPSP3x86 devicetree

DRV 0x01fab5f0 \FileSystem\Cdfs

---| DEV 0x82155030 Cdfs FILE DEVICE CD ROM FILE SYSTEM

DRV 0x01facf38 \FileSystem\MRxDAV

---| DEV 0x81e61ae8 WebDavRedirector FILE DEVICE NETWORK_FILE SYSTEM
DRV 0x01£c0978 \Driver\WS2IFSL

---| DEV 0x82301a68 WS2IFSL FILE DEVICE NAMED PIPE

DRV 0x01fc3458 \Driver\RDPCDD

--—-| DEV 0x82305ca0 Video4 FILE DEVICE VIDEO

DRV 0x01fc4978 \Driver\Wanarp

---| DEV 0x81f1e860 WANARP FILE DEVICE NETWORK

DRV 0x01fc4da0 \Driver\NetBT

---| DEV 0x81f6ed30 NetBT Tcepip {5BO0ABC6-D4D3-46B2-9C5D-5618273C35F6}
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IRP Hooking (1)

f s = T
B Da O % Acdre 3 =
IRP_M]_CREATE Oxef1cb304 | mydriver'MyDriverCreate
IRP_MJ]_CREATE_NAMED_PIPE | 0x81c63fef | nt!IopInvalidDeviceQuest
IRP_M)_CLOSE Oxef1cdf50 | mydriver!MyDriverClose
IRP_M]_READ Oxeflcd088 e i

0x8badf00d | evilevil'RootkitRead

IRP_MJ]_WRITE 0x81c63fef | ntllopInvalidDeviceQuest

Inserting a driver can be rather obvious, and malware authors like to avoid detection.

Another technique for hiding a driver is to alter the pointers in a driver's dispatch table. Instead of pointing to
the legitimate function in the driver, they will change the pointer to one in another driver. For example,

continuing our example of MyDriver.sys, a malicious programmer could overwrite the address of the function
used to process IRP MJ READ requests with the address of another function.

This technique can also be detected. For each driver we examine, the functions to handle each IRP should be
in the code loaded by that driver.
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IRP Hooking (2)

Dispatch Routine Address Name

IRP_MJ_CREATE Oxeflcb304 | mydriver!MyDriverCreate
IRP_MJ]_CREATE_NAMED_PIPE | 0x81c63fef | nt!IopInvalidDeviceQuest
IRP_MJ_CLOSE Fledf mydriver!MyDriverClose
IRP_M]_READ mydriver!MyDriverRead
IRP_MJ_WRITE nt!IopInvalidDeviceQuest

MyDriver.sys::MyDriverRead

{
JUMP(evilevil!RootkitRead);

Instead of replacing the entry in the dispatch table, a malicious user could overwrite part of a legitimate code.
The example above is stylized, but should get the point across. The real code is in machine language.

There are semi-automated tools for doing this kind of detection work. The one we will be discussing,
driverirp, allows us to spot this type of trampoline hooking by translating the first code sections pointed to be

each entry into assembly instructions.
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Finding Driver Hooks

Purpose

e Analyze driver callback functions (IRPs)

Important Parameters

¢ -r Regex of driver name to match

Investigative Notes

e Useful for discovering hooked drivers

o Not all hooked drivers are bad, security products hook
network and filesystem drivers regularly

Memory Forensics In-Depth

The driverirp plugin is used to enumerate 10 request packet (IRP) handlers. These functions are used to perform
asynchronous actions in the kernel. Most drivers operate asynchronously, meaning that they do not execute any
threads. They only execute code when called upon by another kernel thread. IRP handlers are registers by the
driver when loaded for common functions like read and write.

In general, the address for a driver’s IRP handler should be in the driver’s code section itself. Any IRP that is
handled by code outside the driver has been hooked. This isn’t always bad, as security products do this
regularly. However, these modules with hooked functions should be given extra attention. Note that the 10
manager will default to ntoskrnl.exe for any IRP not implemented in the driver.

The driverirp plugin inherits from the driverscan plugin as it’s base class. It is implemented in
volatility/plugins/malware/devicetree.py
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driverirp (2)

e The Cdfs driver implements some IRPs, but
others default to ntoskrnl.exe

user@sIiFT$ vol.py -T APT.img --proTille=winXPSP3x86 driverirp

DriverName: Cdfs
DriverStart: 0xf871a000
DriverSize: 0xf900
DriverStartIo: OxO

0 IRP_MJ_CREATE 0xT871a400
1 IRP_MJ_CREATE_NAMED_PIPE 0xB04f355a
2 IRP_MJ_CLOSE 0xf871a400
3 IRP_MJ_READ 0xf871a400
4 IRP_MJ_WRITE 0x804f355a

Cdfs.SYS
ntoskrnl.exe
Cdfs.sSYsS
Cdfs.syYs
ntoskrnl.exe

WJ— S Memory Forensics In-Depth

The Cdfs driver implements some [RPs, but some default to ntoskrnl.exe as seen above in the driver’s dispatch
table. This is completely normal. What we are looking for here to detect malware are IRPs that do not belong

to the driver, ntoskrnl.exe, or any security software. The most common functions to hook are

IRP_MJ CREATE, IRP_MIJ READ and IRP MJ WRITE.

vol.py -f APT.img --profile=WinXPSP3x86 driverirp

DriverName: Cdfs
DriverStart: 0xf871a000
DriverSize: 0xf900
DriverStartlo: 0x()

0 IRP_MJ CREATE 0xf871a400 Cdfs.SYS
1 IRP_MJ CREATE NAMED PIPE 0x804f355a ntoskrnl.exe
2 [RP MJ CLOSE 0xf871a400 Cdfs.SYS
3 IRP_MJ READ 0xf871a400 Cdfs.SYS
4 IRP MJ WRITE 0x8041355a ntoskrnl.exe
5IRP_MJ QUERY INFORMATION 0xf871a400 Cdfs.SYS
6 IRP_MJ SET INFORMATION 0xf871a400 Cdfs.SYS
7IRP MJ QUERY EA 0x804f355a ntoskrnl.exe
8 IRP_ MJ SET EA 0x804f355a ntoskrnl.exe
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9 IRP MJ FLUSH BUFFERS

0x804f355a ntoskml.exe

10 IRP_MJ QUERY VOLUME INFORMATION 0xf871a400 Cdfs.SYS

I1IRP MJ SET VOLUME INFORMATION
12 IRP_MJ DIRECTORY CONTROL

13 IRP_MJ FILE SYSTEM CONTROL

14 IRP_ MJ DEVICE CONTROL

15 IRP_MJ INTERNAL DEVICE CONTROL
16 IRP_MJ SHUTDOWN

17 IRP_ MJ LOCK CONTROL

18 IRP_MJ CLEANUP

19 IRP MJ CREATE MAILSLOT
20 IRP_MJ QUERY SECURITY
21 IRP MJ SET SECURITY

22 IRP_MJ POWER

23 IRP MJ SYSTEM CONTROL
24 IRP MJ DEVICE CHANGE
25 IRP_MJ QUERY QUOTA

26 IRP MJ SET QUOTA

27IRP MJ PNP

... output truncated ...

0x8041355a ntoskrl.exe
0xf871a400 Cdfs.SYS
0xf871a400 Cdfs.SYS
0xf871a400 Cdfs.SYS
0x804f355a ntoskrnl.exe
0xf871dc74 Cdfs.SYS
0xf871a400 Cdfs.SYS
0xf871a400 Cdfs.SYS
0x804f355a ntoskrnl.exe
0x804f355a ntoskrnl.exe
0x804f355a ntoskrnl.exe
0x804f355a ntoskrnl.exe
0x8041355a ntoskml.exe
0x8041355a ntoskrnl.exe
0x8041355a ntoskrnl.exe
0x804f355a ntoskrnl.exe
0xf871a400 Cdfs.SYS
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Driver Kernel Objects

C '

~ [name information]

- OBJECT_HEADER
DRIVER_OBJECT

DRIVER_EXTENSION

WOW Forensics In-Depth

Along with searching for LDR DATA TABLE_ENTRY structures, we can also search for kernel objects in
the pool memory. Driver information is stored in the non-paged pool with the pool tag "Driv" before the
protection bit is set. With the PROTECTED POOL bit set in the pool tag the actual hex bytes being searched
are 44 72 69 f6. The Volatility plugin 'driverscan' searches for and displays these structures.

There are three structures which are always found together and make up the driver information we can glean.
Firstis an OBJECT _HEADER. Every object in the kernel has one of these structures, which gives the type of
object, how many pointers and handles are open to that object, and where the object's name is stored. (The
actual name data is above the object header, actually.) Afier the object header is a DRIVER_OBIJECT
structure, which contains information about the driver, the addresses of its functions, which devices it controls,
and so on. Finally, the DRIVER_EXTENSION structure points to the Service Key Name, which is the registry
key where this driver stores its configuration settings (i.e. HKLM\SY STEM\[ControlSet]\Services).
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* Scanning for DRIVER_OBJECT (1)

driverscan

BT i i RN i p—t i)

Purpose

» Discover driver objects in memory

Important Parameters

e None

Investigative Notes

e DRIVER_OBIJECT structures may indicate drivers in
memory

e May discover drivers with this plugin that are missed with
modscan and modules plugins

. Memory Forensics In-Depth

The driverscan plugin is used to locate DRIVER OBIJECT structures in kernel pool memory. A

DRIVER OBIJECT may not be present for every module loaded in the kernel so you may observe less output
with this plugin than with modules or modscan. Typically those drivers that rely on IRP related callbacks will
have DRIVER OBIJECTS (think of a filesystem driver or a driver for a USB device). Those modules that only
run (or contribute libraries to) kernel threads are unlikely to have DRIVER_OBIJECTS.

The driverscan plugin is important because it offers yet another way to discover code running in the kernel. A
rootkit developer loading a filter driver is likely to have instantiated a DRIVER OBIJECT. Even if the rootkit
developer removed the driver from the loaded module list, driverscan still may be able to locate the
DRIVER_OBJECT structure.
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Geek out! Details

driverscan

e Implemented in filescan.py

e Searches for objects of pool tag "Dri\xf6"
— Attempts to build an OBJECT_HEADER from the
pool memory found

— Checks the type of the OBJECT_HEADER to ensure
that it is a driver

The driverscan plugin is implemented in the file volatility/plugins/filescan.py.

It searches memory for memory allocated with the "Dri'xf6™ pool tag. When memory with that pool tag is
located, it then builds an OBJECT_HEADER based on the position of the DRIVER _OBJECT. The
OBJECT HEADER is checked to see if the type of the OBJECT is a driver.
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Scanning for DRIVER_OBIJECT (2)

Field Description

Offset(P) Offset in the memory image where this driver object was found
#Ptr Number of pointers to this object
(Should not be zero)
Start Virtual address where the driver begins
Size Size of PE :
Service Key Registry key where driver stores its settings
Name Short Name
Driver Name | Full name to driver used by the Object Manager

Here are the fields which the driverscan plugin outputs. Again, we don't get the virtual address where these
structures were found because it’s a brute-force search. We only get the physical offset in the memory image
where they were found. Drivers which the operating system doesn't know about may also have zero pointers to
them. If the number of pointers field is zero, the driver in question may be suspicious.

66



* Scanning for DRIVER_OBJECT (3)

e
user@SIFTS{vol.py -T /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86 driverscan |
offset(P) FFTF #Hnd Start Size Service Key Hame Driver Name
0x000000000145cT38 3 0 oxf8ef1000 0xE700 Wanarp wanarp \Driveriwanarp
0x000000000145dd28 3 0 oxf86a1000 OxBER0 Fips Fips WDrivervFips
0x000000000145T850 4 0 oxf7167000 Ox6ed400 MRxSmb MR xSmb WFileSystem\MRxSmb
0x0000000001461458 3 0 0xf71d6000 0x20f00 IpNat Tplat \DriveriIphNat
0x00000000014d52c0 10 0 0x00000000 Oxd \Driver\Win3ik Win3dk \DriverisWin3zk
0x00000000014df 1¢c8 3 0 0xf552a000 Oxchad WPC1T WPC11 \Driver\WPC11
0x00000000014e7030 3 0 oxf2ad7o00 Ox2000 wgin wWESn ADraverwgsn
0x00000000014e7458 3 0 Oxf8ad3000 02000 wg3n wgsn \Driveriwg3in
0x00000000014e7da0 3 0 0xf8ad000 0x2000 wgén wgen \Driver wghn
0x00000000014e83b8 3 0 0xfaads000 0x2000 wg4n wgAan \Driverwgan
0x00000000014e5b10 a 0 0xfSecc00n Ox3e000 NAVAP NAVAP vOriver \NAVAP
0x0000000001429138 4 0 0xf2933000 Dx67B0 USBSTOR USBSTOR “Driver \USBSTOR
0x00000000014ea458 3 0 Oxf5e33000 0x98e20 NAVEX1S NAVEX1S \Driver \NAVEX1S
0x000000000 1 4eab10 3 0 0xf5e22000 Ox109B0 NAVENG HAVENG LDriver \NAVENG
0x000000000141 1458 5 0 0xf3ctanoo 0x14400 wdmaud widdriatd A0r Lver wwednaud
0x000000000147 1010 3 0 Oxf3d7fo00 Oxed80 sysaudio sysaudio \Driver\sysaudio
0x00000000014f42¢c0 5 0 0xf5234000 0x40100 HITP HTTP \Driver \HTTP
0x000000000151d2¢ 3 0 0xfEE2booo 0x3280 Ndisuio Ndisuio wOriveriNdisuio
0x0000000001571138 3 0 0xf71froa0 Ox2aa00 Rdbss Rdbss “FileSystem\Rdhss

Memory Forensics In-Depth.

We're going to do a hands-on exercise now with the driverscan plugin. The command line is similar to the
others we have used in this section:

vol.py -f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
driverscan

You should see output which starts with:

Offset Obj Type #Ptr #Hnd Start Size Service key Name

0x0145¢f38 0x823b25b8 3 0 0xf86f1000 34560 'Wanarp' 'Wanarp' “\Driver\\Wanarp'
0x0145dd28 0x823b25b8 3 0 0xf86al1000 34944 'Fips' 'Fips'  "\Driver\\Fips'

0x0145850 0x823b25b8 4 0 0xf7167000 451584 'MRxSmb'  'MRxSmb' "\FileSystem'\MRxSmb'
0x01461458 0x823b25b8 3 0 0xf71d6000 134912 'IpNat' 'IpNat'  "\Driver\\IpNat'

Don't worry if you see a driver's name is blank. The unicode string which contained the name may have been
paged out. Also, remember this is a brute force scan, and it may find data which isn't actually a driver object.
It's unlikely, due to the pool header verification, but it is always a possibility.
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Recovering Drivers (1)

P m S T

Medules plugin:
Offset (V) File Base Size Name
0x821e9460  SystemRoot!System32iDRIVERS tepip.sys| 0x00{7294000f 05058000 tepip.sys

Driversean plugin:
Offset #Ptr # Hnd Start Size Service key  Name Driver Name
0x020e8700 7 0 0x17294000 | Ox38000  Tepip Tepip Driver\Tepip

Moddump plugin;
$ vol.pv —f feases/xp-laptop-2005-07-04-1430.vmem ~protile=WinXP5P2x86 moddump

~b Ux[7294000 }-D /cases/outputitepip

Looking at all of these modules in memory is nice, but if we're going to do any kind of serious analysis we will
need to pull out a copy of these drivers from memory. Thankfully, this is not hard, and Volatility includes a plugin,
moddump, to do this for us. The plugin uses the virtual address of the driver's base address which must be
specified in hexadecimal. You can get this value from the "Base" field in the modules or modscan plugins or the
"Start" field in driverscan. For example, let's say we wanted to recover a sample of the TCPIP DLL, tcpip.sys,
from the xp-laptop image.

We will need the virtual address of the base of the tcpip.sys driver, which we can get from either the modules,
modscan, or driverscan plugins. Here's the output from modules:

Offset (V) File Base Size Name
0x821e9460 \SystemRoot\System32\DRIVERS\tcpip.sys 0x00£7294000 0x058000 tcpip.sys

This gives us the base address of 0xf7294000.
The moddump plugin also needs a command line flag specifying where it should write the output files. You can't
use the tilde shortcut in this command line option. Instead you must specify the directory name. Thus, the full

command line to dump out the tepip.sys driver from the xp laptop memory image would be:

$ vol.py —f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
moddump -b 0x£7294000 --dump-dir=/cases/output

The result is stored in the dump-directory as driver.[virtualaddress].sys. In this case we should get a file
driver.f7294000.sys.
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Memory Forensics In-Depth

Let's take a look at the kind of data extracted from the memory image using the file command:

$ file /home/sansforensics/output/driver.£7294000.sys

/home/sansforensics/output/driver.£7294000.sys: PE32 executable (native)
Intel 80386, for MS Windows

So far, so good! We extracted a Windows executable. Looking at the start of the file in a hex editor, above, we
can clearly see the MZ and PE headers. (The PE header is at offset 0xd8.)

The file we've recovered is not the same as the original on the disk before being loaded by Windows. When
executables are loaded, there are small changes made in the code. Functions get remapped, parts moved
around, and so on. Although Volatility reverses some of these changes, it can't undo all of them. As a result,
searching for this exact file in a list of known files, such as the NSRL, won't get a hit.

But this doesn't mean you can't use existing resources to save yourself some analysis time. Before you begin
your own analysis, try looking up your recovered sample in the NSRL (you never know, it might work!),
submitting it to Virus Total, or scanning it with your anti-virus software. There's no sense in repeating what's
been done before.

Virus Total, http://virustotal.com/, is a free, web-based service for scanning files against a few dozen anti-virus
engines. You can get a report back quickly with the results of each anti-virus engine listed separately. Keep in
mind that anything you submit to this site may be passed along to the anti-virus companies, and presumably
other entities as well. Don't submit anything you don't want to be made public!
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Extract a Kernel Module
moddump (1)

- S — RR—

¢ Extract a module from kernel memory

Important Parameters

¢ -D dump directory

+ -u bypass some checks for PE header

-r Regex, dump modules matching this regex
-i match regex case insensitive

» -b base address of the driver

Investigative Notes

« Extract kernel modules for static analysis
s Scan kernel modules extracted with antivirus

L]
L

The moddump plugin extracts modules from kernel memory. The plugin attempts to validate that the base
address (-b) is valid by performing a number of checks for a valid PE header. This check can be bypassed by
using the unsafe (-u) option. If you identify an unknown module using the modules or modscan plugin, you can
extract it using the moddump plugin. This allows you lo run strings against the extracted module or scan it using
antivirus software.

1t is implemented in volatility/plugins/moddump.py
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| Extract a Kernel Module
moddump (2)

user@SIFT$ vol.py -f APT.img --profile=WinXPSP3x86 moddump -D /tmp -b Oxf649b000

Module Base Module Name Result
0x0f649b000 mrxdav.sys OK: driver.f649b000.sys
L= L
M virustotal
SHAZ56. 0449765092e036d08523e470297a05601 8ufbcc4 93009 3eeb0ad9ac 1200342
File name: driver.f649b000.sys
Detection ratio: 0 48
Analysis dater  2014-01-07 02:38:28 UTC ( & minutes ago |

Wow, we just found a possibly suspicious kernel module using the modscan module. | was just reading a
report on stuxnetl and saw that it uses the driver mrxnet.sys. Then | saw the module mrxdav.sys. 1 wonder if
this is a stuxnet variant? To find out, let’s dump the module and scan it with virustotal.

# vol.py -f APT.img --profile=WinXPSP3x86 moddump -D /tmp -b 0xf649b000
Module Base Module Name Result

0x01649b000 mrxdav.sys OK: driver.f649b000.sys
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Display Unloaded Modules
unloadedmodules (1)

Purpose

» Find recently unloaded kernel modules

Important Parameters

s None

Investigative Notes

» Recently unloaded kernel modules are stored in a list
maintained in the kernel

e May be used to discover malware
e Malware may also unload security software modules

Memory Forensics In-Depth.

The unloadedmodules plugin is used to enumerate kernel modules that have been recently unloaded. The
Windows kernel maintains a list of those modules that have recently been unloaded (for some definition of
recent). This is useful for debugging since recently unloaded kernel modules may have leave dangling pointers,
causing a bugcheck (or BSOD).

[f an attacker uses a kernel module to perform some action (like dumping physical memory or hiding a process)
and then unloads the module, the module will be in the recently unloaded modules list for some time. Similarly,
if an attacker unloads a security software filter driver so she won’t be caught performing some malicious action,
this driver will also be in the recently unloaded modules list.
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Display U'hlgéaed Modules

unloadedmodules (2)

user@SIFTS fvol.py -f win7packed.vmem --profile=Win7SP0x86 unloadedmodules|
Name StartAddress EndAddress Time
dump_dumpfve.sys 0x0088087T000 0x880a0000 2012-01-31 18:14:18
dump_LSI_SAS.sys 0x0088077000 0x8808f000 2012-01-31 18:14:18
dump_storport.sys 0x008806d000 0xB88077000 2012-01-31 18:14:18
crashdmp.sys 0x0088060000 0x8806d000 2012-01-31 18:14:18
bthpan.sys 0x0081€a2000 0x81ebd000 2012-04-10 12:10:11
rfcomm. sys 0x0081e71000 0x81e95000 2012-04-10 12:10:11
BthEnum.sys 0x0081e95000 0xBieaz000 2012-04-10 12:10:11
BTHUSB. sys 0x00967ec000 0x967fel00 2012-04-10 12:10:11
bthport.sys 0x0081e0d000 0x81e71000 2012-04-10 12:10:11
SPSYS.SYS 0x00a735a000 0xa73c4000 2012-04-10 12:17:08

Memory Forensics In-Depth |

Sample output from the unloadedmodules plugin is shown below:

user@SIFT$ vol.py -f win7packed.vmem --profile=Win7SP0x86 unloadedmodules

Name StartAddress EndAddress Time

0x0088081000 0x880a0000 2012-01-31 18:14:18
0x0088077000 0x88081000 2012-01-31 18:14:18
0x008806d000 0x88077000 2012-01-31 18:14:18
0x0088060000 0x8806d000 2012-01-31 18:14:18
0x0081ea2000 0x81ebd000 2012-04-10 12:10:11
0x0081e71000 0x81e95000 2012-04-10 12:10:11
0x0081e¢95000 0x81ea2000 2012-04-10 12:10:11

dump dumpfve.sys
dump LSI SAS.sys
dump_storport.sys
crashdmp.sys
bthpan.sys
rfcomm.sys

BthEnum.sys

BTHUSB.sys 0x00967ec000 0x967fe000 2012-04-10 12:10:11
bthport.sys 0x0081e0d000 0x81e71000 2012-04-10 12:10:11
SPSYS.SYS 0x00a735a000 0xa73¢4000 2012-04-10 12:17:08
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Geek out! Details

unloadedmodules

e Implemented in modules.py
e Scans memory for OBJECT_HEADER structures

¢ Checks the type of the OBJECT_HEADER to
ensure that it is a driver

Like many plugins, the unloadedmodules plugin relies heavily on the KDBG. Remember that the whole
reason that Windows tracks unloaded modules is for debugging errors. Therefore, it makes sense that KDBG
would have a link to the recently unloaded modules list.

To locate the unloaded modules list, first the KDBG is referenced. Then one of the members,
MmUnloadedDrivers is double dereferenced to find the address of the unloaded modules list. This list is not
circularly linked, but the KDBG contains a pointer to the last entry in the list. The list contains members of the
type UNLOADED_DRIVER. A sample definition for this struct is shown below.

struct  UNLOADED DRIVER {
_UNICODE STRING Name;
uint StartAddress;
uint EndAddress;
WinTimeStamp CurrentTime;
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Direct Kernel Object Manipulation

PsActiveProcessHead

EPROCESS
EPROCESS

(UN'LINKE[?EPROCESS
|

Earlier we briefly mentioned how a malicious user could unlink a process from the list of active processes.
They could redirect the active process links to skip over a hidden process and instead point to each other. The
unlinked process wouldn't show up in the list of active processes. We still found such processes during our
brute force searching, but it's hidden from a walk of the process list.

This is an example of Direct Kernel Object Manipulation (DKOM). Whomever was making this change was
deliberately making changes to kernel objects without using the Windows APIs. It's dangerous because
Windows will still attempt to use the modified data structures. When all of those pointers don't quite line up
anymore—when not everything is consistent—what happens. In computer science terms, the results are
"undetermined", which is the academic way to denote, "Not only do we not know, but there is no way on earth
to know."

Such changes may affect the stability of the operating system, but do not necessarily affect our memory
forensics techniques. We were still able to find the unlinked process during our brute force search. Although
the pointers between processes had been changed, each process object still had the magic values which
denoted them as processes. Our search method used those magic values to identify and validate potential
processes.
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Operating System Dispatcher Header
Windows XP 03 00 1b 00
Windows 2003 03 00 1b 00
Windows Vista 03 00 20 00
Windows Server 2008 03 00 20 00
Windows 7 03 00 26 00

Memory Forensics In-Depth

As it turns out, those magic values aren't necessarily so magic. We used two magic values found at the start of
each EPROCESS block to identify them as such. The first was the protected pool tag and the second was the
dispatcher header. The value of the dispatcher header varied slightly per operating system, but there were only
three legal values for our target operating systems.

As it turns out, changing the bytes in the pool header while the process is running has no effect on the system.
Nothing happens. The operating system continues to function, the process continues to run, and the stability of
the system is not impacted. The only real consequence is that the process is no longer visible to most memory
forensics tools. Volatility, like many others, attempts to use the pool header to validate potential processes. If
the header isn't there, Volatility doesn't include the potential process in the list of actual processes.

Normally these changes would be made by a driver which--as the name suggests--is directly modifying the
kernel structures. Of course, that wouldn’t be much fun to watch, so we’re going to do it manually.
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Memory Forensics In-Depth

If you're in the live class, your instructor will now demonstrate three different kinds of DKOM.

A change will affects the values displayed by memory forensics tools but doesn’t affect the
operating system.

A change which affects the artifacts found by memory forensics tools but doesn’t affect the
operating system.

A change which affects the operating system.

If you’re not in a live class, you can try this yourself. You’ll need a virtual machine running Windows 7, and
both Volatility and a hex editor on the host system. In class we’ll be using a 32-bit version of Windows 7.

Here are the steps your instructor is doing:

Start the virtual machine.
Run Notepad in the VM.

Suspend the virtual machine. The VM software should save the memory of the machine to the
disk as a single file. VMware, for example, saves the memory to a file in the VM's directory with
a .vmem extension. If you've taken some snapshots with the VM, there may be a dash and some
hex digits following the VM's name. For example, for the virtual machine "foo", you may have to
look for "foo-a5734d2a.vmem",

Run the Volatility plugin 'psscan’ on the VM's memory image file. This should be something like:

$ vol.py -f /home/user/virtual-machines/foo/foo-a57434d2a.vmem --
profile=Win7SP1x86 psscan
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Find the entry for the notepad process in the psscan output. Note that we can see this valid process in the brute
force scan for processes. Note the offset of the EPROCESS block. For example:

0x3eb58d40 notepad.exe 2792 352 0x3f4bed40 2013-03-21 17:14:51

The first value, 0x3eb58d40, is the physical offset of the EPROCESS block in the file. The value on your
system will be different.

If your host is Microsoft Windows, you can try one of the products listed at
http://en.wikipedia.org/wiki/Comparison_of hex editors. The screenshot on the previous page was generated
from WinHex, which is a commercial product. Although you can (and should) try the free evaluation version,
the evaluation version does not let you save large files.

5. Using your hex editor, open the memory image file and go to the offset of the Notepad process’
EPROCESS block. You should see the pool tag for the process, the bytes 50 72 6f 3. (The
offset reported by Volatility should take you to the Dispatcher Header, but the Pool Tag, slightly
above, will be easier to recognize.)

6. Find the timestamp value in the EPROCESS block. It will be 0xa0 bytes afler the offset of the
EPROCESS block.

Change the timestamp to whatever you’d like and save the file.
Run the Volatility psscan command again. Y ou should see the timestamp change.

Restart the virtual machine. Notice how nothing changes!

10. Suspend the virtual machine again and open the memory image in your hex editor.
11. Replace the Proa header with zeros, as shown on the previous page, and save the file.

12. Run the psscan plugin again. You should see that the notepad process has disappeared from the
list!

13. Restart the virtual machine. Again, notice that everything still works just fine. We’ve created a
hidden process!

14. Suspend the virtual machine once more and open the memory image in your hex editor.

15. Replace the dispatcher header with zeros and save the file.

16. When you restart the virtual machine again, it should immediately crash.
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DKOM Hands-on

e Open the Bless Hex Editor
— It's under the Applications->Programming menu

e Use Bless to open
/cases/ds_fuzz_hidden_proc.img

e Go to offset Ox1a4bc04
— Under the Search menu, "Go to offset"

Memory Forensics In-Depth

If you don't have the required tools to do DKOM, you can still see the effects of destroying the dispatcher
header. One of the memory images in your cases folder, ds fuzz hidden proc.img, has had a process hidden
using the DKOM technique described on the previous page. To see it, open up the Bless Hex Editor on your
SIFT workstation. Use Bless to open the file /home/sansforensics/Desktop/cases/ds_fuzz hidden proc.img.
(You can drag and drop the memory image into the Bless window to open it.)

In the ds_fuzz_ hidden_proc.img memory image, navigate to offset O0x1adbc04. The command to go to an
offset is under the search menu. The input window for the offset to go to appears at the bottom of the screen.

At this offset you should see the start of an EPROCESS block—the pool header bytes 50 72 6f ¢3. But where
the dispatcher header should be, there are only zeros! Look further down and you should see the process name,
network listene.
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Although some features of each kernel object can be changed without consequences, many cannot. There are
some features which, if you change them, cause the operating system to crash. When doing forensics, we
would like to use such features in our searching. If there is some aspect of an EPROCESS which cannot be
changed lest the system go down, we should be searching for that feature and using it to validate potential
EPROCESS blocks.

Finding those features can be done using a process called fuzzing. Although generally thought of as a method
for finding weaknesses in a piece of software, it can also be used to identify features useful for forensic
analysis. Specifically we identify the parts of structures which cannot be changed lest they crash the operating
system. We then search for those features to guarantee we find the structures we want.
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Fuzzing to Find Better Features

Joblinks.Flink Oxabdf00d None

Session 0x80000000 None
Pcb.ThreadlistHead 0x37 Crash
Awelnfo 0x5656 None
WorkingSetLock.Count 0 Crash
WorkingSetWatch 0x31337 None
CommitChargeLimit 0 None

Memory Forensics In-Depth

Here's a sample of what fuzzing would looks like. To fuzz the EPROCESS block, we set up an environment
with a running operating system. We then change some value in the EPROCESS structure at random.

We record which value we change and what we changed it to, but don't care which one or what value we
choose. For example, we could set the WorkingSetLock.Count value in the EPROCESS to 0x31337. Or the
WorkingSetWatch to zero. We then see if the sysiem crashes or not. As it turns out, setting the
WorkingSetWatch value to 0x31337 has no effect on the operating system. It doesn't affect the system. But
changing the WorkingSetLock value causes the system to crash. We record both results.

Afler repeating this process many, many times, we get a large data set indicating which values for which fields
crash the system. Those are fields and values we are most interested in. If altering those values means the
system will crash, an attacker cannot mess with them and hope to maintain the system. Thus forensic
examiners should search for those fields and their legitimate values.
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Pcb.ReadyListHead.Flink val & 0x80000000 > 0 AND val & 0x8 ==

Token.Value val & 0xe0000000 == Oxe0000000

GrantedAccess val & 0x1f07fb == 0x1f07fb

AddressCreationLockCount val ==

Vm.VmWorkingSetList val & 0xc0003000 == 0xc0003000 AND
val % 0x1000 ==

Pcb.DirectoryTableBase val % 0x20 ==

For Windows XP SP3

Memory Forensics In-Depth

Using the raw data, there is an algorithm we can use to compute the limits on the values which cause the
operating system to crash. The result is a series of constraints on values in the EPROCESS block which must be
met for the system to run and for the block to be a valid EPROCESS. For example, the
AddressCreationLockCount must be one. A subset of the conditions found for Windows XP Service Pack 3 is
shown in the picture above.

This method was invented by Brendan Dolan-Gavitt, aka moyix. He published a great paper on this topic* and it
was featured on his blog at http://moyix.blogspot.com/2010/07/plugin-post-robust-process-scanner.html. Moyix

created a system to do this fuzzing automatically and used it to find these constraints and more for Windows XP
Service Pack 3.

Thankfully, moyix wrote a Volatility plugin which used his work to search for processes. That plugin was called
psscan3, and you can find a copy at http://www.cc.gatech.edu/~brendan/volatility/dl/psscan3.py. Unfortunately,
the plugin was developed for an earlier version of Volatility and does not work with version 2.0.

The other thing to note here is that the constraints which worked for Windows XP Service Pack 3 may not
necessarily work for other service packs or versions of Windows. This research to find constraints will need to be
repeated for all of the other versions. To date, nobody has done that work.

¢ Brendan Dolan-Gavitt, Abhinav Srivastava, Patrick Traynor, and Jonathon Giffin, Robust Signatures for
Kernel Data Structures, ACM CCS 2009, http://www.cc.gatech.edu/~brendan/ccs09 _siggen.pdf
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sessions (1)

i
i

Purpose

e List processes running in sessions

Important Parameters

° None

Investigative Notes

e Rootkits may hide processes from the normal process list
but leave references in the _MM_SESSION_SPACE objects

« This plugin is used by the psxview plugin for enumerating
hidden processes

Memory Forensics In-Depth

An additional way to enumerate processes and potentially spot those that have been unlinked is through
sessions. In Windows Vista and later, when a user logs on, a new session is created. (In Windows XP and 2003,
there is just one session (Session 0) -that is shared between system services and user programs.[') All processes
then launched from this session are tracked in a different linked list associated with the Session ID. In addition,
there is a value maintained in the EPROCESS structure of the process that tags it with the associated session.,
The sessions plugin is used to locate  MM_SESSION_SPACE structures, which contains the pointer to the
linked list of session processes. In addition to locating processes, the sessions plugin will also locate drivers
mapped into the session and memory pools allocated to the session.

The sessions plugin is defined in the file volatility/plugins/gui/sessions.py
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Alternate Process Lists ]
sessions

user@sIFT$ vol.py -f APT.img --profile=WinXPSP3x86 sessions
Ehkhhbht bbbtk hhhdbhbbdhdbbd bbb ddh bbb dddd
session{V): f8bccOO0O ID: O Processes: 22

PagedPoolStart: bc000000 PagedPoolEnd be3fffff

Process: 636 csrss.exe 2009-04-16 16:10:06 UTC+0000
Process: 660 winlogon.exe 2009-04-16 16:10:06 UTC+0000
Process: 704 services.exe 2009-04-16 16:10:06 UTC+0000
Process: 716 lsass.exe 2009-04-16 16:10:06 UTC+0000
Process: 872 vmacthlp.exe 2009-04-16 16:10:07 UTC+0000
Process: 884 svchost.exe 2009-04-16 16:10:07 UTC+0000
Process: 968 svchost.exe 2009-04-16 16:10:07 UTC+0000
Process: 1088 svchost.exe 2009-04-16 16:10:07 UTC+0000
Process: 1140 svchost.exe 2009-04-16 16:10:08 UTC+0000
Process: 1212 svchost.exe 2009-04-16 16:10:09 UTC+0000
Process: 1512 spoolsv.exe 2009-04-16 16:10:10 UTC+0000
Process: 1672 explorer.exe 2009-04-16 16:10:10 UTC+0000
Process: 1984 ViMwareTray.exe 2009-04-16 16:10:11 UTC+0000
Process: 2004 VMwareUser.exe 2009-04-16 16:10:11 UTC+0000
Process: 2020 ctfmon.exe 2009-04-16 16:10:11 UTC+0000
Process: 1032 VMwareService.e 2009-04-16 16:10:16 UTC+0000

Memory Forensics In-Depth

vol.py -f APT.img --profile=WinXPSP3x86 sessions

s o ok e ok sk e ok sk ke kool sk sk sk sk sk ok kb ok ik sk sk ok sk ok sk b sk ke kb kol sk sk sk ok ok ok s sk ok ok
Session(V): f8bec000 ID: 0 Processes: 22

PagedPoolStart: bc000000 PagedPoolEnd be3 ffiff

Process: 636 csrss.exe 2009-04-16 16:10:06 UTC+0000
Process: 660 winlogon.exe 2009-04-16 16:10:06 UTC+0000
Process: 704 services.exe 2009-04-16 16:10:06 UTC+0000

... output truncated ...

[11 MoVP 1.1 Logon Sessions, Processes, and Images. http://volatility-labs.blogspot.com/2012/09/movp-11-
logon-sessions-processes-and.himl.
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Finding Hidden D'ésktops

wndscan (1)

Purpose

o List window stations available for use by processes

Important Parameters

e None

mm Investigative Notes

» Malware may create new window stations to evade
antivirus software

Memory Forensics In-Depth

The wndscan plugin scans through pool memory to locate tagWINDOWSTATION objects. These objects are
allocated with the specific pool tag “Win'xe4” . When examining the output, you should know that the user’s
desktop is normally located on WinSta0. Some Windows API functions require a windows station (a desktop)
to connect to. Malware may create new desktops to connect to in order to evade antivirus.

Matt Burrough from Microsoft has an excellent description of how the clipboard works and how the
tlagWINDOWSTATION objects are related to clipboard operation located here:

http://blogs.msdn.com/b/ntdebugging/archive/2012/03/29/how-the-clipboard-works-part-2.aspx

Michael Hale Ligh wrote an excellent blog post on locating malware in the GUL

hitp://volatility-labs.blogspot.com/2012/09/movp- 1 2-window-stations-and-clipboard.html
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user@sIFT$ vol.py -f APT.img --profile=WinXPSP3x86 wndscan
FhERkEhkE kAR hb bbbk hktddd b b hrhdkhtd bbb hrhh o dhhhtd
wWindowStation: O0x20Tda6s, Name: SAWLnSta, Next: Ox0
Sessionid: 0, AtomTable: Oxe15b9da8, Interactive: False
Desktops: SADesktop

ptibDrawingClipboard: pid - tid -

spwndClipOpen: 0x0, spwndClipViewer: 0x0

cNumClipFormats: 0, iClipSerialNumber: O

pClipBase: Ox0, Formats:

dkk Ak k b h A bk Ak Adkddh bbb dhkd b hdrhdd b ddhkdhdsd
WindowStation: 0Ox21662b0, Name: Service-0Ox0-3e7$, Next: 0x82333818
sessionld: 0, AtomTable: Oxe1510da8, Interactive: False
Desktops: Default

ptiDrawingClipboard: pid - tid -

spwndClipOpen: 0x0, spwndClipViewer: 0x0

cNumClipFormats: 0, iClipSerialNumber: 0

pClipBase: 0x0, Formats:

s e v sk e o e v e e ke g e o ek e vk e ke e e e o e b ok o ol e e e e e e ke e e e e o ok i ok e

Memory Forensics In—DeEt?h

user@SIFTS$ vol.py -f APT.img --profile=WinXPSP3x86 wndscan
LR RS E R R RS LS EESE S S SRR S
WindowStation: 0x20fda68, Name: SAWinSta, Next: 0x0
Sessionld: 0, AtomTable: Oxel5b9da8, Interactive: False
Desktops: SADesktop

ptiDrawingClipboard: pid - tid -

spwndClipOpen: 0x0, spwndClipViewer: 0x0

¢NumClipFormats: 0, iClipSerialNumber: 0

pClipBase: 0x0, Formats:

bk ok ok ok Rk ok ok kR R kR R R ok R R Rk Rk Rk R Rk R R Rk kR kR Rk R

... outpul truncated ....
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Finding Hidden Desktops
deskscan (3)

Purpose

o Lists the tagDESKTOP objects for each window station

Important Parameters

e None

- Investigative Notes

e Every desktop has a window station, not every station has
a desktop

: Memory Forensics In-Depth

The deskscan enumerates desktops for each window station found. The plugin enumerates the tagDESKTOP
objects, referenced from the output discovered via wndscan.

Note that the WinSta0\Default desktop is the user’s standard desktop. We should expect user processes to be
located on this desktop.

vol.py -f APT.img --profile=WinXPSP3x86 deskscan

Volatility Foundation Volatility Framework 2.3.1

Rk Rk R ER R Rk kR R Rk Rk Rk kR ok Rk ko ok koo ko ok kR ok sk ok ok

Desktop: 0x23496¢0, Name: SAWinSta\SA Desktop, Next: 0x0

Sessionld: 0, DesktopInfo: 0xbec90650, fsHooks: 0

spwnd: Oxbec906e8, Windows: 18

Heap: 0xbcc90000, Size: 0x80000, Base: 0xbcc90000, Limit: 0xbed 10000
ok 3 ok sk ok sl sk ok ok ok sk ok ok e ok ok ke ok sk e ok s sk ok ok ok sk sl o ok ok oo o ok e ol ol o ol ke ol sk ok ke ok ok sk ke ke

Desktop: 0x20accf8, Name: WinSta0\Default, Next: 0x8219b038
Sessionld: 0, Desktoplnfo: Oxbc630650, fsHooks: 2168
spwnd: 0xbc6306e8, Windows: 141

Heap: 0xbc630000, Size: 0x300000, Base: 0xbc630000, Limit: 0xbc930000
500 (MIR Agent.exe 456 parent 840)

1444 (iexplore.exe 796 parent 884)

1716 (cmd.exe 840 parent 1672)

308 (explorer.exe 1672 parent 1624)
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Finding Hidden Desktops
deskscan (4)

user@SIFT$ vol.py -f APT.img --profile=wWinXPSP3x86 deskscan
Fhdhhdhkhkkkkhkkbhdddbbdbdhbdbdbbrddbdhbbd bbb bdbhrrbdddd
Desktop: 0x23496c¢0, Name: SAWinSta\SADesktop, Next: 0x0
Sessionld: 0, DesktopInfo: Oxbcc90650, fsHooks: ©
spwnd: Oxbce906e8, Windows: 18
Heap: 0xbcc90000, Size: 0x80000, Base: Oxbcc90000, Limit: Oxbcdi0000
Fhhkhdhhkbhhhbhbhhhhhdhddhdhrdhddrd b drohddhdrd bbbt kddkhdd
Desktop: 0x2532120, Name: Service-0Ox0-3e7$\Default, Next: 0x0
Sessionid: 0, DesktopInfo: Oxbc930650, fsHooks: 0

spwnd; O0xbc9306e8, Windows: 9
Heap: 0xbc930000, Size: 0x80000, Base: 0xbc930000, Limit: 0Oxbc9b0000
180 (svchost.exe 1088 parent 704)

244 (svchost.exe 1088 parent 704)

960 (svchost.exe 1088 parent 704)

1900 (svchost.exe 1088 parent 704)

1828 (svchost.exe 1088 parent 704)

1972 (msiexec.exe 1464 parent 704)

1288 (svchost.exe 1088 parent 704)

vol.py -f APT.img --profile=WinXPSP3x86 deskscan

sekok koo ko ko kb ck ke kol ok ok ko ok ok kR ok ok sk ek b ok ok sk sk b sk sk ok sk ok ok

Desktop: 0x23496¢0, Name: SAWinSta\SADesktop, Next: 0x0

Sessionld: 0, DesktoplInfo: 0xbce90650, fsHooks: 0

spwnd: 0xbcc906e8, Windows: 18

Heap: 0xbcc90000, Size: 0x80000, Base: 0xbcc90000, Limit: Oxbed 10000

seskkck ok ck ok sk sk ok sk sk ke ko ok sk sk R sk sk ko sk sk sk ook R sk ok sk ok sk kR ok ok

... output truncated ...
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Enumerate Event Hooks
eventhooks (1)

T

i Purpose

e Find hooked GUI events

Important Parameters

+ None

= Investigative Notes

+ Used primarily to find keyloggers
e Event hooks may also be used to perform code injection

Memory Forensics In-Depth

The eventhooks plugin is used to identify hooks that have been set in the Windows GUI. These hooks are
usually set using the Windows APIs SetWindowsHook and SetWindowsHookEx. Hook types of the most
significance for malware are WH_KEYBOARD, WH MOUSE, and WH CBT. The latter monitors all GUI
interaction (including keyboard and mouse) so it is particularly dangerous. Note that hooks can be set on a per-
process or per-desktop basis. Event hooks are only valid for GUI processes, so this technique couldn’t be used
for instance to inject code into Isass.exe.

The eventhooks plugin lists the types of hooks that have been set, the process that the hook is set in, and the
module containing the hook callback function. The hook callback function is invoked whenever an event of the
proper type is received in the GUI for the hooked process. 1t is normal for this plugin to return data. Carefully
examine the module name for the hooked function.

The code for this plugin is located in the file volatility/plugins/gui/eventhooks.py
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eventhooks (2)

user@sIFT$ vol.py -f farietl.vmem --profile=Win7SP0xB6 eventhooks
Handle: 0x200cb, Object: 0xTfb94338, Session: 1

Type: TYPE_WINEVENTHOOK, Flags: 0, Thread: 2488, Process: 2420
eventMin: Ox4 EVENT_SYSTEM_MENUSTART

eventMax:. 0x7 EVENT_SYSTEM_MENUPOPUPEND

Flags: , offPfn: Oxfa3cd7, idProcess: 0, idThread: 0

ihmod: -1

Handle: 0x1012c, Object: Oxfdfdcd10, Session: 1

Type: TYPE_WINEVENTHOOK, Flags: O, Thread: 2744, Process: 2420
eventMin: 0x20 EVENT_SYSTEM_DESKTOPSWITCH

eventMax: 0x20 EVENT_SYSTEM_DESKTOPSWITCH

Flags: , offPfn: 0x72833392, idProcess: 0, idThread: 0

ihmod: -1

user@SIFT$ vol.py -f farietl.vmem --profile=Win7SP0x86 eventhooks
Handle: 0x200cb, Object: 0xffb94338, Session: |

Type: TYPE_WINEVENTHOOK, Flags: 0, Thread: 2488, Process: 2420
eventMin: 0x4 EVENT SYSTEM MENUSTART

eventMax: 0x7 EVENT_SYSTEM_MENUPOPUPEND

Flags: , offPfn: Oxfa3cd7, idProcess: 0, idThread: 0

ithmod: -1

.... Output truncated ...
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Outline

The Module Loading Process

Recovering Modules

Packed Files

Trashed PE Header

: — ; T
R Rietves Memory Forensics In-Depth it

This page intentionally left blank.

97



Modules

All PE executables loaded into memory are considered modules: Processes, DLLs, and drivers. The Portable
Executable format (PE) was introduced in Windows 3.1 and hasn’t changed much since then. Although there
is a formal specification for how PE's work [1], a much more readable overview was given by Matt Pietrek in
a 2002 article in MSDN magazine, "An In-Depth Look into the Win32 Portable Executable File Format",
http://msdn.microsoft.com/en-us/magazine/cc301805.aspx.

Until now, we've talked about looking at modules in memory images to learn more about them. In this block of
instruction we are going to recover modules from memory images. We'll start with normal, legitimate modules
and how they’re loaded into memory and used. We're going to do a hands-on exercise to see how we can
recover modules and compare them to their known good programs. After that we’ll discuss what packers and
malicious programs do. Finally, we’ll describe some techniques for detecting and dealing with those files.

[1] Microsoft PE and COFF Specification, http://msdn.microsoft.com/en-us/windows/hardware/gg463 1 19.aspx

(Yes, PE executable is redundant, like PIN number or ATM machine. Go with it.)
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A PE file on the disk contains a header and then one or more sections. These sections can contain code,
resources (such as icons, dialog boxes), and data.

When a PE is loaded into memory, the Windows loader parses the header to see what needs to be brought into
memory and what needs to happen to that data before the program can be run. There are three main types of
changes made from the data on the disk to the data we find in memory.

First, each section of the PE file is loaded into memory. The PE header specifies, for each section, its location
on the disk, its size on the disk, its desired location in memory, and its size in memory. The alignment of these
sections is different on the disk than it is in memory. On the disk, the sections must be aligned to sectors,
which are 512 (0x200) bytes long. In memory, the sections must be page aligned, or every 0x1000 bytes. The
different sections must be on different pages because they could have different permissions. While the
executable code part of the PE needs executable permissions, the data does not (and should not) have such
permissions.

The result is that there is some "slack space" inserted between sections in the virtual address space as
compared to the file on the disk.
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Normal PE Files - IAT

Function Address

kernel32.dll!CreateFile 22?
advapi32.dll'RegOpenKey | ???

Windows Loader

Function Address
kernel32.dll!CreateFile 0x7ffe045¢c

advapi32.dll'RegOpenKey |0x7c12bbf0

- _@ww__ T - T
Memory Forensics InDepth 1]

The second major change between PE files on the disk and PE files in memory is that the functions imported
from other modules need to be found and mapped for this PE.

When a program is compiled, there are always functions which need to be imported from other modules,
usually DLLs. For example, the program Notepad needs to open files from the disk, and thus imports the
function CreateFile from the DLL kernel32.d1l. The compiler does not know what the virtual address of the
CreateFile function will be when the program is run. The kernel32 DLL could be loaded at any virtual address
in userspace. There's no way for the compiler to know where ahead of time.

To make sure Notepad uses the correct address for imported functions, calls to such functions are routed
through a lookup table. Notepad looks up the correct virtual address in a table compiled into Notepad. When
the program is run, Windows must update these tables with the current virtual addresses of all of the imported
functions. The compiler includes this table, called the Import Address Table (1AT), which lists all of the
imported functions in the program. When the PE is loaded, the Windows loader must parse the IAT and update
the virtual addresses for the all of the functions used by the program. Each entry in the AT lists the function
being imported. Using the table saves time during the update process. Instead of having to update every
instance in the program where such functions are called, the loader only has to update one entry in the table.

100



Desired base address is
0x7ff0000, but occupied.
Relocated to new address

\ foo.dll

foo.dll
¥
bar.dll

0x7ff0000

m’ 3 Memory Forensics In-Depth

The third major change to a PE file during loading happens if the PE needs to be relocated. When PE
execulables are compiled, a virtual address is chosen as the “preferred” virtual address for the base of the
executable. This will be the virtual address where the start of the PE is stored in RAM. References in the PE
file are then based on that virtual address. Let’s say a PE chooses 0x7c¢cc0000 as its base address. If a function
in that PE begins 0x5000 bytes into the file, the actual call in the PE file will be “call 0x7¢cc50007. But when
this PE is loaded, if there is already another PE file at the preferred base address, this PE will need to be
relocated. It can't be loaded into its preferred address and will need to be relocated to another address.

When a PE needs to be relocated, all of these hardcoded virtual addresses will need to be changed. Windows
does this by embedding in the PE a list of the hardcoded virtual addresses that need to be changed when the PE
is rebased. To rebase the PE, Windows calculates the difference between the preferred virtual address and the
actual virtual address where the PE will be loaded. This difference, or delta, is then applied to each reference
in the program. Continuing our example, if our PE needed to be relocated to a base address of 0x7bbb0000,
Windows would calculate the delta of 0x7ccc0000 — 0x7bbb0000, which is 0x111000. This value would then
be subtracted from each hard coded address in the PE. The call above, originally to 0x7¢cc5000, would be
changed to 0x7¢ce5000 — 0x 1110000, or 0x7bbb5000.

This relocation process takes time and slows down how long it takes to load and run executables. It also
negates any benefits of having a shared DLL. That is, if a PE can be loaded into the same virtual address space
for multiple processes, those processes can share the frames where the DLL is loaded. If notepad.exe and
calc.exe both need our DLL and can load it at 0x7ccc0000, then only one set of frames is needed. But if the
DLL has to be rebased for one of those it programs, then two copies of the DLL are needed in memory. The
second copy of the DLL has the rebased hard coded addresses. Microsoft takes care to ensure that all of its
DLLs have base addresses and sizes which do not overlap in virtual memory, but problems arise when third
parly vendors are creating DLLs.

101



Normal PE Files - Recovery

Disk

Memory

From a forensics point of view, the PE header is a fantastic resource. The header is loaded into memory with
the other parts of the file. As mentioned above, the header details, for each section, where it goes in memory,
its size in memory, where it goes on the disk, and its size on the disk. We can therefore use the header to
identify each section in virtual memory and copy it back out to a new file on the disk. In effect, we can
recreate the file almost as it existed on the disk.

We say “almost” as it existed on the disk because the recovered file is not the same as the original. We cannot
undo the changes made to the PE by the Windows loader. We can’t recover the original addresses replaced in
the Import Address Table. We also don’t undo the relocations, if any, done to the program. We also may not
be able to recover all of the pages of the executable from a memory image. The Windows loader is lazy,
although computer scientists would call it efficient. It doesn't bring all of the pages of a PE file into memory
unless they are going to be needed. In some cases, this means entire sections are not loaded into memory.
Although that helps programs appear 1o start faster, it means we get less of the original executable during our
recovery.
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Displaywthe Memory Mab

memmap (1)

Purpose

» Display process memory maps

Important Parameters

o -0 offset to EPROCESS
e -p PID to map

Investigative Notes

¢ Used to examine process memory allocations

» Can help locate injected code, including executable code
not in the loaded modules list

Memory Forensics In-Depth

The memmap plugin is used to display a memory map of a given process (or all processes). This is similar to a
listing of loaded DLLs obtained using the dlllist plugin. However, dlllist only walks the list of loaded modules
for a process. Therefore, code injected using reflective DLL injection (the technique used by Meterpreter)
would not be listed in the output of dlllist. However, the memory used by such code is still allocated to the
process and as such would be present in the output of the memmap plugin.

One of the great things about the memmap plugin is that it gives both the virtual address of a page in a process
and the physical address of the page in the dump file. Although we’ve already covered how to examine memory
from a process using volshell, this can be useful for examining the physical memory using a hex editor.

The code for this plugin is localed in the file volatility/plugins/taskmod.py. The plugin takes all the same
oplions as the dlllist plugin because it inherits code from it (also located in taskmod.py).
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L 0x00021000

I Display the Memory Map
memmap (2)

user@IFT$ vol.py -f APT.img --profile=wWinXPSP3x86 memmap
System pid: 4

Virtual Physical Size DumpFileOffset
0x00010000 0X02a6a8000 0x1000 oxo
0x00011000 0x02a6b000 0x1000 0x1000
0x00012000 0x02a6c000 0x1000 0x2000
0x00013000 0x02a6d000 0x1000 0x3000
0x00014000 0x02a6e000 0x1000 0x4000
0x00015000 0x02a6f000 0x1000 0x5000
0x00016000 0x02a70000 0x1000 0x6000
0x00017000 0x02a71000 0x1000 0x7000
0x00018000 0x02a72000 0x1000 0x8000
0x00019000 0x02a73000 0x1000 0x9000
0x00013000 0x02a74000 0x1000 0xa000
0x0001b000 0x02a75000 0x1000 0xb000
0x0001¢c000 0x02a76000 0x1000 0xc000
0x0001d000 0x02a77000 0x1000 0xdooo
0x0007e000 Ox02a78000 0x1000 Oxe00
0x0001f000 0x02a79000 0x1000 0xf0o0
OxD0O020000 0x02a7a000 0x1000 0x 10000

0x02a7b000 0x1000

0x11000 e

user@SIFTS vol.py -f APT.img —profile=WinXPSP3x86 memmap

System pid: 4

Virtual Physical Size DumpFileOffset

0x00010000 0x02a6a000
0x00011000 0x02a6b000
0x00012000 0x02a6¢000
0x00013000 0x02a6d000
0x00014000 0x02a6e000
0x00015000 0x02a6f000

weee Snip ...

The virtual and physical addresses are shown in the first two fields. These fields are fairly self explanatory.
The DumpFileOffset field specifies the offset to this memory page in the dump file created by the memdump

0x1000
0x1000
0x1000
0x1000
0x1000
0x1000

0x0
0x 1000
0x2000
0x3000
0x4000
0x5000

plugin. This allows the investigator to map specific offsets in the dump file to known addresses in virtual

memory.
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Dump Addressable Memory |
memdump (1)

m

e Dump all addressable memory for a process

Important Parameters

o -0 offset to EPROCESS
¢ -p PID to dump
e -D dump directory

; Investigative Notes

¢ Used to examine a process’s addressable memory
¢ Can be useful in some cases for data carving

Memory Forensics In-Depth

The memdump plugin is used to dump all addressable memory from a process to an output file. This memory
includes loaded modules, heap, and stack memory. It also includes memory mapped files. This memory can be
a treasure trove of data. Note that the output from the memmap plugin can be used to find the memory in the
map file.

Consider the case of a system memory dump containing a private browsing session. Simply carving for HTML
fragments (as we did with page brute) may turn up some data. However, for data that breaks a page boundary
(usually 4k) may be discontiguous in physical memory. However, the data is much more likely to be contiguous
in virtual memory spaces.

Another example of when this is useful is in encryption programs. Some poorly written encryption programs
may not overwrite the last plaintext buffer allocated with zeroes (or other garbage data). Memory dumps of a
process may also be used to discover commands sent to malware and data exfiltrated. The sky is the limit, use
your imagination and ingenuity. Carving from virtual memory space 1s almost always more effective than
carving from a physical memory dump. Of course, carving from a physical dump will also include unallocated
memory (which is not present in the output of the memdump plugin).

The code for this plugin is located in the file volatility/plugins/taskmod.py. The plugin takes all the same
options as the memmap plugin because it inherits code from it (also located in taskmod.py).
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Dump Addressable Memory

T

memdump (2)

e Dump memory with memdump
e Find interesting data in memory

e Use memmap output to find virtual address in
process

user@Iiri$ vol.py -T APT.1img --proTile=WinxP5P3x86c memdump -p /96 -D /tmp
ERhAF A AEEA A AR bbb b kA hd bbb d A A b b h bbb A bbbk ddh b bbb bbb b dd b b hbdhdd

Writing iexplore.exe [  796] to 796.dmp

JJ%. =

Memory Forensics In-Depth

The following command creates a dump file containing the memory of the iexplore.exe process. When

searching for interesting strings in the dump file, use the *-tx” option to print the offset of the string in hex.
This will allow translation back to the virtual address in memory using the output from the memmap plugin.

vol.py --profile=WinXPSP3x86 -f APT.img memdump -p 796 -D /tmp

e o s ke e e sk ok s ok s ok sl sk sk ol o ok e ok o sk ol ok s ok sl o e sl ofe e ok st ok sk o sk o ok e ok o ook ok ok ok sk o sk oke sk o ok e ok ok ok ok e ok sk ok o ok ok ok ok ok ok

Writing iexplore.exe [ 796] to 796.dmp
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Dumh”Executable Process
procdump (1)

e Dump a process executable from memory

¢ -0 offset to EPROCESS
¢ -p PID to dump
e -D dump directory

Investigative Notes
» Used to extract an executable from memory
» Can be used for analysis or submitted to virus scanners
* Dumped executable may not run correctly
e Was procexedump in earlier versions of Volatility

Memory Forensics In-Depth

The procdump plugin is used to extract an executable from a physical memory dump. This plugin does not
extract all memory from the process (as is the case with memdump). Rather, it merely extracts the memory
associated with the executable running the process. In an earlier lab, you learned how to dump the memory
associated with a driver. Although the same could be done for an executable, our technique would not take into
account the relocations performed by the Windows loader (recall that executable file sections are loaded starting
al page boundaries).

This plugin uses better heuristics than our volshell dumping method. It examines the PE header and discovers
the proper alignment for the binary on disk. This results in a binary being output that is more like what was
originally found on disk than a sample dumped using our volshell method. This extra space present only in
memory is often referred to as “slack space.”

This extracted executable can be submitted to online virus scanning engines for analysis. However, hash based
analysis (e.g. NSRL) is unreliable. Further, the extracted file may not execute correctly. Both of these are due
to changes made by the Windows loader that cannot be reliably undone by the plugin.

The code for this plugin is located in the file volatility/plugins/procdump.py.
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B

user@sIFT$ vol.py --profile=WinXPSP3x86 -f APT.img procdump -p 796 -D /tmp
Process(V) ImageBase Name Result
0x81dbdda0 0x00400000 iexplore.exe OK: executable.796.exe

SHAZHM MiSeaToecS6R0c T2 1 (el 33204 1 a0 c I8 EGC TH2 NG AES Tl 233701

Flie name executable Y95 exe

Delection ralio:

Analysie date 2014-01-05 060837 UTC § O mries ago |

= Memory Forensics In-Depth

Files extracted from memory using procdump can be uploaded to scanning sites, such as VirusTotal for
analysis. It is generally safer to upload the file dumped from memory than the original file. This allows
antivirus engines to scan the file for known malicious indicators without tipping the adversary based on the
hash. However, you do still lose control of the file, so ensure that you have permission to upload the file.

This command dumps the iexplore.exe process to disk in the /tmp directory.

vol.py --profile=WinXPSP3x86 -f APT.img procdump -p 796 -D /tmp
Volatility Foundation Volatility Framework 2.3.1

Process(V) ImageBase Name Result

0x81dbdda0 0x00400000 iexplore.exe OK: executable.796.exe
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e Set output directory
--dump-dir=/cases/output

e Set PID or PIDs to recover (optional)
--pid=123
--pid=123,456,789

Memory Forensics In-Depth

Remember that when run in its default option, the procdump plugin creates a new file on the disk which, due to
its parsing of the PE header, should be as close as possible to the original PE file before it was loaded into
memory. For each section, procdump attempts to read the pages from memory and write them out to the
specified location in the new file. If you get lucky, sometimes the resulting executable will *run* on a new
system. But don't count on it.

This plugin can recover all of the executables from a memory image, or you can limit it to a set of process id
numbers. Here are the important command line options for this plugin:

--dump-dir — Sets the directory where recovered executables will be written. This directory must already exist.

--pid — Sets the PID or comma separated list of PIDs you wish to recover. This flag is optional. If omitted,
procdump will recover the executable for every pid.

-v — Verbose mode

As with other Volatility plugins you still need to specify the filename and profile with -f and --profile,
respectively.

109



usergSlFTsImkdir /cases/output/xplaptop/|
user@sIFTS [vol.py -f xp-laptop-2005-07-04-1430.vmem procdump -p 3256 -D /cases/output/xplaptop/]

Process(V) ImageBase Name Result

0xB1537480 0x4ad00000 cmd.exe OK: executable.3256.exe
usereSIFTs[ssdeep -b -a -p /cases/exe/cmd.exe /cases/output/xplaptop/executable.3256.exe |
cmd .exe matches executable.3256.exe (60)

executable.3256.exe matches cmd.exe (66)

We're going to start with the Command Prompt process, pid 3256, from the xp-laptop memory image.

First, let's create a directory in the output directory to hold this file.

$ mkdir /cases/output/xplaptop

Next, we call the procdump plugin on the xp laptop image:

$ vol.py —-f /cases/xp-laptop-2005-07-04-1430.vmem --profile=WinXPSP2x86
procdump --pid=3256 --dump-dir=/cases/output/xplaptop

You should get this output:

EE A S i i

Dumping cmd.exe, pid: 3256 output: executable.3256.exe

If you look in the /cases/output/xplaptop directory, you should see the file executable.3256.exe

Let’s examine this file we’ve recovered. The recovered file is ~/output/executable.2308.exe.
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First, let’s see what kind of file we got. We change to the output directory and run the 'file' command on it to
get started.

$ cd /cases/output/xplaptop
$ file executable.3256.exe

output/executable.3256.exe: PE32 executable (console) Intel 80386, for MS
Windows

We recovered a Windows executable. Good!

For your convenience we’ve included a copy of the Windows XP Command Prompt program in your cases
directory*. It’s under ~/Desktop/cases/exe/cmd.exe. First, let’s compare the MDS5 hash of the recovered file
back to the original:

$ mdS5deep /cases/output/xplaptop/*

ffB8a%a332a9471elbfB8dbcebb941fce6 /cases/output/executable.3256.exe
$ mdS5deep /cases/exe/cmd.exe

eeb024f2c81£0d55936£fb825d21a91d6 /cases/Desktop/cases/exe/cmd.exe

The hashes don’t match. That’s to be expected. As noted above, we don’t recover the original version of the
program, but rather a version which has changes made to the import address table and potential relocations too.
But the recovered file *should* be similar to the original file. Let's compare the recovered file to the original
using fuzzy hashing. We use three command line flags:

-b — Bare filenames. Omit all path information
-a — Display all potential matches. This will be helpful later on when we're working with multiple files
-p — Pretty print all comparisons. Compare the files on the command line against each other

$ ssdeep -b -a -p ~/Desktop/cases/exe/cmd.exe ~/output/executable.3256.exe
executable.3256.exe matches cmd.exe (66)
cmd.exe matches executable.3256.exe (66)

Excellent! The file we recovered is a fuzzy match back to the original Command Prompt program.

* Don't take our word for it that the file in ~/Desktop/cases/exe is a known good file. Try looking it up in the
National Software Reference Library (NSRL)

$ md5deep ~/Desktop/cases/exe/cmd.exe | nsrllookup -s nsrl.kyr.us

Nsrllookup is a Free program for searching for hashes in large data sets. It was written to support the NSRL.
Kyrus maintains a free nsrllookup server you can use. The program reports only the hashes of unknown
programs. You can see the results of known hashes by adding a -k flag onto that command line, like this:

$ mdS5deep ~/Desktop/cases/exe/cmd.exe | nsrllookup -s nsrl.kyr.us -k

ceeb024f2c81£0d55936fbB25d21a%1de
/home/sansforensics/Desktop/cases/exe/cmd.exe

See http://nsrlquery.sourceforge.net/ for more details.
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user#SIiFTs [mkdir /cases/output/wini/crypto

user®5IFTS |vol.py -f win7crypto.vmem --profile=Win7SP0x86 procdump -D /cases/output/win7crypto
Process(V) Imagepase Name — Result

Ox84f48bb0 - ----oaunn System Error: PEB at Ox0 1s unavailable (possibly due to paging)
0xB6223d40 0x47770000 smss.exe Error: ImageBaseAddress at Ox47770000 is unavailable (pos
0x86a81d40 0x4a630000 csrss.exe OK: executable.360.exe

0x86a19530 0x00f50000 wininit.exe OK: executable.416.exe

0x86a23478 0x4a630000 csrss.exe OK: executable.424.exe

0x86a65530 0x003e0000 winlogon.exe OK: executable.472. exe

0x85960448 0x009d0000 services.exe OK: executable.520.exe

OxB6dCc72a0 0x00e00000 lsass.exe OK: executable,528.exe

Ox86dc82T0 OxDO6bOOOO lsm. exe Error: ImageBaseAddress at O0x6b0000 is unavailable (possi
0x86e2b510 0x00d10000 svchost.exe OK: executable.632.exe

Ox86e38d40 0x00d10000 svchost.exe OK: executable.692.exe

Ox86e52838 0x00d10000 svchost.exe OK: executable.792.exe

Ox86e747d0 0x00d10000 svchost.exe OK: executable 828 exe

Ox86e78440 0x00d10000 svehost . exe OK: executable B52 exe

Memory Forensics In-Depth

T e

Let's run procexedump again, this time recovering all of the executables from the Windows 7 crypto memory
image. We'll need to make another output directory so that we don't confuse the recovered executables from the
xp laptop system and the Windows 7 system.

$ cd

$ mkdir output/win7ecrypto

$ vol.py —f /cases/win7crypto.vmem --profile=Win7SP0x86 procexedump --dump-
dir=/cases/output/win7crypto

You should get output which starts like:

E R e T e e e

Error: PEB not memory resident for process [4]
RS S S S SRS SR E AR E R EEREEEESEEEEEEEEEE SRR RS E R E S

Error: ImageBaselAddress not memory resident for process [268]
E i i e

Dumping csrss.exe, pid: 360 output: executable.360.exe
B e I I I I IR I T e

Dumping wininit.exe, pid: 416 output: executable.d416.exe
EE SRS S S SR EEEEEEEE R R R A I I I

Dumping csrss.exe, pid: 424 output: executable.d424.exe
e T I S e e e

Dumping winlogon.exe, pid: 472 output: executable.472.exe
Notice in the output that several processes could not be recovered. Some part of their structure was not available

and we couldn't even get to the PE header.
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Hands-on procdump (4)

user?SIPTilmdeeep -b /cases/output/win7crypto/executable.2308.exe !cases;exe!notepad.exe!
08ee3fB44c18075a917a17120T414555 executable.2308.exe

d378bf fb709231 1 ad.exe
user@5IFT$|ssdeep -b -p -a /cases/output/win7crypto/executable.2308. exe fcases!exe!norepadAexe]
executable. .EXE Malches nolepad.exe (0}

notepad.exe matches executable.2308.exe (0)

Memory Forensics In-Depth

The first thing we're going to do is look at the Notepad.exe process, pid 2308. (If you lose track, you can always use
pstree or pslist to remember a process id number). We've included a copy of the Windows 7 notepad.exe file in
your images/exe direclory. Again, we can compute the MD35 of the recovered program and the original and see that
they are different:

$ mdS5deep -b /cases/output/winT7crypto/executable.2308.exe
/cases/exe/notepad.exe

d378bffb70923139d6adf546864aa6lc notepad.exe
08ee3fB844c18075a917a17120£f414555 executable.2308.exe

But as it turns out, these files do not match via fuzzy hashing either!

$ ssdeep -b -a -p /cases/output/winT7crypto/executable.2308.exe
/cases/exe/notepad.exe

executable.Z2308.exe matches notepad.exe (0)

notepad.exe matches executable.2308.exe (0)

What happened? It turns out we weren't able to get several of the pages while attempting to recover the notepad.exe
process. A large portion of the recovered file we got was nothing but zeros. There are lots of ways to see this. Try
opening up the recovered file and the original in the Bless hex editor. Look at offset 0xec00, and see how there is
nothing but zeros until offset 0x27¢00. You can also run the procexedump with the -v flag for verbose output. This
will give you some idea of how many pages could not be obtained during the process recovery.
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Hands-on procdump (5)

userQSlFTslvul.py -f win7crypto. vmem
63

--profile=Win7SPOx86 pslist |grep svchost]
0x86e2b510 svchost.exe 2 o

520 11 339 0 2012-02-16 12:04:53

0x86e38d40 svchost.exe 692 520 12 310 0 0 2012-02-16 12:04:53
0x8625a898 svchost.exe 792 520 24 539 4] 0 2012-02-16 12:04:53
0x868747d0 svchost.exe 828 520 21 438 V] 0 2012-02-16 12:04:54
0x86e78440 svchost.exe 852 520 51 1060 4] 0 2012-02-16 12:04:54
Ox86eabd40 svchost.exe 1008 520 12 327 1] 0 2012-02-16 12:04:55
0x86ec45d8 svchost.exe 1100 520 21 513 i} 0 2012-02-16 12:04:55
0x86f41a00 svchost.exe 1304 320 23 339 0 0 2012-02-16 12:04:57
0x8702e6f8 svchost.exe 1668 520 7 95 0 0 2012-02-16 12:05:00
0x876ad358 svchost.exe 3084 520 12 136 Q 0 2012-02-16 12:07:00

Malware authors will often attempt to hide their programs by naming them the same as a legitimate system process.
There are several techniques for finding such programs. The one we have just done is to compare the modules we can
extract from a memory image to the known good on the disk. Another method, which works for programs which run
multiple times on the same system, is to compare the recovered files to each other. A process like svchost.exe is an ideal
candidate for camouflaging malware. It legitimately runs several times on any given any system. Who would notice one
more instance of it?

In the Windows 7 memory image we just examined, there were 11 running processes called svchost.exe. Were they all
legitimate? Let's take a look. If they were all legitimate, then all of the copies we recovered should either be identical or
very close to it. First, let's identify those eleven processes:

$ vol.py -f /cases/win7crypto.vmem --profile=Win7SP0x86 pslist | grep svchost

0x86e2b510 svchost.exe 632 520 11 359 2012-02-16 12:04:53
0x86e38d40 svchost.exe 692 520 12 310 2012-02-16 12:04:53
0x86e5a898 svchost.exe e 520 24 539 2012-02-16 12:04:53
0x86e747d0 svchost.exe 828 520 21 438 2012-02-16 12:04:54
0xB86e78440 svchost.exe 852 520 51 1060 2012-02-16 12:04:54
Ox86eabd40 svchost.exe 1008 520 12 527 2012-02-16 12:04:55
0xB86ecd45d8 svchost.exe 1100 520 Z1 513 2012-02-16 12:04:55
0x86f41a00 svchost.exe 1304 520 23 339 2012-02-16 12:04:57
0x8702e6f8 svchost.exe 1668 520 7 95 2012-02-16 12:05:00
0x876ad358 svchost.exe 3084 520 12 136 2012-02-16 12:07:00
0x850bd708 svchost.exe 3216 520 9 304 2012-02-16 12:07:04
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user@s1FT$[cd /cases/output/winscryptos

user@sIFT$ |ssdeep -b -a -p executable.{632,692,792,828,852,1008,1100,1304,1668,3084,3216}¥
executable.B37 exe matches executable.bdl.exe (99)
executable.632. exe matches executable, 792 .exe (99)
executable.632.exe matches executable.B2B.exe (99)
executable.632.exe matches executable.852.exe (97)
executable.632.exe matches executable.1008.exe (100)
executable.632.exe matches executable.1100.exe (99)
executable.632.exe matches executable.1304.exe (99)
executable.632.exe matches executable.1668.exe (99)
executable.632.exe matches executable.3084.exe (99)
executable.632. exe matches executable.3216.exe (99)

executable.692.exe matches executable.632.exe (99)
executable.692.exe matches executable.792.exe (99)
executable.692.exe matches executable.B828.exe (99)
executable.692.exe matches executable.852 exe (97)

executable.692.exe matches executahle.1008.exe (99)

Memory Forensics In-Depth

The pids are 632,692,792,828,852,1008,1100,1304,1668,3084, and 3216.
First, let's see if the modules we recovered for those P1Ds are all the same size:
$ cd /cases/output/winT7crypto

$ 1s -1 executable.{632,692,792,828,852,1008,1100,1304,1668,3084,3216}*

-rw-r——-r-- 1 sansforensics staff 20992 Mar 8 15:08 executable.l1008.exe

—-rw-r—-r-— 1 sansforensics staff 20992 Mar 8 15:08 executable.1100.exe
-rw-r--r-- 1 sansforensics staff 20992 Mar 8 15:08 executable.1304.exe
-rw-r——r—— 1 sansforensics staff 20992 Mar 8 15:08 executable.1668.exe
-rw-r——-r-—- 1 sansforensics staff 20992 Mar 8 15:08 executable.3084.exe
-rw-r--r-- 1 sansforensics staff 20992 Mar 8 15:08 executable.3216.exe
-rw-r——r-— 1 sansforensics staff 20992 Mar 8 15:08 executable.632.exe
-rw-r--r-—- 1 sansforensics staff 20992 Mar 8 15:08 executable.692.exe
-rw-r-—-r——- 1 sansforensics staff 20992 Mar 8 15:08 executable.792.exe
-rw-r——r-—- 1 sansforensics staff 20992 Mar 8 15:08 executable.828.exe
-rw-r--r-- 1 sansforensics staff 20992 Mar 8 15:08 executable.B852.exe

Yes, they are all the same size, a good sign. What about MD5 values?
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$ md5deep -b
executable. {632,692,792,828,852,1008,1100,1304,1668,3084,3216} *

98061blabac49819cdleatca9476ceyd executable.828.exe

825a82df6baeebl421e9c0708d82dal5 executable.632.exe
Eb56b983c7e28800726c45de7d062d4h  executable.792.exe
825a82dfe6baeebld21e9c0708d82dal5 executable.692.exe
d93bl5cl262ecalctB4fabl55d2b70d45 executable.852.exe
825a82dfbbaeebl421e9c0708d82dalb executable.1008.exe
825a82df6baeebld421e9c0708d82dal5 executable.l1100.exe
825a82dfobaeebhl421e9c0708d82dals executable.1304.exe
825a82df6baeebl421e9c0708d82dalb executable.l1668.exe
11bfed8167acle3ffdf76927d8bfbedl executable.3084.exe
8afadda32ad42b5a2ab0f34f388ef60d0 executable.3216.exe
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Hands-on procdump (7)

user@SIFT$[strings -a -n 8 executable.3216.exe |
IThis program cannot be run in DO5S mode,
msvcrt.dll

API-MS-Win-Core-ProcessThreads-L1-1-0.d11
KERNEL32.d11

NTDLL.DLL
API-MS-win-Security-Base-L1-1-0.dll
API-MS-WIN-Service-Core-L1-1-0.d11
API-MS-WIN-Service-winsvc-L1-1-0.d11
RPCRY4 . dll

svchostPushServiceGlobals

ServiceMain

ole32.dll

ColnitializeEx

CoCreatelnstance

CoInitializeSecurity

CLSIDFromString

RPCRT4.dll
API-MS-WIN-Service-winsvc-L1-1-0.d11
API-MS-WIN-Service-Core-L1-1-0.d11
API-MS-Win-Security-Base-L1-1-0.d11

tdl

1.d11 j
Memory Forensics In-Depth ﬂ

Some of them *are* identical, but not all. Finally, let's run our test of fuzzy hashing:

$ ssdeep -b -a -p
executable. {632,692,792,828,852,1008,1100,1304,1668,3084,3216}*

This will generate a LOT of output. For each block you should see a comparison of one file against all of the
other files, like this:

executable.1668.exe matches executable.632.exe (100)
executable.1668.exe matches executable.692.exe (100)
executable.1668.exe matches executable.792.exe (82)
executable.1668.exe matches executable.828.exe (82)
executable.1668.exe matches executable.852.exe (80)
executable.1668.exe matches executable.1008.exe (100)
executable.1668.exe matches executable.1100.exe (100)
executable.l1668.exe matches executable.1304.exe (100}
executable.1668.exe matches executable.3084.exe (82)
executable.1668.exe matches executable.3216.exe (82)

This file matched against all of the others. Looking at the rest of the blocks, they all matched too. This is a
good sign. If one of them didn't match against the others, it would mean that version is different. That could be
because that version of the module was relocated, or had been partially paged out. Or it could mean it was
malware.

You can do some basic tests for the latter by looking at the program with reverse engineering tools. This isn't
an RE class, but here's an easy technique to get a rough idea of what a program does. Run 'strings' on the
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program. This prints out all of the ASCII strings in the program. For example, looking at one of our recovered
svchost programs:

$ strings -a -n 8 executable.3216.exe
!This program cannot be run in DOS mode.
Rich

.text

“.data

;TS5

@.reloc

msvcert.dll
API-MS-Win-Ceore-ProcessThreads-L1-1-0.d11
KERNEL32.d11

NTDLL.DLL
API-M3-Win-Security-Base-L1-1-0.d11
API-MS-WIN-Service-Core-L1-1-0.d11
API-MS-WIN-Service-winsve-L1-1-0.d11
RPCRT4.dl1

ole32.dll

CoInitializeEx

CoCreatelnstance
CoInitializeSecurity
CLSIDFromString

RECRT4.d11
API-MS-WIN-Service-winsve-L1-1-0.d11
API-MS-WIN-Service-Core-L1-1-0.d11
API-MS-Win-Security-Base-L1-1-0.d1l1
ntdll.dl1

KERNEL32.d11
API-MS-Win-Core-ProcessThreads-1L1-1-0.d11
msvert.dll

svchost.pdb
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<!-- Copyright (c¢) Microsoft Corporation —->
<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
<assemblyIdentity
version="5.1.0.0"
processorArchitecture="x86"
name="Microsoft.Windows,Services.SvcHost"
type="win32"
<description>Host Process for Windows Services</description>
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The first few lines are things you should see at the start of every executable. There's a DOS stub, a legacy of
the PE file format, followed by the section names of this PE file. Then there are a lot of function names,
perhaps imported functions, and eventually the string svchost.pdb, which corresponds Lo a debugging file
created when svchost was compiled. Looking at strings is a little like looking at goat entrails. You're not going
to get a definitive answer, but it can get you started!
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Now let's talk about non-standard PE files. The first kind we’re going to discuss are packed programs. Packed
programs store part or all of their code in a packed, and sometimes encrypted section of the PE file. When
these programs are executed, an unpacking routine processes the packed data and writes an unpacked version
to another section. Execution is then transferred to the newly unpacked code.

This technique was originally used to compress the size of legitimate executables, and is still used to protect
the contents of legitimate programs against reverse engineering. Of course, any technology can be used by
both the good guys and the bad guys. Malicious programmers use packing to bypass anti-virus systems and
other system safeguards. They also want lo frustrate reverse engineering.

The PE header of a packed program can be immediately obvious. To have a section which will hold the
unpacked data, the programs which created packed executables will add a section to the PE file which is zero
bytes on the disk, but a non-trivial number of bytes in memory. (Some legitimate Windows programs will
create small sections in memory which don’t exist on the disk.)

The picture above gives an example of what a packed program looks like. The original code in the program,
when executed, reads the data in the file, decompresses it to a new section, and then executes it.
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Although packers can work in an infinite number of ways, there are some telltale signs we can use to detect
them. For example, any section which is zero bytes on the disk and a non-trivial number of bytes in memory is
immediately suspect. This section represents where the unpacked data of a program will be stored in memory.

Another indicator is to look for section names which start with "UPX". One of the most popular packing
programs is the Ultimate Packer for Executables (UPX). It's Free and open source. You can download a copy
at http://upx.sourceforge.net/. When UPX creates packed executables it creates sections named UPX0 and
UPXI. (Programs produced by Microsofl’s Visual C compiler have names like .code and .reloc.) So finding
programs with sections whose names begin with UPX is a pretty good indicator of a packed program.

UPX is well known, and as far as packers go, fairly easy Lo unpack. As it turns out, however, many other
packers *also* use section names which begin with UPX. These packers do this to confuse reverse engineers
as to which packer is being used on any particular program. Although it’s easy to see *a* packer is being used,
i’s difficult to unpack a program statically without knowing *which* packer is being used. Packing programs
have many techniques for obfuscating data. They change often and are designed to frustrate reverse
engineering.

We can also look for sections which have high entropy. Entropy, in the information theory sense of the word,
is the degree of randomness between bytes. ASCII text, for example, is restricted to the letters between A-z
and punctuation symbols. Each byte can only be so different from the ones which precede it. It has a fairly low
entropy. Compiled code has a higher entropy, as it can include more possible bytes than ASCII text. Packed or
encrypted data, however, has an even higher entropy. We can measure the entropy of any block of data. In a
PE file we would expect to find code and ASCII text. But if the entropy is higher than what we expect, we may
be looking at a block of compressed or encrypted data. Such a finding could indicate a packed program.
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Recovering Packed Programs

 Memory Forensics ln—_

Recovering a packed program presents both a huge opportunity and a challenge for the forensic examiner. We
can recover all of the original sections as they existed on the disk. But what about the extra section of data
which came from the decompressed data? Obviously we don't want to ignore it. That section contains the
unpacked code which we are most interested in. But we can't put this data into the original PE file—there is no
place for it.

One solution is to recover the previously packed data into a new file. This file can then be analyzed using tools
like IDA Pro. It's not simple, but does work, and works quite well.

Another solution is to dump out the process memory space of the entire executable, without attempting to put
the sections back into the format of the PE file. The Volatility plugin procmemdump does this for you. It works
just like procexedump, but creates a file which holds the contents of virtual memory for the module.
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Dump Executable Process "

__'._ ..... S —— e ]
e Dump a process executable from memory (include slack
space)

Important Parameters
» -0 offset to EPROCESS/ -p PID to dump
¢ -D dump directory

e -m Emulate old procmemdump behavior (pull layout as
seen in memory)

e Used to extract an executable from memory, including slack
space

» Slack space may be useful in an investigation, particularly
with obfuscated processes

e Dumped executable will almost certainly not run correctly

R

Memory Forensics In-Depth

The procdump plugin with the -m option is used to extract an executable from a physical memory dump. Using
this option, slack space is handled between sections is handled. The default run of procdump plugin ignores
slack space in the dump while the ‘procdump -m’ plugin captures it.

There is a trade space for obtaining slack space. Some PE analysis tools can parse procdump output but are not
be able to analyze the output of ‘procdump —m” due to the addition of slack space. Additionally, if file scanners
are looking for a file of a particular size, procmemdump will output a differently sized file. The obvious
argument for dumping slack space is that it may contain additional data (particularly true for .bss sections). The
‘procdump —m’ plugin operates very similarly to the volshell lab dumping method.

Note that if PE headers have been modified, you may have to specify the ‘-u” command line option to force
volatility to try to dump the executable even though some safety checks cannot be validated. If this still fails,
there’s always volshell!

The code for this plugin is located in the file volatility/plugins/procdump.py.
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Dump Executable Process_
procdump -m (2)

o procdump —m exe almost always larger than
procdump exe

user@sIFT$|vol.py -f APT.img --profile=WinXPSP3x86 procdump -m -p 796 -D r‘tmpr
Process(V) ImageBase Name Result
0x81dbddad 0x00400000 iexplore.exe OK: executable.796.exe

- Memorv Forensncs In-D !h

Note that the file executable file created with ‘procdump -m’ is larger than that created with the default run of
procdump. This is because of the slack space.

# vol.py -f /cases/bootcamp/APT.img procdump -m -D /tmp/dump -p 796
Process(V) ImageBase Name Result

0x81dbdda0 0x00400000 iexplore.exe OK: executable.796.exe

#Is -1 /tmp/executable.796.exe
-rw-rw-rw- | root root 625664 2014-01-05 06:07 /tmp/executable.796.exe

# Is -1 /tmp/dump/executable.796.exe
-rw-rw-rw- | root root 634880 2014-01-05 06:43 /tmp/dump/executable.796.exe
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Let’s walk through an example of this together. In your cases directory you should find an executable called
packed.exe. This program is an example of a Windows program which has been packed. You can run this
program, and it works just fine, but it’s been obfuscaled against reverse engineering. When run, this program
unpacks itself into another section and then executes the unpacked code. In particular, this program displays a
bunch of information, including a phone number for the help desk. If you look at the strings for this program,
however, you won’t see any of these strings or the phone number. Let’s run strings on the program to see what
we can see. We'll use the ‘less’ pager to show us one screen of text at a time.

$ strings -a /cases/exe/packed.exe | less

You should see output like this:

!This program cannot be run in DOS mode.
UPX0

UPX1

. output truncated ..

Although there are hints of meaningful data in there, there isn’t much to go on. On the other hand, those strings
UPXO0, UPX1, and UPX2 are indicative of *something* afoot. The UPX packer is a common packing program.
Programs compressed by UPX have sections with those names. (Granted, many other packers use those section
names 100, in an attempt to confuse reverse engineers, t0o. But the presence of those strings lets us know
immediately that this program is probably packed somehow.)
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Hands-on procdump —m (2)

T
|[user@sTFTs

user@sIFTS bo].py -f win7packed.vmem --profile=Win7SPOx86 pslist |grep packed|

0x8526a7d8 packed.exe 38/ 2530 ] ] 1 U Z012-04-10 12:17:36

user@SIFTS [vol.py -f win7packed.vmem --profile=Win7SP0x86 procdump -p 3872 -D /cases/output |

Process(V) ImageBase Name Result
0x8526a7d8 Ox00400000 packed.exe OK: executable.3872.exe
user@IFT$

user@SIFT$|strings -a /cases/output/executable.3872.exe |grep -i helpd|

Memory Forensics In-Depth

Now let’s look at the memory image win7packed.vimem, which contains a running instance of this process.
This system is running Windows 7, SP0, and so uses the profile Win7SP0x86. You will first find the pid of this
process, which you can get using any of the process plugins. For example:

8 vol.py —f /cases/win7packed.vmem --profile=Win7SP0x86 pslist | grep packed
0x8526a7d8 packed.exe 3872 2536 1 72012-04-1012:17:36

We can see the process packed.exe was running as pid 3872. If we use procexedump on this process, we don’t
get any more information than we did running strings on the original executable.

$ vol.py —f /cases/win7packed.vmem --profile=Win7SP0x86 procdump --dump-dir=/cases/output -p 3872
Dumping packed.exe, pid: 3872 output: executable.3872.exe
$ strings ~/output/executable.3872.exe | grep -i helpd

[no output]

But if we use procdump -m, and dump out the whole address space, we get quite a bit more! First, we must
remove the existing recovered file:

$ rm —f /cases/output/executable.3872.exe

And now with procdump -m:
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user@SIFT$frm /cases/output/executable.3B872.exe

user®SIFTS lvol.py -f winZpacked,vmem --profile=Wi

Process{V) ImageBase Name Result

0xB526a7d8 0x00400000 packed.exe OK: executable.3872.exe
user@sIFTs$

user@SIFT$ strings -a /cases/output/executable.3872.exe |grep -1 helpd[
Contact he 356~ Tt

$ vol.py —f /cases/win7packed.vmem --profile=Win7SP0x86 procdump —m --dump-dir=/cases/output -p
3872

Dumping packed.exe, pid: 3872 output: executable.3872 exe
$ strings —a /cases/output/executable.3872.exe | grep -i helpd
Contact helpdesk at 202-456-1414 for support

Victory!

(Bonus questions for those with extra time: 1. Who does that phone number connect to? 2. What do the strings
in this program say about your parent?)
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Modules Exercise (1)

e

Use the memory image win7manycmd.vmem to
answer the following questions. This memory
image uses the profile Win7SP0x86.

hmmmﬂormim P ——

This page intentionally left blank.
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Modules Exercise (2)

1. How many instances of cmd.exe are running
in the memory image? (Extra credit: How
many were in the memory image?)

2. Recover all of the cmd.exe processes. Are
they are all the same?

Memory Forensics In-Depth.

This page intentionally lefl blank.
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M o
Modules Exercise (3)

4. What was the command line for the different
one, if any?

5. Do a brief analysis of the different one, if
any. Do you think it's suspicious? Why?
(Extra credit: Which servers/URLs might it
visit?)

This page intentionally lefl blank.

130



Modules Exercise Solutions

T ———— -

1. 11 (12 — One terminated!)
2. No

3. PID 3620

4, C:\Windows\cmd.exe

5

. Yes. The strings are indicative of
suspicious activity. (18.233.0.21,
www.exxx0ticpetz.su, and Rick Astley)

-

1. How many instances of cmd.exe were running in the memory image?

You can see the instances of cmd.exe using a number of plugins. Here's an example using pslist. We've

used the grep command to make the output easier to read:

$ vol.py —-f /cases/winTmanycmd.vmem --profile=Win7SP0x86 pslist | grep cmd

0x872e7590 cmd.exe 3456 2440 1 23 2012-03-08
0x861644c0 cmd.exe 3696 3456 4 22 2012-03-08
0x87018b10 cmd.exe 3132 2440 i 19 2012-03-08
Ox86cc9030 cmd.exe 3764 2440 id 19 2012-03-08
Ox84fed6el cmd.exe 3796 2440 1 22 2012-03-08
0x973fb7e8 cmd.exe 3828 2440 1 23 2012-03-08
0x86e62960 cmd.exe 3856 3828 1 23 2012-03-08
Ox86eald4eB cmd.exe 3864 3856 1 23 2012-03-08
0x86fdal30 cmd.exe 3872 3864 i 23 2012-03-08
0x86c40d40 cmd.exe 2560 3872 1 22 2012-03-08
0x86e3dd40 cmd.exe 3620 2440 1 6 2012-03-08
0x871al938 cmd.exe 2416 1512 B mmmmm——e 2012-03-08

2012-03-08 21:12:41
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$ vol.py —f /cases/win7manycmd.vmem --profile=Win7SP0x86 pslist | grep cmd

| we -1
12
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2. Recover all of the ecmd.exe processes. Are they all the same?

Let's use procexedump to extract just the cmd.exe processes:

$ mkdir /cases/output/win7manycmd

$ vol.py —-f /cases/winTmanycmd.vmem --profile=Win7SP0x86 procdump --dump-

dir=/cases/output/win7manycmd --

pid=3456,3696,3732,3764,3796,3828,3856,3864,3872,2560,3620,2416

And then compare them:

$ cd /cases/output/winTmanycmd

$ 1s -1

total 5936

-rw-r--r-- 1 sansforensics staff 301568 Mar 9 07:30 executable.2560.exe
-rw-r--r-- 1 sansforensics staff 301568 Mar 9 07:30 executable,34536.exe
-rw-r--r—-— 1 sansforensics staff 6144 Mar 9 07:30 executable.3620.exe
-rw-r-—-r—-— 1 sansforensics staff 301568 Mar 9 07:30 executable.36%6.exe
—rw-r—-—r-— 1 sansforensics staff 301568 Mar 9 07:30 executable.3732.exe
-rw-r—-—-r-— 1 sansforensics staff 301568 Mar 9 07:30 executable.3764.exe
-rw-r——r-- 1 sansforensics staff 301568 Mar 2 07:30 executable.3796.exe
-rw-r--r-- 1 sansforensics staff 301568 Mar 9 07:30 executable.3828.exe
-rw-r--r-- 1 sansforensics staff 301568 Mar 9 07:30 executable.3856.exe
-rw-r--r-- 1 sansforensics staff 301568 Mar 9 07:30 executable.3864.exe
-rw-r--r-— 1 sansforensics staff 301568 Mar 9 07:30 executable.3872.exe

They are NOT all the same size! Hmmm....
3. Which of them, if any, were different?

Let's jump straight to fuzzy hashing. We're most concerned with the one which is a different size, 3620:

$ ssdeep -b -a -p *

executable.

3620.exe matches executable.Z560.exe (0)
executable.3620.exe matches executable.3456.exe (0)
executable.3620.exe matches executable.36%6.exe (0)
executable.3620.exe matches executable.3732.exe (0)
exacutable.3620.exe matches executable.3764.exe (0)
executable.3620.exe matches executable.379%6.exe (0)
executable.3620.exe matches executable.3828.exe (0)
executable.3620.exe matches executable.3856.exe (0)
executable.3620.exe matches executable.3864.exe (0)
executable.3620.exe matches executable.3872.exe (0)

[t doesn't match ANY of the others. (The others all seem to match each other, which is good.)
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4. What was the command line for the different process? Let's take a look:

$ vol.py -f /cases/winTmanycmd.vmem --profile=Win7SP0x86 dlllist --
pid=3620

pid: 3620
cmd.exe
EPROCESS wvirtual: 0x86e3dd40
EPROCESS offset: 0x3de3dd40
Started at: 2012-03-08 21:12:37
Command line: "C:\Windows\cmd.exe"
Image Path Name: C:\Windows\cmd.exe
Environment off: 0x0c74b7f0

Well, that looks normal— HEY! Just a cotton pickin' minute there! The command prompt process isn't run out
of C:\Windows! It's run out of C:\Windows\System32.

5. Do a brief analysis of the different one, if any. Do you think it’s suspicious? Why?

Running strings on the different cmd process produces the following:

$ strings -a executable.3620.exe:
Copyright (C) 2010 EvilEvil Laboratories Inc. All Rights Reserved.
Connecting to command and control server
SUCCESS

Connection Failed.

Drone available for DDOS attacks
www.exxx0ticpetz.su

18.233.0.21

Press any key to compromise host
http://www.youtube.com/watch?v=dQwdwIWgXcQ
LoadLibraryh

RegOpenKeyW

HECU

Cracking passwords...

done!

uuname

Username = %s

passname

Password = %s

None of that looks good! (1f you look at this program in a disassembler or IDA Pro, however, the program
doesn't actually do anything. The program displays those strings and then wails.)
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As part of an effort to defeat memory forensics, some malicious programs trash their PE header when they
execute. More frustratingly, some just change important values in the PE header to nonsense. For example,
once a program is loaded into memory, it could change the copy of the PE header in memory so that every
section was absolutely enormous. When a memory forensics program attempts to use the PE header to copy
out the sections, it gets lost attempting to copy the bogus data.

Certainly trashing the PE header does make our job more difficult. We can still see the program's code and
other data in memory. We can usually automatically find the breaks between those blocks which make up the
sections on the disk. But having to recreate a PE header is painful. Attempting to reverse engineer blobs of
binary code without knowing where they were based makes the process more time consuming (and manual),
but it is still possible.

But at the same time, the trashing of the PE headers is a clear example of the rootkit paradox. Every module
should have a PE header, and that header should be valid. If it's not, then something is clearly wrong with that
process. We can immediately and automatically detect errors or absurd values in the headers. If found, we've
immediately found a piece of malware, and being found is the last thing a malware author wants!

Even if the PE header has been damaged, we can recover the contents of the module, as we would for a packed
program, by copying out the virtual address space reserved for that module. The information on that
reservation is contained in the Virtual Address Descriptor, or VAD, which we will cover in depth in the next
section.
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Find Calls ta”fmpaﬁed Functionén
impscan (1)

208

« Identifies calls to APIs with parsing a PE’s Import Address
Table (IAT)

Important Parameters

e -p PID to scan memory for calls
¢ -b base address of memory to scan
s -s size of memory to scan (used with —b)

e Can be useful in rebuilding import tables of unpacked
executables

e Aids in determining the capabilities of an executable

|

Memory Forensics In-Depth

The impscan plugin is used to discover calls to imported functions. This is very useful for malware analysts
trying to determine the capabilities of an executable. It is also sometimes useful for rebuilding the import tables
of unpacked executables that are dumped from memory. Both of these functions are beyond the scope of this
course, however we will quickly introduce two imports to be on the lookout for.

The first import to look for is CreateRemoteThead. This import is almost always indicative of code injection.
The second import to look for is WriteProcessMemory. This import is sometimes used for code injection. In
other cases it is used to modify the memory of another process (think hooking). You want to be on the lookout
for both of these actions. Both APLs have legitimate purposes, but both are often used by malware authors.
Both imports are located in kernel32.dl1.

Note that impscan does not currently work on WoW64 processes. A WoW64 process is a 32 bil process running
on a 64 bit OS.

The code for this plugin is located in the file volatility/plugins/malware/impscan.py
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Find Calls to Imported Functions

impscan (2)

user@sIFT$ vol.py -f win7packed.vmem --profile=Win7SPOx86 impscan -p 3872

IAT Call Module Function

0x004050a0 0x760f9eb3 kernel32.dll AddAtomA

0x004050a4 0x76112acf kernel32.dll ExitProcess

0x004050a8 0x760fbab0 kernel32.dll FindAtomA

0x004050ac 0x7614762¢ kernel32.dll GetAtomNameA

0x004050b0 0x76113142 kernel32.dll SetUnhandledExceptionFilter

0x004050bc 0x76352bcQ msvcrt.dll __getmainargs

0x004050c0 0x7635e6c¢f msvert.dll —p__environ

0x004050c4 0x763527ce msvert.dll . p__Tmode

0Ox004050c8 0x76352804 msvcrt.dll __set_app_type

0x004050cc 0x763a6163 msvert.dll _assert

0x004050d0 0x763537d4 msvert.dll cexit

0x004050dc 0x7635cc73 msvert.dll _setmode

0x004050e0 0x763a8e53 msvort.dll abort

0x004050eB 0xX76349894 msvcrt.dll free

0x004050ec 0x76349cee msvert.dll malloc

0x004050f0 0x7635¢5b9 msvert.dll printf

0x004050f4 0x7636823¢c msvert.dil signal

A

B

Memory Forensics In-Depth

Sample output from the impscan plugin is shown below:

user@SIFTS vol.py -f win7packed.vmem --profile=Win7SP0x86 impscan -p 3872

IAT Call Module

0x004050a0 0x760f9eb8 kernel32.dll
0x004050a4 0x76112acf kernel32.dll
0x004050a8 0x760fbab0 kernel32.dll
0x004050ac 0x7614762¢ kernel32.dl
0x004050b0 0x76113142 kernel32.dll

... output truncated ...

Function

AddAtomA
ExitProcess
FindAtomA

GetAtomNameA

SetUnhandledExceptionFilter
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Final Day Challenge 2
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-

Without question the best source of existing Windows memory images come from hibernation files.
Hibernation was a feature added in Windows 2000 which allows the machine to save the current state to the
disk. This allows the user to return to the same state when the power is turned on the next time. 1t was
originally intended for laptop users who wanted to extend their battery life.

The saved state includes a compressed, serialized memory image and even the state of the processor itself.
(Remember how RFC 3227 included preserving the contents of the processor registers? The hibernation file
has that information!) All of the state information is saved to a single file on the disk, usually called
hiberfil.sys, but we'll refer to it as the hibernation file. A serialized memory image is one where the full
contents of memory have been obtained. Unlike imaging memory with a software program, no data is missed
because it was moving while the image was being captured.

At the start of the hibernation process, each process is notified and given a chance to do anything it wants. For
example, a program could display a dialog box, “Are you sure you want to hibernate now and interrupt your
file transfer?”. But programs could also wipe sensitive data from memory, such as encryption keys.

From a forensics perspective, the hibernation file is unmatched. It contains the complete state of the computer
from some point in the machine's past. It could be from thirty seconds before the examiner acquired the
machine. It could be from three months earlier. Not only does the file give us a window into the state of the
machine at that time, but hopefully the user was engaged in some kind of meaningful work at the time in
question. If they had their full disk encryption volume mounted, the encryption keys would have been in
memory, and thus in the saved state in the hibernation file.

Prior to Windows 7, unfortunately, hibernation was not supported on any Windows system with more than

4GB of RAM. This restriction applied to both 32 and 64 bit versions of the operating systems. See
http://support.microsoft.com/kb/888575/ for more details on why Microsoft imposed this limitation.
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Power Schemes | Advanced Hibemate | Ups |

memasy on your hard disk and then shuts down. When your

Q? ‘When your computer hibemates, it stores whatever it has in
computer comes out of hibamation, it returns to its previous state.

~Hibemate ——————— 1
; V¥ Enable hibemate support! |

| Free disk space: 2520 MB
Disk space requited to hibemate: 128 MB

Although introduced with Windows 2000, Microsoft did not enable hibernation by default until Windows
Vista. (Computer manufactures, usually laptop makers, would sometimes enable hibernation on the products.)
The picture above shows the dialog box, under the Control Panel's power options, for enabling hibernation on
Windows XP and Windows 2000.

Hibernation is different from "Sleep". When a Windows operating system is put to sleep, devices like the
display and hard drive are shut down to save power. But the state of the system is still kept in memory and the
memory is still powered. Windows is able to return from sleep very quickly, usually in just a few seconds.
With hibernation, all power is terminated and the system is shutdown. When power is turned on again, the
system is booled into a custom boot-loader, which in return restores the same state.

With the introduction of Vista, Microsoft introduced a "hybrid sleep” mode. In such a mode, the computer can
enter sleep after a short amount of time, say a few minutes. If the computer is not woken afler a longer period
time, such as an hour, it is hibernated. The hybrid sleep mode was intended for desktop computers, and may
only be enabled by default for such systems, but it can be enabled on any Windows computer.

Sleep and hibernation are sometimes referred to using their codes from the Advanced Configuration and
Power Interface standard (ACPI). This standard is used to define the power states of modern computers. The
state S0 is when the computer is running. Sleep is state S3 and hibernation as S4.
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Hibernation File Layout

Original
Compressed Memory Disk

Content

Size of Physical Memory

When hibernation is enabled, earlier versions of Windows reserved space on the disk equal to the size of
physical memory. As of Windows 7, though, the size of the hibernation file size has been set to 75% of your
memory size by default. This file, normally C:\hiberfil.sys, will hold the saved state of the system when it is
hibernated. Nothing is written to this file until the system is hibernated the first time. If the system has never
been hibernated, you will find the original contents of the disk in the hibernation file.

During normal operation, Windows keeps an open file handle to the hibernation file. The hibernation file, like
the paging file, cannot be read by another process while the system is running. It can be read either by
mounting the drive on another system, or by parsing the raw filesystem.

When the system is hibernated, Windows writes the system state to the hibernation file. The file contains a
header, the processor state, unpacking information, and the compressed frames of physical memory. Because
the frames are compressed, the saved state will almost never take up the entire size of the file. There may still
be some of the original disk content at the end of the hibernation file.
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Original
Compressed Memory Disk

Content

Previous Hibernation or
Hibernation file slack

It is theoretically possible to have hibernation file slack. That is, data from a previous hibernation which is not
overwritten. This data could offer a second look back at the system. Unfortunately such data is not generally
useful.

First, hibernation file slack does not occur very often. Hibernation files are usually about the same size, so the
amount of leftover data would be small. We would need quite a bit of file data in order to get the table which
tells us where in memory such things would go. Finally, we wouldn’t have data like the DirectoryTableBase
variable, for example, which would allow us to do lookups.

On the other hand, hibernation file slack does exist, can be decompressed, and could contain valuable strings.
For this reason, tools like bulk_extractor can and should be used on hibernation files. There could be e-mail
addresses, phone numbers, SSNs, you name it in there.
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Hibernation File
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Processor Context

. Memory Forensics In-Depth

The hibernation file starts with a header which identifies it as a hibernation file and gives some basic
information about the file. This includes the date and time the system was hibernated, the size of physical
memory, and performance information about the hibernation process. Because the size of the header structure
has increased between versions of Windows, we can use the header size to tell us the version of Windows
which created it.

The header is followed by the state of the processor. When Windows resumes execution, it starts exactly
where it was before the system was hibernated. This means the very instruction which was next when the
system was hibernated is the first to be executed when the system resumes.

Along with the processor state, there is a list of frames which were not being used by the operating system at
the time of hibernation. Windows uses these frames to store and execute the code to decompress and restore
the rest of the system state. If these frames were not specifically listed, the restored state could overwrite the
decompression routines before the decompression was complete.

Afier the processor state and free frame list comes a series of page tables and compressed data. The page
tables describe ranges of memory frames. For each range it gives the starting and ending frames in memory.
The tables are then followed by the compressed frames themselves. Windows uses the page tables to
determine where each decompressed frame should be stored in physical memory.
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Hibernation File Header (1)

‘hibr’/'HIBR" Header

¢ Unrestored hibernation file
¢ Switched to HIBR as of Vista

‘wake’ Header

e Restoration in Progress
e Results in Restoration prompt upon bootup

Zeroed Header
¢ Restored hibernation file

Memory Forensics In-Depth
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Hibernation File Header (2)
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The header of an unrestored hibernation file starts with a four byte signature, hibr or HIBR, depending on the
0S. Windows swilched to uppercase signatures with Windows Vista,

The picture above shows the header from a Windows XP system. The lowercase signature tells us it came
from a pre-Vista system. The size of the header structure, at offset Oxc, is Oxa8 bytes. That's what tells us it
came from an XP system and not a Windows 2000 or Server 2003 system.

Note the timestamp at offset 0x20. This was the time, in UTC, when the system was hibernated. (Recognizing
Windows timestamps can be a bit of an art. They are eight bytes, and generally end with something like ¢701
to cb01. Because Windows is a little endian operating system, the bytes are actually the most significant bytes
in the value.) In this case the timestamp value ix 0x1ca2013fe39%eala, or 01:48:37 on 30 Aug 2009.

(For some additional details on timestamps and how to recognize them, check out
http://blogs.msdn.com/b/oldnewthing/archive/2003/09/05/54806.aspx.)
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The last attempt to restart the system from its previous location
failed. HAttempt to restart again?

lelete restoration data and proceed to system boot menu

Continue Mith system restart

When the system is rebooted, the hibernation file is restored. The frames are decompressed and put back into
RAM. The PCR is used to set the state of the processor, and then execution is resumed.

While this is happening, Windows changes the file header from 'hibr' to 'wake' (or 'WAKE"). You can make
this happen by pulling the plug (or powering off the VM) during the restore operation. If something goes
wrong during the decompression process and the system is rebooted, Windows gives the user a choice about
trying the decompression again or just booting the system. The choice is shown in the dialog box above.
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Memory Forensics In-Depth

Once the hibernation file has been fully restored, Windows wipes the header with zeros. The remainder of the file,
including all of the compressed frames of memory, is not altered. With the header zeroed out, Windows does not restore
the hibernation file when the system boots. This doesn’t mean we can't get anything of value from the hibernation file.
There are some missing pointers, such as the size of the processor context record and the location of the start of the
compressed memory pages. But with a little brute force searching, we can find the start of the compressed memory pages
and recover the memory image manually.

Unfortunately, when the hibernation file is restored we lose the timestamp information from the header. When the header
is overwritten, obviously it wipes out the stamp from the file. The change to the file also updates the NTFS timestamp for
the hibernation file as well. Don’t despair! The system time is still present in the compressed memory image, which is
intact. We can determine the time the system was hibernated from that time stamp.

It is theoretically possible to restore a hibernation file more than once. That is, hibernate the system, copy off the
hibernation file and paging file, restore the system, do stuff, shut the system down, copy back the hibernation file and
paging file, and then attempt to restart the system. At press time, there was no published method to do this. Attempts to
do this using a virtual machine resulted in bizarre, undocumented errors.

Windows can be configured to not wipe the header, and in fact restore the same hibernation file again and again, but this
is uncommon in consumer devices. The mode to do this is Hibernate Once Restart Many (HORM) mode. This was a
feature of Windows XP embedded which allowed the system to be booted multiple times using the same hibernation file.
HORM mode depends on the Enhanced Write Filter (EWF) which is not included with other editions of Windows XP.
There are methods to enable HORM on Windows XP, but they are cumbersome at best. The best indicator of HORM
mode is the presence of a file resmany.dat in the root directory.

For more on HORM, see http://blogs.msdn.com/b/embedded/archive/2006/11/03/what-is-horm-and-how-can-you-use-
it.aspx and http://msdn.microsoft.com/en-us/library/ms932932%28 WinEmbedded.5%29.aspx.
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Hibernation File Header - link

linkmulti (0)disk (0) rdisk (0)
partition (1) \WINDOWS="Microsoft Windows
XP Professional"

/noexecute=optin /fastdetect

Memory Forensics In-Depth

Finally, there is a fourth valid value for the signature in the hibernation file header. The value "link" means the
header contains a pointer to another hibernation file to be used. The value is stored as an ARC path. There is
no space between the signature and path, meaning the hibernation file could start like:

linkmulti(0)disk(0)rdisk(0)partition( 1)\WINDOWS="Microsoft Windows XP Professional" /noexecute=optin
/fastdetect

For more details on the link header, see http://blogs.msdn.com/b/ntdebugging/archive/2007/06/28/how-
windows-starts-up-part-the-second.aspx.
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Hibernation File Data
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Memory Forensics In-Depth

The compressed memory frames are stored in blocks, each of which begins with an “XPRESS” header. The
picture above shows a sample block of compressed data. You can see that the exact header is, in hex, 81 81 78
7072 65 73 73, or \x81'x8 1 xpress.

The data compression algorithm is referred Lo as xpress, but has never been formally documented by
Microsoft. The algorithm has, however, been reverse engineered. The original published version was by
Matthieu Suiche and part of a tool he wrote called Sandman. Soon after that publication, X-Ways, a forensic
software vendor, introduced the capability to decompress hibernation files into one of their products. Suiche
objected, on the grounds that X-Ways had used his code without permission. As proof, Suiche pointed to the
X-Ways binary, which contained Suiche’s birthdate in hexadecimal. It turns out Suiche had embedded the
value in a vestigial part of his code. When X-Ways copied it, they inadvertently copied the birth date too!
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Hibernation Hands-on (1)

[ - BT : SRR

hibinfo

e Parse hibernation file header, if any,
and processor context record

Imagecopy

e Convert hibernation file (or crash
dump) into traditional memory image

A a Memory Forensics In-Depth e

The hibernation file can be used directly by Volatility. In fact, you can use a hibernation file in Volatility just like
any other memory image. Volatility uses what the authors call stackable address layers to do its processing. The
hibernation decompression routines are just another layer in the process. When decompressing, however, the
framework will be much slower. It has to decompress each block before it can be read. But the process is
completely transparent to the user.

You could, in theory, convert a memory image to a hibernation file, but it wouldn’t have a valid processor context
record. To restore a hibernation file you must know the state of the processor exactly.

Volatility has two plugins for dealing with hibernation files directly. The first is hibinfo, which attempts to parse the
hibernation file header and dump out meaningful information. The second is the imagecopy plugin, which can
decompress a hibernation file back to a traditional memory image.

Remember when using any Volatility plugin you must still specify a profile. With hibernation files, it's often much
faster to get the profile information from the hibinfo plugin rather than the imageinfo plugin.
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Read Hibernation Filé Headér

Purpose

* Parse hibernation file header and processor context record

Important Parameters

+ None

Investigative Notes

e Note: The hibernation file header is zeroed when the
system is resumed. Therefore, hibinfo may not produce
output in such situations.

w - Memory Forensics In-Depth.

The hibernation file can be used directly by Volatility. In fact, you can use a hibernation file in Volatility just
like any other memory image. Volatility uses what the authors call stackable address layers to do its processing.
The hibernation decompression routines are just another layer in the process. When decompressing, however,
the framework will be much slower. It has to decompress each block before it can be read. But the process is
completely transparent to the user.

You could, in theory, convert a memory image to a hibernation file, but it wouldn’t have a valid processor
context record. To restore a hibernation file you must know the state of the processor exactly.

Volatility has two plugins for dealing with hibernation files directly. The first is hibinfo, which attempts to parse
the hibernation file header and dump out meaningful information. The second is the imagecopy plugin, which
can decompress a hibernation file back to a traditional memory image.

Remember when using any Volatility plugin you must still specify a profile. With hibernation files, it's ofien
much faster to get the profile information from the hibinfo plugin rather than the imageinfo plugin.
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Hibinfo Hands-on

Extract header information by running hibinfo
against the hibernation file

user@IFT$ vol.py -f /cases/hiberfil-moyix.sys hibinfo
PO_MEMORY_IMAGE :

Signature: hibr

SystemTime: 2008-02-27 22:06:05 UTC+0000

Control registers flags
CRO: 80010031
CRO[PAGING]: 1
CR3: 093b3000
CR4: 000006d9
CR4[PSE]: 1
CR4[PAE]: ©

Windows Version is 5.1 (2600)

Memory Forensics In-Depth

Let’s try the Volatility hibernation file commands together. First, we'll start with hibinfo. We’re going to use this plugin
on a hibernation file to get out the basic information we’ll need to decompress it. Here’s the command line you’ll want
to use:

$ vol.py —f /cases/hiberfil-moyix.sys hibinfo

You should see the following:
Volatile Systems Volatility Framework 2.3.1
PO _MEMORY IMAGE:

Signature: hibr

SystemTime: 2008-02-27 22:06:05 UTC+0000

Control registers flags
CrRO: 80010031
CRO[PAGING]: 1
CR3: 093b3000
CR4: 000006d9
CR4[PSE]: 1
CR4[PAE]: O

Windows Version is 5.1 (2600)
We can see the hibernation file signature, hibr, and the date and time the system was hibernated. At the bottom, we also
get the Windows version which created this file. There are many references for the major, minor, and build numbers,

including Wikipedia, http://en.wikipedia.org/wiki/Windows NT#Releases. Looking up the build 2600 in the table we
see that this image came from a Windows XP system.
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Purpose
« Decompress hibernation file to raw memory dump

Important Parameters

e --profile - necessary for proper conversion
e -0 - output path/filename

Investigative Notes

¢ Decompresses hibernation file to raw as some tools
require raw images in order to parse

« Also converts crashdump and firewire captures to raw
memory images

Memory Forensics In-Depth
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Imagecopy Hands-on

For faster parsing, convert the hibernation file to a
raw memory image with imagecopy

user®SIFTS vol.py -f /caseszhiberfil-moylx.sys --profllesWinXPSP2x86 imagecopy -0 moyix.img
Writing data (5.00 MB Chunks): [, icsanvvessaiivnsioves oy oreesmobssveides S v

At this point we could run any Volatility command we wanted on this hibernation file. There is a gotcha, however.
Because Volatility needs to know how to decompress this file, we must specify a profile before running any
commands. For example, if you run the imageinfo plugin without a profile, it takes about an hour to execute. Adding
the profile flag, however, produces a faster result, but still far too long to demonstrate in this course. You can always
get the profile by running the imageinfo plugin on the hibernation file.

$ vol.py —f /cases/hiberfil-moyix.sys imageinfo

Instead, we can copy out the decompressed memory image 1o a new file using the imagecopy plugin. We need to
specify an output file to write the decompressed file 1o using the -O or --output-image flag. Here’s the full command
line you’ll want to execute:

lmg

You will see a lot of progress dots before the process completes. You may also want to grab a cup of coffee. Once it
does complete, you can run Volatility plugins on the decompressed file.

For example, try running the pstree plugin on the decompressed memory image.

$ vol.py —f /cases/moyix.img --profile=WinXPSP2x86 pstree
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usereSIFT$Ivol.py -f moyix.img --profile=WinXPSP2x86 connscanl

Offset(P) Tocal Address Remote Address pid
Ox01aba730 192.168.199.128:3328 65.55.184.221:443 1052
0x01ca7008 192.168.199.128:1792 207.46.216.61:80 2316
Ox0D1e5e2f0 192.168.199.128:3329 68.142.91.235:80 1052
0x022f9d18 192.168.199.128:3327 65.55.184.221:80 1052

Assess past network connections by running
connscan against converted hiberfil.sys

And finally, the real magic. Let’s see who this computer was talking to back then. Let's do a scan for

connection objects.

There were no active connections. You can verify this by running the connections plugin.)

$ vol.py —f /cases/moyix.img --profile=WinXPSP2x86 connscan

Offset Local Address

Remote Address

Ox0laba730 192.168.199.128:3328
0x01ca7008 192.168.199.128:1792
Ox0le5e2f0 192.168.199.128:3329
0x022£9d18 192.168.199.128:3327

65.55.184.221:443
207 .46.215 61 +80
68.142.91.235:80
65.55.184.221:80

Don’t forget that you can get the full content of these network communications with bulk extractor!
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Crash Dumps
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e STOP: 0x0000008€ (0xCO00000S, Ox00690076, OXASIS4BL0, OX00000000)
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Contact your system adwinistrator or technical support group for further
assistance.

Memory Forensics In-Depth

Crash dumps were created for debugging Windows drivers. When the operating system crashes, it can write out a
crash dump file. This file lists what went wrong, details about the problem, and what it was trying to do at the time.
The result can be used by developers to diagnose the problem. (Hopefully fix it too!) Some of these details are also
displayed in the infamous Blue Screen of Death. Operating system crashes should occur only from bugs in kernel
drivers or other code running at the kernel level. When a user program crashes, it *shouldn’t* take down the
operating system. Due to compromises Microsoft made when writing Windows, however, for performance reasons
there is a lot of user mode functionality which is included in the kernel. For example, the vulnerability which
Microsoft addressed in MS11-087, and which was subsequently used by the Duqu malware, involved the
processing of fonts in kernel mode. Although an operating system function, certainly, such processing should
probably be done in user mode.

Crash dumps can be valuable, especially when looking at the systems belonging to malware authors. Malware
usually requires a driver, and drivers need to be debugged. During that debugging process, it’s quite likely the
developer crashed their own system. If they did so, the code of their driver, perhaps in an earlier, less hardened
state, should be in the crash dump file!

We are now going to discuss what is a crash dump file, what information can be gleaned from it, and how you can
use them in your investigations.

Windows crashes when it encounters a condition which it can’t handle. These exceptional situations may come
from the processor or software running in kernel mode. When this happens, Windows doesn’t know what to do and
so punts. The operating system displays a screen affectionately known as the Blue Screen of Death (BSOD). The
BSOD includes a stop code or bug check code, and sometimes a description of what the stop code means. In the
example shown above, the code 0x8e refers to an unhandled exception. There are several references on the web
with lists of stop codes. For example, here’s one from Microsofl: http://msdn.microsoft.com/en-
us/library/aal26132.aspx.
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Along with the stop code, Windows provides some data related to the crash, which can be useful in fixing it. In
the example above you can see four values after the stop code. These are parameters of the crash.

You can also see, at the bottom of the image. some messages about how Windows has written out physical
memory. This is the creation of the crash dump file.
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Crash Dump Creation

System sterbup
Defadt aperating system:

| Windows 7
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o Automatcady restart
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Dump fle:
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V| Dverwrite any sosting fie

Crash dumps can be small, kernel sized, or complete. That is, they can hold the details of the crash and the
memory space of the module which crashed, the memory of the entire kernel, or the complete memory of the
compulter.

By default, Windows has crash dumps enabled. This is good. By default, however, Windows is configured to
create kernel crash dumps. This is not the ideal situation. 1f you can, please encourage the subjects of your
investigation to enable full crash dumps. This is done from My Computer->System and Security->System-
>Advanced Settings->Startup and Recovery. The dialog box you should see is shown above. Users can also
get to this screen from the Control Panel.

The actual crash dump file is not created at the time of the crash. When the operating system crashes, it is in an
unstable state. It would be unwise to attempt to open a new file handle in such a state, and so the OS
overwriles a file to which it already has an open file handle. Specifically, the OS overwrites the paging file
with the data which will become the crash dump. Generally in a crash, whatever caused the crash should be in
main memory, not the paging file. So for debugging it makes sense to overwrite the paging file. (Yes, the crash
could have been caused because the operating system needed something which was in the paging file, but
couldn’t access it. In such a case it doesn’t so much matter what was needed, as that something was needed.)

The next time the machine is booted, the crash dump information is copied from the paging file to a
configurable location. The default location is %SystemRoot%\MEMORY .DMP, or
C:\Windows\MEMORY .DMP. This next boot may appear to take a while. Be patient! There may be a lot of
data lo copy.
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Default operating system:
Windows 7

V| Time to display list of operating systems: _
.| Time to display recovery options when needed: = 30 {5

System failure
V] Write an event to the system log
(V] Automatically restart
Write debugging information
Kernel memory dump

Dump file:
%SystemRoot% \MEMORY.DMP

V] Overwrite any existing file
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Crashdumps vs. Malware

Enable Copy memory

“Complete” Crash System image from
memory dump Pagefile

Memory Forensics In-Depth

You could, theoretically, use a crash dump as a memory capture tool for advanced malware. A program could
attempt to defeat memory capture in a number of ways--killing the imaging process, feeding it false data, elc.
The “Dimentia” tool, for example, does things like this, https://code.google.com/p/dementia-forensics/.

It may be possible to completely bypass the malware by crashing the operating system and using the
crashdump file. You would need to ensure the system is set to record a “complete” memory dump during the
crash as described previously. Then crash the operating system using the utility of your choice, NotMyFault or
some other tool, and then collect the crash dump file from the page file.

We have not tested this method, but the theory is sound!
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File Header
Memory Run
Memory Run

Crash dump files, like hibernation files, have a header. The header points to a series of memory “runs”, much
like an NTFS filestream. The header details how much data is in each run, where in the crash dump file it
lives, and where it existed in memory. In the example shown above, there were three memory runs which
follow the header.

The header begins with a signature. On 32-bit systems the signature is PAGEDUMP, and on 64-bit systems it’s
PAGEDU64. The signature is followed by fields which describe the operating systems’ major and minor
versions, the virtual addresses of some kernel variables (e.g., DirectoryTableBase, MmPfnDatabase,
PsActiveProcessHead, etc.), and the bug check code and parameters.
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[ = |
Using Crashdump Files (1)

user@sIFTS vol.py -f Win7SP1x64_crash.dmp --profile=Win75P1x64 crashinfo
_DMP_HEADERG64 :

Majorversion: 0x0000000F (15)

Minorversion: 0x00001db1 (7601)

KdSecondaryVersion 0x00000041

DirectoryTableBase 0x00187000

PfnbDataBase Oxfff{f80002ac9228

PslLoadedModulelist Oxfffff80002a5desn

PsActiveProcessHead  Oxfffff80002a3fh30

MachinelImageType 0x00008664

NumberProcessors 0x00000001

BugCheckCode 0x00000000

KdDebuggerDataBlock  Oxfffff80002a090a0

ProductType 0x45474150

SuiteMask 0x45474150

WriterStatus 0x45474150

Comment PAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGE
AGEPAGEPAGEPAGE

DumpType Full Dump

Memory Forensics In-Depth

Like hibernation files, the Volatility framework has a plugin for gleaning information from crashdump files.
The crashinfo plugin displays information gleaned from the crash dump header. Unfortunately the crashinfo
plugin in the SANS version of Volatility has some bugs and doesn’t always work correctly. Here’s a sample of
crashinfo running, using the trunk version of the code. You don't need to execute this line, it's just an example.

user@SIFTS$ vol.py -f Win7SP1lx64 crash.dmp --profile=Win7SP1x64 crashinfo

DMP_HEADER64 :
Majorversion:

Minorversion:

0x0000000f (15)
0x00001dbl (7601)

KdSecondaryVersion 0x00000041
DirectoryTableBase 0x00187000
PfnDataBase Oxfff£f£f80002ach228
PsLoadedModuleList Oxfffrf80002a5de90
PsActiveProcessHead Oxf££££80002a3£fb%0
MachineImageType 0x00008664
NumberProcessors 0x00000001
BugCheckCode 0x00000000
KdDebuggerDataBlock OxfEE££80002a090a0
ProductType 0x45474150
SuiteMask 0x45474150
WriterStatus 0x45474150

Comment
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PAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGE PAGEPAGE PAGEPAGEPAGEPAGEPAGEPAGEPR
GEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGEPAGE

DumpType Full Dump
SystemTime -

SystemUpTime

Physical Memory Description:

Number of runs: 3

FileOffset Start Address Length
00002000 00001000 000%e000
000a0000 00100000 7fde(000
TEe80000 TE£00000 00100000
TEETE£000 TEEE££000

Here we can see the values from the header, including some kernel variables. At the bottom of the file we see
three memory runs. For each we get the offset in the file where the run begins, the offset in physical memory
where the run begins, and the size of the run,
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user@SIFTs I\mI.Eé -T WiN7SP1X64_crash.dmp --prof1le=Win/sPixb4 imagecopy -0 WinJSPIX64-converted.ing]
Writing data (5. EREKS ) [oivoinaionniinsmuinane iunsbubis sbnat bavins vavbephasce v ivumnsonnivday

----------------------------------------------------------------------------------------------------

.....................................................................................................

In addition to extracting metadata from the crashdump files, the Volatility framework can process crash dump
files just like any other kind of memory image. As with hibernation files, such processing operations are slow.
You will probably be better off converting a crash dump file to a flat memory image first. Again, you can use
the imagecopy plugin to covert a crash dump file to a flat memory image. Here's an example of how you
would make that conversion. You do not have to execute this line.

user@SIFT$ vol.py -f Win7SP1x64_crash.dmp --profile=Win7SP1x64 imagecopy -O win7SP1x64-
converted.img
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If you'd like to experiment with creating and analyzing crash dumps, you will need a driver which can reliably
crash the system. Although you could certainly write your own, Mark Russinovich of Microsoft has written
one for you. His tool is called “Not My Fault™, and you can get a copy at
http://download.sysinternals.com/files/notmyfault.zip. The program installs a driver which you can use to
create a variety of bug check codes. Working with the created files is a good way to practice dealing with
crash dump files. Remember, you must let the system reboot after crashing in order to copy the crash dump
data from the paging file to the MEMORY.DMP file. If you don’t, try looking at the paging file for the
PAGEDUMP or PAGEDUG64 header!
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Internal Memory Structures Outline

Interrupt Descriptor Tables

System Service Descriptor Tables
Drivers

Direct Kernel Object Manipulation
Module Extraction

Hibernation File & Crashdump Analysis
Platforms Other than Windows

Final Day Challenge
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Platforms Other than Windows
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e Linux Memory Acquisition & Analysis
e Rekall Memory Forensic Framework
¢ Rekall Plugins for Linux Analysis

OSX

e Mach-O Format

e OSX Acquisition & Analysis

e OSX Memory Structures

° Rekall Pluglns for OSX Analysis

Memorv Forensics In- Deptb 4
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Linux Memory Forensics

Memory Forensics In-Depth
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Linux Memory Outline
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e Acquisition Tools
e Rekall Memory Forensic Framework
e Walk-through of Linux Memory Analysis
— Process Enumeration
— Loaded Modules
— Open Files
— Memory-Mapped Devices

_-.:Memory Forensics In-Depth

This page intentionally left blank.

173




Traditional
Linux Memory Acquisition

e Requires that the acquisition tool’s driver be
built on the target machine (or one with the
same kernel version)

e Prototype of target system must match:
1) Linux distribution

2) exact kernel version
3) CPU architecture (32-bit, 64-bit, etc.)

Linux memory acquisition poses additional obstacles for the examiner due to the numerous kernel versions of
Linux systems. In order to obtain a memory image from a Linux system, the acquisition tool’s driver must be
buill on the target system or a system that has a matching kernel version. This driver, once loaded, gives the
acquisition tool access to physical memory.

The other obstacle in conducting memory analysis of a Linux memory image is the requirement of the target
system’s kernel profile in order for the parsing tool to correctly interpret memory structures. A profile allows
the analysis tool to make sense of the memory image, interpreting the memory structures and offsets specific
to the target system’s kernel version.

Traditional Linux memory acquisition and analysis tools requires both of these conditions to exist in order for
a memory image to be of value to the examiner. Acquisition tools such as LIME or PMem include the initial
step of building the loadable driver. Additionally, analysis of Linux memory images with the Volatility
framework is possible through the use of dependencies such as dwarfdump which allows for the creation of the
target system’s profile (a zip file containing information specific to the target system’s kernel's data structures
(vtypes) and debug symbols) which then enables parsing of memory structures.
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Traditional
Linux Memory Acquisition Tools (1)
e LIME

— Written by Joe Sylve, 504ENSICS Labs
— Less intrusive, more accurate capture of memory

— Requires that you build the LKM (loadable Kernel
Module) on the target machine (or one with the
same kernel)

— Outputs locally or across the network

In 2012, Joe Sylve from 504ENSICS Labs, developed LiME, originally called DMD. LiME can acquire
memory from Linux devices and those that are Linux based, such as Android devices. One of the unique
features about LIME is its reduced interaction between user and kernel space processes, decreasing the
potential for subversion by malicious software. In order for LIME to run on a target system, extract the
software compressed file on the targel system and run make to compile the target specific LIME driver. Next,
load the driver using the insmod command, a program that loads a module into the Linux kernel and in this
case, makes physical memory accessible. We are then able to use the tool to acquire an image of target system
memory.
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Traditional
Linux Memory Acquisition Tools (2)

e Pmem
— Included in the Rekall Memory Forensic Framework

— During the "Build Driver” process, pmem creates a
zip file profile that facilitates later analysis with
Rekall

— Rekall can parse the resultant memory image and
includes Linux specific analysis plugins

The Rekall Memory Forensic Framework includes acquisition tools for Windows, Linux and OSX. There are
two acquisition tools provided by Rekall for Linux, pmem and Imap. PMem is a traditional Linux memory
imaging tool that follows similar steps to that of LiME, first requiring the build of the target specific driver to
be then loaded into the target system’s kernel. These steps are shown below:

First Step: Build Driver

# tar vxzf linux_pmem_ |.ORCl.tgz

linux/

linux/ko_patcher.py

linux/module.c

linux/pmem.c

linux/README

linux/.gitignore

linux/Makefile

# cd rekall/tools/linux

# make

make -C /usr/sre/linux-headers-3.11.0-23-generic CONFIG_DEBUG _INFO=y M="pwd" modules

make[1]: Entering directory */usr/src/linux-headers-3.11.0-23-generic'
CC [M] /cases/pmenv/linux/module.o
CC [M] /cases/pmem/linux/pmem.o
Building modules, stage 2.
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MODPOST 2 modules
CC  /cases/pmem/linux/module.mod.o
LD [M] /cases/pmem/linux/module.ko
CC  /cases/pmenvlinux/pmem.mod.o
LD [M] /cases/pmenv/linux/pmem.ko
make[1]: Leaving directory “/usr/src/linux-headers-3.11.0-23-generic'
cp module.ko module dwarf.ko
make -C /usr/sre/linux-headers-3.11.0-23-generic M="pwd" modules
make[ 1]: Entering directory "/usr/src/linux-headers-3.11.0-23-generic'
CC [M] /cases/pmem/linux/module.o
CC [M] /cases/pmem/linux/pmem.o
Building modules, stage 2.
MODPOST 2 modules
CC  /cases/pmem/linux/module.mod.o
LD [M] /cases/pmem/linux/module.ko
CC  /cases/pmem/linux/pmem.mod.o
LD [M] /cases/pmem/linux/pmem.ko
make[ 1]: Leaving directory “/usr/src/linux-headers-3.11.0-23-generic'
zip ""uname -r'.zip" module_dwarf.ko /boot/System.map-uname -r’
adding: module dwarf.ko (deflated 66%)
adding: boot/System.map-3.11.0-23-generic (deflated 79%)

#ls

3.11.0-23-generic.zip module dwarfko module.o pmem.ko README
ko patcher.py module.ko modules.order pmem.mod.c

Makefile module.mod.c  Module.symvers pmem.mod.o

module.c module.mod.o  pmem.c pmem.o

Second Step: Load Driver

#insmod /cases/pmem/linux/pmem.ko

Third Step: Ensure Driver is Running
# sudo lsmod |grep pmem
pmem 12680 0

Fourth Step: Acquire Memory
root{@siftworkstation:/cases# dd if=/dev/pmem of=/cases/linux.raw
2097151+1 records in
2097151+ records out
1073741823 bytes (1.1 GB) copied, 6.49866 s, 165 MB/s

Sources: http://www.forensicswiki.org/wiki/Rekall
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Advanced
Linux Memory Acquisition Tools

e LMAP
— Included in the Rekall Memory Forensic Framework

— Allows for acquisition even if you can’t compile the
LKM on target

— Injects into a currently loaded kernel module and
then loads its LKM

— Allows for ELF Core formatted output

Memory Forensics In-Depth

LMAP is included in the Rekall Memory Forensic Framework. It allows for acquisition even if you can’t
compile the LKM on target. This is significant because traditionally, an LKM must be compiled for the
specific kernel on which it was being used. This normally requires the investigator to locate a similar system
to compile the LKM on. Compiling on the target system is not usually recommended since it will disturb
memory, the very thing you desire to analyze. However, compiling on the target system may be the only
option if the target system uses a custom kernel. This may be prohibitively difficult if the target system lacks a
compiler and kernel symbols (required to build an LKM).

LMAP avoids this problem by borrowing a technique used in some rootkits. It “infects™ a currently loaded
kernel module and then loads its LKM. This brings LMAP into memory with the currently loaded legitimate
module. LMAP outputs memory in the ELF core format. This is convenient because it allows for kernel
symbol information (obtained at runtime) to be stored inside the memory dump file, something that is not
possible with a raw memory dump.

Sources: http://www.rekall-forensic.com/docs/References/Presentations/LMAP-DFRWS EU 2014.html
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e ELF (Executable and Linkable Format)

— Includes "metadata” of target system kernel and
“data” of contents of target memory

— Could be an relocatable file, a shared object, core
file or processor specific

- Unless “stripped”, an ELF file contains symbols

Memory Forensics In-Depth

The LMAP tool (as well as winpmem, which we covered earlier in the course) allows the investigator to create
an ELF output file. The advantages of using the ELF file format for memory dumps is clear, since symbols
can be stored in the ELF headers that allows for the interpretation of the data by memory analysis tools.

179



Rekall Memory Forensic Framework

L e s e e —— R R

e Open-Source Collection of Memo
Acquisition and Analysis Tools

¢ A Volatility Framework fork (2013), initially
called the "Technology Preview” branch

» Allows for analysis sessions in interactive
shells which enables caching to speed plugins

Forensic

The Rekall Memory Forensic Framework in a collection of memory acquisition and analysis tools
implemented in Python under the GNU General Public License. It originated in 2011 as the “Technology
Preview” branch of the Volatility Framework, with goals of streamlining code and improving efficiency,
performance and usability. Code differences over years of development made it difficult to remerge the
Volatility Framework with this rapidly developing branch, so the developers deemed it necessary to fork the
project. The Rekall Framework has been included in the development of Google Rapid Response, a live
[R/forensics triage tool.

Some of the key differences that most analysts notice with Rekall is its easy of use, as it does not require the
specification of a target system profile when invoking a plugin. Rekall uses an alternative means of
deciphering a memory image other than reading the KDBG (Kernel Debugging Data Block). Rekall uses
interactive analysis sessions that caches information in memory, allowing data to remain available for
subsequent modules, allowing them to run faster. For example, when running pslist, Rekall caches the
processes PIDs, process names, etc. within the image. This allows for fast recall when other plugins
referencing process information are run during the same session. You can view this cached information by
running “print session” within the current Rekall session. Example output is shown below:

ubuntu.dd 19:00:46> print session
Rekall Memory Forensics session Started on Thu Jun 26 19:13:07 2014,

Config:

{

base filename = ubuntu.dd
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buffer size =20971520

cache = {
default_address space = AMD64PagedMemory(@0x01C0D000 (Kernel AS@0x1¢0d000)
dtb = 29413376
kaslr shift=10

H

debug = False

ept = None

filename = /cases/ubuntu.dd

help = False

ipython engine = None

no_autodetect = False

nocolors = False

notebook_dir = /root

pager = None

paging limit = None

plugin = []

profile = ./3.11.zip

profile path = ['http://profiles.rekall.googlecode.com/git/"]

renderer = TextRenderer

run = None

timezone = UTC

verbose = False
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Linux Process Enumeration with Rekall
pslist

¢ Gathers active tasks by walking the task_struct->task list

Important Parameters

¢ pid - numeral process identifier

¢ proc_regex - regular expression matching for process
name

» task - Kernel address of task struct
¢ phys_task - Physical addresses of task struct

' Investigativ Notes

» It does not display the idle process. If the DTB column is
blank, the item is likely a kernel thread.

Of course, the first step in our Six Step Memory Analysis Methodology is Process Enumeration. It is no
different when we are analyzing Linux target systems. Rekall includes the pslist plugin to enumerate process,
doing so by following the task list, the linked fask structs representing active processes on the system. This
plugin includes several filtering parameters such as process P1D, physical address and kernel address of the
process’ task struct and regular expression matching.

In order to get detailed information on a specific plugin while in the interactive shell, type “help <plugin>". For
example, this is the additional information provided for pslist.

ubuntu.dd 19:38:51> help pslist
------------------ > help(pslist)

RunPlugin(...)

Gathers active tasks by walking the task struct->task list.

It does not display the swapper process. If the DTB column is blank, the

item is likely a kernel thread.Filters processes by parameters.

Link:
http://epydocs.rekall.googlecode.com/git/rekall.plugins.linux.pslist. Linux PsList-class.html

182



Parameter

Documentation

proc_regex
task

dib

pid

task head
phys task
output

renderer

A regex to select a process by name.

Kernel addresses of task structs.

The DTB physical address.

One or more pids of processes to select.

Use this as the process head. If specified we do not use kdbg.
Physical addresses of task structs.

If specified we write output to this file.

Use this renderer for the output.
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x88003dbdoees init
x88003dbd1770 kthreadd
x88003dbd2eed ksoftirgd/e
%x88063dbd5dcd kworker/&:8H
x88003d409778 migration/e
x88003d48aeed rcu_bh
xB8003d40c650 rcuob/e
x88083d48dded rcuob/1
x88003d418000 rcuob/2
x88603d419776 rcuob/3

e Qe <o e - i - - i QY -
@

Notice with this first plugin we run in Rekall that we are in an interactive session within the context of the
memory image we specified when launching Rekall. We need only enter the command pslist and Rekall
knows the memory image and profile to use in order to derive the process listing.

Shown below is a pslist using the regular expression filter feature.

ubuntu.dd 19:27:54> pslist proc_regex="gnome"

--m=m-m-———-—----> pslist(proc_regex="gnome")

Offset (V) Name PID PPID UID GID DTB Start Time
0x880025d75dc0 gnome-keyring-d 2667 1 1000 1000 0x000025¢52000
0x8800364eacel gnome-session 2678 2423 1000 1000 0x00003b249000 =
0x880039e71770 gnome-settings- 2727 2678 1000 1000 0x000039afc000 -
0x880038b34650 gnome-fallback- 2765 2678 1000 1000 0x000038b60000 -
0x88002516¢650 gnome-terminal 2958 1 1000 1000 0x0000252b6000 -
0x880025179770 gnome-pty-helpe 2963 2958 1000 1000 0x00003bb65000
0x880025d89770 gnome-screensav 3087 2678 1000 1000 0x000025¢06000

Sources: http://www.rekall-forensic.com/docs/Manual/tutorial.html# _interactive plugins
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Linux Process Enumeration with Rekall
psaux

Purpose

e Lists processes along with full command line and start time

Important Parameters

e pid - numeral process identifier

* proc_regex - regular expression matching for process name
e task - Kernel address of task struct

e phys_task - Physical addresses of task struct

Investigative Notes

The ps aiux command in Linux with the “a’ and ‘u” options includes a comprehensive listing of all processes for
all users. When run on a live system, other output includes process owner, %CPU, %MEM, virtual memory
usage and controlling tty, The Rekall psaux command shows a simplified output of this command, listing all
processes with instantiating command line and start time. Several filter parameters can be used with psaux such
as process PID, physical address of task struct and regular expression matching.
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0B:81:45> psaux
> psaux()

PID  UID GID Command
1 G} ¢} /sbin/init splash
2 ¢] 0 [kthreadd]
3 (6] 0 [ksoftirqd/e]
5 4] c} [kworker /@:6H]
7 ¢ 0 [migration/9]
8 ¢} 0 [rcu_bh]
9 0 0 [rcuob/a]
10 0 0 frcuob/1}
11 e 0 [rcuob/2]
12 ] 0 [rcuob/3]
13 0 <] [rcuob/4]
14 ] (6] [rcuob/5]
15 ] e frcuob/6]
16 o] 5] [rcuob/7]

Shown in the screenshot above is the psaux command being run from inside interactive Rekall framework.
Shown below is psaux with PLD filter option:

ubuntu.dd 12:01:52> psaux 16275
------------------ > psaux(16275)
PID UID GID Command

162750 0  sleep 946
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Linux Network Interfaces with Rekall
1fconfig

W s # e LB Pt

| Purpose |

e Enumerates active network interfaces

Important Parameters

e None

Investigative Notes

» Useful to observe the state of network interfaces to
determine which were active and assigned IP addresses

e Locate adapters that are in promiscuous mode — common
in network sniffers

Rekall’s ifconfig plugin enumerates active network interfaces. It is useful to observe the state of network
interfaces to determine which were active and as well as determining their configured IP addresses. Perhaps the
most significant investigative use of the ifconfig plugin is to locate adapters that are in promiscuous mode. This
is very common in network sniffers, such as tepdump or dsniff. Note that some network sniffers operate without
promiscuous mode, simply capturing all unicast traffic destined for the IP addresses configured on the interface
(they also get all multicast and broadcast segment on the network). A possible solution then is to look for raw
sockets using the Isof, since these are common to sniffers regardless of whether they use promiscuous mode.
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Rekall: ifconfig Output

12+ ifconfig
coeemeeeoeon 1fconfig()
Interface Ipv4Address MAC Flags
lo 127.6.0.1 00:60:00:00:00:00 IFF_LOOPBACK, IFF_UP
the 172.16.158.149 00:0C:29:BE:F1:6A IFF_BROADCAST, IFF_MULT
ICAST, IFF_up i

The above slide shows the output of rekall’s ifconfig plugin.
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Linux Network Interfaces with Rekall
1sof

Purpose

o Lists file descriptors open by processes

Important Parameters

e None

[ Investigative Notes

» Does not display file descriptors open by processes that
are hidden from the process list

w Memory Forensics In-Depth

The Isof plugin displays open files in the OS, similar to the way the command with the same name works inside
the operating system. Just listing files opened by each process would be significant enough. But in Linux it is
even more significant since almost everything in Linux is represented as a file. This includes network sockets.
Some Linux rootkits may hide listening TCP ports from netstat by intercepting calls to read from /proc/net/tcp.
However, the same rootkit might forget to hide the socket from lsof. Because the listening socket is represented
as a file, it is found in Isof, The “everything is a file” makes it much more difficult for rootkit authors to
completely hide objects in Linux.

One interesting output in Isof is that of a raw socket. Most are familiar with SOCK_STREAM (TCP) and
SOCK_DGRAM (UDP). However, a raw socket (SOCK_RAW) can be used to listen for traffic to all ports (and
all protocols) on an interface. When combined with promiscuous mode, this is very powerful in creating
network sniffers. Some port scanners and fuzzing utilities also use raw sockets for writing since they desire to
violate typical protocol behaviors (e.g. sending packets with intentionally incorrect checksums).
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Linux Network Interfaces with Rekall

1smod

Purpose

e Enumerates loaded kernel modules

: Important Parameters

e None

Investigative Notes

« Many Linux rootkits (EnyeLKM, Adore-ng) are
implemented using loadable kernel modules

» Investigating LKMs to check for rootkits is a critical part of
any Linux investigation

Memory Forensics In-Depth

The Ismod plugin enumerates loadable kernel modules. Many Linux rootkits (EnyeLKM, Adore-ng) are
implemented using loadable kernel modules. Investigating LKMs to check for rootkits is a critical part of any
Linux investigation. Failing to do so may result in missing a rootkit running on the Linux system. EnyeLKM in
particular implemented a network accessible backdoor that gave an attacker a backdoor root shell on the system
simply by sending a single, specially crafted packet to the compromised host. This is the sort of thing that’s
easy o find by searching modules in memory, but not the sort of thing you want to miss in an investigation.
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Rekall: Ismod Output

g8:17:22> lsmod
- > lsmod()
khkhkh ko hrrhrhrrrahd overview whdkkhkdkdkh bk hkkdhkkdd
Virtual Core Start Total Size Name Section
oxffffan35al60 exffffa0355000 12680 pmem
Oxffffan3iaas20 oxffffad3lannee 53928 vmhgfs
oxffffan39d260 exffffae399000 23111 dm_crypt
Oxffffae3o0700 oxffffao38co00 25783 snd_ens1371
Oxffffad3lalcd oxffffad317000 18693 gameport
OxffFfao384720 OxfTffa036a000 134967 snd_ac97_codec
oxffffan3lazed exffffan333e00 38796 ib_iser
Oxffffad3140a0 Oxffffa0312000 12730 ac97?_bus
OxfFffag3660co OxfTffag3sdone 48728 rdma_cm
Oxffffae354320 exffffao34boeo 48393 ib_cm
oxffffan2bbeoe exffffaozbsoee 18793 iw_cm

Memory Forensics In-Depth

The slide above shows output of the Ismod plugin. Obviously malicious and unknown module names should
be investigated. Knowing what normal looks like on Linux is substantially harder than on Windows, owing to
the number of variations in Linux kernels. The pmem acquisition tool’s lvim named “pmem” is seen here in
the list of loaded kernel modules.
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Lmux Device Memory Map with Rekal
iomgm

= o

e Shows you the current map of the system's memory for
each physical device.

Important Parameters

¢ None

Investigative Notes

e Some regions of virtual memory are used to communicate
efficiently with devices

+ The mapping of physical device memory is stored in
/proc/iomem (/proc is a virtual filesystem)

/proc/iomem - This file shows you the current map of the system's memory for each physical device. Cerlain
regions of virtual memory are not backed by physical memory in the page tables. Rather, when these memory
regions are accessed, the system dynamically maps memory from devices into these areas. This allows for
efficient communication with hardware devices and dramatically reduces the complexity of programming tasks.

192



Rekall: iomem Output
§:23:16> 1omem

= ke > lomem()

Resource - Start End Name
OxfITf81c39b4n  Ox000000000000 OXEOFFFfffffff PCI mem
OxB8BOO3Tffoboe . Ox000000000000 OGx000600080FFf reserved
OxBE8OO3FFTob3g . Ox0AEOHO0001000 OXBB00COO9F3ITF System RAM
0x88003Fffob70 . 0x00000009f400 Ox00660009FFFf reserved
Ox88003d7ff600 . Ox000000020000 Gx00000608bFffff PCI Bus 0600:00
Oxffffe1c19c20 . OxBOOOOOOCOOLE Ox0000000c7fff Video ROM
OxBBOO3TTfoba8 . OxX6000000ca000 0x0600000cbfff reserved
Oxffffeic19acO .. Ox0000000cafO0 OXO000800cafff Adapter ROM
OxB88003d7ff638 . Ox0000600cCO00 OXxB000000cffff PCI Bus 0000:00
Ox8BOO3d7Ff670 . Ox0000000d0060 OxNAABABAMIFFF PCT Rus AOOG:00
Ox88003d7ff6a8 . Ox0000000d4000 0x0000000d7fff PCI Bus 0000:00
OxB88003d7ff6e0 . OxB000000d8000 Ox0086008dbLFIT PCI Bus 0AAG:00
OxB880037ff9be@ . Ox0000000dCORO OXBOOB8BOTTITT reserved
OxfTff8lcloced .. 6xPE00000TOEOO OXO0LBEOAFFFff System ROM

Memory Forensics In-Depth

Note the device hierarchy above, represented by dots in the second column. The first line (“PCI mem”) shows
the entire address range available for PCI devices. However, note that the “System RAM™ address range falls
within the range for the “PCl mem”. This is because “System RAM” is simply a sub-allocation of the larger
“PCI mem” address range.
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Network Interfaces with " "
dmesg

Purpose

« Display the the dmesg buffer (kernel ring buffer)

Important Parameters

e None

- Investigative Notes

e Dmesqg stores logs in memory that may have been altered
by attackers after being written to disk

* Records messages that may not have ever been logged,
depending on syslog configuration

Memory Forensics In-De

g

The rekall dmesg plugin is used to examine the kernel ring buffer. The kernel ring buffer contains boot messages
that were generated by the kernel. Depending on the configuration of syslog, some of these messages end up in
log files. However, analyzing the ring buffer (through dmesg) may provide evidence of log tampering. Further,
there may be messages present in the ring buffer that were never written to a log file. This of course depends on
the syslog configuration. The default size of the kernel ring buffer is 16392 bytes. However, this value may be
changed at compile time by modifying kernel parameters (CONFIG_LOG_BUF_SHIFT).
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Rekall: dmesg Output

$ python rekal.py --profile ./3.11.zip -f /cases/ubuntu.dd
dmesg > /cases/dmesg.txt

Timestamp Facility Level Message

8.60 0 LOG_INFO Initializing cgroup subsys cpuset
0.00 © LOG_INFO Initializing cgroup subsys cpu
©.60 © LOG_INFO Initlalizing cgroup subsys cpuacct

0.80 8 LOG_INFO Linux version 3.11.6-23-generlc (bullddgbatsu)} (gcc version 4.6.3 (Ubuntu/
Linare 4.6.3-1ubuntus) ) #48-precisel-ubuntu SMP Wed Jun 4 22:86:36 UTC 2814 (Ubuntu 3.11.8-23.4)
O~precisei-generic 3.11.16.198)

9.00 & LOG_INFO Command Line: BOOT_IMAGE=/boot/vmlinuz-3.11.8-23-generic root=UUID=783196d
f-9ddc-4954-a85a-c3f105ce5dfd ro qulet splash

9.88 @ LOG_INFO KERNEL supported cpus:

0.0 @ LOG_INFO Intel Genuinelntel

Memory Forensics In-Depth

The dmesg buffer is a great location to check for evidence of devices being inserted (USB drives for instance).
Although many entries in the dmesg buffer also find their way into other logs files (via syslog or klog
functionality), it is still worth checking dmesg. The reason for this is that attackers may find it easy 1o edit
files on the disk, but hard to change the same data in the dmesg buffer in memory. This may then point to
evidence of log tampering. Also note that some messages may be recorded to the dmesg buffer before the
logging subsystem has been initialized. This creates another unique source for log entries in dmesg.
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Linux Memory Analysis with
~ Bulk Extractor (1)

e ELF scanner - carves ELF files from the

memory image based on identifying file format
signature

$ bulk_extractor -e wordlist ubuntu.dd -o /cases/ubuntu
bulk_extractor version: 1.4.0-betas

Hostname: siftworkstation

Input file: ubuntu.dd

Qutput directory: /fcases/ubuntu

Disk Size: 1073741824

Threads: 1

14:49:13 offset 67MB (6.25%) Done in 0:85:21 at 14:54:34
14:49:46 Offset 156MB (14.06%) Done in ©0:05:31 at 14:55:17

The unstructured stream-based analysis tool, Bulk Extractor, has a scanner that is particularly useful when
parsing Linux memory images. The ELF Scanner attempts to carve ELF files based on the file format
signature. We know that carving an entire contiguous file from a physical memory image is unlikely, but
value may be found in identifying ELF header information. The screenshot above shows that the

bulk extractor tool is run using the same syntax against the Linux memory image, with an output directory of’
“/cases/ubuntu”.
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Linux Memory Analysis with
Bulk Extractor (2)

e elf.txt

# BANNER FILE NOT PROVIDED (-b option)

# BULK_EXTRACTOR-Version: 1.4.0-beta5 (SRev: 10844 $§)

# Feature-Recorder: elf

# Filename: ubuntu.dd

# Feature-File-version: 1.1

4902912 34c23el1c4d2c215¢cb74c2cdc8ce2ezde <ELF class="ELFCLASS
64" data="ELFDATA2LSB" osabi="ELFOSABI_NONE" abilversion="6" »><ehdr t
ype="ET_REL" machine="EM_X86_64" version="1" entry="0" phoff="0" sho
ff="144736" flags="0" ehsize="64" phentsize="8" phnum="8" shentsize=
"64" shnum="26" shstrndx="23" /[><sections><section name="" type="" a
ddr="0x4746435f5359535f" offset="936315f4c425731" size="39203c3c2033
2809" link="64236a29" info="6e696665" addralign="4e414e454e4f2065" s
hentsize="46435f5359535F44"><flags><SHF_STRINGS /><SHF_0S_NONCONFORM
ING /><SHF_GROUP /><SHF_TLS /><SHF_MASKOS /><SHF_MASKPROC /[><SHF_ORD
ERED /></flags></section><section name="" type="" addr="0x6e69666564
230a29" offset="4e414e454e472065" size="46435f5359535f44" 1ink="425f

Memory Forensics In-Depi

Shown above is a portion of what the ELF scanner carved from an Ubuntu memory image. The ELF header
values highlighted in the screenshot above are interpreted in the following chart.

ELF Header Values
ehdr type="ET REL" - Object File Type (ET REL = Relocatable File)
machine="EM_ X86 64" - Required Architecture for an Individual File
version="1" - Object File Version
entry="0" - Entry Address Point
phoff="0" - Program Header Offset (Bytes into File)
shoff="144736" - Section Header Offset (Byles into File)
flags="0" - Processor-specific Flags
ehsize="64" - ELF header's size in bytes
phentsize="0" - Size in bytes of one entry in the file's program header table
phnum="0" - Number of entries in the program header table
shentsize="64" - Section header's size in bytes

shnum="26" - Number of entries in the section header table
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Linux Memory Acquisition and
Analysis
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Mach-O Format

= Em e SRR,

e Some tools for Mac output data in the Mach-O
file format (not to be confused with ELF)

— This format is used for executable files in Mac OSX
e Mach-O files have a header, load commands,
and segments

— Load commands specify the layout of the file in
virtual memory

— Segments have sections that store data or code
(data in the case of a memory dump)

Memory Forensics In-—DePth

Some memory capture tools for Mac output the memory capture data in the Mach-O file format. This format is
used for executable files in Mac OSX. This should not be confused with ELF, which is the normal executable
file format in Linux.

Mach-0O files have a header, load commands, and segments. Load commands specify the layout of the file in
virtual memory. Segments have sections that store data or code (data in the case of a memory dump). Mach-
O files that are used as executables often have a special segment called the link edit segment. This contains
the symbol table and string table, which is used by the loader at run time. Mach-O files that contain only
memory dump data will not have a link edit segment since they are not executable.

Source:
https://developer.apple.com/library/mac/documentation/developertools/conceptual/MachORuntime/Mach-
O File Format.pdf
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Mach-O Format Illustrated

Header

Load commands

Segment command 1

Segment command 2

Data
- Section 1 data
E Section 2 data
on
& Section 3 data
Section 4 data
o
E Sechon 5 data
E
on
o
il . -
Section n data
Memory Forensics In-Depth

This image, taken from the Mach-O file format documentation shows the layout of a Mach-O format. In the
case of a memory image, the segment load commands will be used to describe the relative positions of section
data in the full memory dump. This is because physical memory is often sparse and will contain many sections
filled entirely with zeroes.

Image credit:

https://developer.apple.com/library/mac/documentation/developertools/conceptual/MachORuntime/Mach-
O _File Format.pdf
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OSX Acquisition: Mac Memory Reader

Distributed by ATC-NY
Free but not open source

Supports 10.4 — 10.8 (32 and 64-bit)

— Many acquisition tools do not support 10.4-10.5
— Supports PowerPC!

Outputs in Mach-O and raw format

— Raw format can be non-padded (remove unused to
save space)

]

Memory Forensics In-Depth

The Mac Memory Reader from CyberMarshal is a free tool to acquire OSX memory. This tool is especially
noteworthy because it supports:

PowerPC (most memory acquisition tools support Intel)

* OSX 10.4 and 10.5 (many tools only support 10.6 and above)

The tool also supports output in both Mach-O and raw format (buffered and unbuffered). Most raw acquisition
utilities outpul only in a buffered format (which is ideal for analysis since physical offsets are preserved), but
this creates a much larger file than necessary for simply performing string searches. Unfortunately, this tool
does not support OXS 10.9.

Source: http://www.cybermarshal.com/cyber-marshal-utilities/mac-memory-reader
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e Free tool prowded by Mandlant

e Can acquire memory or analyze an existing
memory dump file

— Analysis capabilities not as robust as some other
tools

e Supports OSX 10.6 — 10.8
e Only supports raw memory output (padded)

Memory Forensics In-Depth

Mac Memoryze is a free tool provided by Mandiant. Some may be familiar with operating Memoryze on
Windows (it is also the audit engine used in Redline).

Can acquire memory or analyze an existing memory dump file, however the memory dump file must be in the
raw format (this is also the only format it supports for output). The tool supports OSX 10.6 — 10.8.
Unfortunately, the tool’s analysis capabilities not as robust as some other tools.

Source:

https://www.mandiant.com/resources/download/mac-memoryze
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memory
Works on x64 10.7-10.9
Outputs Mach-O, raw, and ELF output

Kernel extension must be owned root:wheel or
OSX will not load it!

— Unpack tarball as root to avoid problems

L]

Memory Forensics In-Depth

OSXPmem is a free and open source tool for acquiring Mac memory. It works on 10.7-10.9 (x64 only). The
authors report that it may work on 10.6, but may suffer some stability issues. However, because it must load a
kernel module, you probably don’t want to risk it. Use a tool that officially supports OSX memory dumps on
10.6 if acquiring from that platform. OSXPmem supports Mach-O, raw, and ELF output.

Since the software is distributed as a tarball, note that it may be unpacked as a non-root user. However, the
kernel extension will only be loaded if it is owned by the root user and the wheel group. Otherwise, it will
display an error. Switch lo the root user before unpacking the tarball and all the permissions will be correct.

Source:

http://www.rekall-forensic.com
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OSX Analysis: Volafox

e The volafox tool began as a fork of the
volatility project

— It supports analysis of OSX 10.6-10.9
e Also has experimental support for FreeBSD!
e Still under active development, but not as

feature rich as rekall or even volatility in OSX
support

The volafox tool began as a fork of the volatility project. 1t supports analysis of OSX 10.6-10.9, but requires
that files be raw memory formats. Volafox is the only memory analysis tool that supports FreeBSD. Although
volafox is still under active development, but not as feature rich as rekall or even volatility in OSX support,

Source: htips://code.google.com/p/volafox/
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0OSX Analy5|s Mac Memoryze (2)

° Mac Memoryze can extract a number of
artifacts from a Mac Memory dump
— Processes
— Kernel Extensions

— System Call Table

e In addition to dumping processes by the
normal list method, it can scan for process
structures, similar to Rekall’s psscan on
Windows

. Memory Forensics In-Depth

Mac Memoryze can extract a number of artifacts from a Mac Memory dump. These include processes, kernel
exlensions, and the system call table. In addition to dumping processes by the normal list method, it can scan
for process structures, similar to Rekall’s psscan on Windows. The command line usage for the tool is shown
below. Unfortunately, the tool can only be run on OSX.

Mandiant Mac Memoryze$ ./macmemoryze -h
Mandiant Mac Memoryze v1.0

Copyright Mandaint 2012

usage: macmemoryze [dump|proclistkextlist/syscalllist] options

-h help screen

-f filename previously dumpped memory (otherwise uses physical memory and driver)
-X xml output dump

-q quite (dont display % complete)

-f name of file to dump to proclist

-W parse process file handles with process

-8 parse process section info with process

-1 dump process sections [requires -s option]
- carve processes (dont walk list)

-r walk mach task list

-p pid pid to process

206



-n name name of process to process kextlist

-C carve kexts from memory syscalllist
-s syscall table
-m mach_trap table
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OSX Analysis: Mac Memoryze (3)

T e e - T

e Mac Memoryze process list

Mandiant Mac Memoryze$ ./macmemoryze proclist -f dademurphy_memory.8el
INFD: [+]) searching for lowGle

INFO: [+] lowGlo [Goed@BR@?3224800]

INFO: [+] found os [Mac 05 X 18.8 (Mountain Lion)] [&4-bit]

INFO: [+] PA PML4 [000Q0000224FB700Q)

INFO: [+] searching for kernel base

INFO: [+] found kaslr_base as [@000000022400000]

WALK PROCESS LIST

PADDR VADDR NAME PID PPID BITs STATE

RANAME

G00BRB6B232EDPAR FFFFFFBO232EDBAR kernel task L] 8 64 RUNNABLE

200800002 3A4EAGD FFFFFFBB352BFAGR® Llaunchd 1 @ 64 RUNNABLE

_cvmsroot

9000000@23A4FEER FFFFFFB@352BESER UserEventiAgent 11 1 64 RUNNABLE
root

20000BRB23A4E1IAD FFFFFFEA3528F1A8 kextd 12 1 64 RUNNABLE
root

The output below shows a partial process listing obtained with Mac Memoryze.

Mandiant Mac Memoryze$ macmemoryze proclist -f dademurphy_memory.001
INFO: [+] searching for lowGlo

INFO: [+] lowGlo [0000000023224000]

INFO: {+] found os [Mac OS X 10.8 (Mountain Lion)] [64-bit]

INFO: [+] PA PML4 [0000000024F87000)

INFO: [+] searching for kernel base

INFO: [+] found kaslr_base as [0000000022A00000]

S o RO A K R A Aok Ao ok

WALK PROCESS LIST
s ok ok ok ok ook skor sk koo kol ok %ok

PADDR VADDR NAME PID PPID BITs STATE STARTED EUID RUID USERNAME
00000000232EDOAD FFFFFF80232EDOAO kernel task 0 0 64 RUNNABLE 2013-12-22 21:36:27 0 1]
0000000023A4EAGD FFFFFF80352BFAG0 launchd 1 0 64 RUNNABLE 2013-12-22 21:3627 0 0 _cvmsroot
0000000023A4FSED FFFFFF80352BESED UserEventdgent 1 1 64 RUNNABLE 2013-12-22 21:36:28 ] 1] 100t
0000000023A4E1AD FFFFFF80352BF1AQ kextd 12 1 64 RUNNABLE 2013-12-22 21:3628 0 Q root
0000000023A4F480 FFFFFF80352BE480 notifyd 14 1 64 RUNNABLE 2013-12-22 21:36:28 0 0 root
0000000023A4F020 FFFFFF80352BE020 secunityd 15 1 64 RUNNABLE 2013-12-22 21:36:28 0 0 root
0000000023AS0BCO FFFFFF80352BDBCO diskarbitrationd 16 1 64 RUNNABLE 2013-12-22 21:36:28 0 0 root
... truncated __.
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OSX Rootkits

are in Windows

e Basic detection strategy:

— Use cross view detection to find anomalies, usually
in user space

— Examine known hooking points — most of these in
OSX exist in kernel space

Memory Forensics In-Depth

Rootkits in OSX are not as common as they are in Windows. The basic strategy for detecting rootkits in OSX
is similar to that in Windows.

First, use cross view detection to find anomalies. These anomalies are usually most readily apparent in user
space. Second, investigators should use tools to examine known hooking points. In OSX, these are most often
found in kernel space.

209



OSX Kernel Tuning (sysctl)

e The sysctl interface (also found on Linux)
allows userland programs to tune parameters
in the kernel without loading new modules

e In user space the program calls sysctl()
— This causes the kernel to invoke the appropriate
sysctl handler function
e OSX rootkits may hook sysctl functions to hide
data or provision backdoors

Memory Forensics In-Depth

The sysctl interface (also found on Linux) allows userland programs to tune parameters in the kernel without
loading new modules. Because kernel modules are specific to the running kernel, this greatly simplifies the
operation of the system. It also increases stability and simplifies debugging since kernel tuning uses an
existing, well tested interface.

In user space the program calls sysctl(). This causes the kernel to invoke the appropriate sysctl handler
function from a table stored in the kernel. The sysctl handler may return data to the user.

OSX rootkits may hook sysctl functions to hide data or provision backdoors. Since unprivileged users may be
able to read sysctl values, a read request also invokes the handler. The handler then executes code in the
kernel, which could be used to elevate an unprivileged process to root. Remember: the kernel operates in
“God mode™, so once an attacker has code running in kernel space, the sky is the limit.

Source:
https://developer.apple.com/library/mac/documentation/Darwin/Conceptual/Kernel Programming/boundaries/b
oundaries.html
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OSX System Calls (syscall)

e Just like Windows has the SSDT, OSX has a
syscall table
— Described by the syscalls.master symbol

e Each system call has a number, which is a
vector into the table

e By replacing entries in the syscall table with
alternative code, attackers manipulate the
system

Just like Windows has the SSDT, OSX has a syscall table. This table is described by the
syscalls.master symbol in the kernel. This table contains the functions called when kernel functionality
(e.g. system calls) are requested from user space.

Each system call has a number, which is a vector into the table. By replacing entries in the syscall table with
alternative code, attackers manipulate the system. Some example system calls that an attacker might hook
would be AUE VFORK and AUE_KILL (creation and termination of processes respectively).

Sources: www.opensource.apple.com/source/xnu/xnu-1504.3.12/bsd/kern/syscalls.master
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Mach Traps (1)

e Back when OSX was wfitten, it was a
combination of BSD and Mach

— BSD system calls used the normal syscall table

e A mechanism was needed to support the Mach
system calls too

e Must address numbering collisions between
the two Mach and BSD syscalls
— Mach traps do this!

Memory Forensics In-Depth

Back when OSX was written, it was a combination of BSD and Mach OS. BSD system calls used the normal
syscall table, but a mechanism was needed to support the Mach system calls too. Because each OS was
developed separately, there were significant numbering collisions between the each OS’s system calls.

A scheme was needed to address numbering collisions between the two Mach and BSD syscalls. The scheme
developed was Mach traps.

Source: Abusing Mach on OSX
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Mach Traps (2)

e The Mach trap table holds the function
pointers for handlers of Mach system calls

— The sysenter assembly instruction accesses BSD
system calls (syscall table)

— The "int 0x81" assembly instruction accesses
system calls in the Mach trap table

e Attackers wishing to implement a rootkit might
replace entries in the Mach trap table

W . Memory Forensics In-Depth

The Mach trap table holds the function pointers for handlers of Mach system calls. The sysenter assembly
instruction accesses BSD system calls (these are stored in the syscall table). The “int 0x81” assembly
instruction accesses system calls in the Mach trap table. It is unclear what percentage of modern code actually
uses the Mach traps as opposed to the BSD system calls. However, attackers wishing to implement a rootkit
might replace entries in the Mach trap table. In fact, failing to do so might lead to avenues for cross view
detection if the syscall table were already hooked.

Source: Abusing Mach on OSX
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OSX I/0 Kit Notifiers

I/0 Kit is Apple’s device driver framework
Allows for driver code to be called (notified)
when certain events occur

Can be thought of like IRP handlers in
Windows

Rootkits may be implemented by replacing 1/0
Kit Notifier functions

Memory Forensics In-Depth

/O Kit is Apple’s device driver framework. It allows for driver code to be called (notified) when certain
events occur. For instance, it might notify the USB device driver when new hardware is inserted in a USB
port.

You can think of I/O Kit notifiers like IRP handlers in Windows. Both allow for asynchronous operation.
Note that rootkits may be implemented by replacing 1/O Kit Notifier functions. One such use might be to
register for notifications when the system is going to sleep (suspend to disk). This would allow the malware to
remove portions of its code before the system suspends. The rootkit could then reinsert itself by having
registered for a notifier for the system resume event.

Source:

https://developer.apple.com/library/mac/documentation/Darwin/Conceptual/KernelProgramming/services/servi
ces.html
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OSX Memory Investigations

e The next several slides walk through some
plugins that would typically be used in an OSX
investigation

e The investigation focuses on the use of rekall
as the primary investigative tool

e Volafox or volatility could be used in this case
as well since the image was not acquired from
an OSX 10.9 system

Memary Frenics o et

The next several slides walk through some plugins that would typically be used in an OSX investigation. The
investigation focuses on the use of rekall as the primary investigative tool. Volafox or volatility could be used
in this case as well since the image was not acquired from an OSX 10.9 system.
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Rekall: OSX Processes

o Rekall offers four different plugins to
enumerate OSX processes
— pslist
— pstree
—psaux (gets command line arguments and path)
— psxview

Rekall offers four different plugins for enumerating OSX processes. Most should be fairly obvious, but psaux
obtains the process list and also gets the command line arguments and full path to the process. This is
particularly useful for verifying that malware is not camouflaged using a familiar process name. The pslist,
pstree, and psxview plugins operate as they do on Windows.
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command line arguments

mac_memory$ rekall -1 dademurphy_memrv.aal pPEaux

Pid Name Stack Length  Arge Arguments

] kernel_task Bx000208RBA00E @ @

1 Launchd Bx7TF5640c008 136 1 #sbin/launchd

11 UserEventAgent Bx71ff5eq3le00 240 2 fusr/libexec/UserEventAgent [System)

12 kextd Bx7t1f55582800 232 1 Jusr/Libexec/kextd

14 notityd BxTTf1579ceddd 248 1 Jusrisbinfnotifyd

15 securityd Bx7iff54627600 240 2 Jusr/sbin/securityd -i

16 diskarbitrationd Bx7fff535e7806 243 1 Jusr/sbin/diskarbitrationd

17 powerd BxT{ff5edcBRRB 296 1 /System/Library/CoreServices/powerd., bundle/powerd
18 contigd @xTTff5a596000 232 1 fusr/libexec/configd

19 distnoted BxFIff51Bf7000 249 F Jusr/sbin/distnoted daemon

20 syslogd @x7{f50627008 248 1 fusrfsbin/sysiogd

21 cfprefsd @x7fff564cdend 240 2 fusr/sbin/cfprefsd daemon

22 opendirectoryd Bx7fff5afpqdne 280 1 fusrflibexec/opendirectoryd

3z coreseryicesd Bx711 150825808 280 1 fSystem/Library/CoreServices/coreservicesd
43 wdhelper Bx7fffo2f61008 240 : 3 fusr/libexec/wdhelper

44 warnd BxTIEF550T7008 232 1 Jusr/libexac fwarmd

Memory Forensics In-Depth

The display above shows the partial output of examining OSX memory with rekall using the psaux command. Output
below is truncated:

mac_memory’ rekall - dadermurphy._menory.001 psaux

Pid Name Stack Length Arge  Arguments

0 keme task OO00000000000 O 0

1 launchd Ox7ff5645c000 136 1 /[sbinflaunchd

11 UserBventAgent  Ox7fff5e431000 240 2 justflibexec/UserbventAgent (Systerm)

12 kextd Ox7H55582000 232 1 fusrflibexec/kextd

14 notifyd Ox7fff579¢=000 208 1 fusr/shin/notifyd

15  securityd Ox7H54627000 240 2 fust/sbin/securityd -

16 diskarhitrationd  Ox7fff53567000 248 1 jusr/shin/diskarbitrationd

17 powerd Ox7f5e0c8000 2% 1 /SystemyLibrary/CoreServices/powerd.bunde/powerd
18  configd Ox 752596000 232 1 Justflibexec/configd

19 distnoted OxPFi518F7000 240 2 jusrfshin/distnoted daemon

20 syslogd Ox7H50627000 248 1 Jusrfshin/syslogd

21 ciorefed Ox7FSGACA000 20 2 Jwr/shin/cfprefsd daermon

22 opendirectoryd  Ox7iffSafbd000 280 1 Jusrflibexec/opendirectoryd

32 coreservicesd Ox7i50825000 280 1 fSystemylibrary/CoreServices/coreservicesd

43 wohelper OxFS2M61000 240 1 Jusrflibexec/wohelper

44 wamd Ox7TS5bf7000 232 1 fusrflibexec/warmd

45 ushmud Ox 7500000 504 2 [SystenyLibrary/PrivateFrameworks/MobileDevice framework/Versions/A/Resources /usbmuxd -launchd
48 stackshot Ox7T5500e000 224 2 Justflibexec/stackshot -t

49 SeepServicesD  Ox7fFf5f41e000 280 1 /Systenylibrary/CoreServices/SeepSenicesD

51 revsiond Ox71tf59hal000 376 1 /[SystenyLibrary/PrivateFrameworks/GenerationalStorage framework/Versions/A/Support/revisiond
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Rekall: OSX psxview

S Cross view
detection to locate hidden processes

mac_memory$s rekall -f dademurphy_memory.8@1 psxview

offset (V) Comm PID deadprocs tasks pidhash pgrphash allproc
OxffaR232eddad kernel_task @ False vz False False
@xff80352bfab@ launchd 1 False T o
OxffBR352be8ed UserEventAgent 11 False ¥ e
oxff80352bf1lad kextd 12 False T T T Trug
@xff80352bedB8 notifyd 14 False Tram Tr
@xff80352bed28 securityd 15 False True Try
@xffB@352bdbce diskarbitrationd 16 False W Tru =
@xff803af251a@ find 680 False False False False
BxffB@3af21080 uptime 703 False False False False
exffB042d61a60 tee 704 False False False False
@xff8e3604fead quicklookd 716 False False False False
OxffB0@3af225e8 QuickLookSatelll 717 False False False False
BxffBA352bbO0G sudo 767 False

Memory Forensics In-Depth

The above output shows rekall’s psxview plugin run on OSX memory. Notice that those items found in
deadprocs should not be expecled to be detected by the other methods.

Raw output from the psxview command below (truncated for space):

mac_memory$ rekall -f dademurphy memory.001 psxview

Offset (V) Comm PID decadprocs tasks  pidhash  pgrphash allproc
0xff80232ed0al kernel task 0 False  Truc False True False
0xff80352bfa60 launchd 1 False  True True True True
0xff80352be8c0 UscrGventAgent 11 False  True True True True
0xff80352bf1a0 kextd 12 False True True True True
0xff80352be480 notifyd 14 False  True True True True
0xff80352be020 securityd 15 False  Truc True True True
0xff80352bdbc0 diskarbitrationd 16 False  True True True True
0x{180352bd 760 powerd 17  False True True True True
... truncated ...
0xff803af21000 uptime 703 True False False False False
0xff8042d61a60 tee 704 True False False False False
0xff803604fcal quicklookd 716 True False False Falsc Falsc
0xff803af225¢0 QuickLookSatelli 717 Truc False False False False
0xff80352bb000 sudo 767 False  True True True True
... truncated ...
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Rekall: OSX dmesg

e ————— .

* The dmesg plugin d.is"play”s thé dmesg buffer

mac_memory$ rekall -f dademurphy_memory.281 dmesg
Message

0>(0x@)::listenerCallback -~ Thunderbolt HPD packet for route = @x® port = 11
@ [Time 1387751877] [Message AppleThunderboltNHIType2::iwaitFor0k2Gol

Wake reason: RTC (Alarm)

RTC: Maintenance 2013/12/22 23:07:54, sleep 2013/12/22 22:37:57

AirPort_Brcmd3xx::powerChange: System Wake - Full Wake/ Dark Wake / Maintenap

Previous Sleep Cause: 5

I0ThunderboltSwitch<@xffffff8035164c00>(8x0@)::listenerCallback ~ Thunderbolt

I0ThunderboltSwitch<@xffffffB8035164c00>(0x8):: listenerCallback - Thunderbolt

TBT W (2): @x0100 [x]

wlEvent: en@ en® Link DOWN virtIf = @

AirPort: Link Down on en@. Reason 8 (Disassociated because station leaving).

en@::1080211Interface::postMessage bssid changed

en@: 802.11d country code set to 'X@'.

Memory Forensics In-Depth

The slide above shows the (truncated) output of Rekall’s dmesg plugin. This plugin obtains the contents of the
dmesg buffer, which stores boot logging data. This can be particularly useful if an attacker has modified data in the
logs on disk to remove evidence that a kernel extension (device driver) was loaded.

Truncated output of the dmesg plugin shown below:
mac_memory$ rekall -f dademurphy memory.001 dmesg
Message

0>(0x0)::listenerCallback - Thunderbolt HPD packet for route = 0x0 port = 11 unplug =0
0 [Time 1387751877] [Message AppleThunderboltNHIType2::waitForOk2Go2Sx - retries = 2
Wake reason: RTC (Alarm)
RTC: Maintenance 2013/12/22 23:07:54, sleep 2013/12/22 22:37:57
AirPort_Brem43xx::powerChange: System Wake - Full Wake/ Dark Wake / Maintenance wake
Previous Sleep Cause: 5
10ThunderboltSwitch<0xffffff8035164c00>(0x0)::listenerCallback - Thunderbolt HPD packet for route = 0x0 port
=11 unplug=10
[0 ThunderboltSwitch<0xfftfff8035164¢00=(0x0)::listenerCallback - Thunderbolt HPD packet for route = 0x0 port
=12 unplug =0
TBT W (2): 0x0100 [x]
wlEvent: en0 en( Link DOWN virtlf =0
AirPort: Link Down on en0. Reason 8 (Disassociated because station leaving).
en0::108021 | Interface::postMessage bssid changed
en(): 802.11d country code set to 'X0".

en(: Supported channels 1 23456789 10 11 364044 48 52 56 60 64 100 104 108 112 116 120 124 128 132
136 140 149 153 157 161 165
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Graphics suppressed 181 ms
AppleUSBMultitouchDriver::checkStatus - received Status Packet, Payload 2: device was reinitialized
en0: 802.11d country code set to 'US".

en0: Supported channels 1 2345678910 11 364044 48 52 56 60 64 100 104 108 112 116 120 124 128
132 136 140 149 153 157 161 165

MacAuthEvent en0  Auth result for: ¢8:3a:35:13:06:98 MAC AUTH succeeded
wlEvent: en0 en0 Link UP virtlf= 0

AirPort: Link Up on en0

... lruncated ...
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Rekall: OSX Isof

L]

mac_memorys rekall -f dademurphy_memory.@81l lsof

Command PID uID FD Type Name

launchd 1 ] [:] Reg. File Jdev/null

launchd 1 @ 1 Reg. File /dev/null

launchd 1 ] 2 Reg. File fdev/null

launchd 1 L} e

launchd 1 2 4 Reg. File /dev/console

configd 18 ] 7 DGRAM @
configd 18 @ 8 STREAM fvar/run/pppcontd

configd 18 @ 9 Reg, File fprivate/var/log/wifi.log
configd 18 ] 19 Sock: AF_SYSTEM

configd 18 @ 11 UDPVE s (0) —= 35 (@)

configd 18 @ 12 Sock: AF_SYSTEM

configd 18 3 $3 Reg. File /dev/io8log

canfigd 18 ] 14 Reg. File /dev/ioBlog

configd 18 -] 15 Reg. File fdev/io8log

configd 18 ] 16 Reg. File Jdev/108logmt

configd 18 1] 17 Reg. File fdev/ioBlogmt

configd 18 @ 18 Reg. File fdev/ioBlogmt

configd 18 @ 18 UbPve 9.2.0.2 (8) -> 9.0.0.0 (@)
configd 18 2 ri:] Sock: AF_SYSTEM o
configd 18 L] 21 STREAM

configd 18 @ 22 Reg. File Jdev/bpf@

configd 18 [} 23 unpv4 2.0.8.0 (@) -> 0.0.0.0 (9)
configd 18 @ 24 Sock: AF_SYSTEM

Rekall’s Isof plugin can be used to enumerate file handles that are currently open in the operating system. This
is especially useful if a suspicious process is found and the investigator wants to know what files it is using.
For instance, a malicious process might have a copy of its configuration file open. Alternatively, it might have
exfiltration files open. Also note that network sockets will also be visible in the Isof plugin output.

Truncated output from the lsof plugin is shown below:
mac_memory$ rekall -f dademurphy memory.001 Isof

Command PID UID FD Type Name
launchd 1 0 0 Reg. File  /dev/null
launchd 1 0 1 Reg. File  /dev/null
launchd I 0 2 Reg. File  /dev/null
launchd 1 0 3 ---

... lruncated ...
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Rekall: OSX Notifiers

e Notifiers are asynchronous callback functions
for device drivers

mac_memorys rekall -1 dadesurphy_memory. 881 notifiers
Notify Type Handler Match Key Match Value Symbol

IDServicePublish Bxff7tal77dl8¢B I0ProviderClass I0DisplayConnect com.apple. lokit, L0GraphicsFamily
I0ServicePublish Bxff7fad283abb I0ProviderClass I0Resources com.apple.driver, AppleSHMOLNL
InServicePublish Bxff7fad283abb I0ResourceMatch AppleClamshellState com.apple.driver. AppleSMOLMY
105ervicePublish Bxff7faitlal?? 10ProviderClass 10Resources com.apple.iokit. IBGraphicsFamily
I0ServicePublish BxFF7fadTRal’?? I0ResourceMatch AppleClamshellState cor.apple, iokit. I0GraphicsFamily
10ServicePublish B« fIEB2307d44e I0ProviderClass I0DisplayWrangler __kermel__

10ServicePublish Gxf{7fa349978e I0ProviderClass I0HIDevice cox.apple, iokit, IDHIDFamily
105ervicePublish ext171a349878e I0Providertlass IOHIDEventService com.apple. tokit, IOHIDFamily
I05ervicePublish @xff7fa349978e I0ProviderClass I0DisplayWrangler cor.apple. lokit. IOHIDFamily
I05ervicePublish @xff7fa3ag9ed® I0OProvider{lass AppleKeyswitch com,apple. tokit. IOHIDFamily
I05ervicePublish exfrEBZ30303T0 10ProviderClass ApplesHC __Kernel

10ServicePublish @xff7fal?7dabe I0ProviderClass I0Display com.apple, iokit. I0GraphicsFamily
I0ServicePublish @xft71a38af152 I0ProviderClass I0GisplayWrangler com.apple. iokit.I0BtuetoothFasily
I0ServicePublish @xf171a347dd6E IOProviderClass I0Resources com.apple, 10kit . IOHIDFamily
IDServicePublish @xff71a347dd6E IOProviderClass I0Resgources com.apple, lokit, IOHIDFamily
I105ervicePublish Pxff7fa347dd6l I0ProviderClass I0Resources com.apple, 1okit, IOHIOFamily
I05ervicePublish Bxff7fa347dd68 I0ProviderClass I0Resources cor.apple. iokit, IOHIDFamily

Memory Forensics In-Depth

The notifiers plugin identifies the [/O Kit notification functions that are registered in the kernel. Note that these are
analogous to IRP handlers in Windows. Rekall identifies the type when known. Those with unknown types may
warrant further investigation.

Truncated output shown below:
mac_memory$ rekall -f dademurphy_memory.001 notifiers
Notify Type Handler Match Key Match Value Symbol

10ServicePublish 0xff7fa377d8¢8 IOProviderClass  10DisplayConnect com.apple.iokit. IOGraphicsFamily

10ServicePublish 0xff7fad4283ab6 IOProviderClass  IOResources com.apple.driver. AppleSMCLMU
10ServicePublish Oxff7fa4283ab6 IOResourceMatch  AppleClamshellState  com.apple.driver. AppleSMCLMU
10ServicePublish 0xff7fa378al72 IOProviderClass  IOResources com.apple.iokit.IOGraphicsFamily
[0ServicePublish 0xf7fa378a172 IOResourceMatch  AppleClamshellState  com.apple.iokit.IOGraphicsFamily
[0ServicePublish 0x{T802307d440 IOProviderClass ~ [ODisplay Wrangler ~ kernel

10ServicePublish 0xff7fa349978¢ IOProviderClass ~ IOHIDevice com.apple.iokit. IOHIDFamily

10ServicePublish 0xff7fa349978¢ 10ProviderClass ~ IOHIDEventService com.apple.iokit. IOHIDFamily
[0ServicePublish 0x{f7ta349978¢ 10ProviderClass  10DisplayWrangler com.apple.iokit. IOHIDFamily
10ServicePublish 0xff7fa3499¢d0 IOProviderClass ~ AppleKeyswitch com.apple.iokit. JOHIDFamily

... truncated ...
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Rekall: OSX sysctl

e The sysctl table contains functions for kernel
tuning that do not require new kernel
extensions to be loaded

mac_memoryd rekall -1 dademurphy_memory, 291 syscti

Name MiB Perms Handler Modu e Value

sudit. session.menber_clear_sflags_mask 101.181.104 RWL OxTTRA22175120 __kernel @x4008 [163B4)

audit.session,member_set_sflags_mask 181,181,183 Rl BufTB922175628 _ kernel__ axp (@)

audit. session.superuser_clear_sflags_mask 181.181.102 RWL BxTrBB22TIS128 _ kernel__ BxG008 [24576)

audit.session. superuser_set_sflags_mask 181,181,181 RWL xffEO22S75120 __kernel _ xs08l [24578)

debug. AHCI 5.183 Rii= @xff7fadTcbcald com.apple.driver,AppleAHCIPart -

debug. AHCIDisk 5.104 - @xtf71a399¢819 com.apple. lokil. IDAHCIRlockStorage -

debug. AHCIPartHultiplier 5,182 R~ exffTtadtT6429 com.apple. 1okt IOAHCTFamily -

debug. SCSIArchitectureModel 5.123 Ri= @xfI712321b2da com.apple. iokit, IOSCSIArchitectureModelFamily ~

debug. SCSIMPIOStatistics 5.124 R @xFI7fa321b398 com.apple. fokit, JO3CSTArchiteciuredadelFam ly ~
"uebuq.Tnundernnu 5.195 Rl @xff71a35b7445 com.apple. iokit, I0ThunderboltFamily

debug. UMDkprint f 5128 Rol- BaffTfadd2917e com.apple.driver.applelnte lHO4BPAGraphics —

debug. USE 5.181 - @xff7falleddfs com.apple. tokin. TOUSBFamily -

debug, USBMassStoragel lass 5.130 H- Bxt171adBalbds com.spple.10kit. [DUSBMassStorageCiass —

debug. bpf_bufsize 5.114 AL B FFERZ2fT5ec® _ kernel__ Ox1800 {4096}

debug. bpf _maxbulsize 5,115 LTS BxfIBB221758ch __kernel exBROdR (524788)

debug. bpf_maxdevices 5.116 RWL BxfFRR22¢T5ech __kermel__ Bx108 (2561

debug. darkwake 5.122 HW- BxfFERI21TSecd __hernet 8xB {11]

debug. intel.IGInterruptContral 5.129.192 AL BxffTfaddz2408 com.apple.driver.ApplelintelHD4R80Graphics 8x@ (@)

debug. intel.graphicsTracePointEnable 5.120.181 Rl BaffTfa2d22408 com.apple.driver. ApplelnteiND488Graphics Bx@ (@)

debug. intel.gstAccumi 5,149,117 AL BuffTfad422400 com.apple.driver. dpplelnte HD40@RGraphics Bx0 18)

Memory Forensics In-Depth

The syscil table contains functions for kernel tuning that do not require new kernel extensions to be loaded.
Attackers might overwrite functions in this table to provide backdoor capability.

Truncated output shown below:

mac_memory$ rekall -f dademurphy_memory.801 sysctl

Name

M1B

audit,session.member_clear_sflags mask
audit.session.member_set_sflags_mask
audit.session.superuser_clear_sflags_mask
audit,session,superuser_sei_sflags_mask
debug, ARCI

debug. AHCIDisk

debug. AHCTPortMultiplier

debug, SCSIArchitecturetodel

debug, SCSIMPIOStat istics

debug. Thunderbolt

debug. UMDkprint f

debug. USE

debug, USBMassStorageClass

debug. bpf_bufsize

debug, bpf_maxbufsize

debug, bpf_naxdevices

... lruncated ...

101.101.104
101,101,103
101.101.102
101,101,181
3.183
5,104
5.182
5123
5,124
5,185
5,128
5.181
5.138
5,114
5,115
5,116

Perms Handler Module Value

ReL  @xff8e22f75f20 _kernel__ 0x4808 {16384)
RWL  Bxff802275f20 __kernel oxe (2)

RHL  @xff8022f7512¢ _kernel 8x6008 (24576)
RWL 0x 802275120 _ kernel _ Bx6000 (24576)
R~ Bxff7fadTcbcad com,apple.driver.AppleAHCIPort -

R~ @xff7fa399¢019 com.apple. lokit,T0AHCIBlockStorage -

RW-  Oxff7fa3976429 com.apple.iokit,I0AHCIFamily -

RW-  exff7fa321b2da com.apple,iokit,I0SCSIArchitectureModelFamily -
R~  @xff7fa321b398 com.apple. iokit,I10SCSIArchitecturetodelFanily -
R~ Bxff7fa35b7445 com,apple.iokit.I0ThunderboltFamily -

Ri-  exff7fadd2917e com.apple.driver,ApplelntelHD4000Graphics -

RW-  @xff7fa33ed8f5 com.apple.iokit,I0USBFamily -

Rii-  @xff7fadBa7b95 com.apple.iokit.I0USBMassStorageClass -

RWL  0xffB8022175ec@ __kernel Ox1000 (4096)
RWL  oxff8e22175ecd _ kernel__ 8xB0000 (524288)
RWL  @xff8622f75ecd _ kernel_ x108 (256)
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Rekall: OSX check_syscalls

- ——— e ST

e The check_syscalls obtains the
addresses of entries in the syscall table

mac_memory$ rekall - dademurphy_memory.@81 check_syscalls
Index Address Target Symbol

] exffB02325d7f0 OxffB@22f7e720 __kernel
1 oxff8@2325d818 Bxff8022f5e4e@ _ kernel _
2 OxffB802325d840 0xffBO22162828 __kernel _
3 exff8023250868 oxffBO22f7e760 __kernel __
4 BxffB802325d890 OxTfBB22fTee3d _ kernel
5 Bxff8@2325d8h8 @xffBO22403290 _ kernel
6 Bxff802325d8e@ OxFfBO22f52fb0 __ kernel__
; § exffBO2325d9088 @xffBO22f5f718 _ kernel__
8 exff802325d93¢ Oxff8022f7e720 __kernel
g9 BxffB@2325d958 @xff8022d03ca® __kernel__
1@ OxffB802325d980 @xffBO22d04940 _ kernel__
11 @xffBB2325d%9a8 OxTfBO2217e72@ __kernel
12 @xffBR2325d9d@ @xffBB22d026d@ _ _kernel
13 @xffBR2325d9f8 @xffBO22d0243@ __kernel__
14 OxffBR2325da2@ BxffB022de34c@ __kernel _

Memory Forensics In-Depth

The check syscalls plugin obtains the addresses of entries in the syscall table. This can be used to determine if
any addresses are anomalous.

Truncated output shown below:
mac_memory$ rekall -f dademurphy memory.001 check syscalls
Index Address Target  Symbol

0xff802325d7f0 0xft8022f7¢720  kernel
0xfr802325d818 0xff8022f5e4e0  kernel
0x{f802325d840 0xff8022{62820 kernel
0xff802325d868 0xff8022f7¢760  kernel
0xff802325dR890 0xff8022f7ee30 kernel
0xff802325d8b8 0xff8022d03290 kernel
0xff802325d8e0 Oxff8022f52fb0  kernel
0xff802325d908 0x{18022f5f710 kernel _
0xff802325d930 0xft8022f7e¢720 _ kernel
9  0xff802325d958 0xff8022d03ca0d  kernel
10 0xff802325d980 0xff8022d04940 kernel
11 Oxff802325d9a8 0xff8022f7e720 kernel

... truncated ...
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Rekall: OSX check_trap_table

[ =

PN e g

e The check_trap_table plugin enumerates the
entries in the Mach trap table

mac_memory$ rekall -f dademurphy_memory.@01 check_trap_table
Index Address Target Symbol
9x@ exffBe23258a80 Oxff8022¢350508 __kernel__
0x1 @xffB023258a90 OxffB8@22c35058 __kernel
0x2 @xff802325Baa@ @xffB022c35050 __kernel__
0x3 0xff8023258abd Oxff8622c35050 __kernel__
Ox4 0xTT8O23258ach Oxff8022c¢35058 __kernel__
@x5 BxffB8023258ad0 @xffBH22c35@50 __kernel__
0x6 BxffB023258ae0d @xff8O22c35050 _ _kernel
6x7 @xff8023258af0 exff8822c35050 __kernel__
Ox8 OxffB023258b00 Oxff8822c35050 _ kernel
6x9 @xTf8023258b10 OxffB822c35850 _ kernel__
Oxa @xTf8023258b20 @xff8022c1B8a2@0 __kernel__
Oxb @xff8023258b30 @xff8022c35050 __kernel__
Bxc @xff80823258b40 @xff8022c18ab® _ kernel__

Memory Forensics In-Depth

l

The check _trap_table plugin enumerates the entries in the Mach trap table. An attacker might overwrite

entries in the Mach trap table to implement a rootkit. The Mach trap table is an alternate system call table used

in OSX,

Truncated output shown below:

mac_memory$ rekall -f dademurphy memory.001 check trap table

Index

Address

Target

Symbol

0x0 0xff8023258a80 0xff8022¢35050  kernel
0x1 0xff8023258a90 0x{f8022¢35050  kernel
0x2 0xf18023258aa0 0xff8022¢35050  kernel
0x3 0x{f8023258ab0 0xff8022¢35050  kernel
0x4 0xft8023258ac0 0xff8022¢35050  kernel
0x5 0xft8023258ad0 0xff8022¢35050  kernel
0x6 0xff8023258ae0) 0xff8022¢35050 kernel
0x7 0x118023258af0 0xff8022¢35050  kernel
0x8 0xff8023258b00 0xff8022¢35050  kernel
0x9 0xff8023258b10 0xff8022c35050  kernel
Oxa 0xff8023258b20 0xff8022¢18a20 kernel
0xb 0xff8023258b30 0xff8022¢35050  kernel

... truncated ...
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Digital Forensics and Incident Response
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FOR926 Memory Forensics NetWars

Tournament

| e —— -

SANS Institute

Memory Forensics In-Depth

This section assigns students to the role of a memory forensics analyst. You will be presented with a variety of
hands-on questions involving real-world memory captures in the context of a challenging and fun

tournament. These questions further your ability to respond to typical memory analysis tasks in an instructor-
led lab environment and offer additional learning opportunities. Moreover, the questions are designed to
reinforce skills covered earlier in the course. By applying the techniques learned earlier in the course, you can
solidify your knowledge and shore up skill areas where you might need additional practice.
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Hands-on challenges

e The hands-on challenges are designed to test
your skill in performing memory forensic
analysis

e Unlike the labs throughout the course, these
do not have explicit instructions

— Requires you to apply analysis skills you have
learned throughout the course

For the tournament, you will need to reference the files located on the course USB in the “netwars” directory.
- This folder is located off of the root of the USB drive.
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Tournament Design

[ = 2 ra—— ]

e Three levels -

— Multiple “modules” per level

o New levels unlock when sufficient points have
been acquired

Once a sufficient number of points have been accumulated at level 1, new questions are unlocked at level 2.
Participants may continue to answer questions at level 1, but have the option of answering level 2 questions as
well. Level 3 questions will be unlocked when a sufficient point value has been acquired at level 2. Currently
the tournament only has 3 levels.

Participants will continue solving questions until time expires or they have exhausted the supply of questions.
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Modules

SEER

e Play through the modules in any order
e You can see all questions per module at any
time

Memory Forensics In-Depth

The tournament is comprised of a series of modules across several levels. When the tournament begins, you
may access any of the modules on level 1. Each module is comprised of one or more questions.

If you get stuck, you can always change to another module and come back to the original module.
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Incorrect Answers

* One free wrong answer per question

— After that you lose one point per wrong answer
attempted

e Discourages brute forcing
— Forces precise work

Memory Forensics In-Depth

For each question, a player may answer incorrectly once without being assessed a penalty (a free guess). To
discourage rampant guessing in the tournament, penalty points will be assessed for each subsequent incorrect
guess on a per-question basis.

Besides discouraging brute force attempts to answer a question, these penalties serve another real world
purpose. In the real world, it is unlikely to be discovered if you guess and put incorrect information in a
report. If the error is discovered, there is a very real cost of discovery (QA). Also, incident response actions
may be taken based on the findings of the malware analysis report. 1f these findings are incorrect, then there is
a very real cost associated with the actions taken,
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e Hints can be used to help solve modules
— No hints for multiple choice questions
e Three hints
— 15t hint == nudge (50% points lost)
— 2" hint == shove (75% points lost)
— 3 hint == answer (no points)

Most questions have two hints. The first hint is thought of as a nudge. It might point you to a tool, or generic
class of tools, that can solve the problem. The second hint is more of a shove. These hints direct you to the
answer without giving it to you. An example might be the exact syntax to solve the module, only requiring
that you analyze the result.

If you use one of these hints, you can count on loss of 50% of the available points for the question. The
second hint, if available, will take an additional 50% of the available points. Essentially, if you take both hints
you can count on getting 25% of the total points for a given question. While this sounds very punitive, it was
designed to be. When you perform memory analysis in an investigation, you don’t receive any hints. If you
need hints in the real world you pay a consultant for them. In this case, you are paying in the form of points.
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e Hints can be thought of like outsourcing
— It costs money to outsource a task

e In the tournament, it costs you points

— But sometimes taking a hint to move on is the
right strategy

In the real world, if a particular task is beyond your ability level (or that of your team) you would normally
outsource the task to a contractor or consultant. This obviously costs money for your organization.

Sometimes you outsource work not because you or your team can’( handle the work, but because the task is
not a good use of your time (in other words, the opportunity cost of performing the work outweighs the cost of
outsourcing).

Hints cost a number of points in the tournament, the number of points is relative to the number of hints that are
taken for a given question. After taking three hints, you will lose 100% of the points for the question.
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Tournament Feedback

e If you feel like a question is wrong, consult the
instructor

— This also applies to hints and answers

e We welcome feedback on the questions, hints,
and answers

Memory Forensics In-Depth

Even if you don’t agree with an answer, everyone else is playing the same tournament and we want to keep it
fair. If you sincerely believe that a question is ambiguous, let the instructor know and they’1l provide feedback
to the course author. Specific feedback with wording suggestions is always most appreciated.

Although we will not make changes to the game in progress based on feedback, we will incorporate feedback
into future iterations of the game at other events. This ensures everyone is playing the same tournament.

Note: If you’re taking this course Online, consult the SANS Online SME for assistance <online-
sme(@sans.org=.
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Ground Rules

Don't attack student machines
Don't attack the scoring server
— Both of these include DoS attacks

Failure to comply will result in dismissal
from the class

Memory Forensics In-Depth

Short version: No shenanigans.

Long version: Just a couple of ground rules here. Since we’re all adults, we almost feel silly having to clarify
this; however, let’s just get it out of the way.

Be courteous to your neighbor. Don’t DoS the scoring server or other students. Don’t attack the scoring
server or other students either. If we find you doing either of these, you will be dismissed from the class
immediately. We will report you to GIAC as an honor code violator and they may revoke your certifications.
Bottom line, don’t be that person!

We’re all networked in the room, or over the Internet for Online students. This means that you could hack
someone if they had an unpatched vulnerability. Be respectful. Don’( hack someone else’s box. It isn’t a joke,
it’s a crime. If you get caught doing it, you’ll be kicked out of class. Seriously. Again, if we catch any such
shenanigans, you're out. We’re here to learn and anything that disrupts the learning process will not be
tolerated.
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Account Registration (1)

e Open a browser and navigate to the scoring
server at the address below
— https://10.10.10.20

e Create an account
— No inappropriate usernames please

By default, the scoring server is located at 10.10.10.20. However, depending on the conference setup this
address may be changed (you will be notified of any changes, if so).

Once your IP information is set appropriately, you should be able to ping the scoring server. Each person
should click the link to register for the tournament. However, you will not be able (o log in until the instructor
authorizes all accounts and grants access to the tournament. Point your web browser to hitps://10.10.10.20,
create an account, and wait for the instructor to start the tournament. Once the instructor starts the tournament,
you may log in. The tournament will end after a minimum of 6 hours of gameplay, the winner will be awarded,
and the instructor will answer any questions you may have about the malware sample.

Online students: If you are playing via SANS Online (OnDemand or vLive), you should connect to the scoring
server at the URL sent to you in a separate e-mail entitled FOR526 Virtual Lab Access. 1f you did not receive
this e-mail, please e-mail virtual-labs-support(@sans.org to address this. There is no need to reconfigure your
network, you will use the OpenVPN client to to connect to the Virtual Lab. OnDemand students may play day
6 modules throughout their access to the course material. OnDemand does not use teams for the FOR526.6
module. In some instances the server may be reset and you will have to create a new account for access.

Simulcast students: Simulcast students should obtain the URL from for the scoring server from the instructor.
There is no need to change your network settings. Simulcast students will compete against the in-class students
for lethal forensicator coins.
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Account Registration (2)

Account Creation

Welcome to Netwars! ‘

The following page can be used to reglster for an account o Ha gt

Note: You will e

Uspmame

not be able to log x R B L o | R
in Until the PRV Mtt o @ st 5 charmcten iong

instructor begins e .
the tournament. =8 <l

Please register for an account, but note that you will not be able to log in until the instructor starts the
tournament.
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Tournament Navigation (1)

| - et e e

e Below is the main navigation screen

Progress

Cument Score: 0 points

Cusvant Lavet 1

Totai Pomnts Needed 10 Unlock Nex! Leved 100 points

Game Progress

This is the main navigation screen. When you first log in, level one has been unlocked. Notice that level two
and level three show a lock button meaning that they are currently not accessible. When you gain enough
points, levels two and three will be unlocked.

This screen also displays links to the scoreboard and a link to your customized tournament progress. The
tournament progress link allows you to examine which questions you’ve already answered and your progress
through the tournament.
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Tournament Navigation (2)

e Level One Module Questions

* FORS26 Memory Trivia

This module contains general questions about memory forensics.

s Questions Answered 0/20
* Points Gained: 0/100

[+] Show Module Questions @

After clicking on the level one button, all level one questions are accessible. A description of the module is
provided above the module questions, as well as the total number of questions answered and points gained
from the module.

To access the module questions, click the “Show Module Questions” link as indicated by the arrow above.
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e The instructor will designate a

n area where

students who do not wish to compete can play
the tournament in a cooperative mode

e Register account names with a prefix of “ncp_"

While most people prefer to compete for a lethal forensicator coin, we recognize that some people simply want
to solidify their skills. To facilitate this, the instructor will designate an area where non-competing students
can congregate and collaborate on the tournament questions. Because others are working on the modules, we
ask that you keep the noise to a minimum while working on the questions. Also, because a team can establish a
much higher point total than an individual, we ask that you register account names starting with the prefix
“necp_" (which stands for “not competing™).

The instructor will still answer questions for non-competing students, but please try to leverage others in the
area first. If you are not competing, please try to help your fellow students. You’ll find that explaining a
concept often helps reinforce it for you (so you get a benefit too).

You may also begin playing the tournament as a competitor and then transition to a non-competitor if you find
the modules too difficult.

Note: This does not apply to SANS OnDemand students. Since SANS OnDemand students are provided access
to the tournament indefinitely, the unfair advantage precludes them from winning a coin.
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Hints !'= Tournament Loss

BEETT

e Taking hints doesn't ensure a loss
— Look at this scoreboard for evidence

We’ve noted that some people feel like taking hints will result in failure. On many of the previous games,
taking hints has actually been a winning strategy. There are a LOT of points available in the tournament (yes,
people have actually finished everything, but we admit that it is challenging). Sometimes a hint helps you
move ahead quickly and work most effectively.

Note the range of hints taken in this actual scoreboard from a previous tournament. The first and second place
competitors took many hints to obtain great scores. The third place competitor was able to obtain an
impressive points tally while taking no hints (quite an accomplishment!). There was a real race for fifth place
in this tournament (bragging rights were at stake) and two people used more than 75 hints to try to improve
their scores! In the end, one of these individuals was able to obtain the 5™ place score (and secure the bragging
rights).

We show this to illustrate that taking a hint isn’t a bad thing and it also isn’t an admodule of failure. In fact, in
every tournament we’ve run the winner has taken a fair number of hints to get the winning score in the time
allotted for tournament play.
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Last Chance Questions?

e Barring any questions, the instructor will now
start the tournament

e The tournament server will run for at least six
hours

— Lunch and breaks on your own
— Winners get lethal forensicator coins

The tournament will be suspended after at least six hours of play has occurred. In conferences, the tournament
will usually be suspended at 3:30 PM (this assumes a start of no later than 9:30 AM). You may continue to
work on the module throughout lunch. Breaks and lunch are on your own. When the instructor terminates the
tournament, winners will be awarded lethal forensicator coins and the class will be released. Time permitling,
some questions may be reviewed by the instructor if anyone wants to stay and “gel their learn on”. In any
case, the class will be dismissed no later than 5PM (or the normal stop time for days 1-5).

In vLive sessions, the server will be lefl on between the two vLive sessions to facilitate answering as many
questions as possible.

OnDemand students will have an account on the server for their entire access period. OnDemand students do
not compete for lethal forensicator coins, but can still play for maximum points and bragging rights.
OnDemand students have much more time to complete modules than in-class students, meaning that taking
hints is to complete the maximum number of challenges in the time allotted will be less of an issue.
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Game On

[ i ST

e Enjoy the tournament
e And may the odds be always in your favor!

Memory Forensics In-Depth

Enjoy the tournament. We think it is both fun and a true learning experience that helps reinforce skills taught
throughout the course. May the odds be always in your favor.
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This Course is Part of the SANS Technology Institute (STI) Master’s Degree Curriculum.

If you’re brain is hurting from all you've learned in this class, but you still want more, consider
applying for a Master’s Degree from STL. We offer two hands-on, intensive Master’s Degree
programs:

° Master of Science in Information Security Engineering

° Master of Science in Information Security Management

If you have a bachelor’s degree and are ready to pursue a graduate degree in information
security, please visit www.sans.edu for more information.

www.sans.edu 720-941-4932 info@sans.edu
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This the end of the course. But don't stop here! Have fun exploring memory forensics!
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Any additional quéStionsE
atorres@sans.org

research@jessekornblum.com
http://twitter.com/sibertor
http://twitter.com/jessekornblum

[1] The Matrix. Dir. Andy Wachowski and Larry Wachowski. Warner Bros. Pictures, 1999. DVD.
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