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What Are Third-Party Apps?

« Most mobile devices ship with some third-party applications pre-
installed |
« Third-party applications are available for download from the mobile

app stores
« Application types are not limited to

Gaming MDM Education
Social Media MAM Photography
Networking Music/Videos Chatting

Geo-location Document Creation Banking
File Sharing Languages Shopping

This page intentionally left blank.
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Just How Many Apps Are There?
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Apple, the platform that started the application craze, has recently fallen a close second to Android applications
available from Google Play. Some of the other top mobile OS platforms were a bit slower to get into the
application game, but they too have their own app stores where applications, games, ringtones, and more can be
downloaded for free or for a cost.

Source: http://for585.com/altappstores
Source: http://for585.com/appstorestats
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Alternative App Stores

« App stores pop up everywhere as a way of convenience, added

security/oversight, or offer the capability to offer more FREE apps

Opera Mobile Store

Android Alternative Stores i B'(f g

*Alternative app stores also increase the risk of malicious
application downloads

Because the use of mobile applications in lieu of utilizing the web browser is preferred, vendors have provided
more options to users for how and where they get their favorite application downloads. Users are no longer tied
to the platforms’ app store. They have numerous venues to choose when looking for mobile apps to add to their
smart devices. Companies such as IBM and other entities utilizing MDM solutions have instituted their own
mobile app stores to ensure that their employees are only installing company-approved, malware-free
applications on their corporate devices. This corporate app store model allowed them to move away from the
requirement that every employee was required to have the same smart device.

The following list makes up only a small fraction of the alternative apps stores:

«  Amazon.com: Appstore for Android gives away one free paid app a day.

«  Slide ME offers multiple payment options like PayPal and puts apps through a rigorous platform
test prior to making available.

«  Apps Zoom offers options when you need to hire a mobile phone app developer.

«  Cnet download is already famous for its software offering. Apps are thoroughly scanned for
malware so downloads are worry free from this trusted site.

«  F-Droid offers free apps that do not come packaged with tracking or ads.

«  Aptoide is getting a following from new application developers. Community allows posting and
sharing links to most loved apps.

«  AppsLib offers apps for tablets and mobile devices.

+  Yandex uses the Kaspersky Antivirus software for malware checks giving users a sense of
security.

* 91 mobile geared toward students.

«  Mobango 8 million+ users download from this platform, which has offerings from 40,000 +
developers.

Source: http://for585.com/altappstores
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Impact on Mobile Forensics

* Just how good are the

commerecial forensic tools?

* Recovery and analysis are often
aimed at the newest, most
popular device models

* Application support is geared
toward popular applications that
generally provide the most
forensic ROI

+ What is the impact on forensic
examinations?

Applications are the future of smartphones, but what may have been the hot application for chatting last week is,
today, outdated and no longer trending. Examiners must stay on top of how smartphone operators are using their
devices. The commercial mobile forensic solutions do a great job at tackling the task of keeping current with the
constantly expanding application market. However, they must put their resources into the applications that have
proven to be the most widely utilized or those that provide the greatest “cache” of forensic data.

What does this mean for forensic examiners? Many applications may be overlooked because the data within
these applications hasn’t been fully exploited by a commercial tool. The forensic tools on the market do a great
Job of reconstructing the file system and providing access to all the files that reside on smart devices, but many
times, there is just too much data to report. It doesn’t mean that the data isn’t included in the image file; it just
requires a little extra digging on the part of the examiner, all of which is possible if you have a good
understanding of how different smart device platforms store their data.

8 © 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale
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Application Storage:Where Is the User Data?

* SQLite is the storage mechanism used by most mobile operating
systems

* SQLite has a small footprint, making it great for mobile devices
* Tables, definitions, indices, and user data all stored within SQLite
* Enables multi-access data reads
* Database file can grow in size to support data requirements

SQLite databases retain deleted content

S mabes 4L 1} Bodks contaning deleted data [} SOL Ecbter L
WIEDE ancrod metadats (0) || Tablename || [Faddes s s L [l
VEY cookes (42/0) || schema_table 00000114 - 00001018 kK 637 / C indexsqlte_sutondex_password_ d + )b thhitpauth CRE...
VERY fomdata (20) android_metadata 00002058 - 00003062
VEBT fmdd (20) | cookies 00003092 - 00004074 /®F D i1 A+ mcdcfan 197-d6e11-129c0-bdBa3. quantserve. com/ v/F i, .
VBT htweuth (00) | formust 00005132 - 00005984
VIERT password (0/0) || formdats 00006156 - 00007091

| htpsuth 0008200 - 00009215
|| password 00010248 - 00011263
g schema_table 00012306 - 00012741 63" /€ indexsalite 4 d d_ d + h httpasith CREATE. ..
L echensa Sable DO0ES30 . 00013340

SQLite is the storage mechanism of choice for the major mobile operating systems in the smartphone market
today. Android, iOS, Blackberry, Nokia’s Maemo, Windows Phone 8, and Symbian are just some of the
platforms that are using SQLite. SQLite is a standalone database and does not operate under the traditional
server-client protocol, which is one reason it is so desirable for mobile devices. Its small, self-contained
footprint is also a draw to device engineers. Although the engineers like that all the data and application
functions are contained within one file, mobile device examiners could also agree that this database file makes
the recovery of data a less daunting task.

One feature of SQLite that has proven to be a hidden gem for mobile forensic examinations is the fact that
ACTIVE SQLite database files contain DELETED content. When user data is deleted from within an
application, that data is simply “marked for deletion™ in the SQLite database. As the smartphone tools became
more sophisticated, they began capitalizing on the fact that it was relatively easy to recover deleted SQLite
database entries if they understood the schema of that particular database. The big commercial vendors began
recovering deleted content from the obvious user-generated databases, such as Address Book, Call History,
Calendar, Notes, and SMS. Why did they start here? Most mobile platforms were developing devices that came
standard with those entities and the SQLite Schema would, for the most part, stay the same. As the commercial
vendors realized that the recovery of deleted content from more than Just the standard cell phone files was in
demand, they began adding deleted content from third-party applications into the mix.

What is most important to note: All the major vendors are offering the recovery of deleted information from
SQLite database. What the examiner must always be cognizant of is that the vendors cannot support every
application from every app store that is available on the market. Research has shown that the most in-demand
apps and those that would contain communication and geographical data are often at the forefront of the
development list. Just because a tool does not report deleted content related to an application does not mean that
deleted content does not exist. Application databases of interest to the examination should always be reviewed
for deleted content in a Hex viewer or a tool that can access deleted SQLite records.
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SQLite WAL and SHM Files

| Temporary storage for SQLite databases

WAL (Write Ahead Logs) content that is committed for the
SQLite database

« Used for efficiency, faster read/write times
« Back up in case of database crash

SHM (Shared Memory File)

« Stored in the same directory as SQLite database and WAL file
« Temporary memory

SQLite databases make use of WAL and SHM files as temporary memory locations to make SQLite more
efficient. The process of writing data into temporary memory so that it can later be written to the database often
leaves behind valuable application artifacts, such as usernames, passwords, messages, and so on.

These files can be viewed within a Hex editor, carved for strings, or parsed by creating Python scripts that target
application content.
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Understanding the way that each platform stores data leads to better, more thorough examinations.

The bulk of the user data for iOS devices is contained in one or two different files (with the exception of any
supporting audio/video/image/proprietary files). The iOS platform utilizes both the .plist and SQLite databases
files to store user-related content for each application. A bonus to third-party application analysis is that most of
the data is uncovered from a mere file system dump of the device. App-related content is a dataset that is backed
up on most platforms, because the users require this data when they make improvements or changes to their
mobile device firmware.

Several options for triaging an iOS device include:
Reviewing the Installed Applications: This is not always all-inclusive of the applications loaded on the device.

Expanding the file system: The iOS file system layout stores each of the native iOS applications under the
Library folder. Here, notice a folder for items, such as Address Book, Call Logs, Calendar, SMS and more. The

location of third-party application files may vary based on the method of acquisition and the tool that is used to
analyze the file system.

Common locations for third-party application data: Mobile/Applications/”third-party application name folder”.
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Similar to iOS devices, Android makes extensive use of SQLite databases for application data storage. The
Android file system structure is conducive to thorough application examinations. Each application is stored in its
own subfolder on the root of the device. That application subfolder may contain other supporting application
files, such as .xml files, which are stored in their own directory. Most often, a folder labeled “Databases”
contains the bulk of the user data in a SQLite database.

Similar to i0S, it is also a good idea to review the list of Installed Applications provided by your forensic tool.
Many times, this assists in narrowing the search for data of interest.

These mobile device platforms should be treated akin to the Program Files Directory on a Windows PC. As you
scroll through the list of software (or in the case of our smart devices, applications), any unknown
software/applications should be researched to determine their functionality. As most forensic examiners would
scroll through a long list of common program files and gloss over Microsoft Office and Adobe (because they are
undoubtedly familiar with these programs), if they came across a program such as “Daum PotPlayer” (or any
other unrecognized program), they wouldn’t hesitate to look it up to see what kind of functions it performs.
Mobile examinations of applications are no different. There are roughly 300 new mobile applications created
each day. It would be impossible to stay on top of every application across every mobile platform.
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Other Platforms Utilizing SQLite

* SQLite on smartphones gains popularity with many platforms

Blackberry @ Windows
OS 10 Phone 8

* Minimal commercial support for these devices

* Devices may be mounted as an external mass storage device

» Still may not provide access to SQLite databases residing in device memory
* Review memory card for user-related content

Blackberry and Windows Phone 8 followed the crowd and adopted the use of SQLite databases for the storage
of application data:

* Minimal commercial support for these devices

* Most tools only retrieve contacts

* Device may be mounted as an external mass storage device
*Noaccess to SQLite databases residing in device memory

* Review memory card for user-related data
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JSON Files and User Content

« Some applications
DO NOT USE SQLite
databases

+ User data is stored in
JSON files
* Data is often in plain text
» Not encrypted/encoded
+ Alternative to XML

"{ForganizationName® : “Starbucks” , “description” :“Start
ucks .Card” ,"formatVersion®:1," logoText" :"Starbucks .(
ard* , "backgroundCo lor " :*rgb(255, .255, .255)" ,"foregro
undColor™:"rgb(8,.8,.0)" ,"vebServiceAuthenticationTo
ken” : “38c4cb4bad63f a9d7687959d8f be6f88™ , "associatedS
toreldentif iers”:[331177714]," locations” : [{" longi
e":-77.07394," lat itude” :38.894193, "relevant Text " : "R
sslyn.-.. 1501 .N. .17th.Street "} ,{" longitude” :-77 .078
94," lat itude" :38.895925, "relevantText" : " Internat iona
1 .Place"}],"storeCard” : {"headerfields" : [{"key" :"E
NCE"," label " :"Balonce” ,"value” :18.53, "currencyCode
"UsSD" , “changeMessage” : "Your .balonce.is.now . 8@8."}],"
uxilioryFields”: [{"key" :"nicknome™ ," label" :"NICK]
* "value” :"My.Card.(9224)" ,"changellessage” : "Nic 2
updated.to.¥2."}], "bockFields" : [{“key" :"favoriteS
res”," label" :"FAVORITE .STORES™ ,"value® :"d.¢ .Ross iyn.

JSON (JavaScript Object Notation) files can be another file type that contains valuable app-related content.
These files are typically used to transfer data between a web server and an application. Data in these files is
commonly in readable format and can be carved for strings of relevant content.

Python scripts can be utilized to parse the content for further review.
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Encoding Versus Encryption

Transforming/converting data into code

Unicode.

Understanding the difference between encoding and encryption is an important step in the forensic recovery of
data.

Encoding (definition):

1. to convert (as a body of information) from one system of communication into another; especially : to
convert (a message) into code

2. to change (information) into a set of letters, numbers, or symbols that can be read by a computer

Source: http://for585.com/data-encode

Encryption (definition):
I. to change (information) from one form to another especially to hide its meaning

Source: http://for585.com/data-encrypt

The most important distinction between the two is that the encryption of data is used to keep its meaning secret
from everyone but the intended party, whereas encoding data serves to make sure the original data content is
interpreted properly after storage or transport.
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Base64 Encoding
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Rk9SNTg10iBBZHZhbmNIZCBTbWFydHBob25IIEZvemVuc2ljew==

Many different encoding schemes may be applied to data on smartphones, and frequently, encoding schemes
can dictate how user data is stored in third-party applications.

Base64 encoding, which is often applied to data being transported from one system to another (like e-mail), is a
popular messaging format, because it ensures that the device (and OS) at the opposite end can properly interpret
the data that was transmitted. In Base64 encoding, groups of 6 bits are used to represent 64 different binary
values. The bytes to be encoded (for example, ASCII) must be divisible by 3. If they are not, they are padded
with the "=" symbol. This is the easiest way to quickly identify Base64 encoding when used in mobile
applications. ’

Base64 utilizes the table shown in the slide to represent the 64 different binary values. This table remains
constant, which is how other systems are able to properly decode the data.

Examples of Base64 encoded ASCII text:
ASCII: phone  Base64: cGhvbmU=
ASCII: phones Base64: cGhvbmVz
ASCII: phones. Base64: cGhvbmVzLg==

More detailed information regarding Base64 encoding can be located here: http://for585.com/base64.

© 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale 17




Decoding the Data

data:image/jpeg;base64, /95 /4AA0SkZ IRgABAQAALQABAAD / 2wBDAAYE BQYFBAYGE
HEwoIChHKChMoGhYaKC goKTgoKCgoKCgoKCgoKC, gOKCgoKCgoKgoKCgokCgokgok y
ALaAQEAAWEBAQAMAAMAAAMAALAAQIDBAUG/ SoADAMBAAT

vcd!ﬁYBSzlpthrW?Wr??SB?RlWWlmuertMEWMs?sPT?pH
mePliahz TszIhcmlmWVkmec\’bYcrFT‘Sr‘ivoﬁP$b1XQqZQK+L Thy7cl
PT4e4d@ick7Y75Qs lkyacuvst 2Y+3SerhkF2i vMvhi@dznpd0S« 2HcaZa7763uRS 7 el
QvTbgErSIneuGCURNIGUAL GmaSies / KS58rfollirPutSef TOT2WQRek Voac I 1KD e
B2uBy 2v0+gIRXQF TS cK 1 sBYJUHFEQACK T dhitgqiihuXzn70Xp2CwIRGEIBXFHIXS v sy8
NVZTG/BWStHBGhIERbYXI5SshUZ3T84r3PR1imolXS/ shabtéeherS9GpkzonDi2nFe;
taoTAAMAAMCU2TUTP ahXq 188ULPdhz 2WwpGadgAAAD/ xAArEAABBAE EAG TCAQQDAAL
cuj77UCFyOHEX 2nvpemxmc S 2hKoE ) §8q T 2nyhAkNMuwWE TuaXent L+ G2VQ1 kMG poky
WHBELB3hheMNesTScx8mISyt I8HeSED 12E85Yy 25023 JF TCrSUGHMPLeMMESRAZ FK 71
AcntUIYd7P AOTELOSHeqyQVT2d T8 SBIVLEOTZN2 Flint Gra IqRSEYMITI X3 dK6 I 21
| | POKiZCDR1YDgHOhKmCARIvhe2Fvvi /wBng8RrDBT §5BD31 21 Juxy ih8nRv2TBI 1Mt sLe
: XC'IséiTE!tl}SVchthSZdKPGRanSRPerLchZ\' xABBazyZ1t17x423YH3e Tylk
5596FEFGTHEprwd THGSXT TePEnP4AX7F 1P AxcHEPE hqOMKYExNBL+PKOXL SOwvHISH]
i/F lé&&gozpFlﬁdqquoBk(pYOCHL7Xr676P443:“pL:102 2I7VkNR992 2 iM2CddeXE
tIiBriixELDELLs /u/6qIpaRul SKuliGBioi4 1 1SADL ITOXIGHZNL cHVARTXND 2t 3C 1441

Itis likely that your analytical platform of choice has the option for decoding Base64, among other various
encoding schemes. In the event that Base64 decoding is not an option, there are many web-based applications
available to assist with decoding and encoding data. Common ASCII is not the only content that is often
decoded. Data, such as image files, can be encoded and compressed. To see if your data has Base64 encoded,
load it into a web-based converter and view the original file contents.

Resources:
http://for585.com/base64decoder]
http://for585.com/base64converter]

Third-party application content should be thoroughly reviewed for the use of data encoding. Pay particular
attention to messaging applications, as Base64 was first used for the encoding of MIME E-mail messages.
Review messaging databases for unique message strings ending in one or more “=* characters.

Other common places where Base64 encoding may exist are in Plist files related to applications and
configuration Profiles loaded to i0S devices and XML files located on Android devices.
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Python Scripts and Plug-ins

» Python: Popular scripting language used to parse mobile applications
« Free libraries
* Low learning curve

« Tools can’t keep up with all of the new apps

» As applications are updated, parsers may lose functionality
» Python scripts can be tweaked as apps change
« Completely customizable by the examiner

« Commercial tools may come with Python support

>>3> ## Assume we have a memory range which is a PDU formatted SMS
>>> mem

MemoryNode ‘Image' (38b in 1 chunks}, @ children

>»> ## Import relevant lib

>>> from PhonelUtils.GSM import PDUParser

> ## Try SMS parsing

>3> ## The function needs SMSC existance indication

> hasMMC = True

>>> PDUParser.TryParsePDU(mem, hasMMC).SMS

SMS {TimeStamp: Field(8/26/2002 7:37:41 PM(UTC4+0) ), Status: Field(Default), Parties:
Field{From: +31641600986 ), SMSC: Field{+31624006008), Body: Fieldiﬁeu are you?}}

Many vendors have begun to incorporate a Python shell into their tool to make scripting with this popular
language even more accessible to examiners. Python is popular for many reasons, including FREE access to
libraries, relatively simple scripting language, and ease of use for implementing minor code changes to keep up
with changing applications.

If database schemas change in applications, or tables are added or removed in future releases, premade scripts
may be rendered ineffective. By making minor changes to Python scripts, examiners can stay ahead of the
curve.

Image: SMS PDU Parser from Cellebrite’s “Using the Python Shell” help guide, page 46.
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Free Parsers

Parsing for many popular applications is
commonly incorporated into commercial tools

Research third-party parsing tools/scripts if

» Data is not readily available within SQLite databases or other
storage files

« Data is contained in proprietary file formats

 Example: WhatsApp free Python parser
» http://forum.xda-developers.com/showthread.php?t=1583021

s st

As new messaging applications arise, it is common for tools to be written to make the output easy to read and
concise for reporting purposes. Commercial tools do a great Jjob at keeping up with the curve, but if there are
applications that have not been parsed correctly by your analysis platform, often times, there are free tools
available for download.

WhatsApp can be parsed by a standalone script that was written in Python. Running the script requires that
Python is installed on the processing machine.

Detailed instructions for running the Python script: http://for585.com/free-parsers.
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Where Is the Geo Data Stored?

* Cellebrite/XRY/Oxygen provides you with the Find Evidence button

22
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for much of the geo-location information stored by mobile apps, but
it does not include everything
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Commercial tools are making great strides to provide an examiner with everything that is geo-tagged, but don’t
use this as an excuse to overlook seemingly unimportant database files. One important thing to remember is that
each application stores its data in a slightly different manner, making it nearly impossible for an automated
process to uncover every piece of evidence. Research the application; does it require GPS access upon
installation? If so, it’s probably socking away some handy geo-coordinates.

Many commercial tools focus on the geo-coordinates stored in the metadata of files and do not list each geo-
location that is stored within every SQLite database or .plist file.
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Geo Data: Think Outside the Box

« Common GPS-enabled apps

Garmen TeloNi Magellan

Google Maps S EER SIS Road Mate

» GPS multi-function apps

Google

Waze Facebook Fguquuare Latitude

« Applications that require GPS permissions

UrbanSpoon - OpenTable Uber TaxiMagic

As expected, you find the bulk of your geo-location data is generated by the typical GPS-mapping utilities.
Many times, these vendors load map data that is not user created at the time of the application install. It is
important not to confuse the two. Geo-location is also commonplace within the metadata of image and video
files, and these files may be incorporated into your examination tool’s output of geo-tagged data. Applications
that allow for the zooming in on maps to improve visibility, such as Google Maps, may also create cached map
tiles of the data that appears on the device handset.

Some applications that appear to have GPS functionality can also be used for multiple purposes. The popular
mapping application, Waze, incorporates GPS mapping along with a Chat feature, which allows a network of
Waze users to comment on traffic-related issues.

Other apps that don’t stand out as programs that would require GPS access store some of the best data. If you
have ever answered, “Yes,” to the question regarding giving your smartphone access to your current location,
your coordinates are most likely being stored. Facebook and FourSquare Check-Ins are obvious GPS users, but
don’t overlook popular restaurant applications, house-hunting apps, tools for faster taxicab service, and even
fitness-related apps as good collectors of GPS information. A simple review of a device’s Weather app history
could tie them to a location at a given moment in time.
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Google Maps: Android

* The da_destination_ history.sqlite file lists searched locations within a
geographical region
* Highlighted example: Closest Sheetz store to this device while in Thurmont, MD

e

androd_metadata (1/0)

611 5 Carin Springs RdArington, VA 22204

1337632854029 38834480 77087140 701N Wayne Starlington, VA 22201
| 1337633826720 38884480 77087140 701N Wayne Stariington, VA 22201
(¥ 1337635175839 38874631 -77106310 351N Glebe RdAriington, VA 22203
1333562912267 38979818 -77348851 KiSstudos 1410 North Point Vilage CenterReston, VA 20194
1334785050550 32781582  -79931770 215 Meeting Street, Charleston, SC 29401, United States
1334794207107 32821509  -79725966 Wid Dunesisle of Paims, SC '

i - 1332454784908 | MStNW & 24th St NWWashington, DC 20037

, MO 2

This example shows how Oxygen Forensic Suite displays the contents of SQLite databases. Notice the tab for
blocks containing deleted data. It is still a good idea to review database files of high interest within a Hex editor
to verify that no deleted rows have been overlooked. Each tool handles the rendering of deleted rows slightly
different in an attempt to reduce false positives.
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DIGITAL FORENSICS & INCIDENT RESPONSE

Social Networking Apps

This page intentionally left blank.
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Many users download Chat applications to make use of free Wi-Fi
connections and avoid cellular charges (not just to hide data)

\

Commercial support is very good

“Tool support for Chat applications is generally a top priority based on

the popularity of the application

Social-networking and Chat applications helped sky-rocket app-ready phones to the top of the mobile phone
market. These applications that allow users to keep in touch with their friends at any given moment may be
accessing and storing other information that the user is not expecting. Most of the social-networking sites rely
on contacts in your address book to further develop connections. Upon installation, most social-networking or
Chat applications may alert the user with a friendly notification to let them know how many of their
acquaintances are already using this application. How do they know? These applications commonly access the
Contacts or Address Book in your smartphone and load all that information as part of its internal database.

Mobile forensics utilities do a great job with Chat and third-party messaging programs. They look at each of

these applications and pull out contacts, calls, messages, tweets, posts, and more, and provide the results for
review.
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Common Chat Applications

Free Wi-Fi chatting (paid and free apps)

« Viber, Tango, WhatsApp, Nimbuzz, Heywire

Chatting with pictures/video
« Snapchat, Facetime, Skype

Social-networking sites with Chat
« Twitter, Facebook, Friendster, MySpace

« Words with Friends

Just like there are common GPS applications, there are also several easily identified Chat applications that are
heavily utilized. The more common the application, the better the tool support tends to be. WhatsApp, a
common Wi-Fi Chat application, has made several changes to its user data storage model, which has made it a
little more difficult to crack. A database file is often accompanied by a .bak file that must be parsed for content.
In newer versions, the .bak is followed by a .crypto extension, and this has posed a challenge to some mobile
tool vendors.

Snapchat, the application that rose to popularity by offering the complete elimination of any photo sent via a
message from the device, can also be examined for user data that is still retained by the device.
Usernames/passwords and profile pictures have all been successfully recovered from iOS devices.

Cellebrite and XRY pay special attention to Chats that take place through the Facebook application. Their
method of choice for displaying the information to the user is to list it under Chats with a distinction to reference
the originating application.

Just like GPS applications, there are some applications designed for one use and can be adversely utilized for
another. Words with Friends by Zynga is a popular game similar to Scrabble. The game allows for chats to take
place between players all while making moves on the virtual board. Because Words with Friends isn’t
categorized as a Chat application, its chat logs are not parsed and presented to the user under the Chat listing.
Another rather misleading piece of the Words with Friends puzzle is that the user data is stored in a database file
that doesn’t necessarily describe the application or its functionality. In iOS devices, you may come across
Words with Friends data in the Chess Database file.
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WhatsApp Chat:iOS (1)

Participants

b Analyzed Data

- Bluetooth Devices (1) i 17039377561 @s.whatssppinet LR bb

) Cateiar ) 171?4?}29530sw.m
- ~{# Domenica Crognale (2)
| {8 domenica@basistech.com (35)
. {& Domenica_Crognale (15)
&8 Call Log (102)
-3 Chats (501)
& Deleted iMessages (438)
88 iMessage: +17174212053 (61)
3 Viber (1)
| 2B WhatsApp (1)
® £ Contacts 237
P Cookies (8836)
&4 Device Locations {136}
1577 Installed Applications (32)
@ 1P Connections (17)

Popular applications, such as WhatsApp, are decoded automatically and their associated Chat messages can be
found as analyzed data or chats. It is important to know where on the file system all this information is pulled
from, and if any information related to the application is overlooked. The slide’s screenshot is how Cellebrite
Physical Analyzer displays WhatsApp chat messages.
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WhatsApp Chat:iOS (2)
« WhatsApp stores data in more than one place
HED wpsck : | zeeoMmD ZPUSHNAME | ZSTANZAID iext 21080
- cachevlaaglte ? 137722165418 This 's my what's app info. Keep It safe! 1703937756185
E s installid 35377561 @swhatsopp.net Lee Roy 13772128843 Cool. | will save it in my phoned
T s trackdata 39377561@swhatsappnet LeeRoy 13772219032
{5 _s_uniqueideounter 113772219034 |
- 113772128842 Do you know this guy? ;
2ppog N T 137729696512 So ghad s Friday. , 170383775618
[ wpploggr ‘ T 137729696515 What time shouid we meet up tomorrow? 17039377561@5w
{5 apploggel o T 11377572644-14 Are we stil hanging out this week? L 17039377561@5w
{2 spplogge2 o J377572644-17 ¥ getting really tired 17029377561@5.91
A spplog.gr3 mmxommum lzsmmn -1 | Yes, we are still on. § will call you later with a meeting place.
{7} sppRunning.tt
g"m ZPHONE  ZDATE  ZPICTUREDATE  ZPICTUREID ZPICTUREPATH ZTExT
39 397 7676 398733632 795191 137576 925 Medla/m 41041971 3 s&epsng
- biutrumpet p ey N 257:52“006 . R mmnltamusmgw!
257125m 398914455 7?7896 1377181881 WEMW12W137 | Hey there! | am using Wi
5726400 I ey there! | am using Wi
;376873191 e ! o . e
257120000 3989144595981 L -  using Wi

ZFROMJID ZPUSHNAME  ZSTANZAID ZTEXT zZioo
‘ 1377221654-18 This is my what's app info. Keep it safe! | 17039377561@s.whatsapp.net
393#561@5.meth Lee Roy “.13?7212884-1 Cool. lwiiisaveitm myshom
39377561@s.whatsappnet leeRoy 13772219032
19377561@s whatsappnet LeeRoy 13772219034 |
|| 39377561@s whatssppnet LeeRoy 13772128842 Do you know thisguy?

137729696512 Soglad s Friday. - 17039377561@s.whatsapp.net
1377296965-15 What time should we meet up tomorrow? ~17039377561@s whatsapp.net
1377572644-14 Are we still hanging out this week? 17039377561@s.whatsapp.net
137757264417 'm getting really tired |17039377561@s.whatsapp.net

1 1377571477-1  Yes, we are still on. | will call you later with a meeting pzm

3; Q
<
[] Z.PK Z_ENT 2 OPT ZPHONE 2DATE  ZPICTUREDATE  ZPICTUREID ZPICTUREPATH ZTEXT
B 5 3 39 397457676 398733632.795191 1375761925 Medm{mme/mousms Sleeping
'@z s 1 s 1257126400 ~ Hey there! | am using WhatsApp.
(B3 5 3 4 257126400 3 398914454,777896 1377181881 Medla/?mﬂleﬁslu258'n37 Hey there! | am using WhatsApp.
@l B a4 s |1 ss 25726400 ! | Hey there! | am using WhatsApp.
Gh @5 s 1 40 376873191 |
File 5 2 61 257126400 398914459.5981 Hevthere'lamusiggwhats_Agg.
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WhatsApp: iOS

&5 17039377561 @s.whatsapp.net 2 g

}

{5 65b95dd654ebeSa9ddel125d49d7¢0.jpg
[ 65b95dd6ST4ebeSad9ddel1a5d49d7e0@2x.png

LA LI

{5 AkeUKgSRMo2_K-vRikpLRBIwMIT2IXhDWWCSE,

0 wmayr;zqs;ﬁmhsmeownmcmf

bebefd7bda2df] ca0842288¢55d462beG2x.png
&4 Profile |
{1 14104197113 thumb |
{1} 19412587137 thumb

L] Proto.jpg

On iOS devices, pictures related to the WhatsApp application store data within the file system under the media
directory.

Sent and received pictures appear under a subfolder of the sender/receiver.
Example: 1703937756 1@s.whatsApp.net
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WhatsApp: Blackberry OS 10

[0 Ji com.whatsapp.WhatsApp.gYABg

S spdae A
2k date Moble: 7174212953
Dé& tacts - \Private | 17174212953 |10 {Drection {Remote party name | Remote party Frai i
e con 3 @ V174212953 71953 You're 5o strange, Loyd
ED@ Settings 2 © 17174212953 17174212953 Loving WA
“M & WhatsApp Inc. : el 17174212983 17174212983 Yea
#] k data7
“CJ i prepared

; g~ 12026640905~ 1425058546 preview.jog

g~ 120266409035-1425058546 mage. 09

-
171742129530 whatsapp.net | brue 14250581932

17174212953@s. whatsapp.net  false 142506085156 O

Tools like Oxygen, Cellebrite, and XRY automatically parse content for mainstream applications.

If you need to manually search for content, Blackberry OS 10 stores its WhatsApp files under the application
folder in

/app/com.whatsapp.WhatsApp."devicelD"/appdata/data

« Message content is stored in the MessageStore.db
* messages table
« Contacts can be found in contactStore.db
+ pim_contacts table
+ Contact image files can be found in the Contacts subfolder under

« /app/com.whatsapp.WhatsApp."devicelD"/appdata/data
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Tango: iOS

* Location of files of interest can vary based on acquisition and analysis

tools
@ File Systems = & 7AS46B2-B0F 1-8CASOCH883
P - =¥ s Documents
4 B i'i)ocumems B 4 appData
4 [ sgiggle [ b conv_msg_tab_snapshots
b B appData = ¥ g
» B assets e W :
- Ui messaging
(5] acme_jocal state.db 4 protobuf
[J) app_info_local_storage.datdb @0l Ubrary
g #[] J. 88B39AID-801D-4157-852C-351C 1354CE23
o) asset catalog.proto.db : -
% _*r 9 @[] | BD284328-330F41E6-95A5-44AEBSC42226
| asyncTaskDb.db @[] Ji C56898F8-FEES-43A3-866E-FDBC227CDS504

In this example, the user-content related to Tango, which was acquired and analyzed using the Advanced
Logical Function within Cellebrite Physical Analyzer, can be located under the Documents directory and NOT
nestled within its own sub-directory under “Library,” as it appears in the image on the right acquired using
UFEDA4PC and analyzed in Oxygen.

The files are the same, but may not be where you expected to find them, which is why a thorough review of the
installed applications is a necessity.
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Tango: iOS - tc.db

« Is my content encrypted or encoded?

1) Review the messages table

f@i\i TangoCache.db C:WhoneDump Backup Service var ynobile\Applications\GEECASFS -8 7A4-4682-80F 1-8CASOC088 388 \Documents|, 9ig...
-Q TangoCache.db C:WhoneDump Backup Service\var ynobile \Applications \GEECASFS -8 7A4-4682-80F 1-8CAS0C088388 Documents', sgiggle

2) Examine the payload data

nv_id
mCSmPUPZh 125QP22hNGs-g

One of the most relevant files related to Tango is the tc.db database. Review the contents of the table entries for
relevant user data.
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Tango: iOS - tc.db Decoded

« Utilize the tool’s native Base64 Decoder
* OR carve out the Payload Message strings and input the data into a
web-based Base64 decoder

& - I

EhZMN3amTFdwcUxXaddaY01xMEAT FFBGAALYEh1eSBJIGp1c3Qgam9pbmVkIFRhbmdvL1BIIGNOb3N1 IH

s L S S e—

I 7 L7WAWPQLW7ZcMAOGMLQAT *"Hey I Just joined Tango. I chose you
as one of my friends to give a gift pack. Hope you lke itt€  © O_£3%.
L JA D & & O 20%fE, Dy EL

The Base64 decoding utility in Oxygen can be found on the right-most, lower pane when highlighted on
individual columns listed in the database tables. Double-clicking the Base64 option produces a text box with the
decoded data.
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Tango: Blackberry OS 10

| i com.sgiggle.production.gYABgH 11SYdwpd07oApMZLIGM

»»»»»»

g% m Jappfoom. sgiggle. production.oY ABGH 1 1SYdwixi0 FoAkpMLIMM fappdatafdata/apdatal. .. :§ userinfo.xml.db
S0 sodata [ foppfcom. sggie. roduction.gYABGH1 1Y dwpd0ToAKDMALISMMappdata/data/apdatal. . @ o ]
HB & > Jappcom. sgiogle.production.gYABGH11SYdwpd0 ToApM AL J6MMappdata/datafapdatal... ) tango_recommendation_ist.dat
20§ a0 15
“M :‘g com.sgiggle. production- Japplcom. sgiggie. production.gYABQH 1 1STdwpd0 70 AkpM 7L MM appdata/dataandata /... g TangoCache.db-ournal
@8 i xm Japplcom.sgagie.production.gYABGH11SYdwpd0ToApMALISMM appdata/data/apdatal.. @ Tangocache.d
B[] i com.sqge.production /eepicom.sgoge. producton SYABGH11STEWpIToAHMAL MM appdata data/apdatal... @ s
1 s 20p_dex /aopicom. sgiogde. production. gYABGH 1 1SYdnpdD 70ApM AL J6MM appdata data/apdata.. Tl spotfyver.dot.cb
D * databases e
SOl fes Jaoolcom.sgiagle.production.gYABQH1 15Ydwpd0 ToAkpM 7L J6MM fappdata/data/apdata/... Y socaFeed iketistory. db-journal

In Blackberry OS 10, Tango conversations are still maintained in the tc.db file located in
/app/com.sgiggle.production."devicelD"/appdata/data/apdata/data/com.sgiggle.production/ﬁIes/.

» Message content is stored in the tc.db
* messages table
+ Contacts are populated in the profilecache.db

« Profiletable table

Similar to iOS, the payload data in the tc.db database file is Base64 encoded.
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BBM:iOS

« Blackberry Messenger data can be located in various locations

CELLEBRITE

& Library

.

b £ BackBoard

4 [ bbgroups

) vogroups.cig

L) obgroups.db

(5 bogroups.db-journal

Blackberry Messenger data can be located within its own application sub-directory along with other third-party
applications, or it may be located intermingled throughout the file system (see Cellebrite Advanced Logical File
system acquisition). In iOS devices, the core table containing the bulk of the BBM data can be located within the
master.db file.
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BBM:iOS - master.db

« Review the Text Messages table for relevant messages
« Multimedia messages have a Type of 4
« Qutgoing = 0, Incoming = 1

2
3
4
S
&
7
8
9

»Bwaw(hm.huu

ey

B owr e NN e e N e

DO 000 M0 00

D O DO OO

@ Wm MmN,
N

| 1394736837 Looking for leprechauns; AL

The master.db file contains the bulk of the messaging data related to the BBM application.

The “Isinbound” flag refers to whether the message was incoming or outgoing. “1” indicates an incoming
message, and “0” indicates an outgoing message.

If pictures are sent along with messages, and this does not include emoticons, which are included in the line
message text, they appear in multiple places and carry a Type indicator of 4.
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appear under the bbmcore/files directory. The file number
“Library/tmp/transfer.
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All images, whether they are sent or received,
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BBM: Blackberry OS 10

Jappisys.bbm.gYABGLOIBR VI 725 kdgchuag fappdatadata/

Jaopfsys.bbm.gYABGLOJR V225 kdgXchuag/eppdata/data/ £ Settngs
O& M Jappfsys.bbrm.gYABGLOJBR2V27F 15 kdg huag/eppdatajdata/ &,‘, photos -
@[]}, bbmDataConsumers
- © fappfeys bbm.gYABGLOIBR VI 28 kg Xchuag appdataidatal L fles
Joopfeys bbm.gYABHLOBR 2V2TFZS kg chuag/appdata/data/ k adsimages
/mmmwmommmsmwmw; " master.db-journal

Downloadlnvitations  (0/0) Fa y : " " S

Joofsys bom.gYABQLOJBR2VIZF 25 kdgdchuag/appdatafdata/ | bbgeoups. db-joumal
FeaturedChannels (0/0) ,
FleTransferData (0/0) T Jappfsys bben.gYABQLOJBR2VZTF2S kdg Xhuag fsppdatajdata/ il bogroups.do

FieTransfers {D/0)

4 Account 1 }alnm - iLocabon  istatus iwmmm e Pn
dem us Avalable 2 2sb15%4

» G Al I’ ' | Sender emai [Tme stamp (UTC) | subject ' e
ronburgandy20@yahoo.com  MCDEVIWO®st...  2/25/20156:45:14PM BlacdkBerry Messenger Add Request from Usyd Christmas. l‘dthywmdu!owmymv
lzzielemon@yahoo.com MCDEVIWO@St...  2/25/2015 6:49:39PM  BlackBerry Messenger Add Request from Lioyd Christmas.  I'd Ske to invite you bo chat over BlackBerry Messenges .
NfA KA 2/25/2015 6:99:05PM /A 'd ke to invite you to chat over BlackBerry Messenger.

~ Upd: | Full name. (Text Tmestamo UTC) 7|
Uoyd Christmas tloyd Christmas ... 2/25/2015 6:43:33PM

The BBM application is usually supported by commercial tools.

If you need to manually search for the content, Blackberry OS 10 also utilizes the master.db file for the majority
of the application content.

/app/sys.bbm."devicelD”/
« Message content is stored in the master.db
» Conversations table
« Contacts can be found in master.db

« Contacts table

This database hosts almost all content related to BBM on a Blackberry device.
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File Sharing
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File Sharing

Similar file-sharing software offered on computers is available for
mobile devices

Common file sharing apps include

« Dropbox, Tappin, JotNot, Evernote, DropCopy, ShareFile, FileHopper, Samba,
Box, Google Docs

Look for .plist and .dat files that contain user account information

Fvidence of file transfers can be recovered from e-mail and SMS
messages

As the need to access your personal data from any location increases, so does the existence of file-sharing
applications. Many of the same file-sharing applications that you use on your computer are now being offered in
a mobile-friendly flavor. File sharing allows you to share and sync files, and it eliminates the need for massive
amounts of internal device storage, because the data itself usually resides only in cloud storage.
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Dropbox Plist File

* Plist files contain information related to user access and account
settings

Analyticstastuploaded Aug 31, 2013 7:44:46 PM

AnalyticsLogSequenceNumber n
AnaiyticstogSeriesUuiD |449BEEAC-E473-4824-9801-FF21CS29903C
o S AT SR
defaultsaccountinfokey | <62706c69 73743030 94010203 04050889 83542474 6705824 66526265 63747358 247665,
DeviceToken (rBIW Y Viwgi7Y2viBQQIT M«
Dropbox Camera Upload Enabled )
Dropbox Camera Upload Has Ever Uploaded (4
w Dropbox Favorites 4 items)
hem 1 {11 itemns)
bytes ‘2005012
dientModifiedDate Sat, 24 Aug 2013 16:04:53 -0400
kon :w,,m,pktur:
is_deleted Q
is_dir i
modified Thy, 29 Aug 2013 06:31:26 -0400
ath | fCamera Uploads/2013-08-24 16.04.52 jpg
rev 11613942678
revision !

22
streamabie

File-sharing applications often make use of cloud storage to retain important user data, and therefore many
times, actual user content may not be located on a device. It is more common to locate evidence that a file-
sharing application was utilized on a device rather than the files themselves. If you locate an application that has
the properties of a file-sharing program, carefully review SMS and e-mail messages (if accessible) to determine
if files may have been shared/transferred to or from the device.
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Evernote: Blackberry OS 10

al. andeoid.p 2omobie. o2 com paypal, ndrond o omoble. OY ABGPOBNSETR B0 2. BXWXUOIQ /o joom. paypsl andreid. pZpmobile g Y ABGPDBN

3 com.waze. gYABDKG S60m. SWHY_Ga2 (RE com, wane.SYABGEKKY Shiim. SWEY_Gr IRE

B3 svs. android. oY ABGKAOR 1B nelAT725G0. 05 53,80 0I6.GYABGRAON KIVENGIAT725G0 15
55,0 GTABGL O JBR 2V TP 25 KOG Jhwidg

20 4 com.evernote.grABgIOInae HDINAGE]
200K wodes
sl 4 dote

Crested
33512015 84757 AM

HI[DISTARTI A Mo

e otes e  isepm T {oeaed 470 {Updat.., foskted | Conrdrmten
b Srapshot from Ardngton Ever snte note taidng tests OSBRI AM 6. Ne £ BASL 0000
¥ More Notas from foyd WBLOISHNBAM  Hi6.. No BN T.0718%05
3 Note o Ardagton Added voce rates made s DAd Coe move. WIS/DISASRVAM  Hi. Mo B BASATIIONANG] |

Srapshat from Adglen Check out iy paperigs KW WIS 4. B B masezonn
o Snapchat N GG LLSBAS AR T Mo 2 BasssIronA
B | 100682627 \ Attachments  [Notetde i : s lme  rsetpe |
P Saapshat from Adngton MG, 00000009.00 4760358 s mage/oeg

otz from Arbnghon 031615,08:55:19.0m 118588 WA audolee

Nate from Adegton 031615, 08:55:9 L. 20748 WA sudofer

Snapshot from Arington PIS_ID160426_ 12333495 55,388 R wegefvey

Sewpshat D655 e iAW e SHBE ena wegeipey

[Fierame J

Some well-known applications may be parsed by forensic tools, but knowing where to look for associated media
files aids in the investigation. This example is the Evernote application running on a Blackberry OS 10 device.
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Payment Applications

« Payment applications use credit-card data and other personal
banking information

« Like file-sharing applications, most backups without proper Apple ID
credentials skip this data for protection

« Common payment apps include

Mobile
banking

Google
Wal%et PayPal Square

In-app
purchases

This page intentionally left blank.
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Mobile Banking

* Because of the nature of mobile banking and payment applications,
little data is cached that is unencrypted/accessible

o v s
] i, Tittersdk 15 appdata
¥ sﬁq;g data
=00 3 sodsts
i CONFIG_TIME 138 42772016 5:03:11PM 8 e
¥ | CoreStateDats 158 4272016 5:14:99PM DCLE com.paypal.android,p 2omoble-1
o A daiviccache
@ 1 coFie_DATA S.54KE 4274016 031164 21§ dow
=0 J com.paynal.androd.plpmoble
O 200,050
[0 & a0 Paypasase
20 4 cadhe
{15 pavpsicache
[3 . databases
=CnES
2005 Twttersdk

Although account and credit card numbers are not saved unencrypted, the PayPal application stores data such as:

* Username

* E-mail address

* Physical address
= Phone number

* Type of cards linked to the account
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In-App Purchases

« Like mobile banking applications, in-app purchases are encrypted

because of their sensitive nature

3 purchasesbak
Fite Edit Format View Help

] 4 com.midasplayer.iap.candycrushsaga.episode.episoded »

ewo InNpZ25hdHVyZS TgPSAI QX iR jVyeGIsSYFA0DK2R2h6UEL 2NTVhe XABWKZQZ 2F ukD1 SVEN1Q2 1iRXESC F pPURNOCHE YBZ ZdHpEWUVITKLYS
v2cohEOUt0aG] kSFINTGROMZh Wkt ask] HMHIBRGZ pdOZBSKXUWPUAED TDVZISEL 3TDFORCIOWUhrdmYyKaspV k2 VERVQUF BQURNeKNDQT FNd2d
MORRRUJICUVVBTUgAeENGQUPCZBSHOKE ZVEF sV1RNUK1 IRVE ZRF ZRUUE EQXBCYBhCC 1pTQkpi bULT TVNZAOpBWURWUVEMRE IxQmi T QnNaU@ ) Wl hK
FVRUF 3d3FRWE I 3YKAVZ2FWUF 1 bVZESUZOMGT 2 SmIRUS SY 25SCF pLOGPZWF JwY JI0Z1FYVBhR21SYVRSRULCHF hEVEELTURZEESUSXINRFUXTMX
QXd3YWIvnl ZHmhoY7 JWU1pX TmxhiWE IWUT IHeWRHDG 1 hVBS0Z EdVeE d6QVPC ZO5H0KF Z TUVrRad R 3hs SUJSVIRXNWX jeUJUZECSeVPURVRNOKVHG
10V1ZNd2da0HdEUVIKS 29aswh2YB5BULVCQ] FBRGAZMEFNSUIKQHIHQKFHC 1 2GR § 3 JUDRI CINK2VRDAGF JNGCACHA2 L 2HE SHMACCISAIYVCNQVOTF)
M3VLC3IBOTWRKS 11 mRkUTckdYCaFKQkVGOndssXh] eFR1dngzSExFRRIBADF thBtANTASZGhAdG] JZERNSNYYWWEWC2Q5Q]B1SnZ0ZHK2U1IXTK
Tvd1EDTUFBAOH 3WURKU IBGOK IndEZvOVWOaDNVHHAY Q2 BNRV] BVEDYRHRKREMIR L 1 Rem93RGAZRF ZSMF BBULGVOKFRREF nZUFNQJBHQTFVZER
b3F0321HOT I0aBTINVUICOU] GQURBTKINA3F0a2 IHOXCWOKFRVUZBQUIDQVF FQUVhU2IQanRt T JRDLBLCMIFFCE sZH1 JAYWNDRFhKVINBZVZSZVML
1MM2VeCVAL2204d3)Gb2pYHG] reVZSUIRRKYIBUTELRWpOCUTWH2EMC 21 RVWUAY 3pSOF VHZIRHMUVI bVY vV 2RGOATndOWXhMULL nHF dUUWZ na1F
b3hozDHNU1IMd 1 hqK2XvSHNTIGNURXF LOXBCRHBERZUr c25@dHCcrROsZRA11RUAILYL IMVFUOHSWLOt SMS QK 2F CdzdOMHhze TBIRMShQWOXYINTH
dxc zBOOWRNY 3HSSHVP TVoy dGAAbNBMVIO3YXINTINGUTEOT JSKCS IwdX] jaGF 2251pbmZvIiA9TCI1d20KSWOSeWFXZHBIbUZ 2 TFRCMNNE TROZWES
RELAT2pFMUSGSXPIRUZOWI KK CFRYRXZURZ 1 6WDBGAVOYVNNAWE 10T 3dvSK1UQjF JbUSUVhObExXumhkR1VOY 1hNaUL EMGA I akVE TmpZHkOUQTFNa
11aUESSUNINESUVmpZek] 5TXpGatkykXpOemh rWXpnMU1HUX 1 abVFAT1dZMVPUTHhNR@O1 TORrM1 pE Smp JanhL QINKdmit bGShVZVOYKMXMGNER
VTNOalUwSHpzSONTSmlkbkp6SWiBOULDSXhMakE 1SWpZSONTSHh ] SEFOYVhSbGITMXBAQS 1 nUFNBAUSUVXDPREGWT nphieE 1 catDUBOWY216duMy
SqVTBIanNLQINKeGRXRAVKR 2w ZVIZ1 8 TOWINUOK 3Q2dr awl zSnBabmx 1WVd 3dGHIVn] ZMmhoYz IVAFpHR iBaUZFOY31 IZ1BTOWINVERY TmpZNU1

In-app purchases allow for a “store” to be embedded within the application so that add-ons, updates, and new

features can be delivered almost seamlessly to a user by having them simply authenticate the purchase by
entering their credentials. This in-app profile is commonly used for gaming and music applications. In the
slide’s example, the in-app data for the game Candy Crush is stored in its encrypted format in the file
purchases.bak.
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MDM and MAM Applications

. ” v UATET VE | wBPM TR B s et ATAT UTE 14 PM PZT
L MDM appllcatlons can be £ Device Management Profile < Profile Restrictions
platform agnostic and are used :
. - Safari fraud warning enforced
to manage, monitor, configure, 6 MDM Configuration e
and provide security for mobile ., o.commnims rar oy a——"
devices connected to a NEtWOTK .. vonconounin Doctmat nthe Ciued ot owed
« MAM applications provide T Stada st v ot
additional monitoring for e ot e
. - . Voice dialing while locked not allowed
1nStalled appllcatlons Mo Elstalts ) Background fetch while reaming not allowed
® POplllaI' MDM SOlU.tiOIlS Touch ID unlock not allowed
« AirWatch, MobileIron, XenMobile, “* 27 puto-filin Saferi ot alowed
Maas360, BES Rast it = Diagnostic submission not allowed
iCloud backup not aliowed
Fbamees Mbnearrent Shared Streams not allowed

With the increase of mobile devices in the workplace, Mobile Device Management (MDM) solutions are being
used to streamline the deployment of devices and provide increased security to the devices themselves and the
network they are accessing. The MDM solution typically resides on a server with a third-party application being
present on the devices it is managing.

Depending on the security configurations, the MDM may restrict access to internal corporate/government
applications responsible for e-mail, intranet browsing, file sharing, and so on. Many MDM solutions may also
restrict the use of data ports as a way to prevent data loss, and this should be considered when attempting to
extract application data from these devices. In many cases, temporary password resets, data wiping, and data
port configurations can all be performed by the MDM administrator to allow access to the device for analysis.

Mobile Application Management (MAM) solutions provide an additional layer of security for managed devices.
MAM:s work in conjunction with MDM, but can also reside as a third-party application on a device, providing
instant application threat alerts to users.
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Ephemeral Applications

Ephemeral apps are those with self-destructing qualities that
allow for the almost immediate destruction of user data

Popular ephemeral apps include

Snapchat Confide Frankly Burner l(‘)'l‘wrl‘)usl TigerText J Silent Text

Blink

Ephemeral applications are becoming increasingly popular because of their claims of destroying content shortly
after being delivered or after a specified time period. Many of these applications grew in popularity with
younger audiences as a way to send messages and pictures privately, but the concept behind them has also
proven to be valuable for some corporations.

Regardless of the application’s data-retention policies, related files should always be examined for the
possibility of cached content. As with most third-party applications, security protocols are often overlooked in
an attempt to quickly get an application to market, and these lax security measures can often be exploited.
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* Cyberdust claims to remove all user data upon transmission/receipt
* Don’t assume that self-destructing apps eradicate ALL user data
* Review SQLite —shm and —wal files for user accounts, friends, and chat

remnants
IE-}@; Cyber Dust ' Name Size Type
i Dscreen Fldr
i Library | @ fsCachedData Folder
§ T | Elcachedb 840KB Dats Base File
| 1 &Gy DatsickCache ' [F) Cache.db-shm 320kB  db-shm File
| | G Snapshots | [E) Cache.db-wal 684.0kB  db-wal File
éﬁ@ com.crashiytics.data |
@iy com.mentionmobile.cyberdust | |

Even applications that tout their destructive capabilities can leave behind relevant user artifacts. In addition to
account information, reveal temporary caching files for transmitted content.
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Cyberdust (2)

« Messages are encoded twice using Base64

3l

i ges{"result”:{"chatroomContainer™: g"account

S L faiistin ,'.‘ 3 R t
{"1d":"545ce910e4b0994d3e7aa237", "verif ed":false, "uni ueHash” : "yFRCDOG/WCVKL 8QZY! PMwwe==, 545ce010e4b0994d3e7aa237", "us
ername”:" "emailaddress” Wz \ "hashedpassword™:’ b.w_"

resetPassword :false, "phon “:null}, chatRooms” :[{ chatRoom™:
“id":"545ce911e4b083bO1217¢697", "Imac”: “53a3671ae4b0fa51763e269a", "acnts”:
{id“ :"53a3671ae4b0Fa51763e269a" , "userName” : "cdteam”}], "blocked” :null, "datenum”: 14153?512l13g‘];*”msa9es" 3

d":"545¢e911e4b083b01217¢698" , "roomId"” : "545ce911e4b083b91217¢697", "accountId”:"53a3671aed a51763e269a", "message”
Tcome to czber pust! This is the Cyber Dust Team. we are here to answer any questions you may have Cyber
now how something works? Just ask. we will have a veam member working to get you an ans, !
T f7id™ 2545 248e4b03b0F39738647", "Tmac": "545d11eaedb00f8f7d387a49", "acnts":
: = - - : -

$id, : 3 4N :

o
ong 0.0, " Tatituoe
chatroomcontainer™:{"account”,

/ Decoded Output Decoded Output

V370aGRDZHpISF Z35UcxNUIHSAZ1vDg9 Here is the decoded output of your ‘E.t-ase 64 inputd | Here is the decoded output of your Base 64 input

Emt,‘s up my boy?

;vmacaznmm'sm;»ms-'
|

The Cache.db-wal file contains a large amount of data that was temporarily cached in memory prior to being
written to the Cache.db file. Much of the content is Welcome messages that come standard upon account
creation. Upon further review, user-generated messages may also be located in this file.

Cached content may include:
» User account information
« Recipient’s username

* Date/time stamp

»  Message in plain text

*  “Encrypted” message

The “encrypted” message string can be decoded with Base64 to reveal a new string, which, once decoded a
second time, reveals the original message content.

"1d”: " 545ce911e4b083b01217C697 ", " Imac" : 53a3671ae4b0fas1763e269a", "acnts": . a2 u
"3d":"5323671aedb0fas1763e269a" , "username" : "cdteam”}], "blocked":null,"dateNum”:1415375121130}  "messages : .
“id"+"545ce911e4b083b91217c698" , “roomId" : “545ce911e4b083b91217c697 ", "account1d’ :"53a3671ae4b0Ta51763e269a", "message

:"welcome to Cyber pust! This is the C pust Team. we are here To answer any gquestions you may have about Cyber
pust. want to know how something works? Just ask. we will have a team member working to get you an ans, | %8
{"result”:{"chatRoom”:{"id":"545d1248e4b03b0f 39738 7", "Imac”:"545d11eaedb00Of8F7d387a49"
o . . - - ; ot e

L

nessage

H i $SaiEes yta nuli, v f 12 agebara :

i, B e astchat ™, "date : " 2014-11-07 18:41:12, 66
+0000" , ongitude":o.o,“‘htitude":0.0.”'Iocat*iofma-e":""}]}."error“:nu'l’l,"wsrning":mﬂ}”s i of'e{"resulc”:
{"chatrRoomContainer": {"account™:

'VjJ0aGRDZHpISFZ3SUCXNUIHSNZ1VDg9

Decoded Output Decoded Output

Here is the decoded output of your Base 64 inpuf |Here is the decoded output of your Base 64 input

;vzmacdznmxs:szajveuu” o L il what's up my boy?
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* Older versions of Snapchat running on the Android platform were
exploited early on due some poor security measures
* Snaps were not deleted but rather file extensions were renamed to “.nomedia”
to disguise the images
* Universal encryption keys for the Android application were stored in plain text
in lines of code, Mo2cnQ51Ji97vwT4

Many applications do not go through rigorous quality assurance testing prior to being available for download.
Older versions of Snapchat contained many security flaws. Although the application has undergone serious
improvements, it is still possible to find devices running older application versions prior to 3.0.4.

In older versions of Snapchat, look for files appended with the “.nomedia” file extension in the directory
com.snapchat. Android/cache/received image snaps.

Although these same exploits may not apply to more current versions of the application, it is important to
thoroughly review the files within the application folder for user content.

Source: http://for585.com/snapchat
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Other Smart Devices

Section 5.1: Third-Party Applications Forensics

Section 5.2: Knock-Off Forensics

Section 5.3: Nokia and Symbian OS

Section 5.4: Windows Mobile

Section 5.5: Mobile Device Repair Overview

Section 5.6: Appendix
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DIGITAL FORENSICS & INCIDENT RESPONSE

Knock-Off Phone Forensics

How to Acquire, Analyze, and Manually
Parse Data from Knock-Off Devices

This page intentionally left blank.
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What Are Knock-Offs?

* Handsets manufactured in China, Peru, Mexico,
and Taiwan that imitate smartphones

* Hold 30% of the global market (expected to
increase)

* Contain one of these chipsets
* MediaTek (MTK)
* Spreadtrum

* Infineon
* MStar

Knock-off smartphones comprise 30% of the global market. In fact, more than 800 million knock-off handsets
were produced in the last year. This number is expected to grow. If you haven't seen one yet, you can bet that
one will come across your desk requiring forensic examination.

Currently, knock-off devices contain MediaTek, Spreadtrum, Infineon, or MStar chips. The MediaTek (MTK)
and Spreadtrum chips are the most common and are supported by most commercial mobile device forensic tools.
Infineon is a bit rarer and is not commonly seen. MStar chips are commonly found in knock-off Blackberry
devices. Commercial forensic kits do not support the acquisition of handsets with MStar chips. To acquire data
from these devices, JTAG and Chip-off are required.

Common knock-off handsets include:

Nokla = Nokia Knock-off

LC = LG Knock-off

SCI-Phone, iOrange and GooPhone = iPhone Knock-offs
OPhone OS = Android Knock-off
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How to Spot a Knock-Off

* Wrong name

» Nokla versus Nokia
e L.Cversus LG

« Cable doesn't fit
« Stylus/antenna
« Multiple SIMs

« Doesn't feel right

Some knock-off phones are not easy to detect. For example, the GoodPhone looks exactly like the iPhone 5. A
consumer could easily be manipulated into believing he purchased a real smartphone and was duped by a knock-
off. You would be amazed by the amount of people who think they are purchasing a legitimate device and end
up with a knock-off.

Common features of knock-off handsets include:
«  The phone is named incorrectly. An example of this would be Nokla instead of Nokia.

« The cable required for that phone won’t fit. For example, a SCI-Phone is a knock-off iPhone 3GS. This
phone requires a miniUSB and not the standard iPhone cable.

+ The phone may have a stylus and/or an antenna.
«  The phone can hold two or more SIM cards.

«  Something feels wrong: The phone seems cheap and is normally poor quality or light.

This website helps you determine if you have a knock-off device: hitp://for5 85.com/ko
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Forensic Acquisition Tools

Logical Support Physical Support
+ MSAB XRY « eDEC Tarantula
* Cellebrite UFED |  MSAB PIN-OUT
* eDEC Tarantula * Cellebrite CHINEX
* Oxygen Forensics * Flasher Boxes

*Other tools are available, but have not been tested

In the past, limited support from commercial tools was available for acquiring knock-off devices. The only way
to acquire data was to connect the handset as an external device and acquire it using conventional forensic
methods. However, this method left us with fragmented data and not the entire image.

Again, Logical acquisition simply captures what the user sees on the device. This method of acquisition
commonly omits deleted data.

Physical acquisition captures a raw Hex dump of the data to include deleted data. The SIM cards are not
acquired during Physical or Logical acquisition. Best practices include acquiring the device as is (SIM cards
intact), then acquire each SIM card individually. Make sure that you do not swap the SIM cards into a slot for
which they do not belong. Doing so may overwrite evidence on the device. Do not forget to acquire the SD card
using methods taught to you on Day 1.

Tools that provide Physical acquisition support do not always provide parsing/analytical support. For example,
the flasher boxes simply acquire the knock-off. Another tool is required for analysis. Flasher boxes must be used
with caution, because they can flash/overwrite a device as easily as read/acquire the data.!

SIM cloning as a faraday solution does not work for knock-off devices. Some of these devices function on both
the GSM and CDMA networks, so isolating the SIM network connectivity leaves the handset in a vulnerable
state. A faraday room, cage, or box should be used to protect the knock-off from transmitting data.

Reference

[1] http://for585.com/pinout: This site allows you to search for pinout requirements for multiple handsets.
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Knock-Off Operating Systems

« 75% of knock-off
devices run Android

« Others run Java-based
"knock-off" operating
systems **Windows or
iOS “like”8

Seventy-five percent of knock-off devices rely on Google's Android
operating system. The other 25% of knock-off devices are running
Java-based knock-off operating systems built to look like 10S and
Windows. This image shows a knock-off iPhone 4, which runs an
Android operating system.!

Some legitimate Android devices are using MediaTek chips. Android
is adopting the MTK chip because of faster processer speed and
better graphics. These smartphones should be handled as standard
Android devices. Knock-off Androids, such as the OPhone OS,
should be acquired using the methods defined in the previous slides.

The best way to handle a knock-off Android is to acquire the device
as a knock-off and then acquire the Android again using the generic
Android on the UFED Touch. To use this method, select File System
Dump > Smartphone/PDA > Generic Android. This method seems to
capture a complete raw image versus selecting the actual model from
the devices supported physically on the UFED Touch, which appears
to be missing some data.

Reference
[1] http://for585.com/arena
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Knock-Off Data Storage (1)

Three different variations of FTL

Contains two "FAT" partitions
« NO NAME and NO NAME_ o

Decoding for each file system is similar

Tools seem to support some variations better than others

« This means you get to manually parse most data

User-data portion of memory is small

To date, we are aware of three different Flash Translation Layer (FTL) variations on knock-off devices. The
FTL is responsible for mapping the blocks to sectors, which create two FAT-like partitions on the disk.
Although each FTL differs in some form, the file layouts and data storage are similar. Some commercial
forensic tools provide great support for one device running one variation, yet will not be able to decode any data
from the next. Learning where the data is stored and how to decode it is paramount for knock-off devices. This
is the only way to ensure that data is not overlooked in your forensic investigation.

Note: Deleted content may reside in old sectors. This data can be recovered using techniques you learned in
previous sections.
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Knock-Off Data Storage (2)
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The slide’s images show three different FTL variations, which make the two FAT partition layouts differ. It is
important for the examiner to understand basic decoding concepts when it comes to knock-off devices and
realize that where he found the data on one knock-off device may differ from the location on the next. Common
locations are discussed in the upcoming slides. The most important folder to examine for user data is the
NVRAM folder, which is circled. This contains the user data. Keep in mind that multimedia data can exist

anywhere on the device. The good news is that the file system storage space is small, so it’s easy to detect where
the data is located.

Cellebrite Physical Analyzer normalizes files found in the NVRAM folder and creates a third partition, named
NVDATA, containing normalized records for each evidentiary location, which is discussed in the upcoming
slides.
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Android Knock-Off Example

= g Memory Ranges
= 4l Fde Systems
Gi-dilk Other (YAFFS2)
@i System (YAFFS2)
£l User Data (VAFFS2)
#-8% $DeletedNodes
& Siost

As explained at the beginning of the section, Android knock-off devices are not the same as standard Chinese
knock-offs, because they still contain Android functionality and features. This example shows the Android
knock-off device, which contains standard YAFFS2 partitions. These partitions differ from the other partitions
explained in the analytical section of normal knock-off devices. What this means for you, as the examiner, is
that you have to treat these Android knock-offs as both an Android and a knock-off. You should acquire the
device as a knock-off and as an Android using the Generic Android feature.

Some of the files remain the same; however, the data should be decoded as an Android. For example, a contact
will not have a reverse-nibble encoded phone number. Searching and handling the knock-off in this manner
causes issues. For parsing Android data, refer to the Android section of this course.

68 © 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale




) e- F Chinese phones_Generic MTK
A S S o gg Extraction Summary
. - DeviceInfo

EJ"'. Images

: (NAND{0x00000000-0x2100¢
@& ory Ranges
N &-@8 File Systems
: 4@ Other (VAFFS2)
- @@ System (YAFFS2)
. -8 User Data (YAFFS2)
> B SDeletedNodes
- i SLost
E3 root
-5 @btmtk

: ,. amit
- w-E2 app
A 5 app-private
- @ backup

- & dalvik-cache

i [#- . local
Y lost+found

0000).bin)

© 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale

69




Knock-Off Contacts

Contact locations

« NVRAM/MPoC_000 or NVRAM/MPoH_ 001
« NVDATA/Phone Book

Contact data encoding

« Name: ASCII or Unicode (language dependent)
e Phone number: Reverse nibbled

Contacts stored on knock-off devices are commonly located in the MPOC_000 and/or MPOh_001 within the
NVRAM folder of the raw partition. Physical Analyzer normalizes the files in the NVRAM folder, creating the
NVDATA partition, which contains the same files with a normalized name to make analysis easier for the
examiner. The normalized NVRAM location for the Contacts is the Phone Book record.

The contact data is stored with reverse-nibbled phone numbers and ASCII or Unicode names.
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Knock-Off Calls

Call locations

- « NVRAM/MPoD_ o001
‘ « NVDATA/Last Dial Num

;' Call data encoding

o Phone number: Reverse nibbled

. Note: Calls may reside on SIM card!

Call logs can either be stored on the SIM card, the internal device memory, or both. For call logs stored on the
— device in the internal memory, the most common record storing this data is MPOD_001 in the NVRAM folder.
The normalized version of this folder is NVDATA/Last Dial Num. The phone numbers are stored in reverse-
nibble format, just like the SIM card data covered on Day 1. Remember that these smartphones are simple

= devices and store data similar to that of a SIM and SD card.
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SMS locations

« NVRAM/MP12_001 and NVRAM/MPoV_ o001
« NVDATA/SMSAL SMS

SMS data encoding

« Phone number: Reverse Nibbled
e Time: PDU SMS
» Message: 7bit or Unicode

Note: SMS data may reside in multiple locations on the media

SMS message can be stored all over the internal memory of knock-off devices, and records may be recovered
from multiple locations. Best practices include examining each record in the NVRAM folder for evidentiary
value to include SMS message. Remember, knock-off phone dumps are small. Examining every file on the
media does not take a long time and may reveal data that the tool missed.

Common locations for SMS messages include:
NVRAM/MPI12 001
NVRAM/MPOV_001: Normally, the default/pre-set SMS on the device (example: I am busy)

The normalized SMS messages are commonly found here: NVDATA/SMSAL SMS.

The phone numbers for the SMS are stored in reverse-nibble format. The time is PDU SMS, and the message is
either 7bit or Unicode.
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| 0000027

| 00000285
| 00000294

Example: Decoding Bluetooth

00 00 04
49 43 45

02 SA 00 4B 4E 4F 54 42 54 44 45 5
00 00 00 00 00 00 00 00 00 00 00 O

---------------

i
i

| 060000282

t 000002a3

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 O D .-
246a 01 05 00 00 24 11 00 00 06 11 00 00 05 | §3....8.......

5D 00 8B 00

6A:24:8B:5D:66:01

Bluetooth is one of the more complicated artifacts to understand when it comes to knock-off devices. The
Bluetooth example in this slide can be manually decoded using the following steps:

Name = ASCII
The name above = KNOTBTDEVICE

Bluetooth Address = Must be read in Little Endian
Note = The fourth and sixth bytes are always ignored
Hex= 01 66 5D 00 8B 00 24 6A

Omitted Bytes =01 66 5D 8B 24 6A

Read as Little Endian = 6A:24:8B:5D:66:01

The Bluetooth MAC address is commonly stored 44, 48, or 56 bytes after the name of the device, but this has
been inconsistent. The first address listed is the actual Bluetooth for the device. Any listed after the first
represent Bluetooth connections to the user’s device. The best way to handle Unicode or foreign-language
names is to search for known Bluetooth MAC addresses.

0000027¢
00000285
00000294
000002A3
00000282

00 00 04
49 43 45
00 00 00
00 00 00
24 6a 01

02 SA 00 4B 4E 4F 54 42 54 44 45 5 .+ +2.KNOTBTDEV
00 00 00 00 00 00 00 00 00 00 00 O

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 01 66 5D 00 8B 00

05 00 00 24 11 00 00 06 11 00 00 OS5
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Other Items of Evidentiary Value

Internet History Videos/Pictures

Application

Audio Files : :
Audio Files Information

The items listed in this slide are often decoded by the tool or stored in plain text and are easy to recover. Make
sure to examine each of these areas for evidentiary value. Should the knock-off have an SD card, the pictures,
videos, and other files on the SD card may differ from those found on the knock-off device.

Some standard (pre-loaded) Internet history files found on knock-off devices include:
WWW.Wap.zong.com

http://wap.sina.com

http://sg.m.yahoo.com

www.yeah.com

(Note: These are examples of pre-loaded files. They should not be navigated to for reference. This is simply for
awareness.)

The websites listed commonly appear in the Internet history on most devices. Other locations containing Internet
history include:

@wap/bra/bkm.dat: Bookmarks (may be generic, commonly sina and yahoo)
@wap/bra/History2.dat: Internet History (primary file, may be generic)
@wap/bam/hitlist.dat: Internet History (may be generic)
@wap/bra/history.dat: User-typed URLS
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Lab 14

Knock-Off Phone Parsing

This page intentionally left blank.

DIGITAL FORENSICS & INCIDENT RESPONSE
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Other Smart Devices

Section 5.1: Third-Party Applications Forensics
Section 5.2: Knock-Off Forensics

Section 53 N Qkié;_and Symbian OS

Section 5.4: Windows Mobile

Section 5.5: Mobile Device Repair Overview

Section 5.6: Appendix
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Nokia

Symbian OS
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Symbian OS (Smartphones)

Symbian OS is most often recognized on Nokia devices

P ————————————————————————————————
Symbian on Nokia smartphones use platforms (user
interface) running on Symbian OS

« Series 6, Series 80, Series 90 are platforms

Symbian OS running on other hardware

« Samsung, LG, Sharp, and more

Nokia elected to utilize the Symbian OS for its smartphone technology. The partnership between Nokia and
Symbian helped the release of the Series 60 platform of devices to skyrocket. Nokia is not the only hardware
manufacturer that has adopted Symbian for its OS. A flavor of the Symbian OS can be found running on some
of the following manufacturer’s devices:

* Nokia

* Samsung

« 1IG

* Sony Ericsson

*  Motorola

* Fujitsu

* Sharp

There were many different names for the OS prior to adopting “Symbian OS,” which was the name used starting
with Symbian OS 6.0 and 6.1.

Symbian OS 7.0 and 7.x
» Series 80 handsets (Nokia 9300 and Nokia 9500)
» Series 90 (Nokia 7710 and 7700 only)
*+ Series 60 (Nokia 3230, 6260, 6600, 6670, and Nokia 7610); most popular

Symbian OS 8.x: Nokia’s NSeries phones were introduced (Nokia N80)
Symbian OS 9.x

* New in OS version 9.1 was the adoption of much-needed code signing for applications and upgraded
Bluetooth support. The popular N73 utilizes this OS version (S60 3 edition).
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OS version 9.2 is found on Nokia E71, E90 Nokia N95, Nokia N82, and Nokia N81 (S60 3.1) The
popular Nokia 5230 and 5730 XpressMusic as well as the Nokia E72 and Nokia N96 came standard with
OS version 9.3 (S60 3.2)

Version 9.4 or S60 5™ edition includes support for SQLite and laid the groundwork for Symbian”1
Symbian”2 is designated for Japanese handsets (NTT Docomo)

Symbian”3 version 9.5 or Symbian Anna

Symbian OS 10.1, later renamed Nokia Belle, was the last Symbianb OS released for Nokia handsets.
Maintenance and updates for these updates are managed by Accenture through 2016.
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Acquisition Options and Concerns

Extensive support for Nokia devices by most
commercial mobile forensics solutions

Legacy support

Flasher boxes/software allow for full
physical images of flash memory

Software backup solutions

Commercial support for Nokia devices is adequate. The major mobile device vendors do a great job with both
legacy and current Nokia handsets.

Many vendors provide advanced acquisition options, such as passcode display/unlock, and Physical acquisition
as a workaround for locked handsets.

There are also many inexpensive flashing tools available for Nokia handsets. Flashing tools, which are many
times used to update the firmware on devices or pre-package handsets with a custom package of applications,
can be used to read and write to the flash memory of a device, and although they may be an inexpensive option
for acquiring a full physical dump of the device, they must be used with caution because the memory can easily
be overwritten.

As an alternative to a mobile device forensics solution, Nokia PC Suite software, which runs on a computer, also
provides an encompassing backup of the user activity on a device. As Symbian platform security increased,
access to some user files contained in a “private” directory became less accessible. Commercial vendors use a
method of installing an “agent” or application to the phone memory, and this agent is designed to gain access to
these private data stores to acquire additional information from the devices when logical acquisition is the only
solution.
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File System Structures (S60)
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Devices utilizing the S60 platform are considered as “smart devices.” The S60 platform runs on the Symbian OS.

The file system layout in this slide was created using Nokia PC Suite.

Device memory is labeled with multiple drive letters to include C, D, and Z. All of these refer to the internal
device memory.

Data in folders residing in the E Directory refer to data that was present on the media card that was inside the
handset at the time of acquisition.
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File System Structures (S40) For Comparison

« £ File Systems
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The Nokia S40 is considered a feature phone. The file system layout varies greatly from the S60 platform, even
though the user interface appears very similar. The S40 platform does not run on Symbian, but a proprietary
Nokia OS that supports Java Platform Micro Edition (Java ME) programming.

Although the layout is strikingly different, the phone supports many of the same capabilities. It is important to
understand where the tool is retrieving the data of interest so that the results can then be verified. Because Nokia
devices using the Nokia and Symbain OS are slowly being phased out, vendor support may sometimes be
lacking when it comes to installed applications on the devices.
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Evidentiary Locations (S60)

« User data, such as images, audio, Vldeo files are stored by default in
the Data folder

E‘Qi“' Intemal files | S 24072013004 89 16364 Bpes 2407
-3 Data

&£ (images )
\@@mw
423 201307A0
&) NEF

-~ DIGITAL

&-£2(Videos ]

&2 201307

Many of the user’s data files, such as images, audio files, and videos, are stored on an external storage device in
handsets with minimal internal memory. However, if the phone did not contain a media card, the default
location for these user-created files is the C:\Data folder.

After acquiring a handset and reviewing the output, if the user pictures/videos/audio files do not appear in the
file system, don’t forget to acquire the media card associated with the device. They are most likely stored
elsewhere.

Commercial mobile forensics tools and backup software can access these files. In addition, many other
evidentiary files can be obtained by navigating the file system.

Review each of the files and folders of the file system for interesting information, such as:
e C:\Data\NEF\NEFConfig.xml: IMEI of the handset
* Contacts: Contact Name.vcf
* Groups: Subfolders of user-created groups (example: Friends)
* Calendar\subfolder based on “entry type”: Example: Anniversary — event.vcs
*  Messages\predefdrafts: 0001 XXX.vmg (message sequence number and/or phone number.ving)
* Bookmarks\Download Applications\download type.url (vbmk)
* C:\Favourites\BrowserBookmarks\Favourites.db: List of website favorites
* C:\sys: Collection of .dlls (applications)
* C:\resource: Collection of .application related files (ex: .rsc)
* C:\resource\plugins: Collection of application related files (ex: .rsc)
* C:\resource\apps: Collection of application related files (ex: .rsc, .r01, .mif, etc.)

* C:\resource\help: Collection of application related files (ex: .h01, .h02)
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Contacts (S60)

(Ed B3RS
» Contacts stored as “contact EllEE
name.vef”

* Contact information is pulled

from the file
DBS_100065FF_Contacts.cdb

gﬂoas 101F8683_ScShotcut Engine i
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This proprietary database file can be opened with software programs, such as Noki.

In addition, the mobile forensic tool used to acquire the device can also read/decode data from this file.
Information is stored in ASCII. Deleted data is not retained in this file; however, it is not uncommon to find
remnants of contact information when manually reviewing the contents of the file in a Hex editor.
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(8- Messages (#] DBS_101F84D6_wpcontext.db
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SMS (S60)

SMS/MMS/e-mail /Bluetooth transfers are stored in the
Mail2 directory

4400001001 _S 4KB Directory 7/26/2013 8:28:...

Ljoooomoo 1KB Regular File 7/26/2013 8:28:...

100100000 1KB - Regular File 7/26/2013 8:28:...

Index 19KB Regular File 7/26/2013 8:28:...
00 00 00 00 00 0C 00 00-F3 27 12 03 F3 27 10 03| -------- AR LI
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SMS messages, along with MMS, e-mail, and Bluetooth transfers, are stored in the private directory:
private/1000484b/Mail2.

Access to this folder is granted to Nokia PC Suite as well as the commercial mobile forensics solutions
available. Within the Mail2 folder are sub-folders containing individual messages. An overall Index file is also
maintained in the Mail2 folder. The Index file can grow in size and does not get overwritten each time a
message is deleted, therefore providing insight to deleted messages. The Index file is another proprietary file
that has not been reversed engineered by the commercial tool vendors. Messages are parsed by accessing the
individual active message files that are saved within the Mail2 subdirectories and not by parsing the Index file.
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MMS (S60)

* MMS messages are in a subfolder of the Mail2 directory
» Message content and the attachment is located here
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Application Data (S60) (1)

« XRY provides access to

application list
—— T
. i i il I — el TRrehes
Unrecognized files BT "B Py

15869KB  Z\systemnstal

smart2gosiub.sis » 2053!(8 Z\systemiinsiali

* Sort by location
* (Ex: Z:\system\install)

icati . i 516 Bytes Z:\systemunstall

* Look for application T | Zomes  Zersmoss

files CenRepStub sis e
* (Ex: *.sis) Series60SkinsSupport SIS e
= i, N 7‘\symm 4

XRY gains access to the file system where applications are stored by installing a client application onto the
handset that is used to access this important data. This same process is utilized by Cellebrite during a File
System acquisition. Access to the internal memory system\install folder was not obtained by performing a
logical acquisition with Cellebrite (without installing an agent on the handset) or Nokia PC Suite. This area of
the file system is important, because it contains all the .sis files that were present on the handset.

Some areas on the handset internal memory where you may have the ability to gain access to application data
include:

* system/data/install
* C:/system/install

T,

@ OniinePrint sis 295 KB Z'systemunstall 32112008 1:21:12 AM
we@owe  FLASHLITESis 242K8 Z1systemunstall 32112008 1:21:12 AM
wen@eem  yisuairadio sis 4835KB Z\SYSWGW 3/2"200841:21112 AM
woQuw  SeressOv3OSE 000 M0Bytes  Z'systemiinstal 3212008 1:21:12 AM
=@ quickoffice_stub.sis 15860KB  Z'systeminstall 2212008 121:12AM
Qo Swicertstore.sis 54gBytes  Z'systemlinstall | 32112008 121:12AM
@ smart2gostub.sis 2053KB  Z'systeminstall 32172008 1:21:12 AM
Qe msgs sis 516Bytes  Z'\systeminstal 32112008 1:21:12 AM
Qe N73SIS 40Bytes  Zisystemiinstal 32172008 12112 AM
‘wmc@e=  ConRepStub.sis  s76Bytes  Z'systemiinstail 32112008 1:21:12 AM
w@we  Series6OSkinsSuppot SIS 376Byles  Z\systemiinstal 3212008 12112AM

Both current and past versions of XRY are referenced in the screenshots above. The view is obtained by
reviewing the “Unrecognized Files”.

© 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale 89




Applications (S60) (2)

» Examine application-related file extensions for insight into
applications on device
* Review apphcatlon 1nstall log

=1 @ private
E‘, @ 101 FSSFG

soQume  Lifeblog.h02 . 15.87 KB Z\vesourcethelp
mQues | ifeblog h03 16.00 KB Z:vesource\help
T4 DBS_101F39FB_nsmiagentiog.db 2417 Bytes

,}J DBS_101F99FB_nsmidmsettings.db 854 Bytes

%] DBS_101F93FB_nsmidssettings.db 3672 Bytes

|1 DBS_101FS9FE_nsmiadaptedog.db 700 Bytes

#4085 _101FES78_eposimidb 34 682 Bytes

& DBS_10201AFE_nssvasdatabase do 4 706 Bytes

3 DBS_10201AFF_Sidatabase.db 101 327 Bytes

@ DBS_10206A88_TzLocalization.db 465 Bytes

§ 7216 SWindtlog db

Although the use of client applications to retrieve vital files from the device is often successful, certain areas of
the device still may be locked down. By taking a look at file extensions associated with the installation of
applications on a handset, examiners may find insights as to other installed applications that were not readily

available.
e s e e : = s
Name fm

3/2112008 1 21 12AM

b © Ah01 14.54 KB Z\resourcetheip 372172008 1.21:12 AM
wmeQuoss | ifoblog.h02 15.87 KB Z:vesourcethelp 32172008 1:21:12 AM
Qe | fobiog h03 16.00 KB Z:vesourceihelp 372172008 1:21:12 AM

The application LifeBlog is installed on the handset and can be seen on the physical dev1ce by accessing the
Applications Folder. In the file system dump acquired by XRY, many associated files have been exported from
the device to include help files and resource files.

Another useful file that can be accessed is DBS_10207216_SWInstLog, which contains information regarding
applications that were installed on the handset.

B2 privat :
‘g’@ lotrssrs | | L) DBS_10201AFE nssvasdatabase b 4706 Bytes
-C) import ,__;% DBS_10201AFF_Sidatabase db 101 327 Bytes
-2 10202056 1] DBS_10206A88_TzLocalization.db 465 Bytes
&L 20000307 | IDBS 10207216 _SWinstlogdb 5 495 B
g} £ 10003A%F tDBS 1020721¢ stLog db 2 495 Bytes
) 10003458
£ 10003A73
- OIEES
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Application Artifacts (S60)

Installed ! ;
applications leave — ettt
behind meaningful R
user data

et o it oy Gocgie K S5 ASSORAF 37,7031

Ex: N()l(iz:l LifeBl()g ‘j‘ i iifeding cof pesiion by oot N 55,66397 € 37, 73932 Carvespondence  Cook Jobn Ve need b cictiss (t & iklater

iteBiog 7,238 Correspondence  Cook John Ok. 1'% call you back
£63S7E 20, 7995% Cocrespondonce  Cook Jobn Helo! Please, <ol me tomonrow

1 GetPoston: K 36051944 W 113, 108811 196 Gaery 2om g s womertntos D0EA307 g
il enk postion by Goagle: N 53 8S5964F 37,780101 $194 Cormexpandence Cook Jhn o

1 Lifetiiag cef position by Gadgle: K SS.655964E 37,75010% 6192 Correspondence  Cook John By emad plesse.

I Ufeiog e poston by Gosghes N 55,659 1526 37, 048501 6150 Correspondence ook Jebr Ok, T send it i fisx

B it SUBEPTBI $188 Coskldn  Aemuinepes

6186 Correspordence  Cook et Do you e ey additonsl donsments?

Screenshot courtesy of Oxygen Forensics 91

User installed and pre-installed applications provide access to a number of files in various formats that can
contain actionable user-related content. Application data is commonly stored on smart devices using database
files (both SQLite and proprietary databases). Varying by application, there are often times caches of user-
related information that gets stored in .dat files as well as images, video content, audio files, and application
specific proprietary file types that are stored on the device or associated media card under a subfolder of the
application.

Nokia’s LifeBlog service is a time-lining application that allows users a point-in-time snapshot of all the
activities taking place on their mobile device. Sometimes unbeknownst to users, the application is tracking
pictures, videos, messaging, and other communications that are taking place and tying the event to a geographic
location based on latitudes and longitudes obtained by the smartphone and plotting them on a timeline. This
application, and similar ones, provide a detailed event log of the actions that have taken place with the device.

Oxygen’s Forensic Suite gives investigators a one-click solution to analyze the data retrieved from Nokia
LifeBlog databases.

Common sections (13)
§ g Device Information &5/ Timeline t Event Log

ww Organizer
ant T ! : ! !

B8 communication Statistics
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s Forensic Suite provides a decoded view of the LifeBlog database that allows access to pictures and

communications on a device along with cell IDs and geographic locations, if available. Reference to this user

activity is retained in the database, even after events have been deleted from the device.

Oxygen’

Picture available courtesy of Oxygen Forensics.
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Removable Media

11572001 73414 AM
8/27/2013 80224 PM

16 Directory
2 Regoler File
15 File Stack

< 31i<xm) version=“l
$ 6E | .0"7> Mef~token
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Some of the same files that are recovered from the internal memory may be available for analysis on the SD
card. Look for data related to applications. (LifeBlog pictures are cached here, even if they are no longer in your
device memory.)

S60 devices save out the NEFconfig.xml file, which contains the IMEI of the last S60 handset where that media
card was inserted.

Path: Data\NEF\NEFConfig.xml

BEvidence Tree
£ W\PHYSICALDRIVE]
-2 Partiion 1 {120MB}
. B-18 Memory test [FAT16]
&G foot]

< | IFile List
Name |
4 log
:;3 NEFConfigxmi
|} NEFConfig.xml.FileSlack

| Date Modified
1/15/2011 7:34:14 AM
B8/6/2013 4:28:52 PM

S&zef Type
16 KB Directory

2 KB Regular File
1SKB File Slack
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WhatsApp on Removable Media
* Data gets cached to the media card unbeknownst to user
Evidence Tree | File List
- \\\PHYSICALDRIVES Name | Size | Type
9"'*‘;{;’“”"‘8;%%“& | BG-WhatsApplog.bt 4KB Regular File
-4 a’“""w‘”] . BG-WhatsAppLog.te.FileSlack 13KB File Slack
T 6D mages || FG-WhatsAppLog.tt 1KB Regular File
{ o | FG-WhatsAppLog.t FileSlack 16KB  File Slack
2 temp .
gm 0000 |2E 20 20 20 20 20 20 20-20 20 20 30 00 00 40 AC|. 08
[Q Whatsfop 001007 43 00 00 00 00 40 AC-07 43 0S5 00 00 00 00 00| -C:---@+-Covov--
’3"‘3 Gamae 0020 | 2E 2E 20 20 20 20 20 20-20 20 20 30 00 00 40 AC|.. 0- 8~
R temp U210 0030 07 43 00 00 00 00 40 AC-07 43 00 00 00 00 00 Q0| -C----Bo-Cevn--
- ovi_Candypop_NokiaE61_en_v1_0_1 pivate {0040 42 67 00 2E 00 74 00 78-00 74 00 OF 00 94 00 00|Bg-. -T-X-T------
- LD contrad_efigs_NokiaE61-w_private 0050 FF FF FF FF FF FF FF FF-FF FF 00 00 FF FF FF FF ¥ - -
42 Themes 0060 01 42 00 47 00 2D 00 §7-00 68 00 OF 00 94 61 00| -B-G---W-h----a-
- 007074 00 73 00 41 00 70 00-70 00 00 00 4C 00 6F 00|t-s-A-p-p---L-o
{3 nokia_unprocessed_images_ 0080 |42 47 2D 57 48 41 7E 31-54 58 54 20 00 00 41 AC|BG-WHA-ITXT - -A-
£3) lunallocated space] 009007 43 00 00 00 00 05 48-A1 3E AF 07 58 OE 00 00| -C-----Hi> X

More prevalent on Nokia S40 devices, you may find that certain items get stored on the SD card independent of
user interaction. Check for games, pictures, videos, and applications that store their user-created files in this
location (WhatsApp log files).
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Best Practices

. Proper shutdown of device to promote caching of
data to the media card

B Media cards may retain the IMEI of the last S60
- device that they were used in

« Acquisition tools may require to allow installation of “all”
apps, not just signed ones

« Device date must be correct for acquisition

 PC suite mode usually required for commercial kits and
backup solutions

Before removing an associated media card from a device, best practices require that a proper shutdown of the
= device is performed. A proper shutdown will ensure that any data in memory that was committed to be written
to the media card is properly executed resulting in more complete data at the time of the acquisition.

The IMEI stored in DataANEF\NEFConfig.xml will be that of the LAST handset where this media card
resided.
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Differences Between S$S40 and S60 Devices (1)

Different operating systems

« S60 uses Symbian OS
« S40 uses Nokia OS

File system layout

« S60 internal memory volumes (C, D, Z)

« S40 has many subfolders under one main
volume for internal memory

This page intentionally left blank.
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Differences Between $S40 and S60 Devices (2)

User-created video/audio/image files

« On S60 stored in the Data folder in the C volume
« In subfolders for Videos, Sounds, and Images
» On S40 stored in predefgallery folder

« In following subfolders: Predefvideos, predefrecordings,
predefphotos

Contacts/Phonebook data

» S60 stored in DBS_100065FF _Contacts.cdb
« S40 stored in LM__0005.pbr

This page intentionally left blank.
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Differences Between $S40 and S60 Devices (3)

SMS data

» S60 stored in private/1000484b/Mail2
» S40 stored in predefmessages subfolder

Application-related files

 S60: .sis, .app, .mif, .rsc, .mbm
* S40: .jar, .jad, .nfl, .rms

Both the S60 and S40 can contain media cards

This page intentionally left blank.
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 15

Symbian and Nokia Forensics

This page intentionally left blank.
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Other Smart Devices

Section 5.1: Third-Party Applications Forensics
Section 5.2: Knock-Off Forensics

Section 5.3: Nokia and Symbian OS

Section 5.4: Winddws Mobile

Section 5.5: Mobile Device Repair Overview

Section 5.6: Appendix

This page intentionally left blank.
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Windows Mobile Forensics

This page intentionally left blank.
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Windows Mobile Introduction

* Windows Mobile OS varieties
» Windows CE
» Windows Mobile
* Windows Phone 7
» Windows Phone 8 /8.1
* Windows Phone 10
« Manufacturers
* Nokia
* HTC
« Samsung
* Huawei

Windows Mobile is a platform for smartphones and PDA phones that has gained some traction in the
marketplace. As of June 2013, Windows Mobile had gained 5.6 percent of U.S. smartphone sales.! Windows
Mobile provides a standardized interface and standardized platform for developers to create applications. There
are two Windows Mobile platforms: Windows Mobile Standard edition and Windows Mobile Professional
edition, and a third “classic" edition for PDAs that doesn’t include phone functionality.> Microsoft does not
manufacture phone hardware itself, but instead licenses the Windows Mobile platform and software to device
manufacturers (currently including Nokia, HTC, Samsung, and Huawei). 2 Windows Mobile OSs include:

*  Windows CE

*  Windows Mobile

*  Windows Phone 7

*  Windows Phone 8 /8.1

*  Windows Phone 10

Windows Phone 7 and 8 were both supported by Microsoft thru July of 2014, and the two Oss are expected to
co-exist for some time.> Windows Mobile phones feature a large color display, a powerful processor chip,
onboard memory for storing applications and content, expandable with memory card capability, and keyboard
and touchscreen for input and control.* Microsoft supports Windows Phone 8.0 for the 36 month period from
December 2012 until December 2015, while Windows Phone 8.1 is supported from June 2014 until June
20173

References
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Windows Mobile Versus PCs

+ Similarities i
* File system e
« Registry used for settings L[ e
and preferences § § oo
« Temp files b= b
« Differences 28 n -
* Embedded (.vol) databases LR o
* Registry format gt 1 poibei
» Usage artifact and data retention é% ﬂ;;
O % swsvz

Many of the same techniques used in the forensic examination of other Microsoft Windows operating systems can
be applied to Windows Mobile, including understanding of FAT file systems, index.dat files, and other artifacts.
From a forensics viewpoint, there are a number of similarities and differences between Windows Mobile and
Windows for PC. As shown in this screenshot, Windows Mobile uses a similar file system structure to Windows
for PC, and items of evidentiary value can be found in locations familiar to those who do Windows file system
forensics. Both Windows PC and Windows Mobile operating systems use a registry to store user and program
settings and preferences, though the format and structure of the registry is different between the traditional
Windows PC registry and Windows Mobile registry. Both make use of Temporary files, which can be a fruitful
source of evidentiary data. Windows Mobile, however, uses embedded .vol database files and there are differences
in usage artifacts and data retention between Windows Mobile devices and traditional PCs.

Some of the data formats from Windows Mobile devices may be unfamiliar to most forensic practitioners, such as
volume files and embedded databases. Mobile forensic tools for extracting, interpreting, and analyzing data from
Windows Mobile devices have struggled to keep pace with the rate of change, likely due to the small market share
these devices have traditionally held. Forensic analysts should be aware of the challenges presented by these
devices as well as the underlying technologies and formats that exist, as well as the tools available to extract useful
information. Currently, there are many challenges to forensic examination of Windows Mobile devices, and they
have proved a challenge for full physical and file system extraction due to the fact that many files are locked when
the device is in operation preventing full access to the devices. Many Windows Mobile devices are at least partially
supported for data extraction by forensic tools such as Cellebrite, Oxygen Forensic Suite, and XRY/XACT.
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What Else Is Missing?

« Windows Phone 8/8.1 does not
use all the same mechanisms as a

Windows computer
* No Prefetch
* No hiberfil.sys
* No event logs
* No shell bags

» Windows Phone 10 appears to
have similar artifacts based on
emerging research

Windows desktop computers contain a lot of artifacts that forensic examiners have come to rely on during their
examinations. Unfortunately, Windows Phone 8 and 8.1 devices don’t have many of the artifacts that might be
found on a Windows-based system, such as:

* No Prefetch
* No hiberfil.sys

* No event logs
* No shell bags

Australian mobile forensics researcher Adrian Leong (cheeky4n6monkey.blogspot.com) has found that many of
the forensic artifacts found in Windows Phone 8 devices appear similar in Windows Phone 10 devices.!

Reference
[1] http://for585.com/y0Oohv
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Windows Phone Removable Storage

* Windows Phone 7/8/10 phones generally . ; mewmms

have a secure digital (SD) card slot =0 c:(s.v0 55190
« Windows Phone SD card may be locked to f*g i Application Data
particular device with key (Windows Phone 7) & 3 T
* OS may automatically format newly inserted - ®0O 4 Myoaments

(] i Program Fles

card
* Card must be acquired through the device
» Traditional forensic tools may not read data

content stored on card . [j@ Temp
» If SD card is removed, the device may not @00 & windows
function fully

Windows Phone 7 and 8 phones generally have a removable secure digital (SD) data storage card slot for
expanded data storage capacity. With Windows Phone 7, the SD data storage card is locked to particular device
with key, and the operating system on the phone is integrated with the storage card,' and if you remove the card
and try to read it through a write protection device using traditional forensic tools, the card is not recognized
outside the phone, preventing the examiner from creating a forensic image of the storage card. In the slide’s
image, the file system contained on the SD data storage card is shown as part of the file system backup of the
phone obtained using Oxygen Forensic Suite. Various mobile forensic tools may name the storage card with a
different identifier.

The phone is not fully functional without the card installed,? and of course, any data stored on the card is not
accessible if the card is removed from the phone. Also, the Windows Phone operating system may automatically
format newly inserted data-storage cards. It Is necessary, therefore, to acquire the data contained on removable
SD data cards through the device itself.

References

[1] http://for585.com/a0zwk
[2] http://for585.com/b8492
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Windows Mobile Cloud Storage/Backups

» Windows 77/8/10 phones are

designed to sync data with the G Ofﬁce
cloud

+ Microsoft user accounts Paae, i F
+ Microsoft SkyDrive e AR ik P
+ Sharepoint Account email @ Planning document

» Data in the cloud may need to be Syrive € Vocstonpicures
obtained via warrant Ad atum @ Soccer schedule A

* Won't see cloud-stored data on an RF o @ Monthly budget
isolated device R @ e e

Windows Mobile 7 and 8 phones are designed to sync data with the cloud, and Microsoft provides 7GB of free
storage space per phone for this purpose.!

There may be one or more Microsoft user accounts associated with a Windows Mobile phone, and the user can
sign into her associated cloud-based account to access files stored in Microsoft SkyDrive or Sharepoint
accounts.

Any user data from the phone that is stored in the cloud may need to be obtained via a warrant. Also, be aware
that, if the device has been isolated from the mobile network using RF Shielding devices, you do not see cloud-
stored data using the device, although you may find some artifacts of cloud-stored data in temp files on the
device if they were recently accessed using the phone.?

References

[1] http://for585.com/vz2f6
[2] Image: http://for585.com/vfdac
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Windows Mobile Forensic Analysis

& WinMobile - Autopsy 3.13

* Windows file system A
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Many aspects of Windows Mobile devices will be familiar to forensic examiners who currently deal with
Windows-based systems. Much of the data stored on these devices, including file system and other files on
Windows Mobile devices can be examined using the same tools and techniques used for other Windows
operating systems. Forensic tools, such as EnCase 7, X-Ways, and FTK, can be effective for examination and
interpretation of much of the data from these devices, and EnCase has the capability to perform acquisition of
some Windows Mobile devices. This screenshot shows the Users directory from Partition 28 of a Windows
Phone 8 device in Autopsy.
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Windows Mobile Registry Analysis

» Stored in hive files
* Active registry files are locked by
operating system
* Prevents copying
* Read by some tools
* Presented in XML format
* Remote Registry Editor

Windows Mobile maintains configuration information in a Registry database similar to other traditional
Windows operating systems, which is stored in System and Registry hive files and has a hierarchical structure
similar to the registry on other Windows operating systems. These files are generally located under Documents
and Settings with the names user.hv and system.hv or default.hv.

The registry is constantly in use on a Windows Mobile device and therefore it cannot be copied while the device
is active. Some mobile device forensic tools that perform logical acquisitions of Windows Mobile devices
cannot acquire the contents of the “mxip_system.vol” file. Although Paraben Device Seizure cannot copy the
file as a whole, it can extract data from the Registry file and present it in an XML format. Forensic tools like
XACT are able to access memory on Windows Mobile devices via the Flash Abstraction Layer, bypassing the
operating system. In this way, files that are locked by the operating system can be acquired.

The system.hv registry file stores information, including the device name, installed applications, and call history
while the user.hv registry file stores information about the handset such as Equipment Identifiers and SMS
messages.!

Reference
[1] http://for585.com/vz0ol
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Windows Phone 8/10 Security

Servers and

* Windows Phone 8/10 uses Trusted Boot ____ Cloud Services

and code signing to ensure integrity
* Protects against malware and rootkits
* Only validated software components can execute

» Trusted Boot validates firmware images
before they are allowed to load the OS

» ALL binaries must be signed by a trusted ~— ESSSESEEE
authority s

» System-on-a-Chip (SoC) also used in B vervenmware |
addition, pre-boot g

Layered security platform diagram

According to the Microsoft Windows Phone 8 Security guide, Windows Phone 8 uses Trusted Boot and code
signing to help to ensure platform integrity. These features safeguard the Windows Phone 8 boot process and
operating system from malware attacks, including rootkits, by allowing only validated software components to
execute. They also make accessing the platform with forensic tools a challenge.

Trusted Boot validates firmware images on Windows Phone devices before they are allowed to load the
operating system. Trusted Boot is built into the hardware of the device during manufacturing and ensures that all
binaries, starting with the first boot loader loaded from system storage, must be signed by a trusted authority.!

Windows Phone architecture uses a System-on-a-Chip (SoC) design. SoC vendor and device manufactures
provide the pre-UEFI boot loaders and the UEFI environment. The UEFI environment implements the UEFI
(Unified Extensible Firmware Interface) secure boot standard (www.uefi.org/specifications). This standard
describes a process by which all UEFI drivers and applications are validated against keys provisioned into a
UEFI runtime variable before they are executed.?

References

[1] http://for585.com/ukyli
[2] http://for585.com/oeds6
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Windows Phone 8 /10 Encryption

« BitLocker technology is used for
encryption of all internal data
+ AES 128

* Once enabled, phone automatically
begins encrypting internal storage

» Encryption key protected by Trust
Platform Module (TPM)

« Combined PIN and BitLocker make data
very secure

Windows Phone 8 also uses BitLocker technology to support the encryption of all internal data storage on the
phone with AES 128 encryption. Encryption is enabled by either Exchange ActiveSync policy
“RequireDeviceEncryption” or device management policy. After BitLocker is enabled, the phone automatically
begins encrypting the internal storage. The encryption key is protected by the Trust Platform Module (TPM),
which is bound to UEFI Trusted Boot to ensure that the encryption key is only released to trusted boot
components. With both PIN-lock and BitLocker enabled, the combination of data encryption and device lock
would make it extremely difficult for an attacker (or a forensic examiner) to recover sensitive information from
a device. '2

References

[1] http://for585.com/ukyli
[2] http://for585.com/oeds6
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Windows Phone 8 /10

Windows Phone 8/10 supports use of extended memory via Micro SD

» Windows Phone 8 only allows storage of media files Pictures, movies, music
» Windows Phone 8.1 and 10 allows storage of app data, which may be encrypted/obsfucated

Windows Phone OS and user data partitions are encrypted, files stored on
Micro SD are not

« Except app data stored on SD Card in Windows Phone 10 devices

Wipe of device can be initiated remotely or locally by the user

If incorrect PIN is entered too many times, local wipe is initiated

Windows Phone 8 supports removable storage using micro SD cards for storage of pictures, movies, or music.
The Windows Phone operating system allows users to store only media files on SD cards.

Although the Windows Phone 8 operating system and user data partitions are encrypted, files that are stored on
SD cards that are inserted in the phone are not encrypted.

A wipe of the device can be initiated remotely or locally by the user, and entering the PIN incorrectly too many
times initiates a local wipe of the device. The number of unsuccessful attempts before a wipe is initiated can be
set by the user.!

With Windows Phone 8.1 and 10, app data can be stored on the SD Card as well. When an SD Card is installed
in the phone, the user is given the option of whether to store data to the card or the phone’s internal memory.
Any app data stored on the SD card may be obfuscated and/or encrypted, but some filenames may be in human-
readable format.?

References

[1] http://for585.com/ukyli
[2] http://for585.com/-wr3s
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Windows Phone 7/8/10 Forensics Acquisition Methods

Logical File System Physical

Acquisition support for Windows Phone 7, 8 and 10 is limited. Although there is limited logical support for some
data types for Windows 7 phones, that support is even more limited for Windows 8 and 10 devices. Often, when a
forensic tool claims to support logical data extraction for Windows 7, 8, or 10 devices, only media files, such as
video, images, and audio files stored on the external media card, are actually acquired. For some limited models of
phones, contact lists and call logs may also be obtained using a logical extraction.

File system extraction support for Windows Phone 7, 8, and 10 is likewise extremely limited. XRY, Cellebrite, and
Oxygen have some support for file system extractions from Windows Phone 7, 8, and 10 devices; however, the file
system extraction may only apply to file stored on the removable media card installed in the device. There are a
limited number of devices for which the forensic tools will obtain a file system extraction of the internal storage
from the device, and in those cases, parsing of the extracted data may be limited.

With Windows Phone 7, 8, and 10, some specific models are supported by Cellebrite for physical extraction, but
for most of these devices, physical acquisition options are limited to JTAG or Chip-off. Forensic tools, such as
Cellebrite, XRY, and Oxygen may support decoding of the raw data from these extractions to rebuild the file
system, but again, parsing of stored data is limited. Traditional digital forensics tools, such as EnCase 7 and X-
Ways, may also be used to decode the raw data dumps from JTAG and Chip-off extractions of these devices.
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Windows Phone 8 /10 and JTAG

* JTAG or Chip-off extraction from Windows Phone
8 and 10 may be the only ways to obtain full
physical image (with a few exceptions)

* Generally, 28 partitions seen from a single device
using JTAG extraction

* Traditional forensic tools, such as Xways, EnCase
7, Autopsy, or FTK can rebuild partitions and
perform examination

» Export relevant .dat., .vol, and other files for
separate examination

* Forensic artifacts from Windows Phone 8/10
devices appear to be similar

JTAG or Chip-off extraction of data from Windows Phone 7, 8, or 10 is currently one of the only ways to obtain
full physical image of these devices, though Cellebrite supports full Physical acquisition from a few devices. A
traditional forensic tool, such as X-Ways, EnCase7, FTK, or Autopsy, may assist the examiner in rebuilding the
file system of the phone. Databases with significant evidentiary information can then be located and extracted
for further examination using other tools.

When decoding and rebuilding the file system of Windows Phone 8/10 devices, up to 28 partitions have been
seen in a single JTAG extraction. Generally, only two of the partitions contain data of evidentiary value: one
that contains system related data, and the other where user data is stored.

Once the file system has been rebuilt, it may be helpful or even necessary to export individual .dat, .vol, and
other files for further examination in other tools. Python scripts may be extremely helpful in pulling relevant
data out of the store.vol and phone files. Example scripts can be found at Adrian Leong’s blog site at
http://cheeky4n6monkey.blogspot.com/2014/06/monkeying-around-with-windows-phone-80.html.

Forensic artifacts in Windows Phone 10 devices appear to be similar to Windows Phone 8, with some location
changes for specific artifacts.!

Reference
[1] http://for585.com/-wr3s
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Windows Mobile Usage Artifacts
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\Documents and Setting: .hv, ithy OR 1

Windows Mobile 6 and 7: Usage Artifact Overview

\My Documents\UAContents

e

\RepiStorVol A file containing remnants of file names and data on some Windows Mobile devices

e

\Windows\Favorites Internet Explorer bookmarks.
. Windows\Messaging and Attachments

i

8

\Windows\Profiles\guest Contains Internet Explorer history, as well as cache and cookie files, including index dat files.

i%

L

The location of user usage artifacts may vary on different models of mobile devices, depending on the version of
Windows Mobile and other factors. Some files, such as cemail.vol and pim.vol, can be found on nearly all
Windows Mobile devices. This table provides a general overview of the types of data that may be of evidentiary
value. Additional files of potential investigative interest may be found in other locations, such as the \Temp
folder or elsewhere within the file system. The location of the registry hives may also vary from device to
device, and there will be an individual folder containing Internet Explorer for every user profile on the device.!

Most available forensic tools have some degree of difficulty with full acquisition and parsing of data from
various Windows Mobile devices, and so photographing part or all of the data of evidentiary value on the phone
may be necessary when processing these devices.

Reference

[1] Eoghan Casey, Michael Bann, John Doyle. /ntroduction to Windows Mobile Forensics, Digital Investigation,
Volume 6, Issues 3-4, May 2010, Pages 136-146
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Windows 8/10 Phone Artifact Locations

Pictures taken with the device
Videos taken with the device

This slide lists the forensic artifact locations specific to Windows Phone 8 and 10 devices. Note that there are
some significant differences in the locations from previous Windows-based mobile devices.'

For an in-depth description of Windows Phone 8 artifacts, see the paper, “Windows 8 Phone Forensics” in the
appendix. Helpful scripts to parse out significant artifacts, such as call history, contacts, and SMS messages, can
be found on Adrian Leong’s blog at http://cheeky4n6émonkey.blogspot.com/2014/06/monkeying-around-with-
windows-phone-80.html.

Reference
[1] http://for585.com/-wr3s
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Lab 16

Windows Phone Forensics
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Other Smart Devices

Section 5.1: Third-Party Applications Forensics
Section 5.2: Knock-off Forensics
Section 5.3: Nokia and Symbian OS

Section 5.4: Windows Mobile

Section 5.5: Mobile Device Repair Overview

Section 5.6: Appendix
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Mobile Device Repair Basics

« Many types of common phone damage may be fairly easy to repair to
the point where data can be extracted
* Don’t assume a phone is damaged beyond repair until you try

Many times, phones are damaged through intentional or accidental means to the point where data connections
cannot be made, or are only partially successful.

Because of the nature of flash memory data storage, the information stored within a damaged phone can persist
even when the phone itself appears to be damaged beyond repair.

With a little bit of knowledge, research, and practice, most types of common phone damage can be fairly easy to
repair at least to the point where the phone is operational enough to extract data.

Generally, it is not necessary to completely repair a phone to get it to the point where data extraction is possible.

Don’t assume that a phone is damaged beyond repair and that data extraction is impossible until you try.
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Mobile Devices as Computer Systems

» Hardware components
* Monitor
* Speakers i
. C]i)rcuit b We generally take for granted that this stuff works.
* Chips
+ Power supply

+ Software Components
* Firmware < — Firmware problems often cause cycled restarts.
("« Data storage
* Partitions
« File systems
-ﬁ . Solftware/ apps >  We tend to focus primarily on this part in forensics.
* Files
» Metadata
_ * More p

As with traditional computing systems, mobile devices consist of hardware, software, and firmware components.

Hardware components include:
*  Monitor (the screen)
* Keypad
* Speakers
* Circuit boards
e Chips
*  Power supply (battery)

We generally take for granted that these hardware components will work, and forensics is generally more
focused on internal data storage and software components, such as:

* Data storage

e Partitions

* File systems

» Software/apps
* Files

* Metadata

* More

When a phone has firmware-related problems, it often causes cycled restarts. Firmware fixes can sometimes be
accomplished with flasher boxes, but that is beyond the scope of this course.
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Most Common Problems

» Power issues
* Battery problems
» Charging port problems
» Powers up but cycles
* Display issues
* Broken screens
+ Intact but inoperative screens
* Connection issues
* Data port problems
 Connects but cycles
» Keypad issues
* Corrosion on contacts
* Inoperative keypad

m iR eN

The most common hardware problems include:

* Power issues

* Battery problems: Bulged batteries (which should be replaced), missing batteries, or batteries that
won’t charge. The Cellebrite Power-Up cable can allow the examiner to process a phone without a
battery present.

* Charging port problems: Superglued ports, dirty ports, or ports that won’t function.
* Powers up but cycles: Generally a sign of a firmware problem.
* Display issues
* Broken screens: Generally is replaced with parts from a donor phone or a new screen.
* Intact but inoperative screens: Can generally be replaced as noted.

* Connection issues

* Data port problems: Includes ports that are dirty, intentionally superglued, or connects but won’t stay
connected.

* Connects but cycles: Generally indicates a firmware issue.
* Keypad issues
* Corrosion on contacts: May be fixed with cleaning or replacement of the keypad.

* Inoperative keypad (one or more keys): Generally is fixed with a good cleaning or replacement of
keypad.

The photograph in this slide shows a phone PCB board with significant corrosion from water that affected the
operation of the device. By taking the phone apart and carefully cleaning the components and then reassembling the
device, the examiner was able to get the phone to function sufficiently to achieve complete data extraction.
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What Should Be in Your Tool Box?

« Magnifying glass

Desiccant/rice

A good electronics tool set, tweezers, opening tools
Soldering iron and kit, including de-soldering braid
Circuit tester

Heat gun

+ Containers for organizing tiny screws and parts

» Small suction cup

* Schematics for the device you're working on .
* 99% isopropyl alcohol, lacquer thinner, lighter fluid

» Acetone (CAUTION!, limited use)
« Eraser

» Toothbrush, paint brush
« Ultrasonic cleaner

* Scrubbing Bubbles

The following items may be extremely useful for repair of mobile devices:

Magnifying glass

Desiccant/rice (to dry waterlogged devices)

A good electronics tool set, tweezers, opening tools

Soldering iron and kit (including de-soldering braid)

Circuit tester

Heat gun (for softening and loosening adhesives)

Containers for organizing tiny screws and parts (egg cartons, bead trays, or sticky mats work well)
Small suction cup (for removing screens and flat metal parts)

Schematics for the device you’re working on (often referred to as phone schematics or service manuals)

99% isopropyl alcohol, lacquer thinner, lighter fluid (flammable, so use caution; be sure not to mix
chemicals during use)

Acetone (CAUTION; limited use): This chemical dissolves superglue, but it melts plastic, so use care
Eraser (for cleaning contacts and ports)

Toothbrush, paint brush (for cleaning contacts and ports)

Ultrasonic cleaner (for cleaning PCB boards)

Scrubbing Bubbles (non-corrosive and can be used to clean a PCB without damage)
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Repair Tips

» Document the disassembly process so you can reverse it
for reassembly

 Be aware that there are likely to be differences between
the instructions or schematics and the actual phone

» Start with soft and rubber parts first

» Label the parts you remove as you go, try to stay
organized and work neatly

» Practice, practice, practice

If you find it necessary to repair a mobile device in order to perform forensics or data extraction, be sure to
document the disassembly process so you can reverse it for reassembly of the device. This way, you prevent the
problem of taking a device apart and not being able to figure out how to put it back together. Be aware that there
are likely differences between the instructions or schematics you find for repair of the phone and the actual
phone itself.

It is often easier to start with soft and rubber parts of the device first, because these parts may cover small
screws or connectors that you might not otherwise find, or might break if you don’t first remove the covering
parts. Label the parts you remove from the phone as you go, try to stay organized, and try to work as neatly as
you can. Finally, as with any manual skill, practice is the key to success. Consider trying to disassemble and
reassemble an old but operational phone to see if you are able to get it to work again after you’ve taken it apart.
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Resources

» FCC website: Internal photos

« iFixit.com: Great instructions and pictures REMEMBER

* Phone schematics e

* Service manuals You will likely

» Google searches see differences

* Chiptronics.com between the
(http://chiptroniks.com/2010/04/basic-electronics- JEISi=gEI{<H
notes-for-mobile-repairing/) directions, etc.

« formymobile.co.uk/disassembly.php#.UTVX1qV and the actual

puzM phone.
 wholesalegadgetparts.com

The following resources may be helpful to you in your attempts to repair mobile devices:

* FCC website: Internal photos

« iFixit.com: Great instructions and pictures

* Phone schematics

* Service manuals

*  Google searches

* Chiptronics.com (http://chiptroniks.com/2010/04/basic-electronics-notes-for-mobile-repairing/)
* formymobile.co.uk/disassembly. php#.UTVX1qVpu2M

* wholesalegadgetparts.com
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Other Smart Devices

Section 5.1: Nokia and Symbian OS
Section 5.2: Windows Mobile
Section 5.3: Knock-Off Forensics

Section 5.4: Third-Party Applications Forensics

Section 5.5: Appen r

L
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Appendix: CHINEX

Creating a Physical Image Using
Cellebrite CHINEX
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Acquisition: UFED CHINEX (1)

cellebrite ureD WPC

Extract from

Mobile device SIM ca USB device

UFED camera

To acquire data from a knock-off, one must exercise patience. This is one of the most frustrating devices you
acquire, because nothing is standard. The cables don’t make sense and none seem to fit. Additionally, you
literally use cables to power the device instead of a battery, like you would jump a car battery. The first step is to
launch UFED4PC or UFED Touch and select Mobile Device, as shown in this slide.

Chapter 11 of the Physical Analyzer Guide from Cellebrite also covers Physical acquisition in general for all
devices. This user guide can be found in your Day 1 Appendix. Make sure that you utilize the current version.
The instructions here are for UFED Touch with CHINEX. Select Physical Extraction.
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Acquisition: UFED CHINEX (2)

celebrite  urFeD UPC

For auto-detection . Use the search box
please plug in the : to manually ident
device now . the device

Select Browse Manually and then Chinese phones. (Note: If you do not have CHINEX, this option may not be
listed.) Generic MTK should work on most knock-off devices. Should this option fail, select the model or select

Detect Chipset.

celebrite urFeD uPc

R

For auto-detection - g Use the search box
please plug in the ' to manually identify
device now the device

Back  Recently Used
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Acquisition: UFED CHINEX (3)

cellabrite  uFeED LPC

Select Chinese Phones. If you have an Android knock-off, dump it both ways. Additionally, it is wise to dump
the device as a Generic Android, as mentioned earlier in the slides and on Day 2.

celebrite uFeD WuPC

© 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale 131



Acquisition: UFED CHINEX (4)

ceaellebrite urFeD WPCo

@

n Ny el §mmma §

v
@

The acquisition options are included at this point. As per every other device, Physical acquisition is preferred. If
a physical dump is obtained, you should have all the data needed. View your results before returning the
evidence, because we have to expect the unexpected when it comes to knock-off devices.

Select Physical Acquisition. Then, select CHINEX > Boot Loader on the next screens. Finally, assign the
destination for the data dump.

Q ‘ ﬁ Logical Extraction
7
h $ o Extract User Lock

Q B i Physical Extraction

% Capture Images
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Acquisition: UFED CHINEX (5)

cellebrite

Read EVERYTHING on the screen. Follow all relevant instructions. The method for connecting the device is
listed on the left-hand side. Once set up, click Continue. You are required to press the knock-off device’s Power
button. Do not press the Power button until instructed to do so.
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Acquisition: UFED CHINEX (6
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Acquisition: UFED CHINEX (7)

UIEED LPC

Chinese phones Genaria MTK
wing USE cable CHINEX adapter s i e Srriiie C5E5 G LIRS K S L ——

The device attempts to connect. It is common for the device to Disconnect immediately. This means that you
have the jumper cables in the wrong position. Switch them and try again. Once successfully, the beeping on the
device halts, and the screen shows that you have connected to the device.

cellebrite  urFeD YyPc

Chinese phones Generic MTK
using USB cable CHINEX adapter

Extraction
to local drive
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Acquisition: UFED CHINEX (8)

Chiness phones Generic MTX
using US8 cable CHINEX adapter

Upon successfully connection, the physical image proceeds. Make sure that you watch for any connection errors

and restart as required.

rite urFeD WPCc

File: 1
NOR{00C00000-01000000).bin

Chinese phones Generic MTK
using USB cable CHINEX adapter

Extraction
to locat drive
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Acquisition: UFED CHINEX (9)

Extraction completed successfully
Source: Generic MTK
Target: Local Drive (Physical Boot Loader 01)

Need additional extractions for this device?
Perform another extraction or capture visual evidence to recover more data.

Open with UFED Physical Analyzer

"8l show in Folder

Upon completion, you have the options to view the dump or open it with Physical Analyzer. Make sure you
verify your image! This step is one of the biggest mistakes you can make during your investigation. Always
make sure you have the data you expect.

Extraction completed successfully
Source: Generic MTK
Target: Local Drive (Physical Boot Loader 01)

Need additional extractions for this device?
Perform another extraction or capture visual evidence to recover more data.
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Adding a Knock-off Image into
UFED Physical Analyzer

This page intentionally left blank.
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Physical Analyzer: Parsing a Knock-Off (1)

Select a UFED extraction

If you've used a UFED unit to extract data from your device, sehect the
UFD file in the extraction folder,

Start without a UFD file

Use this option in case ancther method was used to extract the data
{e.g., 2 chip-off or a different tool}.

A el Blokt > Py

To load a knock-off file into Physical Analyzer for analysis, simply follow the steps in the next few slides. First,

select File > Open Advanced.

Open (Advanced)
Start a new project while customizing the decoding process.,

Select a UFED extraction

If you've used a UFED unit to extract data from your device, select the
UFD file in the extraction folder.

|

Start without a UFD file

Use this option in case another method was used to extract the data

(e.g., & chip-off or a different topl). T
i i
i < Badc. 11 Next> Fiish |
,i ...... %
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Physical Analyzer: Parsing a Knock-Off (2)

2 Select the device for your Input data.

Chinese Phones must be selected. If you do not know if you have an MTK or Spreadtrum chip, start with MTK,
which is more popular. Should the data not parse, always attempt to parse as a Spreadtrum image.

Select Chinese Phones MTK (Physical) and click Next.
. o i Gl /Sekccaiink

Device Selection
Select the device for your input data.
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Physical Analyzer: Parsing a Knock-Off (3)

Decoding method selection
Select the decoding method for your input dats

Select the type of dump you have. If unsure, Physical - MTK Generic is the best option.

| Decoding method selection
| Select the decoding method for your input data

Quick Filter
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Physical Analyzer: Parsing a Knock-Off (4)

Advanced Customization
Customize the current chaln and add dumps and file systems,

: Chinese Phones MTK (Physical)
Selected Chain Sl e
[ pmcpnge | T
Banary Dumps

Sufact hisary é&aamx e

Select NOR and navigate to your image file. If you acquired the device using CHINEX, the .bin file is named
NOR, which makes your selection easy.

Device
Chinese Phones MTK (Physical)

@ Switch Chain  J# Customize Chain
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Physical Analyzer: Parsing a Knock-Off (5)

- Y 38

When you navigate and find your file, select it and choose Open.

el , B 0 @
HMame Date moddied Type Sexe
A mmm 0000000 41 s &wmw ™ %‘i{ medi fﬁtékm,iﬁ
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Physical Analyzer: Parsing a Knock-Off (6)

File View Juck Exteact Python (Pughns Feport Hel oo L E R ER G B TSR e SHBREHRS R T LT { i — Sl
d@g‘f FREeBEBRLBI A 3 y A Peojecis x

mmxfﬁgmmmx

4' B.MEM Geneck 1K ‘
« §i Baraction Summany (1
& eopsicst
2 Cloud Data Sources &
¢ BB Memory Images
© i Memory Ranges Fi | o0 Extractions: 1
+ & Fie Systems ki eoncy
o {80 NO NAME 153 files, 287 K8 L5 TR Chunese Phones MIK |

All Content L(ga(,y

Extraction Summary

Devicelnfo ~ Device Content _

o 112 S SEQURIT g
208 0 stata sossnns <o e etracted using U
Phone Data
; B conecss 40 B MS Messages 55
H 3 SMS Messages 09 ()
i
| Data Files
© @ NONAME_ 0 (151 fles, 374 K8} {E Tnages so ‘:‘ Text 2
4 @5 NVDATA (102 fies. 313 X81
5 1-byte Serting i

Cellebrite Physical Analyzer begins to parse the data and run the required plugins. If you added the raw image
correctly, the file system is shown. Note that not all knock-off data is parsed by Physical Analyzer. However,
the file system data should be present for manual examination.
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Appendix: Nokia

This page intentionally left blank.
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Files of Importance (S60)

. .sis
*.app
 .mif

* .ISC

. .mbm
* .dat

» .xml

*.Jpg

e .VCS
o .vcf

« .vcard
e .ving
e .arc

« .cdb
- .h**

° .r**

o .dcf
« .mp3
e .mp4

* .38P
- .db

o« .tec

o *Files without
extensions

Like the S40 devices, files on Nokia S60 devices can be broken down by their function. After separating them
by function, you can focus on the files that would contain unique user-related content.

Application Files:

.Sis
-app

.exe

.mif

.ISC

.h01, etc.
101, ete.

.mbm

Configuration and Settings Files:

.ini
.dat

xml

System /user-generated data files:

.ves
vef
.veard
.vmg
Jpg
tec
3gp
.mp4
.mp3
.dcf
.db
.cdb
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Nokia OS (Feature Phones)

« Nokia’s Intelligent Software Architecture (ISA)
« Nokia feature phones: Series 30 and Series 40

It is likely that you will come across a Nokia handset at some point as an examiner, but looks can be deceiving.
Several unique operating systems can be found on Nokia hardware, and becoming familiar with the differences
in the operating systems aids in the examination.

The term Nokia Operating System is not the official name for the operating system that can be found on many
Nokia feature phones. The term feature phone describes these handsets that have many “smart” features. Nokia
refers to this proprietary operating system as its Intelligent Software Architecture (ISA) platform. The ISA
platform is unique to Nokia handsets and is not released to third-party mobile-phone vendors to use on their
devices. Programming for the Nokia OS is most often Java Platform, Micro Edition (Java ME).

Most notable Nokia handsets utilizing this architecture are the Nokia Series 30 and Series 40 platforms. S40
phones have more features than S30 phones.
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Nokia and Windows OS

e Nokia Lumia 710 and 800
released in 2011

« Nokia believes Microsoft is
lacking in app development

» Nokia market share is still

down

Nokia contributed largely to the development of GSM and the 2G technology that allows for both voice and data
transmissions. Nokia handsets can be found in more than 150 countries. Once one of Symbian’s main
contributors, Nokia finally pulled the plug on the OS in early 2011, deciding to partner with Windows Phone OS
as its platform of choice.

The last Nokia device with the Symbian OS was distributed in 2012. Accenture has agreed to maintain software
development and support for Symbian OS through the year 2016 as Nokia transitions to the Windows Phone OS
for all subsequent device releases. This means that examiners may continue to encounter devices with a flavor
of the Symbian OS, but they may also encounter handsets with the Windows Phone OS.

The first Nokia handsets used the Windows Phone 7.5 OS, and now, Windows Phone 8 is the standard.
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File System Structures (540)

&4 predefhiddenfolider
£ backup
@17 bookmarks_spps

i cmec
£ emt_act log

nokia_account
online_sharing

The Nokia S40 is considered a feature phone. The file system layout varies greatly from the S60 platform, even
though the user interface appears very similar. The S40 platform does not run on Symbian, but on a proprietary
Nokia OS that supports Java Platform Micro Edition (Java ME) programming.

Although the layout is strikingly different, the phone supports many of the same capabilities. It is important to
understand where the tool is retrieving the data of interest so that the results can then be verified. Because Nokia
devices using the Nokia and Symbain OS are slowly being phased out, vendor support may sometimes be
lacking when it comes to installed applications on the devices.
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* .bmk
. .SVg

* .Jpg

-mp3
.mrp
.1nfl
.wbxml
xml
.cnf
.CSV
.dat

Files of Importance (S40)

* .SyS .

Files on Nokia S40 devices can be broken down by their function. After separating the function, you can focus
on the files that would contain unique user-related content.

Application files:
jad

jar

Jmrsf

.jps

Jjmlrp

Configuration and settings files:
.Sys

.wbxml

xml

.enf

.dat

.rms

.dat

System or user-generated data files:

.bmk
.SVg
.db
.nth
Jpg
3gp
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Evidentiary Locations (S40)

* User-created audio, video, and image files are saved in default
locations

55 predeffilereceived
=B predefgraphics
| &8 predefcliparts

wé;‘ predefframes

W {5 predefwalipapers

{7 5_bookmark_graphics.bmk
& predefmusic

- rj 5_bookmark_music.omk
5 predefmy5

£ predefphotos
predefplaylist

| &% predefrecordings

cel00.ame

Voice00l.amr

7 predefgaliery

[ Photod002jpg
{5 Photodd03jpg
{5} Photo0004 jpg
{5} Photol005 jpg
[ Photo0006.jpg

 predefgraphics
&0 predefmusic
predefmyS
predefphotos

The folder /predefgallery contains user data, such as images, videos, and voice recordings. Most commercial
tools pull these from their respective folders and lists them in the overall device report.
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Web History (S40)

* Cookies, browser bookmarks, and web history are in the file system

@88 HTTe - =
S8 ache le =@ % 0 @ 9 @ @ & Advanced Filter
5 sec
T CnSINROHWSdmXtB.dat
{5} CommiRyOrwSsdmut.hde T D T e s

7 COAWDAGECBERDYEOK dat
[ COAMDAGECSSROVESK har 1]

] Cnokia.combO.tet
{3 Tacpmailovicomdtt

w e jw N e
L
v
:

Bt T | R

62 book Title: Licences
& sbowt Timestamp:
- [0 Abowt enbmk Path:
{5 5.boockmark nokia.bmk URL: 7/C
[Z] 92 Accuweather.bmk Abouthtm!
[ 93 Reutess bk Source:

A cache of visited web pages are stored in the location
HTTP\cache. Web history can be reviewed by examining the
.dat files located in this file path. Cookies are saved in .txt
format and contain information about the user and the site that
she visited. Look for data such as usernames and Facebook
IDs, which are often stored in plain text in the cookie text files.

Bookmarks are websites that are saved for quick reference. In
the Nokia S40 platform, they are stored as individual .bmk files
for each site that was saved. Many Nokia handsets come with
factory preset bookmarks, such as “Nokia,” which are loaded
by default.

[ File Systems
- VOLUMELABEL

&89 HTTP

3 sec
- D) Cn9INRyOAWSdmXtB.dat
L [} Cr9INRyOAWSmXtB.hdr
. ~[}) COAWDAdeC66hDYDBIK.dat
[} COAWDAdeC66hDYBIK.hdr
=62 cookie
E} C.nokia.com00.txt
- [5¢ Tacp.mail.ovi.com00.6¢
{7 opmenu
LB s
&5 predef3rdparty
@& msdata
{5 predefapps
-8 predefbookmarks
| & bookmarks
&1% about
[} About_en.bmk
{5} 5_bookmark_nokia.bmk
) 92_AccuWeather.bmk
: E} 93_Reuters.bmk
) 94_MySpace.bmk
) 95_HiS.bmk
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More Web History (S40)

» Last website V1$1ted

sa/b/viewC

‘ix OLSB_;AUTOW.{DB journal i | ongratulat
» Web search hlstory
’ S " T 18 3 | worannillosnrens vnis Bhttp:
; 9@ predefom 73 2B €D | //washington.nasiosals.n
| G : . . 62 6C €5 | 1b.com/schedule/sortable
2 operette hifi_nokia_s40_14_chapi-all_private | |61 73 68 | .iep?e_id=was.22013 Wash
L. operette hifi_nokia_s40 14 chapi-alli | 61 €2 €C | ington Nationals Sortabl
! g; T 4. PK f‘d | |73 28 €3 | o Schedule | nationala.c
[0 operette_hifi_nokia_s40_14_chapi-all jar | |60 01 68 | om: Schedule....ress.ns b
P ¢ L] s bﬂm | 1B sanvaivois thteps//mlb ol
L] {:3 operette_hifi_nokis_s40 14 d\lpi all_m | shiic S B PP e b.oom/schedule/sorzable.
i} i S i wirms 65 6C 61 | jspZc idephi . E2013 Phils
3 : €1 €2 60 | delphia Philliss Sorcabl
) operette hif .nokia "w«uﬂ‘w m, ’o"“‘ (o] |22 63 67 | o Scheduls | phillies.co

Related information can be found for both Internet history and last URLSs visited by examining the files in these
paths:

/predefhiddenfolder/predefs40browser/LastURL.bmk (last website visited)

- r"“ predefomagroupfiles
C; % predefsdObrowser

cs DD &

£ rov_bmk 87 15 | .3 Burn..
.| bpopupwl.db B T8 | soniives ht
{71 LastURLbmk 70 2E | tps://acp.

2E 63 | mail.ovi.c
2D 6 | om/tahoe-n
77 43 | sa/b/viewC
61 74 | ongratulat
€9 6F | ions.actioc

-[Z) Nokia_com.bmk

{71 0SB AUTOFILLDB

(3% OSB_AUTOFILLDB-journal
[} whitelistxml

_— S ———
EHE predefom 00 00 04
¥ operette_hifi_nokia_s40_14_chapi-all_private ?}2 % gi o
$ § A B & A R S . ttp:
L) o e_hifi_nokia_s40_14_chapi-ail.jad 6C 3F 71 | //www.google.com/xheml?
. 26 ¢ 1
3 . » . . 3 6C | =Nationals%20schedulescl
{:j operette_hifi_nokia_s40_14_chapi-all jar o8 1 B | Sentimmenpmon v odobus

a operette_hifi_nokia 5‘0_14 ch‘p‘-ﬂt‘_m b100.rms 65 64 75 | nel=bh."Nationals schedu
; 10 10 95 | le ~ Google Search..C...
| operette hifi_nokia <40 14 vi-alll_m_h100.rms 10 22 3B | Qose deeQa8B AP scuson 3
] OF 74 30 | ..R"aV3.a..<...vu, jN..t0
FO D3 12 1. 0TN23. .1 oW, S BE, L,

55 41 10 ] oK. ] v sens 5CaUD.
ED €3 9D | ..$...CB.zVo WAE.M......
00 00 00 1 b ). LunBlicivisanss
7L i 5% G QP il snwws awnis Bhttp:
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Application Data (S40)

« Consist of .jad and

Nokia GSM_C3-00 nows c2.00

Jar files ‘ s
 Stored in multiple

locations on the

device

20 nme_EULisr P pps/p j 1090125 |1/172010 12:00:00 PM
28 nail EULjad {predef) ps/predefemailclient/! 4379 17172010 120000 PM
22 nmsemail_EULjar /predef: predefemaiich 1033708 |1/1/2010 12:00:00 PM

R R SR e T D U O n e o) i T st
12 fave EULjar  EULE 168188  |1/1/2010 12:00:00 PM
= 2 [ Ry T B T L I T
24 nmsim_EULL 7 menua; mclient/nmsim_EU...| 965230  11/1/2010 12:00:00 PM
T T L e T TR e e
26 operette_bifi_nokia_s40_14_chapi-alljar | /predefs ps/predeiom/op hifi_n...| 323550  |1/1/2010 12:0000 PM

Application files are found in several different locations on the device. They can be easily located by searching
for .jad and .jar files. Common storage locations for applications include:

/predefjava/predefcollections
/predefjava/predefgames
/predefmenuapps/predefcale
/predefmenuapps/predefemail
/predefmenuapps/predemailclient
/predefmenuapps/predeffavc
/predefmenuapps/predefcalc
/predefmenuapps/predefimclient
/predefmenuapps/predefom

Locations are further broken down by the type of applications: (such as games, e-mail, IM client, and so on)
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/predefjava/predefcollections/cherry_EULjar

199021

1/1/2010 12:00:00 PM

/predefjava/predefcollections/conv_EUROPE...

4287

1/1/2010 12:00:00 PM

conv_EUROPE jar

/predefjava/predefcoliections/conv_EUROPE...

134046

1/1/2010 12:00:00 PM

flickr_EULjad

/predefjava/predefcollections/flickr_EULjad

3204

1/1/2010 12:00:00 PM

flickr_EULjar

/predefiava/predefcollections/flickr_EULjar

1/1/2010 12:00:00 PM

isuite_EULjad

/predefiava/predefcollections/isuite_EULjad

3961

17172010 12:00:00 PM

isuite_EULjar

/predefjava/predefcollections/isuite_EULjar

173960

1/1/2010 12:00:00 PM

Nimbuzzjad

Jpredefiava/predefcollections/Nimbuzz jad

375

1/1/2010 12:00:00 PM

Nimbuzzjar

/predefiava/predefcollections/Nimbuzzjar

311639

1/1/2010 12:00:00 PM

/predefjava/predefcollections/CviBrowser A...

4763

1/1/2010 12:00:00 PM

OviBrowser APCjad
OviBrowser APCjar

/predefiava/predefcollections/OviBrowser _A...

396780

1/1/2010 12:00:00 PM

ovistore ovistorel5.jad

{predefiava/predefcollections/ovistore ovist...

1/1/2010 12:00:00 PM

ovistore ovistorel5 jar

/predefijava/predefcollections/ovistore ovist...

1/1/2010 12:00:00 PM

wocl_EUS.jad

/predefiava/predefcollections/wocl_EUS jad

1/1/2010 12:00:00 PM

wocl_EUS jar

blockd_EUB jar

i e
o i
.

/predefjava/predefcollections/wocl_EUS jar

/predefjava/predefgames/blockd_EUB.jar

1/1/2010 12:00:00 PM

1/1/2010 12:00:00 PM

bounce2 EUB.jad

/predefiava/predefgames/bounce2 EUB.jad

1/172010 12:00:00 PM

bounce2 EUB.jar

/predefiava/predefgames/bounce2 EUB.jar

1/1/2010 12:00:00 PM

/predefmenuapps/predefcaic/calc2_EUROPE...

1/1/2010 12:00:00 P

nme_EULjar

§i4

i o) HTERRnRR s e
T SRR R e

/predefmenuapps/predefemail/nmc_EULjar

1090125

b iéi? e
& 4

17172010 12:00:00 PM

nmsemail_EULjad

/predefmenuapps/predefemailclient/nmsem...

4379

17172010 12:00:00 PM

Lo

nmsemail_EULjar

ok
L

/predefmenuapps/predefemailclient/nmsem...

R
0

1033708

1/1/201.0 12:00:00 PM

G
o

fave_EULjar

/predefmenuapps/predeffavc/fave_EULjar

/predefmenuapps/predefimclient/nmsim_EU

i

hifi_nokia_s40_14 chapi

fpmde&nenuappslmdefon#opefei&_:

171/2010 12:00:00 PM
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Application Artifacts (S40)

o .rms files contain

information about the
application
« Look for | S
e
usernames/passwords s
B e i m st
) Nimbuzz.jar ; {’Jn:«sm:
(] Nombuzm RO ACentiono000.ims ) % ooy
T Nimbuzzt_m_NCustomContentL1000001 | 0 indutonst
{01 Nimbuzzt_m _NLang11000.rmms 1 Ext:::
[ el . TEMB .o eBeDeee;8.9. 1.2

-3 Nimbuzzt_m_NRstr11000.ems
I3 Nimbuzzt_m_NSttngs1100000.ms
1~ Nimbuzz_m_NTmpits1100000.rms

---------

sXeosssresnnns

.C- - -gusserl3. .stoly

o Howu

{:f} Nimbuzzi_s_reserved_rms_reserved_rms_reserv.rms

“gusser]3” was the username utilized for Nimbuzz account on the device.

“stoli” was the password.

Important user information (for example, PASSWORDS) is often stored in plain text.
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More Application Artifacts (540)

» IMSIs and ICCIDs are also commonly found in .rms files
* The filename is indicative of the application that stored the data

10 60 | nidpmtane, e kbe

LB : < : 7 20 12 €0 13 00 90 00 01 60 8 A¢

1| ovistore ovist servi ,0000000000000000. L

» EJ orel 3 m_@d_serviceend T 68 e e 00 20 #4 PP OO 67 7P 38 28 56 33 13 00 00 | dur.... b,
{7 ovistore ovistorel 5t_m_@d_settingsview.0000000000000000C 50 05 00 00 60 00 00 80 60 10 00 00 00 06 09 00 00 | vvuvvrarerererss
_ ; ; e B8 00 00 00 00 00 00 03 40 38 A0 04 0 00 00 00 48 | ...... vl
'4§wmmwmn&ﬁj¢mmmmwmmmms 00 00 01 28 00 00 00 02 00 00 00 00 00 00 80 20 00 | vuuloverrorrree +
f L . 00 00 0B 7309 33 28 33 32 22 32 22 87 31 00 00 00 ...,szz‘; -
! [5) ovistore ovistorel5¢_m_@d_themepackmanager0000000000 5 5o 55 0 0 3 5 99 00 43 53 50 98 30 80 08 00 | ...t -

i o . - . i 73 0r Wi

B orel5(_m_@d_updat T 108 90 00 0000 00 00 00 00 00 00 00 00 00 0008 00 | [svereersrersen
LI o : ‘ : { 0020 00 00 00 04 73 02| vovvis VA s
~{.] ovistore ovistorel 5{_m_@downloadmanager_installed.0000( ©9 20 04 00 00 80 € 00 %0 80 20 00 &0

| D d.m.@ ager. 65 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | #Bererrsvererrars
ovistore oviﬁordim_@mmmpm.m 05 00 00 00 98 00 00 50 20 00 00 00 01 74 00 00 00 | cuvresss srsabs

e , 00 00 00 00 00 00 00 00 00 00 90 60 00 00 00 91 00 | vxevsverrursearen
{;‘3 ovistore ovistorel 5._m_@preurl.0000000000.rms 00 60 38 00 00 00 50 66 00 00 40 OF £B 00 00 09 04 | ...... o b

This entry for Nokia’s application store under /predefjava/predefcollections/ stores the IMSI from the SIM card,
which was inside the handset at the time the user accessed the “ovistore”.

{1} ovistore ovistorel 5]_m_@d_serviceend.0000000000000000.rm ~
{1} ovistore ovistorel51_m_@d_settingsview.00000000000000000(
[ ovistore ovistorel5¢_m_@d_starter.0000000000000.rms
[0 ovistore ovistore15;_m_@d_themepackmanager.0000000000(
[} ovistore ovistorel5i_m_@d_updateview.0000000000000000.rr
{:g ovistore ovistorel 5]_m_@downloadmanager_installed.00000(

[T} ovistore ovistorel 50_m_@namemap.00000000000.rms

333130323630353732353334343632

. The value is ASCII encoded, so the IMSI is 310260572534462

6D 69 64 70 2D 72 6D 73 00 00 00 01 6C 6B AB 40 61 | midp-rms....lk.@a

€9 1F FE 00 2D F4 FF C8 67 FF 38 2E 9C 33 13 00 00 [i...-...g.8..3...

00 05 00 00 00 00 00 00 00 10 00 00 00 06 00 00 00 | ....... s Ny

D8 00 00 00 00 00 00 O1 40 SB A0 04 6D 00 00 00 48 | ........ @f(..m...H

00 00 01 28 00 00 00 02 00 00 00 00 00 00 00 20 00 | «uofvueuuannnn. »

00 00 0B 73 09 33 2E 33 32 2E 32 2E 37 31 00 00 00 | ...s.3.32.2.71...

00 00 00 00 00 03 00 00 00 48 00 00 00 30 00 00 00 | «.ueuon... T

EENRERR 32 31 30 32 36 30 35 37 32 35 33 34 34 3l

B o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [M.-vcvvuvvvnvunns

00 00 04 00 00 00 68 00 00 00 20 00 00 00 04 73 02 | ......h... ....s. |
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Contacts (S40)

e Contact information is stored in
LM_0005.pbr POUPRPPIEILS & Losni

5 backup {2 0001misc.pbm

 Located in | G bookmutsswrs | |5 otamiscotm

| @88 persistentmemory

/predefhidden/phonebook/persistent =~ ~=

j {3 LM _0001.pbr

memory 1 1 o
. ° . i 1 1 ,@ 0005.pbr

« Multiple copies exist CED sotmote

LM_0014.pbr

- .pbr files may contain unique data that =~ e

=1 LM_0035.pbr

was not a part of the analyzed output =~ 2j5Ee
presented by the tool -

Contacts are stored in ASCII in the file, LM_0005.pbr. This file is located under
predefhiddenfolder/phonebook/persistentmemory/0001.

There were 10 ACTIVE contacts on the device when it was acquired. In this screenshot, Cellebrite Physical
Analyzer displays the contacts as if they were DELETED.

2y % 0 @ 9 @ @ ¥ Advanced Filte
.';i’“ e T R L R I R e I R i R SRR &r&
| 1 & Hank M General 303334323431309383108004602480061006w006*00020047034p...
i 2 @ Gus General 35313233363139353506004602470075007300000000000000000
| 3 © Grinder M General 3137373332313235350w0046024700720069006w006400650072...
4 @ Stoli Aka..foofs General 30323332313636343100004602530074006+ 0060069001600
| E |s © Matt General  3536383136313439390800460240006100740074000000000000...
;‘ 6 © Leec General 343233323536353939000046024#006500650020006300000000
7 @ Biddy General  3733363937313132320000460242006900640064007900000000...
8 w SIM Pin General 3233360w004602530045004p002000500069006w0000000000000
9 < Tabs T
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Contacts, Continued (540)

« Phone number is incorrectly displayed
« All contacts are available to view in the .pbr file

00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | .

General

37303332303431393730000046... |.....
General 30333432343139383108004602... |-~ *

If you access the file that contains the contacts, LM _0005.pbr, you find the 10 “active” contacts and their
corresponding phone numbers.

MW W W WW  WW WY WW  wWwW W WY WY WW wWW wWW WV WV YW WV VWV WWw

00 00 00 00 00 00 00 00 00 00 02 OC 00 OB 01 01

g

00 00 00 0C
00 00 00 00

00 00 00 00 00 00 00

£3.05% predefhiddenfolder
§ £ backup
= bookmarks_apps
bookmarks games
btapp
cam
cds.db
certificates

The phone number for the contact Gus is 551-236-1955. This
is stored in hexadecimal as 35 35 31 3233 36 31 39 35 35.

cmecc

cmit
cmt_act_log
contextframewaork
eapserver_data
flashlitemso
imaging_data
isa_msg_platform
kodiak
nokia_account
online_sharing

(5 events_serv.db-journal
phonebook

i [ 0001Lmisc.pbm
: {75 0002misc.pbrm
persistentmemorny

LR_0001.pbr
i1 LM _0002.pbr
5] LM _0003.pbr
o] LM _0005.pbr
LM _0009. pbr
LM _0014.pbr
LM_0021 . pbr

160 © 2017 Heather Mahalik, Cindy Murphy, Domenica Crognale



00 08 00 13
00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

00 00 00 G0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Of
AN A0 N6 AN DO AN A OA 0N BN DA OK B/ AA BN AN A6 0D A AN AN B

« Call logs are stored in
LM_o0251 and
LMo252.pbr

: ; : | 05
00 00 00 00 00 00 00 00 00

= s %8s 5w »

S N T R

Call logs are stored in ASCII in two files in the
predefhiddenfolder directory:

00 00 00 00

= Me & m 147 phonebook
@ Little endian £ 5 misc
& Big endian {1 LB 0001misc.pbm
E Generic i L[5 0002misc.pbm
YYYYMMDDHHMMSS | &85 persistentmemory
TimeValue R
PDU SMS time {5 LM_0001.pbr
[ LM _0002.pbr
o

ol

predefhiddenfolder/phonebook/persistentmemory\0001

Many times, the information that is contained in LM_0251

is the same as what is stored in LM_0252. It is a best
practice to compare phone numbers from the call logs

supplied in the tool output to the phone numbers located
within the .pbr files for numbers that may not have been

reported.

[ LM_0003.pbr

5/6/2012 9:01:10 AM 7 LM_0021.pbr

| - tmM0035.pbr
{5 LM_0039.pbr
{7 LM_0040.pbr
| [3) wm0052.pbr
| tMe2s1.pbr
L tM.0252.pbr
-3 0002

A ——

&5 misc

; 3 0001 misc.pbm
{7 0002misc.pbm
{# persistentmemory

{7 LM_0002.pbr
[T LM_0003.pbr
[ LM_0005.pbr
{7 LM_0009.pbr
LM_0014.pbr
{1 LM_0021.pbr
| LM_0035.pbr

| LM _0040.pbr
[ LM_0052.pbr
[} LM_0251.pbr
L[ LM_0252.pbr
-5 0002
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PBR file information breakdown:

Phone Number

Phone Number is stored the same as it is in Contacts file.
703-240-1970 is stored as 37 30 33 3234 30313937 30

Date and Time (7 bytes)

Date is 4 bytes long, stored as YYYYMMDD.

The following 3 bytes are the time stored as HHMMSS.
5/6/2012 09:01:10 AM is stored as DC 07 05 06 09 01 0A

00 08 00 13 03 P& 07 05 06 09 01 05 00 44
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 00 00 00
an oo nn a0 00 0N an on N0 0N NN N0 AN an an NN AN AN nn on non

Call Duration
Duration is stored in 4 bytes.
11 00 00 00 hexadecimal can be converted to 17 seconds.
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SMS (S40)

» SMS logs are stored in LM_0039.pbr
« SMS messages are located in multiple subfolders under the
predefmessages folder

275 predefmessages
&1
‘ 000000083 DF1 CF480000201000500000000000000000000000000000000000000+17034 2419810000002

ﬁ{:‘] 000000093 DF1 CF5D0000201000500000000000000000000000000000000000000 + 17034 24198100000031

J {34 000000113DF35EB60000103220700000000000000000000000000000000000000+ 1339223584 200000095
0000001 23DF35E870000201000500000000000000000000000000000000000000 » 185681 6149900000025
& 0000001 33DF35ED20000101 200 A00000000000000000000000000000000000000 + 1339223584 200048150

® £ 000000133DF35ED20000101200500000000000000000000000000000000000000+133922358420004B150

[} 000000183DF8D4850000201000500000000000000000000000000000000000000+1339223584200000018

{5 000000173DFECDB60000201000200000001000000000000000000000000000000+ 1339223584 20000002C

o iDLt S

SMS logs are stored in ASCII in a .pbr file in the predefhiddenfolder directory, LM_0039.pbr. The log contains
a record of the SMS (phone number, date sent, message status), but it does not contain any message content.

SMS messages are stored in the /predefmessages/ folder. MMS messages, along with the attached image, will be
located in these folders.

Messages are grouped by status (Incoming/Outgoing/Draft).
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SMS Decoding (540)

* Nokia 7-bit encoded SMS messages

00 00 00 00 00 00 00 00 00
00 00 04 6B 91 2

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 08 00 01 00 OE 00 01
00 00 00 27 00 01 00 2a es

26 00 01 00 03 00 36 00
00 75 00 €6 00 €6 00 20
00 Op 28 3%

33 00 39 0
00 04 00 0D 00

00 0B 00 01 00 OF 00 02 00 00 06
00 01 00 2D 00 04 00 00 00 00

44 00 75 00 6D 00 70 00 20 00 74
08 SF 00 ok 90 20

01 00 12

SMS Message Decoding
1. SMS Party identifier stored multiple times throughout the record in different formats
Exla: 0B 91 3193 22 53 48 F2
* 0B = Length of address translates into 11 decimal (odd-length phone numbers use a trailing F)
* 91 =Type of address (International)
e 31932253 48 F2 = Phone number is stored reversed nibbled with a trailing F, because the length is an odd
number: +13392235842.
Ex1b: 00 2B 00 31 00 33 00 33 00 39 00 32 00 32 00 33 00 35 00 38 00 34 00 32: This is the same phone number
stored in Unicode using the preceding ‘3°, which indicates a phone number. Remove the 0s and read each number
following the ‘3’ to reveal the phone number: 3133333932323335383432

2. Date/Time Stamp
Ex2:2160 21 01 14 13 69 (reversed nibbled)

3. SMS Body (PDU-Encoded Message)
Ex3: 1A C4 7A 1B OE A2 A3 CB A0 39 BD 6E 36 83 DE 6E 10 1D 5D 06 C5 62 74 74
1A = Length of Message content translates into 26 decimal (length of the actual message, not in its 7-
bit encoded form). To make sure that you carve the correct number of bytes in Hex, take the converted messages
length in decimal (26) divided by 8 (8 bits) then multiply by 7 (to account for GSM 7-bit encoding), and then round
up the number. This is the number of bytes to carve out from Hex that contains the message data.
Ex: 1Ah = 26 decimal, 26/8 = 3.25 x 7 = 22.75 rounds to 23
Sweeping the 23 bytes and making use of a 7-bit decoder reveals the PDU encoded message content.
The decoded message, “Dump the stuff on the 11", utilizes 26 characters to include the spaces. Manual decoding
methods are discussed in further detail in the included link.

4. SMSC utilizes the preceding 3.
Ex4:3134 303434 353530303037 — 14044550007

Source: http://for585.com/nokia-sms-decode
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Other Interesting Files (S40)

« Events_serv.db can contain SMS entries (contact name/number) that

may not have been reported by the tool

id type refid  isread name | address

1 |2 (134217728 |1 HankM |+17034241981 |
2 2 [150994944 1 HankM 417034241981
3 2 218103808  1 413392235842 | +13392235842
4 2 301989888 |1 | Matt | +18568161499
5 |3 318767104 |1 413392235842 +13392235842
6 |2 402653184 |1 |+13392235842 | +13392235842

Many Nokia handsets utilizing Symbian, Nokia, or other operating systems make use of database files to store
important information on the handset. All database files should be examined to determine whether the data

within was extracted by the tool. The events_serv.db file in the example above is a database that retains the

contact name and address (phone number) of all incoming (only) SMS or MMS messages. When an incoming
message is deleted, the data is also marked for deletion in the Events_serv.db file. However, like most SQLite
databases, that important information is left behind to recover. It is only marked for deletion in the database and
the information still resides.
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Recovering Deleted Data (S40)
* Tool output does
not always
L

display accurate

. &

information

i : ¥

regardlng deleted 33033 35 38 34 32 2B 31 33-33 39 32 32 33 35 38 34 |35842+1339223584
34032 25 05 07 00 01 04 01-25 25 03 13 00 00 00 01 |2%------ Woseeie
350 2B 31 33 33 39 32 32 33-35 38 34 32 2B 31 33 33 +13392235842+133

content 360 39 32 32 33 35 32 34 32-1D 04 07 00 01 04 01 15|92235842--------
370:25 02 12 00 00 00 01 4D-61 74 74 2B 31 38 35 36 §------ Mavt+1856
380 38 31 36 31 34 39 39 25-03 07 00 01 04 01 25 25|8161499%--- - - 44
33002 OD 00 00 00 01 2B 31-33 33 39 32 32 33 35 38 ------ 133922358
32034 32 28 31 33 33 39 32-32 33 35 38 34 32 1F 02|42+13392235842 - -
30007 00 01 04 01 19 25 02-09 00 00 00 01 48 61 6E|------ 3-----Han
3068 20 4D 2B 31 37 30 33-34 32 34 31 39 38 31 1F |k M#17034241981-
3d0(01 07 00 01 04 01 19 25-02 08 00 00 00 01 48 61| ------- ¥osonn
3e0 |6E 6B 20 4D 2B 31 37 30-33 34 32 34 31 39 38 31 nk M+17034241981
3£0/00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| =+~ - <----+----

One INCOMING MMS was deleted from this handset and then the device was acquired. The analyzed data does
not report any deleted MMS messages. By analyzing the events_serv.db file, the phone number of the incoming
deleted MMS message was recovered. There are occasions where a phone number appears in the events_serv.db
file and not exist anywhere else on the device.

The events_serv.db file was analyzed by using a Hex Editor like FTK Imager.
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Other Interesting Files (S40): IMSI

« Handsets can be tied to the last SIM card that was in a device by IMSI
» Some system log files give you an extensive list of IMSIs
* /predefmenuapps/predefemail/nmc_EUI_private/rep_email/cds.sys

TV Tl TW Wv Vi Ve VW JvE G T &Gy AR ET WEWVET WAk RGN YO R W AW |
—

35 33 OA 64 €9 72 2E 32 2E | 0.73.dir.2.imsi=310260546061653.dir.2.

63 63 65 73 73 €5 64 3D 31 | networkid=310260.dir.2.last_accessed=1
6C 61 74 65 64 3D 57 65 64 | 355334001872.dir.2.date_translated=Wed
72 2E 33 2E 6E 61 6D 65 3D | Dec 12 17:40:01 GMT 2012..dir.3.name=
64 65 66 65 6D 61 69 6C 2F | file:///C:/predefmenuapps/predefemail/
30 32 2F OA 64 69 72 2E 33 | nmc_EUI private/rep email/cds02/.dir.3
3D 33 31 30 32 36 30 35 37 | .appversion=2.0.73.dir.3.imsi=31026057
30 OA 64 69 72 2E 33 2E 6C | 2534462.dir.3.networkid=310260.dir.3.1

Cds.sys is a log file of system actions that records the IMSI at various dates/times when e-mail accounts are set up.

Cds.sys: /predefmenuapps/predefemail/nmc_EUI private/rep_email/cds.sys

ZY ZF ZF 43 3A ZF 70 72 ©9 [ 22 GRY 2ZUL1 .. . aiY.Z. nanme~rileé://7/Ci/pre|
55 49 SF 70 72 69 76 61 74 | defmenuapps/predefemail/nmc_EUI_privat
65 72 73 69 6F 6E 3D 32 2E | e/rep_email/cds01/.dir.2.appversion=2.

35 33 OA 64 69 72 2B 32 2E | 0.73.dir.2.imsi=310260546061653.dir.2.
63 63 65 73 73 65 64 3D 31 | networkid=310260.dixr.2.last_accessed=l
6C 61 74 65 64 3D 57 65 64 | 355334001872.dir.2.date_translated=Wed
VZ 2E 33 2E 6E 61 6D 65 3D | Dec 12 17:40:01 GMT 2012..dir.3.name=
64 65 €6 €5 6D 61 69 6C 2F | £file:///C:/predefmenuapps/predefemail/
30 32 2F OA 64 69 72 2B 33 | nmc_EUI_private/rep email/cds02/.dir.3
3D 33 31 30 32 36 30 35 37 | .appversion=2.0.73.dir.3.imsi=31026057
30 OA 64 69 72 2E 33 2B 6C | 2534462.dir.3.networkid=3I0260.d1r.3.1|
72 2E 33 2E 64 61 74 65 SF | ast_accessed=1375929435946.dir.3.date_
35 20 47 4D S4 20 32 30 31 | translated=Thu Aug 08 02:37:15 GMT 201
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Other Interesting Files (S40): ICCID

* Files containing the ICCID are also scattered throughout the file
system

* Current.icc: /predefhidden/current.icc

* Spk.log

* ICCIDs must be decoded

» Data is reverse nibbled
» Contains a “trailing F”

| 39 38 31 30 36 32 35 30 32 37 32 35 33 35 34 34 32 36 46 32 | 981062502725354426F2

The ICCIDs from previously utilized SIM cards can be located throughout the handset image. They can be
found in files such as current.icc and spk.log. The data is most commonly reverse nibbled and should be
decoded prior to reporting. In this example, 981062502725354426F2 reads as 8901260572525344622F.

Many times, only the ICCID of the SIM card that was in the handset at the time of the acquisition is retained in
the tool-generated report.
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network

@&} predefomadm
; ﬂ}% 01

| BB
w83 03

R 04

@3 05

=88 06

a@ 03

0000000E | 0O
0000001C | 00
00000025 | 00
00000038 | 00
00000046 | 00
| 00000054 | 16
| 00000062 | 00
| 00000070 | 59

!
! 00000000 | 03

Other Interesting Files (S40): Wi-Fi

* Devices store WLAN along with passwords in plain text
» File created date is the date/time the device was first joined to the

..............

..............

As devices are joined and the information is saved to automatically join to various WLANS, they retain the
network name and password in plain text in the file system.

File path: /predefomadm/06/03/\

Individual files are created for each WLAN that is joined.

The file contains the network name and then the network name.password.

E}§2§ predefomadm
w2 01
-5 02
& 03
w04
&-¢5 05
&85 06

=67 03
;wiﬁ 02

ss @ m
@919
- [ HLOG
sEo

03

Size: 192b
Date created: 8/7/2013 918:56 PM

000000
000000

03
00
00
00
00
57
01
32
58

00
00
04
00

o6
00
00
00
00
4B
06
57
4E
00
oc
00
03
00

00
00
00
00
00
4C
00
4B
4E
00
00
03
00
00

iB
00
00
00
00
32
11
4C
4A
oc
00
02
00
00

06
00
00
00
00
00
00
32
39
00
02
00
00

01
00
00
00
00
00
01
00
51
00
01
00
00

00
00
00
00
01
00
01
44
54
01
00
00
36

00
00
00
00
01
01
01
47
36
00
00
00
00

FEE B SRS E R

oses 0« 2WKL2.DG
Y2WMMOXNNJIO9QT6E

--------------

--------------
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Other Interesting Files (S40): User Accounts

 Multiple traces of account information are located on the device
» E-mail accounts/Facebook logins/Facebook IDSs/Facebook profiles

345 mene EURL_private

| cep_emai

i W kOO
= R

E-mail accounts can be located within .dat files stored in the path
/predefmenuapps/predefemailclient/nmsemail EUI private/.

Facebook login information for the device user can be located within .dat files stored in the path:

/predefmenuapps/predefemail/nmec_EUI private/accounts.dat

Look for other data pertaining to Facebook, such as Facebook IDs, Facebook friends, and Facebooks feeds in

files with naming conventions that begin with
« f PROFILES

« f FRIENDS
* f FEEDS
f“i‘]‘z‘f predefmenuapps I e .q hlxoyenokxmm.l.
| -39 predefcalc COm. .. Q-...q. s2£e33850
i %}?gi y cc3763efcc9bd39b3c02050.~q..‘
f @ predefemail . T — g..hlroy@nokiamai
. & predefemailclient l.com....q..hlroy@nokiamail.c
@%é . ) : om. .q....q. da24bl0c716a99263
&-£5 nmsemail_EUL private ) c6£093a8b591d86. ... ... P
&}%ﬁ%tep_unaﬂ L LR g..domenicagb
" 88i8tech.COMe uereernee 4. .dex
[:,3 accounts.dat 0g0018yahoo . oM. Qe vnenan. q.

1) accounts_backup.dat
[} accounts067a5f02¢55352055¢d7b0dB0a183137.dat
[} accounts067a5f02¢5535a055fd7b0d80a183f37_backup.dat
) accounts6S58b41ac1589174ac21 ea3073460ded. dat
[T accounts6558b41ac1589174a¢21 €a3073460ded_backup.dat
[ accountsd61206326a5fc2b799574443260792b4. dat
) accountsd612063a6a5c2b799574443260792b4_backup.dat
g 9b3c02050.dat

mailgtw mc4d..q. ]AEwAcUQSeXoCBT
XAvN1gxOForQzluYkhDeUVxaEhzMX
NRQOtpcWUr288vbEpUeUSc322238
SVEVwMHOrTmlnYz2gMES1VUOrelIx
M2YOPQwAbmM1 2X3NwINVRdI2ZPS. .v. .
g..EmailAccountInfoz341...%..
- (RPN . S lxxéamzo‘?cvaPerh

- e T P e .Sent via
Nokia mxl «q-.-nokiacvi.....
.......... g. c4cad238a0b92382

OdeeS0%a6£75849b. .q. 'Welcome
to Nokia Mail powered by Yaho
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Windows Phone 8 Forensic Artifacts
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Abstract

Due to the fast pace of progression of mobile device technology, a need often arises for forensic examination of mobile devices
that are not yet supported for data extraction and parsing by commercially available mobile forensic tools. This is particularly the
case with less commercially popular and therefore less supported mobile operating systems including Windows Phone 8.
Through real life case study examples and the experiences of law enforcement practitioners, this paper explores the challenges
that practitioners have faced with Window Phone 8 devices, the practical solutions to those challenges, and presents from
practitioner experience, useful artifact locations from Windows Phone 8 devices.

Keywords: Windows Phone 8; mobile device forensics; digital forensics; mobile forensics tools; Cellebrite; Physical Analyzer; X-Ways; EnCase;

Nokia Lumia 520; JTAG; Python scripting

1. Introduction

Because of the fast pace of change of mobile
device technologies and operating systems, there are
times when a newer mobile device which is
unsupported or only partially supported by
commercial mobile forensic tools for data extraction
and parsing must be examined in the course of a
criminal investigation, with the end goal being the
extraction of digital evidence for use in court. In
these cases, novel examination techniques must be
developed and wused, while still adhering to
acceptable digital forensics process [1].

Mobile devices and mobile operating systems
that are less popular or less commonly used by the
general public are also less commonly seen by
forensic examiners in their labs, and are therefore less
supported by commercial mobile device forensic tool
providers. This includes the Windows Phone 8
operating system, which holds an estimated 2.5%
worldwide market share as of August 2014,
according to IDC [2], and which fell a percentage
point in market share from the previous year.

Less popular devices tend to garner Iless
development attention from commercial mobile
forensic tool companies, as they tend to develop their
tools for the broadest coverage of devices most
commonly seen and examined by their customer
base. While companies such as Cellebrite are
receptive to assisting law enforcement with specific
development needs for unsupported or less supported

phones in cases where the need is compelling, often
the timetable of an investigation doesn’t align with
the software development priorities and focus of the
commercial mobile forensic tool providers.

Another compelling reason to develop alternative
forensic methods to the available commercial tools is
validation. Providing non-commercial alternatives
and methodologies to address data from mobile
devices allows results to be compared to those
provided by the commercial tools to determine the
efficacy of the commercial tools, and to ensure that
they are fully addressing the available data.

When commercially available tools don’t support
or only partially support data extraction and parsing
from a phone, then the forensic examiners recourse is
to resort to manual methods to document data in the
phone. This process entails that a forensic examiner
take digital photographs or video of the display of the
device to record data that is of probative, evidentiary
and/or investigative value. The primary benefit to
this method is that anyone reviewing the
photographed content will observe the data from the
perspective of the device and the device user.

However there are a number of drawbacks to the
manual method of data documentation. If there is an
extensive amount of data to photograph this method
is time consuming and inefficient. If the device
screen or navigation controls are damaged, without
physical repair of the device, taking photographs will
not work. Also, the various major smart phone micro
operating systems do not always use the same device



navigation methods, and a forensic examiner can
inadvertently cause artifacts to be created (such as an
accidental outgoing call) whilst navigating the
device. Manually navigating the device can also
cause unread flags to be changed to read for artifacts
such as email and SMS messages or missed calls.
The manual method will not work on PIN or pass
code locked devices. Finally, much of the system
level data is not available for viewing through the
device display and can typically only be obtained
from a file system or physical level data extraction.

As a result of these challenges, informal networks
of forensic examiners from law enforcement,
academia, and the private sector who are working on
similar mobile forensic challenges arise, and those
individuals work together to move solutions forward.
These networks may also include developers from
commercial mobile forensic tool companies working
in parallel with examiners on a case by case basis.

2. Case Example: Madison, Wisconsin Home
Invasion \ Sexual Assault

In February of 2013, a home invasion and sexual
assault occurred in the City of Madison, Wisconsin.
The home invasion involved a conspiracy, planned
by a drug addicted escort who solicited the assistance
of her drug dealer in order to rob the man she was
temporarily staying with, who kept significant
amounts of cash in his home from his tattoo business.
Unfortunately, the five people carrying out the armed
robbery plan forced entry into the wrong half of the
targeted duplex. During the course of the home
invasion, a woman who was six months pregnant was
sexually assaulted repeatedly in front of her husband
by several of the assailants [3, 4].

A Nokia Lumia 520 cell phone running Windows
Phone 8 was used extensively during the planning of
the robbery. The escort and her drug dealer used the
phone to communicate via Facebook messages, SMS
text messages, and phone calls, and to communicate
with co-conspirators. A text message containing an
image of a handgun used in the robbery was sent just
hours before the robbery. During the course of the
crime, hearing the commotion next door, the
prostitute who originally helped to set up the robbery
used Facebook Messenger to send a message to the
assailants that they had hit the wrong house.
Additionally, the phone was used after the crime to
produce a video which involved the gun used in the
home invasion and assault [3, 4]. In short, the
evidence contained on the Windows Phone 8 device
was crucial to the investigation and prosecution of

the case.

The Nokia Lumia 520 was submitted for forensic
examination, pursuant to a warrant based upon the
above information. Other than extraction of user-
created media files stored on an installed Micro SD
card, the Windows Phone 8 based device was not
supported by any commercial mobile forensic tool for
data extraction. In the Madison case, there was no
Micro SD card installed in the phone.

An additional investigative and forensic challenge
was that the Windows 8 Phone was discovered to be
screen locked, and protected by a four digit pass
code. Review of information provided by Microsoft
related to Windows Phone 8 suggested that pass code
protection of the phone would potentially result in
encryption of the data on the device. According to
Microsoft’s whitepaper entitled Windows Phone 8
Security Overview, “Windows Phone 8 uses
BitLocker technology to support the encryption of all
internal data storage on the phone with AES 128.
After BitLocker is enabled, the phone automatically
begins encrypting the internal storage. The
encryption key is protected by the Trust Platform
Module (TPM), which is bound to UEFI Trusted
Boot to ensure that the encryption key will only be
released to trusted boot components. With both PIN-
lock and BitLocker enabled, the combination of data
encryption and device lock would make it extremely
difficult for an attacker to recover sensitive
information from a device [5].”

Given the compelling nature of the investigation
in this case, there was little choice but to attempt to
find alternatives to commercial mobile forensic tools
for data extraction and parsing of data from the Nokia
520 Windows Phone 8 device. After consultation
with other mobile forensics professionals, criminal
investigators, and the district attorney’s office, an
additional search warrant was obtained to authorize
extraction of data from the device using the JTAG
method, with the recognition that the resulting data
might potentially be encrypted and unusable.

3. Joint Test Action Group (JTAG) Extraction
of Windows Phone 8 from Nokia Lumia 520

The JTAG method is an acquisition procedure that
involves connecting to the Standard Test Access Port
(TAPs) on a cell phone and then using specialized
software to instruct the processor in the cell phone to
transfer all of the raw data stored on memory chip(s)
within the device to a raw binary file. JTAG is an
acronym for Joint Test Access Group, a standard
within the Boundary Scan Protocols that was



established to ensure the quality and functionality of
the electronics on printed circuit boards or PCBs.

JTAG is a non-destructive process used to bypass
security measures and access the memory of the
Nokia mobile phone. It is an effective technique to
extract a full physical image from devices that cannot
be acquired by other means. JTAG results in a raw
data dump, and additional analysis work is required
to interpret the extracted data. The Windows Phone
8 operating system is relatively new and not in
common use when compared to Android or iOS
devices. Therefore the data structure and parsing of
user data is not currently supported well by most
commercial mobile forensic tools.

The Madison Police Department and the State of
Wisconsin do not currently have the equipment
available to perform JTAG extractions, so a private
company was engaged to perform JTAG extraction of
the data from the device. During the JTAG process,
the phone was disassembled down to the board,
which revealed the JTAG ports. Wires were soldered
to specific ports on the board. These wires were
connected through a bridge to a RIFF Box, one of the
many JTAG boxes available. An ATF Box can also
be used successfully for JTAG extraction of data
from Windows Phone 8 devices and has an adapter
for the Nokia 520 which negates the need for
soldering during the JTAG process.

RIFF software was configured for settings
consistent with the specific model of Nokia phone. A
read command was executed and the data was
acquired from the memory of the Nokia Lumia 520.2
RM-915in the form of a binary file. The read
process lasted several hours and upon completion of
the read process, the binary file was saved. The wire
connections were dismantled and the Nokia was de-
soldered and then reassembled to working order
and returned to the Madison Police Department along
with the resulting 7.25 gigabyte .bin file containing
the full physical dump of the data from the memory
of the Nokia Lumia 520 mobile phone. Forensic
examination was then completed by the Madison
Police Department digital forensics unit.

Due to a request for speedy trial, critical time
constraints in the investigation and prosecution of the
case resulted. Authorization was obtained from the
district attorney’s office to obtain outside assistance
from Cellebrite and others for decoding and parsing
portions of the data in this case. Cellebrite developers
worked separately but concurrently on decoding SMS
Messages, Contacts, and call history. Their resulting
coding efforts will be incorporated into an upcoming

release of Physical Analyzer.

4. Forensic Examination of JTAG Extraction
from Nokia Lumia 520

Several commercial mobile device forensic tools
were used to try to open the extraction and read the
file system without success. Traditional forensic
tools were then utilized, and the .bin file was
successfully recognized by X-Ways ver. 17, which
automatically parsed 28 individual partitions within
the data dump, including a number of FATI2 and
FATI16 partitions and two NTFS partitions. EnCase
7 will also automatically parse the Windows Phone 8
file system.

No single tool was able to provide adequate
coverage of the forensic artifacts from the Windows
Phone 8 device, which included a number of
Windows based artifacts as well as artifacts and data
structures more common to mobile device forensics.
EnCase 6.19, EnCase 7, and X-Ways 17 were used
along with Cellebrite Physical Analyzer, IEF 5.8,
Oxygen Forensic Suite, Epilog, and a variety of open
source tools during the forensic examination of the
device.

The two NTFS partitions included one that
contained system data (Partition 27) and one that
contained user data (Partition 28). Partition 27 and
Partition 28 included some familiar Windows folder
structure as shown expanded in Figure 1 and Figure
2
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Figure 1- Windows Phone 8 System Data: Partition 27
Shown in X-Ways
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Figure 2 - Windows Phone 8 User Data: Partition 28
Shown in X-Ways

Concurrent examination of the data was conducted
using using X-Ways and EnCase, and individual files
that were found to contain information of significant
evidentiary value were exported for additional
analysis in UFED Physical Analyzer 3, and other
tools.

5. Significant Artifact Locations from the

Windows Phone 8 File System

User data from Partition 28 that was found to be
of significant evidentiary value was located in the
following areas on the Nokia Lumia 520 Windows
Phone 8 file system:

5.1 SMS Messages and Contact Data:

Data and content associated with SMS messages
and contact information were found within a file
named store.vol. The store.vol file was located at
Users\WGPCOMMSERVICES\APPDATA\Local\Unis
tore\ store.vol. Specific information regarding the
data structure of the store.vol file will be covered
later in this paper.

5.2 Call History Data:

Call history data was found within a file with no
file extension named phone. The phone file was
located at UserssWPCOMMSERVICES\APPDATA\
Local\ UserData\phone. A consistent GUID value of
B1776703-738E-437D-B891-44555CEB6669  was
noted to be present at the end of each call record.

5.3 Internet History and Cookies:

Internet browsing history and cookies were

located at Users\DefApps\APPDATA\
INERNETEXPLORER\INetCache\. Additionally,
default bookmarks were located at

SharedData\InternetExplorer\Favorites. Cached
Internet History was found at
Users\DefApps\APPDATA\Local\Microsoft\Window
s\WebCacheVO01.dat.

5.4 User created Pictures and videos:

Pictures and videos that had been taken with the
embedded camera in the phone were located at
Users\Public\Pictures\CameraRoll\. = The naming
convention for images and videos taken with the
Windows 8  phone  were  formatted as
WP _YYYYMMDD ###.jpg. Each image and video
had the letters WP (likely for Windows Phone)
followed by an underscore, then the four digit year,
two digit month, two digit day, another underscore,
and then a sequential number, as shown associated
with the image below which has the file name
WP 20140223 002.jpg:

Figure 3 - Example Image from Nokia Lumia 520
Windows Phone 8: File Name “WP_20140223_002.jpg”

Images taken with the phone contained all of the
expected metadata generally found within an image
created with a smartphone including date and time,
camera settings, and the make and model of the
phone used to take the picture.

User created images and videos can also be found
on Micro SD cards inserted in Windows Phone 8
devices for data expansion. Micro SD cards installed
in Windows Phone 8 devices can only be used to
store media files, and cannot be used to store data
generated through use of third party apps. Also,
although the Windows Phone 8 operating system and
user data partitions may be encrypted, files that are
stored on SD cards in the phone are not encrypted

[5]-
5.5 Multimedia Messages (MMS):

Multimedia Message (MMS) Attachments,
Formatting Information, and Message Content were



found stored on the phone at SharedData\
Comms\Unistore\Data in various subfolders as shown
below.
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4 [ a
[ 20000000000000073701.dat
[} 40000100000000073701.dat
{1 70000000000000073701.dat
70000100000000073701. dat
90000000000000073701.dat
20000000000000073701.dat

5 6

a

20000001000000073701 dat
70000001000000073701.dat
70000101000000073701.dat
80000001000000073701.dat

BTB0

3

BEE

<

{71 00000102000000073701.dat
[Z} 10000102000000073701.dat
70000002000000073701.dat
70000102000000073701.dat

5

70000003000000073701.dat
€0000003000000073701.dat

00000104000000073701.dat
40000104000000073701.dat
60000104000000073701.dat
70000004000000073701. dat

:W;|[f_‘,1:n§ B BE

=

}{_’:_rt

&

Figure 4- MMS Related data in SharedData\Comms\
Unistore\Data (Cellebrite Physical Analyzer)

The .dat files within the individual folders within
the folder structure at SharedData\Comms\
Unistore\Data are not organized by message. In other
words the .dat files within a given subfolder named
“a” or “b” etc... do not originate from the same
MMS message. Rather, the content of an individual
MMS message, including text, media file content
(image, audio, video), and formatting related data,
may be spread across multiple folders at this location.

The associated parts of each MMS message do
appear to have similar file names; however every .dat
file with a similar file name is not necessarily
associated with the same MMS message. For
example, the .dat files associated with the gun image
in Figure 4 being sent from the phone in an MMS

message are named 6000010a000000073701.dat
(containing the gun picture),
6000010b000000073701.dat (containing the textual
content of the message), and
6000010c000000073701.dat (containing formatting

information) shown below in Figures 5, 6 and 7:

| [ 5000010f00000007370 1.dat
{3 6000000a000000073701.dat
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dat 01/25/14 12:30: 15°M
dat 01/25/14 12:45:08PM
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Figure 5 - MMS

Message Parts (Image) — Shown in

EnCase
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Figure 6- MMS Message Parts (text message content)



dat 02/22/14 08:3907PM
dat 0272314 02:30:338M
dat 0272314 02:29:55AM
) 50000 10cO000000 7370 Ldat. dst OYTINA0ZIBi5IN
{3 50000104000000373701.dat dat 02/23/14 06:44:27P%

02/23/14 06:44: 2984

Figure 7 - MMS Message Parts (formatting information)

While the three parts of the message are associated
with each other, they are stored in separate subfolders
(k, 1, and m) within SharedData\Comms\
Unistore\Data. Also note that there is a similarly
named .dat file (6000010d000000073701.dat) in the
subfolder named n which is actually associated with a
completely different message sent later in the day.
For this reason, sorting both by file name and then by
created date can be an effective method for grouping
content from associated MMS messages together
correctly.

As shown in Figure 7, the original file name for
the attached file is reassigned, in this case from
WP_ 20140223 002.jpg to FOTEE3E.jpg. A search
across the data from Partition 28 can provide further
information about the actions performed on that file
by the Windows Phone 8 OS in the process, and
includes hits in pagefile.sys, the store.vol file, the .dat
file from the MMS Message, and USS.log file:

EOTEEIE 1P WP_10143%23 003 176
mage/joeg

Figure 8 - Keyword search for file name across Windows 8
Phone data - EnCase

Content of file attachments from incoming and
outgoing MMS Messages was also located at
SharedData\ Comms\Messaging\Temp\MMS. This
included some images that were identical to cached
image content from multimedia message attachments
found at Users\ WPCOMMSERVICES\APPDATA\
Temp\RequestManager\Cache.

5.6 Pictures Saved from Other Sources:

Pictures that were saved to the memory of the
device which originated from other sources (in this
case, images saved from Facebook postings) were
found at Users\Public\Pictures\SavedPictures\.

5.7 OneNote Application Content:

User content from the OneNote application
installed on the phone was located at
Users\DefApps\APPDATA\OFFICE\Temp\OneNote.
There was additional cached user content from the
OneNote application located at Users\DefApps\
APPDATA\OFFICE\Temp\OneNote\OneNoteRunti
meCache\OneNoteRuntimeCache Files. Additional
information related to OneNote was also located in
the store.vol file, but has not been fully explored as
of this time.

5.8 Artifacts of User Text Entry:

Artifacts related to user entered text and form
history were located on the device at
SharedData\Input\neutral\  within  files named
ihds.dat and livehds.dat. The content of the ihds.dat
file appeared to be a list of unique words input by the
user. User entered text consistent with filling out
internet forms was found in livehds.dat.

5.9 User Pass Code:

The user’s four digit PIN code in this case was
found in an incoming text message which stated “Da
code 0103~ as the result of keyword searches for pass
code related terms. Understanding that the “Luck of
the Irish” might not be with every investigator, a
keyword search was conducted for the now known
PIN number across the data from the phone, resulting
only in erroneous hits. It does not appear that the PIN
code is stored in plain text within the data, and it is
likely it is stored as a hash instead. Registry entries
were found related to PIN code configuration in the
Software registry hive at Microsoft\Comms\
Security\Policy\LASSD\LAP\lap_pw, however the
value itself has not yet been located.

5.10 ESE Database & Rollback Files:

According to Microsoft [6], ESE (Extensible
Database Files, .edb files) is an advanced indexed
and sequential access method (ISAM) storage
technology. ESE enables applications to store and
retrieve data from tables using indexed or sequential
cursor navigation and includes a crash recovery
mechanism so that data consistency is maintained in



the event of a system crash. ESE also allows for
backup and restoration of stored data. The store.vol
and phone files mentioned earlier are examples of
ESE files found in Windows Phone 8 devices.

The USS.log file was mentioned in the previous
section and is an ESE database transaction rollback
file. During forensic examinations by the team, each
Windows Phone 8 device examined was found to
contain one or more USS.log and USS#####.log files
(where # represents a numerical digit) which
contained extensive SMS and MMS message content,
found to contain data from both active and deleted
messages. Data was found to be stored using various

encoding  schemas including UTF-16 and
hexadecimal code.
Additional SMS content was found in

USStmp.log, and the messages found there predated
message content from the other recovered USS log
file messages, indicating that the USStmp.log file is
potentially a copy of a previously existing
USS#H## log file.

5.11 Windows Phone 8 Registry & Other Files of
Potential Interest:

Windows Phone 8 was found to contain versions
of the expected registry hives commonly seen in
other Windows operating systems, including
NTUSER.dat, SAM, SECURITY, SOFTWARE,
SYSTEM, and DEFAULT hives. Evidentiary data
may also be located in other various Windows
artifact locations which are also common to PCs,
including, pagefile, $LogFile, SMFT, and $SUSNJrnl.
Sample data was provided to the developers of
RegRipper and TriForce for development purposes.
Notably, there were no hibernation files present in the
data from the Windows Phone 8 devices examined by
team members.

6. Python Scripting to Parse data from
Store.vol and Phone Files:

The volume of potential SMS, MMS and Call
History records suggested an automated (scripted)
solution. Python is portable/multi-platform scripting
language that is widely used in digital forensics and
had also been used for previous scripting projects by
the team. Based upon the facts of the case, the
automated retrieval of SMS content from store.vol
was deemed the initial priority.

The first step was finding and understanding the
data structures used by Windows Phone 8 to store
SMS data. The store.vol file was inspected using a
hex editor. Within store.vol, there were numerous

textual sentences consistent with text messages, each
of which appeared after an UTF16-LE encoded string
"IPM.SMStext".

One of the suspected SMS messages contained the
text “Da code 0103 which led to the investigatory
supposition that this might be the pass code for the
phone. After entering the code into the phone, the
phone was successfully unlocked, and could be used
for comparison purposes for decoding and scripting.
The consistent presence of the string "IPM.SMStext"
before text message content provided a keyword to
search for through the raw data in order to determine
the SMS message count as shown in Figure 9.

& Offset Length Value

(1 xaQ2 0x16 IPM.SMStext

12 OxAdSE2 0x16 1PM SMStext

13 oxad82s 06 1PM.SMStext

|4 oxMB82 o6 IPM.SMStext

|5 OxASIED 0x16 IPM.SMStext
6 OaASA2A 0x16 IPM.SMStext

Figure 91 - Keyword search across raw data to identify
SMS Message count - Physical Analyzer 3.

The next step was to locate the encoded timestamp
data for each "IPM.SMStext" record. Using the hex
interpreter in Physical Analyzer, four potential 8 byte
MS FILETIME timestamps were identified.
Complicating matters, not all "IPM.SMStext" records
had phone number fields and there appeared to be
multiple MS FILETIME fields associated with each
"IPM.SMStext" record.

By comparison of the data back to the original
phone, it was determined that the "IPM.SMStext"
records without phone numbers corresponded to Sent
SMS messages, while those with phone numbers

included were associated with received text
messages.
The multiple MS FILETIME fields were

sometimes set to the same value but other times
varied by seconds or even minutes. By performing a
keyword search for each of the MS FILETIME
values from selected "IPM.SMStext" records, it was
determined that only the second FILETIME field
(FILETIME2) consistently occurred twice in
store.vol; once in the "IPM.SMSText" record and
again in a newly discovered "SMS" record in a
different area of the store.vol file. These "SMS"
records also contained the destination phone number
for Sent SMS which was confirmed via inspection of



the phone [6].

A Python script was written to extract relevant
SMS data once it was known where and how to
identify sent and received SMS message entries. The
script is designed to search for "SMS" strings and to
store the time and phone number information for
each "SMS" record located. It next searches for
"IPM.SMStext" strings and extracts the FILETIME2,
the sent/received text and associated phone numbers,
if available. If the phone numbers are not available in
the "IPM.SMStext" record, as is the case for sent
SMS messages, the script uses the FILETIME2 value
to find the corresponding "SMS" record's phone field.
For ease of display and documentation, the script
outputs this data sorted by FILETIME2 in Tabbed
Separated Variable (TSV) format.

When the script was tested on the data from the
Nokia Lumia 520 from the Madison case, the number
of script extracted SMS records matched the earlier
keyword search count for "IPM.SMStext" performed
in Physical Analyzer 3 across the store.vol file.
Additional SMS message content can be found by
running the described script against pagefile.sys.
Messages recovered from pagefile.sys may be unique
from the ones recovered from the store.vol file.

Similar steps were subsequently performed to
create scripts for extracting MMS and Contact
information from the store.vol file, and Call History
from the phone file. The general scripting strategy
was to 1) find a record marker field, 2) read and store
the surrounding values, 3) sort the extracted records
either by timestamp or alphabetically, and 4) output
the sorted list to a TSV file.

During the course of the forensic examination,
active collaboration occurred with other law
enforcement agencies working on similar Windows
Phone 8 decoding issues. A second set of "store.vol"
data was provided by the Ohio State Attorney
General's Office. This allowed for the comparison
and detection of commonalities between data sets and
ultimately resulted in the production of more flexible
and adjustable Python scripts.

It also illuminated discrepancies between the two
sets of data. For example, the initial version of the
SMS extraction script used a particular byte value at
a certain offset within an "IPM.SMStext" record to
determine if a message was sent or received.
However, this byte flag behavior did not exist in the
second set of data (from Ohio), so a new version of
the script was written that searched for encoded
phone number values in an "IPM.SMStext" record
and based the sent/received status accordingly.

It is impractical to attempt to write a script that
would consider all possible variances in data
structure such as phone number lengths and offsets
between fields, so validation is a key requirement of
the process. Having retrieved over 5000 SMS
messages from the Madison dataset, methods to
check the accuracy of the script were needed.
Checking each individual SMS was impractical due
to the high volume of messages. Random spot
checking and manual inspection of SMS messages
that were of high evidentiary value was deemed a
more time efficient solution.

By manually comparing the output of the script
and the data as displayed on the screen of the original
evidence (the Nokia Lumia 520 phone) the accuracy
of information related to the sender and recipient
phone numbers, text message content, and the order
in which messages were sent and received could be
verified. Unfortunately, the Lumia 520 only displays
the date for SMS on the screen, and not the time of
the message. However, we could still use the
timestamps from various messages to ascertain the
order of sent/received SMS and then compare that
with the order observed on the phone.

Once the initial versions of the SMS, Call History
and Contacts scripts were written, they were then
forwarded to other interested parties who then ran the
scripts against their own data and provided valuable
feedback regarding how well the scripts parsed their
data structures.

From this process, it was noticed that although the
order of fields remained the same for "IPM.SMStext"
records, some datasets from different phones had
different offsets between fields. Other data set
records, for instance Contacts, had extra field
structures compared to the Madison case data. The
SMS script was also modified so that it could extract
SMS records from the pagefile.sys swap file, after
examiners noted additional SMS related data in
pagefile.sys.

When comparing notes with other examiners
about variation in Call History data sets, a consistent
GUID value of B1776703-738E-437D-B891-
44555CEB6669 was noted across all available
datasets. The value string was consistently present at
the end of each Call record which made writing the
script significantly easier.

Direct collaboration with the Irish Garda resulted
in development of an additional script to parse JSON
encoded Facebook Message fields from a file such as
pagefile.sys. A set of sanitized representative data
was provided to the programmer so that he was able



to develop the script without disclosure of
confidential case data. This required that someone
with access to the sensitive data run the script for
testing, and introduced both a time delay and the
potential for misunderstanding of script requirements.

7. Application of scripting to other cases:

Aside from the main case example discussed in
this paper from Madison, WI, collaboration between
team members on Windows Phone 8 data structure
details and scripting efforts resulted in progress in the
following cases:

In June of 2013, the Ohio BCI Cybercrimes Unit
in Youngstown, Ohio received an HTC PM23300
mobile phone running Windows Phone 8. The phone
had a shattered display and was locked, rendering
manual examination of its contents impossible.
JTAG extraction of the data using a RIFF Box was
completed to create a full physical dump of the raw
data stored on the memory chip(s). Due to limited
support through commercial cell phone forensic
software and knowing the phone utilized a Windows
8 platform, the raw image was loaded into traditional
computer forensic software. The file system was
recovered and typical data artifacts were recovered —
including graphic images and movies depicting child
pornography, some of which appeared to be
homemade, as well as web pages and bookmarks.
Further analysis revealed partially recovered text
messages in the store.vol file, however due to limited
software support the messages were not fully
decoded and parsed. Through use of the Python
script described in this paper, 5,603 text messages
were recovered. Examination and scripting efforts
continue, as differences in the store.vol files were
found across the heterogeneous mobile platforms.

In June of 2014, the Electronic Media
Examination Unit in Dublin, Ireland received a Nokia
Lumia 520 mobile phone running Windows Phone 8.
This phone was believed to contain Facebook
messages which were relevant to the case under
investigation. The messages were not parsed by
commercial mobile phone forensic software and
therefore a physical dump of the phone memory was
extracted using ATF JTAG. The memory dump was
viewed using a file system browser and the Facebook
messages in question were found to be stored in
pagefile.sys by running a keyword search for some
unique message content. The Facebook script was
developed based on the Facebook message structure
found in pagefile.sys and hundreds of Facebook
messages were parsed successfully by the script and

precluded investigators having to take hundreds of
photographs.

In July of 2014, the Electronic Media Examination
Unit in Dublin, Ireland received another Nokia
Lumia 520 mobile phone running Windows Phone 8.
The phone had been locked out as a result of too
many incorrect pin attempts. The only way to gain
access to the data was via JTAG extraction. A
physical dump of the phone memory was extracted
using ATF JTAG. The memory dump was viewed
using a file system browser and SMS message
content was found in store.vol, USS.log,
USStmp.log, USS#####.log and pagefile.sys by
running a keyword search for “IPM.SMStext”.
Thousands of text messages were parsed from these
files using the SMS script described in this paper.
The call log and contact scripts were also used to
extract call logs from the "phone" file and contact
data from store.vol and the USS logs on both phones.

8. Conclusions:

Collaboration between forensic examiners across
law enforcement, the private sector and academia has
resulted in a better understanding of storage
mechanisms and forensic artifacts that can be
obtained from Windows Phone 8 devices, as well as
how to successfully obtain and parse that data.

However, significant work still needs to be done
to develop more accessible and automated methods
for extracting and presenting the data, and to identify
the reasons for the discrepancies in data structures
between various devices. Observing further data sets
from a wider variety of phone models will help in
this regard and is an area for further research.
Windows Phone 8 ESE based database files and
registry artifacts are other specific areas where more
research is required.

Acknowledgements

Maggie Gaffney, a sworn Law Enforcement
Officer who also works for Teel Technologies
performed the JTAG extraction of data from the
Madison Nokia 520 phone. Her assistance and the
ongoing support of Teel Technologies to the mobile
forensics and law enforcement communities are
greatly appreciated.

After the evidence obtained from the Nokia 520 in
the Madison, WI case, and other physical evidence
ultimately resulted in all defendants pleading guilty,
the Dane County, WI District Attorney’s office
authorized use of the data from this phone for the



purposes of research on Windows Phone 8 forensics.

Thanks to the input of Brian McGarry and Patrick
Morrissey from An Guarda Siochana, additional
variations were found and addressed in Windows
Phone 8 data structures.

Adrian Leong (aka. Cheeky4n6Monkey) invested
countless hours of scripting time and has shared what
he learned about Windows Phone 8 with the forensics
community through his blog. Gratitude is also
expressed to a number of individuals, both managers
and developers, from Cellebrite for their
contemporaneous scripting and development efforts.
Their willingness to work directly with law
enforcement officers to provide solutions for
unsupported or partially supported phones in ongoing
criminal investigations is invaluable.

References

1. C. Murphy, Mobile Device Evidence Extraction Process
V.3,2013.

2. International Data Corporation. Press release, 8\14\2014.
http:\\www.idc.com\getdoc.jsp?containerld=prUS25037214

3. Madison Police Department, Madison, WI. Case # 2014-
56599.

4. http:\\www.channel3000.com\news\police-pregnant-women-
sexually-assaulted-in-violent-home-invasion\24904090.

5. Windows Phone 8 Security Overview, Microsoft. October
2013. http:\\www.microsoft.com\en-
us\download\details.aspx?id=36173.

6. http://msdn.microsoft.com/en-
us/library/gg269259(v=exchg.10).aspx

7. http://cheeky4n6monkey.blogspot.com/2014/06/
monkeying-around-with-windows-phone-80.html

Cynthia Murphy is a Detective with the City of Madison,
Wisconsin Police Department and has been a law
enforcement officer since 1985. She is a certified computer
forensic examiner and has directly participated in the
forensic examination hundreds of digital devices pursuant
to criminal investigations of various types of crimes
including homicides, missing persons, computer intrusions,
sexual assaults, child pornography, financial crimes, and
other investigations. She has successfully utilized her skills
in the investigation, prosecution, and occasional
exoneration in numerous criminal cases involving digital
evidence and has testified as an expert in both state and
federal court. Det. Murphy earned her MSc. (Hons) from
University College, Dublin in Forensic Computing and
Cybercrime Investigation, and is a certified instructor and
co-author of the SANS 585 Advanced Smartphone
Forensics course.

Adrian Leong is an Independent Digital Forensics
Researcher. He earned his Bachelor of Engineering,
Computer Systems (Hons) degree from the University of

10-A

Technology, Sydney and holds a Graduate Certificate in
Forensic Computing from the University of South
Australia. He has several years of commercial software
development experience and has recently completed
various Digital Forensics/Incident Response internships
based in the United States. During a two month Visiting
Scholar Internship with the Madison Police Department he
gained further experience in the extraction of data from
mobile devices and assisted with the forensic examination
of electronic evidence from mobile devices and computers.
Additionally, he was able to use his programming
experience to create Python scripts that addressed real life
forensic problems. To sharpen his forensic skills and share
his research in Digital Forensics, Adrian writes a blog
under the Cheeky4n6Monkey pseudonym. This has
resulted in various forensic scripts that he has written being
shared with the forensics community.

Shafik G. Punja is a police officer with the Calgary Police
Service and has been a law enforcement office for over 19
years. He has been working in digital forensics since 2003,
and has conducted digital forensic examinations on a wide
variety of digital data storage devices and operating
systems. In 2005, he began researching and developing
analytical techniques for mobile devices and smart phone
platforms, and has become an expert in the analysis
BlackBerry, among other devices. He has also qualified in
the Canadian legal system as an expert in the area of digital
forensics numerous times, and has had the privilege of
being invited as a guest instructor to assist in teaching the
Cell Phone Seizure and Analysis Workshop (CSAW) for
the Technological Crimes Learning Institute (TCLI) at the
Canadian Police College, in Ottawa, Ontario, Canada in
2008 and 2009. Shafik also is a private sector consultant,
teaching for Teel Technologies Canada, and is the author of
the BlackBerry Forensics training class.

JoAnn Gibb is a Computer Forensic Specialist for the
Ohio  Attorney  General’s Bureau of  Criminal
Investigation’s Cyber Crimes Unit in the Youngstown
Office. JoAnn has been with BCI since 1997. After
working for a few years as a programmer, JoAnn joined the
Cyber Crimes unit in November of 2003. JoAnn has
assisted numerous local, State and Federal agencies
involving digital forensics and has testified as an expert
witness in several high profile cases. She has a Bachelor’s
Degree in Information Technology with a Minor in
Criminal Justice from Youngstown State University.
JoAnn is a Certified Forensic Computer Specialist, a
Certified Cell Phone Repair Technician and a Certified
Malware Investigator and has over 800 hours of training.
JoAnn is an Instructor at Youngstown State University and
has given several community seminars on Internet Safety
and Cyber Bullying. JoAnn continues her dedication to the
mission of the Cyber Crimes Unit of BCI and to the Law
Enforcement Agencies of the State of Ohio.

Brian McGarry is a Telecommunications Technician with
An Garda Siochana based in Dublin. Brian worked as a
Test  Technician/Engineer ~ with  some leading



Telecommunications companies for 10 years before joining
An Garda Siochéna in 2008. He is a certified mobile phone
forensic examiner and has been involved in mobile phone
forensics since 2013. Brian holds a BSC (Hons) in
Information Technology from Dublin City University.

Maggie Gaffney recently retired after 21 years with the
Massachusetts State Police where she served as a Computer
Crimes Investigator and Forensic Examiner. She assists
law enforcement, criminal justice agencies, and the private
sector with their investigations and cases by conducting
JTAG and Chip Off examinations. She is an instructor and
mobile forensics expert who teaches advanced mobile data
extraction techniques, for Teel Technologies. The courses
she teaches enable experienced examiners to learn how to
use non-conventional tools like Flasher Boxes, JTAG
technology, and the Chip Off process, along with
commercial solutions to get the most data from devices.

11-A



This page intentionally left blank.



g-1

It

so||} pajeloosse uonesldde

92In0sal\:z

ABM" ‘0B olpne Jasn TVLI9IA\SANNOS\V.LVYA\:D
Bdr SO8PIA Jasn SOSPIA\VLVA\:D
dbg- sabew Jasn sabew|\v1va\:d
qp’ syJewnooq Buismoliq gapn qp’S9}lINOAR{\S}JeWH00gIasSMo.ig\SallINoARS\:)
Xy uoneoljdde Bojgay o} pejsod ,sajou, sajoN\bojgajI\V.LVAa\:D
qp’ ejep bojqayl| Bulurejuoo eseqejep Asejoudoid qp-xapunxa]\aseqejeq\bo|qaji\vLVa\:D
uoljewlojul uoeoojoab pue S| Jamo} |80
ap’  yum Buoje syied ejep Bojgey Bujurejuoo sseqejep Asejaudold qp-bojgayi\Bo|qajT\v.LVa\:D
Bau- sa|l} Aysibas uoneoldde Ansibay\jjeysupwalsis\:o
XSIS® ‘SIS sa|l} Jo||eysul uoneoldde lleisuj\walsAg\:o
osJ I sa|l pajeloosse uoneo|dde SNI9N1d\IUNOSTU\:D
osJ ‘I S8y psjeloosse uoleoljdde SddV\32¥NOSIA\:D
oSy’ sa|ly pajeroosse uoled||dde 304NOSIU\:D
sadA] aji4 ejeq Areusping yied
qpo’
qp’
jop°
edwr
pdw wquw’
dbg- "0} "LOJ”
29y *0)9 ‘LOY’
odf osI
bwa Jwr
PJEedA” jux: I9X9"
i jep’ dde
SOA® ur- SIS’

‘so|1} ejep pajeltauab-iasn/ wayshg

:s9|14 sbunpjag pue :o_uu._sm_hcmn.v

:s9|14 uonesiddy

(yuesaud
pies eipaw) abeioys jeuonippe \:3

Kiowau jaspuey jeussjul \:Z

Klowauw jaspuey [eutajul \:9

09S VIMON




z:\resource\apps application associated files .r, .rsc, .mif
z:\resource\help application associated files .h
z:\resource\messaging\mtm application associated files .r
z:\resource\plugins application associated files I ISC
.dII55L
z:\systeml\install application installer files .Sis, .sisx
z:\Data\Sounds\Digital application audio files .acc
z:\system\sounds\Digital application audio files .acc, .wav
C:\Private\100012a5\DBS_100065FF_Contacts.cdb database holding contacts in the form of vcards (.vcf) .cdb
C:\Private\1000484b\Mail Message database (contaings email, mms, sms and bluetooth  Folder
messages
C:\Private\1000484b\Mail2 Message database (contaings email, mms, sms and bluetooth  Folder
messages
C:\Private\100012a5\DBS_10207216_SWiInstLog.db Application install log .db
C:\DATA\NEF\NEFConfig.xml configuration file containing handset IMEI (look for similar file xml

on SD card to tie SD card to handset)
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<,O,_.c_sm;mmtvmmam?aamaoam%:o:wooe&umﬂmwmanﬂsmaoé\ooo:mglommm“an phonebook call logs .pbr
,<O_,.c§m_.>mm «mum?_aamsﬁnmq\v:ozmwooinmﬁm_mﬁmzamaoé\ooom duplicate phonebook logs .pbr
<O_.C_sm;mmr\uﬂmam?_aam:ﬁo_am_.\nom_xmnnm\osmqé 38 , _compiled Nokia Registration .mrp
application; preinstalled ;
<O_.c_sm_.>mmE_quam?aam:ﬁo_n_mzoc:ma iee ICCID of most recent SIM card in .icc
device (reverse nibbled - trailing F)
<O_.c_<_m;mmr\u_,mam?aamio_amzsSac ac Nokia media player database .db
= (tbIMedia)
<Orc_<_mgmm_.\n_,mamama‘m\uﬂmamﬂno__mozo:m,_ = application folders and installer Jjar, .jad
- , : , files . )
VOLUMELABEL/predefjava/predefcollections/XXX.rms contains cached user .rms
- = = data/usernames/passwords
VOLUMELABEL/predefjava/predefgames game folders and installer files Jjar, .jad, .rms
,<O_.C§mr>wmE_oﬂmamﬁamzcmuvm\uqmamﬂmBm__\:Bc mc_lv:<mﬁm\xxx\,n FEEDS Facebook feeds N/A
,,, VOLUMELABEL/predefmenuapps/predefemail/nmc_EUI_private/XXX/f_FILE_INFO cached facebook data N/A
' VOLUMELABEL/predefmenuapps/predefemail/nmc_EUI_private/XXX/f_PROFILES Facebook user profile, account N/A
: ‘ , settings
,,W,<Orcz,_,m;mmEnﬂmamﬁamnzmvvm\nﬂmamﬁmBmm_ngofmC_ _private/rep_email/cds.sys configuration files containing cds.sys
- — - , date/time application download
; and IMSI present at the time
<O_.c_<_mr>mm_.\n_,mamﬁam::mﬁcm\uﬂmamﬁmam_zsao EUI sv_,_<m$\moooc£m dat account information (user email, .dat
, Facebook ID, link to profile)
,,<O_.C.<_m;mm_.\n_.mamzsm:cmnnm\vqmamﬁmam:\:30 EUI_private/clientscfg.dat more account information .dat
<O_.c_<_m_.>mm_.\quamﬁBm::mvum\nﬂmamﬁmamzo,&:Q:Swmam__ EUI 1v:<m6>mu mBm__\oam m<m oosmmc_,mgo:.m_mm containing cds.sys
date/time application download
, - : , __and IMSI present at the time ;
<O_.C_<_mgmmr\vﬂmamzﬂm:cmvvm\n«mamﬁmamw_o_mm:Q:meBmzlmc;_l.vn<m$\moooc:nmxxx.,amﬁ one file and backup file for each .dat
; = : = : email account configured on
device -
<O_.c.<_m_.>mmr\v«mam::m::m_uvw\vqmamﬁwam_“ozma\:Smmam__ EUI ..v:<m6\ooao:6:3m€xx Cached email inbox. Inbox will .dat
X.dat correspond with above account
- number (ex account2fe..
associated with
= - — contentprimary2fe...)
VOLUMELABEL/predefmenuapps/predefimclient/nmsim_EUI_m_cdsset000000.rms ~ IMSis for SIMS once used in .rms
<O_.c.<,_m_.>mmr,\u«mamﬁamzcmuum\nqmam_“oa cached web searches using opera .rms
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Users/WPCOMMSERVICES/APPDATA/Local/Unistore/Store.vol
~ SMS
Contacts

UsersN\IPCOMMSERVICESIAPPDATAILocaIIUserDatalPhone
Call History

Users/DefApps/APPDATA/INERNETEXPLORER/INetCache/
Internet browsing history
Cookies

_Users/Public/Pictures/CameraRoll/ (WP_YYYYMMDD ##fjpg)
,Pictures taken with the device
Videos taken with the device

Users/Public/Pictures/SavedPictures/
P|ctures saved to the devuce from other sources (Facebook etc.. )

Users/DeprpsIAPPDATAIOFF|CEIT emplOneNote
User,coatent from One Note application

meCache Files
User content from One Note appllcatlon

UsersIWPCOMMSERVICESIAPPDATAIT emleequestManagerlCache
Cached images from message attachments

SharedData/Comms/Messaging/Temp/MMS !
File attachments from mcomlng and outgomg mms messages

SharedDataICommsIUmstorelData (ln varlous subfolders)
MMS Attachments N
MMS Formatting Information
'MMS Message Content

SharedData/internetExplorer/Favorites
Default bookmarks

SharedDatal/lnput/neutral/

ihds.dat - user input word list (unique words)
livehds.dat — form history
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alx 4:171

.app 2:87-89, 3:57, 3:80, 3:104-105, 3:140,
3:145-146, 3:154, 3:171, 4:97, 5:84, 5:148
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5:152

.rem 4:81,4:172

5:84, 5:148

1:41
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5:89,5:118

1:251, 2:71, 2:115, 2:117, 2:120, 2:122
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ABC Amber 4:71
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Android Developer Toolkit - 1:8,1:35

Apple Continuity

Apple Watch | 3:6-7, 3:141-142, 3:144-147, 3:149-150,
4:5
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AppsLib - 7 . 5.7

_Archiving
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1:1, 3:17

Baseod 5:17-18, 5:34-35, 5:53
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Blocks 1:59-60, 1:62, 1:65, 1:236, 3:69, 4:104,
5:24, 5:63

Bookmarks.db 3:81, 3:83-84

Boot Loader 1:85, 2:6,5:111, 5:133

browser.db 2:94

euRE e T R
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cache.cell 2:92

cache.wifi '2:92

Call logs 1:77,1:137-139, 2:44, 2:77, 2:79-80, 3:62,
3:167, 4:16, 4:50, 4:58, 4:60, 4:72, 4:85,
4:92,4:112,4:172,5:12,5:71,5:114, 5:117,
5:162

.storedata - 3:62,3:167

Carving 1:96,1:128,1:138, 1:141, 1:145-146, 2:1,
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4:58, 4:63, 4:66, 4:68-69, 4:71-72, 4:82,
4:102,4:113,4:118-120, 5:19, 5:22, 5:27-
28, 5:31-32, 5:36, 5:60, 5:64, 5:89, 5:103,
5:114-115, 5:123, 5:128-129, 5:145, 5:160

Cells 1:60, 1:62, 1:65

Cellebrite
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CFAbsoluteTimeConverter  3:127

chessdb 2:114, 3:152

_comapple.Carousel 3146

Communications Statistics _2:107

contacts2.db 2:77-78,2:113
Cydia 1:49, 3:19
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dalvik-cache _ R 2:71,2:118

DeCode 1:8,1:84,1:137-139, 1:145, 1:147, 1:150,
1:152, 1:154-156, 1:190-193, 2:41, 2:43-44,
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© 2:87,5:24
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Docs To Go 4:55, 4:96

Dropbox 3:43, 4:55, 5:42

eDEC Tarantula 5:60

Elcomsoft 3:21, 3:27, 3:31, 4:24-30, 4:34, 4:71, 4:99

Elcomsoft Phone Password Breaker 4:24-25, 4:30, 4:99

Enable Handoff 3:144

Encrypt Local Backu 3:9, 3:23

Epilo 1:68

Evernote 5:43

Exchange ActiveSync 5:112
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_external.db
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Facebook 1:252, 2:78, 2:82, 2:90, 2:113-114, 2:116,
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3:159, 3:161-162, 4:91, 4:119-121, 4:123-
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