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PLEASE READ THE TERMS AND CONDITIONS OF THIS COURSEWARE LICENSE
AGREEMENT ("CLA") CAREFULLY BEFORE USING ANY OF THE COURSEWARE
ASSOCIATED WITH THE SANS COURSE. THIS IS A LEGAL AND ENFORCEABLE
CONTRACT BETWEEN YOU (THE “USER”) AND THE SANS INSTITUTE FOR THE
COURSEWARE. YOU AGREE THAT THIS AGREEMENT IS ENFORCEABLE LIKE ANY
WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU.

With the CLA, the SANS Institute hereby grants User a personal, non-exclusive license to use the
Courseware subject to the terms of this agreement. Courseware includes all printed materials, including
course books and lab workbooks, as well as any digital or other media, virtual machines, and/or data sets
distributed by the SANS Institute to the User for use in the SANS class associated with the Courseware.
User agrees that the CLA is the complete and exclusive statement of agreement between The SANS
Institute and you and that this CLA supersedes any oral or written proposal, agreement or other
communication relating to the subject matter of this CLA.

BY ACCEPTING THIS COURSEWARE YOU AGREE TO BE BOUND BY THE TERMS OF THIS
CLA. BY ACCEPTING THIS SOFTWARE, YOU AGREE THAT ANY BREACH OF THE TERMS
OF THIS CLA MAY CAUSE IRREPARABLE HARM AND SIGNIFICANT INJURY TO THE SANS
INSTITUTE, AND THAT THE SANS INSTITUTE MAY ENFORCE THESE PROVISIONS BY
INJUNCTION (WITHOUT THE NECESSITY OF POSTING BOND), SPECIFIC PERFORMANCE,
OR OTHER EQUITABLE RELIEF.

If you do not agree, you may return the Courseware to the SANS Institute for a full refund, if applicable.

User may not copy, reproduce, re-publish, distribute, display, modify or create derivative works based
upon all or any portion of the Courseware, in any medium whether printed, electronic or otherwise, for
any purpose, without the express prior written consent of the SANS Institute. Additionally, User may
not sell, rent, lease, trade, or otherwise transfer the Courseware in any way, shape, or form without the
express written consent of the SANS Institute.

If any provision of this CLA is declared unenforceable in any jurisdiction, then such provision shall be
deemed to be severable from this CLA and shall not affect the remainder thereof. An amendment or
addendum to this CLA may accompany this courseware.

SANS acknowledges that any and all software and/or tools, graphics, images, tables, charts or graphs
presented in this courseware are the sole property of their respective trademark/registered/copyright
owners, including:

AirDrop, AirPort, AirPort Time Capsule, Apple, Apple Remote Desktop, Apple TV, App Nap, Back to
My Mac, Boot Camp, Cocoa, FaceTime, FileVault, Finder, FireWire, FireWire logo, iCal, iChat, iLife,
iMac, iMessage, iPad, iPad Air, iPad Mini, iPhone, iPhoto, iPod, iPod classic, iPod shuffle, iPod nano,
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Spaces, Spotlight, There’s an app for that, Time Capsule, Time Machine, Touch ID, Xcode, Xserve,
App Store, and iCloud are registered trademarks of Apple Inc.

Governing Law: This Agreement shall be governed by the laws of the State of Maryland, USA.

MGT514_2_B01_01

AR AAAAAAAAS

AR AAANTS

affsd



3

VUGSV VDU DDDDUDDOD S

MGT514.2

WA

Strategic Roadmap
Development

This page intentionally left blank.

©2016 Frank Kim, Stephen Northcutt




Course Roadmap

+ Section 1: Strategic Planning
Foundations

* Section 2: Strategic Roadmap
Development

* Section 3: Security Policy
Development & Assessment

+ Section 4: Leadership &
Management Competencies

+ Section 5: Strategic Planning
Workshop

SECTION 2

« Analyze Current Sta
+ Historical Analysis
* Values & Culture ;
* Exercise #1:CoreValues
» SWOT Analysis. .
* Develop Roadmap
~ »Visioning & Innovation
+ Exercise #2: Innovation

~ » Gap Analysis
 + Exercise #3: Gap Actions
+ Security Roadmap
* Build the Program
» Business Case Development
» Security Metrics Program
* Exercise #4: Security Metrics

* Marketing & Exec Communications
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How to Analyze Current State

1) Understand where you've been
+ Analyze your organization’s history
2) Understand how you operate
+ Determine your values and organizational culture
3) Understand where you are strong and weak
+ Analyze your Strengths, Weaknesses, Opportunities, and Threats (SWOT)

Analyzing your current state is key to developing an effective strategic plan. An understanding of your current
state comes from:

1) Understanding where you’ve been

By analyzing your organization’s history, you can better plan for the future.

2) Understanding how you operate

It’s not just about what has been done in the past. Understanding how this was accomplished is key to
understanding acceptable working norms. This is done by understanding the organization’s values and
culture.

3) Understanding where you are strong and weak

By analyzing your Strengths, Weaknesses, Opportunities, and Threats (SWOT), you can determine
where you should focus and invest.

©2016 Frank Kim, Stephen Northcutt 3
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Historical Analysis

+ Learn your organization’s history to better:
« Communicate with business leaders
+ Understand the probable future
« Align security team activities to business goals

George Santayana was a philosopher, essayist, poet, and novelist who was born in Spain and raised and
educated in the United States. He famously said, “Those who cannot remember the past are condemned to repeat
it.” This is especially important for strategic planning. Business leaders are aware of an organization’s history. If
we don’t have that same understanding, we will not be able to communicate effectively with those business
leaders. Moreover, the past helps us understand the probable future. Instead of being condemned to repeat the
past by remembering what has previously occurred, we will be better prepared to align security team activities to
business goals.

©2016 Frank Kim, Stephen Northcutt 5



‘What Are the Major Periods of Change?

+ Identify periods of major change

« Use archives and interviews

» Are there things you used to do that you should consider doing
again?

* Lessons from history
*+ Mistakes you do not want to repeat
+ Events that helped shape the culture

To better understand your organization’s history, it is useful to identify the major periods of change.

In 1993, Apple introduced the Newton, which was the first Personal Digital Assistant (PDA). It was intended to
be a portable computer that would reinvent personal computing. However, it was not commercially successful
and was discontinued in 1998. Despite its commercial failure, Apple learned from the Newton and went on to
develop the iPhone and iPad. This is an example of a product that was ahead of its time and was worth
considering again once technology matured.

It was under the leadership of then Apple CEO John Sculley that the Newton was introduced. John Sculley
famously ousted Apple founder Steve Jobs from the company and went on to increase profits from $800 million
to $8 billion.! He was CEO from 1983 to 1993 and, many argue that by the time of his departure, had shifted the
company away from its product-centric culture and focus on “making the best products in the world.” This
lesson of staying true to the company culture is with Apple to the present day. In 2012, Apple hired John
Browett to head the retail business. He was fired after only nine months on the job. Apple and Browett realized
very quickly that it wasn’t a cultural fit with Browett saying, “The issue is I just didn’t fit with the way they ran
the business.”

References
[1] http://en.wikipedia.org/wiki/John Sculley

[2] https://gigaom.com/2013/03/15/former-apple-retail-chief-john-browett-admits-he-was-a-bad-fit-at-the-
company/
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Wayback Machine

» Wayback Machine

» From the Internet Archive Project
+ Important tool to model major changes in an organization’s history
« Available at archive.org

 Use it to review sans.org

The Wayback Machine! is a tool that captures web pages as they were at a point in time. It is hosted by the
Internet Archive, which is a non-profit organization dedicated to providing “universal access to all knowledge.’
It is fascinating to see websites of old and is very useful for researching and modeling major changes in an
organization’s history.

1)

Using images from the Wayback Machine, let’s look at the SANS Institute over time.

Reference
[1] https://archive.org/web/
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The SANS Institute is a cooperative research and education organization offering five unique programs:

1. Network Security '97 Conference

New Orieans, LA, October 20-25, 1997

The oaly coafercuca that brings together all the top rated toachers in UNIX and NT security to teach their most popalar courses aad to share the lessoss that have bees learmed in solving the practical problems of natwork secarity. Now cosrses inclnde Network Socority War Games,
Advaaced NT Security, Disaster Recovery, Foreasics: Whal To Do Whes You Have Been Hit, and Planning and Implementing A Remote Access System asd several more. Back by popalsr demand: Incident Respoase, UNIX Security Tooks and Uses, Building A Security
Infrastracture, Firewalls, Kerberos, and wore. New worksbops cover Virtaal Pavate Networks, PGP, aud SS1 Implemestanion. Network Security ‘97 is 2 waigee opportumity to get wp-te-the-minste training from consistently great teachers.

2. The SANS Satary Survey
Published anmvally, the survey reports salaries of sysadmin and security professionals based s where they ive, the type and sise of emplayer. the machines they manage, whether they are emplovees or consahants, and other characvesisiics. kt also reports the size of their raises, by
salary level. 28d the priscipal reasous reporied for above-average raises. Mere than 1,000 people pariicipated in the 1996 surver.

3. The SANS Network Security Digest
Published every six weeks, the Digest reports on the mos( important wew secarity threats and provides gudance ou where (o find (he latest patches or additosal information eu the hreats. Eack issue cas be read m abiout five miutes. The SANS Digest editors are Michele Crabb,
Man Bishap, Dan Geer, Gene Spaffard, Steve Bellovin, Gene Schuktz, Marces Raesms, Rob Kolstad, Dorothy Deaning. Peter Neamann, Peter Galvia, Davis Harley, and Jean Chousard,

4. The SANS Roadmap To Network Security Wall Poster
Updated twice 3 year, the poster presents "top tea” lists of auswers (o common guestioas: the best security books, the best security web sites, the biggest threats, the vendor contacts, asd more. It is mailed automatically (0 all Network Security Digest sabscribers and peaple who
attend the SANS and Network Security conferences

5. SANS98 Confevence
Mouterey, CA, May 9-15, 1998
The seventh aunnal gathermg of sysiem admini and security ¥ ~ more than 1200 stteaded SANSYT in Bahumore's lnner Harbor— in which they share the lessons learned and the practical solutions to fhe most common and difficalt challenges they face,

This is the conference famons for its depth of securify and networking (umgc.'l.unmor selection is exiremely vigilant — with the resslt that every course at SANS gets ratiugs higher than the average of other conferences. Oue of List yoar's stiendees explained the value:

In 1997, SANS had only two events per year, serving 1000-1200 total students. The focus was on two-day
technical conference sessions with one-day tutorials. There was a partnership with Usenet/SAGE and, as the
screenshot shows, the concept of cooperative research was already in place. In addition to the conference
sessions, community resources like the salary survey, security digest, and free posters were already in place.

8 ©2016 Frank Kim, Stephen Northcutt
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~ Welcome to the SANS Institute Online! Choose frons
the list below to go strasght to the information you need
about System Admnistration, Networiong. and
Secusty.
BPECIAL NOTICR
SANS Flash Advisory - Massive scanning for
proxiespossible Trojan activity
wewe Network Security Analysis REP
from City of Seatile
wew | evolOne Training Beta Test
wew Fundamentals of Effective Network
Security
Year 2000 Computer Bemediation
Security Tools & Services Poster Online
featunng SANS 1999 Warkshop on Securing Linux and Universal SSH Status Reporl
Information Secunty in the Modes Unwersity Is If Information for Vendors
Meozion Impossidie? #odel Security Policies
San Francisco, CA Bookstore
Decamber 11 - 5. 1999 1998 SANS Selary Survey
SANS2000 Ordando FL Eree Network Security Rosdmap Poster
March 21 - 28, 2000 Ininusion Detection FAQ
Gallfor Pagars Web Brisfing Archive
Neowork Sacciily 2000 Mentwey, CA Conference information Archive
October 15 - 2. 2000 NSA Glossary of I and Securily Tenms
Seven Top Management Ecrors that Lead i
Publications Computer Security Vulnerabiiities
Security Toals & Services Poster Onlioe [Contacts]
1998 SANS Salary Survey
Windows NT Power Tools Quick Emaif information: sans@sans org
Free Network Security Roadmap Poster Registration phone: +1 718 699 4303
i Registration FAX: +1 719 539 4295
: 101

By 1999, SANS had increased the number of events and went international with events in Sydney and London.
The “LevelOne” training, which was a precursor to the popular Security Essentials course, was introduced.

*  Amount of security content on web increased

*  Published books during this phase

*  No mention of Usenet and SAGE

»  Forerunner of GIAC was called “SNAP” (System and Network Assurance Program)

*  Already using quotes as a primary marketing tool

©2016 Frank Kim, Stephen Northcutt 9



Vendor Program

" SANS 15 fuil of knowledgeable psople
who are ready and willing 10 heip you leam
about computer security and how to
mplement # in an orderly manner -

- John McCumiskey USACE
Bacramenta

SOLD OUT Courses will be marked
with [l {red dot)

By 2001, classes were on a “track” system with track one being Security Essentials:

= Twelve tracks plus one-day courses

*  GIAC formed

*  Six-day courses

*  Additional international events (London, Sydney, Ottawa, and Singapore)

*  SANS Forum, an early blog that allows user comments, was introduced

10 ©2016 Frank Kim, Stephen Northcutt
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2007 5 | |

« No longer possible to show all events or resources on the home
page

» Professional management team

 Growth beyond live events

+ Increasing presence in EMEA and APAC

By 2007, it was no longer possible to show all events on the home page. International events also required
different landing pages for areas like EMEA and APAC.

*  Community SANS (one or two tracks) growing rapidly
*  OnDemand growing and modernizing
*  Strong growth in Europe

*  The shelf space problem: too much courseware; some had to be retired

©2016 Frank Kim, Stephen Northcutt 1"




2013 to. Present

S Austin 2013

ZH JS Find Training ~Live Training Online Training Programs Resources Vendor About

Austin 2013
~ May19-24 | Austn, TX _ _
,‘mhmww-mmmmnrmw}mmm 2013 on May 19-24 ét the

‘Omni Austin Hotei Downtown campus. Enhance your skills by taking advantage of this
_ hands-on training loaded with pracécal tools and cufing-edge information.

By 2013, there was no attempt to present all the information, and the products started to branch out.

12 ©2016 Frank Kim, Stephen Northcutt
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Three Generations at SANS

1980 — 1999 2005 — present
Technical conference, Professional management
few events, small staff intentional growth

2000 - 2005
Rapid organic growth, difficulty
keeping the balls in the air

SANS has endured two complete “makeovers.” Essentially nothing remained from generation 1 to generation 2
programmatically, but many cultural things remained, such as the use of quotes in marketing, the idea of
consensus research, and the idea of the gift economy. If you have great free things on your website, the things
that must be paid for must be wonderful.

Generation 3 of SANS has a strong, professional management team. There is strategic planning to select
opportunities, develop a plan that is measurable, and go after the opportunity.

©2016 Frank Kim, Stephen Northcutt 13



IBM - A Century of Innovation |

~* 1911: Three tabulating machine companies merged
* 1914: Thomas Watson Jr. joined company
* 1940: Mark I calculator '
* 1964: IBM 360
» 1971: The floppy disk
* 1981: The IBM PC
* 1985: Token ring
*+ 1993: CEO Gerstner focuses company on consulting
* 1997: Deep Blue
* 2003: zSeries 990, fastest server in the world
* 2005: Z9 mainframe, 13" consecutive year leading patent grantee in the world

IBM is one of the most amazing companies in the history of business. It started as a merger of mechanical
tabulating machines. It was there with the first computer, the Mark 1. When we get to 1960, it took the lead with
mainframes and the IBM 360, and for years, it was the mainframe company. Then, of course, the IBM PC came
along and that defined the company for a short period of time, but the competition was intense, margins were
tight, and in the 1990s, it moved its focus to services while continuing to make some of the most widely used
mainframes in the world.

14 ©2016 Frank Kim, Stephen Northcutt
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IBM Strategic Planning - PC

» Change or die
+ World was moving from terminal and mainframe to client/server

« How do you go from a mainframe company to a PC company?
+ What is the roadmap?

« What does this mean to the workforce?
+ Do mainframe skills translate to the PC focus of the company?

We could debate whether there are five major phases at IBM or four (or even six), but the key thing to focus on
is that it had a lot of very smart people, great leadership, and the ability to adapt to radical change. In strategic
planning sessions, you can almost hear what was said. Environmental forces were acting on IBM. It was a
change or die situation; the world was moving from terminal and mainframe to client-server.

How do you go from a mainframe company to a PC company? What is the roadmap? What are the big
obstacles? What does this mean to the workforce? Do mainframe skills translate to the PC focus of the
company?

©2016 Frank Kim, Stephen Northcutt 15



IBM Strategic Planning — Services

* The competition for PCs was too high
* Dell and HP/Compaq were taking market share, and margins were slim
» How do you go from a mainframe/PC company to a services
company? |
« What is the roadmap?
* What are the priorities?

Again, you can almost hear what had to be said in the boardroom, “The margins for PCs are just too small for
the company to prosper. We need to take a different path. We think we need to transition the company to a
services model. What are the major steps to do that?”

16 ©2016 Frank Kim, Stephen Northcutt
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Phases of Computing

Dates Computers Users

(approximate) (approximate) (approximate)

Mainframe 1950-1965 ~100,000 Millions

Mini-computing 1965-1980 ~10M Tens of millions

PCxClieny/Server 19801995 oM Hundredsofmillions

Interr;;i . 1995—2067 " | ~1B | Billioﬁs

Mobile ;(.);7-pr.e.3;e.nt R Billions Billions
"int(_:rn;:(;f_Things . W Wiiﬁmrpl’esent-? - Tens of bllhonsﬂ - "B_lHIOI_'l_S___ -

(IoT)

IBM as a company largely parallels the history of computing. In the mainframe era, the cost of computing was
high. Only large enterprises could afford the investment, which limited the number of computers and
corresponding users. With the mini-computer, costs decreased and more companies could invest in computing
resources. However, it wasn’t until the PC era ushered in by IBM and Microsoft that the cost of computing
decreased enough to reach larger numbers of users. Now everyone could have a PC on his desk and eventually
have access to the Internet. With the introduction of mobile devices, computing access has now increased to
billions of people. It is estimated that there will soon be almost as many smartphones as there are literate adults
in the world. With the Internet of Things (IoT), there is an opportunity to connect even more devices.

Looking back in time, the height of each phase of computing lasted approximately 15 years. Certainly, the older
technologies still persist. Mainframes are still widely used today. But, each wave of computing allowed
technology to reach more and more people. Recently, starting with the Internet era, the length of time between
new technologies seems to be shortening. With the Internet era starting in roughly 1995, it was overtaken by the
Mobile era starting in 2007. Has the Internet of Things already started its rise?

The table is based on a Computer World article.!

Reference

[1] http://www.computerworld.com/article/2475696/it-transformation/smac-and-the-evolution-of-it.html

©2016 Frank Kim, Stephen Northcutt 17




Security History

1972: Buffer overflow first described

* 1988: Morris Worm exploits buffer overflow

* 1996: Step-by-step guide for exploiting buffer overflow

* “Smashing the Stack for Fun and Profit” by Aleph One

* 1998: SQL Injection described
« Article by Rain Forest Puppy in Phrack magazine

* 2005: Samy MySpace Worm

* 2006: XSS goes mainstream

* “Hacking Intranet Websites from the Outside” by Jeremiah Grossman

* 2010: Stuxnet discovered
+ “The World’s First Digital Weapon”

The history of security closely maps to the various phases of computing. The buffer overflow vulnerability was first
described in 1972.' However, it wasn’t until 1988, in the middle of the PC era, that the first large-scale exploit of a
buffer overflow occurred. This was the Morris Worm created by Robert Tappan Morris who was a graduate student at
Cornell University. It exploited known vulnerabilities in UNIX services, including sendmail, finger, and rsh/exec, and it
was the first work to gain significant media attention. The Cuckoo's Egg” by CIiff Stoll also described the author’s
efforts at combating the worm. Buffer overflow vulnerabilities still plague many systems today. This is partly due to
Aleph One’s 1996 paper entitled “Smashing the Stack for Fun and Profit,” which provided step-by-step instructions for
exploiting buffer overflows.?

As the web rose in prominence, so did web application security vulnerabilities. In 1998, Rain Forest Puppy described
SQL Injection in Phrack magazine.* It is still one of the most impactful vulnerabilities that you can have in your
application because it allows an attacker to potentially execute any database command. In 2005, Samy Kamkar created
the Samy MySpace Worm,® which was the first Cross-Site Scripting (XSS) worm. Just one year later in 2006, Jeremiah
Grossman gave a talk at BlackHat called “Hacking Intranet Websites from the Outside.”® This talk helped take
knowledge about XSS mainstream and resulted in increased focus on web application security issues.

The Internet of Things (1oT) is about connecting increasing numbers of physical objects such as cars, homes,
thermostats, and even people to the Internet. The Stuxnet Worm’ showed how security issues could have huge impact
on connected devices. By targeting the Siemens Programmable Logic Controllers (PLC) used in Iranian nuclear
facilities, the Stuxnet Worm changed the speed at which centrifuges used to process nuclear materials would spin. This
resulted in damage to the nuclear facilities and a delay in Iran’s nuclear capabilities.

References

[ 17 http://csre.nist.gov/publications/history/ande 72 .pdf

[2] http://en.wikipedia.org/wiki/The Cuckoo's Egg

[3] http://phrack.org/issues/49/14.html

[4] http://phrack.org/issues/54/8 html

[5] http://namb.la/popular/tech.html

[6] https://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Grossman.pdf
[7] http://www.wired.com/2014/1 1/countdown-to-zero-day-stuxnet/

18 ©2016 Frank Kim, Stephen Northcutt
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Security Team History Example

+ Vulnerability Management
+ Security Event Management

+ eDiscovery

+ Application Security

2010 2012 2014 2016
+ Network Security + Application Security + First CISO Hired + Data Science
+ Intrusion Prevention Systems + Data Loss Prevention + Metries Program + Advanced Analytics
+ Antivirus + File Integrity Monitoring + Next Generation Firewall + Cloud Security
+ Remote Access VPN + Web Application Firewall + Wireless Intrusion Detection + Cyber Threat Intelligence
+ Seeurity Monitoring + Forensics + Security Monitoring Expansion
+ Incident Response
+ Endpoint Encryption
© @ @ &) @ @ @ @
2011 2013 2015
+ PCI Support + Product Security Team + Security Team Centralized
+ SOX Support + Host Intrusion Prevention + Awareness Training
+ Network Segmentation + Removable Media Encryption + Mobile Security
+ Web Content Filtering + Security Operations Center + Penetration Testing Program

Just as it’s useful to track the history of your company or industry, it is also useful to track the history of your
security team. This example shows how the security team improved capabilities over years by focusing on
network, host, compliance, incident response, application security, data security, mobile, and many other
capabilities. If your team has undertaken major initiatives or projects it is useful to create a timeline like this to
remind management of all the work that has been done and celebrate the team for their accomplishments to date.

©2016 Frank Kim, Stephen Northcutt

19



Technology Risk Graph

Year of the breach =
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First mobile app
Partners

-
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P ! L)
Sy / / Infroduction of mobile devices
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// Global network

@
/ First website

1995 [ 2000 I 2005 I

Mobile payments

This graph shows another way that you can visually represent the history of your organization. The lower part of
the graph represents the evolution of technology that is used in your company to support various business
initiatives. This example has been made generic to include things like “First website,” “First mobile app,” and
“Cloud computing.” For your company, you can put even more specific items and systems. This highlights the
fact that, over time, the company makes increasing investments in technology to support business goals. This
increasing complexity of the technology environment results in increased operational risks. These technology
investments coupled with the increasing complexity of the threat landscape as shown in the upper part of the
graph result in increasing risk that the organization has to choose how to handle.

20 ©2016 Frank Kim, Stephen Northcutt
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In Summary

+ Business leaders
+ Understand the history of the organization
» Where it’s been and where it’s going
 Security team must:
» Frame our work within the larger business and technology context
+ Highlight the accomplishments of the team

+ Allows us to better:
« Communicate with business leaders
+ Understand the probable future
« Align security team activities to business goals

By understanding the history of your industry, company, and department, you can better understand where
you've been and where you might want to go. Framing the work or the security team within these larger
contexts allows us to better communicate with business leaders. By framing the conversation around risk
associated with various business decisions, we can better align security activities with business goals.

©2016 Frank Kim, Stephen Northcutt 21
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Values and Culture - '

+ Learn about core values to:
+ Better understand the culture of your organization

« Establish acceptable working norms
« Align security to corporate culture

The quote, “Culture eats strategy for breakfast,” is attributed to famed management guru Peter Drucker. On one
hand, it can refer to the fact that a winning culture, one focused on teamwork and delivery, can accomplish
anything. On the other hand, it can refer to the fact that every organization has a certain way of doing things
and, if you don’t conform to those working norms, the culture will eat you alive. As a leader and manager, you
have to understand the culture of your organization so that you can establish acceptable working norms. By
aligning security to the corporate culture, you can position your team for success.
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« Values

* Help you understand the culture of your org

* Critical to current state analysis
* Guiding principles to help you achieve your vision
» Foundation of organizational culture
* Why are values important for strategic planning?
» Establish stability and long-term continuity
+ Provide guidance for appropriate employee behavior
» Describe “how” the work will get done
+ Let's look at some value statements

+ Discuss how they help us understand the norms of the org

Organizations are living organisms and, like individuals, they have a personality and organizational culture that
are unique. A large part of being a successful executive is understanding your people, and then using that
knowledge to build both high-performance teams and superior working relationships. Organizational culture and
personality are built on a foundation of values that define the organization.

To establish this understanding and then get people to buy into the fact that you have their best interest at heart
while still accomplishing the organizational mission require the executive to demonstrate the values of trust and
integrity each and every minute of each and every day. Values must be shown by example and driven top down
in alignment with overall corporate direction.

You can also encourage employees to create a personal value statement aligning with the departmental and
corporate values. This might add more meaning to the company’s value statement for the employee.

Employees will pay more attention to what you do instead of what you say. Executives must “walk the talk.”
Too often in the business environment, managers will say the right thing, and then turn around and by their
actions demonstrate that they didn’t mean what they said. This type of behavior will lead to an environment that
lacks trust, and it shows employees the manager is lacking in integrity. Employees can often put up with a lack
of competence in some areas, a lack of time management skills, etc., but very few will put up with a lack of trust
and integrity for an extended period of time.

Some researchers go as far as to say that in regards to integrity and trust “this competency is...an entry ticket to
leadership effectiveness™ (Garman, 20006).

Initially designing organizational values is important, but it is just as important for senior management to
show—preferably by example—that it embraces and lives the values that have been determined to be of
importance to the organization. It is not sufficient to establish values and a value statement, and then take a look
at it only every couple of years in order to dust it off and say, “Hey, look what we have.” The established
organizational values, as defined in the value statement, must be lived by all employees each and every day.
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The consumer product giant Procter & Gamble has as one of its values that it will not provide bribes to local,
state, or government officials in any country—even if that is the norm for the country in which it is trying to
establish a business foot hold. This value is “lived” by every employee so there is never any confusion as to
what the right thing to do is when establishing a factory in a third-world country. Conversely, Enron had a
fantastic value statement and the results speak for themselves. Enron management clearly did not “walk the
talk.”

In too many cases in organizations, cynicism and hypocrisy abound among the leadership elite in regards to how
well they adopt and embrace organizational values (Urbany, 2005).

The SEC, in its final definition of “Code of Ethics,” states, “We continue to believe that ethics codes do, and
should, vary from company to company and that decisions as to the specific provisions of the code, compliance
procedures, and disciplinary measures for ethical breaches are best left for the company. We strongly encourage
companies to adopt codes that are broader and more comprehensive than necessary” (Allen, 2005).

The primary reason to create a value statement is to assist each and every employee in regards to knowing how
to act and what decisions to make when they are confronted with a question that requires clarification. For
example, I need to build this factory in China and the local mayor is asking for a $10,000 contract kick-back. Is
this okay for me to do? What if the employee of a competitor calls me and wants to sell me its new secret
product formula? Can I buy it and use it to improve our competitive advantage?

It is vital to an organization that the executives believe in and promote the value statement as a core part of the
organization's ethical culture. They must ensure the organization applies resources to provide employee training
on the key concepts covered by the value statement and communicate expectations about adhering to these
values in all situations.

Consider the famous quote attributed to Machiavelli, “The end justifies the means.” Do we want to live like that
and work in an organization that thinks like that? Probably not. Value statements balance the mission and vision.
We define what we want to achieve and how we want to act in pursuit of those achievements. Both are
important.

Reference

http://www.businessdictionary.com/definition/value-statement.html
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Values at General Electric

“Develop an atmosphere

that the only limits of thelr creat1v1ty
and drive will be the feeling 011 how
far and fast they move.”

Jack Welch, of General Electric, made this value statement, and then went on to make internal changes showing
that he was serious about having this value embraced.

At GE’s training center, procedures on what made a good senior manager had been enshrined in Blue Books.
When Welch made his new value statement on creativity, he then had a symbolic Blue Book burning ceremony.
This was his way of saying that the old values were not enough and that new values were needed.

In a culture such as this that values innovation, the security team cannot be seen as the team that blocks
creativity. In fact, security can thrive in this environment by pushing the envelope on security capabilities and
enhancing product security features.

Reference

http://www.ge.com/annual01/values/

26 ©2016 Frank Kim, Stephen Northcutt

acseasssasstadfafnffffAasaaaAAAAAAAAAANAES



A A A A A A 2 2 3 AR AR R AR RRRRRRRRARERA RN

“The Walt‘ D'
dehght

sney Company has entertamed‘_ and
families around the world with

extraordmary expenences that ex and the llrmts Of

Walt Disney spent his life pursuing the idea of clean, wholesome family entertainment. Gord Hotchkiss writes,
“The normally affable Walt could quickly become contentious when his values came into debate. He drove the
overall moral tone of Disney entertainment with an iron will. The door was open for technical and creative
innovation, but heaven help the poor Disney employee who let their moral guard slip, even for an instant.”

Disney’s values of innovation, quality, community, storytelling, optimism, and decency support the statement,
“doing the right thing for families is the right thing for our business.™

“At Disney, leadership is not defined by your title—it’s defined by your actions.™

This means that information security at Disney security can succeed by providing a safe environment for
families and actors while taking a “do-the-right-thing” approach.

References
[1] http://outofmygord.com/2010/03/15/10-things-i-learned-from-disney-2-values-are-non-negotiable/
[2] http://thewaltdisneycompany.com/sites/default/files/reports/DisneyCitizenshipSummary FINAL 0.pdf

[3] https://stacycacciatore.wordpress.com/2014/12/30/the-walt-disney-company-reinforcing-culture-and-values-
to-employees/
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Shaolin Buddhist Principles

“Study — Practice — Teach"
"Work free of praise or criticism"
"Seek simple solutions"
"Assume the lead"
"Listen to learn”

"Dare to risk"

"Match words to actions"
"Defend the defenseless”

Eric Conrad, SANS author and instructor, wrote an excellent essay titled, “Waking Sleeping Dogs: Information
Security Ethics,” where he mentions his former boss, a fifth-degree black belt in Karate, who had a poster of the
Shaolin Buddhist principles on his wall. At the time, Conrad was a security manager for a large healthcare
provider and recalled analyzing complex issues through the prism of “What is best for the patients? Are we
defending the defenseless?”

Quoting his essay:

“In September 2007, we were alerted to an article titled ‘Officials: Man Living with Parents Had over 150,000
Child Porn Images.” At that time, the suspect, Matthew Grasso, was an employee of a member facility. HR
called to discuss a possible investigation: had a crime occurred on company property? This raised ethical issues:

» Should we investigate? We had no request from law enforcement and had no indication that any crime
had occurred on company property.

« If we investigated and discovered evidence of crime, what should we do?

+  What if the company suffered bad press from association with a suspected criminal?

My boss and I discussed the issue. We agreed that we should investigate and turn over any evidence to law
enforcement. Defend the defenseless.”

Conrad’s investigation revealed evidence of a crime associated with a webmail account called “grasso666” as
well as a second account. He provided the evidence to law enforcement. Later, he saw a news bulletin about
the arrests in Europe of eight child pornography suspects. Detective Inspector Stuart Hood "spoke to police in
the U.S. about a man who used an e-mail address *grasso666.””
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“The ethical decisions we make do not occur in a vacuum. We are connected; our decisions make waves. It’s
important to do the right thing not only on principle, but also because our decisions matter. They echo and
reverberate.”

Reference

[1] http://www.sans.edu/research/management-laboratory/article/conrad-mgt42 1
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Values at United Parcel Service (UPS)

+ Integrity
+ Itis the core of who we are and all we do
+ Teamwork
+ Determined people working together can accomplish anything
+ Service
+ Serving the needs of our customers and communities is central to our success
* Quality and Efficiency
+  We remain constructively dissatisfied in our pursuit of excellence
+ Safety
« The well-being of our people, business partners, and the public is of utmost importance
+ Sustainability
« Long-term prosperity requires our continued commitment to environmental stewardship and social responsibility
+ Innovation
» Creativity and change are essential to growth

United Parcel Service (UPS) has many items that are commonly seen in corporate value statements. Its values
are integrity, teamwork, service, quality and efficiency, safety, sustainability, and innovation.

Reference

https://pressroom.ups.com/pressroom/ContentDetails Viewer.page?Concept Ty pe=FactSheets&id=142632165015
6-161
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Organizational Structure

« Values inform how to navigate in the org

« Where security is situated also informs how to navigate
» What part does Information Security play in the organization’s strategic plan?
» Where should Information Security report to within the organization?
« How well does it interface with HR?
» Current reporting lines
* Advantages and disadvantages of various org structures

Does the information security strategic plan roll up into the organization’s overall strategic plan? There should
be some linkage. In the past, security was more tolerated than treasured. The target compromise was the
watershed event. There had been many breaches before and many breaches after, but this cost the CEO and CIO
their jobs. That got the corporate world’s attention like no other.

But change is a process and sometimes happens slowly. Does the information security group report to a real
decision maker such as the CEO, CFO, or COO, or is it buried? A whitepaper from ISC2 points out the
importance of the relationship between HR and Security. In addition, a thought-provoking article from
CSOonline points out that the CSO interview process gives a lot of insight into these questions.

References

https://www.isc2.org/uploadedfiles/industry resources/hrwhitepaper.pdf
http://www.csoonline.com/article/220898/does-the-job-fit-
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Tips for CreatiﬁgValue Statements

* As a manager and leader, you are expected to:
+ Understand the vision and values of the company
« Define “how” the work of the team gets done
« Express the “how” by the values you create and espouse
* Pick a small number of core values around which you can build the team culture
and personality
+ Do they provide guidance to employees?
» Can they be measured and prioritized?
* Are they stable? They should not change frequently

» Security team culture must align with:

« Values of stakeholders

< Culture of the overall organization

As a manager and leader, you are expected to understand the vision and values of the company. These values
define how the work gets done in the organization. By defining and living these core values, you create a team
culture and personality that help guide employees in the work that they do.

Once you determine a core value, you need to also figure out how you are going to measure the adoption and
adherence to that value. For example, if we want to be a people-oriented organization, we can measure
employee turnover. Why? So we can compare retention with our peers. Can we put periodic annual checks in
place to see how well we are adhering to this value? How are we going to enforce or discipline an employee
who is behaving counter to this value?

Values should be stable and tied closely to the vision of the organization. The mission might change due to the
changing demands of the market, and the vision might be altered based on the results of strategic planning, but
the values, culture, and ethics or your organization should be long-lasting.

Security should not try to change the corporate culture. Security must align with the values and culture of key
stakeholders and the overall organization.
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Whose Values Are These?

This is Enron’s value statement. It has common values like respect, integrity, communications, and excellence.
However, it then specifically calls out ruthlessness, callousness, and arrogance as not being acceptable to the
organization. It is very strange to have such items called out in a value statement. Maybe the leaders at Enron
knew something about the culture of their organization and wanted to attention to what employees do instead of
what they say.

Reference

http://www.nytimes.com/2002/01/19/opinion/enron-s-vision-and-values-things.html
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Exercise 2.1 - ldentifying Core Values

 Goals of this exercise
* Determine how organizational values impact security
* Identify how security can display these core values

+ Identifying core values
* Write down three core values
» From your current or previous employer
» Asa group discuss:
* How this core value impacts the security team

« How security can display this core value

The goal of this exercise is to determine how certain values impact the security team and identify what security
can do to display these core values.

Using the next page as a worksheet, follow this process:

1) Write down three core values. These can be from your current or previous employer. Alternatively, you can
write down a core value that you want your security team to exhibit.

2) As a group, discuss:

» How this core value impacts the security team for better or for worse

« How security can display this core value|
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Core Values _Wd_rksheéf

How does this core value

Core value : 5
impact the security team?

How can security
display this core value?

Use this page to write down three core values at your company.

©2016 Frank Kim, Stephen Northcutt
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Customer focus
Efficiency
Entrepreneurial
Ethical behavior
Excellence

Expertise
Leadership

What Values Should Your Security Department Have?

. Accountability
Collaboration

L

Innovation
Integrity
Passion
Professionalism
Quality
Reputation
Respect
Transparency
Trustworthiness

No matter what the overall values of your larger company, you might want to instill a specific set of values
specifically for the security team. Some example values are listed here on this slide for reference.

36
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Exercise 2.1 — Core Values Debfiéf

* Core values are key to:
» The culture of the organization
+ Establishing acceptable working norms

* Culture is very unlikely to change

* Must determine how to adapt the security team to the culture of the org

Remember that “culture eats strategy for breakfast.” In other words, culture is very unlikely to change. As a
manager and leader, you must determine how to adapt the security team to the culture of the larger organization
so that it can be successful. This is done by understanding the values of the larger organization and establishing
acceptable working norms. This helps guide the team and provides guidelines for ~ow the work should get done.
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SWOT Analysis

Goals of this section

« Understand how SWOT analysis is used as part of the strategic planning
process

* Learn how to do a SWOT analysis

When examining the potential for your strategy or your security initiatives, a SWOT analysis can help you
determine the likely risks and rewards. As such, the goals of this section are to provide you with an
understanding of how SWOT analysis is used as part of the strategic planning process and how to complete a
SWOT analysis.
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What Is SWOT Analysis?

* A structured discovery and planning tool used:
+ To evaluate strengths, weaknesses, opportunities, and threats
» For your business initiatives, teams, and/or individuals

* SWOT stands for:

» Strengths
» Favorable characteristics of the business that are working well
« These will work to your advantage

= Weaknesses

» Unfavorable conditions of the business that put you at a disadvantage

« These should be mitigated as soon as possible
« Qpportunities

« External situations that the organization might leverage to its advantage
» Threats

» External factors that might be potential sources of failure

SWOT analysis is a structured discovery and planning tool that is useful in helping you understand your
strengths and weaknesses, identify both the opportunities that are open to you, and identify the threats that you
face. This tool can be used for your business initiatives, teams, and/or individuals.

SWOT analysis can be used in a number of decision-making situations. As an example, when used in the
business initiative context, it helps you to understand and maintain your niche in your particular market. Used in
the team context, it helps you understand how to strengthen and manage high-performing teams. Used in the
individual context, it can help identify talent, abilities, and develop career paths. SWOT can also be used in pre-
incident/crisis planning and preventive incident/crisis management or used in creating a recommendation during
a viability study.

The acronym SWOT stands for:

« Strengths: Favorable characteristic of your business that are working well and you can use to your
advantage. These are generally internal to your organization.

»  Weaknesses: Unfavorable conditions of the business that put you at a disadvantage or detract from
your ability to achieve your desired goal. These should be mitigated as soon as possible.

« Opportunities: External situations that your organization might leverage or propel to your
advantage.

+ Threats: External factors that might be potential sources of failure, place the group’s mission or
operation at risk, and should be managed or eliminated as soon as possible through contingency
planning.

The origins of the SWOT analysis are generally credited to Albert Humphrey, who led a convention at the
Stanford Research Institute in the 1960s and 1970s using data from Fortune 500 companies. Humphrey himself
does not claim the creation of SWOT, and the origins remain somewhat obscure.
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Like PEST and Porter’s Five Forces, over the course of time, many variants have been created. Heinz Weihrich,
author, management consultant, and a professor of global management and behavioral science at the University
of San Francisco, introduced the TOWS Matrix, a conceptual framework that aids in finding the most efficient
actions. Weihrich claimed that some users found it difficult to translate the results of the SWOT analysis into
meaningful actions that could be adopted within the wider corporate strategy. Comparative SWOT analysis is
another variant that facilitates the groups and comparison of competing SWOT analysis such as different
projects and/or markets. Finally, there is a SWOT landscape analysis that systematically deploys the relationship
between the overall objective and underlying SWOT factors and provides an interactive query-able 3D
landscape.

Setting aside the variations of SWOT, the framework you will learn in this section is the most widely recognized
and utilized SWOT analysis framework. SWOT should be used as a complimentary tool to PEST and Porter’s
Five Forces in developing your strategy.

References

https://en.wikipedia.org/wiki/SWOT analysis
https://en.wikipedia.org/wiki/Heinz_Weihrich
https://en.wikipedia.org/wiki/Albert S. Humphrey
http://www.businessnewsdaily.com/4245-swot-analysis.html

http://www.mindtools.com/pages/article/newTMC_05.htm
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Why We Need to Do SWOT Analysis

+ Will help you focus on vital components of your efforts by:

* Uncovering strengths and opportunities to build upon and exploit

* Detecting weaknesses and threats that can be eliminated and/or managed
 Used in strategic planning to:

* Prioritize for successful outcomes

+ Develop short-term and long-term plan

+ Gain and maintain a competitive advantage

SWOT analysis highlights the areas in which major strengths and weaknesses are evident. It also highlights
opportunities that you may be well positioned to exploit and threats that you would want to manage and
eliminate over time. In addition, by looking at yourself and your competitors using the SWOT tool, you can
further refine and focus your strategy on vital components that distinguish you from your competitors with a
greater likelihood of success.

The SWOT analysis framework is beneficial in so many ways. It can help set objectives by defining what your
organization is going to do. It can help you with an environmental scan so you better understand how you are
positioned in your particular industry. It can help you see what changes you need to make in your current
operations or existing strategies. SWOT analysis helps organizations decide whether or not an objective is
obtainable or in exploring avenues for new initiatives. It can also be used as a monitoring mechanism for an
initiative underway to determine whether refinement or redirection efforts are needed.

In summary, identification of the SWOT elements is important because it can determine vital steps that should
be included in planning to achieve the desired outcome.

References

http://www.washington.edu/research/rapid/resources/tools Templates/SWOT _analysis.pdf

http://www.businessnewsdaily.com/4245-swot-analysis.html

42 ©2016 Frank Kim, Stephen Northcutt

" ¥ P R R RN N RN R RN R NP RN R R RN NN R R R RN N RN R R R R R RO RN R R R R R R R RN



A A A R A A N A A A EBRERE R RN R RERRERRERRR R R R REREREREREREREREEREREDRER

SWOT Analysis

+ Strengths and Weaknesses are often internal to your org
« Opportunities and Threats are generally external factors

Harmful

Internal

Opportunities Threats

Strengths and weaknesses are often internal to your organization, whereas opportunities and threats generally
relate to external factors. For this reason, the SWOT analysis is sometimes called “Internal-External (1E)
analysis,” and the SWOT Matrix is sometimes called the “IE Matrix.” It’s probably obvious but still worth
stating that strengths and opportunities are helpful, whereas weaknesses and threats are harmful.

Strengths are favorable characteristics of your business that are working well and you can use to your
advantage. These are internal to your organization. You’ll want to consider your strengths from an internal
perspective, also from the point of view of your customers, and others in the marketplace as well as your
competitors. Think about your strengths in relation to your competitors. For example, if all of your competitors
provide high-quality products, and high-quality production processes are not a strength in your organization, it
might be a necessity to compete in that specific market.

Weaknesses are unfavorable conditions of the business that put you at a disadvantage or detract from your
ability to achieve your desired goal. These should be mitigated as soon as possible. Although this is often
internal to your organization, you’ll also want to consider looking at this from the eyes of external people as
well. For example, do other people outside your organization seem to perceive weaknesses that you possibly
don’t see, or are your competitors doing better than you? It’s best to be brutally honest and realistic in this
section and face the unpleasant truths so you have the opportunity to do something about them.

Opportunities are external situations that your organization may leverage or propel to your advantage. Useful
opportunities can come from such things as changes in technology and markets on both a broad and narrow
scale, or changes in government policy related to your field, changes in social patterns, population profiles, and
lifestyles and local events. A useful approach when looking at your opportunities is to look at your strengths and
weaknesses and ask yourself whether they open up any opportunities if you leverage your strengths or eliminate
threats.
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Threats are external factors that might be potential sources of failure or place the group’s mission or operation at
risk and should be managed or eliminated as soon as possible through contingency planning. You might also
want to look at your strengths and weaknesses to determine the threat of successes turning into weaknesses and
weaknesses turning into real threats.

References

https://en.wikipedia.org/wiki/SWOT analysis
http://www.washington.edu/research/rapid/resources/tools Templates/SWOT analysis.pdf
http://www.businessnewsdaily.com/4245-swot-analysis.html

http://www.mindtools.com/pages/article/newTMC _05.htm
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PharmaCo Cage Scenario

* Cheryl Miller was recently hired as Director of Security Strategy
+ Asked by her boss, the CIO, to create a plan for improving security

» This includes security operations, threat intelligence, security monitoring, incident response, and
anything else she uncovers that needs improvement

« PharmaCo is a large pharmaceutical company

* Created breakthrough drugs that have helped millions of people lead longer, healthier
lives

* $25 billion in revenue, 70,000 employees around the world

+ Increasing competition—pressure to create new drugs

+ Decentralized operations—including security

* Recent evidence of intrusions—leaked documents containing sensitive product
development plans

Your friend, Cheryl Miller, works for a large pharmaceutical company, PharmaCo. She was recently hired as
Director of Security Strategy and has been asked by her boss, the CI10, to create a plan to improve the
effectiveness of the organization’s security operations. This includes threat intelligence, security monitoring,
incident response, and anything else she uncovers that needs improvement. At your monthly dinner, she
expresses that she’s having a hard time understanding the organization and how to structure her approach to
deliver what the CIO has asked for. Cheryl looks to you for guidance and counsel on how she can get her arms
around the enormity of this task, and prioritize efforts for an improvement plan.

PharmaCo is a large multinational organization with $25 billion in annual revenue, 70,000 employees, and
offices across six continents. At the heart of PharmaCo’s culture is a heavy focus on innovation and R&D. In
fact, it has created breakthrough drugs for the treatment of cancer and has helped millions of people lead longer,
healthier lives. Due to its success, competitors are constantly looking to take market share. There is increasing
pressure to speed up the creation of new drugs in the face of this competition and increasingly difficult
regulatory environment. At PharmaCo, each individual business unit runs its own research & development and
operations functions. As a result, security is currently decentralized across business units. Historically, this has
not posed a problem, but recently there has been evidence of intrusions. Sensitive documents about product
development plans have been found in the hands of outsiders.

You can clearly see from Cheryl’s conversation with you, she has a big job ahead of her, but the good news
from your point of view is she has a high level understanding of her company PharmaCo, and more importantly,
she has a stated objective from the CIO to create a plan to improve the effectiveness of the organization’s
security operations.

You explain to Cheryl that the most effective tool, in this case, is a SWOT analysis and the use of this tool
should help her identify strengths, weaknesses, opportunities, and threats for the security organization and
develop objectives for an improvement plan as the CIO had requested. Because Cheryl had been a participant

©2016 Frank Kim, Stephen Northcutt 45




only in doing a SWOT analysis for a specific project, she asks you the best approach to lead this effort. You
advise her that a SWOT analysis for this particular application is best developed in a group setting with a
facilitator to conduct the meeting. You recommend that she pull together key players in the operations, threat
intelligence, monitoring, and incident response team and allow the participants to creatively brainstorm, identify
obstacles, and strategize possible solutions to the limitations. Not only will this help her understand each of the
areas of the SWOT, but it will also facilitate the buy-in and stakeholder management component for these
initiatives, because the key players will in effect end up owning these improvement initiatives.

After the brainstorming activity, you’ll critically examine each area and distill the content in each area into a
few strategic macro issues. You advise her of the common mistakes in SWOT analysis are focusing on the
micro level of details. A common mistake to be aware of and avoid is when you look internally, be aware and
avoid loyalties or bias towards function that can prevent real areas of concerns from surfacing. This often
presents itself as over expressing details. When looking at the external factors, team members might not want to
do the work it takes to look outside your company and finally, there is also a common problem of failing to
evaluate threats correctly. Opinions swing from “It won’t affect us at all”” to “It spells instant disaster” for the
same threats, which is something you need to be mindful of.

You also recommend that if she hasn’t already done a PEST, Porter’s Five Forces, she should complete these as
well, and you remind her of the importance of a Stakeholder Management Strategy, because it is likely that
many cross-functional, cross-organizational initiatives will result from this effort, which is directly in alignment
with the CIO’s expectations.
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« Favorable characteristics of the business that are done right and working well

« These will work to your advantage

» Perspectives to consider
« Internal
« Customers’ point of view
« Others in the marketplace
+ Competitors
+ Key questions to ask
« Does your organization have any advantages over others?
« What do you do better than anyone else?
* Do you have unique capabilities and/or attributes?

« How do others in the marketplace view your strengths?

Do you have a unique value proposition?

As a reminder, strengths are favorable characteristics of your business that are working well and you can use to
your advantage. These are internal to your organization. You'll want to consider your strengths from an internal
perspective, from the point of view of your customers, others in the marketplace, and your competitors.

A good place to begin analyzing the strengths is to determine what advantages the organization has: What do
you do better than anyone else, what are the unique capabilities and/or attributes you can draw on that others
can’t, what do other people in your market see as your strengths, and what is your unique value proposition?

Other examples for consideration internally for you are financial resources such as funding availability, sources
of income and investment opportunities, physical resources (such as location, facilities, and equipment), human
resource elements (such as employees, volunteers, and target audiences), and the role of key staff members.
Access to natural resources, trademarks, patents and copyrights, and current processes (such as employee
programs, training, etc.) should also be considered. You might also want to look at departmental hierarchies and
company culture and image, and don’t forget to consider any technology advantage or disadvantage. You can
look at operational efficiency and operational potential. These examples could also be considered for the
Weakness quadrant.

If you’re having difficulty identifying strengths, this is where the brainstorming and the aid of various people
can come into play. Begin by writing down a list of your organization’s characteristics. Some of these ideas will
likely be strengths that you can build on.

References

http://www.businessnewsdaily.com/4245-swot-analysis.html

http://www.mindtools.com/pages/article/newTMC_05.htm
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PharmaCo SWOT Analysis _

Harmful

| Strengths Weaknesses
» Business mission to help people lead healthier lives
« Culture of innovation and R&D
| + Ability to create breakthrough new drugs
» Decentralized business units allow quick innovation
| » Strong geographic presence
* Access to talent around the world

Opportunities Threats

; ':Intérnal; .

External

Cheryl did exactly as you had recommended. She pulled a meeting together with key players from security
operations, threat intelligence, monitoring, and incident response teams. There was no shortage of ideas coming
out of the brainstorming session, and after some healthy discussions, the team agreed it had a good prioritized
macro list of the strengths of the organization.

The team agreed that the company has many strengths, one being the business mission to help people lead
healthier lives. Two additional strengths are a heavy cultural focus on innovation and research and development
and the ability to create breakthrough drugs. All of these strengths are apparent and evident by the millions of
people it has helped to date and by the recent breakthrough in drugs for the treatment of cancer.

The company has decentralized business units where each individual business runs its own research and
development and operations. This allows for quick innovation. Finally, because this company is a large,
multinational organization with offices across six continents, it has access to top talent around the world.
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Weaknesses

« Unfavorable conditions of the business that put you at a disadvantage
+ It’s best to be realistic in this section so you can mitigate risk as soon as possible

« Perspectives to consider
+ Internal
+ Customers’ point of view
+ Others in the marketplace
+ Competitors
+ Key questions to ask
+ Are there areas that others in your market would likely to see as a weakness?
+ What factors would lose credibility for you?
« Isthere anything my competitors are doing better than me?

N—

As a reminder, weaknesses are unfavorable conditions of the business that put you at a disadvantage or detract
from your ability to achieve your desired goal. These should be mitigated as soon as possible. Although this is
often internal to your organization, you’ll also want to consider looking at this from the eyes of external people.
For example, do other people outside your organization seem to perceive weaknesses that you possibly don’t
see, or are your competitors doing better than you? Don’t forget to be brutally honest and realistic in this section.

A good place to begin analyzing the weaknesses is to determine where you can improve, what you can avoid,
what people in the market are likely to see as your weaknesses, what factors lose credibility for you, and what
your competitors are doing better than you.

Weaknesses can include limited financial resources, constrained physical resources (e.g. location, facilities, and
equipment), employees with the wrong skill sets, limited access to natural resources, and a weak patents library.
You should also determine whether current processes are broken or non-existent, or if you have inadequate
employee programs such as training. You might also want to consider whether departmental hierarchies are
detrimental and cause a weakness or whether the company culture or image shows as a weakness. Don’t forget
to consider any technology disadvantage or any operational inefficiency and lack of operational potential, which
are all starting points.

References

http://www.businessnewsdaily.com/4245-swot-analysis.html
http://www.mindtools.com/pages/article/newTMC 05.htm
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PharmaCo SWOT Analysis e

el oE e Harmful
Strengths Weaknesses
: * Business mission to help people lead healthier lives * No CISO or central security responsibility
- + Culture of innovation and R&D » Security is decentralized and understaffed
E « Ability to create breakthrough new drugs « No central threat strategy
42 * Decentralized business units allow quick innovation | « Technology is under utilized
= | * Strong geographic presence + Slow deployment of clinical trials
» Access to talent around the world « Aging workforce—key thought leaders near
retirement
Opportunities Threats
1

Cheryl was a bit surprised that the weaknesses came out so easily from the team. In fact, the hard part in this
section was agreeing on which handful should be listed because each of the key team members wanted his
opinion included here, and at the rate they were heading, this topic could have gone on all day. In the meeting,
everyone was quite brutally honest with Cheryl about the pain points, despite the fact that she was the new
person on the team.

The team eventually agreed that not having a CISO or central security responsibility was one of the biggest
challenges and that it could very well be the root cause as to why security is decentralized and without a threat
strategy. Most importantly, each of the team members in the meeting felt his area was critically understaffed.
This was obviously a passionate topic, similar to her previous company (at least there was a CISO in place at the
other company, though). The team also felt like technology was underutilized not only in the security
department, but also across the entire company.

A business article was recently published about the pharmaceutical industry, and one of PharmaCo’s top
executives was quoted about the industry challenges of slow deployment of clinical trials and the impact that has
on the business mission. “The rigor of clinical trials, although necessary, slows the ability to get medicines into
the hands of those people who need it most. The pharmaceutical industry must do what it takes to eliminate
waste and delays in the process and get the people the right medicine at the right time.”

Finally, it was well known at PharmaCo that the aging workforce was a challenge for the company. Many of the
key thought leaders from across all business sectors were nearing retirement.

Cheryl also wondered to herself why security was not centralized. She was anxious to learn more.
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+ External situations that the organization can leverage or exploit to its
advantage

 Perspectives to consider
+ Strengths and Weaknesses you've already documented

+ Include output of PEST analysis to ensure you haven’t overlook any factors such as
demographics, employment trends, etc.

+ Key questions to ask
+ What interesting trends are you aware of?
* Are there any significant changes in technology and markets?
+ What government and/or regulatory policy relate to your field?

* How can you leverage social patterns such as population profiles, lifestyle changes, etc.?

As a reminder, opportunities are external situations which your organization may leverage or propel to your
advantage. Useful opportunities can come from such things as changes in technology and markets on both a
broad and narrow scale, or changes in government policy related to your field, changes in social patterns,
population profiles, lifestyle changes, and local events.

A useful approach when looking at your opportunities is to look at your strengths and weaknesses and ask
yourself if they open up any opportunities if you leverage your strengths or eliminate threats. You may also want
to include output of your PEST analysis to ensure you haven’t overlooked any factors such as demographics,
employment trends etc.

External forces influence and affect every company, organization and individual whether they are directly or
indirectly connected to an opportunity or threat. It’s important to consider all items that were generated as a
result of the brainstorming activities.

References

http://www.businessnewsdaily.com/4245-swot-analysis.html

http://www.mindtools.com/pages/article/newTMC_05.htm
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| Strengths

| + Business mission to help people lead healthier lives
| *» Culture of innovation and R&D

* Ability to create breakthrough new drugs

| *+ Decentralized business units allow quick innovation
|| * Strong geographic presence

1 = Access to talent around the world

Internal . :

PharmaCo SWOT Analysis

Harmful

Weaknesses
+ No CISO or central security responsibility
« Security is decentralized and understaffed
* No central threat strategy

« Technology is under utilized

« Slow deployment of clinical trials

» Aging workforce—key thought leaders near
retirement

' Opportunities
» Hire a CISO
1| + Operationalize around the kill chain

» Organize personnel to improve security effectiveness
(combining physical & info sec)

« Leverage global presence to build 24x7 team
| » Increase staffing levels

Threats

It was clear to Cheryl that the key participants she had in her brainstorming meeting were the security thought
leaders. When it came to the opportunities quadrant, they wasted little time reaching an agreement on what
should be included.

First and foremost, the greatest opportunity was to hire a CISO. The team felt that this role would bring clarity
and cohesion to the security teams. The recent evidence of data loss where development plans were found in the
hands of outsiders was a clear indication of compromise and rightly so; each and every person in that room
along with all the security staff had reason to be alarmed. Based on this evidence, the team found opportunities
to operationalize around the kill chain by leveraging its global presence to build a 24x7 security operations team.
In addition, the team felt that the security organization needed to be re-organized and possibly centralized to
improve the overall effectiveness. This included combining physical security and information security. All of
these ideas lead to an opportunity to increase staff in an overall effort to minimjze data loss.
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External factors that can be potential sources of failure or cause trouble for the

business
Perspectives to consider

+ Include output of PEST analysis to ensure you haven’t overlooked any factors such as government
regulations and technology changes

Key questions to ask

+  What obstacles do you face?

+  What are your competitors doing?

+ Are quality standards or specifications for your job changing?
« Is changing technology threatening your position?

+ Does your company have cash-flow problems?

+ Could any of your weaknesses seriously threaten your business?

As a reminder, threats are external factors that can be potential sources of failure or place the group’s mission or
operation at risk and should be managed or eliminated as soon as possible through contingency planning. For
this quadrant, you might also want to include the output of your PEST analysis to ensure you haven’t overlooked
any critical areas such as government regulations or technology changes.

A good place to start your brainstorming for this quadrant is to look at some of the obstacles you, your
organization, and your company face. You’ll want to look at what your competitors are doing. If they are doing
the same thing better than you, this would certainly be a threat. You’ll need to determine whether quality
standards and/or specifications for your job are changing. In security, this might be any new regulatory mandate
for instance. You should also look at technology and answer, “Is there any threat to your position?” Although in
security, that is highly unlikely. You shouldn’t, however, discount looking into this question and making sure
the answer is as it appears. You should also look at your company and the financial aspect for example, and
answer, “Does it have cash-flow problems, and is its credit rating at risk?” And most importantly, you’d like to
know whether any of your weaknesses seriously threaten your business as is the case of the development plans
have been found in the hands of outsiders. We know from our Porter’s Five Forces the importance of
understanding competitive rivalry, and should sensitive research and development documents, or sensitive
documents related to clinical trials, were to be leaked to the competitors it might be a going-out-of-business
event.
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PharmaCo SWOT Analysis .

+ Business mission to help people lead healthier lives
« Culture of innovation and R&D

« Ability to create breakthrough new drugs

+ Decentralized business units allow quick innovation
+ Strong geographic presence

» Access to talent around the world

Internal

Harmful

Weaknesses
+ No CISO or central security responsibility
» Security is decentralized and understaffed
* No central threat strategy

« Technology is under utilized

« Slow deployment of clinical trials

» Aging workforce—key thought leaders near
retirement

Opportunities
» Hire a CISO
» Operationalize around the kill chain

+ Organize personnel to improve security effectiveness
(combining physical & info sec)

+ Leverage global presence to build 24x7 team
+ Increase staffing levels

Threats

« Insider threat—geographically dispersed workforce
and risk of data loss

» Competitors—seeking intellectual property
« Nation state—seeking to accelerate R&D

» Regulatory—increased regulation results in delays
getting new drugs to market

At this point, Cheryl is beginning to see hope that an improvement plan can be pulled together for the CIO as
requested. The team has worked diligently to complete the SWOT analysis and she feels like this is all
beginning to make a lot of sense.

For the threats, the team once again lost no time in coming to consensus about the threats. It must be in the
nature of security professionals to identify threats quickly. Insider threats and the risk of data loss is a big
problem given the geographically dispersed workforce, and it’s not an easy problem to solve. Competitors
seeking intellectual property are also a high threat. With all the research and development that PharmaCo does,
getting your hands on it would be tremendously valuable as a competitor. Nation states are also looking to
accelerate their research and development efforts. PharmaCo is also concerned with the regulatory landscape,

which results in delays in getting new drugs to market.

The team and Cheryl take a step back to review their SWOT analysis and find it interesting that this process and
this SWOT matrix did indeed help them understand the strengths, define the weaknesses, and clearly outline
opportunities the team could leverage for an improvement plan. The threats confirmed what the security team
had always known, but now the team feels as though it can have a very different conversation with the CIO.
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In Summary _

» SWOT Analysis is used:

+ As part of a the strategic planning process
+ Evaluate strengths, weaknesses, opportunities, and threats
* Help develop short-term and long-term plan
« Prioritize security investments for successful outcomes
* To help you have more meaningful dialogue with business leaders
* How security can respond, enable, and support business goals and market trends

In summary, the SWOT analysis is a structured discovery and planning tool that is useful in helping you
understand your strengths, weaknesses, opportunities, and the threats to your business initiatives, teams, and/or
individuals. It should be used as part of the strategic planning process to help develop short-term and long-term
plans. This will help you prioritize security investments for successful outcomes and most importantly, the
results will provide you with the right information to have a more meaningful dialogue with your business
leaders and illustrate to them in their terminology how security can respond, enable, and support business goals
and market trends.
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How to Develop the Roadmap | ” |

1) Determine where you want to go
* Create a vision that fosters innovation

2) Create a structure to follow
« Utilize a security framework

3) Understand what it takes to reach the goal
* Analyze your gaps

4) Create a plan
* Develop the roadmap

Developing a roadmap for your security team or program is not just about identifying technical capabilities and
tools to deploy. An effective roadmap is developed by:

1) Determining where you want to go

By defining a vision for an improved future state, you as a leader can create an environment that allows people
to think in innovative new ways.

2) Creating a structure

It’s not just about the grand plan or vision. Making this practical requires following a structure for the security
team. This can be done by creating or utilizing a security framework.

3) Understanding what it takes to reach the goal

By understanding the current state and analyzing the resulting gaps, you can identify discrete actions that need
to be taken to reach the goal.

4) Creating a plan

With the end goal, program structure, and gaps identified, you can create the roadmap for your team to follow.
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Visioning and Innovation -

* Goals of this section
« Incorporate visioning into strategic planning

* Learn to innovate with the business
« By solving their “jobs to be done”

Henry Ford is the famous founder of Ford Motor Company who brought affordable automobiles to the masses
by pioneering the assembly line technique of mass production. In a time when automobiles were extremely
expensive and reserved for the wealthy, Ford had a vision of providing inexpensive goods and high wages for
workers. He was able to envision an alternate future that was not dominated by horses and carriages. This vision
led to business process innovation that resulted in solving the problem of affordable and convenient
transportation for millions of people around the world.
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Visioning ; -

* Process of thinking about how the world will be in the future
+ Helps “stretch” strategic planning

» Without the visioning step
» Will likely end up producing a tactical plan instead of a strategic plan

Visioning is not the same thing as a vision statement. A vision statement is what we want to become and what
we aspire to be. Visioning helps us to think about the world we are most likely to face.

Visioning, or futurism, is the process of thinking about what the world will be like 10 or even 20 years from
today. It is an invaluable tool in strategic planning because it forces us to think about the unknown world. We
tend to be short-term focused in security, partly because we are constantly responding to new threats. We also
tend to skip doing things that are hard. What operating system and computing device will your organization use
in 5 years? What about 10 years? You don’t know and we do not either, but we do expect we will have
operating systems and computing devices.

Skipping the visioning process is not recommended. If you do, you will almost certainly end up with a tactical
plan.
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Practical Tips to Succeed

* Visioning is hard

* People tend to jump straight to tactical planning and solutions
* Institute regular visioning sessions

« Come up with ten ideas every day

+ Create a collaborative work environment
* Praise every idea

+ Praise to criticism ratio

+ 5.6 to11in highest performing teams
* 1.9 to 1 in medium performing teams

* .36to1inlow performing teams

Visioning is a difficult process. Just as people tend to jump straight into creating solutions when presented with
a problem, people tend to jump straight into tactical planning when doing strategic planning.

Often the mind has to be trained to think in innovative ways. James Altucher is an entrepreneur and author who
founded StockPickr, sold it to TheStreet.com for $10 million, and lost $15 million in two years on failed
investments. This enabled him to re-evaluate his approach to business and life. He has an article titled, “The
Ultimate Guide for Becoming an Idea Machine.”' He says, “It’s important to exercise the idea muscle right now.
If your idea muscle atrophies, then even at your lowest point, you won’t have any ideas.” Among other things,
he says that you should come up with ten ideas every day. Start the idea muscle working. That’s it.

At work, you can institute collaborative work environments that can help with visioning and innovation—
perhaps something similar to English coffee houses in the 17 and 18 century that might have contributed to
The Enlightenment.No matter how you create these collaborative environments, one thing is clear. You as a
manager and leader should praise every idea. You probably can’t say “I agree with that” or “That’s a great idea”
often enough. Research has shown that the highest-performing teams compliment each other up to 15 times
more often than the lowest-performing teams.? Similar research has shown comparable results when looking at
the rate of married couples getting divorced vs. staying together. This can even apply to acts of non-verbal
communication such as high fives and fist bumps on sports teams.*

References

[1] http://www.jamesaltucher.com/2014/05/the-ultimate-guide-for-becoming-an-idea-machine/

[2] https://en.wikipedia.org/wiki/English_coffeehouses in the 17th and I 8th_centuries#The Enlightenment
[3] https://hbr.org/2013/03/the-ideal-praise-to-criticism/

[4] http://espn.go.com/blog/truehoop/post/ /id/13761/study-good-players-arent-afraid-to-touch-teammates
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The future is many, not one

Alt outcome 1
Alt outcome 2

—@ Vision

Alt outcome n

Even if you implement regular visioning sessions and create a nurturing environment for innovative ideas,
visioning is still very hard. The good news is that we do not have to be pin point accurate to gain benefits from
visioning. As long as we respect the limits of plausibility (in the next ten years, faster than light travel, cold
fusion, world peace, etc., are not within the limits of plausibility), we have a good chance of being close enough
to position our organization to what actually happens to take advantage of perceived opportunity.
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DiékTracy — 1931

What is on his wrist?

Dick Tracy is a fictional, comic book crime fighter who came into being in 1931. We do not actually know
when the two-way TV wristwatch first appeared, but the point is, this is within the cone of plausibility, perhaps
not for ten years, but given enough time.

References

http://en.wikipedia.org/wiki/Dick_Tracy
http://dailyspeculations.com/Dick Tracy.png
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Strategic Plan - Dick Tracy’s Watch

Miniaturization of electronics
Power source that scales
Wireless or cellular connectivity
Impact resistance

Strong, efficient encryption
« He does fight organized crime

Say it is 1935 and we are a company that believes in the future and that there will be two-way voice and video
communication devices. What are the big problems that need to be solved to make such a communications
device a reality? If we were planning strategically, what would need to happen to make this plausible? Some of
them are:

64

* Miniaturization of electronics

« Power source that scales

*  Wireless or cellular connectivity
« Impact resistance

« Strong, but efficient encryption
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Transistors -

* 1971 Intel 4004: 2,300

1989 Intel 486: 1,200,000

2002 Intel Itanium 2: 220,000,000
2007 Intel Quad core: 820,000,000

2020 Intel ???: 4 Billion
« Moore’s law appears to have a limit

*

+ More transistors in the world than grains of sand?

Moore's law describes a long-term trend in the history of computing hardware. The number of transistors that
can be placed inexpensively on an integrated circuit has doubled approximately every two years. This means the
only things keeping the Dick Tracy wristwatch from being as powerful as a modern-day desktop computer will
eventually be screen size and power source.

Reference

http://www.intel.com/content/www/us/en/history/historic-timeline.html
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JulesVerne (1828 - 1905)

* French novelist who wrote:
+ Journey to the Center of the Earth (1864)
» From the Earth to the Moon (1865)
» Twenty Thousand Leagues Under the Sea (1870)
* Around the World in Eighty Days (1873)

* He predicted many modern inventions

L]

Electric submarines
Lunar modules
Videoconferencing

Taser
Skywriting: “Atmospheric advertisements”
Newscasts: “Instead of being printed the news will be spoken to subscribers”

Jules Verne is a French novelist who is most well-known for his adventure novels and influence on the science
fiction genre.! His ideas were often a century ahead of his time. He predicted many modern inventions,? such as
electric submarines, lunar modules, videoconferencing, the Taser, skywriting, and newscasts.

References
[ 1] http://en.wikipedia.org/wiki/Jules Verne

[2] http://news.nationalgeographic.com/news/2011/02/pictures/1 10208-jules-verne-google-doodle-183rd-
birthday-anniversary/
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NikolaTesla (1856 — 1943)

« Famous inventor who created:

 Alternating current + Transistor

* Radio * Remote control

+ Radar * Neon lighting

+ X-rays + Electric motor

* Hydroelectric power * Wireless communications

* Good overview from The Oatmeal
* “Why Nikola Tesla was the greatest geek that ever lived”
* http://theoatmeal.com/comics/tesla

Nikola Tesla is a famous inventor who not only thought of amazing ideas, but he actually brought them to life.
Among his most significant contributions are those inventions related to energy. He created alternating current,
built the first hydroelectric power plant at Niagara Falls, and even came up with a system for wirelessly
charging your home. He even created a tower near New York City that would have provided free wireless
energy to the entire world. The project was scrapped when the investor realized there would be no way to
regulate the energy and, therefore, charge for it.

Reference

http://theoatmeal.com/comics/tesla
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Hedgehog Concept

 Based on an ancient Greek parable

+ “The fox knows many things, but the hedgehog knows one big thing.”
« To be successful, focus on doing one thing extremely well
« Find your “Hedgehog Concept” by understanding what:

* You are deeply passionate about

* You can be the best in the world at
+ Drives your economic engine

The concept behind the Hedgehog Concept is based on a Greek poem about a fox and a hedgehog. A cunning
and brilliant fox grasps the complexity of the woods around him. He sets his mind on eating a hedgehog and
spends hours plotting the perfect attack. Meanwhile, the simple hedgehog goes about its business unaware.
When the fox attacks, the hedgehog rolls himself into a spiny, impenetrable ball. The fox keeps re-strategizing,
but the pattern repeats itself. “The fox knows many things, but the hedgehog knows one big thing.” This
understanding of what you can be the best at by focusing on doing one thing extremely well was described by
philosopher Isaiah Berlin in his 1953 essay, “The Hedgehog and the Fox.” Jim Collins further developed this
idea in his 2001 book, Good to Great: Why Some Companies Make the Leap...and Others Don't.

To find your Hedgehog Concept, you must understand three things:
*  What you are deeply passionate about
»  What you can be the best in the world at

*  What drives your economic engine

Jim Collins refers to this as your “Big Hairy Audacious Goal (BHAG).”
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+ Big Hairy Audacious Goal (BHAG)

* Defines visionary goals
« Common envisioned future

A deep understanding of the three intersecting circles is required to go from good to great. The most crucial point
is that the Hedgehog Concept is not a goal to be the best, a strategy to be the best, an intention to be the best, and a
plan to be the best. It is an understanding of what you can be the best at. The distinction is absolutely crucial.

A BHAG (pronounced bee-hag, short for "Big Hairy Audacious Goal") is a huge and daunting goal—Ilike a big
mountain to climb. It is clear and compelling, and people "get it" right away. A BHAG serves as a unifying focal
point of effort, galvanizing people and creating team spirit as people strive toward a finish line. Like the 1960s
NASA moon mission, a BHAG captures the imagination and grabs people in the gut.

Good BHAGs flow from understanding; bad BHAGs flow from bravado. Great BHAGs sit right smack in the
middle of the three circles.

The good-to-great companies did not say, "Okay, folks, let's get passionate about what we do." Sensibly, they went
the other way entirely: We should do those things that only we can get passionate about.

To go from good to great requires transcending the curse of competence. It requires the discipline to say, "Just
because we are good at it—just because we're making money and generating growth—doesn't necessarily mean we
can become the best at it." The good-to-great companies understand that doing what you are good at will only
make you good—focusing solely on what you can potentially do better than any other organization is the only path
to greatness.

A company does not need to be in a great industry to become a great company. All good-to-great companies build
a fabulous economic engine, regardless of the industry. They are able to do this because they attain profound
insights into their economics. The denominator can be quite subtle, sometimes even unobvious. The key is to use
the question of the denominator to gain understanding and insight into your economic model.

An essential point: "Growth" is not a Hedgehog Concept. Rather, if you have the right Hedgehog Concept and

make decisions relentlessly consistent with it, you will create such momentum that your main problem will not be
how to grow, but how not to grow too fast.
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Exercise 2.2 - Innovation

~ Estimated Time: 10 Minutes

+ Goal of this exercise
+ Understand characteristics and different types of innovation
* Write down:
» Three characteristics of innovation
» Goal is to determine “What is innovation?”
» Three companies you think are innovative
» Three companies you think are not innovative

The goal of this exercise is to understand the characteristics of innovation and the different types of innovation.
We'll start by simply writing down your answers to the questions below. Then, we’ll discuss your responses and
how they answer the question, “What is innovation?”

What are three characteristics of innovation?
1)
2)
3)

List three companies you think are innovative.
1
2)
3)

List three companies you think are not innovative.
1
2)
3)
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Innovation

« Innovation is anything new and useful
« Ifit’s not useful, it’s just an invention
« Three types of innovation
+ Business model
* Process
+ Product or service

When people think about innovation, the following characteristics might come to mind:

* Solves a problem

* Makes something easier

+ Creates desire

+ Is novel or new (e.g., technology)
* Is useful

These characteristics can be handy indicators, but how can you measure innovation? Revenue is an indicator
that a company is producing items that meet customer needs but is not, in and of itself, a characteristic of
innovation. Oftentimes, companies might measure the number of researchers or number of patents as an
indicator of innovation. Are patents an innovation? Does a product have to be brought to market to be an
innovation? Does it have to actually be useful?

If you are an engineer, you probably believe that products need to be useful. For example, what use is a
blueprint for a bridge if you don’t actually build the bridge itself? However, if you are a scientist, do you care if
an idea is useful? A scientist would probably say, “It doesn’t matter,” because the act of discovery itself is what
is important. That is what differentiates innovation from invention. Innovation is anything new and useful. If
something is not useful, it’s just an invention.

Many companies have produced useful things, but certain companies have a perception of being innovative or
not. For example, Apple is often cited as an innovator for its products like the Mac, iPhone, and iPad. However,
products are just one form of innovation. One of Apple’s biggest innovations is the iTunes store, the unbundling
of single songs from the larger album, and the creation of an online distribution platform to sell these songs.
This was an important business model innovation. On the other end of the spectrum, Dell is seen by many as a
boring, low-margin computer maker. However, Dell’s innovation was not in the product space but was in its
capability to create an approach for building extremely low-cost computers consistently and in extremely large
quantities. Dell’s was a process innovation.

©2016 Frank Kim, Stephen Northcutt 71



Sustaining vs. Disruptive Innovation

+ Sustaining innovation
* Does not create a new market

+ Evolves an existing technology or process
* Disruptive innovation
* Creates a new market

+ Eventually displacing an earlier technology or process

+ Typically starts with low-end disruption that serves least profitable customers with minimal
functionality

« Described in The Innovator’s Dilemma
» By Clayton Christensen

The Innovator’s Dilemma' by Clayton Christensen is often cited as one of the most influential business books in
history.? It describes how successful, incumbent companies often fail because they are focused on maximizing
profits and meeting the needs of existing customers. By offering an ever-increasing number of features,
performance, and higher quality products that will lead to greater profits, these companies neglect opportunities
based on new technologies that don’t serve the needs of current customers, don’t fit with their existing business
models, and provide lower margins. This leaves the door open to competitors who excel at different tasks and,
as their products mature, take over the market. A prime example of this is with mobile phones and tablets, which
have disrupted the traditional PC market. Mobile devices offer fewer features than PCs, but they provide other
benefits like mobility that customers value in more situations. As these mobile devices continue to improve, the
existing technology gets further displaced.

A sustaining innovation, on the other hand, is one that does not create a new market but simply evolves or
improves upon an existing technology or process. In computing, this includes things like increased memory
capacity, speed, and screen resolution or improving the process for assembling computers to reduce costs and
inefficiencies.

References

[1] http://www.claytonchristensen.com/books/the-innovators-dilemma/

[2] http://fwww.wired.com/2014/12/understanding-the-innovators-dilemma/
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Examples of Disruptive Innovation

+ Cars (mass produced)
Digital music

Digital photography
PCs

Smartphones
Telephone

Wikipedia

There are many examples of disruptive innovations throughout business history. Cars replaced the horse and
buggy, streetcars, and rail transportation. Digital music disrupted physical music sales and the business model of
record labels. Digital photography displaced chemical photography. PCs disrupted typewriters and dedicated
word processors. Smartphones then in turn disrupted the PC. The telephone disrupted the telegraph. Wikipedia
disrupted print encyclopedias.
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Jobs to Be Done Theory

* Idea that customers don’t just buy products
 They hire solutions to get various jobs done

* The customer “simply has a job to be done and is seeking to ‘hire’ the best
product or service to do it”

* The theory helps you:
+ Understand what your customers want
+ Gain new insights to innovate with the business

The “jobs to be done™ theory is best illustrated by a famous story about milkshakes from Clayton Christensen.'

There was a fast food restaurant that wanted to increase milkshake sales. So, it hired some expensive consultants
to do an analysis, ask customers what they wanted, segment the market by products and demographics, and
come up with a recommendation. After analyzing all the data and changing the milkshakes per their research,
what happened? Nothing. Sales did not improve.

The company then decided to hire a different expensive consultant. This time, though, it wound up hiring one of
Clayton Christensen’s fellow researchers. He spent a whole day sitting in one of these fast food restaurants
carefully observing everyone who bought a milkshake, what time they bought it, and whether they drank it on
site. He found that 40% of milkshakes were bought to go first thing in the morning by commuters.

He came back the next day and asked these customers what job they hired the milkshake to do. He found that
most customers had a long, boring commute and wanted something to make the drive more interesting. They
weren’t hungry yet but would be by 10am and were in a hurry with only one free hand because they were
driving. This needed something tidy and distracting. Trying to suck a thick liquid through a straw gave these
commuters something to do. So, the fast food chain made milkshakes that were thicker to last through the
commute and more interesting (with chunks of fruit). Milkshake sales increased drastically.

The idea is that customers don’t just buy products. They hire solutions to get various jobs done. The theory helps
us understand what customers actually want and value. It allows us to gain new insights on how we can innovate
with the business.

Reference
[1] http://hbswk.hbs.edu/item/6496.html
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Innovation Key Questions

« How do we create value for our stakeholders?
+ That is the essence of strategy

» How do we innovate?

« Why does anyone need us?

+ What the problem is that needs to be solved
 The aspiration that needs to be fulfilled

At the heart of disruptive innovation and jobs to be done theory is the question of creating value for our
customers. What problems do stakeholders have that we can make better? The answer to this question is the
essence of strategy.

By figuring out how to innovate with the business, we as the security team can increase our value. Oftentimes,
the value that the security team provides is not clear. By identifying the problems that our key stakeholders need
solved, we can help them fulfill the goals of the larger organization.

©2016 Frank Kim, Stephen Northcutt 75



Tips for Your Security Team

* Never ask for the money
« Instead, articulate the vision
» How will you solve a problem being faced by your key stakeholders?

* By stating the problem and the aspiration:
* You can increase commitment
* You can turn stakeholders into partners

Simon Sinek is an author who is most well known for creating the concept of the “golden circle,” which
describes how great leaders inspire others by starting with “why” instead of the “how” or the “what.” He states,
“People don’t buy what you do, they buy why you do it.”! An example from his book, Start with Why,? helps
illustrate this point:

“Samuel Pierpont Langley set out in the early 1900s to be the first man to pilot an airplane. Highly regarded, he
was a senior officer at the Smithsonian Institution, a mathematics professor who had also worked at Harvard.
His friends included some of the most powerful men in government and business, including Andrew Carnegie
and Alexander Graham Bell. Langley was given a $50,000 grant from the War Department to fund his project, a
tremendous amount of money for the time. He pulled together the best minds of the day, a veritable dream team
of talent and know-how. Langley and his team used the finest materials, and the press followed him everywhere.
People all over the country were riveted to the story, waiting to read that he had achieved his goal.™

Just a few hundred miles away, Wilbur and Orville Wright were also working on their own flying machine.
They had no grants, no funding, no powerful connections, no advanced degrees, or even college educations. The
odds were stacked against them, but on December 17, 1903, they successfully got a man to take flight for the
first time in history. Why did the Wright Brothers succeed where Langley did not? They had a passion to fly that
inspired all those around them. Their team didn’t just want a job, they wanted to be part of the mission. Langley,
on the other hand, quit shortly after hearing about the Wright Brothers” success.

When asking for funding, never ask for the money. Instead, articulate the vision. By stating the problem and
your aspiration, you can increase commitment and turn stakeholders into partners. “People don’t buy what you
do, they buy why you do it.”

References

[17 https://www.youtube.com/watch?v=sioZd3AxmnE

[2] https://www.startwithwhy.com/Books.aspx

[3] https://www.startwithwhy.com/Portals/0/Downloads/Start WithWHY Chapter.pdf
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In Summary

« Stakeholders don’t value expertise
 They value results

» By understanding what they value:
» We can learn to innovate with the business

When thinking about the future, about innovation, or about jobs to be done, the common theme is understanding
“why” something needs to be done. By selling your vision and understanding what your key stakeholders value,
you can create results that further business innovation. Your stakeholders aren’t interested in how many
vulnerabilities you patched, how many attacks were blocked, or how many scans you conducted. But, tying
those important security activities to the results that they are driving toward can help you create results that
transform stakeholders into partners.

©2016 Frank Kim, Stephen Northcutt 77



Course Roadmap

* Section 1: Strategic Planning
Foundations

* Section 2: Strategic Roadmap
Development

* Section 3: Security Policy
Development & Assessment

 Section 4: Leadership &
Management Competencies

+ Section 5: Strategic Planning
Workshop

This page intentionally left blank.

- Develop Roadmap

SECTION 2

* Analyze ( Current State

. HnstoncalAnalysns '

~ +Values & Culture
. sExercise #I: CoreVa]ues“
SWOTAnaIys;s L

*Visioning & Innovation
Ewercnse#z.lnnovauon
s Securit! Fggmwork
. GapAnalySIS e
~ » Exercise #3: GapAt:tions 2
* Security Roadmap
. Bmld the Frogram

* Business Case Developmem
Secunty Metrics Program
= Exercise #4: Security Metrics
. Marketung & Exec Commumcauons

78 ©2016 Frank Kim, Stephen Northcutt

‘S F R R RN R R RN RN R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R



SOOIV DUV

Security Framework

« Goals of this section

« Introduce a framework that can be used to provide a high-level view of the
security program

» Learn how to convey maturity of the security program

In this section, you will be introduced to a framework that can be used to frame the work of the security team
and overall program. With this framework in mind, you will learn how to convey the maturity of the security
program in a way that is understandable to senior executives.
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PharmaCo Case Scenario

* Cheryl Miller is Director of Security Strategy

 Her boss the CIO:

+ Agrees with her SWOT analysis

* Is unclear how this translates into a security plan

* Tells her not to come back to him until she has a strategic plan in place
* Cheryl is at first uncertain how to do this

* Decides to utilize an industry-defined framework

When you last spoke to your friend Cheryl Miller, she had recently taken a new job as Director of Security
Strategy at PharmaCo. She was in the midst of learning more about the organization’s strengths, weaknesses,
opportunities, and threats (SWOT). Now, one month later, you are having dinner again. In the meantime, she
has met with a number of C-level executives and business unit leaders to learn more about the organization and
how security can contribute. Based on her research, her boss, the Cl0, believes that her SWOT analysis is
accurate, but he is not certain how this translates into a security plan. He tells her not to come back to him until
she has a strategic plan in place that they can discuss. Cheryl is at first uncertain how to do this, but she has
decided to utilize an industry-defined framework to frame her strategic plan.

80 ©2016 Frank Kim, Stephen Northcutt

AAAAAAAA

A AAAAAAASs

‘P E NN N R R RN R R R RN RN R ERER DR B



A A A A R AR AR AR AR R AR AR R R AR RN R AR AE RSN A NN N N §

Need for a Sec_urity Framewqu .

« Security frameworks provide a blueprint for:
+ Building security programs
« Managing risk
« Communicating about security
» Many frameworks share common security concepts

« Examples include:

« ISO 27000 Series * COBIT
* 27001: ISMS requirements « ENISA Evaluation Framework
« 27002: Code of practice
» 27003: Implementation guidance
+ 27004: Measurement
27005: Risk management

+ NIST Cybersecurity Framework

Security frameworks provide a blueprint for building security programs, managing risk, and communicating
about security using a common vocabulary. There are many security-related frameworks, and it might
sometimes be difficult to decide which one to use. Fortunately, many of these frameworks share common
security concepts. Some common examples include:

1SO 27000

The ISO 27000 series' was developed by the International Standards Organization and provides a broad
information security framework. It is applicable to any industry and can be used to map to multiple regulations
with which your organization might need to comply (for example, PCI, HIPAA, SOX, and FFIEC). ISO 27001
defines the requirements for the program whereas ISO 27002 defines the code of practice. This is a very
comprehensive framework and implementation can be long and involved. Achieving ISO 27000 certification is
often important for cloud service providers looking to demonstrate a rigorous security program.”

COBIT

COBIT is a framework for managing and governing Enterprise Information Technology (IT) of which
information security is an important component. COBIT started with a focus on reducing technical risks but,
with COBIT 3, has evolved to include aligning IT with business and strategic goals. It is commonly used in
relation to achieving SOX compliance.

ENISA Evaluation Framework

ENISA, the European Union Agency for Network and Information Security, has published “An Evaluation
Framework for National Cyber Security Strategies,” which includes 1) review the cybersecurity strategies of
EU member states 2) identification of best practices conducted by these member states 3) development of an
evaluation framework and 4) creation of key performance indicators (KPIs) to measure the security program.
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NIST Cybersecurity Framework

NIST, the National Institute of Standards and Technology, has published the “Framework for Improving Critical
Infrastructure Cybersecurity.” The framework “created through collaboration between government and the
private sector, uses a common language to address and manage cybersecurity risk in a cost-effective way based
on business needs without placing additional regulatory requirements on businesses.”™

References
[1] http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
[2] http://www.isaca.org/cobit

[3] http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/an-
evaluation-framework-for-cyber-security-strategies- |

[4] http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf
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. NIST Cybersecurity Framework

« Composed of three parts
« Core, Implementation Tiers, and Profiles

* Defines a common language for managing

security risk

 Core has five functions that provide a high-level, strategic

view of the security life cycle

 Helps organizations ask:

« What are we doing today?

+ How are we doing?

+ Where do we want to go?

« When do we want to get there?

In February 2013, President Barack Obama issued Executive Order 13636, which ordered that actions be taken
to improve critical infrastructure cybersecurity.! One of the directives of the executive order included the
creation of a cybersecurity framework. As a result, the National Institute of Standards and Technology (NIST)
published the first version of the "Framework for Improving Critical Infrastructure Cybersecurity" in February
2014. Tt is commonly referred to as the "NIST Cybersecurity Framework" or simply the "Cybersecurity
Framework.”

The framework consists of five functions that provide a high-level, strategic view of the life cycle of managing
security risk. These five functions comprise the "Framework Core* and they are:

Identify: Planning activities to understand business needs and threats so that initiatives can be prioritized based
on risk

Protect: Activities that prevent or contain the impact of security incidents
Detect: Activities that identify security incidents
Respond: Incident response activities

Recover: Activities that restore normal operations and reduce impact of security incidents

By breaking down a security program into these five functions, the framework helps organizations:
1) Describe their current cybersecurity posture.
2) Describe their target state for cybersecurity.

3) Identify and prioritize opportunities for improvement within the context of a continuous and
repeatable process.

4) Assess progress toward the target state.

5) Communicate among internal and external stakeholders about cybersecurity risk.
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These benefits are taken from page 4 of the framework document.?

Because of its publication, many federal and state entities in the United States have started to adopt the
framework.?

References
[1] http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
[2] http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf

[3] http://www.natlawreview.com/article/where-are-we-now-nist-cybersecurity-framework-one-year-later
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Framework Categories

s + Categories divide a function into
Brsvese B rocmest a number of security outcomes

Governance
Risk Assessment

Bk Udrsgemend Sisleg; « Security capabilities defined in

Access Control

o each category can be used to
Data Security . _ . :

Infor ion Protection Processes & Pr ures

Soicnmner ‘ drive maturity
Protective Technology

e | Anomalies & Events
t | Security Continuous Monitoring
- Detection Processes

Response Planning
Communications
Analysis
Mitigation
Improvements

Recovery Planning
Improvements
Communications

Each high-level function is broken up into a number of categories that represent the security outcomes for that
particular area. These categories can be used to drive maturity and improvements for the higher-level functions.
As an example, the Identify function is composed of the following five categories:

Asset Management

The data, personnel, devices, systems, and facilities that enable the organization to achieve business purposes
are identified and managed consistent with their relative importance to business objectives and the
organization’s risk strategy.

Business Environment

The organization’s mission, objectives, stakeholders, and activities are understood and prioritized; this
information is used to inform cybersecurity roles, responsibilities, and risk management decisions.

Governance

The policies, procedures, and processes to manage and monitor the organization’s regulatory, legal, risk,
environmental, and operational requirements are understood and inform the management of cybersecurity risk.

Risk Assessment

The organization understands the cybersecurity risk to organizational operations (including mission, functions,
image, or reputation), organizational assets, and individuals.

Risk Management Strategy

The organization’s priorities, constraints, risk tolerances, and assumptions are established and used to support
operational risk decisions.
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2 PWQO Dcategg 3 DIE
tegory i __Subcategory 3
PR.AC-1: Identities and credentials are ged CSC 16, NIST 800-53 AC-2
Access PRAC-2: Physical access to assets is managed NIST 800-53 PE-2, PE-3, PE-4, PE-5, PE-6, PE-¢
Control E’R_A(;-:;. Remote access is managed NIST 800-33 AC-17 19, AC-20
(PRAC) PRAC-g: Acceds permissions are managed CSC 12, 15, NIST 800-53 AC-2, AC-3, AC-5, AC-16
PRAC-5: Network integrity is protected NIST 800-33 AC-4, SC-7
PRAT-1: All users are informed and trained CSC9, NIST Boo-53 AT-2, PM-13
Awarf.-n_ess & PRAT-2: Privileged users understand roles & responsibility CSC 9, NIST Boo-53 AT-3, PM-13
Training PRAT-3: Third-party stakeholders understand R&R CSCo, NIST Boo-53 PS-7, SA-9
{PR.AT) PR.AT-4: Senior executives understand R&R CSC o, NIST 800-53 AT-3, PM-13
PR.AT-5: Physical & information security personnel CSC g, NIST 800-53 AT-3, PM-13
PR.DS-1: Data-at-rest is protected :,i‘ s "'ﬁi‘“}(’j}" gg';”
s o | PR.DS-2: Data-in-transit is protected - B3
Datl.pR-D;"r" PR.DS-3: Assets are formally managed :}g{‘gwﬂ CZ!-S. r‘*:,r__ﬁ' P.Eq('
FR.DS-4. Adequate capacity to ensure availability PR.DS-5: Protections against data leaks are implemented CS& 1_,?2;3.‘; ;\q ;4_;‘; A:"'S(Xg 5. AC-6, PE-19, PS-3
PR.DS-6: Integrity checki chan 1 PR.DS-7: i ‘ 4 AN Soe ss may
egrity checking mechanisms are used PR.DS-7: Development & testing env separate from prod NIST 800-53 SI-> and NIST 53CM-2
i : . g CSC 3, 10, NIST 800-53 CM-2, CM-3, CM-4, CM -5
PR.IP-1: Baseline configuration created and maintained i *
PR.IP-2: System Develo Lifi Cycle imple | msq B00-53 SA-3. SA-4, SA-8, SA-10, SA-11, SA-12
PR.IP-3: Configuration change control processes NIFT 80053 ‘»M 3. k M.”" e
lnfo‘ PR.IP-4: Backups conducted, maintained, and tested :Iﬂ 80"5:! CP-4, L:Ebcl;-g .
Protection PR.IP-5: Policy and regulations of physical environment . .“Oﬂ_s_‘ FRoio,FEaa, PR FERa PSS
Processes & PR.IP-6: Dnta is destioved according to policy NISTSao-ssMPH = ;
Procedures PRIP-7; Protection processes are continuously improved ;:?r 800-53Ca-a. “é\_ Lc‘;{& TN PL9 Fa6
(PR.IP) PRIP-8: Effectiveness of protection technologies is shared PR.IP-9: Response & recovery plans in place N ~m"‘ ’}L.,m' A 7y
PR.IP-10: Response and recovery plans are tested :N:g:' gwfﬂ l:I'~z, lR-,s M
PRIP-11: Cybersecurity is incladed in HR N ) e g
e \F incs ' NIS 33 PS T s
PR.IP-12: Vulnerability management plan NIST800-53 RA-3, RA-5, Sl-2
Protective PR.FT-1: Audit/log revonds reviewed per policy CSC 14. NIST Boo-53 AU Family
Teehnology PR.PT-2: Removable media is protected NIST 8ao-53 MP-2, MP-4, MP-5, MP-7
(PR.MA) coess 1o systems and assets is controlled NIST Boor-53 AC-3, CM-7
- ications & control ks p | CSC7, NIST Boo-53 AC-4. AC-17, AC-18, CP-8, SC-7

The categories in the Protect function are:

Access Control (PR.AC)

Access to assets and associated facilities is limited to authorized users, processes, or devices, and to authorized
activities and transactions.

Awareness and Training (PR.AT)

The organization’s personnel and partners are provided cybersecurity awareness education and are adequately
trained to perform their information security-related duties and responsibilities consistent with related policies,
procedures, and agreements.

Data Security (PR.DS)

Information and records (data) are managed consistent with the organization’s risk strategy to protect the
confidentiality, integrity, and availability of information.

Information Protection Processes and Procedures (PR.IP)

Security policies (that address purpose, scope, roles, responsibilities, management commitment, and
coordination among organizational entities), processes, and procedures are maintained and used to manage
protection of information systems and assets.

Maintenance (PR.MA): Note that this category has been left off the slide due to space limitations

Maintenance and repairs of industrial control and information system components is performed consistent with
policies and procedures.
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Protective Technology (PR.PT)

Technical security solutions are managed to ensure the security and resilience of systems and assets, consistent
with related policies, procedures, and agreements.

Each category is composed of a number of subcategories that can be mapped to specific technical or
management objectives. The Cybersecurity Framework includes Informative References that refer to standards,
best practices, and guidelines like the Critical Security Controls (CSC), NIST 800-53, COBIT, and I1SO 27001.
This helps to map specific controls and objectives to the subcategory, category, and function.
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Tips on Using the Cybersecurity Framework

* Not everyone can or should implement the full Cybersecurity
Framework immediately

* New programs
* Small security teams
+ Small- and medium-sized businesses (SMBs)
* Goal is to provide an industry recognized approach
* That can be used to frame what is required by the security program

The Cybersecurity Framework defines a comprehensive set of activities that can be conducted by your security
program. Depending on where you are in your journey, you might not want to implement the full framework
immediately. Oftentimes new programs can use the framework as a guiding light for what can be achieved in the
future. Part of this plan has to incorporate the reality of available resources or lack thereof. Small security teams
and small- to medium-sized businesses (SMBs) do not have the resources of multi-billion dollar enterprises.
Large enterprises might have dozens or hundreds of people working on information security-related activities. In
the United States, the Small Business Administration defines what constitutes an SMB based on industry,
ownership structure, revenue, and number of employees. SMBs generally have up to 500 employees, but it can
be as high as 1500 in some cases. In the European Union (EU), micro-enterprises have up to 10 employees,
small enterprises have up to 50 employees, and medium-sized enterprises have up to 250 employees. It’s clear
that an SMB with only 50 employees will not be able to dedicate 20% of its staff to security activities. The goal
is not to follow any framework blindly but to frame the work of the security team in a manner that makes sense
for the current business risks and landscape.
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Measuring Maturity

+ Can't do everything at once
» Need to define a progression of maturity

» Implementation Tiers

+ Defined in the Cybersecurity Framework
* Tier 4: Adaptive "Tiers do not represent maturity levels. Progression
to higher Tiers is encouraged when such a change
would reduce cybersecurity risk and be cost
effective.”

+ Tier 3: Repeatable
« Tier 2: Risk Informed
« Tier 1: Partial

+ Need a way to measure maturity and determine where to invest

The Cybersecurity Framework defines four Implementation Tiers that represent an “increasing degree of rigor
and sophistication in cybersecurity risk management practices.” These Implementation Tiers are composed of
three categories:

Integrated Risk Management

Risk Management Process External Participation

Program

No' processes to coordinate
with external entities

Limited awareness of security
risk at the organizational level

Tier1 Practices are not formalized,
Partial ad-hoc, and reactive

Awareness of risk
organizationally but
organization-wide approach to
risk has not been established

No formalized capabilities
to interact and share
information externally

Practices are approved by
management but not by
organization-wide policy

Tier 2
Risk Informed

Enables collaboration with

current activities

Tier 3 Practices formally approved Organization-wide approach to partners and receives
Repeatable and expressed as policy manage risk is defined information in response to
events
Practices based on lessons N . . . .

. o Security risk management is Actively shares information

Tier 4 learned and predictive .
; g < part of the culture and evolves with partners before

Adaptive indicators from previous and :

based on various inputs

events occur
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Maturity Models

* Maturity models provide a standard way to:
* Measure organizational capabilities
+ Identify areas of improvement
* Examples include:
+ Capability Maturity Model Integration (CMMTI)
* Enterprise Strategy Group (ESG) Maturity Model
* Gartner ITScore
+ Cybersecurity Capability Maturity Model (C2M2)
* Building Security In Maturity Model (BSIMM)
* Open Software Assurance Maturity Model (OpenSAMM)
+ Capability Immaturity Model (CIMM)

Maturity models provide a standard way to measure organizational capabilities and identify areas of
improvement. There are many security related maturity models. Some examples include:

Capability Maturity Model Integration (CMMI)

Originally developed to measure the maturity of software development practices, the core concepts have been
extended to apply to a number of other domains. It is discussed in more detail on the upcoming slides.

ESG Maturity Model

The Enterprise Strategy Group (ESG) is an IT research, analysis, and strategy firm. It has created a basic
security maturity model discussed on an upcoming slide.

Gartner ITScore

Gartner is an IT research and advisory firm that gathers industry data and publishes it under the ITScore
umbrella. ITScore allows you to compare your IT and security activities in relation to other firms and other
companies in your own industry.

Cybersecurity Capability Maturity Model (C2M2)

The Cybersecurity Capability Maturity Model (C2M2) was created by the U.S. Department of Energy (DOE)
with work focused on the electricity and oil/gas subsectors. It has been updated so that it can be used by any
organization and provides a self-evaluation methodology and toolkit.
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Building Security In Maturity Model (BSIMM)

The BSIMM is designed to help you understand and improve software security programs and was created by
analyzing data and activities of real-world software security initiatives. While focused on software security, it
contains data and concepts like strategy and risk management that are applicable to any security program.

Open Software Assurance Maturity Model (OpenSAMM)

OpenSAMM is an open, vendor-neutral maturity model for improving software security from the Open Web
Application Security Project (OWASP). 1t is used by a number of organizations to determine which software
security-related activities to prioritize.

Capability Immaturity Model (CIMM)

Humorously, the Capability Immaturity Model was developed as a parody to the popular Capability Maturity
Model (CMM). It defines a negative scale of maturity that arises in dysfunctional organizations. It was created
to highlight the fact that management of specific projects is dysfunctional, because negative maturity can exist
even in organizations with overall positive CMM levels. The immaturity levels include:

» Level 0: Negligent: Level 1 assumes eventual success, whereas Level 0 organizations generally fail to
produce anything

« Level -1: Obstructive: Processes are implemented that tend to obstruct real work from being accomplished.
For example, many government contracts require a certain level of CMM maturity. In some cases, this
results in contractors performing work related to simply documenting and following CMM processes.

» Level -2: Contemptuous: Ineffective processes become institutionalized with measures of activity (e.g., test
cases written, lines of code written, and hours worked) replacing measures of productivity (e.g., test success
rates and % of functions completed).

* Level -3: Undermining: Rival teams downplay or sabotage efforts of other teams in a competition for scarce
resources (e.g., people, funding, etc.).

References

[1] http://whatis.cmmiinstitute.com

[2] http://resources.idgenterprise.com/original/AST-0135469 ESG-Brief-HP-Maturity-Model-Oct-2014.pdf
[3] https://www.gartner.com/doc/2507916/itscore-information-security

[4] http://energy.gov/oe/services/cybersecurity/cybersecurity-capability-maturity-model-c2m2-program

[5] https://www.bsimm.com

[6] http://www.opensamm.org

[7] http://en.wikipedia.org/wiki/Capability Immaturity Model
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Enterprise Strategy Group Security Maturity Model

Progressing
Organizations

Category

Building an enterﬁnse secikrlty technology
chitecture. Focus on incident prevention,

. centralized security a
ology ization bited: adot ; detectfon, and response. Adding elements
b :;?r:inaﬂ i i Zop of identity management and data security
ion across incident detection and kT e mobil i 4
. security analytics. Essenty e ng .

o regulatorymmpllaml i

This table is from the Enterprise Strategy Group (ESG)' and was taken from an article by Brian Krebs titled
“What’s Your Security Maturity Level?? It lays out a progression for basic, progressing, and advanced
organizations. An important component of this is the “philosophy,” which indicates where an organization might
be in relation to the need for managing security risk. Many organizations are finding that it is not sufficient to
view security as a “necessary evil,” but that it must be more integrated into the business. In the long term,
perhaps security can even become part of the culture.

References
[1] http://resources.idgenterprise.com/original/AST-0135469 ESG-Brief-HP-Maturity-Model-Oct-2014.pdf
[2] http://krebsonsecurity.com/2015/04/whats-your-security-maturity-level/
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Capability Maturity Model Integration (CMMI)

* Process model that defines what should be done to improve
performance
« Originally created to improve software development practices
» Now expanded to cover development, services, and acquisitions

* Defines five maturity levels

« Widely recognized and understood by executives, business leaders, and
technology managers

The CMMI originally started as the CMM by the Software Engineering Institute (SEI) at Carnegie Mellon
University for improving the process of software development. The CMMI supersedes the CMM and was
developed by representatives from commercial, defense, government, and academic institutions and is now
operated and maintained by the CMMI Institute, ' which is a part of Carnegie Mellon University.

The CMMI currently addresses three areas of focus:
1) CMMI for Development (CMMI-DEV) for product and service development
2) CMMI for Services (CMMI-SVC) for service establishment and management
3) CMMI for Acquisition (CMMI-ACQ) for product service and acquisition

It is one of the most widely used and understood maturity models.

Reference

[1] http://whatis.cmmiinstitute.com
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CMMI Maturity Levels

Focus on continuous process improvement

Processes are measured and controlled

Processes defined for the organization and are proactive

Processes defined for projects but are reactive

Processes are ad-hoc, chaotic, not repeatable
Success requires competence and heroic effort

The five-point scale utilized in the CMMI is widely recognized and understood by executives, business leaders,
and technology managers.

Level 1: Initial

Information security is weak and conducted in an ad-hoc manner. Security activities are typically not repeatable
and focused on technical IT tasks. No formal security program exists.

Level 2: Repeatable
Processes are defined for specific projects but are reactive. Various stakeholders are beginning to communicate
about security activities.

Level 3: Defined .

Policies and rules are in place and some information security roles and responsibilities are established, but there
is little accountability or enforcement. Information security efforts are still primarily IT-focused, and enterprise
security awareness is still limited.

Level 4: Managed

Information security roles and responsibilities are clearly defined, and a formal information security committee
with participation from business unit managers has been established. The enterprise is moving away from an IT-
centric approach to information security, but business unit owners have not yet accepted explicit accountability
for residual risk.

Level 5: Optimizing

Business unit managers now explicitly accept the residual risk associated with their use of information and
technology and are accountable for security failures and policy violations. Continuous self-improvement
practices are in place and are used to create a security-aware culture in the organization.
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Haturity Model Exélmple

Identify

Protect

B Current state
f@ Target state

Detect

Respond

Recover

This is a useful way to visually represent the maturity of your security program. On the x-axis, we are using the
five-point scale from the Capability Maturity Model. The y-axis has the five functional areas defined in the
NIST Cybersecurity Framework. The current state and future state are clearly identified on the associated bars
for each function. In this example, you can see that the Protect function has a higher maturity than the other
areas. Perhaps this was by design or perhaps this is a result of an unintentional over investment in preventative
security capabilities. By laying out security maturity in this manner, these types of trends can be identified and
addressed by the leadership team.
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Security Controls

« Strong security controls are the foundation of any program

« This class is not intended to be a comprehensive review of control standards

« Commonly used control standards include:
» Critical Security Controls (CSC)
 Australian Signals Directorate (ASD) Top 35
NIST SP 800-53

The maturity of individual security capability areas (e.g., functions) is driven by the maturity of the people,
process, and technology of associated security controls. Strong security controls are at the heart of any security
program. There are a number of commonly used control standards including:

Critical Security Controls (CSC)

The Critical Security Controls are recommended actions that provide actionable ways to thwart the most
pervasive attacks.

ASD Top 35

The Australian Signals Directorate (ASD) has developed “Strategies to Mitigate Targeted Cyber Intrusions” by
analyzing cyber incidents, vulnerability assessments, and penetration tests conducted for various Australian
government agencies. This list of strategies is ranked based on effectiveness, which has been calculated by
including user resistance, upfront costs, and maintenance costs.

NIST SP 800-53

This is the standard required by U.S. government agencies to comply with the Federal Information Processing
Standards (FIPS) 200 requirements. Although NIST SP 800-53 was created with government agencies in mind,
it can also be applied to other industries and has been used as a model upon which other frameworks have been
initiated.

References

[17 https://www.cisecurity.org/critical-controls.cfm
[2] hitp://www.asd.gov.au/infosec/mitigationstrategies.htm

[3] http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
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NIST SP 800-53

s Srbme e R BA

These are screenshots from the NIST Special Publication 800-53 revision 4 document' titled, “Security and
Privacy Controls for Federal Information Systems and Organizations.” NIST 800-53 is a comprehensive control
catalog containing a large number of security controls that you can potentially use in your program.

Reference
[1] http://nvIpubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-53r4.pdf
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Critical Sec_ur.ity Controls (CSC)

Maintained by the Center for Internet Security (CIS)
* Subset of the comprehensive catalog in NIST SP 800-53

+ Prioritizes a smaller number of actionable controls that mitigate the most
pervasive attacks

NOTE: CSC is often associated with SANS

« Itis the primary control guidance used in SANS classes

1. Inventory of Authorized and Unauthorized Devices 8. Malware Defenses 15. Wireless Access Control
2. Inventory of Authorized and Unauthorized Software 9. Limitation and Control of Network Ports, Protocols, 16. Account Monitoring and Control
and Services
3. Secure Configurations for Hardware and Software on 10. Data Recovery Capability 17. Security Skills Assessment and Appropriate Training to
Mobile Devices, Laptops, Workstations, and Servers Fill Gaps
4. Continuous Vulnerability Assessiment and Remediation 11. Secure Configurations for Network Deviees such as 18. Application Software Seeurity
Firewalls, Routers, and Switches
5. Centrolled Use of Administrative Privileges 12. Boundary Defense 19. Incident Response and Management
6. Maintenance, Monitoring. and Analysis of Audit Logs 13. Data Protection 20. Penetration Tests and Red Team Exercises

Email and Web Browser Protections 14. Controlled Access Based on the Need to Know

The Critical Security Controls (CSC) are developed and maintained by the Center for Internet Security' and

represent a subset of the comprehensive catalog in NIST SP 800-53. It prioritizes a smaller number of actionable
controls that mitigate the most pervasive attacks. On the slide, you can see the Top 20 Critical Security Controls.

Even though there are 20 high-level controls, there are actually over 180 sub-controls, which is still much less
than what is defined in NIST 800-53.

The Critical Security Controls (CSC) are often associated with SANS, and it is the primary control guidance
utilized in a number of SANS classes. :

Reference

“[1] https://www.cisecurity.org/critical-controls.cfm
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Most Impactful Controls

* Focus on the controls that mitigate the most risk

+ Top four strategies (via ASD)
+ Controls that mitigate at least 85% of intrusion techniques seen by their SOC

1. Application whitelisting

2. Patch applications

3. Patch the operating system

4. Minimize administrative privileges

The Australian Signals Directorate (ASD) has recognized the need to identify the controls that mitigate the most
risk. The ASD, based on intrusion data seen by its Security Operations Center (SOC), has identified four
controls that mitigate at least 85% of real-world intrusion techniques. Its data shows that focusing on 1)
application whitelisting, 2) patching of applications, 3) patching of operating systems, and 4) limiting
administrative privileges greatly reduces the available attack surface.
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Mapping Controls to the Security Framework

» Critical Security Control Master Standards Mapping

« Maps Critical Security Controls (CSC) to:

Created by James Tarala
Available at

« http://www.auditscripts.com/free-resources/critical-security-controls

NIST Cybersecurity Framework
ISO 27002

PCI

HIPAA

NIST 800-53 rev4

Many others

As mentioned, the primary control guidance utilized in SANS courses is the Critical Security Controls (CSC).
However, different organizations might already use various security frameworks and control guidance. To help
students rationalize the activities of their program with the CSC, SANS Instructor James Tarala has created the
Critical Security Control Master Standards Mapping.' It maps the CSC to other commonly used security
frameworks (for example, NIST Cybersecurity Framework, ISO 27000), compliance standards (for example,
PCI, HIPAA), and control guidance (for example, NIST 800-53).

Reference

[1] http://www.auditscripts.com/free-resources/critical-security-controls/
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In Summary

+ Difficult to communicate need for security
controls

« Board, CEO, CFO, and business leaders don't
understand security

+ Security often seen as a tax

« Utilizing a simple framework, we can
highlight:
* What security is doing
» Areas of risk

« Areas of over or under investment

With the growing number of data breaches and cyber intrusions, business leaders have an understanding of the
importance of cyber security and the need to effectively manage security risks. However, these same business
leaders have a difficult time understanding what it is that security needs to accomplish and how much should be
invested. This is understandable. These business leaders are not and should not be expected to be security
experts. They want to know the risk to the organization, what security is doing about it, and any areas that need
additional investment. Using a commonly understood framework, like the NIST Cybersecurity Framework, can
help frame the work of the security team in an easier-to-understand manner. By determining the current and
target state maturity of these various capability areas, the security team can greatly improve the dialogue with
senior business leaders.
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Course Roadmap

 Section 1: Strategic Planning
Foundations

» Section 2: Strategic Roadmap
Development

. '_V S.tpning& Innovatmn
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« Section 3: Security Policy ~ « Security Framework
L. Gagﬁﬂajﬂg : -
Development & Assessment e
+ Section 4: Leadership & \ Secunty Hendney

Management Competencies

« Section 5: Strategic Planning
Workshop
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Gap Analysis |

* Goals of this section

* Understand Gap Analysis and how it can be used to identify candidate
initiatives

 Brainstorm initiatives to improve your security program

In this section, you will learn about Gap Analysis and how it can be used to identify candidate initiatives for
your security program.
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PharmaCo Case Scenario

Cheryl Miller has been promoted to interim CISO

+ Her ability to connect with business leaders and socialize with key
stakeholders have quickly allowed her to gain support across the company

Was able to sell the vision

+ “Help people lead healthier lives by creating safe spaces for drug research and
innovation”

» Now she has to put together a plan to improve the security team
» Gap Analysis that will feed into a business case for the security program

Your good friend Cheryl Miller has just been promoted to interim CISO of PharmaCo. This is a great
accomplishment that was the result of her hard work in connecting with senior business leaders in the
organization. She took the time to understand that PharmaCo is driven to help people through drug research and
innovation and was able to put together a high-level strategic plan to improve the security team that resonated
with her boss the C10. Now she needs to flush out the details of this high-level plan to identify specific actions
and projects that she needs to initiate.
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| Gap Analysis Oyervi'éw

* Gap analysis consists of three steps
+ Identify future state
+ Analyze current situation
» Define actions/proposals that bridge the gap

» For PharmaCo, Cheryl has already:

+ Defined future state
» Atavery high level
* Analyzed current state

* Using historical analysis, values and culture, and SWOT analysis

« Now she needs to bridge the gap

* And take the plan to the next level of detail

Gap Analysis consists of performing three steps:

1) Identifying the future state
2) Analyzing the current situation

3) Defining actions/proposals that bridge the gap between current and future state

In our example, Cheryl Miller has already defined the future state at a very high level. Through the visioning
process and conversations with C-level and business leaders, she has identified a vision for security at
PharmaCo: “Help people lead healthier lives by creating safe spaces for drug research and innovation.” Her
engagement with senior leaders in developing this mutually agreed-upon vision is key. It turns stakeholders into
partners by obtaining their buy-in. Cheryl has also done the hard work of analyzing the current state of the
organization using historical analysis, understanding the values and culture of the organization, and performing
a SWOT analysis. This helps ensure that she understands current organizational obstacles, determines the norms
for getting work done, and identifies areas of strength and weakness. Now, Cheryl just needs to bridge the gap
and identify actions that will bridge the gap.
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PharmaCo SWOT Anal

Stre
+ Business mission to help people lead healthier lives
+ Culture of innovation and R&D

+ Ability to create breakthrough new drugs

» Decentralized business units allow quick innovation
|| * Strong geographic presence

» Access to talent around the world

Internal

s Refresher

Harmful

Weaknesses
* No CISO or central security responsibility
» Security is decentralized and understaffed
* No central threat strategy

« Technology is under utilized

« Slow deployment of clinical trials

» Aging workforce—key thought leaders near
retirement

Opportunities
» Hire a CISO
» Operationalize around the kill chain

* Organize personnel to improve security effectiveness
(combining physical & info sec)

» Leverage global presence to build 24x7 team
» Increase staffing levels

‘External

Threats

» Insider threat—geographically dispersed workforce
and risk of data loss

+ Competitors—seeking intellectual property
« Nation state—seeking to accelerate R&D

« Regulatory—increased regulation results in delays
getting new drugs to market

Before getting into the Gap Analysis, it is useful to review the SWOT analysis (from a previous section) that
Cheryl conducted. A number of these strengths, weakness, opportunities, and threats will inform the current
state analysis that leads to specific recommendations for improving the security program.
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_Gép Analysis Future & Current State

Centralized security governance
to provide comprehensive risk
management

Security is decentralized across
business units

Protect key systems and processes
used for drug research,
development, & trials

Security protections are not
consistently applied

Ability to quickly detect threats
targeting intellectual property

Inability to detect malicious or
negligent activity

Ability to minimize data loss,
block attacks, and determine root
cause

Inability to mitigate attacks and
limit the amount of data lost

Capability to quickly return to
| normal operations and limit
" | businessimpact of incidents

Recovery and business continuity
is decentralized

Based on the SWOT analysis, Cheryl has mapped some of the weaknesses to the five functions from the
Cybersecurity Framework:

« Identify: Security is decentralized across business units.

* Protect: Security protections are not consistently applied.

* Detect: Inability to detect malicious or negligent activity.

* Respond: Inability to mitigate attacks and limit the amount of data lost.

* Recover: Recovery and business continuity is decentralized.

She has also identified the future state goal for each of these five functions:

* Identify: Centralized security governance to provide comprehensive risk management

Protect: Protect key systems and processes used for drug research, development, and trials
Detect: Ability to quickly detect threats targeting intellectual property
Respond: Ability to minimize data loss, block attacks, and determine root cause

Recover: Capability to quickly return to normal operations and limit business impact of security
incidents
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Exercise 2.3 — Gap Analysis Actions

L CUAELT  Estimated Time: 20 Minutes

« Goal of this exercise

+ Develop proposed actions that can bridge from NOTE
current state to future state
Don't read the next

« Step-by-step exercise for PharmaCo i

* Review Future State & Current Situation
It contains a debrief
and potential
exercise answers

+ Inthe Actions/Proposals column:

+ Write down three proposed actions for each function on the
previous slide

The goal of this exercise is to develop proposed actions that will help PharmaCo go from its current state to the
future for each of the five functions defined in the Cybersecurity Framework (Identify, Protect, Detect, Respond,
and Recover).

For each of the functions on the previous slide, review the Future State and Current Situation columns. Then, in
the Actions/Proposals column, write down three proposed actions that can help PharmaCo bridge the gap. These
can be anything including technology initiatives, process improvement ideas, or organizational changes
involving people.
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Exercise Debrief

Note that this section contains a debrief
and potential exercise answers

This page intentionally left blank.
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ercise 2.3 é-;-'.Debrief

+ Gap Analysis
« Helps identify key actions to improve your program
+ Actions can be qualitative or quantitative
« Use metrics where appropriate
« Technology is just one component
+ Obstacles and constraints are also people and process driven

+ Need to create appropriate countermeasures to ensure success of your
initiatives

Gap Analysis helps you identify key actions to improve your program. These actions can be qualitative or
quantitative. For example, using metrics like “reducing response time by 25% or “increasing ability to detect
advanced threats by 20%” can help your team identify specific measures that need to be taken to reach the goal.

Oftentimes, security teams focus on technology-based solutions. It’s important to remember that technology is
just one component of the overall solution. Based on your understanding of the organization (from your Values
& Culture analysis) as well as the SWOT, you need to be aware of key obstacles and constraints that might exist
in the organization. For example, a culture without a strong focus on process can make it difficult for the
security team to implement new process-driven initiatives like DLP that require regular input from key business
stakeholders. Additionally, certain influential people in the organization might not agree with certain security
activities. As a leader and manager, you have to recognize these obstacles and develop the appropriate
countermeasures to ensure the success of your initiatives.
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 Actions/Proposals

Name a permanent CISO
Develop central policy library

Centralized security governance

;i S Security is decentralized across
to provide comprehensive risk

) business units
management Implement vuln management program
Protect key systems and . . ) Decrease patch deployment time
processes used for drug Sec urity protections are not Protect clinical trial systems
- . consistently applied . .
research, development, & trials Deploy systems in blocking mode

Deploy continuous monitoring & log
| Ability to quickly detect threats | Inability to detect malicious or | management capability

| targeting intellectual property negligent activity Advanced analytics and reporting
Implement DLP to monitor IP loss
Ability to minimize data loss, Tnability to mitigate attacks Build and staff 24x7 SOC
block attacks, and determine and limit the amount of data Develop advanced forensics team
root cause lost Create threat intelligence capability
Capability to quickly return to Develop business continuity plan

Recovery and business

continuity is decentralized Resularly testpesponse plan

Socialize & communicate with BUs

normal operations and limit
business impact of incidents

=

This slide identifies some potential actions that PharmaCo could take to improve its security program. For
example, in the “Identify” row, the current state of security being decentralized across business units can make it
more challenging to provide comprehensive governance and risk management. Naming a permanent CISO with
overall enterprise accountability for security risk can help move the organization towards a more centralized
governance structure. Developing a centralized policy library will also help. It’s important to keep in mind,
though, that just having a central policy library alone will not drive the organization. Establishing a policy
steering committee with representation from key stakeholders helps institutionalize the work of the security
team and helps ensure that key stakeholders are engaged in the process of governing the organization.

As another example, in the “Detect” row, the current state is an inability to detect malicious or negligent
activity. This includes key intellectual property that might be lost or stolen. One potential solution is
implementing a Data Loss Prevention (DLP) capability. However, in addition to the technology, it is important
to remember identifying a business owner for this new initiative will be key. The business owner must weigh in
on what constitutes intellectual property and what actions should be taken to mitigate risk.

There are a number of potential actions listed on this slide that can be taken by the security team. However, they
can’t all be done at the same time. The next step is to develop a roadmap for ordering these important initiatives.
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Course Roadmap

Section 1: Strategic Planning
Foundations

Section 2: Strategic Roadmap
Development

Section 3: Security Policy
Development & Assessment

Section 4: Leadership &
Management Competencies

Section 5: Strategic Planning
Workshop
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* Goals of this section
* Learn the steps for developing a roadmap for your security program

+ Understand how previous steps in the strategic planning process assist in
developing your roadmap

Security Roadmap |

In this section, you will learn the steps for creating a roadmap for your security program and how previous steps
in the strategic planning process inform that roadmap.
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PharmaCo Case Scenario

¢ Cheryl Miller and her team:
+ Completed the gap analysis
+ Identified numerous initiatives to close gaps
* Want to move forward on implementing solutions

» Don’t have resources to do everything at once
+ Budget and staff need to be put in place
+ Can only mature security capabilities at the rate

« At which the organization can accept them

+ That you can successfully deploy them

Cheryl Miller and her team have completed the gap analysis and identified numerous initiatives to close the
gaps. They are eager to move forward on implementing solutions but don’t have the resources to do everything
at once. It takes time to put the budget and corresponding staff in place. Additionally, it takes time to implement
new capabilities. Cheryl recognizes that it can take 3-5 years to build and mature a world-class security program
and that she can roll out only new capabilities at the rate at which the larger organization can accept them. As a
result, she is rightly focused on developing a roadmap that lays out the activities of the security program in the
step-wise fashion.
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Maturity Model Example |

Detect

B Current state
I Target state

Respond

Recover

This is the example maturity model from a previous section that shows the current state and target state for each
of the five Cybersecurity Framework functions. Given the amount of work it takes to get from Level 1 to Level

4, it should be obvious that this cannot be accomplished overnight. Instead, this slide is a reminder that we have
to make a gradual progression in improving the maturity of the security program.
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Roadmap Development

Three-step process
1) Identify what is being done today
2) Map current capabilities to maturity levels
3) Prioritize new initiatives to increase maturity

Developing a roadmap consists of three steps:

1) Identify what is being done today

By cataloging the work of the security team, you not only begin to identify what else needs to be done but you
also take credit for all the work that has been done to date. Don’t underestimate the power of highlighting to
leadership everything that the team has and is currently working on.

2) Map current capabilities to maturity levels

Ideally, the framework that you utilize will define capabilities that are required in each maturity level. However,
many frameworks often do not get into enough detail to provide useful guidance in measuring current state
maturity. This is in part due to the fact that every organization is, in fact, different. This is why various
consulting firms offer maturity assessments because they can normalize information that they receive from
various assessments across their customer base. Different organizations have different priorities and business
drivers that affect where they are and where they might want to go in their security journey. As a result, the
identification of specific capabilities in maturity level can sometimes be specific to the organization at hand.

3) Prioritize new initiatives to increase maturity

With the understanding that security initiatives can be organization-specific, the final step is to prioritize the
work so that it can be done in an order that provides the most value for the organization.
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Step I: Identify Current Capabilities

* Document current activities
* Must take credit for work done to date

« Examples from the “Protect” function include:
« VPN, firewall, and network segmentation
« Endpoint encryption, antivirus, and antimalware
* Web single sign-on (SSO)
« Awareness training
« Security standards

Step 1 of roadmap development includes identifying current capabilities. What is it that the security team does
today?

As an example, let’s take the “Protect” function of the Cybersecurity Framework. This function includes many
traditional security capabilities like network security (e.g., VPN, firewall, and network segmentation), endpoint
protection (e.g., encryption, antivirus, and antimalware), authentication (e.g., SSQO), as well as training and
standards. Identifying the work done to date helps inform subsequent steps.
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Step 2: Map to Maturity Levels _
 Functi Category |  Level1 Level 2 Levels | Level4 | Levels
VPN
Access Control Firewall Web SSO Federated SSO
Segmentation
Awareness & Basic awareness Tl i
Training training Phishing exercises
; Encryption data at Data segregation
Data Security rest and in-transit Asset destruction
Integration with HR .
Processes & Security standards processes gﬁrwmen t
Procedures Change control Incident response op
process
plan

Protective Network and host Web application Mobile application

Technology security security program security
& Done today
. Started doing
B Startimmediately
B Plan to start

Step 2 of roadmap development includes mapping the initiatives identified in the previous step to specific
maturity levels. For example, most people would agree that “basic™ protections like VPN and firewall are Level
| capabilities. On the slide, you can see that they are part of the “Access Control” category defined in the
Cybersecurity Framework. More advanced capabilities would be implemented at higher maturity levels.

It’s also useful to differentiate items that are done today, items that you have started doing, and items that you

should start immediately or plan to start sometime in the future.
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Step 3: Prioritize New Initiatives

* Determine which initiatives to prioritize to bridge the gap
* Cost should not be the only factor
+ Incorporate business value and threat defense
+ Takes into account ability to execute and organizational support

Step 3 of roadmap developing includes prioritizing initiatives. What should be done first? A number of factors
should be taken into account when prioritizing new initiatives including cost, value to the business, ability to
defend against threats, and the ability to actually execute on the work and implement the solution.
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Decision Matrix Analysis

* Tool to rank initiatives and inform decisions
» While taking multiple factors into account

» Rank each factor from 0-5

Ability to Stakeholder Threat

Initiative Cost Rkamte Support Defense

Total

Initiative #1

Initiative #2

Initiative #3

Initiative #4

Initiative #5

Decision Matrix Analysis is a simple tool that can be used to rank initiatives and inform your decision making. It
is the simplest form of Multiple Criteria Decision Analysis (MCDA) and provides a way for you to rank
multiple factors in your decision making. In this example, we are ranking initiatives based on four key factors:

1) Cost

How much does this initiative cost? Will we get a better bang for the buck by investing in a different initiative?
Again, this should be only one factor in your decision-making process.

2) Ability to Execute

If we decide to move forward with a specific initiative, do we have the skills and ability to execute? If we want
to build an advanced analytics capability, do we even have basic analysis capabilities on hand to serve as a
foundation? Or, do we need to hire an entirely new skill set?

3) Stakeholder Support

This item is meant to encompass overall business support and value. Do our key stakeholders value the
initiative? What problem is it solving for them? Have we articulated the vision appropriately?

4) Threat Defense

How well does this capability protect us against existing and emerging threats? Does it allow us to detect threats
more effectively? Is there overlap with other security capabilities?
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Decision Matrix Analysis Example

+ Simple tool to start ranking initiatives

N Ability to Stakeholde Threat
- Initiative Cost ty e : Total
_ Execute Support Defense
Mobile & BYOD 3 5 & 4 17
DLP 2 3 4 5 14
Centralized
Vulnerability 2 4 3 5 14
Management
Risk-Based
Authentication 3 3 4 3 13
Network Access 5
Control ! . 4 9

This slide lists five sample initiatives from the PharmaCo Gap Analysis in a previous section.

In the “Cost” column, a higher number indicates a more favorable score in that the initiative is not that

expensive. For example, overhauling the network design to implement Network Access Control is an expensive
proposition and received a low score of “1.” In the other columns (Ability to Execute, Stakeholder Support, and
Threat Defense), higher scores also indicate a better ability to deliver on those initiatives.

The “Total” column simply adds up the scores of the other columns. This simple analysis can be modified to

weigh certain factors more heavily than others. For example, in an extremely cost conscious organization, you

might weigh the “Cost” column more heavily, whereas in a very consensus-driven organization, you might
weigh “Stakeholder Support™ more heavily.
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Protect Function Example Road

Category Level1 Level 2 - Levelg
o Risk-based Network Access
Access Control Firewall . Web SSO Federated SSO authentication Control
Segmentation
Awareness & Basic awareness s i Role-based Executive Third-party
Training training Phishing exerises training education training program
Data Security Encryption data at | Data segregation DLP (e-mail & DLP (cloud data Self protecting
rest and in-transit | Asset destruction host) storage) data
Integration with HR ! . Continuous
Processes & Security standards | processes Security Centrahzid feedback with
Procedures Change control Incident response Cepldpment Sinesats 'tyt business
plan P fanagemen processes
Protective Network and host Web application Mobile application BYQD security Cloud security
Technology security security program security program
@ Done today
. Started doing
B Startimmediately
B Plan to start

Once the analysis is complete and you have prioritized your new initiatives, you can update your roadmap table
to look something like the following. By placing different initiatives at varying maturity levels and marking
them as “Done today,” “Started doing,” and “Start immediately,” you convey to leadership that you have a plan
(that follows a high-level framework) for improving the maturity of the security program. At this point, based on
detailed project plans and staffing estimates, you can also assign target dates to the various initiatives and
maturity levels.
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In Summary

+ Topics we have covered in the strategic planning process:
» Leads up to the creation of your roadmap
+ Understanding of the business and threats make it much easier to
create your roadmap
* Vision & Mission
+ Stakeholder Analysis
+ Threat Analysis
* SWOT Analysis

In many respects, the roadmap is the end product of the strategic planning. All the activities that you previous
conducted to understand the business (for example, Vision & Mission, and Stakeholder Analysis), understand
the threats (for example, Threat Analysis), and analyze current state (for example, Values & Culture, and SWOT
Analysis) have led you to this roadmap. Although it appears simple, all the deep thinking, analysis, and
relationship building you performed throughout the process has made it much easier for you to create the
roadmap.
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Course Roadmap

« Analyze :Cu rrent State

« Section 1: Strategic Planning (ionad E
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'.How to Build the Pro_gram

1) Understand how to gain support and funding
+ Learn approaches for building a security business case
2) Map current capabilities to maturity levels
+ Build metrics and dashboards
3) Prioritize new initiatives to increase maturity
» Develop effective marketing and executive communications

Building an effective security program is not just about developing a vision, developing a strategic plan, and
executing on the technical aspects of that plan. As a leader and manager, you must also:

1) Gain support and funding

Without support and funding, your initiatives will not get off the ground. Understanding how to build a viable
security business case is an important part of obtaining this support.

2) Measure and report on security activities

There’s a saying, “What gets measured gets managed.” Successful security leaders build metrics and dashboards
that can be suitable for various levels of the organization.

3) Promote your strategic efforts

Our key stakeholders are extremely busy. Sometimes we have to remind them of the great work being done by
the security team. This means that you have to develop effective marketing and executive communications.
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Business Case

* Goals of this section

» Learn approaches for building a business case

+ How to justify your resource requests

* Understand the components of a business case
+ Most companies have a formal business case template

In this section, you will learn approaches for building a security business case. Typically, IT security
investments are a “cost of doing business” because they do not generate a return on investment. As a result, it’s
extremely critical that your resource requests have appropriate justification. By understanding the basic
components of a business case and leveraging formal business case templates that you might have in your
organization, you can gain improved support for your security initiatives.
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Why Create a Business Case?

+ Executive leadership is responsible for making sound decisions on
the effective use of company resources
+ Business case helps estimate the costs and benefits of various initiatives

« Helps management determine resource allocations
+ Level of effort and upcoming projects
* Understand broader organizational constraints

Before gaining support for our security initiatives, we must understand that executive leadership is looking at
security as just one risk and opportunity that needs to be addressed. By creating a comprehensive business case,
we help management prioritize and determine appropriate resource allocations. For example, should executive
leadership invest in new factory upgrades that could improve production or invest a portion of that money in
improving information security? By providing a business case that clearly lays out the estimated costs and
associated benefits, we put executive leadership in a position to make sound decisions that incorporate broader
organizational constraints.
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What Is a Business Case?

+ Captures the reason for initiating the effort
* Includes underlying assumptions and rationale
* Clearly estimates the cost and benefits
+ This usually means revenue
* Provides a detailed description and analysis of the initiative

« Can be created in many forms'including document, presentation, or
spreadsheet

Simply put, a business case captures the reason for an initiative. It lays out a problem and the potential
solution(s). Typically, this involves a new investment that could result in increased revenue. But, in the case of
information security, the hard costs are usually associated with softer benefits. The more detailed that can be
included in the analysis will go a long way in making executives more comfortable with your funding request.
Your organization might have a standard template that includes documents, presentations, and spreadsheets for
analysis.
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Security Business Case Traps

« "If we don’t do this, we’'ll get hacked"

+ "It’s the right thing to do"

+ "This new technology will solve all our problems”
+ "It doesn’t cost that much”

« "Management doesn’t get it”

Technical security professionals sometimes get frustrated with executive management for a perceived lack of
interest in information security. To them, it seems obvious that a lack of security investment will result in getting
hacked. Building out advanced security capabilities are obviously the “right thing to do.” Sometimes solutions
are technology focused: "This new technology will solve all our problems.” These reasons, which presume that
“Management doesn’t get it,” will not get you support or funding. Instead, the focus should be on building a
comprehensive business case that incorporates a number of different factors for justifying the investment.
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Approaches to Building a Security Business Case

B Cost approach

* How much does it cost to recover?
* Industry comparison approach

« What are comparable firms doing and paying?
* Business innovation approach

* What can I gain from doing this?

Before getting into the approaches for building a security business case, let’s talk about the three approaches for
appraising real estate. When you get an appraisal on your home, the report includes three approaches for
calculating value:

1) Cost approach: How much would it cost to rebuild your home if it was destroyed?

2) Sales comparison approach: What are others paying for similar homes? This typically is calculated on
a cost-per-square-foot basis.

3) Income approach: What is the revenue that I can make on this property?

The most appropriate appraisal method depends on the type of property and the type of buyer. For commercial
real estate (e.g., office buildings), appraisers might prefer the income approach. For single family homes, the
sales comparison approach is preferred. And for special use properties (e.g., marina), appraisers might prefer the
cost approach. The key word here is prefer because the choice of a valuation method can depend upon the
circumstances. For example, a single family home that is located in a neighborhood with primarily rental units
might prefer a combination of the sales comparison and income approaches. All three approaches can inform the
value of the property.

We can take a similar approach to building a security business case by focusing on the following:
1) Cost approach: If I get breached, how much will it cost to recover?

2) Industry comparison approach: What are comparable firms doing and paying?

3) Business innovation approach: What can I gain from investing in security?
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Cost Approach |

+ Typically calculated using cost-per-record lost

» Ponemon Cost of Data Breach Study
* $221 per record in 2016

* $217 perrecord in 2015
* $201 per record in 2014
+ $188 per record in 2013

e These numbers include direct and indirect costs

« Engaging forensics experts, free credit monitoring
+ In-house investigations and communication

» Extrapolated value of customer loss

Every year, the Ponemon Institute publishes its Cost of Data Breach Study, which analyzes security breaches
around the world. Over time, the cost-per-record loss has been gradually increasing. In the United States, which
has the highest per-record cost, the figure increased from $188 to $201 and $217 to $221 per record from 2013-
2016. There is significant variation among the sampled countries that resulted in consolidated averages for all
countries of $145, $154, and $158 per record from 2014-2016, respectively.

These numbers include direct costs such as engaging forensics experts, providing free credit monitoring to
affected customers, as well as conducting in-house investigations and communications. Also included are
indirect costs such as customer loss, diminished customer acquisition rates, reputational damage, and loss of
goodwill.

Using these numbers (or the country-specific ones in the report'), a basic cost calculation can be done to
estimate the cost to recover from a data breach.

Reference

[1] Ponemon Cost of Data Breach Study, http://www-03.ibm.com/security/data-breach/
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Cost Approach Issues

» Not always accurate
* Overestimates cost of large breaches
+ Underestimates cost of small breaches
» Verizon applied cost-per-record approach to cyber insurance
claims data
* Resulted in an estimated loss of only 58 cents per record

However, a simple, linear cost calculation would result in overestimating the cost of large breaches by a
significant amount. This is perhaps one reason why Ponemon does not include data breaches of more than
100,000 records in its analysis. On the other end of the spectrum, a linear cost-per-record approach would also
underestimate the cost of small breaches.

In its annual Data Breach Investigations Report', Verizon started to develop a modified approach. It analyzed
data provided by NetDiligence about real losses paid on 191 cyber insurance claims. By conducting a log-scale
analysis instead of a linear cost-per-record analysis, it estimated breach costs of only 58 cents per record! This
low figure is problematic because indirect costs aren’t included in the insurance claim data and the Ponemon
data does not include breaches of more than 100,000 records.

Reference

[1] http://www.verizonenterprise.com/DBIR/
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Ranges of Expected Loss ’

* Verizon developed a modified log-scale approach

AVERAGE EXPECTED AVERAGE
(LOWER) ' {UPPER)

$18,120 $25,450 $35,730

$555,660
514617
$3,866,400

| eszabb.
53.1\;4"3,360
o000  [eam
lOUUOOO 1 557.600 5892400
10000000 150700 | 52125900 | 53338,

.106,[‘]00,000 " $392,000 ‘55,016.200.. | 58,852,540

$27,500,090

241,300 | $73.943950
$15,622.700 | $199,895,100

In addition to record count, Verizon attempted to identify other factors that could contribute to breach costs.
After much analysis, it determined that there are other factors involved but, because there is insufficient data, it
is unknown what those factors are. These factors could be having robust incident response plans, lawyers on
retainer, increased executive support. They just don’t know. At present, the number of records lost is still the
best gauge of breach costs.

The table above has columns that show 95% confidence intervals for average and predicted loss based on record
count. As you can see, smaller breaches have higher cost-per-record amounts than larger breaches. This lookup
table can be used to provide estimates for average and predicted losses on the lower and upper ends of the
spectrum.’

Reference

[1] http://www.verizonenterprise.com/DBIR/2015/
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Approaches to Building a Security Business Case

* Cost approach
* How much does it cost to recover?

B®» Industry comparison approach
* What are comparable firms doing and paying?

* Business innovation approach
« What can I gain from doing this?

This page intentionally left blank.
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Industry Comparison Approach

» What is reasonable for security based on:
* Industry
* Size
« Market position
+ Region
+ Can be analyzed via:
+ Spending comparison
* Maturity comparison

Executives and business leaders want to know what a “reasonable™ level of security spending for the
organization is. They want to make sure that limited resources are being spent appropriately and that the firm is
not overinvesting or underinvesting in certain areas. Basically, business leaders are looking to you to help
answer the question, “How much should I spend on security?” The answer is complex and depends on a number
of factors.

Certain industries tend to spend more on cyber security. For example, the financial services industry tends to
spend more on security. James Dimon, the CEO of JP Morgan Chase, stated that the company would double its
spending on cybersecurity from $250 million annually over the next five years.! This was in response to a breach
that affected 76 million households.” So, it’s not only because JP Morgan Chase is a financial services company.
It’s also because of its size. It holds a large amount of sensitive customer information. As a global company, it is
one of the worldwide leaders and brands in financial services. In short, it has a lot to lose by not investing in a
world-class cyber security organization. '

In contrast, a small credit union that serves a specific state or even a specific county does not have as much at
stake. Even though the credit union is also in the financial services industry, its profile is vastly different from
that of JP Morgan Chase. Moreover, differences also exist based on country. This is represented in the Ponemon
breach costs with India having a much lower cost-per-record breach cost than the United States (856 vs. $217).°

Spending is one way that maturity can be compared across firms. Comparing the maturity of security
capabilities is another useful approach that we cover later in this section.

References
[1] http://www.wsj.com/articles/j-p-morgans-dimon-to-speak-at-financial-conference-1412944976

[2] http://www.wsj.com/articles/j-p-morgan-says-about-76-million-households-affected-by-cyber-breach-
1412283372

[3] 2015 Ponemon Cost of Data Breach Study, http://www-03.ibm.com/security/data-breach/
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Spending Comparison

* Percent of IT budget spent on security
* Provides only a rough understanding of performance
* Research from Gartner
* 5.1%in 2013
* 4.7%1n 2012
« 4.2%1in 2011
+ Can be a problematic metric
* Depends on what is included in the percentage
« Spending averages might not be a fit for every org

* Do not make this the sole or primary focus of your business case

One way to compare your security spending to that of other organizations is by looking at the percent of the IT
budget that is spent on security. According to a Gartner research paper entitled, “Don't Be the Next Target - IT
Security Spending Priorities 2014™! companies, on average, spent 5.1% of the IT budget on security in 2013,
4.7% in 2012, and 4.2% in 201 1. This measure provides a very rough understanding of organizational maturity
and can indicate whether spending has been focused solely on meeting mandatory requirements (e.g.,
compliance), has expanded to necessary requirements (e.g., improving due diligence), or has progressed to
elective spending (e.g., optimizing security capabilities). Although this metric can help highlight certain areas
that might need further analysis, it is also very problematic. These spending averages might not be a fit for every
organization because of differences in industry, size, region, culture, and business goals. Moreover, different
organizations might include varying items in the overall “security” budget. For example, some organizations
might include identity and access management, business continuity, and disaster recovery costs in these
numbers, whereas others might not. The main takeaway is that this metric should not be the sole focus of your
business case.

Reference

[1] https://www.gartner.com/doc/270322 1/dont-target--it-security
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Maturity Comparison

» What are other companies doing?

* What is a reasonable level of maturity?

* Where can we get comparable data?

+ Information Sharing and Analysis Centers (ISAC)
+ FS-ISAC, REN-ISAC, etc.

+ Community projects
« BSIMM, OpenSAMM, etc.

+ Research and consulting organizations

« Gartner, Big Four, security service firms, etc.

Comparing maturity of security capabilities is a good way to get a sense of what other companies are doing and, by
extension, what is a reasonable level of security for your organization. However, one problem exists. Where do you
get the data to compare yourself with others?

One good way to get information is by joining an Information Sharing and Analysis Center (ISAC). Various ISACs
have been formed to represent different sectors of critical infrastructure such as Financial Services (FS-ISAC),
Research and Education (REN-ISAC), and National Health (NH-ISAC). The mission of the ISACs is to “advance
the physical and cyber security of the critical infrastructures of North America by establishing and maintaining a
framework for valuable interaction between and among the ISACs and with government.™ ISACs provide a forum
to develop relationships with industry peers, share information and best practices, and even conduct incident
response exercises. The information gleaned from these interactions can help you gauge your relative level of
maturity.

The data from various community projects can also be useful in evaluating your organization’s maturity. The
Building Security In Maturity Model (BSIMM)? is a collection of data about software security programs at various
leading organizations. The Open Software Assurance Maturity Model® provides a similar framework for software
security programs. Although these two models are focused only on a subset of information security, they contain
broader components, like strategy and vulnerability management, that are central to an information security
program.

It can be difficult to obtain current and comprehensive data regarding your industry peers. As a result, many
organizations hire a third-party firm to conduct maturity assessments. This can provide some assurance that an
appropriate level of benchmarking against actual data was conducted. Gartner, the Big Four (Deloitte, PwC, EY,
and KPMG), and other professional services firms provide consulting services around industry benchmarking and
analysis.

References

[1] http://www.isaccouncil.org
[2] https://www.bsimm.com
[3] http://www.opensamm.org
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Maturity Comparison Example -

Identify

Protect
Detect B Current state
[ Target state

Respond

Recover

Lagging Industry Leading

This is the example maturity model graph from earlier in the course. Each bar graph represents the current and
target state maturity for each security capability area (Identify, Protect, Detect, Respond, and Recover). By
agreeing upon an “industry standard” level of maturity, your company can begin to determine the appropriate
level of investment required for each security capability. Over time, you can show incremental progress toward
the target state by updating the maturity level for each specific capability.
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BSIMM Maturity Comparison Example

Access Control

Protective Technology Awareness 8 Training

B Company
B Industry

Maintenance ~ Data Security

Processes & Procedures

This is an example radar chart (also known as a spider chart, or star chart) that represents your company's
maturity level compared to your overall industry for various security capabilities in the Protect area of the NIST
Cybersecurity Framework.

For example, the left-hand side of the radar chart shows that your firm is extremely strong in Protective
Technology compared to the rest of the industry. This could indicate an over investment in this area or it could
indicate a purposeful, strategic decision to grow this capability due to the nature of the organization’s business.
These radar charts are very helpful for showing differences in industry maturity levels for varying capabilities.
In this specific case, it is important for Dennis to understand why certain areas might have an over or under
investment.
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Approaches to Building a Security Business Case

* Cost approach

* How much does it cost to recover?
* Industry comparison approach
« What are comparable firms doing and paying?

B Business innovation approach
* What can I gain from doing this?

This page intentionally left blank.
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 Business Innovation Approach

+ Plan security investments based on:

* Business opportunities
» Key enterprise initiatives
+ Process improvement opportunities
+ New product support

Business requirements
+ Compliance, regulatory

Business risk
» Annualized Loss Expectancy (ALE = ARO x SLE)

» Provide estimates based on business risk

A good way to gain support for security investments is by aligning the work of the security team to key business
opportunities. For example, if your company is moving to support new enterprise initiatives like BYOD, mobile,
could, or Big Data, you can gain support by helping business unit leaders deploy those technologies in a more
secure manner. Providing security solutions before problems arise makes it easier not only for your key
stakeholders but also for the security team by getting involved earlier in the system development process.

Process improvement opportunities are ways for security to provide value to the business. In large organizations,
there are typically many systems all with different user ids and passwords. Even if users choose the same
password for all systems, they might be required to sign on dozens of times per day. Reducing the number of
times a user has to sign on increases productivity and decreases support costs by reducing the amount of
password reset calls to the help desk. In this way, security can gain support for deploying a Single Sign On
(SSO) solution that reduces time spent signing on to the multiple systems and allows users to focus on critical
business tasks.

Security can also support business innovation by providing services to new products being rolled out by the
company. These can be products utilized by customers such as new websites and mobile apps or even new
systems that are important to the organization such as order processing or inventory systems.

Compliance and regulatory requirements are an obvious area in which security can provide services to the
company. For example, deploying PCI-compliant security infrastructure allows you to accept credit card
payments. However, compliance often results in mandatory spending. It is the non-mandatory spending
associated with overall business risk that is much harder to quantify. One approach for doing this is by using
annualized loss expectancy (ALE), which is calculated by multiplying the annual rate of occurrence (ARO) of
an event with the single loss expectancy (SLE):

ALE=AROx SLE
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First, you have to calculate single loss expectancy (SLE). This is based on exposure factor (EF) and the value of
the asset. It’s important to remember that exposure factor (EF) is a subjective, estimated percentage of loss to an
asset if a specific threat is realized. It can be based on security vulnerabilities, threats, and the overall risk
management framework used in your organization. For example, if you have an asset valued at $100,000 and an
EF of 20%, then your SLE is $20,000.

Taking this SLE of $20,000, you can then multiply it by the annual rate of occurrence (ARO), which is an
estimate of how likely it is that you will have a loss in one year. Again, the key word here is “estimate.” By
using a simple estimate of 10% likelihood in year 1, 20% in year 2, and so on, you can calculate that the ALE is
$2,000 (10% x $20,000).

The key point here is that these are estimates. But, by using these estimates as a starting point, you can start to
make the case that over five years the ALE is $10,000 (50% x $20,000). If the security control costs only
$1,000, this could be a worthwhile investment. Point being, don’t spend more protecting something than it’s
worth.
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ements of a Business Case

» Executive Summary * Analysis
* Problem « Assumptions
+ Assessment * Costs/Benefits
* Recommendation « Key risks
+ Introduction » Dependencies/Synergies
* Business drivers * Options
- Scope * Appendix
+ Finance

Different organizations might utilize different templates for creating business cases. However, the core elements
of a business case will remain the same.

Executive Summary

This section is written for key decision makers and summarizes the problem at hand, your assessment of the
situation, and the overall recommendation. The recommendation can be as simple as choosing to invest in a new
security capability or, even better, it can ask key decision makers to choose from a set of options to solve the
problem at hand. Providing at least three options involves decision makers in the process and turns them into
active participants. The executive summary section, although it comes first in the business case, is usually
created last after all the other analysis has been conducted. This ensures that you can more easily summarize the
actual information in the overall case.

Introduction

This section provides background information about business drivers (e.g., new business initiatives, revenue,
and cost drivers) and the threat landscape (e.g., recent breaches, internal security incidents, etc.). This is where
you lay out the scope of your business case. For example, does it touch all public facilities, office buildings,
employees, customers, etc. The scope will have a direct impact on the associated costs. This is where you can
incorporate financial information related to the cost, industry comparison, and business innovation approaches
we discussed previously.

Analysis

This is the meat of your business case and includes any assumptions that you have made in your model, the
cost/benefit analysis, as well as key risks and dependencies/synergies. If your business case will be reviewed by
a large number of key stakeholders, it is extremely important to include dependencies on other teams as well as
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synergies that might help other teams. For example, if you are deploying a new patch management tool that has
a side effect of reducing the number of hours that the IT operations team spends on managing systems, you
would certainly want to highlight this fact to gain support from that key stakeholder. Finally, your analysis
should include details about the various options that you considered or are proposing.

Appendix

What is included in this section depends largely on what key decision makers want to see and are interested in.
Imagine that you have a C1O who is extremely focused on technology innovation and is a big picture thinker.
She might not be as interested in the details of the ten-year financial forecast. However, if you have a C10 who
is focused on improving current operations and reducing costs the ten-year financial forecast probably shouldn’t
be relegated solely to the Appendix.
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« As a manager and leader, you are expected to:
* Understand the vision and mission of the company
+ Make security understandable to business leaders
* Don't just ask for the money
« Sell the vision and how you will solve business problems

+ Use all the approaches to justify your request
+ Cost, Industry Comparison, and Business Innovation Approaches

+ Let the case speak for itself

« Allow decision makers to come to their own conclusion

* Outline three options with various pros and cons
+ Let them pick one

Ultimately, a business case is about getting funding for your security initiatives. However, the framing
associated with the request is extremely important. Instead of simply asking for the money, a better approach is
to articulate the vision for the security program and the business problems that will be solved. By focusing on
the problem and the eventual solution, you can increase commitment and turn stakeholders into partners.

By using the approaches discussed in this section to justify your request and letting the case speak for itself, you
allow key decision makers to come to their own conclusions. Executives want to have a say in how to run the
business and many are realizing that managing security risk is a key component of running the business. By
outlining three options with various pros and cons, you can provide a say in how to manage business risk.
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Course Roadmap

Section 1: Strategic Planning
Foundations

Section 2: Strategic Roadmap
Development

Section 3: Security Policy
Development & Assessment

Section 4: Leadership &
Management Competencies

Section 5: Strategic Planning
Workshop
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| Security Metrics Overview

By the end of this section, you will understand:

» Why metrics are important and the critical concern around security metrics

+ Various types of metrics including those beyond traditional technical metrics
 Financial
« Customer/stakeholder satisfaction
+ Business process

» How to tailor your metrics program for specific audiences
+ Executive
* Operational

» Technical

» How to use metrics to drive process improvement

Paving the road to success depends on you, and your leadership team being well informed and having the right
information to make the right decisions.

As a security professional, it’s your job to just that—understand the quality and progress of your “business of
security,” and communicate value and risks to your leadership in a manner that is easy to consume, and relevant
enough to make well-informed decisions.

There is not a better, more effective way to understand and communicate all aspects of business than metrics.
It’s a common language that all leaders understand and has been used for decades.

Security is not exempt from demonstrating strategic value and operational effectiveness in organizations, but
historically this has proven to be a significant challenge for many security organizations. In this security metrics
section, we will cover topics related to metrics that will help you rise to the challenge of demonstrating value,
and will help you communicate more effectively.

We will also demonstrate how you can leverage various types of metrics such as security, financial, customer
satisfaction, and business processes to help you, your leadership, and your company become more holistically
informed and make better decisions.

We will share security frameworks that you can leverage to build a metrics program and show you how you can
translate business activities, security vision, and strategy into your metrics program.

We will show you how to tailor your metrics for specific audiences such as executives and stakeholders, and
operations and technical; how to apply multi-dimensional views to effectively show the overall health and
security posture of your organization; and how you can use metrics to identify improvement opportunities and
drive process improvement.

We will also share visualization tips, communication channels to socialize your metrics program, and pitfalls to
avoid when creating your metrics program.
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Security Metrics - A Critical Concern

* Problem
+ Many executives are searching for security statistics that are important so they
know when to pay attention

* Metrics the security organizations track and present to management are not often aligned
with business objectives

» They often convey little information on a security program’s effectiveness in reducing
overall risk

+ They are often difficult to understand
* Solution

* Provide essential metrics that transform and communicate complicated data
into business language that can be easily understood

As pressure increases on security as a priority for many organizations, it’s not unusual for executives and
directors of boards to take an active interest in security. As reports of breaches hit the news almost daily, top
executives want to be informed of the current and evolving threat landscape, as well as organizational risk,
readiness, and response plan for incidents.

Security professionals are being brought before executives and asked to demonstrate the effectiveness of their
security programs. It’s not unusual for executives to be given volumes of data that is not relevant or aligned to
the business objectives, convey little to no information on the effectiveness of security, are difficult to
understand, and often lead to more questions than answers.

As stated previously, numbers are the common language of business that all leaders understand and rely on to
make important business decisions. You must accept the fact that security metrics are no different than the
metrics other business verticals would use to communicate value (such as Finance, Sales and Marketing, or even
IT). It is your responsibility as a security professional to provide metrics that transform and communicate large
quantities of complicated data into business-consumable language that can be easily understood, provide
business value, and facilitate the decision-making process.

Executives and board members want to understand whether the decision they made to fund security has helped
achieve a competitive advantage, and will keep them out of the news. They want information that will help them
determine whether they are spending too little or too much on security, how their investments to date have
improved the organizational risk posture, and/or where the accountability needs focus to influence culture and
behavior change.
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Why Metrics Are Important

» In today’s performance-focused environment, it’s important to:
* Measure performance
* Monitor progress
» Communicate value
* Metrics help you manage your “business of security” more
effectively and efficiently through:
» Data-driven decision-making support
+ Closer alignment with the business and business objectives
+ Increased accountability

Why Metrics Are Important

Metrics are an essential tool for security professionals to understand all aspects of the “business of security” and
encompassing components, such as understanding performance on specific technology capabilities and
processes, progress towards pre-defined goals addressing security and risk posture, and how those security
initiatives are paying off. Metrics can also help you build your business case to support organizational demand
for security support on strategic initiatives that might require additional resources.

Metrics will help you further understand whether your security controls are producing the desired results, such
as fewer malware infections as a result of your network segmentation and anti-malware programs. Time to
containment and mitigation for incidents is within an established norm. Workstations and servers are patched
well within an acceptable level of risk tolerance the organization has agreed upon.

If metrics are done right, security managers will better understand their business, which in turn will allow them
to more effectively communicate and inform executives, stakeholders, and board members the complexities and
risks of security, quantify security outcomes through the effectiveness of controls and processes, and
demonstrate considerable value and alignment to the organization.

Metrics provide more than funding justification for more resources and shiny new technology. Properly
designed metrics will facilitate objective data-driven decision making to critical areas such making adjustments
to your strategy based on the diagnosis of a problem of more comprehensive understanding of an issue or root
cause or the ever-changing threat landscape. Metrics can also drive performance and operational improvements
such as improved SLAs, customer satisfaction, and improved tuning of technologies to improve security
outcomes. Metrics will also aid in your overall organization approach to risk by determining which initiatives
will be funded and in what order.

Security metrics can shine light on the organization’s state of compliance against internal security guidelines and

policies ultimately increasing accountability across business units. Comparing business unit result to an agreed
upon risk tolerance level will increase motivation to improve results.
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Metrics Resources

+ Center for Internet Security (CIS)
+ CIS Controls for Effective Cyber Defense Version 6.0
+ A Measurement Companion to the CIS Critical Security Controls Version 6.0
« CIS Consensus Security Metrics v1.1.0
* CIS Quick Start Guide for CIS Consensus Security Metrics v1.0.0

There are several control frameworks that will provide guidelines you can use to identify metrics for monitoring
your controls efficacy.

Some of these controls are regulated depending on your industry such as PCI, SOX, and HIPAA. There are also
voluntary frameworks such as National Institute of Standards and Technology (NIST) Cyber Security
Framework, ISO/IEC 27002:2013, COBIT 5, and Critical Security Controls.

Where regulated or contractually obligated, you will want to build your metrics program around the security
controls that are prescribed, using the metrics to validate security controls. Your company might already have
framework adopted (e.g., ISO, COBIT, etc.). To the extent feasible, you’ll want to investigate how to leverage
that framework in support of your security metrics program.

In addition, you will want to interview and consult with your stakeholders and executives in your organization to
better understand what metrics are important to them and further understand what strategic objectives security
can support.

A way to facilitate productive discussions with your stakeholders and executives is to have proposed metrics in
hand prior to meeting with them. Below is a list of valuable metrics resources you can leverage to build your
metrics arsenal.

Center for Internet Security (CIS): Mobilizes a broad community of stakeholders to contribute their
knowledge, experience, and expertise to identify, validate, promote, and sustain the adoption of cybersecurity's
best practices.
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CIS Controls for Effective Cyber Defense Version 6.0: A recommended set of actions that provide
specific and actionable ways to stop today's most pervasive and dangerous cyber attacks

A Measurement Companion to the CIS Critical Security Controls Version 6.0: This document
provides guidance on how to measure the effectiveness and implementation of the CIS Controls

CIS Consensus Security Metrics v1.1.0: A set of Consensus Security Metrics and data set definitions
that can be used across organizations to collect and analyze data on security outcomes and process
performance

CIS Quick Start Guide for CIS Consensus Security Metrics v1.0.0: This document is a guide to help
organizations get metrics programs started quickly and effectively, using the CIS Security Metrics
Definitions

Keeping focus on producing information that is useful to your audience (regulators, stakeholders, executives,
boards, etc.) is best practice, and will go a long way with gaining credibility for you and your security
organization.

Metrics resources

Center for Internet Security (CIS): https://www.cisecurity.org/critical-controls.cfm
« CIS Controls for Effective Cyber Defense Version 6.0,

* A Measurement Companion to the CIS Critical Security Controls Version 6.0:

CIS Consensus Security Metrics v1.1.0: https://benchmarks.cisecurity.org/downloads/metrics/

CIS Quick Start Guide for CIS Consensus Security Metrics v1.0.0:
https://benchmarks.cisecurity.org/downloads/show-single/?file=metrics_guide.100

Control framework resources:

152

NIST Framework for Improving Critical Infrastructure Cybersecurity:
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

ISO/IEC 27002:2013: http://www.is02700 I security.com/html/27002.html

Control Objectives for Information and Related Technology (COBIT): https:/cobitonline.isaca.org
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Technical Measures - Critical Security Controls

V _Example Measures S

CSC 1: # of unauthorized devices on the network CSC 4: % of systems that have not been scanned
CSC 1: Avg. time to detect new devices on network CSC 4: Avg. vulnerability score for systems
CSC 1: Avg. time to isolate/remove unauthorized devices CSC 4: Total vulnerability score for systems
CSC 1: # of devices blocked by network authorization CSC 4: Avg. time to deploy OS software updates
CSC 1: % of systems not utilizing network authorization CSC 4: Avg, time to deploy app software updates
CSC 2: # of unauthorized software applications CSC 18: % of custom applications that have not been scanned by
CSC 2: Avg. time to remove unauthorized apps an application security code scanner
CSC 2: % of systems not running app whitelisting CSC 18: % of database systems that have not been scanned by a
CSC 2: # of software apps blocked by whitelisting database specific vulnerability scanner
CSC 2: Avg. time to detect new software installed CSC 18: Aggregate vulnerability rating for all application and
CSC 2: Avg. time to remove unauthorized software database systems

CSC 18: Avg. time for alerts to be generated and sent to system
(SC 20: Aggregate score of all penetration tests administrators that a vulnerability scan has or has not completed

We talked extensively about various security frameworks in an earlier section of this course, and on the previous
page we mentioned that CIS has published a measurement companion to its Critical Security Controls.

You will find on this page that we have completed a mapping between the three publications to illustrate how
you can align your framework, controls, and proposed measurement in an effort to help you measure the
effectiveness and implementation of your security program. We have provided the same mapping for the
remainder of the NIST functions: Protect, Detect, Respond, and Recover on subsequent slides.

A mapping exercise such as this might be time intensive to build in the beginning, but the effort you invest in
organizing your information with reputable and recognizable frameworks and controls will greatly benefit you
and your team in the long run and you look to develop your reporting and communication efforts to share with
your leadership team, executives, customers, and stakeholders.
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CSC 3: % of systems not currently
configured to approved configuration
standards

CSC 3: % of systems whose security
configurations is not enforced by
technical configuration management
applications

CSC 3: % of systems not up to date
with the latest available OS security
patches

CSC 3: # of unauthorized configuration
changes blocked by configuration
management system

CSC 5: # of unauthorized elevated
application accounts currently
configured

CSC 5: # of unauthorized elevated OS
accounts (local administrator/root)
currently configured

CSC 5: % of elevated account that do
not require two-factor authentication

CSC 7: # of unsupported web browsers
detected

CSC 7: # of unsupported email clients
detected

CSC 7: % of devices not required to utilize
network based URL filters

CSC 7: Avg. % of users who
inappropriately respond to sponsored
email phishing tests

CSC 8: % of systems deployed and not
enabled with up to date anti-malware
CSC 8: % of applications not utilizing
application sandboxing

CSC 9: % of systems not running host
based firewall

CSC 9: # of unauthorized services running
on systems

CSC 9: # of deviations from approved
service baselines discovered

CSC 11: % of network devices not
currently configured to approved
configuration standards

CSC 11: % of network devices not
enforced by technical configuration
management applications

CSC 11: % of network devices not up to
date with the latest available OS software
security patches

CSC 11: % of network devices that do not
require two-factor authentication to
administer the device

CSC 12: % of remote access users not
required to use two-factor authentication
to remotely access the network

CSC 12: % of remote systems not
managed using the same security
standards as internal network systems
CSC 12: % of internal systems not on
dedicated Virtual LANs (VLANs) that are
segmented with access control lists

CSC 14: % of systems not utilizing host
based Data Loss Prevention (DLP)
software

CSC 17: % of workforce members that
have not completed a core information
security awareness program

CSC 17: % of workforce member that
have not passed general information
security awareness assessments

CSC 17: % of workforce members that
have not passed job role specific
information security awareness training
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CSC 3: Avg. time to detect
configuration changes

CSC 5: # of detected attempts to
upgrade an account to administrative
privileges

CSC 5: # of detected attempts to gain
access to password files

CSC 5: Avg. time for administrators to
be notified about user accounts being
added to super user groups

CSC 6: % of systems that do not have
logging per standards

CSC 6: % of systems not configured to
centralize logs

CSC 6: # of discovered
anomalies/events of interest in log
files

CSC 6: Avg. time for failure alert to be
sent if system fails to log

CSC 6: Avg. time for personnel to
respond if a system fails to log

CSC 7: # of events detected while
examining logged URL requests

CSC 8: # of instances of malicious code
detected by host based anti-malware
systems

CSC 8: # of instances of malicious code
detected by network based anti-malware
systems

CSC 8: % of applications not utilizing
application sandboxing

CSC 8: Avg. time to identify malicious
software installed, attempted to be
installed, executed, or attempted to be
executed

CSC 9: Avg. time to identify new
unauthorized listening network ports
installed on network

CSC 11: Avg. time to detect configuration
changes to a network

CSC 12: # of events discovered on the
network through analysis of net flow
configured on network devices

CSC 12: Avg. time for unauthorized
network packets are alerted on when
passing through perimeter systems

CSC 20: # of pen tests (internal & external
staff)

CSC 13: # of unauthorized data
exfiltration attempts detected by Data
Loss Prevention (DLP) system

CSC 13: # of plaintext instances of
sensitive data detected through
automatic scanning software

CSC 13: # of attempts to access known
file transfer and email exfiltration
websites detected

CSC 14: % of sensitive data sets not
configured to require logging of access to
the data set

CSC 15: # of rogue wireless access points
discovered

CSC 15: # of wireless access points or
clients discovered using an unauthorized
wireless configuration

CSC 15: Avg. time to generate alerts
about unauthorized wireless devices
detected

CSC 16: # of invalid attempts to access
user accounts detected

CSC 16: # of accounts that have been
locked out

CSC 16: # of attempts to gain access to
password files in the system have been
detected

CSC 12: Avg. time to apply
configuration changes to block
unauthorized traffic passing through
perimeter systems

CSC 19: % of employees that have not
completed IR training

CSC 19: # of incident handling exercises
completed

CSC 19: # of security incidents
documented

CSC 3: Avg. time to reverse
unauthorized changes

CSC 8: Avg. time to completely remove
malicious code

CSC 9: Avg. time to close or authorize
newly detected system services

CSC 10: % of systems where their OS or
application binaries have not been
backed up

CSC 10: % of systems that have not had
their data sets back up

CSC 10: % of backup have not recently
been tested by personnel

CSC 10: % of systems do not currently
have a backup available to online
operating system calls

CSC 10: Avg. time to notify system
personnel that a backup has failed

CSC 11: Avg. time to reverse unauthorized
changes on a network

CSC 15: Avg. time to remove rogue access
points from the network

CSC 15: Avg. time for unauthorized
wireless devices to be isolated/removed
from the network
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Technical Metrics Examples
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This is an illustrative sample of technical metrics designed for discussion purposes only. There are hundreds, if
not thousands, of technical metrics and data variations that can be generated to display security controls,
understanding of threats, and vulnerabilities and evaluation processes.

These examples are focused around server vulnerabilities. Shown here are six ways to view the data related to
server vulnerabilities. Each graph displays important data in an effort to further the assessment and
understanding of vulnerabilities.
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Technical Metrics Examples — What’s Wrong?

» What’s wrong with these metrics?

* Message is diluted in operational details

+ They do not increase your understanding of security and risk

+ They are not ideal to increase security’s visibility and generate awareness
+ They are not business consumable

+ Not aligned with the business or their objectives

* They are not relevant for senior leaders, executives, or stakeholders

«  Will not boost your credibility
* They do not measure progress and demonstrate value

» Provides a snap shot in time only

+ Do not provide trending to determine progress, increased or decreased risk

There is an enormous amount of data that is waiting to be mined and displayed in various forms of graphs and/or
charts with the hopeful outcome that you can present to your leadership, stakeholders, and company executives,
and they immediately identify value in what you’ve provided, which in turn will lead to facilitated discussion
that will ultimately ensure your metrics are leveraged to make data-driven decisions, or provide the perfect
amount of information where they feel well-informed.

The metrics on the previous page are not those metrics described above. They are not the kind of metrics where
executives can feel like they understand what is going on and they are well informed. They are not the kind of
metrics that will enable an executive to respond quickly to make important decisions about security.

The message in these server vulnerability metrics is diluted because they focus on very technical operational
details, which are spread over several metrics. They tell an incomplete story of security and risk, and require far
too many assumptions to be made or erroneous conclusions to be filled in by the imagination of the recipient.

These server vulnerability metric examples are not business consumable. They do not satisfy a specific business
requirement or address the question on every executive’s mind, “So what?”

They are not aligned with the business or its objectives (unless your company’s business objects happen to
minimize vulnerabilities in the server environment). Your audience is not likely to understand the value of
“Possible Exploit” versus “No Known Exploit,” nor will they understand the real threat behind the Top 5 High
Server Vulnerabilities list, or why an aging report is relevant to determining how long risk has been in your
environment.

These metrics are not relevant for senior leaders, executives, or stakeholders. Presenting these detailed, technical
metrics to this audience will leave them with more questions than answers. This approach will not boost your
credibility.
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These metrics do not measure progress or demonstrate value, they provide a snap shot in time, and they do not
include trending data to determine progress or increased or decreased level of risk. The Aging metrics attempt to
illustrate risk but doesn’t tell us whether we are getting better or worse at mitigating server vulnerabilities. The
scanning coverage is a nice, clean measurement, but there is no context to let the audience know whether this is
an appropriate coverage level. Here is an example to illustrate context of value around scanning coverage
metrics. Of the “Not Scanned” servers, how many of those servers contain regulated or sensitive data? If you
have a high percentage of “Not Scanned” servers that are critical to business operations, then your risk is
greater. You can ask the same questions with the Top % High Server Vulnerabilities metric. How many of these
are on critical business applications?

The metrics you select should satisfy a specific business requirement and those metrics should be metrics that
someone needs to know about. If there is not a compelling business need for the metrics, you should not share it
with your stakeholders, executives, and/or board of directions. Again, you will likely cause more concern and
questions to arise than you anticipated.

Effective metrics should
* Measure performance using baselines and trends
* Monitor progress towards stated goals
= Help the metric owner communicate value
» Facilitate the use of data for decision-making support
* Should be closely aligned with the business, and business objectives

* Provide line of sight to risks ultimately increasing accountability
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Measures, Metrics, and Key Performance Indicators (KPls)

K{‘}‘ £ enbe folicetor (Kp[)

= = #,% of authorized
P devices

Metri a bascline with two or more

mnasw'!:mcms such as February, number of KPIs are performance metrics that illustrate
Measurements provide a snap shot in time horized devices i by 1.995, and is a stated out: {e.g..on
view of specific discrete factors, such as 28% Q1. we had an overall increase of 1,207 Wed, Sat, and Sun, we exceeded our target
(2,574) unauthorized devices on our network (using January as our baseline) SLAs)

There are similarities between measures and metrics in that both can be qualitative or quantitative. There is also
a distinction that is often unclear. This distinction between measures and metrics is important to understand. The
main difference is that metrics are measurements that use a baseline to establish normal operating levels and
uses this baseline to compare when something is abnormal.

Another way to look at the distinction between measurement and metrics is that measurements provide a snap
shot in time view of specific discrete factors. Measurements are objective raw data and generated by counting,
such as “I have one widget.” Using a security measurement example, you might count: 28% (2,574)
unauthorized devices on our network.

Comparing a baseline that has been established with two or more measurements taken over time generates
metrics. Metrics are generated from analysis, such as “I have 10 more widgets than I did yesterday, and | have
15 more widgets than when I started.” Using a security metrics example, you might illustrate: In February, we
had an increase of 1,995 unauthorized devices on the network, and in Q1, we had an overall increase of 1,207
(using January as our baseline).

KPIs are performance metrics that illustrate progress towards a stated outcome. KPIs are used across all
industries, and are used to monitor how the organization is doing relative to goals. They are also used to monitor
implementation and effectiveness of organizational strategies; they are also used to determine the gap between
actuals and targets.

Companies will use KPls, such as profit and loss statements, new membership growth, earnings per shareholder,
etc. For security, KPIs should be customizable for the business unit(s) your security organization supports, and
might include areas like avoiding data breach or meeting regulatory and compliance requirements.
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For security, let’s say that minimizing unauthorized devices on the network is a business imperative. You’ll
want to determine your thresholds or state your goals. For this example, we can use an upper and lower control
limit to show the effectiveness threshold we want to operate in. Obviously, the closer we get to the lower
threshold of removing unauthorized devices within 1 hour, the more effective we are in our security controls.
When performance moves closer to, or exceeds the upper threshold of 6 hours, we have cause for alarm and we
would need to look deeper at our performance and make necessary adjustments.

Developing relevant and actionable security KPIs is a critical step to providing value and building credibility for
your security organization. The key to successful security KPIs is to map closely to business KPlIs. In other
words, develop KPIs that are important to the business, not just security.

Good KPIs will include the following attributes:
* Monitors the implementation and effectiveness of organizations” strategies
* Determines effectiveness and operational efficiency
= Effectiveness is “Doing the right thing.”
» Efficiency is “Doing the thing right.”
* Determines the gap between actual and targeted performance
« Provides focus for what matters most
* Is not limited to work being performed; it illustrates accomplishment

* Provides business-consumable context in a common language that facilitates communication

Reference

http://balancedscorecard.org/Resources/Performance-Measures-KPls
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Benjamin Franklin on Planning

Benjamin Franklin' was a leading author, politician, scientist, and investor. He was also a renowned polymath, a
person whose expertise spans a significant number of different subject areas. This term is often used to describe
great thinkers of the Renaissance and the Enlightenment who excelled at several fields in science and the arts.

Franklin was a leading author, printer, political theorist, politician, freemason, postmaster, scientist, inventor,
civic activist, statesman, and diplomat. One of Franklin’s most notable discoveries was through his electrical
experiments, which led to his invention of the lighting rod.

Ina 1772 letter to Joseph Priestley,” an 18th-century English theologian, dissenting clergyman, and natural
political theorist, Franklin describes the earliest known description of a planning technique using the Pro & Con
list. He writes “... my way is to divide half a sheet of paper by a line into two columns, writing over the one Pro,
and over the other Con. Then during three or four days” consideration, I put down under the different heads
short hints of the different motives that at different times occur to me for or against the measure. When I have
thus got them all together in one view, I endeavor to estimate their respective weights; and where I find two, one
on each side, that seem equal, I strike them both out, If I find a reason pro equal to some two reasons con, |
strike out the three. If I judge some two reasons con equal to some three reasons pro, [ strike out the five; and
thus proceeding I find at length where the balance lies; and if after a day or two of further consideration nothing
new that is of importance occurs on either side, I come to a determination accordingly.”

References

[1] https://en.wikipedia.org/wiki/Benjamin_Franklin
[2] https://en.wikipedia.org/wiki/Joseph_Priestleyphilosopher, chemist, educator, and Liberal
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Planning Is Fundamental

» Creating a plan will ensure success of your metrics program

+ State your program goals

« Define the metrics that will help you reach your goals
= Addressing the “so what” your organization cares about

+ Determine your method
- Identify metric owners: Accountable for the people, process, and/or technology associated with each metric
+  Define metric classification: For example, data spill prevention: count of unencrypted outhound email
+  Describe business purpose: For example, visibility to email activity where sensitive information is leaving company
« Determine data source: For example, data loss prevention system
+ Decide publication frequency: For example, weekly, monthly, quarterly, ete.
+  Build operational definitions: Define acronyms, processes, teams, etc., that will be useful to your audience

+ Establish review process: For example, leadership, legal, communications etc.

+  Metrics hierarchy classification: For example, Balanced Scorecards, Operational Dashboards, or Technical charts &
graphs

Creating a measurement plan will aid in the success of your metrics program. Planning is fundamental and will
aid in the assurance of your metrics plan success. It will also align expectations between your teams, your
leadership, customers and stakeholders, executives, and ultimately benefit the board of directors.

State your program goals

You first need to understand and define the goals of your metrics program. Without these stated and defined
goals, you might end up somewhere you didn’t intent your program to be. It’s important to also remember that
the goals of the program should extend beyond traditional security and include more than what “you™ want to
see. Your program should include what your customers, stakeholders, and executives “need” to know. If you
want to make progress with the business, take your security hat off and put your consumer hat on.

The goals of your metrics program could be any combination or all of the examples listed below. These
examples are not exhaustive, and you might find you have your own unique drivers for your metrics program.

The goal of the metrics program is to:

«  More effectively align to what our customers and stakeholders value, drive transparency, and
communicate more effectively

« Optimally manage my business of security
+ Identify improvement opportunities to minimize risk and optimize costs
+  Drive compliance and behavior change

+ Improve specific security capabilities (e.g., password protection, vulnerability management, etc.)
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Define the metrics that will help you reach your goals

Include various types of metrics that address the “so what™ for your organization. The metrics you select should
be aligned to your goals and tell you what you are going to measure to achieve those stated goals. On the
following page, we’ve outlined in further detail some metrics considerations.

Determine your method

A measurement plan is your roadmap that defines the who, what, why, when, and where of your metrics
program. A measurement plan is critical to the success of your metrics program because it will drive
accountability, and ensure a repeatable process and more reliable output results. The components of a
measurement plan are listed below:

* Identify metric owners: Metric owners are the individuals accountable for the people, process and/or
technology associated with a specific metric. You will have many metrics owners within your metrics
plan. Metrics owners are accountable to create a measurement plan for their respective area of
responsibility.

* Define metric classification: You should create a high-level classification schema. This will give you
greater flexibility on your reporting capabilities down the road, such as reporting all metrics that are
related to data spill prevention or vulnerability management. You might want to include subdomain as
well, such as unencrypted outbound emails, which will give you even more flexibility in your reporting
down the line.

* Describe business purpose: This component of your measurement plan is critical. If you cannot
describe the purpose of each of your metrics in business-consumable terms, you will not be able to
communicate with people outside of your security organization. For example, let’s look at the count of
unencrypted outbound emails. A business purpose definition might be to provide visibility to email
activity where sensitive information is leaving the company.

* Determine data source: As stated previously, there are hundreds, if not thousands of technical measures
and data variations that can be generated to display security controls. Designating the specific source of
raw data that will be used to generate each of the metrics within your program is important for continuity
of your metrics program. Using the same example as above—unencrypted outbound emails, your data
source might be your data loss prevention system. We will talk more specifically about the data sources
on the next page.

* Decide publication frequency: For each metrics, you’ll want to indicate on your measurement plan
what the publication frequency is (e.g., weekly, monthly, quarterly, etc.). This will set expectations for
all consumers.

* Build operational definitions: This section is another critical component of your metrics program and
your measurement plan. Security in general is very technical, complex, and difficult to understand for
non-security professional, let alone, one team’s definition of process, procedure, or technology usage
might vary slightly or significantly from another team. It’s important that you define operational and
technical terms, acronyms, and anything else that might be useful to your audience and help them to
better understand the story you are trying to tell with your metrics. As an example, Severity 1 might
mean something entirely different from team to team. It’s important to define what Severity 1 means
related to that specific metric.
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Establish review process: It’s important to determine what the review process will be in order to ensure
success of your program. For instance, you wouldn’t want metrics going to your customers or
stakeholders without your leadership review, or if by chance the metrics you are producing are intended
for consumers outside of your organization, you would likely need your leadership review and possibly
legal and/or your communications team.

Metrics hierarchy classification: We are going to talk more about metrics hierarchy in the coming
slides but for the purposes of understanding this measurement plan requirement, you will need to know
that each metrics should be classified based on your reporting output (for example, Executive Balanced
Scorecards, Operational Dashboard, or Technical Charts & Graphs).
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Metric Selection Is Important

*+ Metrics should answer the “so what” for your organization
» They need to be transformed into more meaningful data through analysis

» Many data sources you can use (e.g., antivirus, antimalware systems, SPAM filters, etc.)
+ Financial metrics should be considered in two ways
+ How much does it cost to operate security (e.g., % of security budget compared to IT)

* How security incidents impact your company financially (e.g., direct loss of intellectual
property or cost of downtime)

+ Customer/stakeholder satisfaction and business process should measure
what’s important to the org

 Value: For example, reliability, responsiveness, and assurance of service

+ Invisible value: For example, activities and controls that are our corporate responsibility
but have little to no impact on what the customer perceives as value

Your metrics program should be inclusive of various types of metrics such as security, financial, customer
satisfaction, and business process. Including these categories of metrics will provide your leadership,
stakeholders, and executives a strategic and holistic view of your efforts.

Security Metrics

As stated previously, there are hundreds, if not thousands, of technical security metrics that you can generate
based on the data that can be gathered from your environment. The following is a list of some of the potential
sources you can collect raw data from in support of your security metrics. As a reminder, these data sources are
a good starting point. However, the data from these tools often have to be transformed into more meaningful
information through analysis in order to provide intelligence that enables key decisions to be made.

* Antivirus, antimalware, systems

* Spam filters

* Firewalls

= Vendors or managed security services
= Web logs

* Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS)
= Patch logs

* Vulnerability scans

* Penetration tests

* Databases

* Network access control

« Data loss prevention systems
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*  Access logs

» Server logs

* VPN

* Configuration hardening

* Secure web gateways

*  Web application firewalls

* Mobile data protection

* Governance, risk, and compliance management
» Storage encryption

= SIEM

Financial Metrics

For financial metrics, you might want to consider looking at this from two angles. First, how much does it cost
to operate security? Some examples of this might be “Security budget as a % of overall IT.” You might want to
further group by business unit, or specific to application development or some other important category, or
categories your company will find useful. You might also want to show a % of change in security budget from
previous fiscal year, % of security budget dedicated to contractors, outsourcing, and/or training. You will also
want to provide information on operational budget (OPEX), which lays out ongoing spending on routine daily
operations. You will also want to include capital expenditures or (CAPEX), which refers to a one-time
investment on hardware, software, and in some instances project-related resources.

Secondly, you’ll want to show how security incidents or the lack thereof either positively or negatively impacts
your company financially such as cost of incidents. This could include:

Direct loss might include the value of intellectual property, customer lists, trade secrets, or assets that are
destroyed.

» Cost of business system downtime would include cost of refunds for failed transactions, or cost of lost
business directly attributed to the incident.

» Cost of containment includes efforts and cost for existing security resources and assets, and potentially
consulting services.

+ Cost of recovery could include the cost of incident investigation and analysis, efforts required to repair
and/or replace systems, consulting services for repairs and/or investigations, and additional costs not
covered by an insurance policy.

«  Cost of restitution could include penalties and other funds paid out due to breach of contracts or SLAs
resulting from the incident, and cost of services provided to your customers as a direct result of the
incident such as ID theft insurance and/or credit monitoring. This could also include public relations

costs, and cost of disclosures and notifications and legal costs, fines, and settlements.!

Customer/Stakeholder Satisfaction and Business Processes

Customer and stakeholder satisfaction is another way a security organization can evaluate its goals and measure
progress. In order to develop metrics for this, a security organization must understand who its customers and
stakeholders are, and what’s important to them. We covered stakeholder management in Section 1: Strategic
Planning Foundations.

It’s important to note that customer satisfaction might be the results of the metrics you capture and report on in
your business processes. The efficiency in your business process often influences and/or has direct correlation to
your customer’s satisfaction.
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The first thing you must do to determine what customer/stakeholder satisfaction metrics you can produce is
understand what types of services or business processes your security organization provides to your customers
and stakeholders. More importantly, you need to know what your customers and stakeholders “value” verses the
“invisible value™ we “think™ is important to organizations because of our roles, responsibilities, and due
diligence we must perform as a security organization.

* Value: A customer or stakeholder might value reliability, which is your team’s dependable and accurate
performance against what was promised. A customer might also value responsiveness, which is your
team’s willingness to provide prompt service for client needs. A customer and stakeholder might also
value assurance that your team has knowledge and competence in the services performed.

* Invisible Value: As security professionals, we perform many tasks to secure an environment and meet
regulatory and contractual compliance. Many of these tasks go unseen or unnoticed and are in essence
invisible to our customer and stakeholder. If we as security professionals measure what we “think™ is
important to our customers and stakeholders—the invisible value—we will miss the mark every time.

* Anexample of this would be end point protection. We might have several layers of controls for our
end point protection. The majority of our customers do not care about all of these layers of control.
It’s invisible to them. What will be of concern is if all these layers are causing performance latency
issues that impact their ability to perform their job.

* For another example, if you are performing a security assessment for a new application that will be
deployed to the environment, a customer generally won’t care about all the specific tasks that you
performed through the assessment. What will be of value to them is that you completed the
assessment on time and on budget, and you helped them get through any remediation of findings
with ease so they can meet their deadlines.

To summarize, you must select metrics that are important to your customers and stakeholders, and remember,
they may come from various groups within your organization such as Finance, Sales & Marketing, Legal, and
Compliance to list a few. Your metrics need to be customized for what’s important for each respective group.
Below are a few examples for consideration:

* Percentage of security prbjects delivered on-time and on-budget
* Customer facing (such as e-commerce sites) incidents and time to remediate
* Productivity incidents and time to remediate

* SLAs on various security capabilities (for example, delivery of evidence to Legal and/or HR on
investigations?

Reference

[ 1] https://benchmarks.cisecurity.org/tools2/metrics/CIS Security Metrics v1.1.0.pdf
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Metrics Progran?t_s Should Be Prioriti_zéd

+ Metrics programs should provide useful and actionable information on
performance and progress against goals such as:
» Program priorities (including the business)
+ Compliance and/or behavior change
« Corrective actions and process improvement

+ Like any other program, metrics have to be:
+ Properly designed: Visually appealing and easy to understand
« Economical to collect: Automatic to the extent possible
» High leverage: Don’t collect metrics just because you can
« Encompass a feedback mechanism in two ways

« Technical and operational (e.g., tuning and/or corrective actions)

+ Feedback from your consumer (e.g., clarification or additional information requested)
M: e 5 »; A e e - Y

As stated previously, as a security professional, it’s your job to understand the quality and progress of your
“business of security” as well as communicate value and risks to your leadership in a manner that is easy to
consume and relevant enough to make well-informed decisions.

There is not a better, more effective way to understand and communicate all aspects of business than metrics.
It’s a common language that all leaders understand and has been used for decades. Considering these factors,
your metrics program should be a priority.

Your metrics program doesn’t need to be all-inclusive out of the gate. Your program can mature over time.
However, even in program infancy, your metrics have to be:

+ Properly designed: Metrics need to be properly designed in a manner that is visually appealing and
easy to understand. If you are the only one that can understand the data or read the story the data is
telling, then this information is useless to anyone besides you and as Albert Einstein said, “If you can’t
explain it simply, you don’t understand it well enough.”

«  Economical to collect: As you develop your program, this should be a prime consideration. With all the
metrics options, your program could easily get bogged down in heavy administrative costs to produce.
You’ll want to automate as many metrics as possible, create a repeatable process to eliminate variation,
and re-work.

+ High leverage: Don’t collect metrics just because you can. As we mentioned previously, there are
numerous metrics that can be collected for a security organization. You want your resources focused on
collecting, analyzing, and producing the most valuable metrics to you, your leadership, and the
organization as a whole.
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* Encompass a feedback mechanism: There are two angles to consider as feedback mechanisms:

.

First from a technical and operational perspective, when the results are produced and analyzed, are
there any process and technology considerations that need to change as a result of the results (e.g.,
policy tuning on network firewalls, corrective actions on processes, etc.)?

Secondly, you’ll want to work with your leadership, customers, and stakeholders to include any
feedback they might have. This feedback might come in the form of questions they have because
your metrics were not clear, or items you didn’t consider. It might also come in the form of wanting
a deeper dive into the root cause of the results.
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: Metrics Hié'ra_rchy

« Focus & actions increase i e
as you move up the Type
pyramid

* Volume of information
increases as you move

down the pyramid b
Operational

Technical

The metrics hierarchy is an illustrative arrangement or classification diagram designed to help you identify the
functional relationships among technical, operational, and executive design elements related to your metrics
program. The key thing to remember is focus, actions, and simplicity increases as you move up the pyramid, and
volume of information also increases as you move down the pyramid.

Technical

At the base of the pyramid is Technical. The focus here is on data that typically provides a snap shot in time
view of specific discrete factors. The example used previously to describe a measurement was 29% (2,574)
unauthorized devices on the network. This is the area where you might also include project level details to
include on time and on budget. You might want to evaluate resource allocation or customer satisfaction by team.
This is the area you will have detailed data, and lots of it. The implementation or output in this area is typically
charts and graphs

Operational

Moving up the pyramid to Operational, your focus and action increases as described in the first paragraph. In
this section, the focus is more on analysis and trends, where you will typically use metrics to describe the
results. As a reminder, metrics compare a baseline with two or more measurements such as, February, number
of unauthorized devices increase by 1,995, and Q1, we had an overall increase of 1,207 (using January as our
baseline) as we described in the previous section. The implementation or output in this area is typically a
dashboard and for a security organization, this would be a Security Dashboard. We will share attributes of a
dashboard coming up later in the section.

Executive

At the top of the pyramid is Executive. Again, your focus and action increase even more. The specific focus in
this section is around strategic objectives with results of progress illustrated through Key Performance Indicators
(KPIs). KPIs are performance metrics that illustrate progress towards a stated outcome (e.g., on Wed, Sat, and
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Sun, we exceeded our target SLAs). Implementation for this section is generally displayed through a tool like
the Balanced Scorecard. We will share attributes of a Balanced Scorecard later in this section.

The key takeaway from this slide is to remember as you are designing your metrics program, you wouldn’t
likely share “all” technical measures with executives for a couple of reasons. You wouldn’t want to inundate
them with data, just because you can, and you want your story to come through loud and clear. You can do this
with selecting the high value KPIs that align to strategic objectives of the organization. At the same time, you
wouldn’t want to run your business of security on only KPIs. You need to have more information. You need
analysis and trending on your security controls and processes to be well informed as a security leader, and you
have to have enough information to make decision and/or take corrective actions.
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Using the Metrics Hi_erarchy

Technical | Operational

CSC1: # of unauthorized devices on the network 1. #, % of authorized vs. 1. % increase in

1

2. CSCi: Avg. time to detect new devices on network unauthorized devices on the unauthorized devices
3. CSC1: Avg. time to isolate/remove unauthorized devices network by business unit

4. CSCi: # of devices blocked by network authorization 2. #, % of authorized vs. g
5. CSC1:% of systems not utilizing network authorization unauthorized applications Describe risk and any
6. CSCa: #of horized software applications 3. Avg. time to remove unauthorized vapaneeoraq:ﬁcant
7. CSC2: Avg. time to remove unauthorized applications with trend over time on metries Sriviecs (o metpic

8. CSCa: % of sy not running app whitelisti 4. Vulnerability scanning coverage

9. CSCa: # of software apps blocked by whitelisting with # of known vulnerability

10. CSC2: Avg. timeto detect new software installed :stanees :“;h u;ndu;\;: g
11. CSC2: Avg. time to remove unauthorized software 5 (ng-/:;:ic:ﬁ:g) ‘{'l’th tx::‘;l Soer
13. CSC4: % of systems that have not been scanned e
14. CSC4: Avg. vulnerability score for systems
15. CSC4: Total vulnerability score for systems
16. C5C4: Avg. time to deploy OS software updates
17. CSC 18: % of custom apps that have not been scanned
18, CSC 18: % of database systems that have not been scanned
19. CSC 18: Aggregate vulnerability rating for all apps
20.CSC 18: Avg. time for alerts to be generated and sent to system
dministrator thata vul bility scan has or has not completed
21. CSC20: Aggregate score of all penetration tests

This table further illustrates how focus and actions increase as you move toward the Executive section, and how
volume and information increases as you move toward the Technical section.

In this example, we’ve elected to use the NIST function “Identify” to illustrate what we’ve been discussing
about the various level of the metrics hierarchy. We’ve listed some measurements, metrics and KPIs to share
with you as examples that are likely to appear in each of the respective section on the pyramid.

Again, you wouldn’t want to take twenty-one measures to your CEO to describe your security controls. Besides
the fact that there is too much information, and the information is not sufficient for them to make important
decisions, it doesn’t answer the “so what?” At the same time, you wouldn’t expect your security operations team
to manage its business of security with one metric such as that found in the Executive section.
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Security Dashboards

« Security Dashboards should:

» Focus on analysis and trends that impact the overall health of your security
organization, which includes:

+ Financial

* Customer and stakeholder satisfaction

* Business processes

* Security metrics

+ Be designed with a security leader in mind

« High level, multi-dimensional summary showing:
* Analysis and trends
« Highlighting anomalies and variations

+ Illustrating progress to goals

A successful security leader wants to know all aspects of running the business of security. This includes more
than just security metrics.

Dashboards are an ideal format to provide the results of your analysis and trends related to operations to security
leadership. Carefully selected metrics will provide a good indication of the overall health of the security
organization.

The key to remember when designing your dashboard is that you need to have an inclusive set of metric
categories such as:

* Financial: Metrics that indicate the financial health of your security organization. This might include
metrics such as:

¢ Security budget allocation, trending and year-over-year comparison. You might also include
categories such as OPEX and CAPEX

* % of security budget compared to overall IT

* Run rate on high priority initiatives

* Customer and stakeholder satisfaction: Metrics that measure what’s important to your customers and
stakeholders. This might also include regulatory agencies or contractual obligations. This might include
metrics such as:

* % of security projects delivered on time and on budget with outliers explained

* Incident and down time on customer facing applications such as e-commerce with trend analysis
and variation and outliers explained

* Productivity incidents and time to remediate, with a trend analysis and variation and outliers
explained
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* Business processes: Metrics that communicate how effective and efficient business processes are, and
how you are improving over time. This might include metrics such as:

* Avg. time to deploy updates (O/S and application) against SLA, with trend over time analysis, and
variation and outliers explained

*  Avg. time to detect, respond, and remediate an incident against SLA, with trend analysis

*  Avg. time to remove unauthorized devices from the network against SLA, with trend over time

* Security metrics: Metrics that indicate how effective and efficient your security controls are, and
should illustrate how your security controls are improving. This might include metrics such as:

*  Number of encrypted/unencrypted outbound email containing sensitive information, include false
positive, true positive analysis, and trend over time

* Number of authorized/unauthorized devices on the network including false positive, true positive
analysis, and trend over time

*  Number of dangerous websites blocked, with classification analysis and trend over time

Your security dashboard should be designed with the security leader in mind. You need to provide a high-level,
multi-dimensional summary of activity across the security organization. Your metrics should clearly show your
analysis and trends highlighting any anomalies and variations. You should also be prepared when presenting
your dashboard to security leaders, to speak in detail to these anomalies and variations if asked. Lastly, your
security dashboard should illustrate your progress to the goal.
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Security Dashboard Example

O i T——— Limit (hours)
Qi Q2 Q3 Q4

=
a _ v Training % Developers
= Not trained
= .. m— Services
== % Devolopers
siss Products trained

B udget
e Artuals

T s Lower 2 75%

= s Upper 2 5%

B QO

This is an illustrative sample of metrics that would be appropriate to display in a security dashboard, the
Operational section of the pyramid. As a reminder, your focus is more on analysis and trends when you are
describing your results, and metrics compare a baseline with two or more measurements.

An important thing to remember when you are preparing your security dashboard is that you should be prepared
to provide additional details on the trend and any anomalies and/or variances. We will describe two of the
metrics illustrated on this page for discussion.

* Number of authorized/unauthorized devices on the network: Q1, Q2, and Q3 remain steady. In Q4,
the number of unauthorized devices increased by 34% (2,458) over Q3 results. Further investigation will
lead you to determine this increase is the result of a BYOD pilot program your IT department
implemented.

* Avg. time to remove unauthorized devices from the network: Will tell the story that in Q1, your
response time exceeded your upper control limit. This means you have work to do in improving your
response time. In Q2 and Q3, you make tremendous improvements towards your goal (lower control
limit), but in Q4 your response time rockets past the upper control limit, which indicates this process is
in trouble. Do you think this has any correlation to the first metric we discussed and the root cause could
be the BYOD pilot? You need to be prepared to explain this to your leadership.

Below is a reference list of Business Intelligence (BI) solutions that can help you automate the output for your
dashboard. They are not in any particular order of preference.

* Microsoft Bl using SharePoint and SQL Server Reporting (SSRS)
* Pentaho: http://www.pentaho.com

* SiSense: http://www.pentaho.com
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* Tableau: http:/www.tableau.com

* Domo for BI: https://www.domo.com/roles/bi

e QlikView: http://www.qlik.com

* Beyond Intelligence: http://beyondintelligence.org
= Birst: https://www.birst.com

* Board: http://www.board.com/

Additional information about other BI solutions and processes can be found at
http://thebusinessintelligenceguide.com.

The top 50-rated BI tools from Docurated can be found at http://www.docurated.com/all-things-productivity/50-
best-business-intelligence-tools.
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A Gemba board can be an effective place to start for your security reporting efforts.

Jack Nichelson, who was recognized by SANS as one of the “People Who Made a Difference in Security in
2013,” provided the Gemba board image above. Paraphrasing, he describes Gemba as the Japanese expression,
identifying the location where value is created. Jack’s Gemba board is located on a prominent wall near his
office that includes security components for five distinct areas of the security department:

* Security: Data capturing the risk assessments, attacks, incidents, and other important threat or business
metrics

* Quality: Performance metrics such as the SLAs delivered by the security team and customer feedback
data

* Delivery: Meifrics about the roadmaps, milestones, and completion schedule for security initiatives
* Cost: Information about the budget, costs, and life cycle of security projects being used at the company

* People: Training schedule, on-call contact information, and other relevant security team staffing and
organizational data

The public nature of the board generates discussions during scheduled stand-up meetings as well as with
executives that walk by and stop when something catches their attention. Building a Gemba board can
effectively get the security conversation started. What you show and how you display your data will keep the
discussion going.

Gemba is often used in lean manufacturing' and the “Gemba Walk™ is the process of visually identifying areas
of improvement by viewing the front lines of a manufacturing floor, workers, and technologies.

©2016 Frank Kim, Stephen Northcutt 177



Often, Gemba is used to reduce the effects of the seven wastes.? These include:
* Defects
*  Overproduction
» Stagnate inventory
¢ Over-processing
* Inefficient employee motion
» Transportation and handling waste

*  Waiting or idleness
These same principles can be applied to information security.
“The most dangerous kind of waste is the waste we do not recognize.”—Shigeo Shingo
References

[1] http://www .lean.org/WhatsLean/
[2] http://www.systems2win.com/LK/lean/7wastes.htm
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Gemba Board at a Glace (2)

In information security, the Gemba board can be a highly effective tool to gather IT and security teams together
to review the most relevant metrics or areas where improvement is needed. Socializing and discussing the areas
needed for improvement in a regularly occurring discussion can greatly improve the visibility and provides
greater accountability for those involved. Gemba boards are also very useful when executives attend the stand-
up discussions, and they can be highly effective change agents in organizations that are struggling to get traction
with security initiatives.

The Gemba board above was provided by Ed Pollack and is a recent example of an approach that has worked to
change culture.
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Dr. H. James Harrington on Improvement

“Measurement is the f rst step that Ieads to control
. and eventually to lmprovement e
If you cant measure somethmg, you can’t understanc

| If you can t understand ll'., you can t control it.

IBM quality expert Dr. H. James Harrington is credited with developing the cost of poor quality (COPQ)
concept.

Dr. Harrington defined COPQ in his 1987 book Poor Quality Costs. COPQ is a refinement of the concept of
quality costs, or the total costs of related problems associated with creating a quality product or service. IBM
undertook an effort in the 1960s to study its internal quality process, and Harrington helped identify process
improvement steps and quality measures that made IBM a technology leader.

Dr. Harrington also went on to write other books such as the Business Process Improvement Workbook:
Documentation, Analysis, Design, and Management of Business Process Improvement and Statistical Analysis
Simplified: The Easy-to-Understand Guide to SPC and Data Analysis. He also wrote or co-authored dozens of
other books including Six Sigma and process improvement handbooks and The Complete Benchmarking
Implementation Guide: Total Benchmarking Management.

These concepts apply to information security efforts as well. It is critical for security practitioners to provide
accurate benchmarking, statistical measurement, and Key Performance Indicators (KPls) to executives so they
can understand current threats, the controls already implemented to mitigate those threats, and the gaps that exist
in security controls or policies that are needed to manage the residual risk.

180 ©2016 Frank Kim, Stephen Northcutt

" Y Y X R P  F RN P RN R N P N N RN RPN NN RNRN RN RRRNRERERERRERRRER R



A A A B B 2 2 A N AR E R AR R RS RN R R AR R R EREREERERER R RE R R R R R AR ERERRERE B

Metrics Should Drive Process | ovements

* Metrics will help you identify
“DOWNTIME”

+  Defects: Products or services out of specification and require
correction

Waiting

* Overproduction: Producing too much of a product
*  Waiting: For previous step in the process to complete
* Non-Utilized Talent: Employees not effectively

engaged or utilized
» Transportation: Items or information that is not required
to perform the process from one location to another

+ Inventory: Inventory or information sitting idle (not being
processed)

+ Motion: People, information, or equipment making unnecessary
motion

= Extra Processing: Performing any activity that is not necessary to
produce a functioning product or service.

On this slide, we have described eight Process Evils. Process Evils equate to process waste. Waste can cause
processes to be ineffective, inefficient, or cumbersome, costly, and there is a high likelihood that your
customers, stakeholders, and even your employees are negatively impacted.

Removing waste from your processes will increase your effectiveness and operational efficiency, ultimately
increasing your customer, stakeholder, and even your employee’s satisfaction.

You can evaluate your processes using metrics to determine whether you have any “DOWNTIME.”! In the next
few slides, we discuss this further, and we look at a simple diagram that will take you through process review in
an effort to determine effectiveness and operational efficiency. As a reminder, effectiveness is “doing the right
thing” and efficiency is “doing the thing right.”

Reference

[1] https://goleansixsigma.com/8-wastes/
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Process Improvements: Plan, Do, Check,Act (PDCA)

» Process owners need to know where

PLAN
Process designed

i A and di ted
they are at all times =
+ They need to be leading the efforts to continually DO

move down through this flow

*  You need to wear two hats: technical expert and

Process implemented & monitored
B (collect data, create metrics)

consumer _
. p . . . CHECK ACT
+ Ensuring rapid and appropriate response will ensure a Performance = Ll Comadive
great success for you Design spees? D.2 Action
—
« A simple formula to validate your -
effectiveness and efficiency i NO ACT
. AR e Launch Continuous
+ A = What we do (process designed & documented) LR D.1  improvements

* B = Howwe do it (process implemented & monitored)
* Cs = Results we achieve (C.1, C.2, and C.3)
CHECK

» [IF: Cis inadequate, change A and/or B by Bestin class?
launchinga D <l

Plan, Do, Check, Act (PDCA)' is an iterative four-step management method used in business for the control and
continuous improvement of processes and products. Dr. W. Edwards Deming (who is considered by many to be
the father of modern quality control) made PDCA popular.>

Process owners need to know where they are at all times. Don’t be fooled by the term “process owners™ because
security professionals are process owners. For example, someone will own the process for data loss prevention,
someone else might own the process for vulnerability management, and there might be an incident management
process. Security has many more processes than described here, but the point is that security has process, and
should have process owner(s) who are accountable for ensuring operational effectiveness and efficiency. Using
the PDCA tool will help you as a security professional/process owner do that.

PLAN (A): Process designed and documented. In this step, you are establishing the service objectives and
processes necessary to deliver expected results (target or goals). The services are the outputs that you deliver to
your customers and/or stakeholders. “Services™ could literally mean a service you provide with or an actual
product such as a widget or related to security it might be an antimalware solution. It could also mean internal
services such as a work output required by others in your organization. A security example of services would be
assessments, advisory, remediation, etc.

DO (B): Process implemented and monitored (collect data, create metrics, etc.). This includes the total array of
methods, processes, activities, and controls that people in the specified process follow in their efforts to deliver
the required outputs described in “PLAN.” It’s important to monitor your process, and collect data for analysis

for evaluation that will occur in the “CHECK” step below.

CHECK (C.1, C2, C3): Study the data collected in the “DO” step, and compare against the expected target or
goals from the “PLAN” step. The key in this step is to look for deviation from the plan, and look for

182 ©2016 Frank Kim, Stephen Northcutt

Y P P P P P R R P P N Y Y R R Y Y R R RN R "R FEFEEEEEEFEEEEEEEEE



PvvvvvTVoVoOVPVU PP P PODPUOUODUODPODP OO DUODODODUODODUODDODUODDODDNDD D

appropriateness and completeness. Metrics can make this much easier to see trends. The results here are vital to
the success of your organization. If any of the Cs is fully satisfactory, the B is working for the delivery of A and
your baseline will continue or if improvements were made, the improvements will be your new baseline. If any
of the Cs are unsatisfactory, then B is not working for the delivery of A and you must ACT and do something
about it.

+ CHECK (C.1) Performance — Design specs? This step or control is to ensure that the process performs
the way it was designed. The design should also include some dimension of volume or capacity for the
process. Few processes have infinite capacity and adding more workers or machines will not necessarily
work as volume increases beyond a certain threshold.

* CHECK (C.2) Process output meets customer requirements? This step is the market response to the
value of the services delivered (as they are delivered). This measure indicates the extent to which the
specifications of the service offering are aligned to the real requirements of the customers and/or
stakeholders. In other words, how well your services are aligned with their needs and values. Here is a
very strong hint for you. The client’s needs are always changing, and you need to be in lock step
partnership with them to ensure you keep up with the demands and expectations.

+ CHECK (C.3) Best in class? This step provides the opportunity for your organization to be proactive in
leading the direction for the type of service offered. Competitive information is valuable within this
context but not necessary. An assumed virtual competitor can serve as the philosophical threat that will
take market share from you by delivering greater value than you do. The virtual competitor is working to
move through the same logic flow (above) more quickly than you are. If it sets the pace, you will be a
market follower and not likely to attract or maintain the best customers and/or stakeholders.

ACT (D1, D.2): Based on the results in the CHECK step, you will either Launch a Corrective Action (D.2), and
then go back through the process cycle to see whether the new results are satisfactory, or you will Launch a
Continuous Improvement (D.1) where you will go back to the beginning of the PLAN phase.

A fundamental principle of this method is once a hypothesis is confirmed (or negated); executing the cycle again
will extend the knowledge further. Repeating the PDCA cycle can bring us closer to the goal, usually improved
operations and output.

For this model to be successful, security practitioners within your organization need wear two hats: 1) a
technical expertise hat sufficient to understand and communicate the service deliverables and processes and 2) a
business manager hat always knowing where they are in the flow model described above and ensuring the rapid
and appropriate responses to the monitoring (diamond) results indicated.

References

[ 17 https://en.wikipedia.org/wiki/PDCA
[2] https://en.wikipedia.org/wiki/W. Edwards Deming
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Example of Using PDCA and Metrics to Identify Opportunities

% of Outbound Email Containing Count of Outbound Email Containing Sensitive Information
Sensitive Information
5000
4000
= Encrypted 3000 - s Encrypted
= Unenerypted 2000 s Unencrypted

1000 == TOTAL

Week 1 Week 2 Week 3 Week 4

¢ Is29% Unencrypted acceptable?  « s 29% an anomaly and if yes, what is the root cause? OR
» s the trend something I should be concerned with?

Conclusion:

* It’s determined that 29% is NOT an acceptable % of outbound email containing sensitive information
* The trend is increasing week over week

* I needto implement improvements to minimize risk to the organization

* Where do I start?

For the purposes of this example, we are going to assume that you have already completed your PLAN step by
designing and documenting your controls process around outbound emails containing sensitive information. In
addition, you already completed your DO step by implementing and monitoring your controls. You have
collected the data and created metrics. Now, let’s see whether our process is satisfactory.

First, we take a look at % of Outbound Email Containing Sensitive Information. In this measure, 29%
(4,245) outbound emails are unencrypted.

The first question is C.1: Is our process performing as designed? The answer is yes—our encryption controls are
working as designed.

The second question is C.2: Is our process output meeting our customer requirements? It’s not likely that 29% of
the volume of emails containing sensitive information unencrypted would be acceptable to your organization.
But before you go to your leadership, you might want to perform some additional analysis to better understand
what’s going on with this process.

If you look at the Count of Outbound Email Containing Sensitive Information graph, you’ll see that the trend for
unencrypted outbound email is increasing week over week, and therefore, the point in time measure of 29% is
not an anomaly. As a security professional accountable for this process, you need to immediately ACT and
Launch a Continuous Improvement (D.1) to get the output up to par with our customers’ and stakeholders’
expectations. But where do you start?
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Example of Using PDCA and Metrics to ldentify Opportunities

Pareto Distribution of Personal Outbound Emails

Data deep dive unencrypted 2500 100%
outbound emails £ 2000 - o A s0%
. .. E ‘ ‘ ®
* Let’s look at the email recipients BE 100 hok t
« The first 3 causes cover 81.11% of the = g 1000 - 40 E
total Defects % 500 20% O
= 3
» If you address the vital few, you will S o e Lmﬁ%%f{ﬁm : L o%
address 81.11%% of the problem Causes
mmmm Vital Few  @ses Useful Many === Cumulative% =------ Cut Off % 1z

* You could approach this in a number
of ways depending on the risk

appetite of your organization #_Causes ec vels
i 1 gmail 1975 47.65%
* B]OCk the domams 2 yahoo 1024 72.35%
. 3 hotmail 363 81.11%
+ Force encrypt domains 4 aol 182 85.50%
. .. 5 comcast 195 90.21%
* Security Awareness Training 6 Gthay 406 100.00%

A good place to start to understand what is driving 29% of outbound emails containing sensitive information to
be unencrypted is to do a deep dive of the data using a Pareto chart (Pareto distribution diagram), which is a
vertical bar graph where values are plotted in decreasing order of relative frequency left to right.

Pareto charts can be used to quickly and easily identify what business issues need priority attention, by using
hard data instead of guessing; in other words, a Pareto chart will help you identify the vital few areas you should
focus on to get the biggest gains for your effort.

In the example, Pareto Distribution of Personal Outbound Email, you can see that the first three personal email
domains (gmail, yahoo, and hotmail) account for 81.11% of the problem. If you focus your approach on
managing these domains, you would solve over 80% of your problem.

There are a number of ways you can approach this problem depending on the risk appetite of your organization
and the needs of the business. Following are a few examples for consideration. It’s important to know that your
options are not limited to only one solution.

If your company has a low tolerance for risk, or you believe there might not be a legitimate business use case for
these domains, you might consider blocking the domains outright. If your company has a medium tolerance for
risk, and there could potentially be a legitimate business use case for these domains, you might want to consider
forced encryption. Lastly, if your company has a high tolerance for risk and you are uncertain of the use cases,
you might want to approach this through security awareness training.
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Harold S. Geneen on Performance

“It is an :mmutable Iaw in busmess that words are 'words,
explanatlons are explanatlons, promlses are prom:ses

~ but only performance IS reahty

'-‘}_Harold S 'G’éhéen '

Harold Sydney Geneen' was an American businessman most famous for serving as president and CEO of ITT
Corporation. He grew the company from a medium-sized business with $800 million sales into a multinational
conglomerate with $17 billion sales ranking ITT as America’s 11% biggest firm. ITT extended its interest from
manufacturing of telegraph equipment into insurance, hotels, real estate management, and other areas.

ITT grew primarily through a series of approximately 350 acquisitions and mergers in 80 countries. Some of the
largest of these were Hartford Fire Insurance Company in 1970 and Sheraton Hotel.

In 1977, Geneen retired as CEO and president and was chairman of the board until 1970. He stayed on the board
four more years.

Reference

[1] http://www.economist.com/node/108412
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nced Scorecard

* Strategic planning and management Financial/Stewa

rdship

+ Executive metrics
+ Focus on strategic objectives
+ Using KPIs

» Used across all industries (
ustome

+ Including security holde Vision & Capaq
“g X Strategy “Knowledge &
e = Innovation”

- Align business activities to vision and strategy

» Improve communications

* Internal
+  External
i . p Internal
* Monitor performance against strategic Business Process
goals ey

As a reminder, at the top of the pyramid is the Executive layer where the focus is on strategic objectives with
results of progress illustrated through KPIs (performance metrics that illustrate progress towards a stated
outcome). Implementation for this top of the metrics hierarchy pyramid can be displayed through a Balanced
Scorecard.

As you design a Balanced Scorecard, don’t inundate executives with data. Select high-value information that
will tell your story in the most compelling manner. This information should always be aligned with the strategic
objectives of your organization.

Balanced Scorecards are used across all industries, including security. If designed well, they can improve
communications internally and externally. A Balanced Scorecard generally views an organization from four
perspectives to tell a holistic story: 1) financial, 2) capability, 3) process, and 4) customers and stakeholders.

Focusing on all four areas helps keep the vision and strategy aligned.

Financial Stewardship — “Financial Performance”

From a financial perspective, the Balanced Scorecard will measure the financial capabilities of a company, or in
the case that we are describing here, for your security organization. It will describe the capability to spend,
and/or gain money through profit streams, and very importantly, how you are sustaining your business with
existing funds. As we discussed previously, you’ll want to look at the Financial Performance on the Balanced
Scorecard from two angles, first: How much does it cost to operate Security? This is directly related to your
security budget. Secondly, you’ll want to include the cost of incidents to your company overall. This would
include direct loss, downtime, cost of containment, recovery, and restitution. For metric examples, please refer
to the “Metric Selection Is Important” slide.
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Organizational Capacity — “Knowledge & Innovation”

In this section of the Balanced Scorecard, you want to include indicators that illustrate your security
organization is improving from a capability and capacity standpoint, such as improving tools and technology,
and how you are improving knowledge and skillsets, such as strategic security awareness training for the
organization or how you are developing and retaining top talent. You might want to “customize” this category
for security by naming it “Security Capability™ to make it more meaningful for your team.

Internal Business Process — “Efficiency”

In this section, the KPIs communicate how effective and efficient your business processes are, and how you are
improving over time. As a reminder, the results in business processes often influence how satisfied our
customers are, and it’s equally, if not more important, to select KPIs for this section that our customers will
value.

Customer/Stakeholder — “Satisfaction™

Select KPlIs for this section that are important to your customers and stakeholders. You must understand what
types of services or business processes your security organization provides and what they value. For instance,
Finance and IT might value the % of security projects delivered on time and on budget, whereas Sales and
Marketing might value customer-facing incident time to remediate from their customer-facing e-commerce sites,
and Legal and HR might value meeting SLLAs to produce electronic evidence files involved in investigations.

Reference

http://balancedscorecard.org/Resources/About-the-Balanced-Scorecard
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Mapping to Strategic Objectives

Financial/Stewardship

Increased

Lower costs e
profitability

Customer/Stakeholder

Improved
Lower wait Improved

repulatory times satisfaction

Internal

Business Improved availability ase process Lower cycle Business innovation/new
Process & resiliency efficiency times produ ort
Organizational e

Capacity or Improved tools

“Security Capability” Y lls & technology

On day one, we introduced “Mapping to Strategic Objectives.”” As a reminder, we as security professionals often
focus on the bottom row of this diagram; improving our security capabilities by increasing our knowledge and
skills or improving our tools and technology. It’s critical that we expand our line of sight and align our activities
and efforts to the overall strategic objectives for the organization as a whole, which includes Internal Business
Process, Customer/Stakeholder, and Financial/Stewardship.

Mapping your organization’s strategic objectives to the Balanced Scorecard quadrants will help you tell the

story of how value is created by your security organization. A diagram such as this will highlight the cause and
effect of your security initiatives and activities that will make sense to the business as a whole. As an example, if
you were to have a strategic initiative to support business innovation/new product support that would in turn
improve customer/stakeholder satisfaction and likely increased revenue. This is something the business
understands and appreciates.

Reference

http://balancedscorecard.org/Resources/About-the-Balanced-Scorecard
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ision and Strategy

How much does security cost to

operate?

+ Security budget asa % of IT

» Budget including CAPEX, OPEX

< Lower costs, increased revenue, increased
profitability

How incidents financially impaect your company
«  Direct loss (e.g., IP, customer lists, trade secrets, loss or
destruction of assets)

« Cost of downtime (e.g., refunds, or failed transactions)
Cost of containment, recovery, and restitution

+ Improved compliance & regulatory (e.g., security controls of impacted systems and reporting capability)
«  Lower wait times (e.g., meeting SLAs on evidence to HR/Legal, and on-time, on-budget delivery of projects)
«  Improved satisfaction (e.g., responsiveness in time to remediate incidents on customer-facing sites)

+ Improved availability & resiliency (e.g., time to detect, respond, remediate outages caused by incidents)
Internal + Increased process efficiency (e.g., time to remove unauthorized devices from the network)

Business Proc + Lower cycle times (e.g., response time for customer facing security activities)

+ Business innovation/new product support (e.g., response time for security assessments)

+ Improved knowledge & skills (e.g., security awareness training completion rate and/or phishing results)
« Improved tools & technology (e.g., false positive trends on customer visible security controls such as
encryption)

Now that you’ve mapped your organization’s strategic objectives and you have a better understanding of what is
important for your organization, you will need to translate this information to your Security Vision & Strategy in
order to ensure the output of your Balanced Scorecard has meaningful information that you can share with
executives. As a reminder, you don’t want to inundate executives with data just because you can.
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Internal Business

Process

+ Increased support for legal as they piloted + 18% increase over Q3in on-time and on + 100% of flagship application developers
their case management system budget delivery. Security staffed temporary completed training reducing overall risk to
PMO team to meet goal organization

Target95% X

= 42%

+ 8% increase over Q3 in customer satisfaction  * Mitigation plan: Follow-up with developers
rating of 4 or higher out of 5 possible after training is complete for certification
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Earlier in this section, we talked about the shift we are seeing in Security where more and more security
professionals are being brought before executives and asked to demonstrate the effectiveness of their security
program. Executives and board members want to quickly understand whether the decisions they made to fund
security has helped achieve a competitive advance or will help keep them out of the news.

It’s important to remember that executives are tasked with making many decisions in a day across multiple lines
of business. The more relevant, useful informative information you provide to them, the more confidence they
have in you and your security capabilities, and the easier it is for them to come to an informed conclusion and
make decisions.

It’s critical that you find the right KPIs that are of value. It’s equally as important to provide a multi-dimensional
view so they have a complete understanding of targets and trends, and very high-level summary of trend drivers.
You will see we elect to display a much different view for our executives than the charts and graph we use on a
security dashboard.

As an example, look at the middle top tile—Q4% of products delivered on time and on budget. We have met our
target of 95%. Our trend indicates a positive increase, so we describe the driver behind this for example, 18%
increase over Q3, because we staffed a temporary PMO team to meet goals.

% of Products Delivered On Time and On Budget

100%
e Actual
50% amemms | pper 2 95%
s L Ower > 55%
0%

Q1 Q2 Qa3 Q4
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Another example is in the middle bottom tile—Customer satisfaction. Our trend over time is increasing showing
an 8% increase over Q3 results. We have not met our target of > 90%, but we are within the control limits we
established.

Customer Satisfaction

100%
s Actual
0,
50% === Jpper 2 90%
0% Lower 2 65%

Q1 Q2 Q3 Q4

One last example is in the right bottom tile—Q4% of Developers Attaining Certification. We have a target of >

95% and our trend is increasing over Q3 results, but we are still well below our lower control threshold of > 75%.

You will want to let executives know what you are doing to turn this KPI around to reflect positive results as in
this example—you will do immediate follow-up with developers right after training to encourage certification
completion.

% of Developers Attaining Certification

100% - mmmm % Developers Not certified
80% -
60% - s % Devolopers certified
40% -
20% - e=mmw|Jpper 2 95%
0% -
emmm| ower > 75%
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_ . 32% increasein umauthormd devices
’Idennﬁr_-;h}pnage risk to systems assets daxa, | e 5 ;9:;{ o
and capabq]mes - : - 27% mcremmunanthomdscﬁwm
mo L - Attributed to Q4 BYOD pilot
Sm i A ~» 12% of users failed sponsored email phishing tests
Protact. Ensure delivery of cntwa] infrastructure Green 2 - 15%of employees have not passed security
services . L : ©° awarenessassessments
Detect: Idenhfy occurrence ofacybersecunty i ' & " 27%decreaseinelevated accessaceounts
event i . sreen e =ty ol 275totalelmtedamncconnb .
Respond. Take action regarding adetected [P _) -+ 5%of database systems with sensitive information
cybersecurityevent : Seen : have not been scanned by vulnerability scanners
Recover: Maintain plans for resilienceandto D * 34% of systems not enabled with up-to-date anti-
restore any capabilities or services that were e malware
impaired due to cybersecurity event ; * Attributed to Q4 BYOD pilot

KPI selection for this section of the Balanced Scorecard is very important. They should align to what’s
important to the organization. We’ve established that there are many metrics you could use to describe your
security controls but for this section, you really want to select metrics that will be meaningful to executives and
what they need to know versus what you want to tell them.

What executives need to know is how is security improving the risk posture of the organization, how is security
supporting strategic imperatives, what business units should they be concerned with, and how you are going to
keep your executive team out of the news. You’ll want to do this through displaying improved knowledge and
skills, and improved tools and techniques.

For this Balanced Scorecard example of security capabilities, we’ve elected to use the NIST functions as
technology categories and selected KPIs that align to strategic imperatives.

We have also listed two security initiatives that align to our company’s overall strategic imperative to make our
environment more secure through developer training and certification.

As areminder, you want to be very selective with what you choose to display on your Balanced Scorecard in
this section. You have to provide just the right amount of information to answer the “so what” and allow them to
make important decisions in a very short amount of time.

©2016 Frank Kim, Stephen Northcutt 193



Metrics Visualization Considerations

» When you build your metrics program:

* Discuss visualization strategy with your Marketing team
+ They are experts in message management
«  Will help you follow branding and style guides for your organization
+ Avoid busy-looking charts and graphs that appear cramped or confusing
+ Test your message on subject matter experts
« To ensure the message you're trying to convey is the message that will be received
+ Balanced scorecards—Test on someone who is non-technical

» Security dashboards, charts, and graphs—Test with your security peers
« Remember there is an element of art and design in this work

» Use colors in a familiar way (e.g., green = good, and red = bad)

You’ve gone to great lengths to build your metrics program from gathering raw data and turning this into
valuable information for you and your teams, leadership, customers and stakeholders, and the executives of your
organization. It’s vital that your reports whether they are charts and graphs, a security dashboard, or a Balanced
Scorecard are relevant and most importantly persuasive. But that’s not enough. The data must be portrayed in a
manner that is visually appealing, logical, and tells the story you are intending.

You can avoid confusion regarding the meaning of your information if you are mindful of your audience. Take
your security hat off and put your business hat on, and view it through the lens of your audience.

In addition to this, you’ll want to discuss your visualization strategy with the Marketing team or an employee
that has experience in design. Your marketing department has experts in product design, and can help you
manage your message effectively and help you follow branding and style guides for your organization.

Avoid busy-looking charts and graphs that appear cramped or confusing. You might want to test your message
on subject matter experts to ensure the message you’re trying to convey is the message. You might also want to
test on someone that is non-technical to ensure your information is business consumable. For the security
dashboard and associated charts and graphs, you might want to test on your peers to ensure alignment with your
message

There is an element of art and design in this work. You will want to use colors in familiar ways (e.g., green =
good, and red = bad). When using colors, you also need to factor in the chance that your report might be printed
out in black and white or a member of your audience might be color-blind. It’s always good practice when using
colors to accompany the color with its designated work.
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Metrics Communication Guidelines

+ Technical/Charts and graphs

+ Focus on data and measurements

+ Daily, weekly, monthly review as appropriate

- Staff meetings and/or direct report meetings (1:1s), cross-functional team meetings.
 Operational/Security Dashboards

+ Focus on analysis and trends

* Monthly review with security leadership and metrics owners

« Real-time alerts when process and/or technology deviates outside control limits
+ Executive/Balanced Scorecards

« Focus on strategic objectives (high level and business consumable)

» Monthly review with executives and key stakeholders

+ Monthly or quarterly review with Board of Directors

Security is not exempt from demonstrating value, and your metrics program is an ideal way to communicate and
socialize your efforts whether it’s across your teams, to your peers, for your leadership and executives, and to
your customers and stakeholders.

We’ve provided a basic set of guidelines on this slide for each of the sections we’ve covered: Technical,
Operational, and Executive. It's understood that you might have additional communication requirements and
you might need to customize your communications methods and cadence to meet the needs of your organization.
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Metrics - Pitfalls to Avoid |

+ Get leadership support
+ Show how your efforts can better demonstrate Security’s commitment and value
* Too much information, too soon
+ Be selective
+ Collect feedback and incorporate it
Wrong information

+ Select information appropriate for your audience (e.g., leadership, executives versus
operations)

Inaccurate, misleading, and/or incomplete information

+ Check and re-check your information for errors

+ Define confusing terms and all acronyms

Get leadership support: You need to gain support before you begin to develop your metrics program. The best
way to do this is by showing them how your efforts can better demonstrate Security’s commitment to supporting
organizational strategic imperatives and better indicate the overall health of the security organization.

Too much information, too soon

We have established that there is an abundance of data related to security that can be translated into valuable
information, but just because it’s there, doesn’t mean you need to use it all out of the gate. Be selective on what
you choose to display, solicit feedback to ensure value, and build on your program and collect only data that is
used. There is nothing more frustrating to teams that do perform an activity and generate an output that goes into
a black box and nobody sees it.

Wrong information

This has been a historic problem not only in Security and across all industries. People want to display what’s
important to them in an effort to describe how busy they are, and how much value they bring to the organization.
What is important to a security operations analyst might not be what a CEO needs to know. This is not meant to
diminish what’s important to security operations analysts—they are very valuable and that’s why they were
hired to do the job, but the information analysts need to do their jobs more effectively and more efficiently
might not be the same information a CEO needs to know to make a decision to fund security initiates. Make sure
you select the right things to share, and they are addressing the questions people are asking.

Inaccurate, misleading, and/or incomplete information

A good practice is to always validate and re-validate your information. There is nothing that will take your
credibility away faster than if you have reporting errors or misleading information. Make sure you clarify the
intent of your information with others to ensure the same message received is the same message you intended to
deliver. It’s always a good idea to define any terms and acronyms that might be confusing to your audience.
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Exercise 2.4 — Security Metrics

* Goal of this exercise

« Identify security metrics that support overall business
goals and strategic objectives

* Develop metrics for PharmaCo

. . L L Don't read the next
» Review the strategic objectives and initiatives on the itaa

next slide

* For each initiative, write down at least one metric that
can be used to support the business

It contains a debrief
and potential
exercise answers

Your good friend Cheryl Miller was originally hired as director of security strategy but quickly rose to the rank
of interim CISO of PharmaCo as a result of her hard work and efforts to understand the company and the needs
of her business partners. She did this by accomplishing the following:

* Gained an understanding of the values and cultures of the organization and the current state through
SWOT, PEST, and historical analysis

* Defined the future state at a very high level through her visioning process and conversations with C-
level and business leaders

* Created a vision for Security to “Help people lead healthier lives by creating safe spaces for drug
research and innovation.”

* Selected an industry-recognized framework to develop and deliver a strategic plan

* Performed a Gap Analysis to develop proposed actions that will help PharmaCo go from its current state
to future state

* Created a roadmap of planned activities

Now that Cheryl has a roadmap in place, she must ensure that the team defines appropriate metrics to track
progress and deliver business value.
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Metrics Planning Worksheet

Strategic Objective Security Initiatives ~ Metrie

» Secure mobile apps for clinical trials

'Getdrugsto market » Provide security assessments for research
faster systems

« Ensure availability of key research systems

+ Decrease patch deployment time on

research systems
Provide safe spaces for ' -
i 3 Implement DLP to monitor for IP loss

» Create24x7 SOC to quickly respond &
recover

PharmaCo has two important strategic objectives:
1) Get drugs to market faster.

2) Provide safe spaces for drug research.

Every department in the company must support these two objectives because they help drive increased growth
and revenue.

In the “Initiative” column, Cheryl has identified some key actions and proposals from her team’s Gap Analysis
and mapped them to these strategic objectives. In the “Metric” column, write down at least one metric that can
be used to track progress toward supporting the business.
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For your reference, the PharmaCo Gap Analysis is included on this page:

Gap Analysis Sample Actions Refresher

Current Situation

il

Centralized security governance to
provide comprehensive risk
management

Security is decentralized across
business units

Name a permanent CISO
Develop central policy library

Implement vulnerability
management program

Protect key systems and processes
used for drug research,
development, and trials

Security protections are not
consistently applied

Decrease patch deployment time
Protect clinical trial systems
Deploy systems in blocking mode

Ability to quickly detect threats
targeting intellectual property

Inability to detect malicious or
negligent activity

Deploy continuous monitoring &
log management capability

Advanced analytics and reporting
Implement DLP to monitor IP loss

Ability to minimize data loss, block
attacks, and determine root cause

Inability to mitigate attacks and
limit the amount of data lost

Build and staff 24x7 SOC
Develop advanced forensics team
Create threat intelligence sharing
capability

Capability to quickly return to
normal operations and limit
business impact of security
incidents

Recovery and business continuity
is decentralized

Develop business continuity plan
Ensure that response plan is
regularly tested

Socialize and communicate with
BU leaders
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Exercise Debrief

Note that this section contains a debrief
and potential exercise answers

This page intentionally left blank.
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Exercise 2.4 — Security Metrics Debrief
Strategic Objective Example Metrie Example Goal

: ¢ « % of mobile devices using MDM
* Secure mobile apps for clinicaltrials  » % of mobile apps built with standard

* 100% wwetige

ebirols f * 100% coverage
Get drugs to market » Provida security assessments for = % of systems deployed on time * 95% deployed on time
faster e research systems ; * % of assessments completed w/inSLA  + 95% completed w/in SLA
i + Ensure availability of key research « %of researchersserved * 100% researchers served
_systems ' . %milabilityofresea.rt_:hmtm * 99.999% availability
e e A % of systems patched on time * 90% patched on time

_ research systems

Provide safe spaces + Implement DLP to monitor for IP * Amount of revenue lost due to stolen
for drug research loss | P -

* $100,000k

2 greatewsocmquick}ympond * % of incidents with same root cause * 0%
recover

A key component of creating meaningful metrics is to ensure that they meet overall business goals. On this this
slide, we see two of PharmaCo’s strategic objectives: 1) Get drugs to market faster and 2) Provide safe spaces
for drug research. These goals indicate that PharmaCo is extremely focused on growing revenue by creating
breakthrough new drugs. Its scientists and researchers are key to this effort and, as a result, the ability to serve
researchers and enable them to do their work effectively and quickly is of extreme business importance.

Getting drugs to market faster requires new mobile apps that support clinical trials as well as access and
availability of key research systems. Because these are important business initiatives, it’s important that security
align with them by providing appropriate protections. This includes mobile device management (MDM)
software to ensure that mobile devices are encrypted and mobile application development controls like access
control (% of mobile devices using MDM and % of mobile apps built with standard controls). However, it’s not
enough to simply enable these controls. Security needs to provide these tools and assessments as quickly as
possible to align with PharmaCo’s needs to get to market quickly (e.g., % of systems deployed on time and %
assessments completed within SLA). Ultimately, this means happier researchers (% of researchers served).

In addition to enabling key systems, security must also protect the organization’s key assets (% of systems
patched on time), safeguard intellectual property created by researchers (e.g., revenue lost due to stolen IP), and
continuously improve security capabilities (% of incidents with same root cause).

With these metrics in place, Cheryl can now determine the target state. These are represented in the “Example
Goal” column. This takes into account the current state and, by implication, the delta of improvement. This is
extremely important to define and might be unique for your own organization because the threshold that you
define as the goal represents your Key Performance Indicators (KPIs) by which you will identify leading or
lagging indicators to see whether there is a problem to which management must respond.
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Metrics in Summary |

« Make sure your metrics program is:

« A priority for your organization
» Designed to depict the overall health of your security organization
+ Leveraged to identify improvement opportunities
+ Included in team goals

+ Simple to collect data (preferably automated)
« Actionable
« Measured frequently

» Related to the business
« Appropriate amount of information for your audience
+ Easyto interpret

+ Evangelized to educate, communicate, and build credibility

When we introduced this metrics section, we stated that paving the road to success depends on you and your
leadership team being well informed and having the right information to make the right decision and as a
security professional, it’s your job to do that—understand the quality and progress of your “business of
security.”

Ensuring your metrics program is a priority for your organization will ensure a greater level of success. Your
metrics program should be designed to depict the overall health of your security organization as well as identify
improvement opportunities to make your security processes more effective and efficient. One way to ensure
your metrics program is a priority is to include this in everyone’s goals and make everyone accountable in some
manner.

Your metrics program should be simple to collect. Automation is a consideration for addressing this concern.
Your metrics program should be actionable and measured frequently depending on the respective needs and
demands of your organization.

Most importantly, your metrics program should be integrated with the business and include only information
that is relevant to your audience. Your output should be easy to interpret and should certainly be evangelized at
every opportunity to educate customers, stakeholders, leadership, executives, and board of directors. Your
metrics program is a mechanism for you to build credibility for your security efforts.
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Course Roadmap

Section 1: Strategic Planning
Foundations

Section 2: Strategic Roadmap
Development

Section 3: Security Policy
Development & Assessment

Section 4: Leadership &
Management Competencies

Section 5: Strategic Planning
Workshop
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Marketing and Executive Communications

+ Goals of this section
* Learn to promote your strategic efforts

« Understand why marketing is important to security
« Learn how to develop effective marketing
» Learn how to effectively communicate with executives

The goals of this “Marketing and Executive Communication” section are for you to learn to promote your
strategic efforts and understand why marketing is important to security. A marketing framework is also provided
that will take you through the steps of how to develop an effective marketing plan and, most importantly, how to
effectively communicate with executives.
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What Is Marketing?

+ Internal and/or external activities for a security organization that:
* Builds your brand

* Promotes your value
+ Products and services
« Capabilities
+ Skillset
+ Relationships

+ Stakeholders
+ Customers

+ Employees

Simply stated, marketing for a security organization is all of the activities you can do internally and/or
externally, to build or enhance your brand and promote the value of your security organization. You might want
to market things such as the products and services your team provides, your capabilities and team skillsets and
lastly, you might even want to promote your relationships such as your partnership with key stakeholders or
customers, or the top talent of your employees, and the industry expertise they have.

Internally, you might want to market to your own security team (or to other teams within your company) and
company executives, or your stakeholders. You may want to market externally to your customers or possibly
even outside industry experts.

Your marketing is limited only by the activities you decide to take on in your marketing efforts, and the number
of people and/or groups you determine should hear your marketing messages, which we will discuss later on in
this section.
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Why We Need Marketing

+ Security is no longer just an IT issue
» Marketing ensures that you:

+ Stand out from other organizations in your company
» Gain support on your overall strategic plan
» Increase funding
- Improve employee satisfaction and retain top talent
» Maintain or gain an advantage over your competitors to:
+ Attract and retain top talent
« Strengthen brand/image
« Build partnership in the community

Security is no longer just an IT issue. The topic of security has reached the Board of Directors and most Boards
have heard the message loud and clear that security is important. This doesn’t, however, give you an automatic
pass on marketing, and a blank check. Security budgets still need to be balanced with other investments, and as a
security leader, you will want to develop a competitive advantage and stand out from other organizations in your
company.

In addition to standing out from other organizations in your company, you can gain vital support on your overall
strategic plan and/or any initiatives you are taking on. You can use marketing to increase funding for your team
and/or initiatives. You can even market to your team to improve employee satisfaction and retain top talent.

Outside of your company, you can use marketing to maintain or gain an advantage over your competitors to
attract top talent to your team, and strengthen your company and your specific security organization’s brand and
image. You can use marketing to build partnerships in the community.

For the bottom line as a security organization, people need to hear and understand your value as stated in the
previous slide. Through these efforts, you begin to build or enhance your brand and gain a competitive
advantage through your marketing efforts.

Marketing is imperative to the successful adoption of your strategy and/or security initiatives, as well as
retaining top talent, and all the other benefits we discussed thus far, and will continue to expand on as we
progress through this section.
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Steve Jobs on Marketing |

“M “’rketlng is abots values

Steve Jobs is quoted as saying, “Marketing is about values. It’s a complicated and noisy world, and we’re not
going to get a chance to get people to remember much about us. No company is. So we have to be really clear
about what we want them to know about us.”

Jobs is the undisputed king of wow marketing. He was also considered one of the most charismatic business
leaders in the world. He took every opportunity to market to others and he made it look effortless, and he did
this through simplicity but the truth is, he worked very hard to make it look simple.

Jobs says that marketing is not about touting features and speeds and megabytes or comparing yourself to the
other guys, it’s about identifying your own story, your own core, and being very, very clear about what you are
all about, and what you stand for...and then being able to communicate that clearly, simply and consistently.
Jobs believes that brand should always come back to its core values.

As Apple's CEO, Steve Jobs will be remembered for many things—not just a purveyor of innovative, landscape-
changing products. He’ll also be remembered as one the most powerful and charismatic orators and marketers of
our time.

For additional highlights on Jobs’ values and identifying your core, top speeches and marking lessons Steve Jobs
taught us, please see the following URLs:

* http://www.presentationzen.com/presentationzen/201 1/10/steve-jobs-on-values-and-identifying-your-
core.html

*  http://www.pcworld.com/article/238905/top_three steve jobs speeches.html

* http://postcron.com/en/blog/10-amazing-marketing-lessons-steve-jobs-taught-us/
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Marketing for Security

“Marketlng *fo'r a security orgamzatld |s about

“Marketing for a security organization is about making security relevant to the business relevant to security.”
Security is complex by nature, and not easily understood by people who are not security professionals. Not only
that, security has primarily been a back office function for years and just recently, security leaders have been
given the opportunity to sit at the table with business executives and the Board of Directors.

If you can’t effectively articulate security relevance to the business, you are seen as just another 1T cost, and this
is not an ideal perception that will by any means win you support and buy in for your strategy and/or initiatives.
Remember, your security team is competing for funding and support with other organizations, and these
organizations are likely to provide distinct value that is generally understood throughout the business, such as
your sales and marketing teams who are generating revenue, your accounts receivable teams who are collecting
money, research and development teams who are developing products to take to market, etc.

The key to determining how to make security relevant to the business is to think beyond the technology and
consider how your team enables the business. We’ve talked about this concept in nearly all the content we’ve
covered so far. Find stories of interactions and events where the security team has helped the business get its
business done. Some examples include:

» Application security team creating secure code development training for the Web Development
team, enabling it to develop more secure code for your company's on-line transactions to protect
customer and cardholder data

» Incident response team is on call for executives to address any security-related concerns such as
phishing e-mails by providing immediate support as questions arise

In addition to the stories of interactions, use the content you’ve generated throughout the strategic planning
process. Think back to the PEST and Porter’s Five Forces examples that we worked through. In PEST, we
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determined that security could develop relationships with airline intelligence agencies and monitor potential
terrorist activities, as well as provide due diligence before airline consolidation by providing M&A security
technology reviews and monitoring for potential data loss. Lastly, we said that security could provide forensics
and eDiscovery services as support for legal cases. These examples illustrate how security can enable the
business, and goes well beyond describing security controls, further enabling you to have a deeper, more
meaningful dialogue with your business partners and executives.

Making security relevant to the business is not enough! You must also make the business relevant to security. If
security doesn’t understand the importance of the business, it might in fact hinder instead of enable. Think back
to the stakeholder management story of Robert Taylor and his missed opportunity. As you recall, Bob took the
lead on a network blocking security initiative and he didn’t engage all of his stakeholders. Bob thought his
project was a straightforward security technology deployment, and he didn’t take the time to understand the
business impact of his efforts. He blocked the network as designed, but as a result, Bob also blocked the sales
team and research and development team from access to vital information they needed to do their job.
Remember, these two teams generate revenue and develop new products for the company. Bob also caused
additional work for the Help Desk because he did not consider business relevance in his technology deployment.

This is not an easy concept, and it takes a lot of consideration and practice, but as security leaders interact with
executives, and security teams interact with business partners more and more, you will find it necessary to
master this skill for your continued success.
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Marketing: It’s a SNAP
* Strategic planning work from earlier

+ Can be leveraged to market your organization

+ Invest time in creating a solid marketing plan
+ Information can be repurposed

« SNAP marketing has four key components
- Marketing Objectives

Identify Value Proposition

Identify Target Market

Promote Distribution Strategy

The approach outlined in SNAP marketing is fairly straight forward and simple to develop and execute. The
SNAP marketing method has four key components that drive your marketing plan through successful execution:

Specify: Marketing objectives: You’ll need to determine your marketing goals. As an example, you’ll need to
decide whether you want to strengthen the stakeholder relationship and gain support, establish brand awareness,
retain and/or recruit top talent, increase your revenue, increase funding, etc. Once you determine the goals you
want to target in your marketing plan, you’ll need to describe some specifics around the goal.

Niche: Identify Value Proposition: Having a strong value proposition is of critical importance, because it
distinguishes your organization from others in your company to your stakeholders and business partners, against
competitors, to your employees and future employees, and to your customers.

Audience: Identify Target Market: These are the people and organizations that are key to your continued success
such as executives, business units, employees, and customers.

Promote: Distribution Strategy: You need to determine the most effective method by which you promote your
marketing—in other words, how your messages will reach your audience. This is your distribution strategy and
it includes critical components needed to execute a successful marketing effort.

It’s necessary to invest appropriate time in creating a solid marketing plan using the SNAP components. The
good news, however, is the SNAP method is designed to leverage the output from your strategic planning work
you’ve already completed in this course, such as Threat Analysis, Historical Analysis, Gap Analysis, Security
Roadmap, Metrics & Dashboards, SWOT Analysis, Vision and Mission, PEST Analysis, Porter’s Five Forces,
Values and Cultures, Stakeholder Management Strategy, and project planning.
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You will find that once you’ve created and refined the messages from this framework, you will have a ready
portfolio of information available to you for multiple uses, such as meetings with executives, teams,
stakeholders, vendors, or the output of this effort can be used for vendors, customers, or potential employees.

References
http://www.forbes.com/sites/davelavinsky/2013/09/30/marketing-plan-template-exactly-what-to-include/
http://und.edu/academics/extended-learning/summer/_files/docs/mktg-plan-sample.pdf
www.sba.gov/blogs/5-tips-writing-basic-and-un-daunting-marketing-plan
www.wikihow.com/Create-a-Marketing-Plan
http://smallbusiness.chron.com/essential-elements-marketing-plan-60625.html
https://marketing.ucr.edu/importance.html

http://www.investopedia.com/terms/m/marketing.asp

https://www.everclearmarketing.com/blog/19-blog/everclear-insights/91-top-5-cybersecurity-marketing-
challenges-and-how-to-overcome-them#.VUSy40s2JUQ
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| “.Sh.pecify: Marketing _ij'ectives

L]

Determine marketing goals

+ Increase funding and/or revenue

+ Build stakeholder relationship and gain support
+ Establish brand awareness

* Retain and/or recruit top talent

Specify your objectives as brief descriptions that are business consumable
« Example goals from Cheryl Miller interim PharmaCo CISO

Every marketing plan needs objectives, and a way of measuring success (metrics) to ensure your marketing
efforts are not wasted. You’ll need to determine your marketing goals. As an example, you’ll need to decide
whether you want to strengthen stakeholder relationship, and gain support, establish brand awareness, retain
and/or recruit top talent, increase your revenue, increase funding, etc. Once you determine the goals you want to
achieve, you’ll need to describe some specifics around the goal.

Stating that you want to increase stakeholder engagement and buy in for additional funding isn’t specific
enough. Think about what actions you want your target audience to take after they are made aware of your
campaign or promotional activity. In the example above, Cheryl Miller, interim PharmaCo CISO, is acutely
aware that attackers don’t sleep, and in order for the security team to defend the company, a 24x7 Security
Operations Center must be funded and a Cyber Threat Intelligence function must also be established. Cheryl is
very specific about her marketing objectives and has translated them into business consumable language that
non-security professionals can understand.

Cheryl used outputs from the strategic planning process, such as Threat Analysis, Historical Analysis, Gap
Analysis, Security Roadmap, Metrics & Dashboard, and SWOT Analysis to determine where she should focus
her marketing objectives.

In the Threat Analysis section, she gained an understanding of how attackers work by applying the Intrusion Kill
Chain, and that threat intelligence can create a feedback look that can be used to disrupt attackers. She also
learned that defenders must move detection and analysis up the kill chain, and implement defenses across the
entire kill chain, and lastly the intrusion kill chain provides a structure to analyze intrusions, extract indicators,
and drive defensive courses of action.

In the Historical Analysis section, she learned that her company is facing increased risk due to the evolving
threat landscape such as organized crime, advanced persistent threats, and increasing business requirements such
as Cloud computing, Big Data, and the Internet of Things, which all result in operational risks.
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In the Gap Analysis section, it was identified that the current state of defense was limited, due the inability to
mitigate attacks and limit the amount of data loss.

The Security Roadmap section identified numerous initiatives, such as Establishing a 24x7 Security Operations
Center and Cyber Threat Intelligence capabilities. It was at this point that she realized there wasn’t enough
resources to do everything at once—budget needed to be secured, and staff needed to be put in place.

Through the SWOT Analysis (Specifically the Weaknesses, Opportunities, and Threat quadrants), we learned
that PharmaCo has access to talent around the world. It also confirmed that security is decentralized and
understaffed. The opportunities also confirmed the need to operationalize around the kill chain, and leverage the
global presence to build 24x7 team, and increase staffing levels. Most importantly this section confirmed there
are threats that are cause for alarm. These include insider threats due to a geographically dispersed workforce,
competitors seeking intellectual property, and lastly nation states seeking to accelerate research and
development, which could all potentially result in data loss.
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Niche: Identify Value Proposition

* How is your organization, department, or team different?
» From other organizations in your company

For stakeholders and business partners

» Against competitors

» To your employees and future employees
* For your customers

« Specify your value proposition as a brief paragraph
+ Example from Cheryl Miller, interim PharmaCo CISO

“Help people lead healthier lives by
creating safe spaces for drug research and innovation.”

Having a strong value proposition is of critical importance because it distinguishes your organization from
others in your company, to your stakeholders and business partners, against competitors, to your employees and
future employees, and for your customers. The hallmark of several great companies is their niche or value
proposition. For example, FedEx’s Unique Selling Proposition (USP) of “When it absolutely, positively has to
be there overnight™ is well known and resonates strongly with customers who desire reliability and quick
delivery.

Cheryl used the information she had completed to date such as her Vision &Mission, PEST Analysis, Porter’s
Five Forces, Values & Cultures, and SWOT Analysis to identify her value proposition or niche, which is “Help
people lead healthier lives by creating safe spaces for drug research and innovation.”

Through the Vision & Mission work that was done, the security organization realized that through security and
innovation, trust and safety could be promoted.

Through the PEST (specifically, the Economic, Social, and Technological quadrants), it was determined that
protecting intellectual property and brand is very important.

Through Porter’s Five Forces, it was determined that competitive rivalry was high and protecting drug research
and innovation is one way security could enable the business.

Through the Values & Cultures, it was determined that the security team culture must align with the values of
stakeholders, and the culture of the overall organization.

And through the SWOT Analysis, (specifically in the Strengths quadrant), it was determined that the business

mission to help people lead healthier lives and the culture was one of innovation and research and development.
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Audience: lde fyTargét Market

* Build a picture of your target market
+ Identify the people and organizations that are key to your continued success

« Executives
* Business units
« Employees
» Customers
* Positioning
+ Determine how to best influence your audience
+ Consider what actions you want your audience to take
» Approve additional funding
* Buyin and support your effort

Remain committed to the security organization mission

You need to identify your target market—in other words, your audience for your marketing efforts. These are
the people and organizations that are key to your continued success such as executives, business units,
employees, and customers. You’ll need to build a precise picture of who your audience is. If you are not precise,
you run the risk of a scatter-gun approach that will dilute your message and possibly limit your success. The
more specific you can be, the easier it will be to craft the right message for the right person, and develop the
right distribution plan.

You’ll need to determine positioning of your marketing efforts. You can achieve this only through
understanding how to best influence your audience. A common mistake is to latch onto an idea without first
understanding your prospective audience, and what they want to hear and more importantly, what motives them.
If you try selling something that people don’t want or don’t understand why they need it, they won’t buy into it
and by that way, that also includes request for additional funding from your company’s top executives. “Because
security is important™ is not an ideal motivator and will not likely get you where you need to go.

You need to consider what actions you want your audience to take such as approving additional funding, gaining
buy in, and supporting your efforts, or remaining committed to the security mission.

The information that you previously developed through your Stakeholder Management Strategy and your
Visioning and Innovation will help you identify your target market, position you for a success outcome, and
clarify what actions you want your audience to take. As an example, through your stakeholder management
strategy, you learned your stakeholders will have different views on your project. You also learned that office
politics and/or personal interests will likely be key factors in distilling true stakeholder motivations. You also
know that the approach for each group and/or individual will need to be tailored to support the varying
motivations of each of your stakeholders. For example, you wouldn’t want to take cost, risk information that you
would typically provide to the CFO to the head of HR who is interested in the impacts on employee policies.

From your Visioning and Innovation, you also learned tips for your security team. Never ask for the money:

instead articulate the vision and describe how you will solve a problem being faced by your key stakeholders.
By stating the problem and aspiration, you can increase commitment and turn stakeholders into partners.
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Three Things That Make Executives Unique

1) Executives are extremely busy
+ Want solutions not more problems
+ Looking to you for answers
2) They are required to make rapid decisions with limited information
+ Want assurance you have comprehensiveness of thought
+ Everything we have done in the past two days, leads to this
3) They have a complex enterprise to run
+ Security is only one component of the overall organization
+ Help them tie all the pieces together with security
« Communicate in business consumable language

Executives are important to you because they impact or provide oversight and are accountable for nearly every
aspect of the work that you do. They generally make decisions on initiatives and/or strategic direction, they are
likely the individuals that stand between you and appropriate funding that is needed for your security
organization, and more often than not they have a lot of questions that likely require rapid response from you.
It’s important to understand what makes executives unique and the importance of positioning yourself
appropriately when you interact with them so you can do so effectively.

The first thing you need to understand is, executives are extremely busy. You might be thinking to yourself right
now, "Well I’'m busy too.” But the fact of the matter is, as stated above, executives are the individuals that hold
the keys to get you what you need to do your job. You have an accountability to them to appropriately interact
with them, and provide them information that they need in a manner in which they can consume it and can make
decisions on behalf of the company. Executives want solutions, not more problems, and they are looking to you
for the answers not more questions.

Secondly, executives are required to make rapid decisions with limited information, and they want assurance
that you have comprehensiveness of thought. The good news is everything we have done in the past two days
leads up to this and will provide you all the factors you will likely need to establish yourself in this area.

Lastly, executives have a complex enterprise to run, and security is only one component of the overall
organization. Oftentimes, we get so focused in our own organization, and what we are expected to deliver, we
forget this. It’s up to you as a security leader to help them tie all the pieces together with security in mind. They
are not the security experts—you are, and you need to understand what business factors your executives are
concerned with, and tie it back to security in a business consumable language that is easy for them to
understand.
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Made to Stick

« Simple

+ Find the core of any idea
Unexpected

» Grab attention with surprise

Concrete

» Make sure they can be grasped & remembered

Credible

+ Make an idea believable :' S L3 :_ 1 I ( ™ 1(

Emotional

» Help people see the importance

Stories

+ Use narrative

Many technical security professionals suffer from what is known as the "Curse of Knowledge." In short, it
occurs when someone is better informed than another person and finds it extremely difficult to think and
communicate about topics with people who are less knowledgeable about a subject.

With this in mind, how can you connect with your target audience and create a message that will be memorable?
Two brothers, Chip and Dan Heath, have written an excellent book entitled, Made to Stick: Why Some Ideas
Survive and Others Die. They outline five important characteristics that help make an idea sticky. These can be
used to market your work with the security team:

Simple: Oftentimes, security professionals default to detailed technical communications and do not focus on the
"so what" for the business. By ignoring the impact and resulting risk to the organization, we can inadvertently
"bury the lead."

Unexpected: Memorable ideas are ones that are unexpected. People don't expect security to be a business
enabler. If you can lead with that story, it will be more likely to resonate with your stakeholders.

Concrete: Don't focus on technical feeds and speeds, which can be abstract for many people. Instead focus on
how security supports specific business initiatives.

Credible: Develop the credibility of your security team not only by being security experts, obtaining
certifications, and speaking at well-known industry events, but also by seeking endorsements from key business
partners.

Emotional: Maya Angelou has a well-known saying, "People will forget what you said, people will forget what
you did, but people will never forget how you made them feel." By focusing on the emotional aspect of a
situation, you can help people see the importance of your work.

Stories: Stories are one of the most effective teaching tools. They are containers for wisdom and knowledge, and
really help drive home the point of a particular idea.

©2016 Frank Kim, Stephen Northcutt 217



Albert Einstein on Simplicity

)

ucan't explaih-;l,t snmply,-z- /
understand it well ;enough .
- Albert Emste‘n”""

Albert Einstein said, “If you can’t it explain it simply, you don’t understand it well enough.”

Simplicity is the quality of condition of being easy to understand. Counter to simplicity is our basic human
nature to over complicate everything we touch, especially when we are trying to convey information or ideas
verbally, or in writing such as e-mails, presentations, and/or meetings. We use words people don’t understand
such as techno-speak, regulatory jargon, abbreviations, and far too many acronyms. We often document the
complexity instead of revealing the simplicity. If people have to decode your complex language, they can’t hear
or understand what you are intending to say, and it begs the question if you really understand it well enough
yourself.

Your message is important and learning to simplify will benefit you in so many ways. We will share some tips,
techniques, and examples on the following pages to help you further understand the importance as well as
provide guidance on how to simplify your message for marketing.
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Example 1: Bad Exec Communication (Heartbleed)

Heartbleed is a bug in the Open SSL cryptography library, the
widely used TLS protocol. Heartbleed may be exploited regardless
of whether the party using a vulnerable Open SSL instance for TLS
is a server or client. It results from improper input validation in
the implementation of the TLS heartbeat extension. This vuln is
classified as a buffer over-read.

Source: http://en.wikipedia.org/wiki/Heartbleed
-

Your boss, the CISO, is on vacation with no access to email or a cell signal, and he has delegated responsibility
for the security organization to you the Director of Security Operations. On day one of your delegate duties, you
receive an email from the CEO of your company who read about Heartbleed in the The New York Times Twitter
feed. He is immediately alarmed your company might be impacted. In his email, he simply asks, “Are we
affected by Heartbleed?”

You're excited about the opportunity to finally interact directly with the CEO, and as luck would have it, you’ve
already received threat intelligence from your team, and they are actively assessing the situation and impact to
your company. You provide your CEO with the following information: “Heartbleed is a bug in the Open SSL
cryptography library, the widely used TLS protocol. Heartbleed may be exploited regardless of whether the
party using a vulnerable Open SSL instance for TLS is a server or client. It results from improper input
validation in the implementation of the TLS heartbeat extension. This vuln is classified as a buffer over-read.”

You anxiously await a reply from the information that you provided to the CEO and moments later, he responds
with a copy to the CIO and your boss the CISO and asks, “Are we impacted?” At this point, you know you did
not provide your CEO with the information that he needed the first time, and this made you look bad in the eyes
of the C1O and your boss the CISO. You take a step back and think to yourself. This was a very short, concise
message, and it gives all the technical details about Heartbleed and you're a bit perplexed as to why he doesn’t
get 1t.

What do you think was wrong with this message to the CEOQ?

You are correct that this is a very short, concise technical summary of Heartbleed, but your CEO is not a
technologist. Your message was not written in business consumable language so he could understand what this
bug is all about and in all reality, he shouldn’t have to understand it. That’s why he has a security team. You
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didn’t provide the direct answer to his question about how the organization is impacted. The message is geared
more towards showcasing your technical acumen. There are clearly no solutions provided in your
communication, and your message opens up more questions for the CEO than you’ve provided answers. Lastly
and most importantly, there is no indication of comprehensiveness of thought. Your message is clearly a
reaction to respond expeditiously without thinking through what he really wants and needs to know. You
provided what you wanted to tell him.

Reference
Source: http://en.wikipedia.org/wiki/Heartbleed
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Example |: Better Exec Communication (Heartbleed)

A security vulnerability called "Heartbleed" was disclosed Monday night,
which could impact our websites. Our investigation to date indicates that
we have not been comprised and our data is not at risk.

This bug allows private data such as usernames, passwords, and
credit card numbers to be stolen from the memory of a website's
server.

Our security team immediately began scanning our environment for
potential impact. As we continue scanning, if it is determined any of our
systems are vulnerable to this bug, our security team is positioned to
immediately remediate with the available patch that was released to
address this issue. We will provide updates as they become available.

Although the previous summary of Heartbleed included some technical jargon, this version is more focused on
the impact to the company and what the security team has done and is doing about it.

When you are crafting your communications, it's important to consider how you want to be perceived by the
receiver. In a more technical company, it might be wholly appropriate to position yourself and the security team
as technical subject matter experts. In that type of environment, you might want to focus on technical analysis
and technical solutions. However, if your leadership team is not very technically savvy, it might see this type of
communication as too detailed and perceive you to be merely a "problem finder." In those cases, you will be
better served by positioning the security team as a business leader and solution provider. The example
communication on this slide highlights that Heartbleed impacts "websites" (hopefully something everyone in the
company can understand) and that it could result in the theft of sensitive data like usernames, passwords, and
credit card numbers (making the impact very concrete). The writing goes on to highlight how this currently
impacts the company. Doing this shows that you have done your due diligence and provides the "so what" that
executives are most concerned about. In fact, you might decide to lead with this in the very first paragraph to
immediately highlight the impact to your company.
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Example 2: Bad Exec Communication (DMARC)

DMARC is an email validation system designed to detect email
spoofing by providing a mechanism to allow receiving mail exchangers
to check that incoming mail from a domain is authorized by that domain's
administrators and that the email (including attachments) has not been
modified during transport.

It expands on two existing mechanisms, the well-known Sender Policy
Framework (SPF) and DomainKeys Identified Mail (DKIM),
coordinating their results on the alignment of the domain in the From:
header field, which is often visible to end users. It allows specification of
policies (the procedures for handling incoming mail based on the
combined results) and provides for reporting of actions performed under

those pO]iCiES. Source: https://en.wikipedia.org/wiki/DMARC

e

Imagine that you are preparing for annual budget meetings. There are a number of security initiatives for which
you would like to obtain funding including DMARC to help prevent email spoofing. As part of the business
case, you need to provide a justification and decide to supply the project managers with the text above. Although
the statement above is technically correct, there is very little in this description that will resonate with non-1T
personnel. Terms like “mail exchangers,” “SPF,” and “DKIM” only add to the confusion. If others have done a
better job articulating the business value of their projects, then you might not be very likely to get funding for
your important security initiatives.
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Example 2: Better Exec Communication (DMARC)

The solution prevents scammers from sending fraudulent email to our
customers. These fraudulent emails result in stolen usernames,
passwords, and fraudulent transactions. The solution reduces the
number of stolen accounts by 20%, account fraud by 10%, and the total
amount of fraudulent transactions by $1 million per year.

This summary of DMARC is much more powerful because it articulates the business value to your organization.
Specific terms like “fraudulent email” and “stolen usernames™ are much more understandable to non-technical
people. Additionally, this version actually quantifies to the impact to the business in terms of reducing the
number of stolen accounts, minimizing account fraud, and saving the company $1 million per year. The more
you can articulate the value provided by your security projects, the more likely you will be able to succeed and
stand out in a competitive market (i.e., the market for limited attention).

©2016 Frank Kim, Stephen Northcutt 223




Example 3: Bad Exec Communication (DDoS)

DDoS is an attack where multiple compromised systems, which are
often infected with a Trojan, are used to target a single system causing a
Distributed Denial of Service (DDoS) attack. Victims of a DDoS attack
consist of both the end targeted system and all systems maliciously
used and controlled by the hacker in the distributed attack. The DDoS
attack uses multiple computers and Internet connections to flood the
targeted resource. DDoS attacks are often global attacks, distributed via
botnets.

Source: http://www.webopedia.com/TERM/D/DDoS_attack.html

Earlier this morning, your company was hit with a distributed denial of service (DDoS) attack. To close out the
incident response process, your manager has asked you to draft a summary of what happened. This is the first
time you’ve had to draft such a communication and are not sure how to respond. You decide to start the writeup
with some background information about the attack to ensure that everyone understands what a DDoS actually
is. And that is where you make your first communications mistake. The writeup above focuses too much on
what DDoS is and does not describe at all the impact to the organization. If non-security leadership is not
familiar with dealing with denial of service attacks, then it will likely be confused by terms such as *“Trojan,”
“maliciously used,” and “botnets.”
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Example 3: Better Exec Communication (DDoS)

On Friday night, our primary web site was unavailable for two
minutes because it was flooded with traffic from the Internet by cyber
attackers. We immediately instituted our incident response and recovery
procedures and the website was made available with zero customer
impact.

This version is much better because it focuses on the impact to the business. The company’s primary website
was “unavailable for two minutes” because it was “flooded with traffic.” It was quickly made available with
“zero customer impact.” Senior leaders want to know the “so what™ of your security work. They are looking to
you for simple answers that describe why something is important and relevant to the complex business that the
organization is running.
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Leonardo DaVinci on Simplicity

“Simpli'ci‘?t{y?is theu{tl ate form of phistlcatlon

- Leonardo DaVinci

Leonardo Da Vinci said, “Simplicity is the ultimate form of sophistication.”

Ideas are the currency of the 21 century and some people are exceptionally good at presenting their ideas. For
these people, this particular skill elevates their stature and increases their influence. There is nothing more
inspiring than a bold idea, delivered by a great speaker or easy-to-understand words.

Ideas effectively packaged and delivered can change the world. John F. Kennedy gave a speech at Rice
University of September 12, 1962, where he outlined his vision to explore the moon.! He captured the collective
imaginations of millions of Americans and thousands of top scientists to put their time and energy into this
effort. It was one of the most important speeches in American history and it took only 17 minutes and 40
seconds.

There is evidence all around us that illustrates simplicity is the way to go. Ikea provides instructions that are
only pictures, no words. Twitter limits its tweets to 140 characters, so they can be easily consumed. There are
wildly popular TED talks that cover complex topics like the history of the world, all 13 million years of it, in
only 18 minutes. All of these examples are made possible by one concept. Keeping it simple!

Reference

[1] http://er.jsc.nasa.gov/seh/ricetalk.htm
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Promote: Distribution Strategy

* Includes critical components needed to execute successful
marketing

» Distribution strategy should include the following

+ Inbound content marketing
« Blogs
+ White papers
« Online talks and videos
« Internal website
* Outbound marketing
+ Advertisements

* Promotional videos

Now that you know who you want to reach, and what actions you want them to take, you need to determine the
most effective method by which you promote your marketing—in other words, determine how your message
will reach your audience. This is your distribution strategy, and it includes critical components needed to
execute a successful marketing effort.

Primary information and/or tools that you can leverage from past work to create your distribution strategy can
be found in your project plan or security roadmaps along with other critical pieces of information you’ve
collected as a result of the strategic planning process. The information about the who, what, when, where, and
how should be available to you at this point, and the distribution strategy is formalizing the method by which
you will deliver the messages for marketing.

Inbound content marketing is promoting your efforts through blogs, white papers, videos, and internal websites.
The idea is to draw key stakeholders in by providing content that is relevant and useful to them. For example,
you might do regular security briefings focused on the threats to a particular line of business. By producing
interesting or relevant content, you develop more engaged customers.

Outbound marketing on the other hand relies on traditional approaches to buy a customer’s attention such as TV,
print, or radio advertisements, flyers, brochures, spam, and promotional videos. These types of activities are
associated with traditional brand advertising, which can also be useful for your security team to build awareness
of your activities across the larger organization.
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Market and Communicate to Employees

« Market to your current employees for retention
* Brownbags

Challenge coins

Newsletters

Specialized security training

Highlight innovation and thought leadership

« Market to future employees to attract top talent
+ Recruit at major conferences
« Speaking engagements from your star performers

Oftentimes, leaders forget that it’s important to market and communicate to current employees for retention, and
to future employees to attract top talent. As you are aware, the security industry is in high demand and the effort
you put into marketing to current and future employees will result in far greater benefits than dealing with
vacancy factors. Remember that high-performing team members often know or network with top talent and
might become a great partner in your recruiting efforts.

Below are some ideas to market to your current employees:

You can hold brown bag sessions on a variety of topics, such as showcasing great work that various individuals
and/or teams are doing. This also provides transparency across your organization. You can also invite key
stakeholders to these events, which will also provide insight to all the great work your team is doing. You can
bring in non-security related topics that might be of interest to provide insight to your security team such as
someone from your sales and marketing team to talk about how they use technology to generate revenue, or
have one of your key stakeholders provide information on what his or her organization does. This has the
potential to build trust and collaboration, and provide much needed visibility to both groups. You can even have
vendors come and present innovative technology.

Publicly acknowledging the work of your team in brown bag sessions is a great way to increase commitment
and morale. Providing special recognition or awards are another great approach. Challenge coins are a great way
to do this and serve as a highly visible token of appreciation and achievement.

Newsletters are a great way to communicate a variety of topics to your employees. You can communicate
what’s top of mind from your leadership team, new security trends, highlight accomplishments, or recognize
outstanding performance.
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Specialized security training is one area you can invest in, and market to your security team. This shows your
commitment to developing your team and providing them with the necessary tools and skills to perform their job
and stay agile in the industry and illustrate clear paths for promotion.

Innovation and thought leadership will advance your organization’s mission and, therefore, you want to market
by highlighting those individuals and/or groups that are displaying these attributes. Not only will it reinforce
your appreciation to those individuals that you are highlighting, but it will also encourage others to move in that
direction by highlighting desired behaviors.

Marketing to future employees to attract top talent is very important for you to build and maintain high-
performing teams. You can hold recruiting events at major industry conferences and distribute marketing
collateral. Consider holding a specific recruiting event at the location with hiring managers and recruiters on-site
to talk with potential candidates. Face time with potential candidates goes along way.

You might want to encourage your star performers to seek out speaking engagements on topics of interest for
the industry or specialized subject matter expertise. For this, it’s particularly important that you manage your
message. Ensure that your speakers are fully trained for public speaking, and the content and messages in their
presentation fully represent your organization and are enticing and engaging to the audience.
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- Market and Communicate to Customers o

+ Customer recognition
+ Challenge coins, awards for advocates
» Invite your customers to key conferences
+ That are relevant to the work they do
+ Are innovative and insightful
 Security awareness and training
« Ask a hacker/security expert series
« Security booths at corporate events

+ Personalizing security
+ How to keep your kids safe online

Just as employees should be engaged and recognized, your customers should also be formally recognized when
they do something notable related to security. This can be for something as simple as fixing all the defects from
a recent penetration test to partnering with you to roll out a new enterprise security initiative. When this does
occur, make sure to publicly recognize these customers. These success stories and associated awards help
highlight the work you are doing and build advocates for future security efforts.

As security professionals, we have a wealth of security events that we can attend. Think about inviting some of
your customers to these key conferences to present with you about the work that they do and how security plays
a part. Oftentimes, security conferences do not have much information about the business reasons for
undertaking a particular initiative. As the business continues to innovate, think about how you can share these
insights with the rest of the security community to highlight the work that your stakeholders are doing.

Finally, make sure to constantly work on building awareness for your security activities. There are a number of
approaches to accomplish this including conducting regular information sessions about current threats (e.g.,
"Ask a Hacker Anything"), having booths at company events, and publishing information that can be used at
home (e.g., how to keep your kids safe online).
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Infographic Exémple !
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Infographics are powerful marketing tools. Many people are visual learners and infographics provide a
mechanism to transmit complex information to audiences in a manner that can be quickly consumed in a
digestible manner.

According to NeoMam Studios,' whose business is to produce exceptional visual content that inspires people to
take action, the average person is exposed to 174 newspapers full of information everyday and 99% of that
information is filtered out through the brain almost immediately, leaving only 1% of the information actually
getting to the brain. It also claims that 90% of information transmitted to the brain is visual and half of the brain
is dedicated to visual function. It also tells us that 65% of the population are visual learners and images are
processed simultaneously at the rate of 60,000x times faster in the brain than text. Text is processed
sequentially, and most people retain only about 20% of what they read.

Infographics are an effective way to market information about your security organization. More and more
infographics on security topics are showing up in search engines, and based on the above information, it’s clear
as to why this is happening. Security is a complex topic and not easily communicated to non-security
professionals. Take the infographic shown on this page. It illustrates the things that happen on the web in 60
seconds.” In a very quick easy-to-understand, pleasing view, it gives the audience an idea of how big the web is.

How could you take a concept such as this and provide your audience with an indication of all the activities your
security team conducts? As an example, | would imagine that your network blocking and/or malicious website
blocking numbers are pretty impressive. What about the number of spam e-mails you block on a daily basis.
Think about what meaningful information would be important to your organization. How could you leverage a
visual message such as this for your security efforts?

References

[1] http://neomam.com/blog/infographics-make-great-marketing-tools/
[2] http://www.go-gulf.com/blog/60-seconds/
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Infographic Example 2
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Here is another example of an infographic that illustrates the increasing complexity of threats, technology
environments, and the associated risk. In one slide, you can convey a tremendous amount of information in a
visual story that will be simple, unexpected, concrete, credible, and emotional.
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SNAP Marketing Tools to Leverage

+ Leverage strategic planning work for marketing

Threat Analysis Security Roadmap
Marketing Objectives | Historical Analysis Metries Program
Gap Analysis SWOT analysis
| Vision & Mission
. vi | " Values & Cultures
Identify Value Proposition = PEST Analysis SWOT Analysis

Porter’s Five Forces

Identify Target Market Stakeholder Management  Visioning & Innovation

Distribution Strategy | Project Plan Security Roadmap

As stated previously, you can leverage the strategic planning work from earlier in this course to create your
marketing plan. Your output for each of these SNAP categories are certainly not limited to the planning tools
described in the table. These are simply a good place to begin to collect data points for your marketing efforts.

In the Specify category, where you determine your marketing objectives, you can use output from the Threat
Analysis, Historical Analysis, Gap Analysis, Security Roadmap, Metrics & Dashboards, and SWOT Analysis
(specifically, Weaknesses and Opportunities & Threats).

In the Niche category, you identify your value proposition. You can utilize output from the Vision & Mission,
PEST Analysis (specifically, the Economic, Social, and Technological quadrants), Porter’s Five Forces, Values
& Cultures, and SWOT Analysis (specifically, strengths).

In the Audience category, where you identify your target market, you can leverage output from the Stakeholders
Management and Visioning & Innovation sections.

Finally, for the Promote category, you need to develop your distribution strategy. For that, you can leverage
your project plan as well as your Security Roadmap.
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In Summary

« Marketing efforts can help increase:
* Revenue and/or funding
* Brand recognition
Product and/or capability visibility
Customer and stakeholder support

+ Aid in employee retention and recruiting efforts

« It’s important to evaluate your results and make modifications to
your marketing plan as necessary

Marketing your security organization internally and/or externally can help increase revenue and/or funding,
brand recognition, product and/or capability visibility, customer and stakeholder support, and aid in employee
retention and recruiting efforts.

Invest the time into building your marketing plan and perfecting effective messaging techniques is of vital
importance and will benefit you tremendously as security is a complex field and not easily understood by non-
security professionals. Security is no longer just an IT issue, and these topics have reached the most senior
executives in your company because security breaches are in the media, it seems almost daily. Now is a great
time to market your organization and get the best value for your efforts.
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Course Roadmap

* Section 1: Strategic Planning
Foundations » Exer

» Section 2: Strategic Roadmap
Development

« Section 3: Security Policy
Development & Assessment

» Section 4: Leadership &
Management Competencies

 Section 5: Strategic Planning
Workshop
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